BLOCKCHAIN-BASED DATA PROCESSING METHOD, DEVICE,
AND READABLE STORAGE MEDIUM

RELATED APPLICATION

[0001] The present disclosure claims priority to Chinese Patent Application No.
202210783272.8, filed with the China National Intellectual Property Administration on July 5, 2022
and entitled "BLOCKCHAIN-BASED DATA PROCESSING METHOD, DEVICE, AND
READABLE STORAGE MEDIUM", which is incorporated herein by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] The present disclosure relates to the field of Internet technologies, and in particular,
to a blockchain-based data processing method and apparatus, a computer device, a readable storage

medium, and a program product.

BACKGROUND OF THE DISCLOSURE

[0003] With the rapid development of network technology and increasing emphasis on data

security by enterprises, blockchains have gained attentions and applications.

[0004] In the related art, for a trusted blockchain, blockchain resources are usually limited.
The blockchain resources may include computing resources and storage resources of the
blockchain. However, the computing resources and the storage resources of the blockchain are often
limited. Therefore, with a continuous increase in a quantity of blocks, the trusted blockchain may

face challenges of insufficient blockchain resources.

SUMMARY

[0005] Embodiments of the present disclosure provide a blockchain-based data processing

method and apparatus, a computer device, a readable storage medium, and a program product.

[0006] According to embodiments provided in the present disclosure, a blockchain-based
data processing method is provided. The method is performed by a side chain node, the side chain
node belonging to a side blockchain in a consortium blockchain and the consortium blockchain

further including a main blockchain, the method including:

obtaining a transaction on-chain request carrying a business transaction transmitted
by a business device, determining a transaction execution result corresponding to the business

transaction based on the transaction on-chain request, and performing on-chain processing on the
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transaction execution result and the business transaction;

generating business transaction digest information corresponding to the business
transaction based on a transaction sequence number, a business type identifier, and the transaction
execution result in response to the transaction execution result and the business transaction being
successfully stored in a side blockchain, the transaction sequence number being used for
representing a sequence number of the business transaction in the side blockchain, and the business
type identifier being used for representing a business type of a business processed by the side

blockchain; and

transmitting the business transaction digest information to a main blockchain to store

the business transaction digest information.

[0007] An aspect of the embodiments of the present disclosure provides a blockchain-based

data processing method, performed by a verification device, including:

transmitting a first data obtaining request carrying a business type identifier and a
transaction sequence number to a main blockchain in a consortium blockchain, so that the main
blockchain returns business transaction digest information to the verification device, the transaction
sequence number being used for representing a sequence number of a business transaction in a side
blockchain, the side blockchain belonging to the consortium blockchain, the business transaction
digest information being transmitted from the side blockchain to the main blockchain, the business
transaction digest information being generated by a first side chain node in the side blockchain in
response to a transaction execution result and the business transaction being successfully stored in
the side blockchain, and the business transaction digest information being generated based on the
transaction sequence number, the business type identifier, and the transaction execution result, the
transaction execution result being determined by the first side chain node based on a transaction on-
chain request when the transaction on-chain request transmitted by a business device is obtained,
the transaction on-chain request carrying the business transaction, and the business type identifier

being used for representing a business type of a business processed by the side blockchain;

transmitting a second data obtaining request carrying the transaction sequence
number to the side blockchain, so that a second side chain node in the side blockchain returns the
transaction execution result associated with the transaction sequence number to the verification

device; and

verifying validity of the business transaction digest information based on the

transaction execution result.



[0008] An aspect of the embodiments of the present disclosure provides a blockchain-based
data processing apparatus, the apparatus being run on a side chain node, the side chain node
belonging to a side blockchain in a consortium blockchain and the consortium blockchain further

including a main blockchain, the apparatus including:

a transaction execution module, configured to: obtain a transaction on-chain request
carrying a business transaction transmitted by a business device, determine a transaction execution
result corresponding to the business transaction based on the transaction on-chain request, and

perform on-chain processing on the transaction execution result and the business transaction;

a first generation module, configured to generate business transaction digest
information corresponding to the business transaction based on a transaction sequence number, a
business type identifier, and the transaction execution result in response to the transaction execution
result and the business transaction being successfully stored in a side blockchain, the transaction
sequence number being used for representing a sequence number of the business transaction in the
side blockchain, and the business type identifier being used for representing a business type of a

business processed by the side blockchain; and

a digest transmission module, configured to transmit the business transaction digest

information to the main blockchain to store the business transaction digest information.

[0009] An aspect of the embodiments of the present disclosure provides a blockchain-based

data processing apparatus, the apparatus being run on a verification device, and including:

a first transmission module, configured to transmit a first data obtaining request
carrying a business type identifier and a transaction sequence number to a main blockchain in a
consortium blockchain, so that the main blockchain returns business transaction digest information
to the verification device, the transaction sequence number being used for representing a sequence
number of a business transaction in a side blockchain, the side blockchain belonging to the
consortium blockchain, the business transaction digest information being transmitted from the side
blockchain to the main blockchain, the business transaction digest information being generated by a
first side chain node in the side blockchain in response to a transaction execution result and the
business transaction being successfully stored in the side blockchain, and the business transaction
digest information being generated based on the transaction sequence number, the business type
identifier, and the transaction execution result, the transaction execution result being determined by
the first side chain node based on a transaction on-chain request when the transaction on-chain
request transmitted by a business device is obtained, the transaction on-chain request carrying the

business transaction, and the business type identifier being used for representing a business type of
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a business processed by the side blockchain;

a second transmission module, configured to transmit a second data obtaining
request carrying the transaction sequence number to the side blockchain, so that a second side chain
node in the side blockchain returns the transaction execution result associated with the transaction

sequence number to the verification device; and

an information verification module, configured to verify validity of the business

transaction digest information based on the transaction execution result.

[0010] An aspect of the present disclosure provides a computer device, including a memory
and one or more processors, the memory storing computer-readable instructions, the computer-
readable instructions, when executed by the one or more processors, causing the one or more

processors to perform the method in the embodiments of the present disclosure.

[0011] An aspect of the embodiments of the present disclosure provides one or more non-
volatile computer-readable storage media, storing computer-readable instructions, the computer-
readable instructions, when executed by one or more processors, causing the one or more processors

to perform the method in the embodiments of the present disclosure.

[0012] An aspect of the embodiments of the present disclosure provides a computer
program product, including computer-readable instructions, the computer-readable instructions,
when executed by a processor, causing the processor to implement the method in the embodiments

of the present disclosure.

[0013] Details of one or more embodiments of the present disclosure are provided in the
following accompanying drawings and descriptions. Other features, objectives, and advantages of
the present disclosure become apparent from the specification, the accompanying drawings, and the

claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] In order to describe the technical solutions in embodiments of the present disclosure
or in the related art more clearly, the accompanying drawings required for describing the
embodiments or the related art are to be briefly described below. Apparently, the accompanying
drawings in the following description show only some embodiments of the present disclosure, and a
person of ordinary skill in the art may still derive other accompanying drawings from the

accompanying drawings without creative efforts.

[0015] FIG. 1 is a schematic diagram of a system architecture according to an embodiment



of the present disclosure.

[0016] FIG. 2 is a schematic flowchart of a blockchain-based data processing method

according to an embodiment of the present disclosure.

[0017] FIG. 3 is a schematic diagram of a blockchain-based data processing scenario

according to an embodiment of the present disclosure.

[0018] FIG. 4 is a schematic diagram of another blockchain-based data processing scenario

according to an embodiment of the present disclosure.

[0019] FIG. 5 is a schematic structural diagram of business transaction digest information

according to an embodiment of the present disclosure.

[0020] FIG. 6 is a schematic diagram of another blockchain-based data processing scenario

according to an embodiment of the present disclosure.

[0021] FIG. 7 is a schematic flowchart of another blockchain-based data processing method

according to an embodiment of the present disclosure.

[0022] FIG. 8 is a schematic diagram of another blockchain-based data processing scenario

according to an embodiment of the present disclosure.

[0023] FIG. 9 is a schematic flowchart of another blockchain-based data processing method

according to an embodiment of the present disclosure.

[0024] FIG. 10 is an interactive flowchart of a blockchain-based data processing method

according to an embodiment of the present disclosure.

[0025] FIG. 11 is a schematic structural diagram of a blockchain-based data processing

apparatus according to an embodiment of the present disclosure.

[0026] FIG. 12 is a schematic structural diagram of another blockchain-based data

processing apparatus according to an embodiment of the present disclosure.

[0027] FIG. 13 is a schematic structural diagram of a computer device according to an

embodiment of the present disclosure.

DESCRIPTION OF EMBODIMENTS

[0028] The technical solutions in embodiments of the present disclosure are described
clearly and completely below with reference to the accompanying drawings in the embodiments of
the present disclosure. Apparently, the described embodiments are merely a part rather than all of

the embodiments of the present disclosure. All other embodiments obtained by a person of ordinary
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skill in the art based on the embodiments of the present disclosure without creative efforts fall

within the protection scope of the present disclosure.
[0029] For ease of understanding, some terms are briefly described below.

[0030] 1. Blockchain: In a narrow sense, the blockchain is a linked data structure using a
block as a basic unit, and in the block, a previously obtained transaction history is verified by using
a digital digest, which is suitable for requirements of tamper resistance and scalability in a
distributed ledger scenario. In a broad sense, the blockchain further refers to a distributed ledger
technology implemented by a blockchain structure, including a distributed consensus, privacy and
security protection, a peer-to-peer communication technology, a network protocol, a smart contract,
and the like. A goal of the blockchain is to implement a distributed data record ledger. The ledger
can only be added, not deleted. An underlying structure of the ledger is a linear linked list. The
linked list is composed of "blocks" connected in series, and a hash value of a previous block is
recorded in a next block. Whether each block (and a transaction the block) is legal may be quickly
verified by calculating the hash value. If a node in a network proposes to add a new block, a

consensus needs to be reached on the block through a consensus mechanism for confirmation.

[0031] For a trusted blockchain, a computing resource and a storage space thereof are
limited. Therefore, with a continuous increase in a quantity of blocks, an insufficient available
storage space corresponding to the credible blockchain and slower response than a request may be
caused. In this case, expansion is necessary. If an expanded blockchain is obtained through
expansion, in order to ensure efficiency of the expansion, a private chain is usually used as the
expanded blockchain. In the present disclosure, the trusted blockchain is referred to as a main
blockchain, and the expanded blockchain is referred to as a side blockchain. That is to say, the side
blockchain functions to expand the main blockchain. The main blockchain and the side blockchain

may form a consortium blockchain.

[0032] 2. Block: It is a data packet carrying transaction data on a blockchain network, which
is a data structure marked with a timestamp and a corresponding hash value of a previous block.
The block is verified through a consensus mechanism of the network, and a transaction in the block
is confirmed. The block includes a block header and a block body. The block header may record
metadata of a current block, including data such as a current version number, a hash value
corresponding to the previous block, a timestamp, a random number, and a hash value of a Merkle
root. The block body may record detailed data generated over a period of time, including all
transaction records or other information that is verified in the current block and generated during

creation of the block, which may be understood as a representation form of a ledger. In addition, the
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detailed data of the block body may include a unique Merkle root generated through a hashing

process of a Merkle tree that is recorded in the block header.

[0033] The previous block is also referred to as a parent block. The blockchain achieves
time sorting by recording a hash value corresponding to the block and a hash value corresponding to

the parent block in the block header.

[0034] 3. Hash value (hash): It is also referred to as an information eigenvalue or an
eigenvalue. The hash value is generated by transforming input data of an arbitrary length into a
cipertext of a fixed length through a hash algorithm and outputting the cipertext. The original input
data cannot be retrieved by decrypting the hash value, which is a one-way cryptographic function.
In the blockchain, each block (except an initial block) includes a hash value of the previous block.
The hash value is a potential core foundation and the most important aspect of blockchain
technologies, which preserves authenticity of recording and viewing data and integrity of the

blockchain as a whole.

[0035] 4. Blockchain node: The blockchain network divides nodes into a consensus node
(also referred to as a core node) and a synchronization node (which may include a data node and a
light node). The consensus node is responsible for a consensus business of the whole blockchain
network. The synchronization node is responsible for synchronizing ledger information of the
consensus node, that is, synchronizing the latest block data. An internal structure of the consensus
node or the synchronization node includes a network communication component, and needs to
communicate with another node in the blockchain network through a P2P component since the
blockchain network is essentially a peer-to-peer (P2P) network. Resources and services in the
blockchain network are scattered on each node, and transmission of information and
implementation of services are both directly performed between the nodes, without the intervention

of an intermediate link or a centralized server (a third party).

[0036] In one embodiment of the present disclosure, the blockchain node included in the
main blockchain is referred to as a main chain node, and the blockchain node included in the side
blockchain is referred to as a side chain node. The side chain node may further be divided into a
side chain synchronization node (having the same function as the foregoing synchronization node)

and a side chain consensus node (having the same function as the foregoing consensus node).

[0037] 5. Write set: After execution of a transaction, the consensus node calculates a write
set and fills the write set in a structure of the transaction. The write set does not participate in
calculation of transaction hashes. A write set of a transaction records all on-disk operations of the

transaction. A link state may be quickly updated through the write set without executing the
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transaction. One embodiment of the present disclosure provides a historical write set. The historical

write set is an initial state of an on-disk object before execution of the transaction.

[0038] 6. Read set: Similar to the write set, the read set records all disk reading operations

during the execution of the transaction.

[0039] 7. Merkle tree and Merkle root: The Merkle tree is a typical binary tree structure and
is composed of a root node (a Merkle root), a set of intermediate nodes, and a set of leaf nodes. The
lowest leaf node stores data or a hash value thereof, and another node stores hash values of contents

of two child nodes of the another node.

[0040] 8. Asymmetric signature: The algorithm includes two keys: a public key and a
private key. The public key and the private key are a pair. If data is signed by using the private key,
only the corresponding public key can be used for signature verification. Since two different keys
are respectively used in the signature process and the signature verification process, the algorithm is
referred to as the asymmetric signature. A basic process of realizing exchange of confidential
information by the asymmetric signature may be as follows. Party A generates a pair of keys and
discloses the public key. When necessary to transmit information to another role (Party B), Party A
uses the private key thereof to sign the confidential information and then transmits the signed
confidential information to Party B, and then Party B uses the public key of Party A to verify the

signed information.

[0041] 9. Smart Contract: It is a computer protocol intended to disseminate, verify, or
execute a contract in an information-based manner. In a blockchain system, the smart contract (a
contract for short) is code that each node in the blockchain may understand and execute, and may
execute any logic and obtain a result. In practical application, the smart contract is managed and
tried through a transaction on the blockchain. Each transaction is equivalent to a remote procedure
call (RPC) request for the blockchain system. If the smart contract is equivalent to an executable
program, the blockchain is equivalent to an operating system that provides a running environment.
The blockchain may include a plurality of contracts (such as a resource fusion function and a
resource issuance function in the present disclosure), which are distinguished by using a contract

identity (ID), an identification number, or a name.

[0042] FIG. 1 is a schematic diagram of a system architecture according to an embodiment
of the present disclosure. As shown in FIG. 1, the system architecture may include a terminal device
cluster and a blockchain node cluster in a consortium blockchain 100. The terminal device cluster
may include a terminal device 10g, a terminal device 10h, a terminal device 10i, and a terminal

device 10j. The blockchain node cluster may include a blockchain node 10a, a blockchain node 10b,
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a blockchain node 10c, a blockchain node 10d, a blockchain node 10e, and a blockchain node 10f. A
quantity of the terminal device clusters is not limited in one embodiment of the present disclosure,
and one or more terminal devices may be included. Similarly, attributes of the blockchain node

clusters are not limited, and one or more blockchain nodes may be included.

[0043] A communication connection may exist between the terminal device clusters. For
example, a communication connection exists between the terminal device 10i and the terminal
device 10g. A communication connection may exist between the blockchain node clusters. For
example, a communication connection exists between the blockchain node 10a and the blockchain
node 10c, and the communication connection exists between the blockchain node 10a and the
blockchain node 10d. The communication connection may exist between any blockchain node in
the blockchain node cluster and any terminal device in the terminal device cluster. For example, the
communication connection exists between the blockchain node 10a and the terminal device 10h, the
communication connection exists between the blockchain node 10d and the terminal device 10j, the
communication connection exists between the blockchain node 10c and the terminal device 10g,
and the communication connection exists between the blockchain node 10e and the terminal device
10i. The foregoing communication connection is not limited to a connection manner, which may be
direct or indirect connection through wired communication, or may be direct or indirect connection

through wireless communication or another manner.

[0044] Data or blocks may be transmitted between the blockchain nodes through the
foregoing communication connection. The communication connection between the foregoing
blockchain nodes may be based on a node identifier. Each blockchain node in the blockchain
network has a node identifier corresponding to the blockchain node, and each blockchain node may
store a node identifier of another blockchain node connected to the blockchain node, so that
obtained data or generated blocks may be disseminated to the another blockchain node based on the
node identifier of the another blockchain node subsequently. For example, the blockchain node 10a
may maintain a node identifier list, the node identifier list storing node names and node identifiers

of other blockchain nodes, as shown in Table 1.

Table 1
Node name Node identifier
Blockchain node 10b AAAAA
Blockchain node 10c BBBBB




Node name Node identifier
Blockchain node 10d CCCCC
Blockchain node 10e DDDDD
Blockchain node 10f EEEEE
[0045] The node identifier may be an Internet protocol (IP) address and any other piece of

information that can be used for identifying the blockchain node in the blockchain network.

[0046] Assuming that a node identifier of the blockchain node 10a is FFFFFF, the
blockchain node 10a may transmit a digest-information uploading request to the blockchain node
10d through a node identifier CCCCC, and the blockchain node 10d may learn, through a node
identifier FFFFFF, that the digest-information uploading request is transmitted by the blockchain
node 10a. Similarly, the blockchain node 10d may transmit a block consensus request to the
blockchain node 10c through a node identifier BBBBBB, the blockchain node 10c may learn,
through the node identifier CCCCCC, that the block consensus request is transmitted by the

blockchain node 10d, and the same is true for data transmission between other nodes.

[0047] In one embodiment of the present disclosure, the blockchain network is divided into
a main blockchain network and one or more side blockchain networks, which form the consortium
blockchain 100. A quantity of blockchains in the consortium blockchain 100 is not limited in one
embodiment of the present disclosure. Referring to FIG. 1 again, the consortium blockchain 100
may include a main blockchain 100a, a side blockchain 100b, ..., and a side blockchain 100c. The
blockchain node 10a, ..., and the blockchain node 10b belong to nodes in the main blockchain 100a,
that is, main chain nodes in the blockchain network cluster. The blockchain node 10c, ..., and the
blockchain node 10d belong to nodes in the side blockchain 100b, that is, side chain nodes in the
side blockchain 100b. The blockchain node 10e, ..., and the blockchain node 10f belong to nodes in
the side blockchain 100c, that is, side chain nodes in the side blockchain 100c. The blockchain node
(also including the blockchain node 10a, the blockchain node 10b, the blockchain node 10c, the
blockchain node 10d, the blockchain node 10e, and the blockchain node 10f) may be configured to
maintain the blockchain to which the blockchain node belongs. The main blockchain 100a, the side
blockchain 100b, ..., and the side blockchain 100c described above may all be understood as a
distributed system. In the distributed system, any device such as a server or a user terminal may join

and become a blockchain node.

[0048] An enterprise may include various types of business data, for example, enterprise tax
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data, social security data, and industry and business related data. The different types of business
data are stored on different blockchains. For example, the terminal device 10g and the terminal
device 10h respectively store the enterprise tax data in the side blockchain 100b in the consortium
blockchain 100, the terminal device 10i and the terminal device 10j store the social security data in
the side blockchain 100c in the consortium blockchain 100, and the terminal device 10g and the
terminal device 10i respectively store the industry and business related data in another side
blockchain in the consortium blockchain 100. In one embodiment of the present disclosure, the side
chain node in the side blockchain may receive a business transaction transmitted by a client during
normal operation, generate a block based on the received business transaction, and then perform
block on-chain processing, that is, perform on-chain processing in the blockchain maintained by the
side chain node. A specific implementation of the present disclosure relates to relevant data such as
user information (for example, a business transaction). When one embodiment of the present
disclosure is applied to a specific product or technology, a user permission or consent needs to be
obtained, and collection, use, and processing of the relevant data need to comply with relevant laws,

regulations, and standards of relevant countries and regions.

[0049] It may be learned from the above that each side blockchain in one embodiment of the
present disclosure independently maintains a type of full data, that is, the stored full business data is
different, and the maintained blocks are also different. Similarly, the block maintained by the main
blockchain 100a is different from the block maintained by the side blockchain (for example, the
side blockchain 100b in FIG. 1).

[0050] The blockchain node in the consortium blockchain 100 in FIG. 1 includes but is not
limited to a mobile terminal or a server. The foregoing server may be an independent physical
server, or may be a server cluster formed by a plurality of physical servers or a distributed system,
and may further be a cloud server providing basic cloud computing services such as cloud service, a
cloud database, cloud computing, a cloud function, cloud storage, a network service, cloud
communication, a middleware service, a domain name service, a security service, a content delivery
network (CDN for short), big data, and an artificial intelligence platform. The foregoing mobile
terminal includes but is not limited to a mobile phone, a computer, an intelligent voice interaction
device, a smart home appliance, an on-board terminal, an aircraft, and the like. The mobile terminal

and the server may be directly or indirectly connected in a wired or wireless manner.

[0051] FIG. 2 is a schematic flowchart of a blockchain-based data processing method
according to an embodiment of the present disclosure. The blockchain-based data processing

method may be performed by a side chain node in a side blockchain Z of a consortium blockchain.
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The consortium blockchain may be the consortium blockchain 100 in FIG. 1. The side blockchain Z
may be any side blockchain in FIG. 1. As shown in FIG. 2, the blockchain-based data processing
method may include at least the following step S101 to step S103.

[0052] In step S101: obtain a transaction on-chain request carrying a business transaction
transmitted by a business device, determine a transaction execution result corresponding to the
business transaction based on the transaction on-chain request, and perform on-chain processing on

the transaction execution result and the business transaction.

[0053] The business device in one embodiment of the present disclosure is a device that
generates a business transaction and transmits the business transaction to the side blockchain. The
business device includes but is not limited to a terminal device or a business server. The business
server may be an independent physical server, or may be a server cluster formed by a plurality of
physical servers, or a distributed system, and may further be a cloud server that provides basic cloud
computing services such as a cloud database, a cloud service, cloud computing, a cloud function,
cloud storage, a network service, cloud communication, a middleware service, a domain name
service, a security service, a CDN, big data, and an artificial intelligence platform. The terminal
device includes but is not limited to a mobile phone, a computer, an intelligent voice interaction
device, a smart home appliance, an on-board terminal, an aircraft, and the like. FIG. 3 is a
schematic diagram of a blockchain-based data processing scenario according to an embodiment of
the present disclosure. As shown in FIG. 3, a business object 20a operates a business device 201a to
generate a business transaction 202a, that is, "transferring 30 current resources of an object 201b to
an object 202b". If the business object 20a authorizes the business device 201a to transmit the
business transaction 202a to a side blockchain 201c¢ (that is, a side blockchain Z), the business
device 201a generates a transaction on-chain request that carries the business transaction 202a, and
then transmits the transaction on-chain request to a side chain node 20c belonging to the side

blockchain 201c.

[0054] In step S102: generate business transaction digest information corresponding to a
business transaction based on a transaction sequence number, a business type identifier, and a
transaction execution result when the transaction execution result and the business transaction are

successfully stored in a side blockchain.

[0055] The transaction sequence number is used for representing a sequence number of the
business transaction in the side blockchain, and the business type identifier is used for representing

a business type of a business processed by the side blockchain.

[0056] In step S103: transmit the business transaction digest information to a main
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blockchain, so that the main blockchain stores the business transaction digest information.

[0057] In one embodiment of the present disclosure, when the side chain node obtains the
transaction on-chain request transmitted by the business device that carries the business transaction,
the transaction execution result corresponding to the business transaction may be determined based
on the transaction on-chain request. The side chain node belongs to the side blockchain in a
consortium blockchain, and the consortium blockchain further includes the main blockchain.
Further, the side chain node performs on-chain processing on the transaction execution result and
the business transaction, that is, stores the transaction execution result and the business transaction
in the side blockchain. Further, the side chain node may generate the business transaction digest
information corresponding to the business transaction based on the transaction sequence number,
the business type identifier, and the transaction execution result, and transmit the business
transaction digest information to the main blockchain, so that the main blockchain stores the
business transaction digest information. The business transaction digest information stored in the
main blockchain is used for being transmitted to a verification device by the main blockchain, the
verification device being configured to verify validity of the business transaction digest information
based on the transaction execution result obtained from the side blockchain. It may be learned from
the foregoing that the side chain node belonging to the side blockchain may execute the business
transaction matching the business type of the business processed by the side blockchain, and store
the transaction execution result and the business transaction in the side blockchain. Therefore, the
defect that the main blockchain in the blockchain network is overloaded in executing the business
transaction can be avoided, and then computing resources of the main blockchain can be reduced.
Since the main blockchain stores only the business transaction digest information, a storage

resource of the main blockchain can be reduced.

[0058] In some embodiments, the determining a transaction execution result corresponding
to the business transaction based on the transaction on-chain request includes: determining a
business type of the business transaction, and calling a transaction execution function in a smart
contract that matches the business type of the business transaction based on the transaction on-chain
request when the business type of the business transaction matches the business type identifier;
obtaining historical state values of a second business object in the business transaction based on the
transaction execution function, and combining the historical state values of the second business
object into a read set of the business transaction; executing the transaction execution function based
on the business transaction and the read set, and obtaining the updated state values of a first
business object in the business transaction generated during execution of the transaction execution
function; determining the updated state values of the first business object as the write set of the
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business transaction, obtaining state values of the first business object before the execution of the
transaction execution function, and determining the obtained state values as the historical write set
of the business transaction; and determining the transaction execution result corresponding to the

business transaction based on the write set, the historical write set, and the read set.

[0059] After obtaining the transaction on-chain request, the side chain node 20c first verifies
the business type of the business transaction 202a, and then determines a business type 20d of the
business transaction 202a. FIG. 3 shows that the business type 20d of the business transaction 202a
is a resource transfer type. Further, the side chain node 20c matches the business type 20d (that is,
the resource transfer type) with the business type of the business processed by the side blockchain
201c. The business type may be represented by the business type identifier. If the business type 20d
does not match the business type identifier, for example, the business type identifier indicates that
the business type of the business processed by the side blockchain 201c¢ is a digital product
authentication type, in this case, the side chain node 20c may refuse to process the transaction on-
chain request transmitted by the business device 201a. If the business type 20d matches the business
type identifier, in this case, the side chain node 20c calls, based on the transaction on-chain request,
a transaction execution function 20e in the smart contract that matches the resource transfer type.
The transaction execution function 20e is, for example, a resource transfer function shown in FIG.

3.

[0060] The side chain node 20c may determine disk reading data of the business transaction
of "transferring 30 current resources of an object 201b to an object 202b" based on the transaction
execution function 20e, that is, the current resources of the object 201b and current resources of the
object 202b. FIG. 3 shows that the current resources of the object 201b are 30 and the current
resources of the object 202b are 50. The side chain node 20c determines read state data as a read set
20f. Further, the side chain node 20c executes the transaction execution function 20e based on the
read set 20f and the business transaction 202a. After the business transaction 202a is executed, an
updated state value of the object 201b and an updated state value of the object 202b are obtained.
The updated state value of the object 201b is, for example, updated resource(s) of the object 201b: 0
shown in FIG. 3, the updated state value of the object 202b is, for example, updated resource(s) of
the object 202b: 80 shown in FIG. 3, and state data that needs to be written to a disk after the
execution of the business transaction 202a is determined as a write set 20g. Further, the side chain
node 20c obtains historical state data of the state data that needs to be written to the disk, and
determines the obtained state data as a historical write set 20h. The first business object is a
business object corresponding to the state data that needs to be written to the disk after the
execution of the business transaction. The second business object is a business object corresponding
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to the state data that needs to be read from the disk during the execution of the business transaction.
In FIG. 3, the first business object is the same as the second business object, that is, the side chain
node 20c reads historical state values respectively corresponding to the object 201b and the object
202b, such as current resource(s) of the object 202b: 50 in FIG. 3 and current resource(s) of the
object 201b: 30. In addition, the side chain node 20c also writes the updated state values
respectively corresponding to the object 201b and the object 202b, such as updated resource(s) of
the object 202b: 80 in FIG. 3 and updated resource(s) of the object 201b: 0. In the foregoing
scenario, the historical write set 20h includes historical resource(s) of the object 202b: 50 and
historical resource(s) of the object 201b: 30. In practical application, the first business object may
be different from the second business object, for example, a transaction of "creating an object 202z
and transferring 30 current resources of an object 204b to the object 202b". In this case, the first
business object includes the object 204b and the object 202z, and the second business object
includes the object 204b.

[0061] Referring to FIG. 3 again, the side chain node 20c determines the transaction
execution result corresponding to the business transaction 202a based on the write set 20g, the
historical write set 20h, and the read set 20f. Contents of the transaction execution result are not
limited in one embodiment of the present disclosure, which may be set based on a practical
application scenario. Specifically, the transaction execution result may further include a relevant
parameter during the execution of the business transaction, for example, at least one of error code, a

height of a transaction, or a transaction hash value.

[0062] In one embodiment, if the business type of the business transaction matches the
business type identifier, the transaction execution function in a smart contract that matches the
business type of the business transaction is called based on the transaction on-chain request, to
determine the transaction execution result corresponding to the business transaction, so that the
transaction execution function is called to generate the transaction execution result when the
business type of the business transaction matches the business type identifier, thereby ensuring

correctness of the transaction execution result.

[0063] In some embodiments, the method further includes: updating a historical state tree
based on the transaction execution result, to obtain an updated state tree, the historical state tree
being a Merkle tree generated based on a full amount of historical state values in the side
blockchain; and the generating business transaction digest information corresponding to the
business transaction based on a transaction sequence number, a business type identifier, and the

transaction execution result includes: generating the business transaction digest information
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corresponding to the business transaction based on the transaction sequence number, the business

type identifier, the transaction execution result, the historical state tree, and the updated state tree.

[0064] The side blockchain 201¢ maintains a state tree including state data respectively
corresponding to all business objects. FIG. 4 is a schematic diagram of another blockchain-based
data processing scenario according to an embodiment of the present disclosure. As shown in FIG. 4,
before execution of the business transaction 202a, the side blockchain 201¢ maintains a historical
state tree 201. It is to be emphasized that for convenience of description and understanding, a total
quantity of full business objects in one embodiment of the present disclosure is 4, which are
respectively an object 201b, an object 202b, an object 203b, and an object 204b. In practical

application, the total quantity corresponding to the full business objects may be any positive integer.

[0065] The historical state tree 20i includes a historical state value 1 corresponding to the
object 201b (that is, 30 in FIG. 4), a historical state value 2 corresponding to the object 202b (that
is, 50 in FIG. 4), a historical state value 3 corresponding to the object 203b (that is, 40 in FIG. 4),
and a historical state value 4 corresponding to the object 204b (that is, 80 in FIG. 4). In addition, the
historical state tree 20i further includes a hash value 1 corresponding to the historical state value 1
(that is, H(1) in FIG. 4), a hash value 2 corresponding to the historical state value 2 (that is, H(2) in
FIG. 4), a hash value 3 corresponding to the historical state value 3 (that is, H(3) in FIG. 4), and a
hash value 4 corresponding to the historical state value 4 (that is, H(4) in FIG. 4). Further, the
historical state tree 20i further includes a hash value corresponding to H(1) and H(2) (such as H(12)
in FIG. 4), and a hash value corresponding to H(3) and H(4) (such as H(34) in FIG. 4). In addition,
the historical state tree 20i further includes a hash value corresponding to H(12) and H(34) (such as
H(1234) in FIG. 4), the hash value being a Merkle tree root of the historical state tree 20i.

[0066] The side chain node 20c obtains the transaction execution result upon completion of
the execution of the business transaction 202a, and updates the historical state tree 20i based on the
transaction execution result. Specifically, the historical state tree 20i is updated based on state data
in the write set 20g. As shown in FIG. 4, the side chain node 20c updates the historical state value
of the object 201b to the updated state value of the object 201b, that is, updates 30 to 0, and updates
the historical state value of the object 202b to the updated state value of the object 202b, that is,
updates 50 to 80. In this case, the side chain node 20c generates a hash value corresponding to the
updated state value of the object 201b (such as H'(1) in FIG. 4), and a hash value corresponding to
the updated state value of the object 202b (such as H'(2) in FIG. 4). Further, hash calculation is
performed on H'(1) and H'(2) to obtain H'(12). Further, hash calculation is performed on H'(12) and
H(34) to obtain H'(1234). In this case, the side chain node 20c may obtain an updated state tree 20j.
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[0067] In one embodiment, the business transaction digest information corresponding to the
business transaction is generated based on the transaction sequence number, the business type
identifier, the transaction execution result, the historical state tree, and the updated state tree.
Therefore, the business transaction digest information includes the historical state tree and the

updated state tree, thereby enhancing the validity of the business transaction digest information.

[0068] In some embodiments, the performing on-chain processing on the transaction
execution result and the business transaction includes: obtaining a block having a maximum
generation timestamp from the side blockchain Z when the side chain node has a consensus
permission, using the block as a parent block, and using a block header hash value of the parent
block as a parent block hash value; generating a side chain block based on the parent block hash
value, the business transaction carrying the transaction sequence number, the transaction execution
result, and the updated state tree generated based on the transaction execution result, a generation
timestamp of the side chain block being used for updating a maximum generation timestamp of the
side blockchain Z; signing the side chain block by using a node private key corresponding to the
side chain node, to obtain signature information, and broadcasting the side chain block carrying the
signature information to a consensus node in the side blockchain Z; and adding the side chain block
to the side blockchain Z, and returning the transaction sequence number to the business device
when it is determined that the consensus nodes in the side blockchain Z reach a consensus on the

side chain block.

[0069] For example, if the side chain node 20c is a node in the side blockchain 201c¢ that has
a consensus permission and a block generation permission, that is, the consensus node in the side
blockchain 201c¢, the block having the maximum generation timestamp is obtained from the side
blockchain 201c and is used as the parent block. Referring to FIG. 4 again, the side chain node 20c
uses the block having the largest block height as the parent block, and uses the block header hash
value of the parent block as the parent block hash value. A side chain block 20k is generated based
on the parent block hash value, the business transaction 202a carrying the transaction sequence
number, the transaction execution result, and the updated state tree 20j. For example, in FIG. 4, a
sequence number of the business transaction 202a in the side blockchain 201c is 100. Further, the
side chain node 20c signs the side chain block 20k by using a node private key 203c corresponding
to the side chain node 20c, to obtain signature information 201k. The side chain block 20k carrying
the signature information 201k is broadcast to the consensus node in the side blockchain 201c, so
that the consensus node in the side blockchain 201c can perform consensus processing on the side
chain block 20k. The side chain node 20c adds the side chain block 20k to the side blockchain 201c
when it is determined that the consensus node in the side blockchain 201c reaches consensus on the
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side chain block 20k, to obtain a side blockchain 202c¢, and simultaneously returns the transaction

sequence number to the business device 201a.

[0070] In one embodiment, the side blockchain is an independent blockchain, which may
perform consensus processing on the business transaction associated with the business type of a
business processed by the side blockchain and store full data. Therefore, consensus load of the main

blockchain can be reduced, and storage pressure of the main blockchain can be relieved.

[0071] In some embodiments, the generating the business transaction digest information
corresponding to the business transaction based on the transaction sequence number, the business
type identifier, the transaction execution result, the historical state tree, and the updated state tree
includes: obtaining a historical state root hash of the historical state tree, and obtaining a first target
field value from the historical state root hash; obtaining an updated state root hash of the updated
state tree, and obtaining a second target field value from the updated state root hash; and generating
the business transaction digest information corresponding to the business transaction based on the
transaction sequence number, the business type identifier, the transaction execution result, the first
target field value, and the second target field value. The updated state tree belongs to the Merkle
tree, the root hash is the root of the Merkle tree, and the updated state root hash is a root node of the

updated state tree.

[0072] If the side chain block including the transaction execution result and the business
transaction is stored in the side blockchain Z, the side chain node generates the business transaction
digest information corresponding to the business transaction. FIG. 5 is a schematic structural
diagram of business transaction digest information according to an embodiment of the present
disclosure. As shown in FIG. 5, a side chain node obtains a historical state root hash of a historical
state tree 201, such as H(1234) in FIG. 4 and FIG. 5, and obtains a first target field value 30e from
the historical state root hash. A value range of the first target field value 30e is not limited in one
embodiment of the present disclosure, which may be set based on practical application, for
example, first 16 bits, last 8 bits, or the first 8 bits plus the last 8 bits of the historical state root hash.
For convenience of description and understanding in one embodiment of the present disclosure, the
first 16 bits of the historical state root hash are used as an example, such as abababababababab in
FIG. 5. Further, the side chain node obtains the updated state root hash of the updated state tree 20j,
such as the H'(1234) in FIG. 4 and FIG. 5, and obtains a second target field value 30f from the
updated state root hash. For the meaning corresponding to the second target field value, reference is
made to the definition of the first target field value. cdcdcdcdedcdedcd is used as an example of the

second target field value 30f in FIG. 5.



[0073] In one embodiment, considering a large storage capacity of the full data of the
business transaction (including the transaction execution result), the business transaction digest
information for the business transaction is generated in one embodiment of the present disclosure,
and a storage capacity corresponding to the business transaction digest information is less than the
storage capacity of the full data of the business transaction. The business transaction digest
information is transmitted to the main blockchain and stored, which not only can allow the main
blockchain to store data related to the business transaction, but also can reduce the storage pressure

of the main blockchain.

[0074] In some embodiments, the updating a historical state tree based on the transaction
execution result, to obtain an updated state tree includes: updating the historical state tree based on
a write set in the transaction execution result, to obtain the updated state tree, the full amount of
historical state values including a historical write set in the transaction execution result, the write set
including updated state values of a first business object in the business transaction, and the
historical write set including historical state values of the first business object; and the generating
the business transaction digest information corresponding to the business transaction based on the
transaction sequence number, the business type identifier, the transaction execution result, the first
target field value, and the second target field value including: generating a first hash value of the
write set, and obtaining a third target field value from the first hash value; generating a second hash
value of the historical write set, and obtaining a fourth target field value from the second hash
value; generating a third hash value of a read set in the transaction execution result, and obtaining a
fifth target field value from the third hash value, the read set including historical state values of a
second business object in the business transaction; and combining the transaction sequence number,
the business type identifier, the third target field value, the fourth target field value, the fifth target
field value, the first target field value, and the second target field value into the business transaction

digest information corresponding to the business transaction.

[0075] For the meanings respectively corresponding to the third target field value, the fourth
target field value, and the fifth target field value, reference is made to the definition of the first

target field value.

[0076] Further, it may be learned from step S101 that the transaction execution result may
include the write set, the historical write set, and the read set. The side chain node generates the first
hash value of the write set, and obtains a third target field value 30b from the first hash value.
efefefefefefefef is used as an example of the third target field value 30b in FIG. 5. The side chain

node generates the second hash value of the historical write set, and obtains a fourth target field
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value 30c from the second hash value. ghghghghghghghgh is used as an example of the fourth
target field value 30c in FIG. 5. The side chain node generates the third hash value of the read set,
of the fifth target field value 30d in FIG. 5. Further, the side chain node combines the transaction
sequence number (a sequence number 100 is used as an example in FIG. 5), the business type
identifier, the third target field value 30b, the fourth target field value 30c, the fifth target field value
30d, the first target field value 30e, and the second target field value 30f into the business

transaction digest information corresponding to the business transaction.

[0077] In one embodiment, considering a large storage capacity of the full data of the
business transaction (including the transaction execution result), the business transaction digest
information for the business transaction is generated in one embodiment of the present disclosure,
and a storage capacity corresponding to the business transaction digest information is far less than
the storage capacity of the full data of the business transaction. The business transaction digest
information is transmitted to the main blockchain and stored, which not only can allow the main
blockchain to store data related to the business transaction, but also can reduce the storage pressure

of the main blockchain.

[0078] In some embodiment, the transmitting the business transaction digest information to
the main blockchain includes: encrypting the business transaction digest information by using a
main chain public key of the main blockchain, to obtain encrypted digest information; and calling
an information uploading function corresponding to the business type identifier in the main
blockchain, uploading the encrypted digest information to the main blockchain through the
information uploading function, so that a main chain node in the main blockchain decrypts the
encrypted digest information by using a main chain private key of the main blockchain, and storing
the business transaction digest information corresponding to a decryption success result when a

decryption result is the decryption success result.

[0079] Considering that the business transaction digest information may be obtained by an
illegal device during transmission and modified by the illegal device, before transmission of the
business transaction digest information, the side chain node encrypts the business transaction digest
information by using the main chain public key of the main blockchain, to obtain the encrypted
digest information. Further, the side chain node calls the information uploading function in the main
blockchain that corresponds to the business type identifier, and uploads the encrypted digest
information to the main blockchain through the information uploading function. FIG. 6 is a

schematic diagram of another blockchain-based data processing scenario according to an
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embodiment of the present disclosure. A side chain node 401b maintains a side blockchain 401c¢ to
which the side chain node belongs. A side chain node 402b maintains a side blockchain 402c to
which the side chain node belongs. A business type of a business processed by the side blockchain
401c is different from a business type of a business processed by the side blockchain 402c, and both
the blockchains independently perform on-chain processing. Therefore, blocks stored in the side
blockchain 401c are different from blocks stored in the side blockchain 402c. Blocks stored in a
main blockchain 40d are also different from those stored in the side blockchain 401c and the side
blockchain 402c. For a process of transmitting the transaction on-chain request to the side chain
node 401b by a business device 401a, a process of executing a business transaction 1 by the side
chain node 401b, a process of generating encrypted digest information corresponding to the
business transaction 1 (which is referred to as encrypted digest information 1 in FIG. 6) by the side
chain node 401b, a process of transmitting the transaction on-chain request to the side chain node
402b by a business device 402a, a process of executing a business transaction 2 by the side chain
node 402b, and a process of generating encrypted digest information corresponding to the business
transaction 2 (which is referred to as encrypted digest information 2 in FIG. 6) by the side chain

node 402b, reference is made to the description of step S101 to step S102 above.

[0080] As shown in FIG. 6, an information uploading function 1 is used for transmitting the
encrypted digest information 1 uploaded by the side blockchain 401c, and an information uploading
function 2 is used for transmitting the encrypted digest information 2 uploaded by the side
blockchain 402c. The main chain node decrypts the encrypted digest information 1 by using the
main chain private key of the main blockchain when obtaining the encrypted digest information 1.
When the decryption result is the decryption success result, the main chain node stores the business
transaction digest information corresponding to the decryption success result. A process of
processing the encrypted digest information 2 by the main chain node is the same as the processing

process for the encrypted digest information 1.

[0081] For the process of transmitting the business transaction digest information to the
verification device by the main blockchain, and the process of verifying the validity of the business
transaction digest information by the verification device based on the transaction execution result
obtained from the side blockchain Z, reference is made to the description of an embodiment

corresponding to FIG. 9 below.

[0082] In one embodiment, since the business transaction digest information may be
obtained by the illegal device during transmission and modified by the illegal device, the business

transaction digest information is encrypted and transmitted to the main blockchain, which improves
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security of information transmission.

[0083] FIG. 7 is a schematic flowchart of another blockchain-based data processing method
according to an embodiment of the present disclosure. The blockchain-based data processing
method may be performed by a side chain node in a side blockchain Z of a consortium blockchain.
The consortium blockchain may be the consortium blockchain 100 in FIG. 1. The side blockchain Z
may be any side blockchain in FIG. 1. As shown in FIG. 7, the method may include at least the

following steps.

[0084] In step S201: obtain a transaction on-chain request carrying a business transaction
transmitted by a business device, determine a transaction execution result corresponding to the
business transaction based on the transaction on-chain request, and perform on-chain processing on

the transaction execution result and the business transaction.

[0085] In step S202: generate business transaction digest information corresponding to a
business transaction based on a transaction sequence number, a business type identifier, and a
transaction execution result when the transaction execution result and the business transaction are
successfully stored in a side blockchain, the transaction sequence number being used for
representing a sequence number of the business transaction in the side blockchain, and the business
type identifier being used for representing a business type of a business processed by the side

blockchain.

[0086] In step S203: transmit the business transaction digest information to a main
blockchain, so that the main blockchain stores the business transaction digest information, the
business transaction digest information stored in the main blockchain being used for being
transmitted to a verification device by the main blockchain, the verification device being configured
to verify validity of the business transaction digest information based on the transaction execution

result obtained from the side blockchain.

[0087] In step S204: generate a Merkle path for the updated state values based on the
updated state tree, and generate a Merkle path for the historical state values based on the historical
state tree.

[0088] Specifically, a Merkle path for updated state values B. is generated based on the

updated state tree, and a Merkle path for historical state values D. is generated based on the
historical state tree. The transaction execution result includes a write set corresponding to the
business transaction and a historical write set corresponding to the business transaction. The write

set includes the updated state values Be, ¢ being a positive integer and c is less than or equal to a

22



total quantity of the updated state values in the write set. The historical write set includes the

historical state values De.

[0089] When the transaction execution result and the business transaction are successfully
stored in the side blockchain, the side chain node additionally maintains the Merkle paths
corresponding to all state values in the write set, and the Merkle paths corresponding to all state
values in the historical write set. The Merkle paths of the foregoing two types are not stored on the
chain. Therefore, the consensus node of the side blockchain does not need to perform consensus.
FIG. 8 is a schematic diagram of another blockchain-based data processing scenario according to an
embodiment of the present disclosure. As shown in FIG. 8, for meanings respectively corresponding
to a historical write set 20h, a write set 20g, a historical state tree 20i, and an updated state tree 20j,
reference is made to the descriptions in FIG. 3 to FIG. 5 above. For a historical resource value 50 of
the historical write set 20h, a Merkle path 1 corresponding to the historical resource value includes
H(1) and H(34). For a historical resource value 30 of the historical write set 20h, a Merkle path 2
corresponding to the historical resource value includes H(2) and H(34). For an updated resource
value 80 of the write set 20g, a Merkle path 3 corresponding to the updated resource value includes
H'(1) and H(34). For an updated resource value 0 of the write set 20g, a Merkle path 4

corresponding to the updated resource value includes H'(2) and H(34).

[0090] In step S205: store the Merkle path corresponding to each updated state value in the
write set in association with the write set, and store the Merkle path corresponding to each historical

state value in the historical write set in association with the historical write set.

[0091] Specifically, referring to FIG. 8 again, the side chain node stores, in a database 70a
in association with the write set 20g, the Merkle path corresponding to each updated state value
(such as each updated resource value in FIG. 8) in the write set 20g. The side chain node stores, in
the database 70a in association with the historical write set 20h, the Merkle path corresponding to
each historical state value (such as each historical resource value in FIG. 8) in the historical write

set 20h.

[0092] In some embodiments, the execution process of step S204 to step S205 may precede
the execution process of step S202 to step S203. In other embodiments, the execution process of

step S204 to step S205 is synchronized with the execution process of step S202 to step S203.

[0093] In one embodiment of the present disclosure, when the side chain node obtains the
transaction on-chain request transmitted by the business device that carries the business transaction,
the transaction execution result corresponding to the business transaction may be determined based
on the transaction on-chain request. The side chain node belongs to the side blockchain Z in a
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consortium blockchain, and the consortium blockchain further includes the main blockchain.
Further, the side chain node performs on-chain processing on the transaction execution result and
the business transaction, that is, stores the transaction execution result and the business transaction
in the side blockchain Z. Further, the side chain node may generate the business transaction digest
information corresponding to the business transaction based on the transaction sequence number,
the business type identifier, and the transaction execution result, and transmit the business
transaction digest information to the main blockchain, so that the main blockchain stores the
business transaction digest information. The business transaction digest information stored in the
main blockchain is used for being transmitted to a verification device by the main blockchain, the
verification device being configured to verify validity of the business transaction digest information
based on the transaction execution result obtained from the side blockchain Z. It may be learned
from the foregoing that the side chain node belonging to the side blockchain Z may execute the
business transaction matching the business type of the business processed by the side blockchain Z,
and store the transaction execution result and the business transaction in the side blockchain Z.
Therefore, the defect that the main blockchain in the blockchain network is overloaded in executing
the business transaction can be avoided, and then computing resources of the main blockchain can
be reduced. Since the main blockchain stores only the business transaction digest information, a

storage resource of the main blockchain can be reduced.

[0094] In some embodiments, the business transaction digest information stored in the main
blockchain is used for being transmitted to a verification device by the main blockchain, the
verification device being configured to verify validity of the business transaction digest information

based on the transaction execution result obtained from the side blockchain Z.

[0095] Specifically, the transaction execution result stored in the side blockchain Z and the
business transaction digest information stored in the main blockchain may be both transmitted to the
verification device, so that the verification device can verify the transaction execution result
transmitted by the side blockchain Z and the business transaction digest information transmitted by

the main blockchain.

[0096] In one embodiment, the verification device may verify the transaction execution
results transmitted by the side blockchain Z and the business transaction digest information
transmitted by the main blockchain, so that validity of the business transaction digest information

can be determined, and security of the blockchain network can be ensured.

[0097] FIG. 9 is a schematic flowchart of another blockchain-based data processing method

according to an embodiment of the present disclosure. The method is performed by a verification
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device. As shown in FIG. 9, the method may include at least the following steps.

[0098] In step S301: transmit a first data obtaining request carrying a business type
identifier and a transaction sequence number to a main blockchain in a consortium blockchain, so
that the main blockchain returns business transaction digest information to the verification device,
the transaction sequence number being used for representing a sequence number of a business
transaction in a side blockchain, the side blockchain belonging to the consortium blockchain, the
business transaction digest information being transmitted from the side blockchain to the main
blockchain, the business transaction digest information being generated by a first side chain node in
the side blockchain when a transaction execution result and the business transaction are successfully
stored in the side blockchain, and the business transaction digest information being generated based
on the transaction sequence number, the business type identifier, and the transaction execution
result, the transaction execution result being determined by the first side chain node based on a
transaction on-chain request when the transaction on-chain request transmitted by a business device
is obtained, the transaction on-chain request carrying the business transaction, and the business type
identifier being used for representing a business type of a business processed by the side

blockchain.

[0099] The business transaction digest information is generated based on the transaction
sequence number, the business type identifier, and the transaction execution result by a first side
chain node in the side blockchain when a transaction execution result and the business transaction

are successfully stored in the side blockchain.

[00100] In one embodiment of the present disclosure, the verification device may be a non-
blockchain node device and has a verification requirement, including but not limited to the business
device described in FIG. 2. When the verification device is not a business device, the verification
device may first obtain the transaction sequence number corresponding to the business transaction
from the business device, or the side chain node transmits the transaction sequence number to the
transaction sequence number. A manner in which the verification device obtains the transaction
sequence number is not limited in one embodiment of the present disclosure, which may be set

based on a practical application scenario.

[00101] FIG. 10 is an interactive flowchart of a blockchain-based data processing method
according to an embodiment of the present disclosure. As shown in FIG. 10, the method includes
the following steps. In S1: a verification device transmits a first data obtaining request to a main
chain node. A main blockchain to which the main chain node belongs and a side blockchain to

which the side chain node belongs form a consortium blockchain. A quantity of the side blockchains
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in the consortium blockchain is not limited in one embodiment of the present disclosure, which may
be set based on a practical application scenario. The first data obtaining request carries a business
type identifier and a transaction sequence number. In step S2: the main chain node determines an
obtaining permission. The main chain node verifies the verification device based on the business
type identifier and the transaction sequence number, to determine that the verification device has an
obtaining permission, which may specifically include: determining, by the main chain node based
on the business type identifier and the transaction sequence number, whether corresponding
business transaction digest information may be obtained from the main blockchain, and determining
that the verification device has a first obtaining permission if the business transaction digest
information including the business type identifier and the transaction sequence number may be
obtained. In step S3: the main chain node returns the business transaction digest information
including the business type identifier and the transaction sequence number to the verification device

in a scenario where the verification device has the first obtaining permission.

[00102] In step S302: transmit a second data obtaining request carrying the transaction
sequence number to the side blockchain, so that a second side chain node in the side blockchain
returns a transaction execution result associated with the transaction sequence number to the

verification device.

[00103] In step S303: verify validity of the business transaction digest information based on

the transaction execution result.

[00104] A first side chain node and the second side chain node may be any side chain node in
a side blockchain Z. The first side chain node and the second side chain node may be different side
chain nodes in the side blockchain Z, or may be the same side chain node in the side blockchain Z,

which is not limited herein.

[00105] It may be learned from the foregoing that the side chain node belonging to the side
blockchain Z may execute the business transaction matching the business type of the business
processed by the side blockchain Z, and store the transaction execution result and the business
transaction in the side blockchain Z. Therefore, the defect that the main blockchain in the
blockchain network is overloaded in executing the business transaction can be avoided, and then
computing resources of the main blockchain can be reduced. Since the main blockchain stores only
the business transaction digest information, a storage resource of the main blockchain can be
reduced. In addition, the transaction execution result stored in the side blockchain Z and the
business transaction digest information stored in the main blockchain may be both transmitted to the

verification device, so that the verification device can verify the transaction execution result
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transmitted by the side blockchain Z and the business transaction digest information transmitted by
the main blockchain. In this way, the validity of the business transaction digest information can be

determined, and security of the blockchain network can be ensured.

[00106] In some embodiments, the business transaction digest information is returned when
the main blockchain determines that the verification device has the first obtaining permission for the

business transaction digest information.

[00107] The first obtaining permission is a permission to obtain the business transaction
digest information. The main blockchain determines, based on the business type identifier and the
transaction sequence number, that the verification device has the first obtaining permission for the

business transaction digest information.

[00108] In one embodiment, since the business transaction digest information is returned
when it is determined that the verification device has the first obtaining permission, data security is

improved.

[00109] In some embodiments, the transaction execution result is returned when the second

side chain node determines that the verification device has a second obtaining permission.

[00110] The second obtaining permission is a permission to obtain the transaction execution
result.
[00111] In one embodiment, since the transaction execution result is returned when it is

determined that the verification device has the second obtaining permission, the data security is

improved.

[00112] In some embodiments, the method further includes: obtaining a Merkle path set
associated with the transaction sequence number returned by the second side chain node, the Merkle
path set being returned when the second side chain node determines that the verification device has
the second obtaining permission; and the verifying validity of the business transaction digest
information based on the transaction execution result includes: verifying the validity of the business

transaction digest information based on the transaction execution result and the Merkle path set.

[00113] The second side chain node returns the Merkle path set associated with the
transaction sequence number to the verification device when determining that the verification

device has the second obtaining permission.

[00114] As shown in FIG. 10, the method further includes the following steps. In step S4: the
verification device transmits the second data obtaining request to the side chain node. The second

data obtaining request carries the transaction sequence number. In step S5: the side chain node
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determines the obtaining permission. Specifically, the side chain node authenticates the verification
device. A manner of authenticating the verification device is not limited in one embodiment of the
present disclosure, which may be set based on a practical application scenario. A main goal of
authentication is to prevent the verification device from obtaining data for which the verification
device has no permission, so as to ensure visibility of data in the side blockchain. In step S6: the
side chain node returns the transaction execution result and the Merkle path set. In a scenario where
the verification device has the second obtaining permission, the side chain node returns the
transaction execution result associated with the transaction sequence number and the Merkle path
set associated with the transaction sequence number to the verification device. The Merkle path set
may include the Merkle path corresponding to each updated state value in the write set in the
embodiment corresponding to FIG. 2 above, and the Merkle path corresponding to each historical
state value in the historical write set. The Merkle path set can improve the verification accuracy of

the business transaction digest information.

[00115] In one embodiment, the validity of the business transaction digest information is
verified based on the transaction execution result and the Merkle path set, and the verification

accuracy of the business transaction digest information is improved through the Merkle path set.

[00116] In some embodiments, the verifying the validity of the business transaction digest
information based on the transaction execution result and the Merkle path set includes: generating a
first hash value of a write set in the transaction execution result, and obtaining a third verification
target field value from the first hash value, the write set including updated state values of a first
business object in the business transaction, and generating a second hash value of a historical write
set in the transaction execution result, and obtaining a fourth verification target field value from the
second hash value, the historical write set including historical state values of the first business
object; and generating a third hash value of a read set in the transaction execution result, and
obtaining a fifth verification target field value from the third hash value, the read set including
historical state values of a second business object in the business transaction; and verifying the
validity of the business transaction digest information based on the third verification target field
value, the fourth verification target field value, the fifth verification target field value, the write set,

the historical write set, the read set, and the Merkle path set.

[00117] The method for obtaining a third verification target field value from the first hash
value is consistent with the method for obtaining a third target field value from the first hash value.
The method for obtaining a fourth verification target field value from the second hash value is

consistent with the method for obtaining a fourth target field value from the second hash value. The
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method for obtaining a fifth verification target field value from the third hash value is consistent

with the method for obtaining a fifth target field value from the third hash value.

[00118] In one embodiment, the validity of the business transaction digest information is
verified based on the third verification target field value, the fourth verification target field value,
the fifth verification target field value, the write set, the historical write set, the read set, and the

Merkle path set, thereby improving the accuracy of validity verification.

[00119] In some embodiments, the specific process of verifying the validity of the business
transaction digest information is verified based on the third verification target field value, the fourth
verification target field value, the fifth verification target field value, the write set, the historical
write set, the read set, and the Merkle path set may include: comparing the third verification target
field value with a third target field value in the business transaction digest information, to obtain a
first comparison result; comparing the fourth verification target field value with a fourth target field
value in the business transaction digest information, to obtain a second comparison result;
comparing the fifth verification target field value with a fifth target field value in the business
transaction digest information, to obtain a third comparison result; generating a verified historical
state root hash based on the historical write set and a Merkle path associated with the historical
write set in the Merkle path set; generating a verified updated state root hash based on the write set
and the Merkle path associated with the write set in the Merkle path set; and re-executing the
business transaction based on the read set to obtain a verification write set, and verifying the
validity of the business transaction digest information based on the first comparison result, the
second comparison result, the third comparison result, the verified historical state root hash, the

verified updated state root hash, and the verification write set.

[00120] In one embodiment, the validity of the business transaction digest information is
verified based on the first comparison result, the second comparison result, the third comparison
result, the verified historical state root hash, the verified updated state root hash, and the verification
write set, thereby improving the accuracy of validity verification. In some embodiment, the specific
processes of verifying the validity of the business transaction digest information based on the first
comparison result, the second comparison result, the third comparison result, the verified historical
state root hash, the verified updated state root hash, and the verification write set may include:
obtaining a first verification target field value from the verified historical state root hash, and
comparing the first verification target field value with a first target field value in the business
transaction digest information, to obtain a fourth comparison result; obtaining a second verification

target field value from the verified updated state root hash, and comparing the second verification
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target field value with a second target field value in the business transaction digest information, to
obtain a fifth comparison result; comparing the verification write set with the write set to obtain a
sixth comparison result; determining that the business transaction digest information is invalid
information when any two of the first comparison result, the second comparison result, the third
comparison result, the fourth comparison result, the fifth comparison result, and the sixth
comparison result are different from each other; and determining that the business transaction digest
information is valid information when the first comparison result, the second comparison result, the
third comparison result, the fourth comparison result, the fifth comparison result, and the sixth

comparison result are all the same comparison result.

[00121] Referring to FIG. 10 again, in step S7: the verification device generates a verification
target field value. It is known that the business transaction digest information includes the
transaction sequence number, the business type identifier, the third target field value, the fourth
target field value, the fifth target field value, the first target field value, and the second target field
value. Therefore, the verification device generates the third verification target field value based on
the write set in the transaction execution result, generates the fourth verification target field value
based on the historical write set in the transaction execution result, and generates the fifth
verification target field value based on the read set in the transaction execution result. The
verification device generates the first verification target field value based on the historical write set
and the Merkle path corresponding to the historical write set, and generates the second verification

target field value based on the write set and the Merkle path corresponding to the write set.

[00122] In step S8: the verification device compares the verification target field value and a
target field value, to obtain a comparison result. Specifically, the verification device compares the
first target field value with the first verification target field value. If the first target field value and
the first verification target field value are the same, it is determined that the first target field value in
the business transaction digest information is valid, and if the first target field value and the first
verification target field value are different, it is determined that the first target field value is invalid.
The verification device compares the second target field value with the second verification target
field value. If the second target field value and the second verification target field value are the
same, it is determined that the second target field value in the business transaction digest
information is valid, and if the second target field value and the second verification target field
value are different, it is determined that the second target field value is invalid. The verification
device compares the third target field value with the third verification target field value. If the third
target field value and the third verification target field value are the same, it is determined that the
third target field value in the business transaction digest information is valid, and if the third target
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field value and the third verification target field value are different, it is determined that the third
target field value is invalid. The same is true for the comparison of the remaining two target field

values.

[00123] In addition, the verification device re-executes the business transaction based on the
read set in the transaction execution result, to obtain the verification write set, and compares the
verification write set with the write set, to obtain the sixth comparison result. The verification
device determines the validity of the business transaction digest information based on the first
comparison result, the second comparison result, the third comparison result, the fourth comparison

result, the fifth comparison result, and the sixth comparison result.

[00124] In one embodiment, it is determined that the business transaction digest information
is invalid information when any two of the first comparison result, the second comparison result,
the third comparison result, the fourth comparison result, the fifth comparison result, and the sixth
comparison result are different from each other, and it is determined that the business transaction
digest information is valid information when the first comparison result, the second comparison
result, the third comparison result, the fourth comparison result, the fifth comparison result, and the
sixth comparison result are all the same comparison result. In this way, whether the business

transaction digest information is valid or not can be accurately determined.

[00125] In some embodiments, a challenge side chain transaction is generated based on the
business type identifier, the transaction sequence number, the transaction execution result, and the
Merkle path set when it is verified that the business transaction digest information is invalid
information, and the challenge side chain transaction is transmitted to the main blockchain, so that
the main blockchain reaches consensus on the challenge side chain transaction, and it is confirmed
that the side blockchain Z is an untrusted chain when the consensus is reached on the challenge side

chain transaction.

[00126] In step S9: generate a challenge side chain transaction if any two of the comparison
results are different from each other. It is to be understood that if one of the foregoing 6 comparison
results is a result different from others, the verification device may generate the challenge side chain
transaction based on the business type identifier, the transaction sequence number, the transaction
execution result, and the Merkle path set. In step S10: the verification device transmits the
challenge side chain transaction to the main chain node. In step S11: the main chain node verifies
the challenge side chain transaction. If the challenge side chain transaction is successfully executed
on the main blockchain, it is proved that the side blockchain is an untrusted chain. In this case, the

main blockchain may suspend data interaction of the untrusted chain.
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[00127] In one embodiment, it is determined through the challenge side chain transaction
whether the side blockchain is trusted, so as to discover an untrusted side blockchain in time,

thereby improving security of the blockchain system.

[00128] FIG. 11 is a schematic structural diagram of a blockchain-based data processing
apparatus according to an embodiment of the present disclosure. The blockchain-based data
processing apparatus may be run on a side chain node, the side chain node belongs to a side
blockchain in the consortium blockchain, and the consortium blockchain further includes a main
blockchain. The blockchain-based data processing apparatus 1 may be configured to perform the
corresponding steps in the method provided in one embodiment of the present disclosure. As shown
in FIG. 11, the blockchain-based data processing apparatus 1 may include a transaction execution

module 11, a first generation module 12, and a digest transmission module 13.

[00129] The transaction execution module 11 is configured to obtain a transaction on-chain
request carrying a business transaction transmitted by a business device, determine a transaction
execution result corresponding to the business transaction based on the transaction on-chain request,

and perform on-chain processing on the transaction execution result and the business transaction.

[00130] The first generation module 12 is configured to generate business transaction digest
information corresponding to the business transaction based on a transaction sequence number, a
business type identifier, and the transaction execution result when the transaction execution result
and the business transaction are successfully stored in a side blockchain, the transaction sequence
number being used for representing a sequence number of the business transaction in the side
blockchain, and the business type identifier being used for representing a business type of a

business processed by the side blockchain.

[00131] The digest transmission module 13 is configured to transmit the business transaction
digest information to the main blockchain, so that the main blockchain stores the business

transaction digest information.

[00132] The blockchain-based data processing apparatus 1 may further include a state update
module 14.
[00133] The state update module 14 is configured to update a historical state tree based on

the transaction execution result, to obtain an updated state tree, the historical state tree being a

Merkle tree generated based on a full amount of historical state values in the side blockchain.

[00134] The first generation module 12 is specifically configured to generate the business

transaction digest information corresponding to the business transaction based on the transaction
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sequence number, the business type identifier, the transaction execution result, the historical state

tree, and the updated state tree.

[00135] The first generation module 12 may include a first obtaining unit 121, a second

obtaining unit 122, and a first generation unit 123.

[00136] The first obtaining unit 121 is configured to obtain a historical state root hash of the

historical state tree, and obtain a first target field value from the historical state root hash.

[00137] The second obtaining unit 122 is configured to obtain an updated state root hash of

the updated state tree, and obtain a second target field value from the updated state root hash.

[00138] The first generation unit 123 is configured to generate the business transaction digest
information corresponding to the business transaction based on the transaction sequence number,
the business type identifier, the transaction execution result, the first target field value, and the

second target field value.

[00139] The state update module 14 is specifically configured to update the historical state
tree based on a write set in the transaction execution result, to obtain the updated state tree, the full
amount of historical state values including a historical write set in the transaction execution result,
the write set including updated state values of a first business object in the business transaction, and

the historical write set including historical state values of the first business object.

[00140] The first generation unit 123 may include a first generation subunit 1231, a second

generation subunit 1232, a third generation subunit 1233, and a fourth generation subunit 1234.

[00141] The first generation subunit 1231 is configured to generate a first hash value of the

write set, and obtain a third target field value from the first hash value.

[00142] The second generation subunit 1232 is configured to generate a second hash value of

the historical write set, and obtain a fourth target field value from the second hash value.

[00143] The third generation subunit 1233 is configured to generate a third hash value of a
read set in the transaction execution result, and obtain a fifth target field value from the third hash
value, the read set including historical state values of a second business object in the business

transaction.

[00144] The fourth generation subunit 1234 is configured to combine the transaction
sequence number, the business type identifier, the third target field value, the fourth target field
value, the fifth target field value, the first target field value, and the second target field value into

the business transaction digest information corresponding to the business transaction.
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[00145] The transaction execution result includes a write set corresponding to the business
transaction and a historical write set corresponding to the business transaction, the write set

including updated state values, and the historical write set including historical state values.

[00146] The blockchain-based data processing apparatus 1 may further include a second

generation module 15 and an association and storage module 16.

[00147] The second generation module 15 is configured to generate a Merkle path for the
updated state values based on the updated state tree, and generate a Merkle path for the historical

state values based on the historical state tree.

[00148] The association and storage module 16 is configured to store the Merkle path

corresponding to each updated state value in the write set in association with the write set.

[00149] The association and storage module 16 is further configured to store the Merkle path
corresponding to each historical state value in the historical write set in association with the

historical write set.

[00150] The transaction execution module 11 may include a first determination unit 111, a
third obtaining unit 112, a fourth obtaining unit 113, a second determination unit 114, and a third

determination unit 115.

[00151] The first determination unit 111 is configured to determine a business type of the
business transaction, and call a transaction execution function in a smart contract that matches the
business type of the business transaction based on the transaction on-chain request when the

business type of the business transaction matches the business type identifier.

[00152] The third obtaining unit 112 is configured to obtain historical state values of a
second business object in the business transaction based on the transaction execution function, and
combine the historical state values of the second business object into a read set of the business

transaction.

[00153] The fourth obtaining unit 113 is configured to execute the transaction execution
function based on the business transaction and the read set, and obtain the updated state values of a
first business object in the business transaction generated during execution of the transaction

execution function.

[00154] The second determination unit 114 is configured to determine the updated state
values of the first business object as the write set of the business transaction, obtain state values of
the first business object before the execution of the transaction execution function, and determine

the obtained state values as the historical write set of the business transaction.
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[00155] The third determination unit 115 is configured to determine the transaction execution
result corresponding to the business transaction based on the write set, the historical write set, and

the read set.

[00156] The transaction execution module 11 may include a fifth obtaining unit 116, a second

generation unit 117, a block broadcasting unit 118, and a block adding unit 119.

[00157] The fifth obtaining unit 116 is configured to obtain a block having a maximum
generation timestamp from the side blockchain when the side chain node has a consensus
permission, use the block as a parent block, and use a block header hash value of the parent block as

a parent block hash value.

[00158] The second generation unit 117 is configured to generate a side chain block based on
the parent block hash value, the business transaction carrying the transaction sequence number, the
transaction execution result, and the updated state tree generated based on the transaction execution
result, a generation timestamp of the side chain block being used for updating a maximum

generation timestamp of the side blockchain.

[00159] The block broadcasting unit 118 is configured to sign the side chain block by using a
node private key corresponding to the side chain node, to obtain signature information, and
broadcast the side chain block carrying the signature information to a consensus node in the side

blockchain.

[00160] The block adding unit 119 is configured to add the side chain block to the side
blockchain and return the transaction sequence number to the business device when it is determined

that the consensus nodes in the side blockchain reach a consensus on the side chain block.

[00161] The digest transmission module 13 may include a digest encryption unit 131 and an

information uploading unit 132.

[00162] The digest encryption unit 131 is configured to encrypt the business transaction
digest information by using a main chain public key of the main blockchain, to obtain encrypted

digest information.

[00163] The information uploading unit 132 is configured to: call an information uploading
function corresponding to the business type identifier in the main blockchain, upload the encrypted
digest information to the main blockchain through the information uploading function, so that a
main chain node in the main blockchain decrypts the encrypted digest information by using the
main chain private key of the main blockchain, and store the business transaction digest information

corresponding to a decryption success result when a decryption result is the decryption success
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result.

[00164] In some embodiments, the business transaction digest information stored in the main
blockchain is used for being transmitted to a verification device by the main blockchain, the
verification device being configured to verify validity of the business transaction digest information

based on the transaction execution result obtained from the side blockchain.

[00165] Further, FIG. 12 is a schematic structural diagram of another blockchain-based data
processing apparatus according to an embodiment of the present disclosure. The blockchain-based
data processing apparatus 2 may be run on a verification device, and the apparatus may be
configured to perform the corresponding steps in the method provided in one embodiment of the
present disclosure. As shown in FIG. 12, the blockchain-based data processing apparatus 2 may
include a first transmission module 21, a second transmission module 22, and an information

verification module 23.

[00166] The first transmission module 21 is configured to transmit a first data obtaining
request carrying a business type identifier and a transaction sequence number to a main blockchain
in a consortium blockchain, so that the main blockchain returns business transaction digest
information to the verification device, the transaction sequence number being used for representing
a sequence number of a business transaction in a side blockchain, the side blockchain belonging to
the consortium blockchain, the business transaction digest information being transmitted from the
side blockchain to the main blockchain, the business transaction digest information being generated
by a first side chain node in the side blockchain when a transaction execution result and the
business transaction are successfully stored in the side blockchain, and the business transaction
digest information being generated based on the transaction sequence number, the business type
identifier, and the transaction execution result, the transaction execution result being determined by
the first side chain node based on a transaction on-chain request when the transaction on-chain
request transmitted by a business device is obtained, the transaction on-chain request carrying the
business transaction, and the business type identifier being used for representing a business type of

a business processed by the side blockchain.

[00167] The second transmission module 22 is configured to transmit a second data obtaining
request carrying the transaction sequence number to the side blockchain, so that a second side chain
node in the side blockchain returns the transaction execution result associated with the transaction

sequence number to the verification device.

[00168] The information verification module 23 is configured to verify validity of the
business transaction digest information based on the transaction execution result.
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[00169] In some embodiments, the business transaction digest information is returned when
the main blockchain determines that the verification device has a first obtaining permission for the

business transaction digest information.

[00170] In some embodiments, the transaction execution result is returned when the second

side chain node determines that the verification device has a second obtaining permission.

[00171] The second transmission module 22 is further configured to obtain a Merkle path set
associated with the transaction sequence number returned by the second side chain node, the Merkle
path set being returned when the second side chain node determines that the verification device has

the second obtaining permission.

[00172] The information verification module 23 is specifically configured to verify the
validity of the business transaction digest information based on the transaction execution result and

the Merkle path set.

[00173] The information verification module 23 may include a first hash generation unit 231,

a second hash generation unit 232, a third generation unit 233, and a validity verification unit 234.

[00174] The first hash generation unit 231 is configured to generate a first hash value of a
write set in the transaction execution result, and obtain a third verification target field value from
the first hash value, the write set including updated state values of a first business object in the

business transaction.

[00175] The second hash generation unit 232 is configured to generate a second hash value of
a historical write set in the transaction execution result, and obtain a fourth verification target field
value from the second hash value, the historical write set including historical state values of the first

business object.

[00176] The third generation unit 233 is configured to generate a third hash value of a read
set in the transaction execution result, and obtain a fifth verification target field value from the third
hash value, the read set including historical state values of a second business object in the business

transaction.

[00177] The validity verification unit 234 is configured to verify the validity of the business
transaction digest information based on the third verification target field value, the fourth
verification target field value, the fifth verification target field value, the write set, the historical

write set, the read set, and the Merkle path set.

[00178] The validity verification unit 234 may include a first comparison subunit 2341, a
second comparison subunit 2342, a third comparison subunit 2343, a first hash generation subunit
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2344, a second hash generation subunit 2345, and a validity verification subunit 2346.

[00179] The first comparison subunit 2341 is configured to compare the third verification
target field value with a third target field value in the business transaction digest information, to

obtain a first comparison result.

[00180] The second comparison subunit 2342 is configured to compare the fourth
verification target field value with a fourth target field value in the business transaction digest

information, to obtain a second comparison result.

[00181] The third comparison subunit 2343 is configured to compare the fifth verification
target field value with a fifth target field value in the business transaction digest information, to

obtain a third comparison result.

[00182] The first hash generation subunit 2344 is configured to generate a verified historical
state root hash based on the historical write set and a Merkle path associated with the historical

write set in the Merkle path set.

[00183] The second hash generation subunit 2345 is configured to generate a verified
updated state root hash based on the write set and the Merkle path associated with the write set in

the Merkle path set.

[00184] The validity verification subunit 2346 is configured to re-execute the business
transaction based on the read set to obtain a verification write set, and verify the validity of the
business transaction digest information based on the first comparison result, the second comparison
result, the third comparison result, the verified historical state root hash, the verified updated state

root hash, and the verification write set.

[00185] The validity verification subunit 2346 may include a first obtaining subunit 23461, a
second obtaining subunit 23462, a set comparison subunit 23463, a first determination subunit

23464, and a second determination subunit 23465.

[00186] The first obtaining subunit 23461 is configured to obtain a first verification target
field value from the verified historical state root hash, and compare the first verification target field
value with a first target field value in the business transaction digest information, to obtain a fourth

comparison result.

[00187] The second obtaining subunit 23462 is configured to obtain a second verification
target field value from the verified updated state root hash, and compare the second verification
target field value with a second target field value in the business transaction digest information, to

obtain a fifth comparison result.
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[00188] The set comparison subunit 23463 is configured to compare the verification write set

with the write set to obtain a sixth comparison result.

[00189] The first determination subunit 23464 is configured to determine that the business
transaction digest information is invalid information when any two of the first comparison result,
the second comparison result, the third comparison result, the fourth comparison result, the fifth

comparison result, and the sixth comparison result are different from each other.

[00190] The second determination subunit 23465 is configured to determine that the business
transaction digest information is valid information when the first comparison result, the second
comparison result, the third comparison result, the fourth comparison result, the fifth comparison

result, and the sixth comparison result are all the same comparison result.

[00191] The blockchain-based data processing apparatus 2 may further include a transaction

generation module 24 and a transaction transmission module 25.

[00192] The transaction generation module 24 is configured to generate a challenge side
chain transaction based on the business type identifier, the transaction sequence number, the
transaction execution result, and the Merkle path set when it is verified that the business transaction

digest information is invalid information.

[00193] The transaction transmission module 25 is configured to transmit the challenge side
chain transaction to the main blockchain, so that the main blockchain reaches consensus on the
challenge side chain transaction, and confirm that a side blockchain Z is an untrusted chain when

the consensus is reached on the challenge side chain transaction.

[00194] FIG. 13 is a schematic structural diagram of a computer device according to an
embodiment of the present disclosure. As shown in FIG. 13, the computer device 1000 may include
at least one processor 1001, for example, a CPU, at least one network interface 1004, a user
interface 1003, a memory 1005, and at least one communication bus 1002. The communication bus
1002 is configured to implement connection and communication between these components. In
some embodiments, the user interface 1003 may include a display and a keyboard. The network
interface 1004 may optionally include a standard wired interface and a wireless interface (such as a
Wi-Fi interface). The memory 1005 may be a high-speed RAM memory, or may be a non-volatile
memory, for example, at least one magnetic disk memory. The memory 1005 may optionally be at
least one storage apparatus away from the foregoing processor 1001. As shown in FIG. 13, the
memory 1005 as a computer storage medium may include an operating system, a network

communication module, a user interface module, and a device control application.
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[00195] In the computer device 1000 shown in FIG. 13, the network interface 1004 may
provide a network communication function. The user interface 1003 is mainly configured to provide
an input interface for a user. The processor 1001 may be configured to call a device control

application stored in the memory 1005 to:

obtain a transaction on-chain request carrying a business transaction transmitted by a
business device, determine a transaction execution result corresponding to the business transaction
based on the transaction on-chain request, and perform on-chain processing on the transaction

execution result and the business transaction;

generate business transaction digest information corresponding to the business
transaction based on a transaction sequence number, a business type identifier, and the transaction
execution result when the transaction execution result and the business transaction are successfully
stored in a side blockchain Z, the transaction sequence number being used for representing a
sequence number of the business transaction in the side blockchain Z, and the business type
identifier being used for representing a business type of a business processed by the side blockchain

Z; and

transmit the business transaction digest information to a main blockchain, so that the
main blockchain stores the business transaction digest information, the business transaction digest
information stored in the main blockchain being used for being transmitted to a verification device
by the main blockchain, and the verification device being configured to verify validity of the
business transaction digest information based on the transaction execution result obtained from the

side blockchain Z.

[00196] It is to be understood that the computer device 1000 described in one embodiment of
the present disclosure may perform the description of the blockchain-based data processing method
or apparatus in the foregoing embodiments. In addition, for the description of the beneficial effects

of using the same method, details are not described again.

[00197] One embodiment of the present disclosure further provides a computer-readable
storage medium, storing computer-readable instructions, the computer-readable instructions, when
executed by a processor, causing the processor to perform the description of the blockchain-based
data processing method or apparatus in the foregoing embodiments. In addition, for the description

of the beneficial effects of using the same method, details are not described again.

[00198] The foregoing computer-readable storage medium may be the blockchain-based data

processing apparatus provided in any one of the foregoing embodiments or an internal storage unit
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of the foregoing computer device, for example, a hard disk or an internal memory of the computer
device. The computer-readable storage medium may also be an external storage device, for
example, a plug-in hard disk, a smart media card (SMC), a secure digital (SD) card, a flash card,
and the like equipped on the computer device. Further, the computer-readable storage medium may
further include both the internal storage unit and the external storage device of the computer device.
The computer-readable storage medium is configured to store the computer-readable instructions
and other programs and data required by the computer device. The computer-readable storage
medium may further be configured to temporarily store data that has been outputted or that is to be

outputted.

[00199] One embodiment of the present disclosure further provides a computer program
product, the computer program product including computer-readable instructions, the computer-
readable instructions being stored in a computer-readable storage medium. A processor of a
computer device reads the computer-readable instructions from the computer-readable storage
medium. The processor executes the computer-readable instructions, causing the computer device to
perform the description of the blockchain-based data processing method or apparatus in the
foregoing embodiments. In addition, for the description of the beneficial effects of using the same

method, details are not described again.

[00200] The terms "first", "second" and the like in the specification and claims of the
embodiments of the present disclosure and the accompanying drawings are used for distinguishing
different objects, rather than being used for describing a specific order. Moreover, the term
"including" and any variation thereof are intended to cover non-exclusive inclusions. For example,
processes, methods, apparatuses, products, or devices including a series of steps or units are not
limited to the listed steps or modules, but instead, optionally include steps or modules not listed, or
optionally include other steps or units inherent in these processes, methods, apparatuses, products,

or devices.

[00201] A person of ordinary skill in the art may realize that steps of units and algorithms of
various examples described with reference to the embodiments disclosed in this specification can be
implemented in electronic hardware, computer software or a combination of the electronic hardware
and the computer software. In order to clearly describe the interchangeability of hardware and
software, the compositions and steps of the various examples have been generally described in
terms of functionality in the foregoing description. Whether the functions are performed by
hardware or software depends on particular applications and design constraint conditions of the

technical solutions. A person skilled in the art may use different methods to implement the
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described functions for each particular application, but it is not considered that the implementation

goes beyond the scope of the present disclosure.

[00202] Disclosed herein is merely exemplary embodiments of the present disclosure, and
certainly is not intended to limit the scope of the claims of the present disclosure. Therefore,
equivalent variations made in accordance with the claims of the present disclosure fall within the

scope of the present disclosure.
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CLAIMS

What is claimed is:

1. A blockchain-based data processing method, performed by a side chain node, the side chain
node belonging to a side blockchain in a consortium blockchain and the consortium blockchain

further comprising a main blockchain, the method comprising:

obtaining a transaction on-chain request carrying a business transaction transmitted by a
business device, determining a transaction execution result corresponding to the business
transaction based on the transaction on-chain request, and performing on-chain processing on the

transaction execution result and the business transaction;

generating business transaction digest information corresponding to the business transaction
based on a transaction sequence number, a business type identifier, and the transaction execution
result in response to the transaction execution result and the business transaction being successfully
stored in the side blockchain, the transaction sequence number being used for representing a
sequence number of the business transaction in the side blockchain, and the business type identifier

being used for representing a business type of a business processed by the side blockchain; and

transmitting the business transaction digest information to the main blockchain to store the

business transaction digest information.
2. The method according to claim 1, further comprising:

updating a historical state tree based on the transaction execution result, to obtain an updated
state tree, the historical state tree being a Merkle tree generated based on a full amount of historical

state values in the side blockchain, wherein

generating the business transaction digest information corresponding to the business
transaction based on a transaction sequence number, a business type identifier, and the transaction

execution result comprises:

generating the business transaction digest information corresponding to the business
transaction based on the transaction sequence number, the business type identifier, the

transaction execution result, the historical state tree, and the updated state tree.

3. The method according to claim 2, wherein generating the business transaction digest
information corresponding to the business transaction based on the transaction sequence number,
the business type identifier, the transaction execution result, the historical state tree, and the updated

state tree comprises:
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obtaining a historical state root hash of the historical state tree, and obtaining a first target field

value from the historical state root hash;

obtaining an updated state root hash of the updated state tree, and obtaining a second target

field value from the updated state root hash; and

generating the business transaction digest information corresponding to the business
transaction based on the transaction sequence number, the business type identifier, the transaction

execution result, the first target field value, and the second target field value.

4. The method according to claim 3, wherein updating the historical state tree based on the

transaction execution result, to obtain the updated state tree comprises:

updating the historical state tree based on a write set in the transaction execution result, to
obtain the updated state tree, the full amount of the historical state values comprising a historical
write set in the transaction execution result, the write set comprising updated state values of a first
business object in the business transaction, and the historical write set comprising historical state

values of the first business object, wherein

generating the business transaction digest information corresponding to the business
transaction based on the transaction sequence number, the business type identifier, the transaction

execution result, the first target field value, and the second target field value comprises:

generating a first hash value of the write set, and obtaining a third target field value from

the first hash value;

generating a second hash value of the historical write set, and obtaining a fourth target

field value from the second hash value;

generating a third hash value of a read set in the transaction execution result, and obtaining
a fifth target field value from the third hash value, the read set comprising historical state values

of a second business object in the business transaction; and

combining the transaction sequence number, the business type identifier, the third target
field value, the fourth target field value, the fifth target field value, the first target field value,
and the second target field value into the business transaction digest information corresponding

to the business transaction.

5. The method according to claim 2, wherein the transaction execution result comprises a write
set corresponding to the business transaction and a historical write set corresponding to the business

transaction, the write set comprising updated state values, and the historical write set comprising
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historical state values; and
the method further comprising:

generating a Merkle path for the updated state values based on the updated state tree, and

generating a Merkle path for the historical state values based on the historical state tree;

storing the Merkle path corresponding to each updated state value in the write set in

association with the write set; and

storing the Merkle path corresponding to each historical state value in the historical write set in

association with the historical write set.

6. The method according to any one of claims 1 to 5, wherein determining the transaction
execution result corresponding to the business transaction based on the transaction on-chain request

comprises:

determining a business type of the business transaction, and calling a transaction execution
function in a smart contract that matches the business type of the business transaction based on the
transaction on-chain request in response to the business type of the business transaction matching

the business type identifier;

obtaining the historical state values of the second business object in the business transaction
based on the transaction execution function, and combining the historical state values of the second

business object into a read set of the business transaction;

executing the transaction execution function based on the business transaction and the read set,
and obtaining the updated state values of the first business object in the business transaction

generated during execution of the transaction execution function;

determining the updated state values of the first business object as the write set of the business
transaction, obtaining state values of the first business object before the execution of the transaction
execution function, and determining the obtained state values as the historical write set of the

business transaction; and

determining the transaction execution result corresponding to the business transaction based on

the write set, the historical write set, and the read set.

7. The method according to any one of claims 1 to 6, wherein the performing on-chain

processing on the transaction execution result and the business transaction comprises:

obtaining a block having a maximum generation timestamp from the side blockchain in
response to the side chain node having a consensus permission, using the block as a parent block,
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and using a block header hash value of the parent block as a parent block hash value;

generating a side chain block based on the parent block hash value, the business transaction
carrying the transaction sequence number, the transaction execution result, and the updated state
tree generated based on the transaction execution result, a generation timestamp of the side chain

block being used for updating a maximum generation timestamp of the side blockchain;

signing the side chain block by using a node private key corresponding to the side chain node,
to obtain signature information, and broadcasting the side chain block carrying the signature

information to a consensus node in the side blockchain; and

adding the side chain block to the side blockchain, and returning the transaction sequence
number to the business device when it is determined that the consensus nodes in the side blockchain

reach a consensus on the side chain block.

8. The method according to any one of claims 1 to 7, wherein the transmitting the business

transaction digest information to the main blockchain comprises:

encrypting the business transaction digest information by using a main chain public key of the

main blockchain, to obtain encrypted digest information; and

calling an information uploading function corresponding to the business type identifier in the
main blockchain, uploading the encrypted digest information to the main blockchain through the
information uploading function, so that a main chain node in the main blockchain decrypts the
encrypted digest information by using the main chain private key of the main blockchain, and
storing the business transaction digest information corresponding to a decryption success result

when a decryption result is the decryption success result.

9. The method according to any one of claims 1 to 8, wherein the business transaction digest
information stored in the main blockchain is transmitted to a verification device by the main
blockchain, the verification device being configured to verify validity of the business transaction

digest information based on the transaction execution result obtained from the side blockchain.

10. A blockchain-based data processing method, performed by a verification device,

comprising:

transmitting a first data obtaining request carrying a business type identifier and a transaction
sequence number to a main blockchain in a consortium blockchain, so that the main blockchain
returns business transaction digest information to the verification device, the transaction sequence
number being used for representing a sequence number of a business transaction in a side

blockchain, the side blockchain belonging to the consortium blockchain, the business transaction
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digest information being transmitted from the side blockchain to the main blockchain, the business
transaction digest information being generated by a first side chain node in the side blockchain in
response to a transaction execution result and the business transaction being successfully stored in
the side blockchain, and the business transaction digest information being generated based on the
transaction sequence number, the business type identifier, and the transaction execution result, the
transaction execution result being determined by the first side chain node based on a transaction on-
chain request when the transaction on-chain request transmitted by a business device is obtained,
the transaction on-chain request carrying the business transaction, and the business type identifier

being used for representing a business type of a business processed by the side blockchain;

transmitting a second data obtaining request carrying the transaction sequence number to the
side blockchain, so that a second side chain node in the side blockchain returns the transaction

execution result associated with the transaction sequence number to the verification device; and

verifying validity of the business transaction digest information based on the transaction

execution result.

11. The method according to claim 10, wherein the business transaction digest information is
returned when the main blockchain determines that the verification device has a first obtaining

permission for the business transaction digest information.

12. The method according to any one of claims 10 to 11, wherein the transaction execution
result is returned when the second side chain node determines that the verification device has a

second obtaining permission.
13. The method according to any one of claims 10 to 11, further comprising:

obtaining a Merkle path set associated with the transaction sequence number returned by the
second side chain node, the Merkle path set being returned when the second side chain node

determines that the verification device has the second obtaining permission, wherein

verifying the validity of the business transaction digest information based on the transaction

execution result comprising:

verifying the validity of the business transaction digest information based on the

transaction execution result and the Merkle path set.

14. The method according to claim 13, wherein verifying the validity of the business
transaction digest information based on the transaction execution result and the Merkle path set

comprises:

47



generating a first hash value of a write set in the transaction execution result, and obtaining a
third verification target field value from the first hash value, the write set comprising updated state

values of a first business object in the business transaction, and

generating a second hash value of a historical write set in the transaction execution result, and
obtaining a fourth verification target field value from the second hash value, the historical write set

comprising historical state values of the first business object; and

generating a third hash value of a read set in the transaction execution result, and obtaining a
fifth verification target field value from the third hash value, the read set comprising historical state

values of a second business object in the business transaction; and

verifying the validity of the business transaction digest information based on the third
verification target field value, the fourth verification target field value, the fifth verification target

field value, the write set, the historical write set, the read set, and the Merkle path set.

15. The method according to claim 14, wherein verifying the validity of the business
transaction digest information based on the third verification target field value, the fourth
verification target field value, the fifth verification target field value, the write set, the historical

write set, the read set, and the Merkle path set comprises:

comparing the third verification target field value with a third target field value in the business

transaction digest information, to obtain a first comparison result;

comparing the fourth verification target field value with a fourth target field value in the

business transaction digest information, to obtain a second comparison result;

comparing the fifth verification target field value with a fifth target field value in the business

transaction digest information, to obtain a third comparison result;

generating a verified historical state root hash based on the historical write set and a Merkle

path associated with the historical write set in the Merkle path set;

generating a verified updated state root hash based on the write set and the Merkle path

associated with the write set in the Merkle path set; and

re-executing the business transaction based on the read set to obtain a verification write set,
and verifying the validity of the business transaction digest information based on the first
comparison result, the second comparison result, the third comparison result, the verified historical

state root hash, the verified updated state root hash, and the verification write set.
16. The method according to claim 15, wherein verifying the validity of the business
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transaction digest information based on the first comparison result, the second comparison result,
the third comparison result, the verified historical state root hash, the verified updated state root

hash, and the verification write set comprises:

obtaining a first verification target field value from the verified historical state root hash, and
comparing the first verification target field value with a first target field value in the business

transaction digest information, to obtain a fourth comparison result;

obtaining a second verification target field value from the verified updated state root hash, and
comparing the second verification target field value with a second target field value in the business

transaction digest information, to obtain a fifth comparison result;
comparing the verification write set with the write set to obtain a sixth comparison result;

determining that the business transaction digest information is invalid information when any
two of the first comparison result, the second comparison result, the third comparison result, the
fourth comparison result, the fifth comparison result, and the sixth comparison result are different

from each other; and

determining that the business transaction digest information is valid information when the first
comparison result, the second comparison result, the third comparison result, the fourth comparison

result, the fifth comparison result, and the sixth comparison result are all a same comparison result.
17. The method according to claim 13, further comprising:

generating a challenge side chain transaction based on the business type identifier, the
transaction sequence number, the transaction execution result, and the Merkle path set when it is

verified that the business transaction digest information is invalid information; and

transmitting the challenge side chain transaction to the main blockchain, so that the main
blockchain reaches consensus on the challenge side chain transaction, and confirming that the side
blockchain is an untrusted chain when the consensus is reached on the challenge side chain

transaction.

18. A blockchain-based data processing apparatus, run on a side chain node, the side chain
node belonging to a side blockchain in a consortium blockchain and the consortium blockchain

further comprising a main blockchain, the apparatus comprising:

a transaction execution module, configured to: obtain a transaction on-chain request carrying a
business transaction transmitted by a business device, determine a transaction execution result

corresponding to the business transaction based on the transaction on-chain request, and perform
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on-chain processing on the transaction execution result and the business transaction;

a first generation module, configured to generate business transaction digest information
corresponding to the business transaction based on a transaction sequence number, a business type
identifier, and the transaction execution result in response to the transaction execution result and the
business transaction being successfully stored in the side blockchain, the transaction sequence
number being used for representing a sequence number of the business transaction in the side
blockchain, and the business type identifier being used for representing a business type of a

business processed by the side blockchain; and

a digest transmission module, configured to transmit the business transaction digest

information to the main blockchain to store the business transaction digest information.

19. A blockchain-based data processing apparatus, run on a verification device, the apparatus

comprising:

a first transmission module, configured to transmit a first data obtaining request carrying a
business type identifier and a transaction sequence number to a main blockchain in a consortium
blockchain, so that the main blockchain returns business transaction digest information to the
verification device, the transaction sequence number being used for representing a sequence number
of a business transaction in a side blockchain, the side blockchain belonging to the consortium
blockchain, the business transaction digest information being transmitted from the side blockchain
to the main blockchain, the business transaction digest information being generated by a first side
chain node in the side blockchain in response to a transaction execution result and the business
transaction being successfully stored in the side blockchain, and the business transaction digest
information being generated based on the transaction sequence number, the business type identifier,
and the transaction execution result, the transaction execution result being determined by the first
side chain node based on a transaction on-chain request when the transaction on-chain request
transmitted by a business device is obtained, the transaction on-chain request carrying the business
transaction, and the business type identifier being used for representing a business type of a

business processed by the side blockchain;

a second transmission module, configured to transmit a second data obtaining request carrying
the transaction sequence number to the side blockchain, so that a second side chain node in the side
blockchain returns the transaction execution result associated with the transaction sequence number

to the verification device; and

an information verification module, configured to verify validity of the business transaction
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digest information based on the transaction execution result.

20. A computer device, comprising a memory and one or more processors, the memory storing
computer-readable instructions, the computer-readable instructions, when executed by the one or
more processor, causing the one or more processors to perform the method according to any one of

claims 1 to 17.

21. One or more non-volatile computer-readable storage media, storing computer-readable
instructions, the computer-readable instructions, when executed by one or more processors, causing

the one or more processors to perform the method according to any one of claims 1 to 17.

22. A computer program product, comprising computer-executable instructions, the computer-
executable instructions, when executed by a processor, causing the processor to implement the

method according to any one of claims 1 to 17.
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