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Obtaining details of a flagged network event comprising data
associated with a network security threat, the network event being

between a first dataset and a destination dataset.

!

203

Tracing the data associated with the network security threat from the
first dataset to a further dataset, the tracing involving obtaining details
of at least one past network event between the first dataset and the

further dataset.
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205 —/

Comparing details of the further dataset to predefined criteria to
identify whether the further dataset is an intermediate dataset or a
source dataset from which the data originated and adding the details of

the further dataset to a forensic report.
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Outputting the forensic report.

FIG. 2




3/13

300

~\§V 301

109 105

[ - .~ 113 103 s 101
i a
4

FIG. 3



401

403

4/13

400

-

Starting from the at least one source dataset or its associated
intermediate dataset , tracing the data associated with the network
security threat to identify one or more datasets that are different to the
first and further dataset, the tracing involving identifying network
events which led the one or more datasets to including the data

associated with the network security threat.
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Adding the identified one or more datasets to the forensic report.
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Determining a maximum flow for returning data associated with the
network security threat to a source dataset via each of a plurality of paths
through which the data has passed from the source dataset to a

destination dataset.

1003 — —~

Starting from the destination dataset, determining the data to be
transferred to each dataset in the plurality of paths between the
destination dataset and the source dataset such that the data can be
returned to the source dataset, the data transferred in each path not

exceeding the determined maximum flow for the path.
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1005

Adding the details of the determined amount of data to be transferred to a
forensic report
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Outputting the forensic report.
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