; e3eT. 6DTZa( JP9- 2002- 0047-JP1 Specification 1. Titl&P»f2002- 004 BATPDN:
Conputer) conputer security setting nmethod, and program 2. Cains: (1) A
‘conput er appar atus bei ng capabl e of communicating with other device, the
‘conput er apparatus conprising: means for acquiring identificati 6™ -
information of the other device by communicating with the o [T~ H
nmeans for determ ning environnent under which the conputer &@m&mg@mwm@m
| ocat ed based on the acquired identification information; a r
sel ecting a setting of the comayeRsi raRR@HdNUS based on the det efffiied
environment. (2) The conputer apparatus of Caim1l, wherei X ment
determ nation neans determ nes the environnment by identi fyﬂwmmmmumpmm
device existing in periphery of the conputer apparatus base OQG®&9
identificaiion LBf pRABLLOBnL{3N: The conputer apparatus of CaimZ, wherein
t he acquisition nmeans acquires a Bluetooth device address as the
identification information fromthe ot her device being capabl e of

communi catompubyr a Bbryet vet hse¢dy ity cospuimy mephodl usndfpfdaraml, wherein
the sel ecting nmeans selects security setting of the conputer apparatus
based on the determ ned environment. - 1 JP9-2002-0047-JP1 (5) The
conputer apparatus of Claim4, wherein the selecting neans selects security
setting cotagmponding to the determined environnent if the environnment is a
prescri bed environnent; and selects security setting with a security |evel
hi gher _than that for the prescribed environment if the determ ned
envi r bhtrent ICOTRGt e P RRRERF I HeBCdRG] IRRAMNe of communicating with

other device, the computer apparatus comprising:

means for acquiring identification information of the
other device by communicating with the other device;

means for determining environment under which the computer
apparatus is located based on the acquired identification
information; and

means for selecting a setting of the computer apparatus

based on the determined environment.

(2) The computer apparatus of Claim 1, wherein the environment
determination means determines the environment by

identifying the other device existing in periphery of the

computer apparatus based on the identification
information.
(3) The computer apparatus of Claim 2, wherein the acquisition

means acquires a Bluetooth device address as the
identification information from the other device being

capable of communication by a Bluetooth.

(4) A computer apparatus of Claim 1, wherein the selecting
means selects security setting of the computer apparatus
based on the determined environment.



(6) The conputer apparatus of Claim1l, wherein the seP2c200z- 0@ahsIBel ects
the setting for controlling power consunption in the conputer apparatus
‘according to the determ ned environnent. (7) A nethod for selecting
*security setting of a conputer conprising the steps of: acquiring

i nformati on about an environnment under which the conputer is |ocated; and
sel ecting security setting of the conputer on the basis of the acquired
information. (8) The nethod of Claim?7, wherein the acquiring step

POWDVR§?$ &Hé %kﬁ?u%%ﬁﬂ%bﬁéféEhéd@@Udﬂéﬁﬁi@ﬂ hﬂEQEEﬁ“ﬂH&E$@Péc€iH§ViCe
in the vicinity o he conputer,, the identification |nf%&gat|on bei n
transferr e'ﬂe??%m ERESEES cSeTH 1 Bhe RBERDRT of COFAPRPSP MRS ei P t hED

sel ecting detprobnpdi sevirbemenepibf tbel envingninbhet| éseh of the security

setting acgpedibpgpt@ WAGLPEAmMERLNOLnkhe identification information about
the device 1s registered beforehand. (10) The nethod of Claim9, wherein if

the identification information about the device is not registered, the
| evel of theleetsar sbyusetyi Bgtitdngharigdd a Gecdreivet Tevdierhidiaer t tikanur r ent

level. - 2thatjpgégo%gogfe]§oc]ri(b]e]% %n%%?lq\!eﬁ'ﬁ_r §¢ eChLNdySEELRLLYa
setting of a conpufer, conprising the steps of: acquiring device
i nf or mat i oRN¥HEARMEN el P cBOEapRBI BTBECESRAANERYLFABMARER t he conputer

apparatus; receiving security setting specified for an environnent in which

t he deyi ceni.nf qr i C ujped, ssgciating d j he
spoci fiba Thy FRRLER, Pl RR A S, BT oRheRR L b S4REERE O3
accor di ng P8aBFai nPeieChfer eFR§ af BRELERGri nf§PFhe SeRE¥FPEY1RBStt i PGWAAd t he
devi ce i nf eefiBtinpblohheigomnd eeonppaeat Usphard bes paRIdordimd heost eps of :

acquiring gggggﬁikggogggigggmgﬁgut a device ready to communi cate with the
conput er apparatus; invoking € security setting associated with the

obt ai ned device information; and changing the current security setting on
the computgr mepRsaAt ot Oskhecitingkedeseeitit yssetinggof( 13) fompegeam for

causing a £._appara o_performa predeterm ned process conprising
the steps %ggggégﬁPsiggeaégggésoghfornation about a device found in the
vicinity of the conputer apparatus through Bl uet oot h-based comuni cati on

with the de¥gGerifagdinformation about an environment under which the
computer is located; and

selecting security setting of the computer on the basis of
the acquired information.

(8) The method of Claim 7, wherein the acquiring step
comprises the step of acquiring identification information
about a device in the vicinity of the computer, the
identification information being transferred from the
device.

(9) The method of Claim 8, wherein the selecting step
comprises the step of selecting the level of the security
setting according to whether or not the identification
information about the device is registered beforehand.

(10) The method of Claim 9, wherein if the identification
information about the device is not registered, the level
of the security setting is changed to a level higher than

the current level.



sel'ecting settings on the conputer apparatus on the JdR8s1290 - ad¥ey -sfRjui r ed
‘address information: (14) The program of Caim 13, wherein the step of
selecting the setting on the conputer apparatus conprises the steps of - 3
“JP9-2002- 0047-JP1 changi ng security setting on the conputer apparatus. (15)
The program of C aim 14, wherein the step of selecting settings on the
conput er apparatus conprises the step of changing the |level of the security
setting according to whether or not the address information is registered
bef orehand. (16) The program of C aim 15, wherein the step of changing

setti on the.cqonmputer apparatus conpri.ses the step qf changing the |evel
of thEtRedtir MEFTOR (TR (5 15 i givor SPEVEEEFf TR Hfir &ds Fn PRI about
t he devi cecompmicginedilse esterbheifdr ehand. 3. Detail ed Description of the
Invention: [Field of the invention] The present invention relates to a

portabl e conput er apparatus and a technol sui tahl e, for nmaking setfings
Prch as seimi 1 ndl BaTGSe | BAREroEitnartioubas - ABuicanl Cvpbhe! &F

devi ces" sumrtmusi erot v oki RCstleendc Py fderappetatigi t al Assistants) are

wi dely used. A user of a notebook PC (hereinafter sinply referred to as a
PC) connected to, a network through a wirel ess LAN at his or her office, for
exanpl e, MESFEANEY R BE hbheSahb REnAREFS LRI §9F A8t K HF™Hth 3 nodem
and an anathoich etlephienei deé nenHormoti@ctcan be ddweuiwédorandn the go t hrough
his or her cell phone. Recently, wireless LAN environments have been
provided in certain areas_in stations_and business quarters. In such areas,
one can caHiRRI130IRE néRfbr B EOFR St hEDGI r 8PeSEE LN pFoft TRty -sefting

JP9- 2002- Gith JHe Fdehes i B)rmdxaidn r ange W rel ess comruni cati on

t echnol ogi es such as Bl uetooth are becom ng w despread. One can use

Bl uetpoth to car rﬁ out data communications at his or her office, hone, and

on thEl%o The hmgthed AGcrding nto oFlaiaBt Her JEReERIR hr 868 Ta ShRIEHRY

the security setting and the device information, the
computer apparatus further performs the steps of:

acquiring device information about a device ready to
communicate with the computer apparatus;

invoking the security setting associated with the obtained
device information; and

changing the current security setting on the computer

apparatus to the invoked security setting.

(13) A program for causing a computer apparatus to perform a
predetermined process comprising the steps of:

acquiring address information about a device found in the
vicinity of the computer apparatus through Bluetooth-based
communication with the device; and

selecting settings on the computer apparatus on the basis
of the acquired address information.

(14) The program of Claim 13, wherein the step of selecting the
setting on the computer apparatus comprises the steps of



[ Problens to be solved by the invention] Wien a PC i3rPas2doR2n00a?fapent
envi ronnents, such as an office, hone, on the go (hereinafter referred to
‘as "nobile" as appropriate), the user nust change settings on the PC at

‘| east for connecting it to a network each tinme he or she carries it into a
different environnment. The setting change is obviously cunbersone because
several to several dozens of settings nust be changed and, if the changes
are incorrect, the PC cannot be connected to the network. To sol ve these
probl ems, aﬂaﬁ§&ﬁ89§€EﬂE1t§ BeevhidgdohntheMBoRpa tkkabpphawasset tings on
themto be changed by the sinple operation of selecting a using environnment
inautility displayed on a taskbar or the |ike. Once setting for each of
the er¥b) oBhentsrdmsaeed neliedmi fL4i,s wierebeeddar ystepnake sebpriéanged

setting eaggti:.h.ﬁ'sst r1'1'-?1 PQléSCHﬁEQt'eQ %ﬁﬂéxfaq{lﬁsnt c@lﬂﬁfi@@ge'%the @@ﬂ/eBE i f
the user selecis LS tting g SHC BHas sel ecting setting for hone at hIS or
K ¢

her office® FBFlBQa f¥Bmo Re RS TH ¥ | E?Eté}:‘ﬁs&ccql’iﬂlt%r

even if thehP€Ehean be cnnnecthd taddhesaetmnfkrmanmbher1serreg$spenbﬂen1nay
occur: if phe yUsfbnis actually on the road) where a higher security |evel
for a "nobile" environnent should be set, and still uses the PCwith a

| oner | evel security setting for "hone", potential security hole may

resul t(16) f Thee seegrany dfol elexmstssy, umaumﬁmmizeueaaﬁaas fofonrchangthgr' s
devi ce can ct4,ve b t

3P9- 2002- 00 %%tﬁé SCian Phile DEORERYED! ShRBRRAIS! LdpbP18s” che atem of g
connect toCPRBIABEWOIE FR¥eHr eRBnthen 2Rt bhthasaiddmIatbie o BéPHETt hese
techni cal peeoklens #ne obpdeesef infermagdent abwent the idevieeriwi deta
technologyrggigtgggdeggyggehggh setting changes are nmade according to an
envi r onment not her object of the present invention is to ensure that a
hi gher-1evel security network-connection environnent is always provided.

[ Summary of the invention] For the above-nentioned purposes, in a conputer

appar 3t “SDQEaEESd%%ﬁ%QEP'tfi%g”EEO@I %emil g(}l 2nk9b det erm ning environment

dete ter apparatus is |ocated
based on identification information of other device acquired by neans for
acqui nragiladedt thecahiventishor mati on by conmuni cating with ot her device.
Then based on the determ ned environnent, neans for selecting a setting of
t he conputer apparatus npdifies a settlng of the conmputer apparatus such as
a seclPPt PISSHt VRN IR Feheies hEomBaROT AP Ifet (PP REPE BRPREFBAHENt can
det er ahAe at heemo Yannest i talsies  Bbi c hakhiegC eyutliegsappadiat as sechedcayed by
i dent i, ¥%gg gt her device existing in periphery of the conputer apparatus
based~on i dantification information. Further, when the conputer apparatus
is equipped with a communi cati on neans for perfornlng a communi cation by a
Bl uet getkkgtrbanacguic$i ti on nmeans can obtain a Bl uetooth device address
allotted individually to devices being capabl e of comrunication by a

Bl uetooth fromother device as identification information. Here, it is
pr ef eFQBRY¥  t RAT SARE t Heokikl @r APMACESH iS3Ahals t ReteBRAkt AICsapRi afbS i s
under (@ezpenhflli pighivaloreeiktantB)aarbomidel§ used.

A user of a notebook PC (hereinafter simply referred to as a
PC) connected to a network through a wireless LAN at his or her
office, for example, may take the PC home and connects it to a
network through a modem and an analog telephone line or connect
it to the network on the go through his or her cellphone.

Recently, wireless LAN environments have been provided in
certain areas in stations and business quarters. In such
areas, one can connect to a network over the wireless LAN
provided.



JP9-2002-0047-JP1 or office, the selecting neans sel&k?2s2@03eCu47tJPEetti ng
corresponding to the determ ned environnent, and when the determnation is
‘that the conputer apparatus is not in the prescribed environnent such as
‘outside site, the selecting neans selects a security setting with a higher
security than that under the preseci bed environnent. Further, the selecting
nmeans can al so nodify a setting of control over electricity consunption in
t he conputer apparatus based on the environnent under which the conputer
apparatus is located. In a nethod for selecting security setting of a
conpu;er g the present invention i¥fornat|on about,an environpent un

whi ch'PREREENPLEer SPPAFaFRR9Ps YHERIRES SCAPYRFEAtinl sEeThPeLodLe?i ng on
t he cenpht easappaneatosths seéechedominghewbdgssreddt he aCuyei rean use

i nf orgphkeBotiherd “f&[f@' %@b@gtat h%o%m\wn&%@%scaatbeh%t abgedhg{,om
|dent|%|cat|o i nfor tlon‘gagut devices in the vicinity of the co uter

appar QFGECEhalloPg  t ARAS R rEF 1FDNYERR 8e95§e§c9ﬁsﬁeﬁﬁﬁfpbé?§ apggher

i nf ordaevice abootghha modemonnent of the conputer apparatus may be obtai ned
as position information from GPS (d obal Positioning Systen) if the
conput er- apparatus, can use _GPS. Furthernore, the level of the security can
be seﬂBE?BgeQEcB?dPﬁgs?bvﬁﬂePKthSr1ﬂ8?nFH@Hi|f|catlon i nformati on about
the devices is registered. If identification information about the device

' S ”%Réﬁ%s%r ‘?‘L@ s S.L%“H:.'Efy He%@'ed%&&ﬁﬁfﬂ&“sﬁ%ﬁ 2 & ggvg}_:fm:gher

& current | ével. I'n another aspect r'‘esent invention ca
V|emeH°§§ a ﬁﬁthBHefoﬁoseKB%¥?h@a§E€Erl%?f§§¥?@ngt%f %SconBHPé}e"Thésnethod
conprappsophtasepps the asGH muxy detvarge | 8éot DAYEObnahdid FC devi Teagapabl e
of copgyniy %?ﬁ’lleIanlW?t h h@ COMULGHr RPRAA USimd eﬁ&' VNG Hd Oégxaﬁ&&“%”a'

source an i nput sp eci 1 yIng security setting for an environnment ere
the déRieed d?ffereBPQEEEBEQBGﬂ?tJPl i nformation can be acquired, and
aSSOC|at|ng “and storing the speC|f|ed security setting with the device

InforgRLT Qe iy héﬁ%@é hed, Eﬂcvt é@r%‘%fé méeéte'cQQS@ndsé\nﬁetaq.eVl:Se

information 1s devi cé 1 nf tion a evi ce capab
connuﬁPBaFthdﬂFFﬁstM§(ﬁﬂﬁﬁﬂ%&sdﬁ%%?a?ﬁschénaééwﬁﬁﬁi ifecth® t gheREE At i on

assochakeiinvbthetbe @Rguptedafif¥tCBei BbAhBBEEANtbSthBVAkEdorRNd SW tching
to the invoked security information is made. In another aspect, the present
invention can be viewed as a programfor causing a c uter apparatus to
perfoTﬁmaObVédéPQPﬁlﬁé@béﬁ@@es§n'ﬂﬁ?ﬁﬂQﬁm%ﬂﬁ<ﬁﬁnﬂFQXigg¢mﬂ%t%®@eo?cs

acqui thag adlliews is¥Otirid opnabetkemdevocase t vhaiedl Bt oehl- basedle

COWBEE?%hQBnW L t@%ﬁ%c@ﬁ}é‘gf 2, aranf?g' e‘%{d:}’}x%xtxﬁ‘e%ée iity sg{:h{lgﬁand

ot her onth ont the acquireé
addreéésph%?ﬁrappo@ q?]%k]?,%pﬂ?ert gppddk& -us aeesraieﬁglps e p?%%}én?f
i nventhen drérin@nndniid eHab0 bediC. mbde ) tof igowicte hecEbbdarg arl | phree) or

I t P. L | ti
Y, b BuER! Ml lsy Cfenl BT £RD SIOBLTda TUg W CagpEekakent | on
acconﬁaﬁyFﬁQmGPQMAngs. Figure 1 is a diagramfor explaining a device

configuration of a notebook PC (conputer apparatus) 10 according to the

enbodh % As:ﬁhowﬂe'%s Lﬁéﬁéétéh%r g &gsgﬁcﬁ QP &&légé

perfornlng pfocesses based on a gl ven con
a RAMEERARESmM IR eBSMREFOY yyuﬁororstbﬁrn@fcﬁa{%:t of%é mwavs}@d nahuoak
graphtenfibtpidd fan 1a@et dildadrg | nBgeshéinprayedven arditiR) e upan H&CD)

13, m@%ﬁge@Egda%% %%%”%%E%%x&? %ﬂgyﬂ%fﬁgefg%ué $§oblem may occur: if
the user is actually on the road, where a higher security level
for a “mobile” environment should be set, and still uses the PC
with a lower 1level security setting for “home”, potential
security hole may result.

If the security hole exists, unauthorized access from an
other's device cannot effectively be prevented especially in an



JP9-2002-0047-JP1 The chip set 15 is connected to a IP9dYe0210@4i7 +JHB. An
HDD 18 is connected to the bridge circuit 16 through an | DE channel 17.

Al so connected to the bridge circuit 16 are a controller 20) which outputs
‘events based on signals input froma pointing device such a keyboard 19 and
nmouse (not shown) , and an EEPROM (El ectrically Erasabl e and Programuabl e
ROM 21 storing BIOS (Basic | nput/output System). The BICS controls
conponents of the PC 10 according to inputs fromthe keyboard 19 and

poi ntémgi Aenmest Tgeds | dge wiirQwds 16.a00nbai N81aeEVEeh( CoBpl eseat agy Met al
i de_ Sem conduct r) Zg fok storing various settings. The CMOS 22 is
contlcﬁﬁ%l?ﬁ?y p?ow%lelaevﬁ'?ﬁ power by a battery 23. Al so connected to the
bridge circuit 16 are a Bluetooth comruni cation controller (identification

i nforfipé i QR c3eal Siﬂ&é}ﬂt{&@nﬁascmml f88E0RJTE388Y e 3Q HOUBb1on L5881
(Uni verib Seri al 24 agcggl e LAN cqommuni ca%on controller 3 a
n

wirel®% Wtorrﬁﬁ‘m 81 PHESERL aHYY S fent 83 St RRRgH

( Per i poehrdl @ayrpobleat Immc@mwem) biiat 25se Thind| u@h@mhscoenn@mm@deeon
cont r 9t 8Fa By COHt £R EneDPEimeRpge W rel ess data conmunication w th anot her
Bl uet oot h- capabl e device through an antenna 34. The Bl uetooth communication
controller 30 controls comuni cation with a Bl uetooth-capabl e device within
a rangmothepi odljlertlOof o the0 pyesdmat dnvagitcomavesr ecei emsiunad thertt ahrough
the aplenoa. BdveeachesyiThe Bl Q0l s GAnabl & deni§e-aRbhE ad adim
includin 9 Bl uet ooth devicé address (hereinafter referred to as a B

addr REVif¢fe power is being supplied to it. The Bl uetooth communication
controller 30 has the capability of detecting a BD address included in a
radi o[g\@,yﬁafgcgfvggetpﬁ\o&g@l&tp? antenna 34. The cabl e LAN communication
controller accesses an external network 50 through a LAN cable (not
shown) connected to its jack 35 to control data conmunication with anot her
ConpuFer ahearaiborse avent ibredepurpossd., iy a J&PpROER- G@@Er.ﬂal%hsTh@f

wirel E‘ﬁé Lé%la&&ﬂ?““i%@éh@i‘oﬁon”%éaeﬂs 32f<§’£ce§é€érrm?u? %réﬁw{k 50

t hr ou nt enna fo control data cqomyunication Wlt er copputer
appar ?E%r%%%?stﬁﬁ RBVHEPRMSBE RRESHpHEHCES e LR %1 ?%EWW%G? hr ough
a cablecdvned duwed connetfiedtidicasipackidflonvetian afal ogheet Whekide®

cont 1 gbad 4t 0aCPTHLAM | 98- WdANDE $ SORPLE 2Ea BPBA! AL USSPt YTk

Can connect to the nert rou
BI uet%%‘f“ﬁun%ﬁ%t'\‘ni‘f? elFdE8 PARer: fevdfdn e LERFRaRESERe Oé‘naql"tﬂg ‘F%Y%th‘h%d
net woekviddemenbd) e e Lofimini ealleoningnt4 oldert idlg ard t bRew di@h@SSei:AN
conmmu Ng C r_.3 t I
Et nor (RReEn e CRBNE 116802 5 oS OF Le YohERI B AR AT A Mul¥hitas
cabl eaL%?\F‘éB?’rﬁﬁnF%'éH%% controller 31) the wireless LAN conmunication
controller 32, and the nodem 33 are rrandatory Net wor k communi cati on

capabii ttﬁ§scaﬂllﬂ‘é pr Q&ﬁ'edeﬂ\eta'ﬁr Ooug, frt h%le q{b Of?ﬁxh:ffzcﬁhh@ﬁ@m an

communr cat'ion controller 30 al one. none e cab conmmuni cati on
cont reeFermiae the ﬁPF’éF@%‘eEANuBSﬁﬁur‘ﬁhéé’lhl ﬂ%cﬁﬂ‘?l?i-}t}%rr appazalel§ htS nodem
33 arkopaveddey, idenfi{ridinganthes tdevbteetexdishticmmimi eatripheagntesdl | er

30 togpeces @téﬁ%ﬁﬁ&?ét?u?%%e&h&H“Q&eﬁPQEiéé@?%ﬁ%ﬁf%@éé&&i@mm cat I on

and, ?romt e LAN access point, access the networ 0 configured
as descri bed above uses the Bl uet oot h conmuni cati on controller's 30
capabFurtyepf renegni theg dewptesri nappadagest hals t heguiathed wawetH r oan t he

PC 10 Iﬁ%gﬁfga%goget Rk gbge th’ e”ﬁ’éff’ ﬁ%of th%oF. u]l?.ﬁgr&ﬁége tigfl Sa of the

type or ctors t he devi'ces 1n
aut onﬁ%vefa?%hnavéég Qs ignd RAFNT SRt PH§§1§c@0r3ﬂ|‘+f§tctQﬁt hdevice
envi ro8deess Fapguset@dshomsieifuwativoned cosvigesatbeinef ¢dealPle 100havi ng

the dexhenfORLIGHT AtEPN 35 deRGLLRRAAPOVE Lo S N “adfice  as

identification information.

Here, it is preferable that when the determination is that the
computer apparatus is under a specific environment such as home



JP9-2002-0047-JP1 Figure 2, the PC 10 has an environiedi2Qe? e dd halPbn
nodul e (using environnent determ nation neans) 40) a comruni cation setting
control nodule 41, security setting control nodule (setting nodification
‘means) 42) and a power nanagenent setting control nodule (setting

nodi fication neans) 43, which are functions inplenented by the CPU (not
shown) perform ng processes based on prograns preinstalled. The environnent
determ nati on nodul e 40 collects informati on about Bl uet oot h-capabl e

devi ces thfougd, t hendl Lbeélcg&&hfgnrrm@ancsat isenecentral | secdPity detetihge the
environnent _of .the PC 10 nmuni Cﬁltl on setti ng}:contrﬁl ‘ggdul e 41 makes
t

net woFk* E%ﬁ%ﬂﬂ?%ﬁ?l oh° se’f]tl?ngg ctBraf TOVEhR"BRVFt oA £8r nFhed by

t he edeteomimatidet sy rtatamonthgdmcenmo:erThepmartiutsy tet trigly dont the

rmdul ﬁréacf@isea S@&Hiéﬂméﬁﬁt | \08h AGEOT Gt ilde e cRNVi EpBNERE) det eagi ned
envi rogrrent e erm nati on nodul e 40Q. I nf Oéﬁ’éhl on a securi téhsettl ng

by
I evelﬂeﬁ?ﬁ SEHEEFS P i REGPRtYore St ot e WAL 1fl BEd S{FUFEY 18Ra%he

secur thgtsendengtbenbreseabdeficenwipommeénbn t o nake security settings
envi ronment. bout a number of security setting stored in the HDD 42 refers
to this accordl ng to the The power nmanagenent settiﬂqg%control nodul e_43

cont r BFEERAE: opfeut iSRS oftegne 113559 tRd pleay SEELERE nBhi t or
13 andomtsol conerolel esvirtichitng ¢onswspeihon mbde thre htdmpuiadr oappadeius

accorgingat gnt %eerawlofmgg%@fuﬁ&& Penldn Bramieed %MAE@%‘@@ of

t he PC 10 wi_ll be describe el ow. Figure 3 shows an environnment for which
a sectPfefefevel, called "home" in the present enmbodiment, is set as will
be described | ater, when the user uses the PC 10 at hone. - 11

JP9- 2002 O%Zhéﬁlf%h% 1%'&&%%%@&%%‘3} eseqzlec 'rﬁ_:)eso Whi R e A c?f' prer 100
and a nodem 1 the uetoot radi 0 wave fromthe PC
10 re&Eﬁ%@nG\héHVFﬁélaé‘er 1E}§8§“‘Pl’ié°PCaP@“e¥t aﬁbrﬁé”"’F’f‘b‘H‘i“?—P% wrderE which

envi r pheaentormmuitewni Gippareaciy | iy | Byvehtedl | vd "aefduiaed | andhespeestny
e”bo%gﬁﬂiﬂgs ﬁettnaes M&MuP&rdEEBB&Q‘EHS' ALLT s M0 LCHS §h M SoPs L4166 FC 10

at his_ or
he acqulred 1nformatlon

The information about the environment can be obtained from
identification information about devices in the vicinity of the
computer apparatus that is transferred from the devices.
Alternatively, the information about the environment of the
computer apparatus may be obtained as position information from
GPS (Global Positioning System) if the computer apparatus can
use GPS.

Furthermore, the 1level of the security can be selected
according to whether or not identification information about
the devices is registered. If identification information about
the device 1is not registered, the security 1level may be
selected to a level higher than the current level.

In another aspect, the present invention can be viewed as a
method for selecting security setting of a computer. The
method comprises the steps of acquiring device information
about a device capable of communicating with the computer
apparatus, receiving from an external source an input for

specifying security setting for an environment where the device



When the user uses the PC 10 in his or her office, oIb2+2®)2el0ot hsenpabl e
devi ces) which are a printer 200, a projector 201, and a LAN access point
202 for accessing the network 50, are within the range the Bluetooth radio
‘'wave fromthe PC 10 reaches. Figure 5 shows an environnent for which a
security level called "nobile" in the present enbodinent is set as will be
described | ater when the user uses the PC 10 on the go. The following is
assunmed here. The user has no other Bl uetooth-capabl e devices for his or

her OY\ﬁ‘félﬁﬁaiMéx'i“ @ahhebéamutl%dBl usﬁ@ota@sro%qlaql\e@veaﬁ@a%ft%&l%entﬁ@e user
uses the g: g 59 ﬁ@ﬁluetoo{) capg cellghone 300, PC 301 (which
may oPPHEY hD ’Fﬁ%%u’fh sARBEEB% Vb aFfign ﬁglfﬁa%n PIPAEIRE- 10), PDA 302,
and ot her devices owned by other people may exist within the range the

Bl uet pot hey adli %e‘%‘b‘ﬁ framhe Plhellsdo@e Wk & fd P '&rnd} NeRUSI HEFSce
quarterg or_a coffee shog) or any .ot her ace. Exanples of these security

| evel $BLeRBaRion  of §j c&LOredppi K l?ﬁIIlqﬁ?(ﬂiﬁﬁQQMuPQﬁH?wvaTh%?%l%?e
threecapehteofoﬁecwmmmpnyﬂaUng; Wikt henhhecatcioopu't erAutdmpa wetun, £sand

"Encrypti PPed, f afe BlAEL PO LRI SAt 'a%%oc?&ecedauwl%“ €Ak 0f¢ ﬁ?réd nut ual
authentlcatlon bet ween ‘deyi ces communi catjn rough Bl uet oot h % nmeans of

a keyR@YHCRal Pk ey S W ERRE L rn%ﬁ?alngFﬁ uf9 or° a thenkiREgkedhi ch
is a sedﬁrltnyﬂfaﬁﬂatﬂﬁﬂ71§Pﬂa&eymord gener at ed autonatlcally on the basis
of the passkey. The "authorization" is a process that is performed each
time a service such as file transfer or business-card_exchange is perforned
for cHht ARAEHEF wWhEPReE  orthfotPHEEeRE dMyAnd ifR pedrfi Rtedviqned  éfcrypti on”
is a progeas tlatr | caesimg ned Weempiiades | Saﬁspsaflsmét edobetpmefrbxdzevmes for

encryg;%ggﬁg@,;@ng e . an sper VB}+QPaJ§eyc hroms? E;'s”k
ure ows “exenpl ary secyrity | evel"settings: ecurlty,
fron1ﬁ?%ﬁé§%n¥o I tesg g hBﬁﬁImétleﬂh(x#bQPmnDbﬁﬁglce?he delyF eeabf

di ffiBLhéyoothabaesd tommuhlhieaPCohlwi@harthdecrdwti deesouin® aalleactwgs from

an extgrnak LE3oY Ces%@t&ﬁ@ Pgnéo %%%b%@s B r%jtfic%” tehd t@&h%ﬁ’{éé’ff he

That 1's, access control 1n°th econes 1l er 1n that or
secur?PPaFQQEP ohokRe P%SéétOf behagaréaefonddeess drfpemaspenl d
absol utely be perforned authorlzatlon may be perforned dependi ng on

Ci I Cupg a%%ﬁm?utaer}d B&I-XP&L.O o4l C _?Ll& %eﬁ??gl:%@ %n%rfor

bef ore ce ca connect 1o the 0 connect o a
devi ceot" diPAhERL] &8t RorFC -of ¥%emﬂ%vP§eF°u£ﬁ?h@ﬁ:ﬁﬁﬁmnﬁ,c%%kPhQﬂﬁry%¥lon"
are peﬁ§06ﬂEda£ioﬁeqHEBéeddbyi&bat device. If the security level "office"
is set, "authentication" and "authorization" of the device, and
"encryption" of data should absolutely be perfornmed before a device can
connecbreberredpemhpdingrblise highly confidential business data may be
exchanged When the PC 10 connects to a device, "authentication"” of the

| de‘“ Cfne g%?gﬁtz%b%tlo?”%1‘%”%@%&6:%{1]@‘& e i REFd0T %?éét r@&“ ted by

e devic the 'securi IS Set, access om any V|ces
omnedeﬁboé%%é¥§ FBOWR iy stheepeePBENKERGUSEAVRBIR ghest security nust be
ensured on the go. Wen the PC 10 connects to a device, "authentication" of

the d?Yéﬁ?e &aq%mgw&¥gdfgh"fgpdekplgining a device configuration of
a notebook PC (computer apparatus) 10 according to the

embodiment.

As shown in Figure 1, the PC 10 comprises a CPU 11 for
performing processes based on a given control program, a memory
12 such as a RAM (Random Access Memory) for storing data to be
processed, and a graphic <chip 14 for controlling images
displayed on a display unit (LCD) 13, which are all connected
to a chip set 15.



JP9-2002-0047-JP1 "encryption" are absolutely requiresb-8ee2rea47iFvel s as
shown in Figure 6 may be set by the user selecting fromsettings beforehand
‘or a nunber of security |levels as shown may be provided by default. The
‘user nust select and set one of the security |evels described above
according to the environnent in which he or she uses the PC 10. For that
pur pose, the user activates an application for setting security for the
environnment. As shown in Figure 7, the application then causes the

Bl uetHiod heieOEMYBE C | QB E@Hhé@'tle@r t30al BriikgePe ik i sear chad aiprsievd ces in
t he range the Bl yetooth i Q wave reaches

S1Q1). |If
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| dentid ] cahion LaEoLrB! hovy cdovcel BROWTRLAY a0d adligss, | ataremtd on

about” th evl ces tures th [ €ésses em
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The PElIécthbralhy diraplaiyi eonabhdie Faydammalldl 6 nROMAL2 DN sabatihgt ET@RVI ces
V‘hose(éﬁlngﬁBql’t%ﬁ‘EBuU ﬁﬁe@éﬁ)ed t%h%r s 1 BEnt38h st %o%%%‘%rﬁtt@e”éf Thus,

t he user can select one of vices to which power 1S continuou y supplled
from E#®nBCt he aegPEdinpusp é&BPGFe&r%éhﬁckﬁ}’q‘?@rﬁ di S AR PO § g
noni tédeviSea nessage to pronpt the user to set a security level for the PC
10 for the current place (step S103). The user selects and enters a
security level for that place (environnent) fromanong a nunber of |evels
as shbef ibFidapr eigocuitigle gEtabhpe- Go4 FMPS1 Tﬁempgzemenaeégpt%e%qfﬂe
sel e%ﬁﬂd@“ﬁeﬂﬂ&@ﬁ@dcﬁ@ﬁwBDbeQV@to&ﬂﬁgaSz%Q(ﬂoaltsﬁSse’ﬂﬂrﬁjs)reSI‘IiL8é awdd the
BD a e e S e.su 18 to register
t he g%%u?$t§$ Tevel ff ﬁgo?fgé& %ﬁgﬁ)£8$%9a%§e%nggﬁ%£§tEgggre the BD
addresses of a prlnter 100 and a nobdem 101 are detected as shown in Figure
3, foxiexanpbenetbeaseedritiyel eyelaghoneirsel ecteel byré hea Uuseruésooth |
regis envir ng re a prole nd a
LAN d%%@ggnlég%fggoz areg%P¥ rgﬁ) theP£%€%€{¥§9$ ' of f|%€$r %%%?ed by
t he u%%‘iu%%l'éég%cﬂaﬁéﬂsw t ROMAENRPALd@Res SRS regj3|05t(—:frflial’d?l%ﬁ[@l’1 sOWUSH
Fi gurwlﬁlvahgasesuﬂay sak) i Qg,pTaOCt%ﬁ:ﬁ.eammdxﬁhﬁﬁhdilthfb&ﬁerﬁBIéﬁS ﬁf
steps; sho r i J ! on uch as
he iibr & Wiasedy Tafy |ColifiL G B8R ER ELEPT ek BREGE; 3510
ot her tiyraegh ath%lsé%%?%@?e¥@¥e¢°mhﬁ%?ﬂé Iﬁﬁ9rﬁengéﬁtbybﬂﬁezﬁser or by
default In the process described above, settings for perfornlng

catlon t he network 50 in eac 1 Snvijponment  an ettings for the
et L€ bo BB B0 P L PRE PR BE 3B W n AR LT Tor
usi ng¥irelesddentiaba |ﬁ°@W§né%&ﬁ9P@ SW@W@%I?WQERR% 3ma@t%%¥¥r?ﬁﬁa¢bﬁ usi ng
the L& aeeesshiigh 402 wAtkhaaexaapl e sh@wnBlieEbguhe dorimynbeasion ed.

Fur theL PL &1 1 &y POYET cPREAGEL™ 'gom%\ tntl'c%%lo%r &f‘&@ %”Véz[l?é‘@ggh? @XQ\%? de in

the process descri be an envirtonmen
secur‘ﬂ‘f—‘qu:%v‘é}th%bﬁl ganpe éévpltcﬁélyr dOeds AP s et st ther it 1‘1a‘a¢ud the

rot at+@8e spe@d ghdt heehbD t&rdaygnbe th%du%ﬁﬂ:éﬂnaoow Ste¥dhed O t hosige
COMPOBERLBatlh ShaBLE USRE IBLY ShRE OO NI e A EAN o Lodoir e

whi | e erng Carri & aroun SHu 26" reduce
pomerd@bhggnptiﬁﬁﬁsso{@@rteh@aié@nmqﬁ%@tqd n"goms ghdlerpddrgontwhhbe been
made, ypower is being supplied to it. The Bluetooth communication

controller 30 has the capability of detecting a BD address
included in a radio wave received through the antenna 34.

The cable LAN communication controller 31 accesses an external
network 50 through a LAN cable (not shown) connected to its
jack 35 to control data communication with another computer
apparatus over the network 50.



- 15 JP9-2002-0047-JP1 the PC 10 automatically pearsos2e02-heodnldmw ng
process to select a security setting for the environnent in which the PC 10
‘is used. As shown in Figure 8, after the PC 10 systemis activated, a
‘request is issued by the user through a predeterm ned operation, or a
preset timer interrupt occurs, then the Bluetooth comunication controller
30 in the PC 10 searches for devices within the range the Bl uetooth radio
wave fromthe PC 10 reaches (step S201). Then, the BD addresses of devices

Wit hithd he,f A0Es £aNLA¢ CARMELea d1ER) S8 LV EPNMBAL SletSs i Hat i)
nodul e 40 | the%féb ggter nes.the environnent. of the PC 10 at the time

on t PR o drE ERUIBL R r APCHYI2 (A 5Qr pBeRETPhe

envi rormee i cet tom wathoanoithere cinmieter nappsrahes heveor thet mBirwoick esses
associ@ted with the security |evel "hone" are included anong the BD
addresses detected. In other words, the determ nation nodul e 40 determ nes
whet her or not there exist devices that would be found in the environnent
for wiheh rdidersesaridycéeyes "tloneheshoukd be seirdwdlepaS20aple. (downy of
the BOhAG CaaemAtny! toedl%“aatﬂg 39CUBLLY | BY @ lanaillE” n@tfolRC! ydled

anong t resses et ected envi ronnent  determ-nati on nod
deter?ﬁrh'éEOJc h@2t2 hEOPEURHCRELPR A BN FRCSRPEN IC WU ERT PRI SEE IRTeY | eveI
"honmethshoeitwotle 5@t. Then, the security setting control nodule 42 swtches
the security level setting used in Bluetooth conmmunication through the
BI uet oot h comuni cation controller 30 of the PC 10 to the security |evel
" hone™™{ %t eph&2ES) .10 CaRIAFOTBAT t k@ dSHmAf B4R THntBEPEPRg 2@aNtafol thddul e
41 nm@@w@emsetmmgslea(lbﬁe Hgaﬁp frate ceaﬁﬁal cazmpln aner thee M]j,wmﬁ 50
to se r ce (the nodem 101 in the exanple in Figure 3 ose
BD ad%l‘%ie%gﬁ%rw %%%‘ggyet ected. Furthernore) it may automatically change
printer settings on the PC 10 to settings for a device (the printer 100 in
L he exigeptebia Ehgurc@n&hﬂmOBD cﬁfﬁldlfﬁﬁsl?r 161 anélpg:h%OQ&M@ssJﬁJAﬁla;
een e an 0 sqQci ate
éfj e slréc%ar”f %Iﬁ%&%horre 92 Im nlix%c uét&gﬁgoa“géﬁgﬁéitgéd%%ssges
det eC$mlgle hEthﬂvneo?mehllpdet eNcm nall oqfrrmdtal @M&uﬂm@r neorasuwhed fisen or  not

BD ad¢sesseEl &8Sa30i, atiate V\b&méh@mecwmﬁxyni@/teion otbheeolaee gl ugesl among
the BP AJHLEsSERNIBbaRLedcall8h |Rind i 8t efdm ngh o, Togule, 40, def el m nes

whet her™ or notggﬂ exi st gew ces woul oun Si RS envi Fonnent
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anon addr esses _det e nvi ronnen eterm nati nmodul e
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perfo he t qqt a ontr II e PC 10 to the
securl{g?g]feve Ff Ege% (Jét rqgu]g%ﬁ E n a dFei %n ett}hrsoq‘lcggnnn%}%l?%%tclf%n Setti ng
cont r‘mrﬂﬁﬁﬁ eCOIMKRY Caharge %Iéi:t i hgemoryhiehd.AEC 20CP8E E@OHMAINi CAETVIS over

t he netavoi&ewdrt osgettings for a device (the access point 202 in the
exanple in Figure 4) whose BD address has been detected. Furthernore, it
may automatically change printer and projector settings on the PC 10 to
settiPge 6T d8vieentigkesdriant eAes00inRd tHeOYE ojusstor thel Bluetrodxanpl e

IE F:3 %@tﬁrig.aﬁﬂcél\bi)&ﬁ 8bhegddiLesses b@\é%a@%rnd%e@fed_;e&yfr]glmﬁ hegviees, if
t he a r e _secC t ve (0] ce e not

i ncl uded arr%%égfghzé%ﬂ g‘reesggslaet e%Yed %“y (L-E‘ﬁ\?l r%cn nolt ﬁg?gr Ffnat? on
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securytyolcawel famxbiﬁ@ ofhad @évﬁéés memté heiseadkity Sehéi pg 10
controller 42 Si{g\il{ t he secur gettl ng used in Blu
(0]

conmt e Jrd ohe Sbys?ﬁ'érhkﬁet E TR cSﬁFPEﬁFE? 3P of the
PC 10th®tt¢mvsmmem§/ | evel "nobile" (st ep S206). In addition, the power
managenent - 17

Figure 2 shows a functional configuration of the PC 10 having
the device configuration as described above. As shown in
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JP9-2002-0047-JP1 control nodul e 43 may sw tches t o JHSe 200Phaid 7pairer
managenent | evel setting. According to the arrangenent descri bed above, the
"PC 10 can use Bluetooth to search for devices in the vicinity of it to
‘determ ne the environnent in which the PC 10 is used and automatically
change the security level setting according to the environnent. This can
ensure that security |evel changes are made according to environnents in
which the PC 10 is used and thereby ensure that always an optinmum security

envi QR bs P ged. 1(M)'h%.%V95n e 14t Yde:eHﬂﬁnEQ.LéQ i dJiy oved
because the need is eli

or the user t nge security, settings
e CIHARY | EoEe T PBTEE s B CEATA SRR CRESBHLI L B - G SAIE f 1 he
PC | sdttiang emontomientmofiod enwhiddh t hecsettyi tgeteimy dmmai’obr mogfufliece”
shoul & & iR} ﬂBﬁlf¥%66¥%ht$E%n¥Puhg bSnEOH”%oM%rtW@hdﬁ@ﬂéﬂy”gﬂﬂtl not be

detected in the process for, det erm nn envi ronnment_ because of e
condiFAYFL o RAGHE % s sts&idnifshi &g ‘%rt’cﬂmer‘%%antsr?e Highedth Js"ébuﬁliey

I evelf,uricrmtmise, 1m§;lsxeenté'cﬂn sbyr omhdaes CPU ai knsaf e showat)i opedforaddid i on,
setti j[qu/@.{ agenent, printers, projectors
and ot her eevén?éa\ég%:&;n&ﬁ au OITB.tI ca C a]%&]ed according to the environnment
determ ned. This al so can significant I y inprove the usability of the PC 10.
Mor eauer , eBivtiebaokehti sdeserni natthsh ngnddieise et t coDbec B Ueinfidnadem not
requi at ﬁgg: for abo | f ot h in an
envi racr)b%r]flte@nt f]%:)ir‘?mﬁ %lgsicurl%g leHEHQQs Ebr %ﬁl d tbtgleset e%égegéugb}%}t does
not r%lﬂ“r@%la“bd?ﬁﬁﬁﬁ@a]t?%@‘{?)et:we@ﬁt?H@lPe Ebeaﬁ—(ﬂ“’tlﬁ@nﬂ‘@%tc% dd9 ong as
they ryaupplied with power. Thus) the advantages descri bed above can be
provided with a high level of security being ensured. The security |evels
shown in Figure 6 are provided by way of - 18 JP9-2002-0047-JP1 exanpl e
onl y. Theyo qoaBist cadrl afpr e atHalind hrai§iesdel ntuleeclty t yaless barefsork

Furt hﬁi’nﬁﬁii’rﬂ.cdth&)rﬁeﬁélftilygé ewelogdiagoriesthe h@ﬁ&aronﬁfehltCQil.ete’i:’&d.ne][?bi | e”
can qhﬁp £ nme securlty evel "office"
can b %giri’l?onu er %%ﬁ/ﬁ%\ﬁ%ﬁﬁo%ﬁgﬁ 4:102 the user's desk at office
and a nmeeting roomused by the user) for exanple. In that case, settings
for Wmieﬁ aedtpﬁ%/ercoﬁ’%rmgermduﬁ@mEamhkefs Tsléeu&ﬁ\t:ylr @Hﬁﬁfﬂrﬁgsﬁan be
st or g t ti 0 icC chan
accorg: (y}’ L he en&?‘%onrrgg % g{?\%ﬁke {1%8 d§B add%éls};s/les urﬁqlgzuel y
assi g?ﬂicﬁrt“&wq}bs ppdulgedttfo i deﬁtlifpymaﬁl@ﬁw BORMENt & n numdegTh&di ment

descrsdaﬂﬁlaﬁpvegethm@r egeRlelisvedté Onslt%r@@t lidn t edchieithi s sydw@ngement .
P addresses A1t LB G 10 exghanges. uht hyother, dovices 4}, dgha upp
commini ca |on 'hal&”sFaFi on adlresSes use 'n AW FePESS of cé thone

net work:) orTMCS&d:G‘Féé:é’essﬁﬁ?lb@ et rafhepofpladdiessefeas ME dddrsesses
are UsHibrmteddicres to thakeg Cigédéyrdtyt heekCitgsar eaddlerdidgd edebo dafeer mi ne
t he %‘Ui&ﬁ%ﬁ?&ft in a manner simlar to that described above. Wen base
station addresses used in a wireless or cell phone network are captured, a
base station is identified in effect to determne the position in which the
PC 1(g:|n'es ‘mdprmdd g&fenit | l9et3gldd ngsngbl altheddre t g eaahilsia@n@ntufae ]
est abl i esses, can,he s t i.nt articul ar. .are uch as
a parcip sl{hq%rngfl r & éfané% f?%@ ggfinghgogg% ria OI% ee é“r?\ﬂlrtc?ﬁrr:lnats of

t he P@A02ad@en Fpntneladoﬁ‘es%@snage B n SiseLnidy aPﬂ@ca@éd hilesratdsny

besi qrAaAN KRB PSR fHY SBNEfHmdil S E&sShe M gue | P address shoul d be
set for the purpose of identifying environnments. For the purpose of
identifying the place in which the PC 10 is used by the use of a base

st at iEgRmd@resof tike Gepydlromgwint odf ndtisy sPEM by wid luskd tdesaadiade t he
posi tyaarvwof the - 19 JP9-2002-0047-JP1

Figure 3 shows an environment for which a security 1level,
called "home” in the present embodiment, is set as will be
described later, when the user uses the PC 10 at home.
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PC'10 to determne the environment in which it is uged.-2Ao0proguamJrar
automatically changing security settings according to environments as
‘described with respect to the present enbodi mrent nay be enbodi ed on a
‘storage nmedi um as bel ow. The programto be executed by a conputer apparatus
may be stored on a storage nedium such as a CO-ROV DVD, nenory, or hard
disk in a conputer-readabl e manner. Various other nodifications and
substitutions nay be nade to the configuration and arrangenents that has

CoonJasel lenie AUMA AL I £2R00 00, L ARIBROREU LTROMIBAL180 BA o  es
| l, . | NV | . V

o oAk, Al i as o king he T PRRGS  £has ARt A ¢ T HavEnr ol oo
be r ¢hiealflCy Lifadeazdesr dibeg tthemsgannesss ShendP@ 1 @t deme.i ty

net wor k- connecti on envi ronnent can be al ways ensured, as described above.

4. Brief Descrigtion of the Drawi ngs: FEigure 1 shows a configuration of a
conpGEEMTEppar atBRWEic AR diShy WP tor £9&nt WBABBdi FrefteBirithe Jeysdnt
i nveriailard Ff gfif fc@” shawstiee cpnébgntatamodifmemtyoris oseaf ddiewtdiplseer

appaligis st VoL VEhdn, t?ﬁétin&%hrcoﬂéégl i Np8l Yt 09 Niy sl AYf € p3, Shows
an exanpl e of the environnment of the conputer apparatus for which the
secufiftfy 9%evel "home" is to be set; Figure 4 shows an exanpl e of the

envi ronnment of the conputer apparatus for which the security level "office"

s F%h@i Sehe 'u:ﬁ@r uglzd- £182-004 47 P%nFi € > SHays @f'f:‘.e&(@‘,nplo%h%]c th.e "
environnment of the conputer apparatus for Ich the security 1evel "nobile
i s t &lHetoathSandkd &6 A8TVEeSHn 'BXET| 2T df 2 aPRERBEE 8P 01 efePEodecHITt v
setti2ngs; dndjuseLEANShawess pponess2bRoWororacsedddingy | théi aktwoeur istoy,

I , ' 8 fl . ch ' ' [
necordng L LR, Fien rRs, Bl BIRRRLHAC QUL ARV B e VB 1t o <)

n
0 ..r.eaF’%e(SGorrputer appar at us)

Figure 5 shows an environment for which a security level called
"mobile” in the present embodiment is set as will be described
later when the user uses the PC 10 on the go.

The following is assumed here. The user has no other
Bluetooth-capable devices for his or her own use within the
range the Bluetooth radio wave reaches when the user uses the
PC 10 on the go. A Bluetooth-capable cellphone 300, PC 301
(which may or may not has the same configuration as that of the
PC 10), PDA 302, and other devices owned by other people may
exist within the range the Bluetooth radio wave from the PC 10
reaches on a train, in business quarters, or a coffee shop, or
any other place.

Examples of these security levels, “home,” “office,” “mobile,”
will be described below.

There are three items of security settings, “Authentication,”
“Authorization,” and “Encryption,” for Bluetooth communication.

The “authentication” is a mutual authentication between devices

communicating through Bluetooth by means of a keyword called a
passkey, which is manually input, or a 1link key, which is a
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the PC 10 becomes more difficult in that order. That 1is,

access control in the PC 10 becomes tighter in that order.

If the security 1level "home” is set, “authentication” of a
device should absolutely be performed, “authorization” may be
performed depending on circumstances, and “encryption” of data
should absolutely be performed, before the device can connect
to the PC 10. When the PC 10 connects to a device,
“authentication” of the device, “authorization”, and
“encryption” are performed if requested by that device.

If the security 1level “office” 1is set, *“authentication” and
“authorization” of the device, and “encryption” of data should
absolutely be performed before a device can connect to the PC
10, because highly confidential business data may be exchanged.
When the PC 10 connects to a device, “authentication” of the
device, *“authorization,” and “encryption” will be performed if
requested by the device.

If the security level “mobile” is set, access from any devices
owned by others is always “rejected” Dbecause the highest
security must be ensured on the go. When the PC 10 connects to

a device, “authentication” of the device, “authorization,” and
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"encryption” are absolutely required.

Security levels as shown in Figure 6 may be set by the user
selecting from settings beforehand or a number of security
levels as shown may be provided by default.

The user must select and set one of the security levels
described above according to the environment in which he or she
uses the PC 10.

For that purpose, the user activates an application for setting
security for the environment.

As shown in Figure 7, the application then causes the Bluetooth
communication controller 30 in the PC 10 to search for devices
in the range the Bluetooth radio wave reaches (step S101). If
Bluetooth-capable devices are found in the range, the BD
addresses of the devices can be detected (captured). The BD
addresses provide the identification information, device

information, and address information about the devices.

The PC 10 captures the BD addresses emitted from the devices to -
confirm the devices in the vicinity of the PC 10 (step S102).

The PC 10 then can display on the monitor 13 information about
the devices whose the BD addresses it captured to prompt the
user to check them. Thus, the user can select one of devices
to which power is continuously supplied from among the devices

just captured.

The PC 10 then displays on the monitor 13 a message to prompt
the user to set a security level for the PC 10 for the current
place (step S103).

The user selects and enters a security level for that place
(environment) from among a number of levels as shown in Figure
6.
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associates and stores it with the BD address of the detected
device in storage such as the HDD 18 to register the security

level setting (step S104).

In an environment where the BD addresses of a printer 100 and a
modem 101 are detected as shown in Figure 3, for example, the
security level “home” selected by the user 1is registered. In
an environment where a printer 200, a projector 201, and a LAN
access point 202 are detected, the security level “office”
selected by the user is associated with the BD address and
registered as shown in Figure 4.

The security setting process accomplished through the series of
steps shown in Figure 7 is required to be performed only at
places, such as the user’s "“home” or “office”, where the user
visits very frequently.

At other places, the security level “mobile” may be set by the
user or by default.

In the process described above, settings for performing
communication over the network 50 in each environment and
settings for the printers 100 and 200 may be stored in the PC
10. For example, settings for using the modem 101 in the
example shown in Figure 3 and settings for using the LAN access
point 202 in the example shown in Figure 4 may be stored.

Furthermore, a power management setting for each environment
may be made in the process described above. For example, in an
environment for which the security level “mobile” is set, the
processing speed of the CPU 11 and the rotation speed of the
HDD 18 may be reduced or power supply to those components which
are used only for controlling the AC adapter, not used while
the PC 10 is being carried around, may be shut off in order to
reduce power consumption.

Once the security setting for the environments has been made,
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10 is used.

As shown in Figure 8, after the PC 10 system is activated, a
request is issued by the wuser through a predetermined
operation, or a preset timer interrupt occurs, then the
Bluetooth communication controller 30 in the PC 10 searches for
devices within the range the Bluetooth radic wave from the PC
10 reaches (step S201). Then, the BD addresses of devices
within the range can be captured.

Then, the environment determination module 40 in the PC 10
determines the environment of the PC 10 at the time on the
basis of the BD addresses captured.

For that purpose, the environment determination module 40
determines whether or not BD addresses associated with the
security 1level “home” are included among the BD addresses
detected. In other words, the determination module 40
determines whether or not there exist devices that would be
found in the environment for which the security level #“home”
should be set (step S5202).

If any of the BD addresses associated with the security level
“home” are included among the BD addresses detected, the
environment determination module 40 determines that the PC 10
is in an environment for which the security level “home” should
be set. Then, the security setting control module 42 switches
the security 1level setting used in Bluetooth communication
through the Bluetooth communication controller 30 of the PC 10
to the security level “home” (step S203). In addition, the
communication setting control module 41 may change settings on
the PC 10 for communication over the network 50 to settings for
a device (the modem 101 in the example in Figure 3) whose BD
address has been detected. Furthermore, it may automatically
change printer settings on the PC 10 to settings for a device
(the printer 100 in the example in Figure 3) whose BD address
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has been detected.

On the other hand, if any of the BD addresses associated with
the security 1level “home” are not included among the BD
addresses detected, the environment determination module 40
determines whether or not BD addresses associated with the
security level “office” are included among the BD addresses
detected. That is, the determination module 40 determines
whether or not there exist devices that would be found in the
environment for which the security level “office” should be set
(step S204).

If any of the BD addresses associated with the security level
“office” are included among the BD addresses detected, then the
environment determination module 40 determines that the PC 10
is in an environment for which the security 1level “office”
should be set. Then, the security setting control module 42
switches the security level setting used in Bluetooth
communication performed by the Bluetooth communication
controller 30 of the PC 10 to the security level “office” (step
s205) . In addition, the communication setting control module
41 may change settings on the PC 10 for communication over the
network 50 to settings for a device (the access point 202 in
the example in Figure 4) whose BD address has been detected.
Furthermore, it may automatically change printer and projector
settings on the PC 10 to settings for devices (the printer 200
and the projector 201 in the example in Figure 4) whose BD
addresses have been detected.

On the other hand, if the BD addresses associated with the
security level “office” are not included among the BD addresses
detected, the environment determination module 40 determines
that the PC 10 is in an environment for which the security
level “mobile” should be set. Then, the security setting
controller 42 switches the security level setting used in
Bluetooth communication performed by the Bluetooth
communication controller 30 of the PC 10 to the security level
“mobile” (step S206). In addition, the power management
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According to the arrangement described above, the PC 10 can use
Bluetooth to search for devices in the vicinity of it to
determine the environment in which the PC 10 is used and
automatically change the security level setting according to
the environment. This can ensure that security level changes
are made according to environments in which the PC 10 is used
and thereby ensure that always an optimum security environment
is provided. Moreover, the usability of the PC 10 is improved
because the need is eliminated for the user to change security
settings each time the PC 10 is used in a different

environment.

Furthermore, if the PC is in an environment for which the
security 1level “home” or “office” should be set but devices
that would be found in that environment cannot be detected in
the process for determining the environment because of the
conditions of wireless communication or others, the highest

security level, “mobile,” is set. This provides a fail-safe
function.
In addition, settings for network communication, power

management, printers, projectors and other devices can be
automatically changed according to the environment determined.
This also can significantly improve the usability of the PC 10.

Moreover, Bluetooth is used in making these settings.
Bluetooth does not require that the PC 10 send information
about itself to other deices in an environment for which
security level “mobile” should be set because it does not
require data communication between the PC 10 and the devices as
long as they are supplied with power. Thus, the advantages
described above can be provided with a high level of security
being ensured.

The security levels shown in Figure 6 are provided by way of
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security may be set. Furthermore, the security 1level
categories, “home,” ~“office,” and “mobile” can be changed as

appropriate.

Moreover, the same security level “office” can be set for a
number of environments such as the user’s desk at office and a
meeting room used by the user, for example. In that case,
settings for communication and power management for each of the
environments can be stored in the PC 10 so that the settings
can be automatically changed according to the environments.

While Bluetooth and BD addresses uniquely assigned to devices
are used to identify an environment in the embodiment described
above, the present invention is not limited to this
arrangement.,

IP addresses that the PC 10 exchanges with other devices in
data communication, base station addresses used in a wireless
or cellphone network, or MAC addresses may be used. When 1IP
addresses or MAC addresses are used, devices in the vicinity of
the PC 10 are identified to determine the environment in a
manner similar to that described above. When base station
addresses used in a wireless or cellphone network are captured,
a base station is identified 1in effect to determine the
position in which the PC 10 is used. Then, security settings
suitable to the environment are established.

IP addresses can be used to pinpoint a particular area such as
a particular floor of an office building to determine the
environment of the PC 10 even if the addresses are dynamically
allocated. Preferably, besides an address used for general
purposes, a unique IP address should be set for the purpose of
identifying environments.

For the purpose of identifying the place in which the PC 10 is

used by the use of a base station address, the Global

Positioning System may be used to measure the position of the
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PC 10 to determine the environment in which it is used.

A program for automatically changing security settings
according to environments as described with respect to the
present embodiment may be embodied on a storage medium as
below.

The program to be executed by a computer apparatus may be
stored on a storage medium such as a CD-ROM, DVD, memory, oOr

hard disk in a computer-readable manner.

Various other modifications and substitutions may be made to
the configuration and arrangements that has been described
above with respect to the present embodiment without departing
from the spirit and scope of the present invention.

[Advantages of the invention]

According to the present invention, setting changes can be
reliably made according to environments and a high-security
network-connection environment can be always ensured, as
described above.

4. Brief Description of the Drawings:

Figure 1 shows a configuration of a computer apparatus
according to the present embodiment of the present invention;

Figure 2 shows a configuration of a portion of the computer
apparatus that involves in setting control with Bluetooth;

Figure 3 shows an example of the environment of the computer
apparatus for which the security level “home” is to be set;

Figure 4 shows an example of the environment of the computer
apparatus for which the security level “office” is to be set;
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Figure 5 shows an example of the environment of the computer

apparatus for which the security level “mobile” is to be set;

Figure 6 shows an example of a number of 1levels security

settings;

Figure 7 shows a process flow for setting initial security

values; and

Figure 8 shows a process flow for changing security settings

according to environments in which the PC is used.

[Description of symbols]

10 ... PC (Computer apparatus)

30 . Bluetooth communication controller (identification

information acquisition means, communication means)

40 ... Environment determination module (using environment

determination means)

41 .- Communication setting control module (setting

modification means)
42 ... Security setting control module

43 .. Power management setting control module (setting

modification means)

44 ... Security setting information storage



