-1- PLEX NI CATI ON CONTROL DEVI CE BACKGROUND OF TREES™
\-:H\I\/El\ﬂ'l 1. Fileld of the | nvent i on This invention relates to a dupI ex
connunlcatlon control device used in a communication s\ a
pl urality of communication stations and a du- plex co
“#nd nore particularly, to such a device which is capabl bt h

a distributed control system which controls process vari -
| ' DUBLEX COMMUNICATION CONTROL DEVICE 1609 2l1-%
o>

BACKGROUND OF THE INVENTION

1. Field of Invention’

" The present invention relates- to a duplex communiéation
control device used w.ii.:h_ a cdmmgnication system consisting of a
piurality of commur;idation st.a.tions,'.conne(:ted with a duplex
'communicat'ion network. More specifically, the invention relates
- " toa dupléx communication control device capable of being used with
a distributed control- system that is requifed -to have high
reliability to.control process variables such as tempefature énd
pressure in a communication system where various communication
stations connected with a duplex communication network communicat_:é
with each other by token passipg, i.e., a token is passed from
station to station ..

2. Description of the Prior Art

A éommunication sl;stem consisting of a plurality of
communication stations sharing one communication network is
required to c;ontrol communication in such a way that communication
between the stations is carr'ied out in an orderly manner.

Token passing communication control has been heretofore kﬁéwn
as a commimication control method of this kind. Examples of
communication system utilizing token passing are disclosed, for
example, in U.S. Pat. No. 4,058,681-issued to Imaizumi et al. land

U.S. Pat. No. 4,491,946 'issued to Kryskow, Jr. .et al. In these
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abl es, such as tenperature and pressure, in such a com nunication system
wherein the various comruni cation stations conmunicate with each ot her by
t oken passi ng. 2. Description of the Prior Art A FoRRH Ao flem
conprising-a pkurality of communication stations shar @l%wgo“@f%gt i on
Metwork, is required to control conmunications in such_a_ natmetCHat
communi cati on between the stations is carried out in an orderly manner.
The t okedipedssed tpkenopassingncommunicadriiomicontred] keithods, angingle

di scl osed, for exanple in U S. Pat. Nos.-4,058,681 and 4, 491, 946, wherein a
si ngl e t glokenpPpéiini tsafadh Hirit ivh Ltsedfveoasevetd armad téxr @tatiidrn and
comuni cate wi'th other stations, using a communi ca- tion network. The token

I s succegy ¥GhiuRPEatd wilttbthakl HFat ows piusihd 8 ddiintdn Wat Wb hetwdiRS i N
a predeter- mned sequence. \Wen one comruni cation station re-

The token is successively passed from station to station in terms

of token frames in a predetermined sequence. When one
communication.station. receives this token, it controls the whole
communication syétem and, if a réquest for communication exists,
communicates with other stations. If any request for
communication does not exist, the token is sent to the next
‘communication station. The cyclic passing of the token frames is
managed according to station addresses intrinsic to individual
stations. When token frames are passed to the next station, the
token frames are normally sent to the station having a station
address which is larger than the station address of the present
station by one.

This token passing communicafion control method efficiently
uses the communication 1:1etwork. - Also, communication control is
not centralized. Furthermore, the control is not affected by the

length of the communication network. In this way, the token
passing has various features. Hence, it is widely accepted in
process control systems.

In process control systems required to have high reliability,
field control stations aésigned to control the process and the
communication network to.which the field control stations are
connected are duplexed. ' Wflen one fails, the other backs up it.

[
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ceives this token, it controls the entire comunication system and, when
cemmuni cation is requested, com nunicates with other stations. \Wen there
is no request for comrunication, the token is sent to |tT@iISSEEET GINSIBEEN
n| cation station. The cyclic passing of the token frares i sREREE]
atcording to station addresses intrinsic to individual Stations. Wien token
frames are passed to the next station, the token frames are normally sent
to the stati oRigavirg a meptuaﬂ:Idiegrambfmme eotamp ler g recommunidsetidman
the station address of the present station. Thi s token passing type of
communi cakystemosbhslistingdofinhaptaval iyt bt commanibationfstatbons ST pf
the com nunication network. Al so, communication control is not

central i zgg2, R¥d heomdeetedd Wit daples dutmid it Bsh Rretioek evis fs@inghe

communi cation network. In this way, the token passing type of control has
various dgr $inés BSPEWEEs2TNYh th4ScoMREn2Eat9BhStat forl! GF ¥ trouble

occurs at a point A in one communication line BS1, and if the token

arrives at the communication station STl, it is assumed that this

station begins to send a token frame toward the commﬁnication

station ST2, for example, using the first communication line BS1,

T at first. Then, the transmission is unsuccessful because of the

| trouble with the line BS1. . Thefefore, the station ST1 then

executes transmission of the token frame, using ‘the second
communication line BS2. This transmission will succeed.

lIn this case, the communication station ST1 informs- every

communication station connected with the communication network

that the first_comunicafion line BS1 is at fault when the token is

passed to the sta.tion ST1. On- receiving this message, every

.

station recognizes the failure in the first line BS1 and stops the

-

L/ communication function using the first; line BS1. Subsequently,
the cémmunicatio'n is continued, using the second line BS2.
However, this communication system controlling the
- communication in this manner has the following problems.
(a) Since the communication station ST1 informs -the other
stations of the failure in the first line BS1 when the token is
again passed té the statio;n ST1 after the failure in the first line

BS1 is detected, the other stations cannot recognize the failure
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accepted in process control systens.

which are required by necessity to have high reliability—feld caontrol

stations assigned to control the process and the communij c&$ SHEERHASBEENO
which the field control stations are con- nected are dupl exeREPEAGED when
one station of the duplex fails, the other station of the duplex operates

as a backup.

.“-‘__. 7

in the first line BS1 until the token is passed to the station ST1
again.

(b) If any one communication statién fails to receive the
message indicating that the first communication line is at fault,
this station will never recognize the failure in the- line BS1.

(c) I1If aﬂy one communication $tation not recognizing the
failure in one communication line ekists, then this station will
repeat the operation for detecting failure in one communication
line whenever the token is passed to this station. This
deteriorates the performance of the communication system. Also,
a warning message of failuz_'e in one communication line will be
repeatedly issued.

(d) When one communication line is at fault, if a new
communication station is connected with the communication netwoz;k,
then this station is unable to recognize the failure in one
communication line. -

-

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a reliable
duplex communication control device which, if one of the two
communication lines is at fault, permits every communication

station connected with the network to recognize information about

the failure with certainty and quickly and which minimizes the

effects on normal communiéation operation.
It is another object of the invention to provide a duplex

communication control device which, if a new communication station

4 This Sheet Has Been Replaced
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FIG 1 shows one exanple of a conventional commu- nication system
go{rpr|5| ng a SJ Eraliéy Ff communi ca- tion stations ST1, ST2 . . . STn

I nt erconnect e y a dupl ex comruni cati on network conpri gi

BS2. In this system if a trouble or fault occurs a{mpo :@Abﬁgﬁggﬁlhfzﬁe
B"Sl,_and if the token arrives at station ST1, it is assuned that—the
station begins to send a token frane toward station ST2, for, exanple. using
the firstid i conBSttedt wiithstthes gommanigation| HRLWREKgPEIHLBSERGi PRV)e
unsuccessful due to the existence of the fault at point Ain |line BS1,
station SEativm torquickly wecagreed n:apestmmafstggmpmmmowﬂénes
transm ssion on line BS2 is successful since there i.s no fault therein.
Wien t he yidtesut aderdany tompleki proédduretand to Sidothlypartieipate in
comuni cation station (ST2 . . . STn) connected by the comunication

net wor kK (58 ipﬁs@g_,{g' rROmRRLR¥)ord.hat line BS1 has a fault. On receiving

It is a further object of the invention to provide a duplex
communication control device which prevents a token from being
held by two qbnununication stations simultaneously if the
communication network is disturbed by the effects of noise and the

- system is again set up or if the same station address is assigned -
| to two or more stations for some reason.

It is a yet other object of the invention to provide a
communication control device which, if this communication control
device connected with a cdmmunication network is at fault.,
disconnects from the network to prevent communication between
other stations from being affected by the fault. .

It i_s a still other object of the invention to provide a
reliable duplex commun:;.cation control device which, if every
station is duplexed, is capable of certainly diagnosing the
communication control device incorporated in every operating. or
controliing communication station and the communication control
device incorporated in every standby cdrhmunication station.

Other objects and features of the invention will appear in the

course of the description'thereof which follows.

BRIEF DESCRIPTION OF THE DRAWINGS
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this message, each station (ST2. . . STn) recognizes the existence of the
kault in line BS1 and stops communica- tion through I|ne BS1. Subsequently
comuni cation is continued using |ine BS2. The j ust SSE
conventional system has the fol- |owi ng problens. A%ﬁ]%l ERT JASHEEN BT1
isnforns the other stations ST2 . . . STn of the fl |
when the token is passed again to station ST1 after the failure in I|ne
BS1 i s detedrsgl, Lhdsotdieconceptuald Shiagram ofTa commmieationrstemt he
failure in line BSl until the token is again passed to station ST1.

(B) If %Un@ﬂ@tiﬁgtdﬂa phit®l 1ty bfceomsuhheattonaations connectad witlsuch .
station will not know of the fault and will continue to act as though

such f auh tauihTed Yommun FodEion network;

Fig. 2 is a cbnceptual diagram of a communication system
according to the invention;

Fig. 3 is a block dié.gram of the .internal structure of the
communication station ST1 shown in Fig. 2, the station serving as
an operator station;

P Fig. 4 is a block diagram of the internal structure of the
| communication stations ST2, ST3, efc. shown in Fig. 2, the stations
ST2, ST3, etc. serving as field control stations;

Fig. 5 is a conceptual diagram of main components of the
communication 'éontrol device FCA incorporated in each
communication station shown in Figs. 3 and 4;

Fig. 6 is a conceptual diagram of a token frame in a
transmission frame delivered from the .transmission-reception
control means shown in F‘ig. 5;

‘) Fig. 7 is a conceptual diagram of the bus status list 21 in
each communication station;

Fig. 8 is a flowch;rt illustrating the operation of one
communication station connected with the communication network HF
shown in Figs. 2-5;

Fig. 9 is a block aiagfam of other example of the transmission
control device FCA accord::mg to the invention;

Fig. 10 is a block diagram of another example of the
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(C If any station does not recognize a line fault, then t hat

station will repeat the operation for detecting
the token is passed to that sta- tion. The ot her { SiH$ SHRET WAP IBEENU
recei ve repeated failure signals for the same faflt. TREPEAGEP| cauke

performance deterioration of the system (D) Wen a line has a fault,
a new station is con- nected |later to the network, then the new
stati on transmigsion control device according to the invention;

AN

Fig. 11 is a flowchart illustrating the operation performed
ﬁhen one communication station obtains a token;

Fig. 12 is .a block diagram of a further example of the
communication control device according to the i'nvention; '

Fig. 13 .i.s' a block diagram of a dtiplex communication station
acting as a field cpntrol station;

Fig. 14 is a block diagram of a still other example of the
communication control device acéording to the invention;

Fig. 15 is a flowchart illustrating the operation performed
when the communication stl.ation shown in Fig. 14 is connected with
the communication network HF;

Fig. 16 is a block diagram of a yet other example of the

communication control device according to the invention; and

Fig. 17 is a flowchart illustrating the operation of the device"

shown in Fig. 16. ' .

-

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring to Fig. 2, a communication system according to the
present invention is conceptually illustrated. In this
embodiment, it is assumed that the communication system is a
procesé control system. A plurality of communication stations
ST1, ST2, etc. each of which constitutes a unit of communication
are all connected with é duplex, bidirectional communication

network HF consisting of a first communication line L1 and a sécor:_n_d

communication line L2. Each station STi is coupled to the

e
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wi || be unable to recognize the line fault at the time of the later

connecti on. SUMVARY OF THE | NVENTION  Accor di ngly, an object of
the invention is to over- cone the aforenentioned and qther _deficiencies
gnd di sadvantages of the prior art. Anot her obj ect i ¢ THIS SHBET HASBEEN

reliabl e dupl ex com munication control device which pgrmi t SRERLACEDSt at i pn
connected to the network to recognize failure in one of the lines of T

net wor k, cemmardaation 9ea:w9réfuﬂz‘3&uy;a pairaf couplens €bs Eaghastatiends ect
on normal conmu- nication operation. A further object is to provide a
dupl ex ceguipped with eoncommuddcatdonhi conproli tevics avhbohwhariticls
new y connected to the network to quickly recognize the failure state of

t he net wodmnumiesatidiby tokennpaksing.

The communication station ST1 is an operator station which
permits a human operator to monitor the whole system. This station
ST1 gives instructions about control_ operations and has a keyboard
ahd a graphic display actingas a tﬁan—machine interface. The other

communication stations such as ST2 and ST3 are distributed field

)

control stations and control the process under the control of the

.-
{
.

operator station and under the instructions given from the
operator station.

Fi.g. 3 is a block diagram showing the internal structure of the
communication station ST1 acting as the operator station. This
station includes a communication control device FCA, a central
processing unit CPU, a main memory unit MM, and an input/outptit
control unit I0C. The communication control device FCA is coupled
to the dupléx cbmmunicat’ion network HF via a pair of couplers and
connected with the processor unit CPU, the main memory unit MM, and
the input/output control unit IOC via an internal bus BS.

The communication control device FCA comprises a processor
used only for communication and a peripheral-circuit. The device

- FCA executes communication processing independent of the processor
unit CPU at the request ‘'of other unit or other communication
station. This processing;' utilizes token passing, i.e., when a

token is passed to the station itself, communication processing is

8
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adopt conpl ex procedures, and to quickly and snoothly participate in the
t dken passi ng comuni ca- tion. A yet further object is to provide a

dupl ex conmmuni - cation control device which prevents a | ‘
si.mul taneously held by two stations, such as when the neTWSr3HEES RASBERN)¢d
by noi se, when the systemis set up again, or when the lsane EF&MCBW addr ¢ss

Is assigned to twp or e statio et anot her, ect iIs provi de. a
dupl ex c@RRHRERed tl?Y)rFrLg’oﬁ‘ﬁeoP £y chuR/I Eh"egﬂuﬁéc?ggﬂpl 9eHY'gE§nlfI|%ctJ(f-

fromthe network when the device itself has a fault, thereby preventing

comuni ceeh ek dd anfdek2fef the suplek mworrko#rsemgmaﬁveb%h ylines
af fected by such fault. Anot her object is to provide a reliable duplex
com nunilthendlLa@ne slternatelyesed n cwvarpredeternined gnpe is employed.

If one communication line is at fault, the normal one is used.
The processor unit CPU performs va;ious kinds of internal data
processing as the operator station. When the need of communication
arises, the processor unit CPU prepares commands or data used for
communication in a transmission buffer included in the main memory -

C unit MM, and delivers a communication request to the communication

| control device FCA according to the kind of communication. The
results of communication made wunder the control of the
communic;ation control unit FCA are stored in a reception buffer.
The processor unit CPU utilizes the stored data as the need arises.

‘ A keyboard DSP and a graphic display acting as a man—machine
interface are connected with the input/output control unit iOC.
A typewriter and other devices (not shown) are connected via the
input/output.control uni.t I0C.

L Fig. 4 is a block diagram showing the internal structure of
each of the communication stations ST2, ST3, etc., acting as field
control stations. The internal structure of each station is
essenf.ially the same as the internal structure of the
communiéation station ST1. Each of the stations ST2, ST3, etc.
comprises a communication control device FCA conﬁécted with the
duplex communication netW(I)rk HF via a pair. of couplers, a central

processing unit CPU connected via an internal bus BS, a main memory

9
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pl exed and wherein such such control device is capable of self diagnosis

during the operating and standby states.

-4- BRI EF DESCRI PTION OF THE DRAWNG . FIG 1 i diagram

depl cting a conventional comu-. nication system conpri gi RAISSSHEENHAS B8END

Gommuni ca- tion stations and a dupl ex conmuni cation netjwor k. REBIAGED? i s

di agram depicting an illustrative enbodi -
unit MM, and an input/output control unit IOC. Actuators such as

sensors and valves installed in the process control device are
connected with the input/output control unit IOC directly or via
a field bus.

Fig. 5 conceptually illustrates main components of the
communication.control device FCA included in each communication
station STi. This control dévice FCA includes r_eceivers 11 and 12
which receive communication ffames sent over the .first

"N . communication line L1 and the second communication line L2 of the

.

duplex communication network HF. Drivers 13 and 14 transmit
communication frames through the communic.af_ion lines L1 and L2.
The control device FCA is further equipped with a transmission-
reception communication control means 15 connected with the
receivers and with the drivers. This control means 15 controls the
token passing communication, sends and receives communication
frames, checks data, and performé other functions.

A bus status list 21‘stores bus status information indicating
whether the communication stations connected with the two
communication lines L1 and L2 can communicate by the use of the two
lines L1l and L2. The list 21 is included in the memory inside the
communication control device FCA or in a part of the memory unit
MM. A token-generati_ng means 22 serves to transmit a token, i.e.,
an authorization to control the system. When one station holds a
token, if a token frame i; sent to the next station, the token-

generating means 22 carries the newest bus status information

10
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ment of the invention. K FIG. 3 is a diagram depi ctlng t he internal
structure of the station, e.g. ST1l, of FIG 2, wherejn.such station _
serves as an operator station. FIG 4 is a di agramd b (YiHIS SHEET HAS BEENT hall
structure of the stations, e.g. ST2. . . STn, of FIG 2, EPLACRAPsuch
stati ons serve as fieI d control stations. FIG 5'is a diagramdepicti ng
mai n conponents o ontro evice i.nco r at n statio

s P EoRseeed by e i s PefTgn ch sRentRRERFond ahi LR afntf otﬁlﬁfw are
out putted iy the transm ssion-recep- , tion control means of FIG 5, 7
is a di adh HeEcHPORtIRgG RRABRLIT &F&&"P?sf'h% taken fxapectrangpitted G"e&' i s
a flow chart depicting operation of one station connected to the

conmmuni caehe tweecopmanicatipnslines Ll and L2 and updates the contents of

its own bus status list 21 according to the bus status information
carried on the token frame.

When the cdmmt_mication frame is transmitted, the transmission-
feception control means 15 refers to the bus status list 21, If
the information stored in this list indicates that none of the two

7 communication lines L1 and L2 are at fault, then the two lines L1
and L2 are alternatély used or a predetermined one is used. If one
of them is at fault, the communication line not at fault is
selected. The communication frame is sent over the selected line.

Fig. 6 conceptually illustrates the token frame of the
communication frame delivered from the transmission—reception
control means 15. This token frame comprises a preamble portion
PRA indicating the head of the frahe, address information DA about
the addressed communicat;lox_l. station, address information SA about

the transmitting communication station, length information LG

.-

about the communication frame, control information CTL containing
information indicating the kind of the token frame and control
information for ‘transmitting information, bus status information
BI for the newest bus status (information indicating whethexr the
conunuﬁi'cation lines L1 and L2 can be used or not), and a check code
CRC. One kind of token frlame is a normal token frame for sending

the token only to those communication stations which presently

11 —
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FIG 9 is a diagramdepicting another exanple of the comuni cation control
device of the invention. FIG 10 is a diagram depicti nglg? nl e
of the comuni cation control device of the invention. (SE%_ dEﬁ DW
chart depicting operation when one station receives the—toxer: Fo—2P i s
a- di agram depi cting a further exanple of the comunication control deV| ce

of the invention. FIG 13 is a dia ram depi cting a dupl ex conmunica- tion
stati on pertigipete incthe communicn ‘P‘F@rlﬁ"#@%ﬁ AL rkepEERREI ng

a still further exanple of the conmmuni catlon control device of the.

i nventi ods aFdGagbbsitica tidken dfax tpaksing i the dieken it af copBunication of -

FIG 14 connected to network HF. FIG 16 is a diagram depicting yet

anot her gtatibn whichhitoes muincazrientlyoparticipatedothehcommunihcation

FIG 17 is a flow chart depiction operation of the

but may participate in the communication in the future.

Fig. 7 conceptually illustrates the bus status 1list 21
incorporated in each communication station. Data indicating the
newest state of each of the communlcatlon lines L1 and L2 are
stored in this list. For example, state 1 indicates that the

— cc;mmunication line is normal, while state 0 indicates that the line
is at fault. If a communication line is normal, or in state 1, it
follows that communication over the communication line is
possible. If a communication line is at fault, or in state 0, it
follows that communication over the communication li.he' is
impossible. When one .station gains a token and sends out a
communication frame, the station can know whether this
transmission is successful or not, based on the bus status
information as describeci above. The obtained newest information

’_} about the bus status is stored in the list. When one station
receives the token, the 1ist—updatin§ means 23 updates the
contents of the list according to the bus status information
carried on the token. In this way, the contents of the bus status
list 21 are updated quickly and changed into the newest bus status
information.

The operation of the apparatus constructed as described above

is next described. Fig. 8 is a flowchart illustrating the
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enbodi rent of FIG 16 -5-

DESCRI PTI ON OF THE PREFERRED EVBODI MENTS -FIG 2 shows
an illustrative comuni cation system wherein it | SR —+hat—t-he
conmuni cation systemis a pro- cess control system 'ﬂ ;nAgAéfBEEN
communi cation sta- tions ST1 . .. STn, each of which wr‘.st: PO EED, nif of

. ;
pe—y

operation of one communication station connected with the
communication network HF. For example, a token is present in the
communication station ST1 at first. The transmission-reception
control means 15 refers to 'its own bus status list 21. The
information is carried on the token frame. A destination address
:'u_';dicates the next station ST._Z. The information is transmitted
over the communication line, e.g., L1, regarded as normal by the
bus status list 21 (step 1). A decision is made to see if the
transmission of the token is successfﬁl, by checking the
acknowledgment signal from the communicating station (step 2). If
the transmission of the token is successful, then the token is
shifted to the addressed communicatioﬁ station ST2.

If the result of the decision made in step 2 is that the
transmission of the token is unsuccessful, i.e., no acknowledgment
éignal is sent from the communicating station, then the station ST1
regards the communication line L1 as at fault and carries bus
status information indic‘:ating that the line L1 is at fault on the
token. Then, the token is transmitted over the _communication line
L2 (step 3). Thereafter, a decision is made to determine whether
the transmission of the token over the line L2 has successful or
not (step 4). |

If the result of the decision is that the transmission has been

"successful, then the station ST1 updates the contents of its bus

status list 21 so as to indicate that the line L1 is at fault.

Also, in the communication station ST2 receiving this token, the

[
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comuni cation, are connected to a duplex, birdirec- tional conmmunication
network HF conprising a first. conmunication |line L1 and a second

comuni cation .line L2. Each station STi is coupled to tNer§RWRERGHs pEp
network HF by a pair of couplers G (i.e. Cl1 ... ©Cn). Eagh staRkfihc¢eb

equi pped with a comuni cation control device which cont rors—Ttommtcatien
by the token passing nethod. _Station ST1 is used in the exalrgllle as an

oper at or ligtrupdating meansiZ3; uRdates,thefoRtents o ditEoPWhHus Slatus

system Station STl gives instructions about con- trol operations and has
a keyboarlish@laagdaghangessthed inke ithe aevestainfarnphionmeserding e
ot her stations, such as ST2,ST3, are distributed field control stations
and cont rche thus gtedass indfodeattiion ddnfosmagionhdndpepsingt thatsthe ilgmesT1
and under instructions provided by such operator station. '

L1l is at fault) carried on the token (step 5).

If there is a request for transmission of data or other
communication', the communication station ST2 gaining the token
executes the. communication operation. Then, the station ST2
transmits the token to the next communication station, or the
station ST3, over the line L2 according to the contents of its own
bus staﬁus list 21 in the same way as the foregoing, i.e., the bus
status information is carried on the token and transmitted.

By carrying out the above-described series of operations, the
contents of the bus status lists of the conimunication stations are
updated so as to represent the newest condition when tﬁe token is
cycled through the stations participating in the communication.

If the result of the.decision made in step 4 is that the
transmission of the to;:en over the communicatibn line L2 is
unsuccessful, then given processing for confirmation is carried
out. As an example, transmission of the token over the line L2 is
retried. A check is made to see if an effective response is not
obtained. Similarly, the token is transmitted over the line L1.
If no response is obtained, then the c;)mmunication lines L1 and L2 -
are judged to be at fault. The defective locations are detected.

Fig. 9 is a block diagram of other example of the communication

control device FCA according to the invention. In this embodiment,

14
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FIG 3 shows the internal construction of station ST1 of FIG 2 acting as
an operator station, which station STl conprises a COMpH+€att-GR~cRal
device FCA, a central processing unit CPU, a main menof T}ﬂﬁlsﬁEWHASd?ﬁ’ﬁN
i nput/out put' control unit IOC. Device FCA is coupled tcL.n.eLmB‘FHPAﬁIEDVI a_a
pair of couplers (not la- beled) and connected to processor CPU mai n
memory MM and input/output control 10C via an internal bus Devi ce
FCA conpeasbs compusdeatdon sdatden, impequipnedh wdih énd&ﬂﬂnﬁsﬁéﬂ sekenr
circuit and executes conmunication processing independent of processor
uni t CPUgeneiria¢ imgyjuesansf 3dt.her Themdirgnostic uhpken genemadedsthy i she.
Thi's processing utilizes the known token passing nethod, i.e. when a token
i s passedilagnidaticst aickem-+demdfat imgmmeansi 0Bl pr urgesi ngiﬂ:hep‘erﬁor mesy by
the use of network HF. Generally, the term"token"

communication station connected with the first line L1 and the

—

second line L2 or a station whose power supply is turned on to
participat.:e in the communication. .The newest 'bus status
information held by the station itself is carried on the diagnostic
token and transmitted.

R 1f the list-updating means 23 receives the diagnostic token,
the updating means updates the contents of the bus status list 21
held in the station a.ccording to the bus status information carried
on the diagnostic token frame.

A live list 40 indicates the state of operation of the
communication stations which have been or will be connected with
the communication lines _L1 and L2. In this embodiment, each
communication station either participating in ti_le_ communication

*

or operating is termed an active station. Each station not

S

participating in the communication is termed an inactive station.
This live 1list is updated by receiving information which is
transmitted by each communication station at regular intervals of
time and which indicates that the station is in active condition.

The diagnostic token-generating means 31 refers to this live
list 40 and sends a diagno'stic token at regular intervals of time
to those stations which a;:'e inactive in the list. Normal token

generated by the token—génerating means 31 is cycled through the
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means an aut hori zation to control sone item such as a
-8-  conponent or the system |f both lines L1 and L2 EL;.CE 1KH1 BRER
N

normal, that is, has no fault therein, both lines L1 a EE ernatge

used, or a predeter- nmined one of the two is used. If dneld bas—e—fau
therein, the other nornmal Iine I s used. Processor unit CPU perforns
various Kinds, of r- nal ' '

com stations wrhfch are ac eDrocgﬁgl fgvgslish@ Jﬂ)o.erat or station. Vhen

In this | embodiment, when a new communication station
participates in the token passing communication, the status
information | on the duplex communication network can be made
coincident with the information about the other communication
stations without the need to take cdmplicated steps.

. In this'l configuration, the bus status information indicating .
failure in the duplex communication network and indicating whether

the defective stations have recovered can be quickly and certainly

sent to every communication station. Deterioration of the.
performance of the communication due to erroneous bus status

information can be prevented. Where the system recovers from

failure, it can immediately shift to normél operation of duplex

communication netwofk and, therefore, a reliable duplexed system

can be realized.

In the embodiment of Fig. 9, when a new communication station
participates in the toke;l passing communication, the information
about the status of the duplexed communication network can be made
c-oincident with the information about other communication stations
without the need to take complicated steps.

Fig. 10 is a block diagram of a further example of the
communication control device FCA according to the invention. In
this embodiment, a means is added which eliminates problems
produced when a pluralitllr of token frames that are symbols of

authority are present on ‘the communication network HF shared by the
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rruhl cation is desired, the CPU prepares a command or data used for

communi cation in a transm ssion buffer contained i n mai i T Mﬁﬁﬁ '
transmts a com nunication request to control device ﬁdﬂg ot L‘lbﬁﬁ to tEe
type of conmunication desired. The results of the co er

control of control device FCA, are stored in a reception buffer The CPU
utilizes the st.ored data sth need ari ke a raphi c
i spl 2y & mw%saefal%ﬁ%emln@e VST ool sobeiRRtE o SRis etk B
control unit ygﬁwrlter or other devices (not shown) are connected
via the iﬁﬂﬂl‘c"/&&tﬁ&g' trol unit |CC FIG 4 shows the internal
construction of stations ST2.. . STn of FIG 2 acting as field contral

stations. ThdN ik &0kEN PAsFng coRmueation §eHeRs s Aasumed that

sane as the internal structure of station ST1l. Each
only one of plural communication stations connected with the

communication network HF holds a token. However, if the system is
again set up after being disturbed by noi.se ¢ Or if the same station
address is assigned to two stations for some reason, then the two
stations hold the token simultaneously. In ﬁhis situation, it is

o~ impossible to control the communication by normal token passing.

5
Mew

The operation of the whole system is affected greatly.

In this embodiment, the means for removing such problems is
added. The communication control device FCA of Fig. 10 has a
transmission-reception control meane 15 which controls the token
passing communication and detects errors. A carrier—detecting
means 25 receives the signal, for example, on one communication
line L1 via a receiver 11 and detects the presence or absence of

the carrier from the signal level on the line L1. A collision-

"../'

detecting means 26 similarly receives the signal on the
communication line L1 via the receiver 11. For example, this
detecting means 26 monitors the DC component level on the line L1
and has a comparator which detects variations in the signal level
caused when the frame delivered from this station is superimposed
on the frame delivered from another station.

The communication sta;tion of the token-generating means 22

receives the token. When this token is held, the token—-generating

- 17
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stat’ion conprises a communi cation control device FCA connected to dupl ex
communi cation network HF via a pair of couplers, a centr, ' l
CPU, a main nenory MM an input/output unit | OC and an i{nTHIS-SHESK B
internal bus BS. Actuators, such as sensors and val ves ilnst al RERAGEDR he

process control devices, are connected to input/output control unit |

oC
di I ' fJ.el ' : | . LB
conponent Heghiel 72 shriart G WM Whil feo. 8- next %ﬁﬁ%@éﬁéﬂ?g?ﬁé@w
h stati ST, Contyol. devi CA ' ' 11 12, whi
Cecei ve cURAST: EheSHPETAhEE o EAkRn SSTERO D MY 2k | Thbe CPRERP L BEGRS
line L2 of the network HF via couplers, G . Drivers 13 and 14 out put
conmuni - &4 FERtEPARcthe tpkeRVIRRCTREINY NRARF) &% dncsuch, ayay Shadswhgn

through lines L1,L2. Control device FCA further conprises a
transni ssithe r evgputonséghalni €B- from the carrier-detecting means 25

indicating detecf.ion of the carrier or the output signal CLD from

the collision—ﬂetecting means 26 is received, the token held by the

station .is ab_andoned. |

Fig. 11 is a flowchart illustrating the operation performe_d.

R when one communication station having the communication control -
device of the- structure shown in Fig. 10 has obtained the token.
The transmission-reception control means 15 usually monitors the
token frame transmitted over the communication line L1. or L2. If
the token frame is addressed to the coﬁnmunication station of the
control means, then it obtains the token (step 11). Then, the
carrier-detecting means 25 makes a decision to see if the carrier
transmitted over the communication line L1 is received or not,
i.e. ,'to see if any other.: communication station connected with the
line L1 is sending the carrier or frame (step 12).

If the cafrier is detected, i.e., if the output signal CD from
the carrier-detecting means 25. is active, the token control means
24 determines that any other station obtaining .the token exists
other than the communication statior; itself. The control means 24
instructs the token-genefating means 22 not to ge.nerate' a token

(instructs the token—-generating means 22 to abandon the toker}.)

(step 13).

\

18
. This Sheet Has Been Replaced

IWAMHK




tion control neans 15 which is connected to receivers 11 and 12 and to

drivers 12 and 14, and which controls t he token| pRESSMEET HAS BEEN
comuni cation, sends and receives conmuni cation franes, cpecks mtﬂcgﬁ 5
perfornms other functions as desired. A bus status |ist ZI stores—bus

ﬁtla}_gs I nformation indi- cating whether the stations connected to |lines
’ If the result of the decision made in step 12 is that no
carrier is detected, the transmission-reception controi means 15
determines that any other communication station does not have a
token, and transmits an acknowledge frame (step 14). One exampie
of the transmitted frame is an acknowledge frame informing the
station sendirig the token that the token has been received. After
the transmission of the acknowledge frame, the collision-detecting
means 26 monitors the DC signal level on the communication line L1
via the receiver 11 and makes a decision to see if the frame
transmitted by the station itself over the line L1 collides with
the frame transmitted by any other station (step 15).

Ifa collision is detected, i.e., if the output sighal CLD £from
the collision-detecting means 26 is active, then the token control
means 24 determines that any other station gains the token. The

control means 24 instructs the token-generating means 22 not to

generate a token, i.e., instructs the token—-generating means 22 to

*

abandon the token (step 13).

Thus, a situation in which the communication station itself
trénsmits a frame and, at the same time, any other_ station
transmits a frame is quickly and certainly detected. This
situation might not be detected by the carrier-detecting means 25.
A serious situation which would be caused by the presence of two
tokens can be avoided. |

if no collisioh is detected in steé 15, and if there is a

request for a given transmission, then this communication

heet Has Been Replaced

\\II\I\\ i \Il\



can communi cate by use of the two lines L1,L2. List 21 is contained in the
nenory i nside control device FCA or nay be part of the ’l‘hlé"§ﬁ€ﬁ'yﬂ54§'5[ﬁﬁwl

A token generating nmeans 22 serves to transmt a t oken i alpEpL ACED
authorization to control the system When one station hol eker—wnhe
a token frame is transmitted to the next station, the token generating
nmeans 22 carries the newest bus status infor'rratlon ossessed by that one
stati on onperstioreand processing of sommandsare orned (skep 16) updhenng
means 23 rcceives the token frane transmtted over lines L1,L2 and updates
t he cont ethe given soswmuniicatioat opetrationcrsisli oy when lehenesis ma vequest

I nformation carried on the token frane. When the communi cation frane is
transmtt €dr transndawiions dthe ctsénogenenatbhgnmeansl 22 edenids ta tokehus

status list 21. If the information stored in |list 21 indicates that none of
lines L1, fZafkastd i hlext! BeathibAcfstep 17). This transmission of a token
is carried out as illustrated in the flowchart of Fig. 8.

If the tokén.is abandoned in step 13, any ofher station keeps
holding the token. The communication is effected under the control
of this station_.

If a similar collision of frames is detected in any other
station and the token is abandoned, then it follows that the token
disappears from the communication lines. To allow for this
disappearance of the token, the communicatibfx control devices of
the stations are equipped with their respective token monitor
timers which are set at different times. The token—generating
means of the comnunication control device having the monitor timer
run out earliest transmits. a new token. Therefore, if processing
for abandoning the token.is performed in step 13, the token passing
communication control operation of the whole system is continued
normally.

In this embodiment, if two or more communication stations of
the token passing communication control system transmit tokens,
then the whole system connected with the communication network
would be affected. This éituation is quickly detected, and then

the tokens are abandoned. Hence, a reliable communication control

device can be accomplisﬁed. -
’ eet Has Been Replaced
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L1 and L2 are alternately used or a predetermined line is used. If one of
the lines L1,L2 has a fault, that fault containing |line "FH]@@HEE’?%S%# e
other faultless line is selected for use. The comuni catji on ﬁ@pﬁd@ sent |
over the selected faultless line. FIG 6 shows the tokemrframe—ot—the-
communi cation frame transmtted by transm ssion reception control neans 15,
wherein the token frane conprises a pream ble portion PRA indicating the
head of the ftighelZads & dodnidiagxammobrabetadli atbemaexonpdiso of ad-
dressed station; address information SA being informa- tion about the
transmi ttdaugnntia:ta’timn comdixioli devicet FGA aGcbrdingi hbothetimvendion. t Ia
communi cation frame; control information CTL containing information indi-
cating ththils esibolimend) &rfatland whithdffed s nthe ahdly commusiiicalt iom

i nformation; bus status information Bl for the newest bus status (i.e

i nf or mat idtvo1# GHdrEl by the communication control devices FCA of the

communicétion stations takes place. A structure is added which
detects tﬁis failure and prevents the defeqtive communication
control dew;ice from participating in the communication control
operation.

In a token passing control communication system, in order to
pass a i:oken smoothj.y at all times, even if one communication
control device getting the token loses t}ie token for some réason
(e.g., the power is turned qff) ., the token must be transmitted to
other communication control devices. For this purpose, the
communication control device FCA of each station is equipped with
the éarrier—detecting means 25 detecting the carrier on the
communication network HF, the carrier monitor timer 27 monitoring
the time for which no carr:ier is detected, and the token—generating

L } means 22 that generates a new token if no carrier is detected for

| a given time at which the timer 27 is set, i.e., when a signal

- indicating that the timer 27 has run out is received from the
timer.

The preset values at which the monitor timers 27 of the
communication control devices are set are made different among the
stations. The minimum vaiue of the preset values is so selected

that it is larger than the maximum time for which no carrier exists
-
ot Has Been Replaced
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whet her the lines L1 and L2 can or cannot be used);

Ghe type of token frame is a normal token frame for senfrnfgs st RXSBEEN
to those stations - 8-

participate in the comunication pro- cess. Another type=of—tokemframe Is
a~ di agnostic token for passing the token to a station which does not cur-

and a check code CRC.

| ch REPEACED | Y

Yy

 agnost ¢ token | he oes not
rently part g pale Lns 0% COMILSRk AP AL hiodhiy BperARibhei Pae in

N

In this configuration, even if the token disappears, the
token—generating means 22 included in the communication control
device having the monitor timer 27 which runs out earliest
generates a token again. In conseguence, normal communication
control can be continued.

In this equipment constructed as described above, if the
receiver 11 or the carrier-detecting means- 25 is at fault, the

carrier on the communication network HF can no longer be monitored.

This. communication control dévice determines that the token has.

disappeared from the communication network. Whenever the
predetermined time at which its own monitor timer 27 is set
expires, the device generates a token and send it to the next
station, or the next communication control device. This operation
is repeated. In this case, if other communication stai:ions are
communicating with each other, this communication is impeded.

In this embodiment,_‘to eliminate this problem, a loop back-
diagnosing means 28, a counter 29, and a transmission-reception
6peration—stopping means 30 are provided. The loop back-
diagnosing means 28 executes a loop back diagnosis to check if the
transmission and reception function of its own communication
control device is normal or not. The counter 29 counts a loop back
error signal delivered when the loop back diagnosislmade by the

diagnosing means 28 faiis, and produces an error signal when the

total count reaches a gix'ren. value. The stopping means 30 stops the

22
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FIG 7 shows bus status list 21 (also see FIG 5) which js_jncorporated in
gach station. Data indicating the newest state of each of THI®SHEREGAS KR
are stored in the list 21. For exanple, state 1 indicatef thaREPDRCESM
muni cation line is normal, while state O indicates that the TThe tras—&
fault. If aline is normal, or in state 1, communication over that line is
possible. If a line has a fault or state 0O, conmmunication over that |ine
i's not posxansmissiomandoesention gnengtamfehhemrmmn%receptmn
comuni cation frame, that station can know whether the transm ssion is
successf utomtrobmeanss 8 accarding $osthe exrrior signailofironrithe gounter| 2%¢
21. The obtai ned newest information about the bus status is stored in |ist
21. Wen mmaldicsdbie hambeyest tlvbp baek opératiohsuis pirevionsigaset2infsee
FIG 5) updates the contents of list 21 according to the bus status

I nf or mat | gRe CEBuntes @ L he token. In this manner, the contents of the
bus-status |i st

It is assumed that the receiver 11 of this apparatus is at

fault and inéapable of reception. Under this condition, the
apparatus operates in the manner described now. The carrier on the
communication network HF cannot be heard. The output signal CD

P from the carrier—-detecting means 25 is made inactive. The carrier
monitor timer 27 counts the time for which the carrier is not

heard. When this measured time reaches a preset value, the time-up

signal is made inactive. On receiving this time—up signal, the
‘token—-generating means 22 determines that the token has

. disappeared £from the communication network HF, and generates a new
token. This token ié transmitted over the network HF via the

transmission—-reception control means 15 and via the driver 12, and
sent to the next statior; .

However, a response signal, or an acknowledgé signal, to this
token cannot be received because of the failure in the receiver 11.
Therefore, the transmission-reception control means 15 determines
that the transmission of the token is unsuccessful, and repeats the
operation for sending the token to the next station. This series
of operations is carried out in every communication station

connected with the communication network HF, but all trials of

token transmission are unsuccessful. During this time interval,
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21 are updated quickly and- changed into the newest bus status information.

The operation of the enbodi ment of FIGS. 5,6 and 7 i s next Has Gueb? HAY BEEN
reference to the flow chart of FIG 8 which illustrates ogerati ggpQicepne
station con- nected to network HF. For exanple, at first ' '

in station ST1. Transmi ssion-reception control neans 15 refers to its own
bus status list, 21 (ST 1). The. information |s carried on the tqken frane.
A desti - ?@W%laﬂ*aﬁegsg?ﬁﬁ?eat theq ﬁ’éx?tﬂ‘h?ﬁ’%w&ﬁ"z.t%e“‘?frﬁ%& Hetd%n
is transmtted over the line, e.g. L1. regarded as nornmal by the bus status
list 21 (bmpeded. A decision is nmade to see if transmission of the token is .
successful, by checking the acknow edgenent signal fromthe com nunicating
station (STEFS@Wysequentiysnithe diraysnirsionureceptiorcsontrol Ymeans:
the token is shifted to the addressed station ST2.

instructs the loop back-diagnosing means 28 to execute a loop back

diagnosis, for seeing if the control means 15 itself is at fault.
On receiving ;'Lnstructions for execution of the diagnosis, the |
diagnosing means 28 transmits a communication frame or diagnostic
frame addressed to itself over the communication network HF, and
') carries oﬁt the loop back diagnosis to see if the frame can be
correctly received. As a result of this diagnosis, the diagnostic
frame addressed to itself cannot be received because of the failure
in the receiver 11. Therefore, a loop back error signal is
produced to the counter 29. On receiving this loop back error
signal, the counter 29 is incremented.

If the result of the loop back diagnosis shows normality, i.e.,

. the failure in the receiver 11 is transient and the receiver has
recovered from the failu:re at the time of the loop back diagnosis,
then a signal indicating normality is produced. The counter 29 is
reset.

The carrier monitor timer 2;7 runs out whenever the preset value
is reached while the receiver 11 is at fault. Therefore, the loop
back diégnosing means 28 repeatedly_ executes the diagnosis. As a
result, the value of the counter 29 reaches a given value and

produces an error signal.

When the counter 29 produces the error signal, the

_ 24
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-9- On the other hand, if the result of the decision made in STEP 2 is

that the transmssion is not successful (NO, i.e. no g B al
is sent fromthe comunicating station, then station S 1Tﬁ§g%ﬂ I'n
L1 as having a fault and carries bus status informa- ti i nAREELRS

1ine L1 has a fault, on the token. Then, thetokenlstransmtted over line

L2 (STEP 3) \ . . .
transmission-reception operation-stopping means 30 instructs the

transmission-reception control means 15 to stop the subsequent
operation for transmission and reception. The control means 15
then stops all transmission and reception performed over the
-éot_nmunication network HF. The communication control device FCA of
the control means 15 is disconnected from the network HF. This
operation min.imizes the effects on the.network even if the receiver
11 or tlsle carrier—-detecting means 25 is at fault and the whole
— system is affected by the failure.

In the description made thus f:;.tr, it is assumed that the
transmission-reception stopping means 30 is incorporated in the
communication control device FCA. This stopping means 30 may also
be installed in an external device such as thé processor unit CPU.
In this case, the external device can easily' locate the defective
communication control device FCA

In this embodiment, if.a failure which v}ould affect the whole
token passing control t;ommunication system connected with the
communication network takes place, only the corresponding
communiéation control device is disconnected from the network HF.
Consequently, the communication control devices FCA of the other
communication stations can still maintain normal communication.
Also, the reliability can be enhanced.

Fig. 13 is a block diag:ram-of a duplexed communication station
STi acting as a field colntrol station. This embodiment has a

structure which permits each communication station to correctly

25
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Thereafter,

of the determination is that transm ssion has been succe} RCEDt hen
st.ation ST1 updates the contents of its bus status |ist se—as—tT0

i idi cate that |ine Ll has a fault. Also, in station ST2 receiving the

t oken, |ISt u ting neans .23 updates tp% cant f |Is bus
Soatus | DA B9 BB VARG RERoRE WS AhA

accordlngtothe bus status, informa- tion (i.e. infor i 0 cat| t
i he L1 has al% obhe) CORMITRSATh cStokeAn| SpEang o Ehe, %&F@% Eopthi,

for transm ssion of data or other comrunication, station ST2 gaining the

a decision is nade to determ ne whether the transm ssion of_ th
t oken over line L2 has been success- ful or not (STEP 4) #ng‘ﬁenﬁﬁsam

e .

t oken excetationphcarbkhnntia: PPRTasiRs SO Pentrod Anessignedtn the s

the token to the next station, or station ST3,. over line L2 according to

t he cont epxrecessor LRI b@agl@xqgn this processor unit leads to stoppage

a——

of the process control. Therefore, the communication station is
duplexed. If a trouble is detected in the processor unit CPU in
each communication station or in the communication control device,
the other normal station backs up the defective station.

The general method of diagnosing each processor unit itself is
that one CPU diagnosés the other CPU to detect a failure. Each
communication control device CA gen;:rally adopts a so—called loop
back diagnosis, i.e., a communication frame addressed to itself is
transmitted and received to see if the traﬁsmission and reception
function is normal.

Where one proces.sor unit diagnoses the other processor unit to
detect a failure, it is difficult to locate which of the processor
unit causes an error .if such an error occurs.. Where each
communication control device FCA is di#gnosed by loop back

diagnosis, if both controlling station and standby station perform

their respective loop back diagnoses, then good results would

arise. In a token passing communication control system, one
station cannot send informa.tion unless it obtains a token.
Therefore, if the controlling station is at fault, it is impossible
to pass the token to th; ‘standby station. As a result, the

diagnosis in the standby station will be unsuccessful.

26
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list 21, in the same manner as just described, i.e. the bus status
iI*nformation is carried on the token and transmt- ted. By _carryving out
the just described series of steps, the contents of the] |Tus SHEETUBAS BEEN |of
the stations are updated so as to represent the newest gondi tREPBAGERN t he
token is cycled through the stations participating in the com nunication’
process. It _the.result.of the determnation e i EP_ 4 . Lhe.ot her
and. 15 t hat™ FELPraiRatLuphhs of e RrGcRot JIEY andt Ehe commiiitatashry)

(NOT), then a gQiyen,processjng for_confirmation,is carried out. Fqr
exampl e, COPEROT, ASVIFEAES GURlaNRGn S08; CPMEN103FLoR, SoREERL APV iRa: AECK
Is made to see if an _effective response is not obtained. Sim_/larly, the

t oken i stheafonptredd ingestpttden and the, copaygisation,sopitred, deNdreneth

lines L1 and L2 are judged to have faults. The defective |ocations are thus
the standby station can both correctly make diagnoses to detect

failures bir loop back diagnosis.

In Fig. 13, two communication stations ST21 and ST22 connected
with the communicatiori network HF serve as field control stations.
One station such asl ST21 is engaged in control, while {:he other

such as ST22 is in standby condition to make preparatidns for a
failure in the one station.

Each processor unit CPU of the two communication stations ST21 .
and §ST22 performs various control operations, arithmetic
operations, and gives instructions forl loo.p back diagnoses. The
communication control device FCA coupled to the network HF
provides the above-described token passing communication control.

The loop back diagnosing means 28 of each communication
control device FCA exe.cutes a loop back diagnosis under the
instructions from the corresponding processor unit CPU. The CPU
control means 51 of each CPU produces a ready sigﬁal RDY indicating
that the control means itsellf is operating, and produces
instructions for loop back diagnosis.

Each of two processor units CPUs has a gate circuit 52 which
receives the output signal from the gate circuit of the other
processor unit and the réady signal from the corresponding CPU

control means 51. The 'gat:.e circuits of the two processor units

This Sheet Has Been Replaced
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det ect ed. -10- FIG 9 shows anot her
cénmuni cation control device FCA, wherein each station is equipped with a
di agnos- tic token generating nmeans 31. The di agonosti ¢ Ey
di.agnostic token generating neans 31 causes either a ngw ;

to'line L1 and line L2, or a station whose power suppl Yot §EPN. to

produce selecting signals IOCE1 and IOCE2, respectively, for
providing duplex control.  These two signals IOCEl and IOCEZ have
a mutually exclusive relation to each other. |
This embodiment is characterized in that a counter 53 which is
started at the beginning of a loop back diagnosis and reset at the
end of the diaQnosis is provided. A time-settiﬁg means 54 sets a
desired time at which the correspondiﬁg counter 53 runs out. This
set time is made different betv}een the case in which the selecting
= signal IOCEl or IOCEZ for duplex control is active and the case in
which the signal is inactive. For example, if the selecting signal
IOCEl is active and the token exists in this station, a shorter
time is set than the time set when ﬂo token exists.

The time-up signal from the counter 53 is applied to the
corresponding CPU control means 51. When each CPU control means
51 receives tﬁe time-up signal from the corresi:onding counter, the
control means determines that the communication control device FCA
of this station is at fal;lt. The control means 51 makes the ready
signal RDY delivered from this con-tgrol .means inactive.

Normal opefation of this apparatus constructed in this way and
operation performed when the communication function is at fault

are next described separately.

Operation under normal condition

The gate circuit 52 of each of the two processor units CPUs
forms a flip-flop activated by the ready signal RDY delivered from

the CPU control means 51. The processor unit CPU in which the

28
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participate in the comunication. The newest bus status information held by

the station itself is carried on the diagnostic token | f
| i st updating nmeans 23 receives the diagnhostic to- kenl THig Sgg@'ﬁﬁﬂﬁ@ﬁﬁé’ms
23 updates the contents of bus status list 21 held in the st PL&EEHccord ng

Itio thF bus4stat us information carried I n the diagnostic token frane.
ive |ist ti taLLAns

_btee{l or W3 hY ﬁé%ﬁﬁ‘}eg q_ “hlji%ﬁ_?% %ob#gieﬁ%hglgn%%\?igqn@
station either part|C|pat|n hec ni_cat ti d
active AGEIYH eﬁ%hegtm se e aheth ARG g e

termed an inactive station. L|veI|st 40 is datedb re
i nf or matdeplemicomtixok aghkivey t2d RFBNSS &%?WE‘) itinp d?.ﬂ'ﬁf“?’rﬂ"g‘r Sinee

time and which indicates that the station is in an active con- difion.
the two selecting signals IOCE1l and IOCE2 have a mutually exclusive

relation to each other, the other station is in a standby
condition.
Normally, data bases included in the two procéssof units CPUs
are made coincident with each other by separate means (not shown).
o Also, these CPUs operate in synchronism. Furthermore, loop back
| diagnoses are simultaneously started by them.

It is flow assuﬁed that the processor unit in the communication
sf.ation ST21 is in a controlling condition and that the processor
unit in the station ST22 is in a standby condition. The time-
setting means 54 of the station ST21 knows that this station is in
a controlling condition, based on the fact that the selecting
signal IOCEl for duplex control is active. The setting means 54
sets thé counter 53 at t;.me T1. The time-setting means 54 of the
standby communication station ST22 knows that this station is in
a standby condiﬁion , based on the fact that the selecting signal
IOCE2 for duplex control is inactive. The setting means 54 sets
the corresponding counter 53 at time T2. The times T1 and T2 at
which the countefs are set are so selected that T2 is longer than
T1, i.e., the counter in the standby condition is set at a time
lohger than the time at .which the counter in the controlling

condition is set.
I
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Dj agnosti'c token generating nmeans 31 refers to live list 40 and sends a
di*fagnostic token at regular intervals of tine to those stations which are

i nactive on the list. Normal token generated by token gem@aggE@gm;ﬁL
cep/ N Lhi

is cycled through the stations which are active in livg |istRrgf.a S
enbodi ment of FIG 9, when a new station partici pates imtietokenr—passihg
comruni cation, the status informafion on the duplex ¢o ni cati opn net-_work
can be made -t%¥heR the RECGERSOF; ?ﬁlFrﬁ%‘Fr?aéi EE%Pni"ﬁggU&PH& ELPP G2l
wi t hout need_ of taking conpli- cated steps. _ In- the enbadiment, the bus
stat us i ni®r it the cemtroddding gandikionn ifiethet sommunicEatian gonkrol
whet her the defective stations have recovered, can be quickly and reliably
sent to edeviceBQA dnclpdedr inrthe stadiiopeBTel-repatees & tokeanr theoleenus
status information is pre- :

back diagnosing means 28 executes a loop back diagnosis. At the

same time, the counter 53 begins to count forward.

The _result:'s of the execution of the loop back diagnosis are
sent to the ﬁrocessor unii;. CPU. If no error is detected, the
counter 53 ié reset before the expiration of the set time.

Thereafter, the communication control device FCA inl the
controlling station passes the token to the communication control
device FCA in the standby station. Then, the communication control
device in the standby station executes a loop back diagnosis
similarly. |

If the processor unit which is in the controlling condition is
at fault fdr some reason, the ready signal RDY delivered from the
CPU contrpl means 51 becbmes inactive, inverting the state of the
selecting signal IOCE1l o;' IOCE2 for duplex control. The token is
passed to the processor unit in the standby station.

Operation performed when the Communication Function is at fault

The communication control device FCA inside the communication
station ST21 in the contrblling condition executes the loop back
diagnosis, but its acknowledge signal cannot be received. A
failure in the diagnosis is repeated. Therefore, the value of the
counter 53 in the station. ST21 reaches its maximum value when a

given time T1 has elapséd. In response to this, the CPU control
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vented. Were the systemrecovers fromfail ure, it can i nmedi ately shift to
for mal operation of the dupl ex conmunicati on network. Hence, the invention
results in a reliable dupl exed system | THIS sH =33

l.n the FIG 9 enbodiment, when a new station partic - ipptes iﬁpqhg" SEEN

passi ng comruni cati on, advanta- geously, the information S

of the networ et

b d I nci dent, wi,t.h the inf Iy
O o1, IghaBC I AR, LG e 60l Bt b Dol el 7R,

the communication station ST21 is at fault, and makes the ready
signal RDY inactive. Also, the CPU control means 51 makes the
selecting signal IOCEl1l for duplex control inactive. The token is
passed to the processor unit CPU in the standby communication
station §T22.

Effects on Standby Station when Controlling Station is at fault

When the communication control device FCA in the communication
station ST22 is at fault, or when the driver 12 is at fault, if the
fault occurs ili\mediately after the loop back diagnosis, then the
diagnosis of the station itself will be successful. However, the
token cannot be passed to the communication control device FCA in
the standby station ST22. Hence, the loop back diagnosis of this
station will be unsuccessful. |

However, failure in the next loop back diagnosis is repeated,
because the driver in the controlling station is at fault. The
time T1 at which the cou;1ter 53 in the controlling communication
station ST21 is set is longer than the time T2 at which the counter
53 in the standby station ST21 is set. Therefore, the counter in
the controlling station runs out earlier than the counter in the
standby station. Therefore, if the communication control device
in the controlling station is at fault, _the token can be passed to
the standby communication s_tation ST22 with certainty without

being affected by the fault.

The times T1 and T2 at which the timers are set according to
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FIG 10 shows anot her conmunication control de- vice, wherein a neans is

ddded which elininates prob- I ens which occur when a pl urapt BEEN

frames, which are synmbols of authority, are present on the js—%\@%rxcﬁ
shared by the comunication control devices FCA. The mai n berpenchis

by o4 o9 U

t-his neans are shown in FIG 10. I'n a token passing comruni cation

syste ' : it -
m hp\%ﬁﬁﬁs Er%mé hal GontroIEiIRg Stateraki in etaaidhy atatenaret ed

to the ne H t he token. However, if the systemis set up again

after belng diabur Red iy NSGan! o it £ Skl oPedddoionddp asataned

to two sP& for tever reason, then the two Stations hold e token
Comen: cBuelpohPeL S, b it e bte StdE S B8 CORL14 mddpsning
oper at i orilzh%f rEa gtggki &£ gﬁt.em I s adversely affected.

In this embodiment, each communication station equipped with
the communicai;io_n control device transferring data by token
passing is duplexed. Each communication coﬁtrol device can be
precisely diagnoséd. If any one communication control device is

L at fault, thg token can be passed to a standby station with
| certainty.

Fig. 14 is a block diagram of a still other example of the
cdmmunication control device FCA according to the invention. 1In
token passing communication control, the passing of the token is
controlled by station addresses assigned to communication
stations. When the token is passed to the next communication
station, it is customary to send é. token frame to the next station
having a station address. that is equal to the station address of
the present station plus one. This token passing is based on the
éssumption. that only one of plural qommunication stafions
connected with the communication network holds the token.
Therefore, if the same station address is given to two or more
stations for some reason, or if the same address is repeatedly used
because of a failure in the address—setting means, then the token
will be given to two statisns. In this case, a collision of token

frames occurs on the communication network. It is impossible to
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I.Ln the
Conmuni
means 1
A carri
L1 via
the sig
recei ve
nmeans 2

FIG 10 enbodi ment, neans for resolving such prohlemis added

cation control device FCA conprises a transni ssi D IFHIS SHBET HAS BGENT
5 which controls the token passing comuni cati onjand (REPGACEDer ror

D |

~

P .

er detecting neans 25 receives the signal, for exanple, on one |line
a receiver 11 and detects the presence or absence of a carrier from

o | i & 26..51 I
Bon YR Pokpfl ambnd) G111 08 AAFGL), TR & orSRRLEE i¢he

6_nonitors DC ent level on line L1, and conprises a
conpar at%?%%%aﬁi?éc’ts #‘%;ngt%(a;ins in t he si gnal Ievel caused when the

franme t

rans d. fro j S statlon r| he frane,
transnitted cﬁ“ﬁg@ Rt ok % Jt FHHA IRy Afns
I ves the t oken. V\hen this token is held, t,okeno%ener ating. neans 22

t r ansni taddihienat funstion iﬁ‘é)&l‘éﬁr’aFPcﬁP‘th&

22 rece

controldevice.
In particular, when a new station participates in the token passing
communication by connecting the.statjon with the communication
network or bf turning on the power supply, the control device makes
a check to seefif any address is established doubly.

In the communication control device FCA of Fig. 14, an address-
setting means 61 for setting a station address for specifying the
communication station of this control device may be mechanical
setting means or take.the form of computer sofﬁware. A token-to-
itself detecting means 62 detects reception of that token frame
from the token transmitted over the network HF and the receiver 12
which indicates the address of this station set by the address-
setting means 61. A manitor timer means 63 is set at a
predetermined time longé¥ than the sum of the transmission delay
time and the response delay_time. When the token-to-itself
detecting meﬁns 62 detects reception of.a token addressed to
itself, the timer means 63 begins to measure time. A reception
decision means 64 makes a decision to see whether frames from other
statiqns are received until the monitor timer means 63 runs out.
This reception decision means 64 can consist of a circuit receiving
the carrier signél on the‘communication network HF and a simple

logic circuit that detects the reception level.
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of a. token control neans 24. Token control neans 24 contrphg
generatl ng means 22 in such a nanner that when output sigral

carrier detecting means 25 indicating detection of the ca .
put signal- CLD fromthe collision detecting nmeans 26 is received,
hel d by the station-is abandoned. -12-

FIG 11 showghePeFdtépridhclee’8idhalndihd'a84 Ndet@®mines that a double

| address error has occurred if a frame transmitted from any other
communication station is received before the monitor timer means
63 runs out. The decisioﬁ'means 64 produces an error signal to the
transmission control means 15. On receiving this error signal, the
transmission éon_trol means 15 interrupts participation in the
communicatioh network HF aﬁd abandons the token.

Fig. 15 is a flowchart illustrating the operation when one.
communication station is connected with the communication network
HF. When the power supply is turned on or when a new communication
is connected with the network to participate in the communication,
the station waits to receive a token Iframe or an invitation frame
(a frame passed through all communication stations which might be
connected with the network) transmitted over the network HF via the

. receiver 12 (step 21). To detect the reception of such a frame,
the token-to-itself detecting means 62 compares the station
address assigned only. t:o the present station with the station
address contained in the token transmitted over the network HF.
If the token is addressed to this station, thén the detecting means
62 determines that the reception has been made.

1f the token-to-itself detecting means 62 receives a token
addressed to this station, the monitor timer means 63 is started
(step 22). The reception decision means 64 makes a decision to see
if any other communicatio;'l station receives a token and responds

to it until the timer means 63 runs out (step 23). If no frame is
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cgntrol device FCA of FIG 10 has obtained the token..
Transni ssi on-reception control neans 15 usual |y noni - tor p~the t oken frane
transmtted over line L1 or L2. If the token frame is add @é&m@@. -

st.ation of the control neans, then it obtains the token ( '-j”-
Q er

car- rier detecting nmeans 25 nakes a decision to see whet her

transm t tg@riiiit tdd Eroh BehebCPat £685 tbn Thd Rimelr Meahs éf?dﬂ?h?ig;ny

ot her station connected to line LI is sending the carrier or frane P

12).  lif d.ne thdf reeptiotChgEis oh ichns' 6£ rddeiiss Hder FrANA nSR
g or neans oA

fromcarrier detecting neans 25 1s active, oKen COI’]?I’

tati on CPEaReT A Sed Vor OhE, BLBFokR kY Ehe HeRiP1PhnBernaned 2o

e ion BTl BHER Gy o, RSB RS o, ST S

deci si Oncfcr)%%enot exist on the network HF. The operation for monitoring a
double addres_s' is ended normally (step 2'4) .

Subsequenfly, thé transmission control means 15 transmits a
frame over the driver 11 and the communication network HF in
response to the reception of the token addressed to this station,
and is connected with the network. Thereafter, normal operation
can be pérformed.while conﬁected.with the network HF.

On the other hand, in step 23, if the reception decision means
64 receives a frame or carrier transmitted over the communication
network HF until a given time elapseé, i.e., before the monitor
timer means 63 runs out, the reception decision means 64 determines _
that any 6ther communication station 'having the same station
address has already exisiged on the communication network HF, i.e.,
the frame is transmitted from this station. The decision means 64
determines that a double address error has taken place and produces
an error signal to the transmission control means 15 (step 26).

On receiving this double address error, the transmission
control means 15 interrupts transmission of a frame and
disconnects itself from the network HF (step 27). 1In this case,
the situwation is taken As-abnormal address setting, and the

operation is ended. A message indicating this abnormality is
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ip step 12 is that no carrier is detected (NO, transm s- sion-reception
control neans 15 determ nes that an- other station does ot have a token,
and thus transmits an acknow edge frame (STEP 14).(One eXaTRISSHEETH IS
transmitted frame is an acknow edge frame informng the [stati REpS BREN e
token that the token has been received. After transm ssion

acknow eg@q ;3@ collision detecting neans 26 nonitors the DC signal :
level on line L1 via receiver 11 and nekes a decision to see whether the

frame (ransnijied b&é&%ﬁ@i@%ﬁ%@@g@ﬁ hofehufitkhi 67, Yaifig! bhe

frame transm anot a CO | S:jon

d d t .

roans. 36"?’5}‘5@& | vea*% o e L S e
ener at 1 1 (R 238 SH& Paps cPhe gl Jiyeqs it Ul BY &fY “deation

connected with the network exists. Therefore, if an address should
be erroneous;l.y'se_t, the communication will be prevented from being
disabled.
Fig. 16 is a block diagram of other embodiment similar to the
embodiment of Fig. 14. In this embodiment, if the address-setting
‘means of one communication station of plural communication
stations normally participating in communication breaks down, the
resulting trouble is removed.
In this embodiment, a multiple-master detecting mea‘hs 65
detects multiple-ﬁaster condition, i.e., frames are being
transmitted from other stations when the station of the detecting
means 65 gains a token and is trahsmitting a frame in i:esponse to
the token. That is, a pl‘urality of communication stations acting
as masters exist. This multiple.—master detecting means is a
circuit designed to monitor the signal level of the carrier on the
communication network HF and detects a change in the signal level
caused by a coilisi_on of frames. A collision number count means 66
is incremented when the multiple-master detecting means 65 detects
a multiple-inaster condition. When the total count obtained by the
count '. means 66 reaches | a given value, a means 67 givin_g
instructions for stopping: perticipation in the communication
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i istructs the token generating neans 22 to abandon the token (STEP 13) .
Thus, a situation is quickly and reliably detected wherg-a-the station
i'tself transnits a frame and at the same time another st|aTHSTSHEERMAE jin
ffame. This situa- tion mght not be detected by carrie et eRERPLACERHEANS
25. A serious situation is thus avoi ded whi ch woul d be ot herw S€ Causet—b3

the prespdceriné¥dHa1k8"So11lision of the address of this station with the

address of any other station or other trouble has occurred. Then,
the means 67 instructs the communication control means 15 to
interrupt the participation in the communication.

Fig. 17 is a time chart illustrating the embodiment of Fig. 16.
When some communication station obtains a token, the transmission
control means 15 transmits a frame i'ndicat.ing reception of a token
addressed to itself (..step 31). After transmitting a frame, the
multiple-master detecting means 65 monitors the signal level on
the commuhication network HF. The detecting means 65 holds the
token and transmits a frame in response to the token. If a frame
is transmitted similarly from any other station, and if both frames
collide on the network HF, causing a variation in the signal level,
then it follows that a multiple-master condition has been detected
(step 32). If a multiple-master condition is not detected, the
system is regarded as normal, and the operation is continued.

On the other hand, if ’a multiple-master condition is detected,
the count means 66 is incremented (step 33). The means 67 giving
instructions for stopping participation in the communication
checks if the total value obtained by the count means 66 is excess
of a given value (e.g., 3, 4, or so) below which collision due to
multiple-—maste.r condition is permissible (step 34). If the given
value is exceeded, the system is judged f.o be at fault. The means
67 instructs the transmis;ion control means 15 to interrupt the
participation in -the comr'nur‘xic;\tion (step 35). If the total count

[
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-13- - If nocollision is detected in STEP 15, (NO, and if there is a
r\équest for a given transm ssion, then this conmmunication operation and
processi ng of conmands are perfornmed (STEP 16). \Wen the %Y@%W@EEQN
tron operation ends, or when there is no request for trapsm ssﬁgpﬂAcé,? en
generating neans 22 sends a token franme to the next statrom{tSTEP-tA-

This tr L SSi f k | L e 4 sl Ny ls e Ll

chart | Ojo% BHQSacled thRiGivpE FALSEFOUM btrd gl A B BuR®as £
keeps hoj ding the token. The communication is effected under the control of
this otht¥*station. If a similar collision of frames is detected in

anot her station _and the token is, abandoned, .then it follg@ t hat .t he token
di sappears fIRrkhiR %h?&tl.mem:raﬂwn%mrma} grerpkdenandtt theaiaressn,

t he communi cati on contr ol L. .
setting means 61 breaks down, and if a collision of transmission

due to a multiple-master condition occurs, then the defective
station is diséonnected from the network when the number of the
collisions reaches the given valu't;_. Consequently, normal
communication can be continued between the rémaining communication
stationé. |

In the embodiment of Fig. 16, the monitor timer means 63 and
the reception decision means 64 (Fig. 14) for checking a double
address when a new station is connected with the bus may be omitted

or added.
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device of the stations are provided with token nonitor tinmers which are set
t different tines. The token gener- ating neans having t '

jonitor tiner run out the earli e'sﬁisShE@..HSJB'eEISR@h&@W t oken.| TH§SHEET HAScBERN

cessing for abandoning the token i ) STEP 13.Lthe RERIACERASSi n
operation of the entire systemi slﬂ!ll[u gm ME nor mal manner . In the
FIG 1 ' S Wo or nor smt tokens, then the
ent i reﬁﬁg?ﬁﬁw{; 10 the network is affected. This 'situation is

qui ckly detected, .and then the tokens are aba ed. nce, the jnven- tion
provi des a rel i]gbIAeHEB n?%‘ﬁ'f‘?ﬁﬁcﬁgﬁf’f‘o?mgmnﬁg{.]e‘”'qﬁH&rlermt%“ﬁrther
exanpl e of a comuni cati on control_device FCA, wherein neans are provided
for det¥RqifRFeETing data amoRsuR P baFRlhiE ofh communicatdon statiopsi and

for preventing a defective comunica- tion control -device from
parti cipassingi @ t fokepmanong the stations connected with a first

communication line and a second communication line, each of the
communication stations comprising:

a bus status list storing information indicating whether the
station can communicaE; over the first and second communication
lines;

a token—genefating'means which carries the newest bus status
informatio; pos;;ssed by the token—generating means itself on a
token frame and transmits the token frame;

a list—ﬁpdating means which receives. t@g__Ep@gE_wframe

: - SR ——
transmitted over the first\and second communication lines and
updates the contents of this bus status list according to the bus
status information carried on the token frame; and

a transmission-receétion means which selects the two
communication lines according to the bus status 1list and

communicates.

2. The duplex communication control device of claim 1,

wherein the transmission-reception means selects a predetermined

——— e

o m—

. - ) ~
one of the two communication lines and communicates provided that
the bus status information contained in the bus status list
indicates that both communication lines can be utilized.

3. The duplex communication control device of claim 1,

* [ L | S *
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oken passing

bt hod of control, in order to pa thly at
&f one control device receiving.t he t oken
sich as for exam ple when the po urned OFF,
be transmtted to other control devices. For thls pur pose, the contro

dovi ce Eea 21045 VA dei R US50 HEA hnafd” ELTEHS! EAL' B rHE MR

second communication lines alternately and communicates provided

cation control operation. In a.n'sl %’ﬁ errpl oyes 't he

that the bus status information contained in the bus status list
indicates that.béth communication lines can be utilized.

4. The duplex communication control device of claim 1,
wherein each of the communication stations includes a transmission
control devic:é prbviding control of tojten passing communication by
the uée of a duplex communication network and a processor unit
coupled to the transmis'sion. control device via an internal bus, and
wherein the-transmission control device performs processing of
communication independent of the processor unit when the token is
passed to this communication station and this or other station ask
communication.

5. The duplex communication coﬁtrol device of claim 1,
wherein each of the communication stations has a diagnostic token-
generating means which carries a diagnostic token on the newest bus
status information possééséd by this station and transmits the
token, the diagnostic tokén being used to urge a new communication
station connected with the two communication lines to participate
in communication, and wherein the list-updating means updates the
‘contents of its own bus status list according to the bus status
information carried on the diagnostic token frame provided that
the diagnostic token is received.

6. A duplex communilcation control device for transmitting

and receiving data among a plurality of communication stations by

40
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‘E“W:EJ( HF, a carrier nonitor timer 27 for

&ener ati ng mean er- ates a new token when no (aFHISESHEEY HAS prpy
detected for a which timer 27 is set, i.e. wien a REMAgEp
indicat- ing that tinmer 27 's set time has run out is received from trmet
27.  Thaseigseta V4l y CRPEEOE1 bhES Sorifetied 20l Bl A | ABnAbR 5!
are nadgagigg?%feant F?)t?%t ﬁéem%ferent _sta}atlggr% e ni mim val ue "o OIt he
preset s se hat, ol | 8¢ 2488 mu | uring
whi ch ngac'%hrﬁr%ﬁlg? té')% |nst ?%%%'%%&m%ﬁm& %EI‘I %ggno%ﬁamu%ggra gﬁ |é ns .@t%_tgﬁnfhe
FIG 12 ' ., even if the token disap- pears, token generating neans
22 of dg\%@gqlgg&%avi ng nonitor tiner 27 whose set time runs out the
earliest,

-JA4- ing the carrjer.on n
n%nitoring thg[%i tjﬁﬁi fch no carrier i.s detected, arne-taken

a carrier-detecting means detecting a carrier on the
communication network;

a token frame-generating means which, when the communication
station of this token frame-—generatiné‘ means receives a token and
the carrierf'detecting means detects no carrier for a given time
while the token is held by the token framé—generating means,
transmits a token frame over the communication network;

a collision-detecting means which, when a frame from any other
communication station is received via the communication network
after the transmission of the frame, delivers an output signal
indicating a collision;

and wherein if the collision~detecting means detéctsf the
collision or if the carriexr-detecting means detects the carrier
within a given time, the c;ommunication station abandons the token
held by this station and.waits.to receive.

7. The duplex communication control device of claim 6,
wherein the communication stations are equipped with their
respéctive monitor timers which are set at different times, the
minimum.value of these times being larger than the maximum time for
which no carrier exists on the communication lines during normal
operation, and wherein if tl:he carfier-detecting means .detects no

carrier throughout the time at which the monitor timer in the

AR O R




generates a token again. Cbnsequently nornal comu- nication-control is
chntinued. . In this device, recei Bfelaqulaeqd d 25
Mas a fault, the carrier on netvvork HF OIS SHEREL HAL BEEN
cencer ned cont rol device: FCA determ ne

D

hhs di REPPAGER fr o

t-he network. \Wenever the predeterm ned ti rre at V\:hl c the nonitor tiner

t her eof

token to e next station, or to

repeat e
ot her,

& 1c&¥Poh Fratith %Wt%h indy 898" @hLPiarlake8cifigokeats i

it R SO0 dn Bl A HodiE SECULILASY! At e

e

e next control device. Thi$§ operatlon S

g Y% ﬁ%ﬂ%@%ﬁﬁﬁ"g@éﬁ Fia"splPlntaats %S%?’ﬁ&%%ﬁé;%%ioo%& ek

di agnosi ngkgg

aPrame over the communication network.

8. Communication control devices acting to detect a
carrier on a cbnut_\on communication network, to determine that a
token has di‘sappeared from the network if no carrier is detected
for a given -time, and to generate a new token frame, the

communication control devices providing a token passing control of

communication, each communication control device comprising:

a ldop back diagnosing means executing a loop back diagnosis
to check if the transmission and reception function of the

transmission control device containing this loop back diagnosing

means is normal or not;

a counter which, when failure in the loop back operation of the
loop back diagnosing means is répeated at given number of times,
produces an error signal£

and wherein the transmission and reception operation of this
co_mmunication control device is stopped according to the error
signal from the counter. |

9. A duplex communication control device comprising two
communication stations, each communication station having a
communication control device and a CPU connected with a
communication network, thé duplex communication control device
acting to control the conuilun'ica;tion stations in such a way that one

—
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utes a loop back diagnosis_to check whether the trans- mssion
rreception function of its oS Shept HasBeendReplacsd FCA i s normal or n

and
ot. Counter

Y9 counts a | oop back error
FSs made by di agnosis neans 2
total count reaches a given value. St ng neans 30 st'eps—th

cou i _ g ! Stops—h
cr or < yRaitof o Sael 4 s GORERLIILY sRATAbY o Pe uTEE e

ted wh the | ok TOSTS
ﬂ:mm* ogucesegn err olr 9@1 g%%ﬁlx zb'ﬁ‘é
Op_ o 1 o

<

in 0_an
Wgﬂ;P‘Fons

s pr ev50§§5¥dﬁ§t s{:Qtigﬂnégéorzging to two signals which have a mutually

‘exclusive relation to each other for duﬁlex' control,

each communication control device comprising a transmission-
reception control means controlling token passing transmission of
data, and. a 'loop back diagnosing means included in the
transmission-reception control means to execute a loop back
diagnosis under instructions from the CPU,

the CPU comprising a counter that is started at the beginning
of tbe loop back diagnosis and reset at the end of the loop back
diagnosis, and a time-setting means acting to set the counter at
different times, depending on whether the station is used as a
controlling station or as a standby station,

and wherein when the counter runs out, the communication
control device is judged to be at fault and, if this fault occurs
in the controlling station, the signéls for duplex control are

inverted.

10. A communication control device comprising a plurality
of communication stations having their respective addresses, the
stations being connected via a bus, the communication control
device acting to execute communication by passing a token among the
stations according to information about the addresses, each
communication station comprising:

a token-to-itself detécting means detecting reception of a

token addressed to the communication station containing this

) O A R O
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- 15- I't is assumgg 50afnat BGERYcdl1 Of this device has a fault and is

got capabl e of receptj h condition, the devicq ppgr T 4
wanner descri bed herfﬂmnmulﬁm carrier on network HF cannos;“i:g3 ;ggg BEE
detected. Qutput sig rier detecting nmeans 25 'S Tracde~t+6—be

ithactive. Carrier nonitor timer 27 counts the time during which the carrier

i gnal EOXRRTEG oy Aeep e LY BBkl T CE o o Metfonlil 1 TE 1P

, token
generating nmeans , 22 deternines_that. t.h K | f :
!{-lF and genetaaF'9§1§'°ﬁe§/1{“8Fe'H§a‘f‘ﬁiVghl‘%lkgé i%se nPgﬁénéj%‘?%gqg@ief%ﬁg VQ\DH]I;& t'\II:\D\r/ika-
ransm ssi on-recepti on ¢ontrol ] 5 la dri '
to the R Kk | BRESBCiBRo R L r EOBBRoEIGFEREF o0 b BARNBKREHGE Sgnal

détected, begins to measure time;

a reception decis ion means that makes a decision to see whether
a frame from any other communication station is received until the
monitor timer means runs out;

and wherein if a fram.e is reéeived before the monitor timer

means ruﬁs out, the reception decision means determines that a
double address ef:ror has taken place, and the station is
disconnected from the communication network.

11. A communication control device comprising a plurality
of communication stations having their respective addresses, the
stations being connected via a bus, the communication control
device acting to execute communication by passing a token among the
stations according to information about the addresses, each
communication station cor;lbrising:

a token—to-—itseif detecting means detecting reception of a

~ token addressed to the communication station containing this
token—-to-itself détecting means via a communication network;

a multiple-master detecting means which, if the token-to-
itself detecting means receives a token addressed to itself,
transmits a frame and then detects a collision of frames on the
cbmmunicétion network to détect a multiple-master condition; an_c_i

a collision number c¢ount means which counts the number of
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to this token cannot be received because of the failure in receiver 11.

Hence, control neans 15 determines that the transmi ssion
gnsuccessful, and re- peats the operation for sending th

gtation. This series of operatio

of—the_token is

ns is carried out each s

a)
C

THYX SHEEDHAS BERR X
it i orREPbACERt ed tlo

network HF, but all of the trials of token transmissions are UnsSuccessrur:
ni catjon between the other stations over
S%uthel PultiReasEaE, erfitiPRcARY op
back di agnosi ng neans 28 to execute a_l gop back diagnosis, to determ ne
whet her hoWhesgkbevalue Qf thescgliigion punber £QURE NGARS FEACHSS f or
execution of the diagnosis, diagnosing neans 28 transmts a conmunication
frane om givgnosalue; rinatruthetbedstationdta dissonnecioikseRf £romdher i es
out | oop back diagnosis to determ ne whether the frane can be correctly

During this tine interval, cqQmu
Che net ESBeY¥EIan | oF . desectisn,

r ecei veacommarsicatsion network.

This Sheet Has Been Replaced
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)f the diagnosis, the diagnostic frane addressed to itsep~—can _not be

cei ved because of the failure in recéiver 11. Thus, a | dBI§ SHEHT BHET 194 BEEy
gignal is provided to counter 29. On receiving this Iood ck REBPLLADES| gnal
€punter 29 is increnented. If the result of |oop back diagnosis

abnor- mality, i.e., the failure in receiver 11 is transient and the
recei ver 11 has recovered fr%ﬁh& ' [ .me of | oop back

di agnosi s, then a signal i@gca‘Rﬁébﬁg?'%ﬁ??§C]§§gﬁgduced. Counter 29 is
reset.

A duplex communication control device for a communication
"system comprising a plurality of communication stations which
communicate data between them. These stations are.connected via
a duplexed communication network. That of the stations which holds
a token communicate over the duplexed communication network. Each
station comprises: a bus status 1list storing information
indicating whether the station.can.communicate over the first and
. second communicatibh lines of the duplexed network; a token-
generating means which carries the newest bus status information
posseésed by the token—geherating means itself on a token fra.me and
transﬁits the token frame; a list-updating means which receives
the token frame transmitted over the first and second
comxﬁunication lines and updates the contenté of its own bus status
list accordin§ to the bus status information carried on the token
frame; and a transmission-:recepfion means which selects one or
both of the two communiéation lines according to the bus status

list and communicates.

This Sheet Has Been Replaced:
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-16- Carrier nonitorastimer Z“T“F,ws out of the se Ei ggenzag [ %ﬁet
val‘ue is reached while receiver 11 has a fault. Thus, dggg ac é;
mgans 28 repeatedly executes the diagnosis. As a result t he val ue of
cotnter 29 reaclies-a given val ue and produces an error S|gnal When
“counter 29 produces the error sigRral, transms- sion-reception operation
st oppi ng neans 30 & nsttuct's conlrek-neans 15 to stop the subsequent

operation for transnission and reception. Control neans 15 then stops al
transm ssion and reception performed over network HF. Control device FCA of

control means 15 is discon- nected frpmnetjwork HF. This operation
mnimzes the effects on the network HF n if receiver 11 or carrier
‘detecting neans 25 has a fault and?&Qa entire SYS[LEemIrs <
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affected by the failure. I'n the enbodiment, it is assuned that

fransm ssion -reception stopping neans 30 is incorporated in control device
_.FAC. Stopping neans 30, however, nay al so be disposed in an external device
such as processor unit CPU. In such case, the external device can easily

| ocate the defective control device FCA In the FIG 12 enbodi nent, when
a failure takes place which would affect the entire system only the
correspondi ng control device FCA is disconnected fromthe network HF. Thus,

control devices FCA of the other stations can still maintain nornal
communi ca- tion. Also, reliability is enhanced. FIG 13 shows a dupl exed-
station STi acting as a field control station, wherein a structure is
provi ded which permts each stat%? to rectly diagnose control de- vice
FCA of that station
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Ine the station, acting as a field control station, arith- metic operations
faor control are assigned to the CPU. A failure in the CPU | eads to stoppage
of the process control. Thus, the station is duplexed. That is to say, a
seeond unit is provided as a back-up in case of failure of the first unit.
When a trouble is detected in each station CPU or in the control device,
the other normal or fail- ure free station backs up the defective station.

Fig.3
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. Ehe nethod of diagnosing each processing unit itself involves one CPU
di agnosing the other CPU to detect a failure. Each control device FCA

.empl oyes a | oop back diagnosis, i.e., a comunication frane addressed to
i*tself is-transmtted and received to see whether the transm ssion and
reception function is normal. Wher e one processor unit di agnoses the

ot her proces- sor unit to detect a failure, it is difficult to |ocate which
of the processor units causes an error if such an error occurs. Were each
control device FCA is diagnosed by | oop back diagnosis, good results are
obt ai ned when both the controlling station and standby station each perform
their respective | oop back diagnosis. In a token passing type comuni cation
control system-one station cannot send information unless it obtains a
token. Thus, if the controlling station has a fault, it is inpossible to
pass the token to the standby stati orF-iAé aSesuIt, t he
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diagnosis in the standby station will otherw se normally be unsuccessful.
On the other hand, in the invention because of the neans used, the
di.agnosis is successful. That is to say, in the FIG 13 enbodi nent, the
pfoces- sor unit and control device are duplexed in such a man- ner that
both the operating and standby units are cor- rectly diagnosed by using

| oop back di agnosi s. In FIG 13, two stations ST21 and ST22, connected to
network HF, serve as field control stations. One station, such as ST21, is
engaged in control, while the other, such as ST22,. is in a standby
condition and pre- pared for operation in case of failure in the operating
station. Each CPU of the stations ST21, ST22 perforns vari- ous control
operations, arithnmetic operations and pro- vides instructions for |oop back
di agnosis. Control de- vice FCA. coupled to network HF, provides the token

Fig.6
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Fig.7
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_jgassi ng communi cati on controf. Loop back di agnosi ng neans 28 of each
gontrol de- vice FCA executes a | oop back diagnosis under instruc- tions
fromthe corresponding CPU. CPU control neans 51 of each CPU produces a
rready signal RDY indicat- ing that the control neans 51 itself is
operating, and provides instructions for |oop back di agnosis.

- 18- Each of the two CPUs has a gate circuit 52 which

Fig.8

@ormal Cyclic Token PassingD
Step 1

Bus Status List is Referred.
Information is Carried on Token
Frame and Sent, Using L1.

F2ER

Is Token
Sending
Successful 7_

Yes

Bus Status Inforhnction Indicating
that L1 is at Fault is Carried on
Token Frame and Sent, Using L2.

Step 4

Is Token
Sending
Successful ?

Step 5

Contents of Bus Status List are
Updated at Sending Station and
at Receiving Station.
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r-écei ves an output signal fromthe gate circuit of the other CPU and a
ready signal fromthe corresponding CPU control neans 51. The gate circuits
of the two CPUs provide selecting signals | OCEL and | OCE2, respectively,
f&r providing duplex control. These two signals IOCE1L and | OCE2 have a
mut ual Iy exclusive relationship to each other. The FIG 13 enbodi nent is
characterized in that a counter 53 is provided which is started at the
begi nning of a | oop back diagnosis and is reset at the end of the
di agnosis. Atinme setting neans 54 sets a desired tine at which the
correspondi ng counter 53 runs .out. This set tine is nade different between
the case when the select- ing signal 10CEL or I OCE2 for duplex control is
active and the case when the signal is inactive. For exanple, if the
selecting signal IOCE1 is active and the token exists in this station, a
shorter tinme is set than the tinme set F:o
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when no token exists. The tinme up signal fromcounter 53 is applied to
the correspondi ng CPU control neans 51. Wien each CPU control neans 51
recei ves the tine up signal fromthe corresponding counter 53, the control
means deter- mines that control device FCA of that station has a fault.
Control neans 51 causes ready signal RDY out- putted fromcontrol nmeans 51

to be inactive. Nor mal operation of the just describe enbodi nent and
operation perforned when the comuni cation function has a fault wi'll now be
descri bed Qperati on Under Normal Condition Ga&e circuit 52 of

each CPU forns a flip-flop acti- vated by ready signal Y outputted from
control —neans 51. The CPU from which the ready signal outputted from

control nmeans 51 is nade active earlier, renders selectifg signal |COCEL or

| OCE2 for dupl ex —
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control to be active, and assunmes a controlling condi- tion. Since the two
sel ecting signals | OCE1 and | OCE2 have a nutually exclusive relation to
each other, the other station is in a standby condition.

-19- Normal |y, data bases included in the two CPUs are made coi nci dent
to each other by separate neans (not shown). Also, these two CPUs operate
I n synchronism Furthernore, |oop back diagnoses are started sinulta-

Fig.11
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neously by the CPUs. It is assuned in the follow ng discussion that the
pgocessor unit in station ST21 is in a controlling condi- tion and the
pfocessor unit in station ST22 is in a standby condition. Tine setting
means 54 of station ST21 knows that this station is in a controlling condi-
tion, based on the fact that signal |IOCE1 for duplex control is active.
Setting neans 54 sets counter 53 to tinme T1. Tinme setting neans 54 of
standby station ST22 knows that the station i's in a standby conditi on,
based on the fact that selecting signal |I0OCE2 for duplex con- trol is
inactive. Setting neans 54 sets corresponding counter 53 to tinme T2. Tines -
Tl and T2, at which the counters are set, are so selected that T2 is | onger

than T1, i.e., the counter in the standby condition is set to a time-which
is longer than the time to which the counter in the controlling condition

is set. <
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VWhen the CPU of station ST21 is in the controlling condition, if control

device FCA in station ST21 re- ceives a token, |oop back di agnosing neans
28 ‘executes a | oop back diagnosis. At the sane tinme, counter 53 begins to
ceunt forward. The results of the | oop back diagnosis are sent to the .
CPU. - If no error is detected, counter 53 is reset before the expiration of
the set tinme. Then, control device FCA in the controlling station passes

the token to the coffrol device FCAin the standby station. Then,

control device FCA i|n t hge—stanmdby—statton—sinitartyexecutes Koop bacgk
di agnosi s. If the|[CPU in tlee cantralli ‘condi tion has a.yéﬁit, regdy
signal RDY outputtedq from CP coqtroh, ans 51 becones jnagtive, therleby
inverting the stgkte |of s¢- | i| ree) sEgnallCEEl or | OCE2 faqr dupl gx
control. The tokgn i's pag$sqd t%ma U ip thecﬁtandby st at}i on.
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-20- Qperation Perfornmed when there is Fault in the

Communi cati on Function Control device FCA in station ST21 and in a
control- ling condition executes | oop back diagnosis, but its ac- know edge
si gnal can not be received, for exanple. A failure in the diagnosis is
repeated. Thus, the value of counter 53 in station ST21 reaches its maxi num
val ue -
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when a given tine Tl has él apsed. In response, CPU control neans 51
determ nes that control device FCA in station ST21 has a fault, and nakes
ready signal RDY inactive. Also, control nmeans 51 nekes sel ecting signal
[<0CEl for duplex control inactive. The token is passed to the CPUin the
standby station ST22. Effects on Standby Station when the Controlling
Station has a Fault When control device FCA in station ST22 has a fault,
or when driver 12 has a fault, if the fault occurs imredi- ately after | oop
back di agnosis, then the diagnosis cﬁFﬁ si jon itself will be
successful. However, the token cannot to the control device FCA
I n standby station ST22. Thus, |oop back diagnosis of this station is
unsuccessful . However, failure in the next |oop back diagnosis is

r epeat ed- because the driver _in the controlling station

Not . | Connected to Communication Line
Received _ >l

Wait to Receive Token Frame or
Invitation Frame from Communication
Line HF Via Receiver

~ ' lRecewed /—Step 29

Start Monitor Timer Means before
Transmission :

l ~ Step 23

|Is Frame Received before Time Received
is Up ? :

Not
lReceived /Step 24
Double Address Monitoring is Ended
Normally - '

J s Step 25

Frame-is Sent Out.
Connected to Communication Line
| Via Driver

Judged to be Double
Address Error

‘[ " \-Step 26

Disconnected from
Communication Line

l \Step 27
Address Setting is

taken as Abnormal.
End.

Y
Normal Operation




has a fault, for exanple. The tinme T1l, at which counter 53 in controlling
station ST21 is set, is longer than tine T2, at which counter 53 in standby
station ST22 is set. Thus, the counter 53 in station ST21 runs out of set
tyne earlier than the counter 53 in station ST22. Accord- ingly, if the
control device FCA in the controlling sta- tion has a fault, the token can
be passed to the standby station ST22 with certainty of not being affected

by the fault. Times T1 and T2, at which the tines are set accord- ing to
whether they are in a controlling condition or a standby condition, are
selected by taking into account the ti required for | oop back diagnoses -
and the pro- cessing tines of the .CPUs, ile also maintaining the relation
T1<T2. _/
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=21- In the enbodi nent of FIG 13, each conmunication station, equipped
with a control device FCA which transfers data by token passing, is

dupl exed. Each con- trol device FCA is precisely diagnosed. If any of the
eontrol devices has a fault, the token can be passed to a standby station
wi t hout error. FI G 14 shows anot her exenplary control device FCA 1In the

t oken passing type of control, the passing of the token is controlled by
station addresses assi gnhed

Fig.17
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to the stations.- Wien the token is passed to the next' station, it is

- customary to send a token frane to the

address which-i's equal to the station addt SERY @@@NﬂS EJEI

one. This token"passing is based on t hé—assd SEASE ¢ hat
plurality of stations connected to the rﬁv;prk hol ds th oanFEBﬂ%? [
‘fhe sanme station address is assigned to two or nore stafipns, for whatgqvs

or if the.same address is repeatedly used hecaugpe of a failure. in

reason,

one of a

—h

the address setting meapygpLEReCOMMONEOKTENON CONDROBSDEWEGmed 10 two

stations.
net wor k.
case. As
to avoi d

In these cases, a collision of token frames will occur in the
It is irrpossible to pass the token to all the station in that

a result, conmuni cegé\ d&%ﬁ%@fﬁzs@b@xﬁﬁ FIG 14 enbodi nment,

this undesirable si-ue .“.., Sr—aa-——eRe—tmct i on i s given to

each control degl Cfex ClommuAddd £4ul aL, when a new station parthSication

system comprising a plurality of communication stations which
communicate data between them. These stations are connected via
a duplexed communication network. That of the stations which holds
a token communicate over the duplekxed communication network. Each
station coniprises: a bus status 1list storing ihformation
indicating whether the station can communicate-over the £ irst and
second communication lines of the dublexed network; a token-
generating means which carries the newest bus status j.nformation
possessed by the tqken—_génerating means itself on a token £ rame and
transmits the token frame; a list-.updating means which receives
the token frame transmitted over the first and second
communigation lines and updatés the contents of its owﬁ bus status
list according to the bus status informaﬁion -éarried on the token

frame, and a., :transm:.ss:.on—recept:.on means which selects one or

‘both of the two communication llnes according to the bus status

list and commun:.cates .

FIGURE 1
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pates in the token processing conmunication by con- ne
* the network or by turning ON the power supply, the coni
~determine if any address has been set tw ce or nore.
an address setting neans 61, for setting a station add
station of the control device, may be a nechanical set
take the formof conputer software. A token to itself

REPLAGEMER T OREEE] ¢ o
| h the enbodi neht},
ebsOtp Hikaqedy

i hg means or
Hel ] 6

detects reception of that token fromthe token transm

téd over network [HF

ddr ess setting UPLE COMBIERNICRTIGREDSTROE BIgyIgE 21 © 11e

predeterm ned tine which is |longer than the sumof the transm ssion del ay

time and the responsBASKRGROBNDIVOF (HHE IRNMENTION| f det ecting neans

62 1. Field of the Invention

This invention relates to a duplex communication
control device used in a communication system com-
prising a plurality of communication stations and a du-
plex communication network; and more particularly, to

such a device which is capable of being used

with a

distributed control system, which controls process vari-
ables, such as temperature and pressure, in such a com-
munication system wherein the various communication
stations communicate with each other by token passing.

2. Description of the Prior Art

A communication system, comprising a plurality of
communication stations sharing one communication
network, is required to control communications in such
a manner that communication between the stations is

carried out in an orderly manner.

The token passing type of communication control is
. well known, and is disclosed, for example in U.S. Pat.

Nos. 4,058,681 and 4,491,946, wherein a singl

e token

permits each station to serve as a master station and to
communicate with other stations, using a communica-
tion network. The token is successively passed from
station to station in terms of token frames in a predeter-
mined sequence. When one communication station re-
ceives this token, it controls the entire communication
system, and, when communication is requested, com-

municates with other stations. When there is no

request

for communication, the token is sent to the next commu-
nication station. The cyclic passing of the token frames
is managed according to station addresses intrinsic to
individual stations. When token frames are passed to the
next station, the token frames are normally sent to the
station having a station address which is one larger in

number than the station address of the present

station.

This token passing type of communication control is
advantageous in that it enables efficient use of the com-
munication network. Also, communication control is
not centralized. Furthermore, the control is not affected

by the length of the communication network.

In this

way, the token passing type of control has various de-

sired features. Thus, such type of control is
accepted in process control systems.

widely



-22- detects reception of a token addressed to itself, tj
» begins to neasure tinme. A reception decision neans 64 na
see whether franes fromother stations are received unti
nonitor timer nmeans 63 runs out.. Reception decision nmean
circuit for receiving the carrier signal on network HF
circuit that detects the reception level. ~ Reception d

determ nes that a dou- ble address error has occured when g frane
transnmitted n process control systems, which are required—oy

necessity to have high reliability, field control stations

assigned to control the process and the communication

network to which the field control stations are con-
nected are duplexed. Thus, when one station of the
duplex fails, the other station of the duplex operates as

a backup.

FIG. 1 shows one example of a conventional commu-
nication system comprising a plurality of communica-
tion stations ST1, ST2 . .. STn interconnected by a
duplex communication network comprising lines BS1
and BS2. In this system, if a trouble or fault occurs at
point A in one line BS1, and if the token arrives at
station ST1, it is assumed that the station begins to send
a token frame toward station ST2, for example, using
the first line BS1, at first. Since transmission through
line BS1 will be unsuccessful due to the existence of the
fault at point A in line BS1, station ST1 then transmits
a token frame, using second line BS2. The transmission
on line BS2 is successful since there is no fault therein.

When the token is passed to station ST1, station ST1
informs each communication station (ST2 . . . STn)
connected by the communication network (comprising
lines BS1,BS2) that line BS1 has a fault. On receiving
this message, each station (ST2 ... STn) recognizes the
existence of the fault in line BS1 and stops communica-
tion through line BS1. Subsequently, communication is
continued using line BS2.

The just discussed conventional system has the fol-
lowing problems.

(A) Since station ST1 informs the other stations ST2
.. . STn of the failure in line BS1 when the token is
passed again to station ST1 after the failure in line
BS1 is detected, the other stations ST2 ... STn
cannot recognize the failure in line BS1 until the
token is again passed to station ST1.

- (B) If any one station fails to receive the message of
the fault, such station will not know of the fautt and
will continue to act as though such fauit did not
exist.
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" 63 runs out.

Deci si on neans 64 produces an error signal

to control nmeans 15. On receiving this error signal, the%—?ﬁﬂpgﬁ_ﬂmsgﬁ
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interrupts participation in network HF and abandons t he {t dken.
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station address assitipmedT el gthes statiops sydlhithus seceivawepeated st ati on

failure signals for the same fault. This will cause
performance deterioration of the system.

(D) When a line has a fault, if 2 new station is con-
nected later to the network, then the new station
will be unable to recognize the line fault at the time
of the later connection.

SUMMARY OF THE INVENTION

Accordingly, an object of the invention is to over-
come the aforementioned and other deficiencies and
disadvantages of the prior art.

Another object is to provide a reliable duplex com-
munication control device which permits every station
connected to the network to recognize failure in one of
the lines of the network, with certainty and quickly; and
which minimizes any adverse affect on normal commu-
nication operation.

A further object is to provide a duplex communica-

tion control device which permits a station which is
newly connected to the network to quickly recognize
the failure state of the network lines without having to
adopt complex procedures, and to quickly and
smoothly participate in the token passing communica-
tion.

A yet further object is to provide a duplex communi-
cation control device which prevents a token from
being simultaneously held by two stations, such as when
the network is disturbed by noise, when the system is set
up again, or when the same station address is assigned to
two or more stations.

Yet another object is to provide a duplex communica-
tion control device which can be readily disconnected
from the network when the device itself has a fault,
thereby preventing communication between other
faultless stations from being adversely affected by such
fault. : _
Another object is to provide a reliable duplex com-
munication control device wherein every station is du-
plexed and wherein such such control device is capable
of self diagnosis during the operating and standby states.
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address contained in the token transmitted over the network HF. |If the
» token is addressed to the present station, then detecting

determ nes that the reception has been made. | f token-t WEME&‘[EETC
means 62 receives a token addressed to this station, the fngnitor tiner
nmeans 63 is started (STEP 22). Recepti on-4keci sion neans g4 mgsjuudgg'ysi of
to determ ne whether any other station re- ceives a toke nd responds t
it until the tinme set in timer neans 63 runs out (STEP 23). T mo—frame—s
trans- mtted from ' el 6 out of set tine
(NOT RECEI VED), i . € H@ﬁéﬁrﬁﬁi\?ﬁmmﬁ@@% nei ther the
frame nor the carrg ty ' : | S/ ans 64 deter-

FTG. ltgon"?]mr?g’;?ﬁ‘ Ggﬁgctggér?‘é{%sdﬁf&n&z!{} déér?t?nHP.
TSg i2ng

m nes that no other . sta a% o) ress exists on
network HF. The Bi53HQ SXS¥ER %ﬂg ¥ _'Hpggicﬂmﬂ 16#- a doubl e

address i s endedti@arstations and a duplex communication network.

FIG. 2 is a diagram depicting an illustrative embadi-
ment of the invention.

FIG. 3 is a diagram depicting the internal structure of
the station, e.g. ST1, of FIG. 2, wherein such station
serves as an operator station.

FIG. 4 is a diagram depicting the internal structure of
the stations, e.g. ST2 ... STn, of FIG. 2, wherein such
stations serve as field control stations.

FIG. § is a diagram depicting main components of the
control device incorparated in the station of FIGS. 3,4.

FIG. 6 is a diagram depicting a token frame in a
transmission frame outputted by the transmission-recep-
tion control means of FIG. 5. '

FIG. 7 is a diagram depicting the bus status list 21 in
each station. ’

FIG. 8 is a flow chart depicting operation of one
station connected to the communication network of
FIGS. 2-5.

FIG. 9 is a diagram depicting another example of the
communication control device of the invention. R

FIG. 10 is a diagram depicting a further example of
the communication control device of the invention.

FIG. 11 is a flow chart depicting operation when one
station receives the token.

FIG. 12 is a diagram depicting a further example of
the communication control device of the invention.

FIG. 13 is a diagram depicting a duplex communica-
tion station acting as a field control station.

FIG. 14 is a diagram depicting a still further example
of the communication control device of the invention.

FIG. 15 is a flow chart depicting operation of the
station of FIG. 14 connected to network HF.

FIG. 16 is a diagram depicting yet another example of
the communication control device of the invention.

FIG. 17 is a flow chart depiction operation of the
embodiment of FIG. 16
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DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIG. 2 shows an illustrative communication system,
wherein it

is assumed that the communication system is a pro-
cess control system. A plurality of communication sta-
tions ST1... ST, each of which constitutes a unit of
communication, are connected to a duplex, bidirec-
tional communication network HF comprising a first
communication line L1 and a second communication
line L2. Each station STi is coupled to the communica-
tion network HF by a pair of couplers Ci(i.e. C1. ..
Cn). Each station is equipped with a communication
contral device which controls communication by the
token passing method. ,

Station ST1 is used in the example as an operator
station which permits a human operator to monitor the
entire system. Station ST1 gives instructions about con-
trol operations and has a keyboard and a graphic display
acting as a2 man-machine interface. The other stations,
such as ST2,ST3, are distributed field control stations
and control the process, under the control of the opera-
tion station ST1 and under instructions provided by
such aperator station.

FIG. 3 shows the internal construction of station ST1

of FIG. 2 acting as an operator station, which station

ST1 comprises a communication control device FCA, a
central processing unit CPU, a main memory unit MM,
and an input/output control unit JOC. Device FCA is
coupled to network HF via a pair of couplers (not la-
beled) and connected to processor CPU, main memory

gIM, and input/output control IOC via an internal bus
S.

Device FCA comprises a processor used only for
communication and a peripheral circuit and executes
communication processing independent of processor
unit CPU at the request of other communication units
or other stations. This processing utilizes the known
token passing method, i.e. when a taken is passed to the
station itself, communication processing is performed
by the use of network HF. Generally, the term “token’’
means an authorization to control some item, such as a




si oh means 64 receives a frame or a carrier transnitted ove‘rm-ne(—m-ﬁ-k—l-«'—--
“before a given tine el apses (i.e. before the set rine of m:rB CEMﬁNT 6HEET
runs out), recep- tion decision nmeans 64 deterni nes that arotfher statron

having the sane station address has already existed on networkd—g guNelP -}h
frame is transmtted fromthis station). Decision neans 64 {dgterm nes %at
a dual ad- dress error has taken place anr@-in response produces—af—er~or
signal which is outputted to control nmeans 15 (STEP 26). On receivVving
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oper:at ion is ende@ék%ﬁﬁgg&eggﬁﬁrgﬁggg:&ﬁg? ngg%%gvr@ﬁ Préﬁi&gﬁut putted for

appropri ate di splEjned epe Plathefing 48 ¢ OBE piBe DA% aBMuni cat i on by
therein, the other normal line 15 used.

Processor unit CPU performs various Kinds of inter-
nal data processing as the operator station. When com-
munication is desired, the CPU prepares a command or
data used for communication in a transmission buffer
contained in main memory MM, and transmits a com-
munication request to control device FCA according to
the type of communication desired. The results of the
communication, made under control of control device
FCA, are stored in a reception buffer. The CPU utilizes
the stored data as the need arises.

A keyboard DSP and a graphic display acting as a
man-machine interface are connected to input/output
control unit IOC. A typewriter or other devices (not
shown) are connected via the input/output control unit
I0C.

FIG. 4 shows the internal construction of stations
ST2 ... STn of FIG. 2 acting as field control stations.
The internal structure of these stations is substantially
the same as the internal structure of station ST1. Each
station comprises a communication control device FCA
connected to duplex communication network HF via a
pair of couplers, a central processing unit CPU, a main
memory MM, an input/output unit JOC and an inter-
connecting internal bus BS. Actuators, such as sensors
and valves installed in the process control devices, are
connected to input/output control unit IOC directly or
via a field bus (shown as a line). .

FiG. § shows the main components of the control
device FCA of FIGS. 3,4, which are contained in each
station STi. Control device FCA comprises receivers 11
and 12, which receive communication frames transmit-
ted over first line L1 and second line L2 of the network
HF via couplers Ci. Drivers 13 and 14 output communi-
cation frames from device FCA via couplers Ci for
transmission through lines L1,L.2. Control device FCA

further comprises a transmission-reception communica-
tion control means 15 which is connected to receivers
11 and 12 and to drivers 12 and 14, and which controls

U




using the network HF, the FIG 14 enbodiment pernmits the equipnment to check

"whet her there exist the sane station address as used by any
connected to the network. Thus, if an address should be erj
conmmuni cation will be prevented from being disabl ed. FI G
further enbodi ment which is simlar to FIG 14, wherein if
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can communicate by use of the two lines L1,L.2. List 21
is contained in the memory inside control device FCA
or may be part of the main memory unit MM. A token
generating means 22 serves to transmit a token i.e. an
authorization to control the system. When one station
holds the token, when a token frame is transmitted to
the next station, the token generating means 22 carries
the newest bus status information possessed by that one
station on the token frame and transmits such token

frame. A list updating means 23 rcceives the token
frame transmitted over lines L.1,L2 and updates the
contents of its own bus status list according to the bus
status information carried on the token frame.

When the communication frame is transmitted, the
transmission reception control means 15 refers to the
bus status list 21. If the information stored in list 21
indicates that none of lines L.1,L.2 has a fault, then lines
L1 and L2 are alternately used or a predetermined line
is used. If one of the lines L1,L.2 has a fault, that fault
containing line is not used and the other faultless line is
selected for use. The communication frame is sent over
the selected faultless line.

FIG. 6 shows the token frame of the communication
frame transmitted by transmission reception control
means 15, wherein the token frame comprises a pream-
ble portion PRA, indicating the head of the frame; ad-
dress information DA being information about the ad-
dressed station; address information SA being informa-
tion about the transmitting station; length information
LG being information about the communication frame;
control information CTL containing information indi-
cating the kind of token frame and control information
for transmitting information; bus status information BI
for the newest bus status (i.e. information indicating
whether the lines L1 and L2 can or cannot be used); and
a check code CRC. One type of token frame is a normal
token frame for sending the token only to those stations
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franes.

t ot al

for giving instructions to stop particigpationin the c
determ nes that a collision of the address of this stafi
addr ess of anot her sta-

detects a change in the signal |evel caused by c
A col lision nunber count neans 66 is incre- MR
mast er detecting neans 65 de- tects a nultiple naster

count

obt ai ned by count neans 66 reaches a given

which presently participate in the communicatiobpro-

cess. Another type of token frame is a diagnostic token
for passing the token to a station which does not cur-
rently participate in the communication process, but
may participate in future communication.

FIG. 7 shows bus status list 21 (also see FIG. 5)
‘which is incorporated in each station. Data indicating
the newest state of each of the lines L1,1.2 are stored in
the list 21. For example, state 1 indicates that the com-
munication line is normal, while state Q indicates that
the line has a fault. If a line is normal, or in state 1,
communication over that line is possible. If a line has a
fault, or state 0, communication over that line is not
possible. When one station gains a token and sends out
a communication frame, that station can know whether
the transmission is successful or not, based on the bus |
status information contained in list 21. The obtained
newest information about the bus status is stored in list
21. When one station receives the token, the list updat-
ing means 23 (see FIG. 5) updates the contents of list 21
according to the bus status information carried on the
token. In this manner, the contents of the bus-status list
21 are updated quickly and changed into the newest bus
status information.

The operation of the embodiment of FIGS. §,6 and 7
is next described with reference to the flow chart of
FIG. 8 which illustrates operation of one station con-
nected to network HF. For example, at first a token is
present in station ST1. Transmission-reception contcol
means 15 refers to its own bus status list 21 (STEP 1).
The information is carried on the token frame. A desti-
nation address indicates the next station ST2. The infor-
mation is transmitted over the line, e.g. L1, regarded as
normal by the bus status list 21 (STEP 1). A decision is
made to see if transmission of the token is successful, by
checking the acknowledgement signal from the com- .
municating station (STEP 2). If transmission of the
token is successful (YES), then the token is shifted to
the addressed station ST2.



tion or other troubles has occurred. Then, neans 67 instructs the
communi cation control neans 15 to inter- rupt particil Ol hyl e
comuni cat i on. FIG 17 illustrates the operational
bodi ment of FIG .16. When a station obtains a token, means
transmts a frame indicating reception of a token addyessg® UUN 1ga7! f
(STEP 31). After transmt- ting a frase, nultiple ms detecting
65 noni - tors the signal |evel on network HF. Detectijng Teans

the token and transpits a fra in onse .t o t he t. : [
transmtted siml ar&“ ﬁ%&iﬁ?ﬂ/ﬁﬁa"at h@ﬁp%f%&qlbﬁ,f tQﬁog?q‘S mes corT
on network HF, ahéTﬁé’ & varthat i e itFansmissiognas netvepccessnl it fol I ows
that a nultiple néNC imb tackndwkedgraentsigdleid ser(tSliemat)e 1f a
mul tiple master cepfirhuaitatingiataden, theact@eidNGIPdegdrde thestemi s
regarded as nor mafjne 1 P4 HARNGRETA ARd a9l b Sthtus informa-
tion indicating that line L1 has a fault, on the token.
Then, the token is transmitted over line L2 (STEP 3).
Thereafter, a decision is made to determine whether the
transmission of the token over line L2 has been success-
ful or not (STEP 4).
If the result of the determination is that transmission
has been successful (YES), then station ST1 updates the
contents of its bus status list 21 so as to indicate that line
L1 has a fault. Also, in station ST2 receiving the token,
the list updating means 23 updates the contents of its
own bus status list 21 and changes such contents into the
newest information according to the bus status informa-
tion (i.e. information indicating that line L1 has a fault)
carried on the token (STEP 5).
If there is a request for transmission of data or other
communication, station ST2 gaining the token executes
the communication operation. Then, station ST2 trans-
mits the token to the next station, or station ST3, over
line L2 according to the contents of its own bus status
list 21, in the same manner as just described, i.e. the bus
status information is carried on the token and transmit-
ted.
By carrying out the just described series of steps, the
contents of the bus status lists of the stations are updated
so as to represent the newest condition when the token
is cycled through the stations participating in the com-
munication process. |
If the result of the determination made in STEP 4, on
the other hand, is that the transmission of the token over
line L2 is not successful (NOT), then a given processing
for confirmation is carried out. For example, transmis-
sion of the token over line L2 is tried again. A check is
made to see if an effective response is not obtained.
Similarly, the token is transmitted over line L1. If no
response is obtained, then both lines L1 and L2 are
judged to have faults. The defective locations are thus
detected.
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On the other hand, if a nultiple naster condition is deteet-od ~ABNCRMAL )

the count means 66 is incre- mented (STEP 33). Means 67 forREPMOEMENT SHEET
instructions for stopping participation in the comuni catijorf~Tfetks
whet her the total val ue obtained by count neans 66 is in exce of e

T s2lygh o

value (e.g. 3,4, etc.) below which collision due to the exis

multiple nmaster condi- tion is permssibljg-(STEP 34). If t]he

ex- ceeded (EXCEEDED), the systemis judged to have a faulft. Means 67
instructs control 5 naft i L it momteat-of
(STEP 35). If the % g\#@vég}.‘ghﬁlﬁ)&gxceh&% ne %Bgrt\ﬁgeé ue (NOT EX-
CEEDED), the oper WHIGTEHT FRG dit%féoptlslﬂqupp?ﬁ “enbodi nent ,

during normal opert€itokeni generating means Ad. rban isgonPBURLO¥SAN, and if a
coll'i- sion of trogemgrasednbyudidgnastituitbkehe generatingomidrisodloccurs, then

the defective statiffyek 2iter@RORSteoh’@Rnected to line L1 and line
L2, or a station whose power supply is turned ON, to
participate in the communication. The newest bus status
information held by the station itself is carried on the
diagnostic token and transmitted.

If list updating means 23 receives the diagnostic to-
ken, the updating means 23 updates the contents of bus
status list 21 held in the station according to the bus
status information carried in the diagnostic token frame.

A live list 40 indicates the state of operation of the
stations which have been or will be connected to lines
L1 and L2. In this embodiment, each station either
participating in the communication or operating is
termed an active station. Each station not participating
in the communication is termed an inactive station. Live
list 40 is updated by receiving information which is
transmitted by each station at regular intervals of time
and which indicates that the station is in an active con-
dition.

Diagnostic token generating means 31 refers to live
list 40 and sends a diagnostic token at regular intervals
of time to those stations which are inactive on the list.

Normal token generated by token generating means 31°
is cycled through the stations which are active in live
list 40. '

In this embodiment of FIG. 9, when a new station
participates in the token passing communication, the
status information on the duplex communication net-
work can be made to be coincident with information
about the other stations without need of taking compli-
cated steps.

In the embodiment, the bus status information indi-
cating failure in the network and indicating whether the
defective stations have recovered, can be quickly and
reliably sent to every station. Deterioration of perfor-
mance due to erroneous bus status information is pre-
vented. Where the system recovers from failure, it can
immediately shift to normal operation of the duplex
communication network. Hence, the invention results
in a reliable duplexed system.
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In the FIG. 9 embodiment, when a new station paxl:;': _
ipates in the token passing communication, advantz
geously, the information about the status of the network
can be made to be coincident with the information
about other station without the necessity of taking com-
plicated steps.

FIG. 10 shows another communication contral de-
vice, wherein a means is added which eliminates prob-
lems which occur when a plurality of token frames,
which are symbols of authority, are present on the net-
work HF shared by the communication control devices
FCA. The main components of this means are shown in
FIG. 10.

In a token passing communication system, it is as-
sumed that only one of a plurality of stations connected
1o the network HF holds the token. However, if the
system is set up again after being disturbed by noise, or
if the same station address is assigned to two stations for
whatever reason, then the two stations hold the token
concurrently. In this situation, it is impossible to control
the communication by a normal token passing opera-
tion, and thus, the operation of the entire system is
adversely affected.

In the FIG. 10 embodiment, means for resolving such
problem is added. Communication control device FCA
comprises a transmission-reception control means 15
which controls the token passing communication and
detects errors. A carrier detecting means 25 receives the
signal, for example, on one line L1 via a receiver 11 and
detects the presence or absence of a carrier from the
signal level on line L1. A collision detectmg means 26
similarly receives the signal on line L1 via receiver 11,
For example, detecting means 26 monitors the DC com-
ponent level on line L1, and comprises a comparator
which detects variations in the signal level caused when
the frame transmitted from this station is superimposed

on the frame transmitted from another station.

The station of token generating means 22 receives the
token. When this token is held, token generating means
22 transmits the token to the next station under control
of a token control means 24. Token control means 24
controls token generating means 22 in such a manner
that when output signal CD from carrier detecting
means 25 indicating detection of the carrier or the out-
put signal CLD from the collision detecting means 26 is
received, the token held by the station is abandoned.




__newistation I's connected to the bus, may be omtted or added as desired.

The foregoing descriptionis illustrative of the princi &MB’
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FIG. 11 shows operation when one station having the
control device FCA of FIG. 10 has obtained the token.
Transmission-reception control means 15 usually moni-
tors the token frame transmitted over line L1 or L2. If

the token frame is addressed to the station of the control
means, then it obtains the token (STEP 11). Then, car-

rier detecting means 25 makes a decision to see whether

the carrier transmitted over line L1 has been received
or not, i.e. to see whether any other station connected to
line L1 is sending the carrier or frame (STEP 12).

If the carrier is detected (YES), ie. if the output
signal CD from carrier detecting means 25 is active,
token control means 24 determines that another station
obtaining the token exists other than the station itself.
Control means 24 instructs the token generating means
22 not to generate a token (i.e. instructs token generat-
ing means to abandon the token)}(STEP 13).

On the other hand, if the result of the decision made

.in step 12 is that no carrier is detected (NO), transmis-

sion-reception control means 15 determines that an-
other station does not have a token, and thus transmits
an acknowledge frame (STEP 14).One example of the
transmitted frame is an acknowledge frame informing
the station sending the token that the token has been
received. After transmission of the acknowledge frame,
collision detecting means 26 monitors the DC signal
level on line L1 via receiver 11 and makes a decision to
see whether the frame transmitted by the station itself
over line L1 collides with the frame transmitted by
another station (STEP 15).

If a collision is detected (YES), i.e. if the output signal
CLD from collision detecting means 26 is active, then
token control means 24 determines that another station
will gain the token. Control means 24 instructs the
token generating means 22 not to generate a token, i.e.,
instructs the token generating means 22 to abandon the
token (STEP 13). _ .

Thus, a situation is quickly and reliably detected
wherein the station itself transmits a frame and at the
same time another station transmits a frame. This situa-
tion might not be detected by carrier detecting means
25. A serious situation is thus avoided which would be
otherwise caused by the presence of two tokens.

he
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transmission, token generating means 22 sends a token
frame to the next station (STEP 17). This transmission
of a token is carried our as illustrated in the flow chart
of FIG. 8. _ _
If the token is abandoned in STEP 13, another station
keeps holding the token. The communication is effected
under the control of this other station.
If a stmilar collision of frames is detected in another
station and the token is abandoned, then it follows that
the token disappears from the lines. To allow for this
disappearance of the token, the communication control
device of the stations are provided with token monitor
timers which are set at different times. The token gener-
ating means having the set time of the monitor timer run
out the earliest transmits a new token. Thus, if the pro-
cessing for abandoning the token is performed in STEP
13, the token passing operation of the entire system is
continued in a normal manner.
In the FIG. 10 embodiment, if two or moie stations
transmit tokens, then the entire system connected to the
network is affected. This situation is quickly detected,
and then the tokens are abandoned. Hence, the inven-
tion provides a reliable communication control device.

FIG. 12 shows a further example of a communication
control device FCA, wherein means are provided for
detecting failure which would otherwise affect the en-
tire system and for preventing a defective communica-
tion control device from participating in the communi-
cation control operation.

In a system which employes the token passing
method of control, in order to pass the token smoothly
at all times, even if one control device receiving the
token loses the token for some reason, such as for exam-
ple when the power supply is turned OFF, the token
must be transmitted to other control devices. For this
purpose, the control device FCA of. each station is
provided with a carrier detecting means 25 for detect-
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time to which timer 27 is set, i.e. when a signal indicat-

ing that timer 27 ’s set time has run out is received from

timer 27.

The preset values at which monitor timers 27 of each
station are set are made different for the different sta-
tions. The minimum value of the preset values is so
selected that it is larger than the maximum time during
which no carrier exists on network HF during normal
operations.

In the FIG. 12 embodiment, even if the token disap-
pears, token generating means 22 of device FCA having
monitor timer 27 whose set time runs out the earliest,
generates a token again. Consequently, normal commu-
nication control is continued.

In this device, if receiver 11 or carrier detecting
means 25 has a fault, the carrier on network HF can no
longer be monitored. The concerned contro] device
FCA determines that the token has disappeared from
the network. Whenever the predetermmed time, at
which the moaitor timer 27 thereof is set, expires, the
device FCA generates a token and sends the token to
the next station, or to the next control device. This
operation is repeated. In this case, if other stations are
communicating with each other, the communication is
impeded.

To eliminate this problem, the embodiment of FIG.
12 comprises a loop back diagnosing means 28, a
counter 29, and a transmission-reception operation stop-
ping means 30. Loop back diagnosing means 28 exe-
cutes a loop back diagnosis to check whether the trans-
mission and reception function of its own control device
FCA is normal or not. Counter 29 counts a loop back
error signal transmitted when the [oop back diagnosis is
made by diagnosis means 28 fails, and produces an error
51gnal when the total count reaches a given value. Stop-
ping means 30 stops the transmission and reception
operation of control means 15 according to an error
signal from counter 29. An allowable number of loop
back operations is previously set in counter 29.
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It is assumed that receiver 11 of this device has a Tauh
and is not capable of reception. Under such condition,
the device operates in the manner described hereinbe-
low. The carrier on network HF cannot be detected.
Qutput signal CD from carrier detecting means 25 is
made to be inactive. Carrier monitor timer 27 counts the
time during which the carrier is not detected. When this
measured time reaches the set value, the time up signal
1s made to be inactive. On receiving the time up signal, .
token generating means 22 determines that the token
has disappeared from network HF and generates a new

token. This token is transmitted over network HF via
transmission-reception control means 15 and via driver
12, and transmitted to the next station.

However, a response signal or an acknowledge signal
to this token cannot be received because of the failure in
receiver 11. Hence, control means 15 determines that
the transmission of the token is unsuccessful, and re-
peats the operation for sending the token to the next
station. This series of operations is carried out each
station connected to network HF, but all of the trials of
token transmissions are unsuccessful. During this time
interval, communication between the other stations
over the network HF is impeded.

Subsequently, control means 15 instructs loop back
diagnosing means 28 to execute a loop back diagnosis,
to determine whether control means 15 itself has a fault.
On receiving instructions for execution of the diagnosis,
diagnosing means 28 transmits a communication frame
or diagnostic frame addressed to itself over network
HF, and carries out loop back diagnosis to determine
whether the frame can be correctly received. As a result
of the diagnosis, the diagnostic frame addressed to itself
can not be received because of the failure in receiver 11.
Thus, a loop back error signal is provided to counter 29.
On receiving this loop back error signal, counter 29 is
incremented. |

If the result of loop back diagnosis shows an abnor-
mality, i.e., the failure in receiver 11 is transient and the
receiver 11 has recovered from the failure at the time of
loop back diagnosis, then a signal indicating normality
is produced. Counter 29 is reset. '
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throughout the Pep9 reaches a given value and produces an error signal.
When counter 29 produces the error signal, transmis-
. sion-reception operation stopping means 30 instructs
control means 15 to stop the subsequent operation for
transmission and reception. Control means 15 then stops
all transmission and reception performed over network
HF. Control device FCA of control means 15 is discon-
nected from network HF. This operation minimizes the
effects on the network HF even if receiver 11 or carrier
detecting means 25 has a fault and the entire system is
affected by the failure.

In the embodiment, it is assumed that transmission
-reception stopping means 30 is incorporated in control
device FAC. Stopping means 30, however, may also be
disposed in an external device such as processor unit
CPU. In such case, the external device can easily locate
the defective control device FCA.

In the FIG. 12 embodiment, when a failure takes
place which would affect the entire system, only the
corresponding control device FCA is disconnected
from the network HF. Thus, control devices FCA of
the other stations can still maintain normal communica-
tion. Also, reliability is enhanced.

FIG. 13 shows a duplexed station STi acting as a field
control station, wherein a structure is provided which
permxts each station to correctly diagnose control de-
vice FCA of that station.

In the station, acting as a field control station, arith-
metic operations for control are assigned to the CPU. A
failure in the CPU leads to stoppage of the process
control. Thus, the station is duplexed. That is to say, a
second unit is provided as a back-up in case of failure of
the first unit. When a trouble is detected in each station

CPU or in the control device, the other normal or fail-
urc free station backs up the defective station.

v
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Where one processor unit diagnoses the other proces-
sor unit to detect a failure, it is difficult to locate which
of the processor units causes an error if such an error
occurs. Where each control device FCA is diagnosed
by loop back diagnosis, good results are obtained when
both the controlling station and standby station each
perform their respective loop back diagnosis. In a token
passing type communication control system, one station
cannot send information unless it obtains a token. Thus,
if the controlling station has a fault, it is impossible to
pass the token to the standby station. As a result, the
diagnosis in the standby station will otherwise normally -
be unsuccessful. On the other hand, in the invention
because of the means used, the diagnosis is successful.

That is to say, in the FIG. 13 embodiment, the proces-
sor unit and control device are duplexed in such a man-
ner that both the operating and standby units are cor-
rectly diagnosed by using loop back diagnosis.

In FIG. 13, two stations ST21 and ST22, connected
to network HF, serve as field control stations. One
station, such as ST21, is engaged in control, while the
other, such as $T22, is in a standby condition and pre-
pared for operation in case of failure in the aperating
station.

Each CPU of the stations ST21, ST22 performs vari-
ous control operations, arithmetic operations and pro-
vides instructions for loop back diagnosis. Control de-
vice FCA, coupled to network HF, provides the token
passing communication control.

Loop back diagnosing means 28 of each control de-
vice FCA executes a loop back diagnosis under instruc-
tions from the corresponding CPU. CPU control means
51 of each CPU produces a ready signal RDY indicat-
ing that the control means 51 itself is operating, and
provides instructions for loop back diagnosis.
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Each of the two CPUs has a gate circuit 52 which
rececives an output signal from the gate circuit of the
other CPU and a ready signal from the corresponding
CPU control means 51. The gate circuits of the two
CPUs provide selecting signals IOCE1 and 10CE2,
respectively, for providing duplex control. These two
signals IOCE1 and IOCE2 have a mutually exclusive
relationship to each other.

The FIG. 13 embodiment is characterized in that a
counter 53 is provided which is started at the beginning
of a loop back diagnosis and is reset at the end of the
diagnosis. A time setting means 54 sets a desired time at
which the corresponding counter 53 runs out. This set
time is made different between the case when the select-
ing signal IOCE1 or IOCE2 for duplex control is active
and the case when the signal is inactive. For example, if
the selecting signal IOCE1 is active and the token exists
in this station, a shorter time is set than the time set
when no token exists.

The time up signal from counter 53 is applied to the
corresponding CPU control means 51. When each CPU
control means 51 receives the time up signal from the
corresponding counter 53, the control means deter-
mines that control device FCA of that station has a

fault. Control means §1 causes ready signal RDY out-
putted from control means 51 to be inactive.

Normal operation of the just describe embodiment
and operation performed when the communication
function has a fault will now be described

Operation Under Normal Condition

Gate circuit 52 of each CPU forms a flip-flop acti-
vated by ready signal RDY outputted from control
means 31. The CPU from which the ready signal RDY
cutputted from control means 51 is made active earlier,
renders selecting signal IOCE1 or IOCE2 for duplex
control to be active, and assumes a controlling condi-
tion. Since the two selecting signals IOCE1 and IOCE2
have a mutually exclusive relation to each other, the
-other station is in a standby condition.
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It is assumed in the following discussion that the

processor unit in station ST21 is in a controlling condi-
tion and the processor unit in station ST22 is in a
standby condition. Time setting means 54 of station
ST21 knows that this station is in a controlling condi-
tion, based on the fact that signal IOCEI1 for duplex
control is active. Setting means 54 sets counter 53 to
time T1. Time setting means 54 of standby station ST22
knows that the station is in a standby condition, based
on the fact that selecting signal IOCE2 for duplex con-
trol is inactive. Setting means 54 sets corresponding
counter 53 to time T2. Times T1 and T2, at which the
counters are set, are so selected that T2 is longer than
T1, i.e., the counter in the standby condition is set to a
time which is longer than the time to which the counter
in the controlling condition is set.

When the CPU of station ST21 is in the controlling
condition, if control device FCA in station ST21 re-
ceives a token, loop back diagnosing means 28 executes
a loop back diagnosis. At the same time, counter 53
begins to count forward. '

The results of the loop back diagnosis are sent to the
CPU. If no error is detected, counter 53 is reset before
the expiration of the set time. Then, control device
FCA in the controlling station passes the token to the
control device FCA in the standby station. Then, the
control device FCA in the standby station similarly -
executes loop back diagnosis. :

If the CPU in the controlling condition has a fault,
ready signal RDY outputted from CPU control means
51 becomes inactive, thereby inverting the state of se-
lecting signal IOCEL1 or IOCE2 for duplex control. The
token is passed to the CPU in the standby station.



each of said plurality of comrunication stations com § E

" token-to-itself detecting neans for detecting recep- IR MNT H E;!]
addressed to a comruni cation sta- tion containing daild tok -t%-j’tself
detecting neans; nonitor tinmer nmeans which is set to i v 5&“31 9
| onger than the sum of the transm ssion delay tine the response
delay tine, for detecting recep- tion of a token addyessed to said
station and for then neasuring tigg.after such deteclion: [ ecopt-+oh

deci si on neans for cidim ether r t station is
recei ved before t he%per&tﬁcﬂ%\ﬁgfom%aﬂ{iﬁéﬁ%ﬁ mmﬂg runs out; and
wher ei n Wnenlg frame is rgce!c@nmfﬁﬁé‘@&i “PFHQ“@ n t sai d :jmnib]tor timer
runs out, said recegtion .S . oubl e
address error has,, @Bngg?tﬁgéeﬁﬁfs é‘]%{ggﬁ%t?nageg)%i ?}gaﬁﬁ an%tsrg’(l)-nnect ed
ling condition executes loop back diagnosis, but its ac-

knowledge signal can not be received, for example. A

failure in the diagnosis is repeated. Thus, the value of
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when a given time T1 has elapsed. In response, CPU

control means 51 determines that control device FCA

in station ST21 has a fault, and makes ready signal RDY

inactive. Also, control means 51 makes selecting signal

IOCE1 for duplex control inactive. The token is passed
,to the CPU in the standby station ST22.

Effects on Standby Station when the Controlling
Station has a Fault

When control device FCA in station ST22 has a fault,
or when driver 12 has a fault, if the fault occurs immedi-
ately after loop back diagnasis, then the diagnosis of the
station itself will be successful. However, the token
cannot be passed to the control device FCA in standby
station ST22. Thus, loop back diagnosis of this station is
unsuccessful.

However, failure in the next loop back diagnosis is
repeated -because the driver in the controlling station
has a fault, for example. The time T1, at which counter
53 in controlling station ST21 is set, is longer than time
T2, at which counter 53 in standby station ST22 is set.
Thus, the counter 53 in station ST21 runs out of set time
earlier than the counter 53 in station ST22. Accord-
ingly, if the control device FCA in the controlling sta-
tion has a fault, the token can be passed to the standby
station ST22 with certainty of not being affected by the
fault.

Times T1 and T2, at which the times are set accord-
ing to whether they are in a controlling condition or a
standby condition, are selected by taking into account
the times required for loop back diagnoses and the pro-
cessing times of the CPUs, while also maintaining the
relation T1<T2.
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In the embodiment of FIG. 13, each communication
station, equipped with a control device FCA which
transfers data by token passing, is duplexed. Each con-
trol device FCA is precisely diagnosed. If any of the
control devices has a fault, the token can be passed to a
standby station without error.

FIG. 14 shows another exemplary control device
FCA. In the token passing type of control, the passing
of the token is controlled by station addresses assigned
to the stations. When the token is passed to the next’
station, it is custamary to send a token frame to the next
station having a station address which is equal to the
station address of the present station plus one. This
token passing is based on the assumption that only one
of a plurality of stations connected to the network holds

- the token. Thus, if the same station address is assigned
to two or more stations, for whatever reason, or if the
same address is repeatedly used because of a failure in
the address setting means, then the token will be as-
signed to two stations. In these cases, a collision of
token frames will occur in the network. It is impossible
to pass the token to all the station in that case. As a
result, communication is disabled.

In the FIG. 14 embodiment, to avoid this undesirable
situation, an additional function is given to each control
device FCA. In particular, when a new station partici-
pates in the token processing communication by con-
necting the station to the network or by turning ON the
power supply, the control device checks to determine if
any address has been set twice or more. _

In the embodiment, an address setting means 61, for
setting a station address to specify the station of the
‘control device, may be a mechanical setting means or
may take the form of computer software. A token to
itself detecting means 62 detects reception of that token
from the token transmitted over network HF and re-
ceiver 12 which indicates the address of the station set
by the address setting means 61. A monitor timer means
63 is set at a predetermined time which is longer than
the sum of the transmission delay time and the response
delay time. When the token to itself detecting means 62
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timer means 63 runs out. Reception decision means 64

can comprise a circuit for receiving the carrier signal on

network HF and a simple logic circuit that detects the

reception level. '

Reception decision means 64 determines that a dou-
ble address error has occured when a frame transmitted
from another station is received before the set time in
monitor timer means 63 runs out. Decision means 64
produces an error signal which is outputted to control
‘means 15. On receiving this error signal, the control
means 15 interrupts participation in network HF and
abandons the token.

FIG. 15 illustrates the operational steps when one
starion is connected to network HF. When the power
supply is turned ON or when a new station is connected
to the network to participate in the communication
(step not labeled), the station waits to receive a token
frame or an invitation frame (i.e. a frame passed through
all station which might be connected to the network) -
transmitted over network HF via receiver 12 (STEP
21). To detect the reception of such a frame, token-to-
itself detecting means 62 compares the station address
assigned only to the present station with the station
address contained in the token transmitted over the
network HF. If the token is addressed to the present
station, then detecting means 62 determines that the
reception has been made. :

If token-to-itself detecting means 62 receives a token
addressed to this station, the monitor timer means 63 is
started (STEP 22). Reception decision means 64 makes
a decision to determine whether any other station re-
ceives a token and responds to it until the time set in
timer means 63 runs out (STEP 23). If no frame is trans-
mitted from other stations when timer means 63 runs
out of set time (NOT RECEIVED), i.e. reception deci-
sion means 64 receives neither the frame nor the carrier
transmitted over network HF, decision means 64 deter-
mines that no other station having the same station
address exists on network HF. The operation for moni--
toring the possibility of a double address is ended nor-
mally (STEP 24).
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On the other hand, in STEP 23, if the reception deci-
sion means 64 receives 2 frame or a carrier transmitted
over the network HF before a given time elapses (i.e.
before the set time of monitor timer 63 runs out), recep-

" tion decision means 64 determines that another station
having the same station address has already existed on
network HF (i.e. the frame is transmitted from this
station). Decision means 64 determines that a dual ad-
dress error has taken place and in response produces an
error signal which is outputted to control means 15
(STEP 26).

On receiving this dual address error signal, control
means 15 interrupts transmission of the frame and dis-
connects itself from the network (STEP 27). In such
case, the situation is taken as an abnormal address set-
ting, and the operation is ended. A message indicating
this abnormality is outputted for appropriate display.

Y%

ggdggj second

When a new station participates in communication by
using the network HF, the FIG. 14 embodiment permits
the equipment to check whether there exist the same
station address as used by any station connected to the
network. Thus, if an address should be erroneously set,
communication will be prevented from being disabled.

FIG. 16 shows a further embodiment which is similar
to FIG. 14, wherein if the address setting means of one
station normally participating in communication breaks
down, the resulting trouble is removed. In this embodi-
ment, a multiple master detecting means 65 detects
multiple master condition , i.e. frames are being trans-
mitted from other stations when the station of the con-
cerned detecting means 65 gains a token and is transmit-
ting a frame in response to the token. In other words, a
plurality of stations acting as masters exists. Multiple
master detecting means 65 is a circuit designed to moni-
tor the signal level of the carrier on network HF and
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transm ssi on-recepti on neans selects a predeter- m ned of—sard

~first and second commruni cati on | i nes for comruni cati on 351 sgyg‘ iyﬁ
status infor- mation contained in said bus status list] iln @a

that both said first and second conm@i cation |ines

detects a change in the signal level caused by colli$ion

of frames. A collision number count means 66 is incre-
mented when multiple master detecting means 65 de-
tects a multiple master condition. When the total count
obtained by count means 66 reaches a given value,
means 67 , for giving instructions to stop participation in
the communication, determines that a collision of the
address of this station with the address of another sta-
tion or other troubles has occurred. Then, means 67
instructs the communication control means 15 to inter-
rupt participation in the communication.

FIG. 17 illustrates the operational steps of the em-
bodiment of FIG. 16. When a station obtains a token,
control means 15 transmits a frame indicating reception
of a token addressed to itself (STEP 31). After transmit-
ting a frame, multiple master detecting means 65 moni-
tors the signal level on network HF. Detecting means
65 holds the token and transmits a frame in response to
the token. If a frame is transmitted similarly from any
other station, and if both frames collide on network HF,
causing a variation in the signal level, then it follows
that a multiple master condition has been detected
(STEP 32). If 2 multiple master condition is not de-
tected (NORMAL), the system is regarded as normal,
and the operation is continued.

On the other hand, if a multiple master condition is
detected (ABNORMAL), the count means 66 is incre-
mented (STEP 33). Means 67 for giving instructions for
stopping participation in the communication, checks
whether the total value obtained by count means 66 is in
excess of a given value (e.g. 3,4, etc.) below which
collision due to the existence of 2 multiple master condi-
tion is permissible (STEP 34). If the given value is ex-
ceeded (EXCEEDED), the system is judged to have a
fault.. Means 67 instructs control means 15 to interrupt
participation in the communication (STEP 35). If the
total count does not exceed the given value (NOT EX-
CEEDED), the operation is continued as it is.

' In the FIG. 16 embodiment, during normal operation,
xf: address setting means 61 breaks down, and if a colli-
sion of transmission due to a multiple master condition
occurs, then the defective station is disconnected from



~can be utilized. 8. A dupl ex comuni cation control devicegfr -
mtting and receiving data anong a plurality of commu- nic tﬂwimmn§

=

connected to a first com nunication |line and a second co

passi ng a token between said plural- ity of comunication s I ons
n
each of said plurality of comunication stations conprising bus status

cRty GUN 1997,

list means for storing information indicat- I ng whet her} a~statTomTan
conmmuni cate over said first apg- second communi cation |ihes; t oken

generating nea

t oken frane angﬁ?];’:‘)r%'ﬁsagyl ?‘%n tg?e é‘g 96kce91ﬁlltsf&ﬁ rkgzr:ﬂ{fggtnls?nnsglnoﬁ over

sai d first given saduadConsaquent b’b a@rmaie%ommw'ﬁa U5 ng neans for
recei vi ng sai d beokentinuede betweenathei reradimngr communi¢atioand second
conmuni ca- sutpc;hg_l nes and for updating contents of a bus status
In the FIG. 16 embodiment, monitor timer means 63
and reception decision means 64 (see FIQ. 14) for
checking to see whether a double address exists when a

new station is connected to the bus, may be omitted or
added as desired. '

The foregoing descnpnon is illustrative of the princi-
ples of the invention. Numerous extensions and modifi-
cations thereof would be apparent to the worker skilled
in the art. All such extensions and modifications are to
be considered to be within the spirit and scope of the
invention.
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“frame; and transm ssi on-reception neans for selecting on o

first and second comruni cation |lines for comruni - cati o Cﬁs ?q@p 492
said bus status list; wherein said transm ssion-reception e e!:
alternately said first and second conmunication |ines fpricaom

muni cati on when said bus status informati on con- tainedlin said bus
status |list indicates that both said -26- first and second c mr=catiomn

trans- mtting and “anong.a pl uralf' ty of i;ormu- ni cation
stations by passi ngt-at SREBIFHEPTHBNNY B|GA4FO F!Fyl‘%ﬁ QAothdRSt cat i on
stations connect emitting andreacetving data azongna plwealtycofbcermud
conmuni cation | i neicaeivthstaticesi sl plssiakid Yolkén betweshaaid phusilat i ons
conprising ity of communication stations connected to a first com-
munication line and a second communication line, each
of said plurality of communication stations comprising
bus status list means for storing information indicat-
ing whether a station can communicate over said
first and second communication lines;
token generating means for carrying a newest bus
status information, indicating whether the commu-
nication lines can be used or not be used, on a token
frame and for outputting said token frame for trans-
mission over said first and second communication
lines;

list updating means for receiving said token frame

transmitted over said first and second communica-
tion lines and for updating contents of a bus status
list according to the bus station information carried
on said token frame; and

transmission-reception means for selecting a prede-

termined one or alternate ones of said first and
second communication lines for communication
when said bus status information contained in said
bus status list indicates that a predetermined one or
at least one of said first and second communication
lines can be used.

2. A duplex communication control device for trans-
mitting and receiving data among a plurality of commu-
nication stations connected to a communication net-
work by passing a token therebetween, each of said
plurality of communication stations comprising _

carrier detecting means for detecting a carrier on said

communication network; _

token frame generating means for transmitting a

token frame over said communication network
when a token is received and said carrier detecting
means detects no carrier for a given period of time
while said token is held by said token frame gener-

ating means;

| i nes can be uti - i zed..: .:.A dupl ex communi cation control device for
%}{eﬂ. 5 ﬁa*wg?aﬁ’*
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- 31- t oken generating neans for carrying a newest bus srarus
i nformati on on a token frame and for out put- ting said t3k§“j fjw#r
transm ssi on over said first and second conmuni cation {ipeS; |
updating nmeans for receiving said token frane

27-

collision detecting means for outputting an output
signal indicating a collision when a frame from
another communication station is received after
transmission of said token frame; and

wherein when said collision detecting means detects a

collision or when said carrier detecting means de-
tects a carrier within a given period of time, the
token held by the station is abandoned and the
station enters a reception state.

3. The device of claim 2 wherein each of said plural-
ity of communication stations are provided with a moni-
tor time which is set at different times for the different
communication stations, the minimum values of the
times being larger than the maximum times during
which no carrier exists on the communication network
during normal operation; and wherein when said carrier
detecting means detects no carrier throughout the per-
iod of time during which said monitor timer is set, said
token frame generating means determines that said

token has disappeared from said communication net-
work and transmits a token frame over said communica-
tion network.
4. A duplex communication control system compris-
ing |
at least two communication stations, each comprising
a communication control device and a central pro-
cessing unit connected to a communication net-
work; wherein said system controls said at least
two communication stations so that one communi-
cation station is used as a controlling station and
the other is used as a standby station according to
two signals having a mutually exclusive relation to
each other and used for duplex control;
said communication control device comprising a
transmission-reception control means for control-
ling token passing transmission of data, and a loop
back diagnosing means disposed in said transmis-
sion reception control means for executing a loop
back diagnosis under instruction from said central

processing unit;

* [+ L N S * :




transmtted over said first and second conmuni ca- tion | S T
updating contents of a bus status | ist according to the @Mfﬂﬂw SHEET
i nformation carried on said token franme; and transm sgipn-reception
nmeans for selecting one of said first and second conmunj ¢ tﬁgnlemgggK
for communi - cation according to said bus status |ist; rein eac
of said plurality of conmmunication stations com prises| tTransmssTon
control neans for providing cont#&l of token passing conmunication

using a dupl e L8t hka; egs uni t
coup?ed to sai dptr;sr?ga'vgyﬁgr%?c%ﬁéogfhg dr?gt.\an&gnﬁﬁﬁg §_86u1;1ter| bus; and
wherein said transm sg:ill"bﬂ"éi)ﬁt-a ed attpg, ‘?ﬁiﬁﬁyi)lo(gééé‘g&gé%rﬁzi cation
i ndepen- dent | y GBZ885is prdceassbratuthe enskofasaldkloon sed to
a communi cation st at idiagangis katl x éimesetting meang fonsetting saidr ecei vi ng t he
token or other stati ofSunter at different counter values, depending on

whether a station is used as a controlling station or

as 2 standby station; and

wherein when said counter runs out, said communi-
cation control device is judged to have a fault, and
if such fault occurs in a controlling station, signal
for duplex control are inverted.
5. A’ communication control device comprising a
plurality of communication stations, each having re-
spective addresses, said plurality of communication
stations being connected via a bus, said communication
control device executing communication by passing a
token among said plurality of communication stations
according to information bout said respective addresses;
cach of said plurality of communication stations com-
prising
token-to-itself detecting means for detecting recep-
tion of a token addressed to a communication sta-
tion containing said token-to-itself detecting means;

monitor timer means which is set to a given time
longer than the sum of the transmission delay time
and the response delay time, for detecting recep-
tion of a token addressed to said station and for
then measuring time after such detection;
reception decision means for deciding whether a
frame from another station is received before the
time set in said monitor time means runs out; and

wherein when a frame is received before said time in
said monitor timer runs out, said reception decision
means determines that a double address error has
occurred, and said station is then disconnected
from said bus. :

6. A communication control device comprising a
plurality of communication stations each having as-
signed thereto a respective address, said plurality of
communication stations being connected via a commu-
nication network, said communication control device

A




request conmmuni cati on. 10. A dupl ex conmuni cati on contdf '

trans- mtting and receiving data gm)ng a plurality of co EPﬁﬁEMSHEET
stations by passing a token between said plural- ity of cqmjunication
stations connected to a first com munication line and a Jeqord§ JUN 1897
comuni cation |ine, each of said plurality of comrunicatignj}stations
conpri si ng bus status |ist neans_jgr StOI’I ng i nformat | or} indrTar- g
whet her a station_can.conmuni cate over and lsecond

comuni cation Ii ﬁ§§cu“"tgok‘8m Qﬁé?%ﬂc??lgbﬁﬁﬁﬁm%ta @?“r Bwest bus
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LSt updating meagn bMirdIRGCOF CBIAUIcAR6R thliBAS compristgm tted over

said first and secon
token-to-itself detecting means for detecting recep-

tion of a token addressed to its corresponding sta-
tion;

multiple master detecting means for transmitting a

frame when said token-to-itself detecting means
receives a token addressed to said corresponding
station, and then for detecting a collision of frames
on said communication network to thereby detect a
multiple master condition; and

collision number counting means for counting the

number of detections of multiple master conditions
and for instructing the corresponding station to
disconnect itself from said communication net-
work.

7. A duplex communication control device for trans-
mitting and receiving data among a plurality of commu-
nication stations by passing a token between said plural-
ity of communication stations connected to a first com-
munication line and a second communication line, each
of said plurality of communication stations comprising

bus status list means for storing information indicat-

ing whether a station can communicate gver said
first and second communication Iines,

token generating means for carrying a newest bus

status information on a token frame and for output-
ting said token frame for transmission over said
first and second comrmunication lines;

list updating means for receiving said token frame

transmitted over said first and second communica-
tion lines and for updating contents of a bus status
list according to the bus status information carried
on said token frame; and

transmission-reception means for selecting one of said.

first and second communication lines for communi-
cation according to said bus status list; wherein

A
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said transmission-reception means sélects a prgdeter=——
mined one of said first and second communteati
lines for communication when said bus status infor-
mation contained in said bus status list indicates
that both said first and second communication lines
can be utilized.

8. A duplex communication control device for trans-
mitting and receiving data among a plurality of commu-
nication stations by passing a token between said plural-
ity of communication stations connected to a first com-
munication line and a2 second communication line, each
of said plurality of communication stations comprising

bus status list means for storing information indicat-

ing whether a station can communicate over said
first and second communication lines;

token generating means for carrying a newest bus

status information on a token frame and for output-
ting said token frame for transmission over said
first and second communication lines;

list updating means for receiving said token frame

transmitted over said first and second communica-
tion lines and for updating contents of a bus status
list according to the bus status information carried
on said token frame; and

transmission-reception means for selecting one of said

first and second communication lines for communi-
cation according to said bus status list; wherein

said transmission-reception means selects alternately

said first and second communication lines for com-
munication when said bus status information con-
tained in said bus status list indicates that both said
first and second communication lines can be uti-
lized.

9. A duplex communication control device for trans-
mitting and receiving data among a plurality of commu-
nication stations by passing a token between said plural-
ity of communication stations connected to a first com-
munication line and a second communication line, each
of said plurahty of communication stations comprising

bus status list means for storing information indicat-

ing whether a station can communicate over said
first and second communication lines;
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prises diagnostic token generating neans for carry- i ng_a_di agnostic

t oken on a newest bus status infor- mation and for trangmepita '

di agnosti c token, sai d di agnostic token being used to c PLWWTCSHEET

conmuni cation station to be connected to said first and| sgecond

comuni cation lines to participated in communi cati on; df vB&r SSUN 43974

| i st updating means updates contents @fjits own bus stajupg |ist

according to said bus status infornmation carried qn ad agn%stic t oken
gicg est bus

frame provided upon rO&EMpEEBErAURG; MEINEHUsFAT HBEA NC _
status information on a token frame and for output-

ting said token frame for transmission over said
first and second communication lines;

list updating means for receiving said token frame
transmitted over said first and second communica-

" tion lines and for updating contents of a bus status

list according to the bus status information carried -
on said token frame; and

transmission-reception means for selecting one of said
first and second communication lines for communi-
cation according to said bus status list; wherein

each of said plurality of communication stations com-

_ prises transmission control means for providing

control of token passing communication using 2 -
duplex communication network; and a processor
unit coupled to said transmission control means via
an internal bus; and wherein said transmission con-
trol means processes communication indepen-
dently of said processor unit when a token is passed
to a communication station and that communica-
tion station receiving the token or other stations
request communication. '

lO A duplex communication control device for trans-
mitting and receiving data among a plurality of commu-
nication stations by passing a token between said plural-
(9% o_f communication stations connected to a first com-
munication line and a second communication line, each
of said plurality of communication stations comprising
bus stacus list means for storing information indicat-
ing whether a station can communicate over said
first and second communication lines; .
token generating means for carrying a newest bus
status information on a token frame and for output-
ting said token frame for transmission over said
. first and second communication lines;
list updating means for receiving said token frame
transmutted over said first and second communica-
ton lines and for updating contents of a bus status
list according to the bus status information carried

on said token frame: and
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transmission-reception means for selecting one of said
first and second communication lines for communi-
cation according to said bus status list; wherein

each of said plurality of communication stations com-
prises diagnostic token generating means for carry-
ing a diagnostic token on a newest bus status infor-
mation and for transmitting said diagnastic token,
said diagnostic token being used to cause a new
communication station to be connected to said first
and second communication lines to participated in
communication; and wherein said list updating
means updates contents of its own bus status list
according to said bus status information carried on
a diagnostic token frame provided upon receipt of |
said diagnostic token.
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DUPLEX COMMUNICATION CONTROL DEVICE

ABSTRACT

A duplex communication control device for a communication system comprising a plurality of stations
which communicate data therebetween, wherein the stations are connected to a duplexed
communication network and each station comprises a bus status list storing information indicating
whether the station can communicate over a first or second communication line of the network; a
token generating means which carries the newest bus status information on a token frame and
transmits the token frame over the communication lines; a list updating means which receives the
token frame transmitted over the lines and updates the contents of its own bus status list according
to the bus status information carried on the token frame; é.nd a transmission reception means which

selects one or both of the lines according to the bus status list for communication.

Figure 9

o



