A SECURI TY SYSTEM TECHNI CAL FI ELD The present
invention relates to a security system whi ch conbi nes

wa@ewonedencti vity nonitoring and the field of PCT/AU2005/001405
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i nformation technol ogy in nobile conmunicati ons.
BACKGROUND ART Most organi sations and individual s
regularly use credit cards for obtaining goods and
services. Despite advancenents in technol ogi es and
security systens in relation to cash or credit
transactions, there remains a need for an economc
mEHNsE o Codiheotisiny atiablé Aeradiod fraud at the instant it
is taking place. In Australia alone, credit card fraud

amEeHuRIcA. g0 | i on per annum causing a great deal
of inconvenience to cardhol ders and fi nanci al

.t PR IO s o
I RS SBRRLS sBLAS o B SREFfn s

over the net or by tel ephone. The nmgjority of

f p¥®t@M%ent transactions are for small anounts.

However, accunul atively, |osses are high with costs
bEVW@<®EK§ﬂ§DthdTﬂ%iMMEhH@BN in general through
interest rates. Wil st banks scan transaction patterns

and wid bumet@ﬂorarrrrﬁéréaalrﬁembwfnnet.tuﬁepaenrﬁa@raﬁbhxusmg
changed and warn themthat the I|ne of credit wll

e%/)f‘c‘alli/ |rt REofted] %@bﬂ/@ﬁ d?P& cﬁ%“ﬂié’é?é 1d Eﬁﬁ@rol foulrng

pe © securlty of ten ack Ire particular

frhf? BrAf AR 1B et Br WhslarERbPEclily. ndfeTbrior ar systems
connunlcatlon Most cardhol ders are abl e to i nstruct
t Hilisgaeycless ot ighigastflowsillowed oy a loyyaiigast fiow rene gas flow.
accounts to enhance security. One exanple of this type
oMixtyseseof ligidphe hade Byschedrused tdaeturithe Auembedries. and provide
The St George systemoffers a service whereby

castongtich inagasactretmiptionl | y be sent account
i nformati on they have requested via Short

MessagReRy arecé%\/e%@robbﬂ% Wh M8 3GARMGMpahances,

deposits and w thdrawal s as they occur, 'giving
%ﬂgéld?ﬂ'e. ?ﬁ%%b‘rﬁfne %@e?t%esqé@?t&ﬁ(csﬁﬁo%@%bb %Fﬁ%ﬁ& good to

sto erxrb|I| and ace of m
have e, ges REH B pisivess ordab Aabh abdadina netPasas dapily during
their accounts when they have reached their credit or
sthisghase. High sycladregbencies ingigas® wepr basabesithahrenrequired to
out wi thout their know edge. Under the system
cuagctle metwedravailtifle cefis oo mdmbranedahks soodd tavkewp the overall gas
informati on automatically sent via SM5: o Account

bab@naeRe diksg¥nstant fERY B8 HioWeH OThSRVAreGAs @ pFAuiREI Ifits to
credit card account o Notifications when account

R@{)Wtﬁ st ﬁ&' %@g@"g@ge& O 4 cf?}‘f’%uééﬂ bY fimitations of

I'frca |on recel ves

gr ate han set anpu Notification

S uiimeitiaRes S AClatpiate HBARAEY om t he
account The follomnng are types of alerts under the St
Geor gé- syst ¥YherBilesgrsisafEior one qrlpoproyidesearnopporiunity for
bal ance of the sel ected account at the begi nning of
t sleddayo flowdbemkciato thet deratore et gan tanse eloggingy ofitke aerators
message fromdaily, weekly, fortnightly or nmonthly. o
TBi&r tihel be sent at approxi mately 8. 00am EST. High
Bal ance alert: o Reports when the bal ance of a
sel ected account reaches the predeterm ned value. o
Where the Hi gh Bal ance alert is sent because of a
transaction that occurred between the hours of 11.00pm
and 6.00am you will be notified at 8. 00am EST on the
next business day o If the account bal ance changes due
to a reaI tlne deposrt the ~message Wil | be sent
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0 Reports when a deposit is received. o For
transactions that occur between the hours of 11.00pm

wW@rwed296am - you will be notified at 8. 00am BXTT/AL2005/001405
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following norning o This alert type will offer the

option to be set 'recurring'. Wthdrawal alert: o

Reports when a wi t hdr awal occurs on your account. o

For transactions that occur between the hours of

11. 00@m and Teelarzger-thg dimabétween cysids thedmare Badpiis for fouling
EST the followng norning o This alert type will offer

t treinepddsenaridthessiadde ta gownbkicg' . The maj or probl em

with this type of systemis that the custonmer, while

beigeLAJUREDF THECINVERTION! Vi dual triggers for which
ey

wsh to receive alerts, is limted in the types

of tri S, t used t

Cype ofwapRite Bhplf2B8e: PEChesRpE b Ao RPRI et Afhothod o
fraud on the cuystoner is that the custoner receives a |,
neniroliag feingra A membrAes Hiiratiog syatesn of HigntyResere gas is used
amount is made fromthe account. This type of trigger

i to dlehpfaulscanethe Membignemwherdis e meathee inciidesmsuppdying the

t he ambunt which they wish to w thdraw w t hout

t gagdethengystamakigh & dontinususlg sariisleglow ratben t he

practice of "skimmng" is used against the custoner.

Ski i Gy befrdic@0thk &§stens thdlydd®24 AuAbERdE Bsbdules and the supply
fraudsters and it is based around the fraudsters

L QNS . C o ; _
b St R RS Ay SRR S, ptonatvely e
fraydster i.s not recogni sed, as,being abnpormal to the

B RTeY QS eUmPR 7 ERMORUBSLIN NG A 6T fas to each
normal |y acconplished using a PalmPilot-size
hagldofinepdulgsiasen eprfinuoaslyr@iigbimowraiee @ptionally, the system
encrypted data enbedded within a card' s nagnetic

smaypacluds aveliibesof memtxare tanksewith eaph tanideeraining modules in
other information. The data can then be copied onto

Cogtat er H@éﬂippﬂ?bﬂ'?a& fRbath Memibra@edahkibnalthe 86ts dfmodules therein
order to bypass the security screens of the financial

Lﬁggiatégr{tiﬂgguayé,gﬁﬁ)%; ra['ge} transactions. An exanple

Skim “in Figure 1. The figure

shows_a list gf tragnsactjons. takin | ace on a .

cust oRBrretsti s porthE Rkl VatiabRio e 1835, ndes fpm a nigh flow
ot herwi se. The "skimmed" transaction is displayed, as

t FaAdafiownor & zel). & PrefeEnae, thenlowraigratiandidhe gas flow
skimm ng transaction is a relatively small anount

c totipsusaahyt contimelouslyarariablencuveithat adhievas thisdressltsuch as a
woul d not be identified using a limt-type alert

s¥Biuesidslehtramgulze waiveCEThg earyiret g fidwains aaty provides the normal
is nore likely to be recognised as an abnor nal

: EI%% éi?ébt?)iu‘t’% Pl}i‘@tab@r%u?é@ﬁ'tﬂb Q’M@ﬁfbv@ ﬂgﬁ%tbgﬂ f58nd to provide

ere atlve y sma anount s processe pr!or
et RBEs B Pan kT et BEREHe: Rl 3uts ipfow.

account. "Skimm ng" uses uynaut hori sed | ow anounf/ hi gh

oo amBcEeming i auber ASRRdne R Rt YR draPTovVides & Hembrane
cardhol der. The anounts, being smaller, are not o

i flrationisyatens inphiading oneswdnong pembranes. ssyeureanf gag for providing
therefore the cardholder is not alerted to the

unaydsiow seforim bulstsies ivbiich stuurltha setfatesiehnthel membrane, wherein
recei ved or checked and by that stage, the fraud has

a g PRy
R e K e A O A
cater for skimm ng, CNP (Card Not Presented fraud) or

any ot her fraudul ent use of the card, that involve

seem ngly genui ne debit requests presented to be

approved by neural networking technol ogy systens,

whi ch attenpt to determ ne whether the debit request

bel ongs to the true card owner, by conparing previous

L, " o e S,



chal l enge to the user's cell phone via SM5 and expects
areply via SMs. If it is assuned that all the bank's

weueborEss have cell phones then this results PEI/AU2005/001405
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two-factor authentication process without extra

har dware; and even better, the second authentication

pi ece goes over a dlfferent communi cati ons channe

than the first; making eavesdroppi ng nuch nore

di f i bubne fanwn the gae rsouzas l@r@uo&dnt@ thie filfcatianosysiem via a flow
solve the problemif the challenge code is sent whil st

t bentusledevicess and thec iow lcohtrd| déndcd vanesitiis ow eategramtipuobisly. In
transactions particularly with regard to

" Bhethep s tHe @S stu*b?ny |f@l‘ﬂ§tv§ﬁed 5fo$bb<btnpfé _I_%tvﬁﬁying the drive

systen1 and can see the code cone in ey can

0600214 achlaWEN! 9Bl SAAHBAGRE of Qntﬂﬁ VAR Arfangements may

tao er using a nan-I

ack is he user deal with the SVS
oaldrtmused fRB vt R GriBEonSy vahide 1ty Bt ni el 1
and a_Trojan attacker does not care, because he is
rel yi hjednveriienusay beappbgdite aaww@yof meorane filtration system
fraudul ent transaction has been processed by a
f andris paiticuteslyi dpplicable torsubrzged or amerédemembranes and may
transaction reversed, the financial institution has

dbgRiskE ih preddiirisen atano(fcﬁfi?fe%%unéréws gitemist e resol ution
procedures have a cost attached of approxi mately $70

per tmg& i &@aﬁ&héﬁ%ﬁé& th'e[mleé‘gﬁtrlﬁvé}fﬁb‘n%’ov deS%a flow control

tl ne essing C ges anoun

an to th Ios to t hefinan

" REviEp ik usk tnBerortnbof i ffbw dradiet 3 Ggeds A Ml fitration
cost to the financial institution in
dpyam. saiskliowsopirebdedcs mctwléngrart@l@fng Inrvig gndpiet port and one
The customer is nore |likely to draw an adverse opi ni on
obr trivge foutlahporas, 2 movablet vatve thember fohprdviding asgantinslously
nore likely to advise others of this adverse opinion.
| Valigblafoabiréetsaid irldiepdrt &s&ditl orev@hbolifetpopis. de a

security systen1mh|oh will reduce transaction fraud
whet Ngpe st VidédditAta QYURIitRof RTE
medi a suc as |ntgfhetﬁigﬁi”ng, lnc?@lsoI Ofch ﬁgy at

aboveNERPara pRt S HRRhe rERUe2 B ol e Ssryitip the

with a useful or commercjal choice. Furth ect s
aMEMBRFFRRTHFRIOTLPY PR, BlovesRNtTal HeNicedhav |US§@cf@t@ng separate
apparent fromthe ensui ng description which is given

bputlelp aohnegiedpibasspciatedmegiutes suoh thatee the flowedats isrbeing
there is provided a nmethod of nonitoring and

cimtreasediyp aecmodllcisagedulasdt iseicingl reduvedi teiangthdremodule or
steps of: (a) a principal entering into an agreenent
Wriddufeser vi ce provider to provide real -time account
activity nonitoring service, mhereln t he principa

oriterr éafgfﬁg%%ttaﬁ-tﬂ?ﬁ/ ?Cﬁ{tydrg??x@:leg tattngt 8@&8@&1“!’19 valve.
glcﬂ f,ﬁﬁ? ﬂ&?\? ?Fé‘qgtl %%rg\élgfr%a 815000 VI der m\/éﬁ%&')l%%&ﬁﬁ@%ﬁ of gas to

service provider providing a real-tlne nmessage to the
penadegsdlony i Riskibugan of thergas tn each oudetnat ean pacq_f))contmuously
when aut horisation for a transacti on which does not

maaging filew oriancorgeff flewt rAafeszate oftherflawecortroldevice is that it
requested. In an alternative form the invention may

r 8pbfifed h & cBREMASLSY rdBing Adnn@r aid a%%ﬂl—ﬁf/blésé%tatlc manner. In
account usage, the nethod conprising the steps of: (a)

a principal entering into an agreenent with a servi ce
provider to provide real-tinme account activity

nmoni toring service, wherein the principal comrunicates

to the service provider transaction criteria which the
principal is to nonitor, (b) the service provider
nonltorlng account act|V|ty u3|ng at Ieast one

o o o -



The present invention allows the principa
(cardhol der) to set paraneters that allow only their

w@iokoed4eed debits to occur because the princiPpai/AU2005/001405
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invention may

t he one person who knows whet her the pendi ng debit

request is theirs or not. This therefore allows the

bank, the nerchant and the cardhol der to stop al

unaut hori sed access to the principal's accounts. \Wen

athg pgisent applidationsthe, flavh eortselHaviceyisriaesl toyprevidpedcontinuously
through a reader or simlar nmachine with a

coariabledaw e of gasés bhewr anstetlbeatiteisai | s of a

transaction are then entered. The transaction is then

Pr oceqs g threfaweld ol PadrtMg vAIRSis AREE upUsTafirdd Wajn

comuni cat1 on connection to request authorisation from

t redi . ar : non I | S

o STEPRED e, TR G HeRtingt BB ey bR A A gl gve motor. The
general paraneters ch as the transaction, unt, ngt

oYeledIass S TeowateR 1pithe Maiay 2Ad Crialais egaichgn slilgt ports of
and the like. The system of the present invention _ may

o walve ad hg dislyibHiar iplacatast withingha yahsr haugingand is driven by the
process. The system nay be associated with the data

f emxtousAsl thkdistributbrerodateb eviihdratheovalpe boasingaitdldses and opens
sati sfaction or contravention of the principal's

Ctid RbUSInG QUL £t B@rélsy diRects ga%idif oREXtIBebr BBYaksthar.
further parameter which 'may be required before

aut ho#y j far ' [, SuivOH Py
o net parHiSer o k8P RAR Ehd il ¥ val), thdEproviding
notificatjon.will not be.sent. The st.em of the

oBRLsnStthE Aifibario ARy dReBEN IR ANRCHERS, ar

syst ens in that the principal has a nmuch_ broader scope

of crilheshapamfie distibuter erjbe vaded te sui the RYMbeg opputlet ports
requesting that alerts be sent in particular

sanddo icontol theeats ofaiifloat distributedthroughteach loeitlet port.
anticipated transactions to the service provider and

the splenceeh®vaNedRay Beeiskd tbenibl §4s el téta mAb¥r of membrane
transacti on whi ch does not correspond to the

PRid¥or éelf‘sr%ioegﬂ%tgrgisy‘cﬁe%g@ Golufe 6%%&@&?”

I'n conbi natl on a prior art

syste f ecifl t .
thor of PENeNUE il Ry 8hER B ARSI R aBu AR PLT Y ccieved
nEtmork of re t&%ﬁ qge conputer to nonitor the

aBYid4erpbingtien QE standRrd¥aleShol e may be terned a

central data server and usually conprises a nunber of

dr one Thevpivechas nagligiklaldpgrating:frisiien @nddhetsieregrassa tang
invention will be used to nonitor credit card activity

buperdtingdife kgpostedcy.0 noni tor any type of account,
particularly since the advent of various types of

remot ?hg%wepgpré‘éféé RS EONtRUMEE rQ%ﬁ!i'ﬁ'griﬁa _éﬁlﬁ?éﬂl tferefore

I nf ormati on ating to the use of an 1 ndividua

Tl Ve T R o 5.
. BRIED DA ERIETIONDETRAGINGY on' may then be stor e
In thPr&%ﬂléd%mBécﬁﬁiént@@ﬁhb%ﬁh%%rﬂmggnw EB%e%bﬁbS&E‘@fway of

the present invention may be associ at W th the ban

or_credit age ata feed. Th enot e ' i ONS
aeR T anOSE el B B AR PaERY G AT fdkhiep
tel ephone, a personal conputing device or a facsim/|e .
or pagéuref shewsasahsmgde drawinggt qnee%r@ba@wedg@far#&traﬂon
ot hers which are not listed but are included as a

r sysies aesardimgdatthe invgeNipbe can general |y have a

sof tware conponent. The cardhol der can conmmunicate to
the principal the criteria upon which nonitoring is to
occur or alerts are to be sent. One particularly
preferred enbodi nent of the criteria may be a user or
principal providing a |list of Merchantcodes at which

o . a "



pass through or be intercepted by a scanning system
and/ or a switching box. The sw tching box may form

w@aoob/ozsf463 he central data server network. The PEFIHY®S5/001405
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may contain data including information about how to

set up the cardholder's watches, the type of activity

to be nonitored as well aS|nfoF%at|on on regqul ar

patterns of use of the card, requests for specific

dat a biguregi shaws agnaph ohair (IDW)raquverctaﬁauf@rgcmtmu@us variation
may generally receive all nessages sent from any
coapusayclie vaeatiareofcsirfieagt ed or connecting to the

system The scanni ng system generally perfornms at

| east FRjife BUShdIRNS pakdpechve %htéwa)ﬁ\ﬂéw dfithe r6&tiRg %l\fehﬁhlch may
information requested or submttéd to the central dat a

S te e generally called security

pﬁ%tgﬁ% Q@ﬁfﬂ} EBE% OFmat i on requested or submtted

is wthin the anmbit of ecur roto

o annFTe Jane ARt s doudats dvet ad frahesotiing vaive of
(Aut horisation |evel 2) which prevents gnauthorised

nthe uediusirated in higuraBadeinsd the ideat eeriitiass fiave pattern;
central data server. Once access to authorisation

| evel FRuna$ dheevs gisahemdfic sbetiond etevationvievayf hdurther type of
directed to a swtch box to be processed. The function

ofalvBavisivh hedy beXsedio produee dohtinlibiisl vhh&tidremsair oW fate;

drone conputer within a network to process a specific

commag g; é6"@'¥o‘ﬁ£§ g?ﬁ\PHBPéI? Bweréfeso{é}t r%g@pgﬂﬂhe type

nmessage service sent

) andsets; (3) send requested
iﬁﬂgﬁﬁﬁpsaﬁﬁ@éﬁai rone conputers. The switch box
may be the_centre of the system It generall ]
al | ochiotiEe ' Hhoxes & DN @WGMWHGH%BF%SU%{TM%QV%WG fora
within the central data server and is generally also
r Blknatins inbddulé dirstthayinges@asingdfy edrdinuone yasgtsn émdir flow rate and
exchange of information between el ements of the

sgetemly having eylie floanpigeer systens as part of the
network are each connected via a | ocal area network

UE)'E'SDRFFEFIEBQDOFHDREFE‘P%F@ED(EI\QB@UIF/FEI‘@TQt ocol). The

drones are directly connect to each other to form

t he n or the credit card ne at.a serve .
and 1 %ﬂﬂ&%?%@er@e@aw%fhfgpw[,wg"%aﬁﬁé @r%t'%modufes5's
refera% havgutmo mai N pur poses; . they a

f 8NPWs =aCme ls&:@studeﬁraoele@'tséﬁahw@%flhrajla@arltwﬁneﬁ 6

a cardhol der has requested fromthe service, and (2)

t exteading hetween uppes @ndtleweaheadgrddr and Bedulbate s withdrawn from
"wat ch data" (anevent set by the cardholder to trigger
athealippar hdzideh 7i thraugyt theam pemee iy @l bbfibiey memiwrbnés 6avhich open
RCD). (iv) Commrunication server software receives a

”ﬁﬁéégﬂ‘eétfowﬁr%n%é}“ﬁ) SRS td SUi&d 1t hTiRdi vdreader 8 has a
swtch box. Once the Conmuni cation server software

Rt e R ‘?Qﬁﬁ%ﬁ{e}a&ﬁ%‘j&or‘“ected to

nunmber, nane ass t he e e as we

B0 et BRI BB B SR B D dwectiye BHtirt 15 and 16
communi cati ons device. (v) An SMS conmuni cati ons

def/a cetatingaplves! @ Toe yalye t7 bas andnlebpetidiBccannested to a source
server and broadcasts it to the renpte conmunicati ons
def/pressutisedigas)| tiypicaky an airdtbwdr oeptimpf (nbhshewek ent

i nvention, one or nore "history servers" can be added,

t he purpose of which is to provide data to any of the
conmput ers connected to the network. The history server

is in place so that it can act as a gateway to the

data feed. The history server scoops all of the data

out of the data feed as it cones along so that the

data never needs to be requested from an outside

source nore than once. Once the data is collected from

t he data feed or fron1the bank or credlt ~agency

I T - . o, o, - -,



that authorisation for an unanticipated transaction is
about to be requested and that an alert need not be

W@ 20b/029k s notification of an unantici pated PCT/AU2005/001405
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transaction will typically be the subject of rigorous
control to prevent corruption gg unaut hori sed access

and tanpering with the system™as this may all ow fraud

to be_visited upon the principal. There may be various

| evel Shefideal @asifloy pattemeps comlinuousaesiationtns the gas flew rate of
in order for a principal to advise the service

pyeyivged inkcoimngth@vhenibpatesiaaiastacyclionganflowtpapterin s shown
alert and/or block the transaction including, but not

| i Figeee O, the principal conmunicating an access code

to verify their identity. The access code or

aut ho 50,

orovi TS O%P%ﬁewa@ %ﬁ?‘??ﬁ“ﬁw deifi; The Ve

to the r|nC|pa The

t PaivdieB ag'abfE howsng 1939 mﬁ&h%tﬂb%ﬁ'i@rr&ta’tﬁe'v mounted
returned aut horisation typlcally requires the

t thavsin andedrivartby egngler 24t ukhrel@Ousing 4 9y it thisnerbeginaent has a
be perforned along the first conmunications path but

f aenfraliyt loeatesieinlat poyt, 18ahd twe oeatied portsots andalGyhigowgh it will be
second commruni cations path, separate fromthe first.

EapPrecpte Mhatathb PR dT pirts| canvid ¢adidd td>suit 8ifferent applications.
separate renote comnunications device, requiring a

¥ ?ggﬁpgpe@?&@g&% :};&%i)ﬁfa % W%‘SWPE?P“’% Alabifi valve 17.
BB e 2b PGy retals PitahBosiid 17 sfifugpging one

including at |east those which are to be bl ocked

a@aﬂefomrgtq Berinlet pineairb pEpRe Floduke Spincreasiag il figy.dhen

may be aut horised using the system of the present

i slosvly resirictiffeethedtonry epd pventuddy closing thab theosamettinndas the flow
principal on their chosen renote conmuni cations device

( i) rdashies fullyBapdireot fiee AexEmaduiel® IRl bs eppiéciated that any

conduct transactions or a different RCD) to confirm or

AWt e oF dJEﬁJ léd @Q?’Bétds%ﬁsandsﬂ'\bt r¥pridt8 rﬁx‘ﬁ%@l*ﬂf‘%ﬁklb?[ﬂorts can

process ma acconplished via the sane syst

e SR he Rl THE gx%‘ﬁ%’s\f?%fﬁcl L ——

blocklng or alerts. Thjs anendnent may C

t erstily Adjuged byraltegipaiihe speed 94 &ptatien Oﬁg’iﬁ &at@ué@rf%%t

until the principal submts a further anendnent to the

cri t eTha.gHsesupplied ho te inta pipe 44 ns fadhtheougloapenisgeflarte scour
provides for the use of an alternate and trusted

ckenneimbbranes iretheendral abarierand aut hentif cation of
transactions. The system preferably makes use of an

secon f [
ohs ST 08 A YA AT 00Ky RS Tratng vaive

or ERNGRS: ST B elblatealt MR ratfouttnd résosd il mipor leakage

apF thesiiodt AOQT e Ralin wil Aradaanete s e fovsate his leakage

Verify that their Internet session has been wth the

eitt eipmisasl. e. g. the bank, that they assune they have

been connected to for the formati on of transaction

requi F&gmeESShow&auh Bjtearade eniboalimenat off asathiucussiion rate valve.
i ndi vi dual or "batch" basis; Verify and authorise

tIRffe eI ment 4 PBtORS5Ss §fda90I§5 flouplted 2R RESYVARE body 26
by the enduser in conjunction wth their transaction

s§%¥®9 rRLEﬁlr&? R8H§%7b£-m<28 a?%:ﬂﬁ%r 3 LR8 o \I;Imﬁ‘llré oﬁllb; eeﬁqﬂqg 29 in the

risation-as anner
knomn by the server systemand the client, e.g. a
pre-stored | andline or nobile/cell phone nunber and
will involve a hight trust network, i.e. the PSTN or
nDbiIe/ceII phone netmork subject to exten3|ve

o o o —— g o



internal server infrastructure used according to the
systemused in Figure 2. Wth respect to Figure 2 of

wao b@edeees ngs, el ement 1 sends a nessage di r eCR@HAUR005/001405
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the central data server but the nmessage is intercepted

by the scanning system 2 and/or_switch box. The

nmessage relates to the kind of- ata to view or what

kind of indicators to add to a cardhol der's usage
patllefribe valvertmdy 26. Thpicaltyatiei vadves bede R waddibeasylindecal in
message fromthe Internet, a WAP-enabl ed phone or

mghape thduyh otthey crs-ddctibhginsaipelsi catiid Be uisetly
protocols to the nmessage to ascertain whether the

i nf or Whé@,ﬁhb{pﬁ’é}téﬁi%t BeipPbcdtes W?tﬂr?g’]ei \fal@é’bBH{/ bBad as alternately

i nformati on. e security protocols are satisfied,
P ER 88 BRRCET 80 YL SRS e EEE, BoBRd, Tog rence o

box shown in the schematic iIIustrations,a? a part of .
t RISIQR HIVIERE Y Y& BEANIGH SUShRWHRIKPRREN i wlyeSransto port 27 it is
| east busy drone conputer within the central data ]
s fullyerlosest toopdrt 2B8cirslevics versa. s tegpistan 2haovesrisiiveen its limits
to be processed. The switch al so processes | ogins and

| ¢tgofas flolv tblvmelasutiat poetds igeand ey \ircreaded ndiledhpglasiflow to the
and renote access. Elenent 3 represents the centra

d ' ' ' onput ers connect ed
v?gﬂg%ﬁgﬁﬁg?ﬁ@%EQK&ﬁmﬁrgﬁﬂy§§§$§%Econnected to the

credit, . Y . k

and s gRR S ERREs 0 Badind sqrbEotdl YaHahR 28 Yl e
the(fardgg{ er QSent via the F i tch). These nessages
aPEOFYsEd e @YRAMEBgemsaLe paHtePns for
irregularities. The drone conputer then anal¥ses t he

dat a &igure gbshowsthe effged ohgpntinupusheariable gas flow rate on the

car dhol der' schosen usage patterns, both past and

pseseirig ptozesbe Thatfast pdrt bhthedgraphehiovistchamgednittansenembrane
response (e.g. the current usage is irregular), the

?E%&u@é’ PUPS wifhed @énﬁqd&%ﬁﬂ\%%/ﬁw@ géseﬂ@wrét@f(pb@a;:im@m to the

en sends it to the communicafion server. Data from
e I\ Spo; f a i . .
< nfEtasiésiyile e RBhl R EOt e P AREERIe T Bidhoe in TMP with
(when.requested to,do so hy the drone conputer).
Lhelc 598 FaudRieoAs TaelligerF s NG GRat Eonpbese stable TMP
which is routed through the switch box. The nessage
t evestimpeit dvaipaniredt thingwehibat the saniiususlywsseblghgreflow rate
or renote conmuni cation device to send a nessage to.
Theodumasienimose iefficierdrscouring effecioandchatnsonensiablepl Mproverdéime than
comuni cations device and tells it to send the

ape epdlicalcty pdtelscoulhgnent 6 recei ves the nessage from
t he communi cati on server and broadcasts it to the

 erot . o . . b .
o Tt TP A B B e ey Rt R ng
Figure 2 of the draw ngs n _internal,.server

| AYYED Pecaraing g erabeients of BedbRAMRteE 1 1 ust r at ed

and descri bed bel ow, Gateway: The gateway is one of |, )
tie pdPeoas flueis 9nly g He lovhor geromPintipeE AR@ry shert period of time.
al l ows cardhol ders and network appliances to connect

t  hisheinimises thetoppartusity fauzadkilaw: of BhedgriwithinatheKiteation system.
track of all major servers on the network; mgajor

ser vemMpehsyseatisiynedritinvolb iflowt dfeyay aled nemd thiay thelperiod of the
guardi an al so has the ability to funnel small anounts

C ElceRiy %‘é‘?ﬁj@o SdERATHEGkehdR) BranhekmehibiA dhemating
' Al Ve - T _
D ARBERET Thie i Bt EaE Besal S 1 504 PR ABLI HRLIGY o no flow

drone conputer. Adm nistration Tool: The

adm nistration tool allows a third party adm ni strator
to connect to the systemand edit, renove or add
cardhol ders without interrupting the flow of data

oy o " o s o, A1~ a 1




An outline of the steps occurring to prevent
fraudul ent activity occurring in an online banking

weposozmnent according to a preferred enbodi nePtT/ai2a08001405

10

15

present invention, are as follows: 1/ User logs in

general ly using their account no. and password. This

step is opento attack by fraué%ters who either

pi ggyback on the user's entry to gain access or who

haeadision fapveryflameg so thererelessilikelinaodjaf siudpe satibngiand for anoxic
no. and password. 2/ User Organizes paynent of bills.

C@@ﬁdmoﬁggbagvag?_been used, the fraudster can "see"
all activity that the user engages in. If a

o R A e s oo
S e SRS A A o e vave

user along a first connmuni cation _path. This code

adSEoR! 28 ey FROP LRSI el Qp riaamaiivelyy freonvpational valves
systemthat the custoner has conpleted their

t esesaed t@nsntroltthe leyplesyhendhe Iangsraerioggbattheaurcess enables
whereby a fraudster can add transactions to those

peidarsieds ear beteugdloser and have themlinked to the
sane paynent code, and al so by sending it to the user,

the u
e, THe f0sd Rl s ESATIBR, By SRR TIALE obbRboc i

O‘Prqeepte?eﬁgﬁ ehhdifER: t s tlﬂgghﬂb%d?r?’lébﬂﬂe I8V%F@§1I g%teéss%nhally

e commint ca IOHS deVICG Vi a erac Ive

Respons em o rt Message,.Servi ce_al ong a

 EOBNANE Shah A eI NSLIOIALES Fr EOYSY « HiPre g0 uddgn open
accepted unless entered froma pre-authorized phone
nglaseradtipatorciherstypand only theeoneswive isr ieapired.

comuni cation device Automatic Nunber

| dent Usirgptheootdigvalvegatboveealbd enbblasaaticioshoiel ¢ydld ]oenods to be
nunber or code. 5/ The Systemis unaffected by

S pBedihale b@ﬁﬁé‘ﬂé‘é%lﬁgﬂﬁess‘b‘ébarﬁf%é’%l@e%tatkbﬁr ecogni sed
transactions which™do not correspond with the user's

t BANSaELLOR PBLAIREELS AT G [ fronBlY oPBREB0%.

unrecognlze ransac e user

autho usi ng . t co ent. froma

ot o alk AR e RraHe ek Bulher eeRedebls A eLempligations of the
user's renote communi cati on device with a particular .
ANveotion aigpessibjg witheut depaniirg from the spirit or scope of the invention
Identification/Calling Line lIdentification (ANI/CLI)
adebenibeccati on is the authentication of a connection
attenpt based on the phone nunber of the caller. The
ANl / CLI technol ogy allows tel ecommunications service
providers to identify which tel ephone line (each is
assigned a uni que nunber) is naking the call in order
to correctly charge consuners for the call service.
There are two mgj or advant ages of the present

i nvention; (1) Usage analysis indicators can be
applied to a cardhol der's past or present usage data
and boasts programm ng which can i nform a cardhol der
of an "indicated" signal to do whatever the indicator
was designed to informthe cardhol der of, w thout the
car dhol der having to ponder over the data thensel ves.
(2) Usage analysis indicators can be set to "repeat”
over a certain period and can be told to alert the
cardhol der when an "event" happens via wreless or
non-w rel ess technol ogy wherever thecardhol der may be.
The features of the systemwhich result in the

advant ages nenti oned above are as follows: (1) The
systemis accessible and active at virtually al

tinmes, all day, everyday. (2) The system can nore

qui ckly apply thousands of different or rel ated
paraneters and/or speC|f|ed patterns to credlt card

I T — e o .



BACKGROUND OF THE | NVENTION I n subnerged or i mersed
menbrane filtration systens aeration using gas,

WO y@bozd4by air, is often enpl oyed on a conti NUBPCBEAD2®5/801405
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to control fouling. This is particularly the case for
wast ewat er bi oreactors. Qther prior art systens
utilise cycles of high gas f1 ows fol | owed by a | ower
gas flow or no gas flow. M xtures of |iquid/gas have
al3AIM&n used to scour the menbranes and provide a
reduction in gas consunption. There are severa

priobl ermsmetiidd dheortsatiiign@uling irraehembranehiiitration system of the type
frequen0|es are typically very high, as it is not good

Wh'é?é’ gaé ey g&f tPibah 'brtsESuPlrh%Crﬁénfré’r‘iest \S‘&He@?ﬁ' %é‘ﬁﬂe’chod

fouling Increases rapidly during i s phase. High

ﬁmﬁ ééﬁﬁﬁiﬁﬂ@é Fle 4af LHRTSARAN P £ 2pHETud i8llg fov rete

nks, o keep the qverall as flo nDre | ess

st af Melad RPROTING B claim biessa thp SySigAncitdas & number of
I|n1ts to how fast the val ves can be cycled petmeen on
ahtpdigs and dwisugply ofbeate eash siodue Wias acsinginuarslyviegable flow
time it takes to accelerate the gas flow. 2. Wen the
gestei s off for one cell it provides an opportunity for
sludge to flow back into the aerators which can cause

cBoggjAngelodt At oPERG O CRIAVEWhEEIR tive ca_ﬁlﬁwddéﬁﬁﬁ\?aﬁélﬁe gas flow
time between cycles the nore likely it is for fouling

" PatbtRAEES oty %L‘@efﬂﬁgg Blol ol 00K € e ;?é??ﬁ’? -
e AR ARG 10 Sl Ve i %mﬁ&ﬁéé’ % '”2 B

used to clean or scour the nmenbranes wherej

net hod Mathodresosdipgity pl@gﬂt hehgegin the flow rgsﬁs@%tﬁﬁrw qfhg gas flow
continuously variable flow rate. For preference the

s{aliows a oohlirdesisty varidibde cofverindioé é&srnaofia sheissidhpl y of

gas to each nodul e has a continuously variable flow

r gt e. Adhbiodaddovdifg t6 BRIMYSIVRBTETRYhE AGlYER: Batteiilthe gas flow
of sets of nodules and the supply of gas to each set

ofonmue} ﬁénﬁ]@u‘% Q};‘?} b BRAeYin YRS 'fc?rm & tri t%@lﬁléﬁkﬁve

I'ona tem may |nclud
g TR AT R P e SN R—
f pﬁﬁa? &IFQFPF gﬁb&%& ESE Io{)vhtg tq%%g[ﬁ% U@%B lfﬁlsp\ég{r‘l@ g.hfaces of the

flowrate, ranges froma high flowto a low flow (or

t oenabrane, whergin shist sowee of has Provideasaidigas fiow abh aoméinuously
gas flow follows any continuously variable curve that
aghtisieslohhtager esul t such as a sinusoidal or

triangul ar wave. The varying gas flow not only

pBoVi ﬂerﬁ?H?)‘?ar'ﬂ@ﬁ%boﬁ's?ﬁ@gﬁ‘ Qc&grfdﬁ‘? toRfhint PSviEreirAiPkS ate of flow

nature of the gas been Tound to provide an
G O T AR S BRebiEL

esent |n en rovi des a nenbrane fil ion .
D8t o AT Jltiaan syS{esn BcrRmiciadaim b st said gas source
gas for providing a gas flow to form bubbl es which
siscavadalespecddieower. t he menbrane, wherein said
source of gas provides said gas flow at a continuously
variable flowrate.ln one form the gas source is
coupled to the filtration systemvia a flow contro
device and the flow control device varies the flow
rate continuously. In another form the gas supply
itself is varied, for exanple by varying the drive
speed in a gas blower. Various conbinations of known
val ve arrangenents may al so be used to provide the
continuously varying flow rate. The invention may be
applied to a variety of nmenbrane filtration system and
|s partlcularly appllcable to subnerged or |nnersed



the valve. The distributor is |ocated within the val ve
housing and is driven by the notor. As the distributor

w0 oioavzEem t hi n the val ve housing, it cl oses apdI/apzns/001405
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the housing outlets and thereby directs gas out one

outlet or out another. The nun‘ﬁgr of outlet ports

wi thin the housing can vary, THRYS providing control of

the airflow to any desired nunmber of |ocations. The

sHA8pe Aometritrané fittrationtsystara@coerdirg toeclaino 7sviereirhsaid gas source
nunber of outlet ports and to control the rate of

aiig tdupledisthe fitraton shsterghiaeafibw eshtrel deded antiehe eow control
the valve may be used to control gas flow to a nunber

OHeUPé@'%@lQQ tﬁé’%{/\ﬁ%’cé’&oﬁtﬁidoﬁsﬁﬁd optim se the total
vol ume of gas used. The valve’is able to con‘pl ete the

f qut 'Aor%eHb%?%tﬂla%gg aggi+ %CBSF%{ p v@hereln said

corrbl nati’on 0O

|bleoerat| foriction nd fore hasalon .
o tbians IR LrerHAE oS Rl IbAStBeriiTats dupiSs Snd said
conti nuous rotating manner and can ther efore cycle at
aflawarontiphgeviee has@&gm@n@tewtlet ppite gpbnpededito agsogpted modules
BRI EF DESCRI PTI ON OF DRAW NGS Pref erred enbodi nents of
t bach thatrasi the flow fate sbéiagdesensde th oby medule br encduddeit is
only, with reference to the acconpanying drawi ngs in

Wob  reduBed €o Anditerency i be Ajdufeg]r awi ng of one
nmbodi ment of a filtration system according to the

i Wée”t 'AOHreﬁHt?rHHS fiftrat (oY s rﬂra%egrd?ﬂ%f’d Elafdwol‘b“\kﬁ‘éf%ur%&lﬁ

fOI‘ contil nuous vari‘ati on ve variation

o °V¥Aﬁr?w81“%>2%t@@3ﬁ“@ﬁ3ﬁ§nﬁf DBSCohs B et and he gas

invention; Figure 4 shows a graph of air flowrate
oliew tojaashrsat of modideshang cpativeoesly vaeaklediow rate.
illustrated in Figure 3 against the ideal continuous

f 18w pdt membrafRe diltradioh syistam secertivgrta clain d&twbersin the
el evation view of a further type of valve which may be

useshbranerfiidaticn systéinndoludes arnurhbemnof faedicontdimingalseels with
Figure 6 shows a graph of air flowrate over tinme for

e‘c’léllw Yé‘ecPE taﬁ"nﬁé’ 9§sééh|h%?hpaé F‘é’s#g@ iV 88 & moddied l?c_:l_a'\’%%si therein.

gure rane pressure
|Itrat| modul e f

o ms or a t. hawui . .
ﬁgur Bt iiabh 2Vt BRFee o hind R uarpin said fiow
secondl having a cyclic flow rate, DESCRI PTI ON OF
F@éﬂ @\B@%\ I@T@OLF@%P?VW@ Qrb'niﬁtglﬂr%a'ld an@awor@fouﬂet
typl cal nmenbrane filtration nodules 5 is shown. Each
mpadseard amadvatde valvel roeaiber jorgirouidingavcbntimgously variable flow
menbranes 6 extendi ng between upper and | ower headers

7fronds&id ifliet portie shitl ond bdmane olitlepértss upper header 7
t hrough the open ends 9 of fibre nenbranes 6 whi ch

ggsf‘_rh%énfb%ﬁﬁﬁﬁ# eBn%@@fE’ﬁ%\c%@ e Fﬁf?m%r%fblneéald movable

e | ower r 8 has a openi ngs

c : S

¢ SHEThER P R RS %%M%éga'hgvéé‘ WBpEegaReES o contro
spect i Iet ort .15 and rotating val ve

1 Fobiam saidBletpaitid said pREG r%%rletOLl@tEBHﬁect od to a

source of pressurised gas, typically an air blower or

pdfip Armprrg}ﬁ@mmflltrﬁt,l@msy@@m gasoming\oreleinedf whgrein said outlets

continuous variation of the gas flow rate of gas used

i ports @ue lotztedh eslatirebivathesotaimigrdistributoy sluch tiyatsorid ofsaid outlet

pattern is shown in Figure 2. Figure 3 shows the

rﬁbﬁ&'l@ﬁjll‘i%p‘éﬁ WHen Bn8®ic? igRllficlosedihe val ve 17

conprises”a valve housing 19 Wth a rotating

di stributor 20 rotatably nounted therein and driven by

a notor 2 1. The housing 19, in this enbodi nent has a

centrally located inlet port 18 and two outlet ports

15 and 16, though it will be appreciated that the

nunber of ports can be varied to suit different

appllcatlons In operatlon gas is supplled to |nIet

A N Y e o, " e A — N ~ N



fully open the input port 29 to output ports 27 and
28, respectively. The range of piston novenent is

wa@eooanemies such that when port 29 is fully openP@DApP2005/001405
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27 it is fully closed to port 28 and vice versa. As

t he piston 25 noves between ita limts the gas flow to

one outlet port is gradually T treased while the gas
flowto the other outlet port is correspondingly

r dduc é&dmemhyane firationusystemn @scondingta clainm 14fwherein said movable
conti nuously variable gas flow rate produced by the

vahive raembeg &na nécipfocatioy distdbutbr pusitiored itivin $did housing to
ef fect of continuous variable gas flow rate on the

S EBHIrOMNbHW "fr‘é?r?§§idr@?? RBH'&@ SakPéde ?Er rrwilg;Fé’ V%leﬁﬂgbﬁé‘.ows

change 1 n transne ane pressure

(A8 e Gt trg S e O Sl I RF 7nhorpl fert utets
el S e Bt BuerisSprerlioeiat Ryl Sueh el Gipor sei

over time, it is clear fromthis graph that the

c ehtlehp@tsisyullappab Whegaanathenot saié optleidetsisdfulip elosed.
efficient scouring effect and a nore stable TWMP over

tNee Ahaenibrane iltidtionfdystem ateorimta clgim Tieor claim 18 wherein
advant ages which may be typically provided by the

Mehii@cirecatiny Gistrdees iHEINEes BehistsRagitaBR RodhtetiNg said housing,
invention are:” 1. The gas flowis only af the | ow or

. o : ¢ : _
2850 8l hangAUKERY a3l BRILORR ol oot 8t iner enc
wiithin the filtrati syste . The essential l.y . .
coteLenE spicled poghetd i acting hau BT SRE! hiligig injprmediate of
the cl eani ng/ scouring cycles may be extended over the
cHivends drefeof al t er nati ng" approach. This is

achi evabl e because the gas flowis not in the | ow or

n@0f | Awnmendirane filtfadion\sysien asgorsiing toeclainn 4 9lvelserein said piston is
l'i kel i hood of sludge settling and for anoxic

CaRdhbbarsichehake ustied piston HiwebbeeREsH MBYintIE, AOWIfRMB Ehe inlet
by using a variable speed drive on a bl ower and

p%e&&e'aﬂe'“kg %Tk?oﬁ{lé’tgf?d}yscig‘?ncﬂ%%é&i &ndithe WBIWAB fdtfer of said outlet
t her e woul e no val ve 1ssues, as they are not

rigained(%P gycle. Or alternatively, if conventiona

v 84S & 9?9ed to control the cycles, then the | onger
period that the process enabl es peans | ess wear of the
vallved mgmbrang lelfaé@@s?ysm agrQisling:Claip 1dywbensn ﬁsﬁ mgvable
a rotary valve described in the preferred enbodi nent.

| malvieirsemiteo i eentinuokielyidrivearby aimsotar. essential |y

constant speed, and the valve rotates continuously.

Ther e A mehtbrand dtratiopasystdne sececlingolaim 14hghamliy saidrttbusing has
only the one valve is required. 5. Using the rotary

vguygmﬂapgﬁnﬁh%@ngnables much shorter cycle periods to
be ‘obt ai'nabl e by 1 ncreasing the speed of the val ve

- 2efoi Pl Bomfribigd B B e Bontgiorifip M igsating pes in @

further empodjnments and e lifjcations, o he _ _

| Fmibrane Talior Sk 8iTe SAc Ol COBERRAHORNelsiig Adiousing having
spirit or scope of the invention described. CLAIMS: 1.
Aandnlebpodfandoone of imong otithed ports, ianmavakiebredreemember for providing
filtration systemof the type where gas is used to

Cc basomtinuossigwariable fleriroanssiduhiet pon td Baid@idrofdmore outlet ports.
i ncl udes supplying the gas to the systemw th a

continuously variable flow rate. 2. A nethod according

to claiml1l wherein the systemincludes a nunber of

nodul es and the supply of gas to each nodul e has a
continuously variable flowrate. 3. A nmethod according

to claiml1l wherein the continuously variable gas fl ow

rate ranges froma high flowto a low flow 4. A

nmet hod according to claim3 wherein the lowflowis

zero. 5. A method according to claim1 wherein the

o . .. o a1 o r 1



flow to each set of nodul es has a continuously
variable flowrate. 13. A nenbrane filtration system

wa@ewoenzhi4ny to claim 12 wherein the nenbrane fiPCTAUR®N001405
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system i ncl udes a nunber of feed containing vessels

wi th each feed containing vessel having a respective

set of nodul es located thereinl2t4. A nenbrane

filtration systemaccording to claim 10 wherein said

f R2dw édffaw cbntieMilevdce actarding ta dains28 grHeseinrspidmavable valve
port and one or nore outlet ports, and a novable val ve

mendiabelf i8ra AtaNhE tREBUteOpdditiarudshithinasdidbbasihyaw contro flow
said inlet port to said one or nore outlet ports. 15.

Afr‘é?ﬁ‘?éi@']ﬁlegbbhrtéts%ﬂﬁoﬁ%( ot %r@%ﬁﬂépﬂ%&@s.t o claimi4

wherelr n sal d novabl e valve menber 1S a rotating

dist ri but or sitioned within sai.d usi ng. to.contr.al

£ P A D £aR3] 4 5% et o e 28 ViRl i IR ports are
ports. 16. A nmenbrane filtration systemaccording to )
Ciagated elafivs 9 hegaialing Aistbylossuch thakoneebeald outlet ports is full
relative to the rotating distributor such that one of
sapenovhéreangibet is fully tlosed. open when another is fully

closed. 17. A nenbrane filtration systemaccording to

c gl mAlHowlenebndeddel aceoraigetosiine23BrHeeeini saidmovable valve
reci procating distributor positioned within said

heNSHhBEr 5% F%bﬁ}%r‘lbg%tirﬁd itriuesh sitbricd \ﬁ&hiﬁ}f’\ﬁﬁ'd h@u_§iﬁg% control

one or nore ports. 18." A nenbrane tratio

Syst CC i tp, Cl.aj 7 ej id outlets

- SPPaTREER B of e b e ot Bolfen: | ng

distributor such that one of said outlet ports. is

f @it y%fﬁéﬁ %HﬂPm@%aFG%ﬂ'r@atp&l%m %wen@égmssa'% opfigisyports are
closed. 19. A nenbrane filtration systemaccording to
clegated relative: faathe resipipeatisigrdistaibutar stichthatenegf said outlet ports
di stributor includes a piston slidably nmounted in said
hisufillp @pevanvitemansiheg obsaidgutiebpbds isfudly stostdout | et

ports being located at either end thereof and said

| plet AV cBRtrBdéiERhEEbriMgRoWBdi 26 of a7 AvieraRi Said

i
internedi ate of the ends théreof. 20. A nenbrane

filtrati . ' ' ' [ . :
B BGRB8 busing, sl
between its limts, flowfromthe inlet port to, one qf

S BOUSBG R0 it and sl euielhods peleop PR ats iRt end thereot
of said outlet ports is reduced. 2 1. A nenbrane

f iangdrsgid ovetsyart Eﬁmd@@ﬁtad myadvall of seid Weusiegrnteimediate of the
novabl e val ve nenber is continuously driven by a

menhds th@2of.A nenbrane filtration system accordi ng

clai m 14 wherein said housing has a plurality of inlet

pot s A v cOnfrbPyevie hEsdrd Mo RaifrPR8 Witeréin $di@ piston is arranged
control of the flow of aerating gas in a nenbrane

fi IO jde ol dewvi j j
| ShEh 31408 145 B, 7 Bl P I sCRS0 S 3 ot o one
ports, a vabl e val ve b for providing.a . .

e er i AHIERpofars KireSsabans st B 8hief 8 S qupet ports is
said one or nore outlet ports.24. A flow control
désféedaccording to clai m 23 wherein said novabl e

val ve nenber is a rotating distributor positioned

wid0hi A fiaw ¢ohtrokdenjce aceardingoio dlaiow28 mdrarsiai theimoable valve
port to said one or nore outlet ports. 25. A flow

C férBbr lé%drﬁiﬂu@@@l?rdﬂiiv@ﬂ by floddrim 24 wherein said
outlets ports are [ocated relative to the rotating

diggt ri r ' I r i :

Faitry Polial eoptieuoWiGe abRfalia Bty 23 uiterRY safd kPusing has a
cor|1t rrl q%evli ge ccording to claim23 wherein said

m B JANIGEPRERber is a reciprocating distributor
positioned within said housing to control flow from

said inlet port to said one or nore outlet ports. 27.

A flow control device according to claim26 wherein

said outlets ports are located relative to the

oy . o o o T e



