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WD 2004/ 043031 PCT/ CA2003/ 001679 SYSTEM AND METHOD OF
CONNECTI ON CONTROL FOR W RELESS MOBI LE COVMUNI CATI ON
WOEMKHOES31 TECHNI CAL FIELD 5 This application reCHCAS003/001679
generally to wirel ess nobil e comuni cation devices,
and in particular to providing control of
C BYISTEMaAND METIHOBO F @OGNNEC THON ICONEROLIFOR WIRELESS
BACKGROUND ART 10 Many known wirel ess nobile
conmuni cati on YEBICECOMVMUNICATION DEWICOES suppor t
different types of conmmunication network connections
and data exchange wth different information sources
or destination systens. For exanple, nodern nobile

TE&W&RE%EEBG often enabled for both data and voice
—ctomunrcatrons and typically exchange both public and

private informatipon w,th rennt nmuni cat | 5 I

baul prent S AT GaTTY s SEPgiy 8 RS Tho 2R, egnmpgioation

data servers associated wt user's empl oyer,, . for
86tk PBY IRAFUNA 19 ARDIGIR PO BLIPaBU IR NSOy G oiogS for sucn

froma corporate data server in a private network is
deMieefal | y protected during transfer to a nobile device

via secure connections, encryption, digital

signatures, or sone conbination thereof, 20 thereby

effectively extending informati on security neasures
BAQKGROUNDIART the corporate data server to the

nobi | e devi ce. However, an owner or source of the

private Mg RnairdBRs nibtHiB chMnUnfaash déviesssfrapbiRfdevices”)
the informati on outside the nobile device. On known

| ' ' iSH RBRYdrk € b&Sbh@Aa¥ &kth
<R S, G o RS P g ol Sonance

with different information sources or destination systems. For exampie, modemn

mobile telephones are often enabled for both data and voice communications and
typically exchange both public and private information with remote communication
equipment, including web servers on the Internet and data servers associated with a
user's employer, for example.

Private information such as data obtained from a corporate data server .
in a private network is normally protected during transfer to a mobile device via
secure connections, encryption, digital signatures, or some combination thereof,
thereby effectively extending information security measures‘implemented at the
corporate data server to the mobile device. However, an owner or source of the
private information may wish to prevent transfer of the information outside the mobile

device. On known mobile devices which also support communication with other
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entities external to the corporate data server and
private network, it is possible for a software
W@pEHioewsi on t o open a connection or conmuni caPCDAA2003/001679
"pipe" with both the corporate data server and an
external entity and then, funnel ivate infgormation,
qiiias extamat i e catroraigiaia e vea eLPrivRle RBtyIBfkn s possible for a
entity. Such a "split-pipe" attack could 5 potenti al
sofwenr BPRREAIPN 40 SBEN Baf@NEEHPN PREPHMUMSRIIPDaRIBE With ®oth the
nobi | e device wuser or a virus, for exanple.
chneorefentata seiver and amextanahemiéydnd thendursyed pevatainfiormation from
met hod of connection control for nobile devices. 10
Rk Yok SThiREd 4t sEhfer ltdWNiNEkiBhhdl rerditc 0B detn a € splltiphpd” hettack could
teachi ngs di scl osed herein, a systemof connection
SREHMY JeOhoanteli Iyl £86HIErRI A liEATRNOGRbARY WL ¥irebileSdevice
provided for comrunication via a plurality of

ljsls%ﬂg\-lgiv%gi@Fe%ﬂgpti ons and operable to execute a.

ware appl Ication conprises a nenory configured to

store confgellgn GAOLN flmdins! AT UAIPTOOD E5R8G! Bht Wethod of

the softwa application w a comuni

connegti on, nd a.copnection controller. The

CBWEELN B‘Pf‘tﬁ%ﬁqrr’%q%"& SV®€8onfi gured to receive a
connection request fromthe software application

speci fying a requested connection and to access the
menory to deterni ne whether the requested connection
DISCLSURE @H THE INMENH®MN:Ct i on control infornmation.

Where the requested connection is 20 permtted by the
connect i onn caebrdsince nkidT e i teachindee disstpsedthedein, a system of
connection is opened. . G her aspects may be i ncl uded,

SoHechsn tdaatrelofoner irelzss andbid kemniuidagon adenicegisr @dvided for
determ ne whet her the requested connection is a first

ESRBRICAEN viIBRANGEIItD BT sdMemERTAIG ®nABEIone ahd BperaBRdo Bkecute
so, to associate the software application -2 WO

5%8%%3%.05’@ %@s%@mry configured to store connection control

information associating the software application with a communication connection,
and a connection controller. The connection controller is configured to receive a
connection request from the software application specifying a requested connection
and to access the memory to determine whether the requested connection -is
permitted by the connection control information. Where the requested connectionis
permitted by the connection control information, the requested connection is opened.

Othei*aspects may be included, such as the connection controller being
configured to determine whether the requested connection is a first connection

opened by the software application, and if so, to associate the software application
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with the requested connection in the connection
control information in the nmenory. A nethod of

W@ eomeeioBon control accordi ng conprises the ste@EECAaR003/001679
provi di ng connection control information associating a
software application with a comuni cation connecti on,

with ¢ied rdqugstedaammnectidndn thieecpranettidn contidh nfemdatinalirethe memory.
appl i cation specifying a requested connecti on,
det er mi ni Agnahet hErconhectioBgoettot icco@inie cbinphisdsSthe steps of
permtted by the connection control information,

PRI BohMeetibR GeREbEAformatidteasdaemting el Softviifte lRRHERLAVith a
connection is permtted by the connection control

cé&mﬁ@ibﬂgc%\rﬁg?ﬁgr},a%%ﬁh% Wor@%c{imlréglﬁe;sésf%ﬂ A8 software

etermnin the 0 requested c ction |

first. copnegtio sof L | O

5 agﬂl aittl?n sggmﬁ}llﬁpgd%tr?cﬂlggfegeg%gégtg)c ggke\?@gnﬁrtlg?@ﬁefh%ﬂhe n%quested
i nformation t ssoci ate the software l'ication
CRISFHOR &S PeTgitRd RHME GRRERAIPE A0 i) AL MR R RReNIgodngauested
limted to the order of steps or segregation of steps
cgeragtipp avhesp arequgsted conpe@ionde pegaitied RY dhe seryjsstion gontrol
portions thereof, into a 15 single step, or nmultiple
irdoineatiost eps, or the reordering of such original steps
or aggregations are specifically contenplated. In
addi t i on, Otree ampentsrmapfbet meludes csticheas dsteepimimpyhether the
stored as conputer executable instructions in and/or

10 réguedtet Sotinkealibieis advstizbniaédtion opknedpptieasoftvassdatdlieation, and if
nmedia. Instead of, or in addition to stored

sbNFdHink tiSonrRRBorPEorTR RicthaRSn tP4sseeiatd B SofhaietPhlication
may be eéxecuted by special 20 purpose hardware

Vﬁﬁ\%glpg&gs‘pecp&%r{r%rcméuch steps. Further features of

connectron control systems and nethods will be
e e SBERo RO nd i By S B ebdon o
s?e%g/d%os%gggc/i gg&\%grather, the aggregation of steps, or portions thereof, into a
15  single step, or rhultiple other steps, or the reordering of such qriginal steps or
aggregations are specifically contemplated. In addition, one or more of the described
steps may be stored as computer executable instructions in and/or on any suitable
combination of computer-readable media. Instead of, or in addition to stored
instructions, one or more steps, or portions thereof, may be executed by special
20 purpose hardware designed to perform such steps.

Further features of connection control systems and methods will be

described or will become apparent in the course of the following detailed description.



BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. | is a block
di agram showi ng a communi cati on systemin which
woweeloe®3l nobi | e conmuni cati on devi ces may be BPGEGA2003/001679
Fig. 2 is a block diagramof a wireless nobile
conmuni cation device in_5 which a system and net hod
BRIEFREICRIRHON, giE | ¥8¥ented. Fig. 3 is a
bl ock diagramillustrating a further enbodi ment of a
connect i ohigedri¢ Adlodydingiamshaving fejosyBunisaiiqresystem in which
conmuni cation device. Fig. 4 is a flow di agram show ng
véiratetshrodbifeocornsmpniestiorodedcast may béosed. w rel ess nobil e
comuni cation device. 10 Fig. 5 is 'a block diagram of
an exanpl Bigne lish biesk arigrdne otpwitiss<mbb e cord enintatiom8SAce in
MODE FOR CARRYI NG OQUT THE I NVENTION Fig. | is a block
5 HiGYh PSSP reth POMBoRhEG IO UdNFYSE Gblemeaniéch 15
wi rel eSs nobil e comuni cati on devices may be used. The

comuni CaHg‘?% %/Sat ?mckl&a%m HERatthgNedR e B NI NREK: of a

(WAN) 12, couple 0 a conputer system 14, a wreless

net wor k gat e n r l wor k

ARt AL R T2 R B Sp i hoploidebEL s

connected _to.,a wW_reless comuni catign twork .20 i

whi oh a ish fds AdGCiRG ISR Watiag Gp g tiongeriplfor a

conputer system 14 may be a desktop or |aptop PC,

WiFpless Mebile epiPIMyNicedor 88¥efmuni cate to the WAN 12, the

Internet for exanple. PCs, such as conputer system
10 14, nor naFig 5agabloskdipgramptametamme virglesamopile egrapinication

Service Provider (I1SP), Application Service Provider

qeAse) or the like. -4 WO 2004/ 043031 PCT/ CA2003/ 001679

BEST MODE FOR CARRYING OUT THE INVENTION
Fig. 1is é block diagram showing a communication system in which
15  wireless mobile communication devices may be used. The communication system
10 includes a Wide Area Network (WAN) 12, coupled to a computer system 14, a
wireless network gateway 16 and a corporate Local Area Network (LAN) 18. The
wireless network gateway 16 is also connected to a wireless communication network
20 in which a mobile device 22 configured to operate.
20 The computer system 14 may be a desktop or laptop PC, which is
configured to communicate to the WAN 12, the Internet for example. PCs, such as
computer system 14, normally access the Internet through an Internet Service

Provider (ISP), Application Service Provider (ASP) or the like.
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The corporate LAN 18 is an exanple of a typica
wor ki ng environnent, in which nultiple conputers 28

wae@4nesected in a network. Such a networ k i sSPOF/Cam03/001679

| ocat ed behind a security firewall 24. Wthin the
corporate LAN 18, a data server 26, operating on a
conput er Bbaicaporaie LAN tiglan examplecafe tyaicalyeorisin gavijonment,
interface for the 5 corporation to exchange data both
wiviHictnmuttiplelcaltpl@ers RBcraicotmestdtbin ametworhalSuck astedmsrk is often
and devices via the WAN 12. The data server 26 nay,
[besteevanipt @, scbearity fireresiszy i Withis éfe/@peratd LAY 18, a data server 26,
M crosoft'' Exchange Server or a Lotus Dom no"

SEErifig ol B e8MPBRIrBRAMAAhS Aralaf i dctaddiiid itdhry interface for the
functionality, such as dynam c database storage for

g&é@rfltib%% GRRAAH Satd ngfP) WS Sthe L1GK ﬂlgi, S wih Bithdr external
an a 6

o docurent ati on. though only a data server 2
i.s.shown.in the. . t.ho ski.l | j r i
SPEE Y Loy HET v D Py heltte s e i g Sratiold b a
server, includi ot her t of seryers supporti .
estie ST REEVGS & h Mt HET Tedheddh SRhRTaT fotus omina™
conmput er- systens 28. The data server 26 provides data .
SIHPIINi TESEE IPTVQIP AP iRrPUde ta5dilipsal EnpHP RAWY . coiRbuge (dynamic
systenms 28 coupled to the LAN 18. A typical LAN 18 .
latebaste Storaue t fop| datgo putasiensines, eﬁf?éozé%ts,eé%ﬂk dstswi-etgil and
i mpl ements an appropriate client for conmmunications
dotumdriatiatatidtheagh enly26iatd servbic2Gib shewe itetip ILANDTS, those skilled
el ectronic nessaging, within the LAN 18, nessages are

regeiaredilypprétatdahat & eARemal fhcludd sibrd thaineshe sert/ére including
appropriate mail boxes for user accounts addressed in

bier fy?sg bV&veQ siiBpSaag ,resiljlm_%e%rtﬁattd?@ Bh#eaesseskrb¥edetworked

user ‘through a nmessaging client operating on a

?ﬁgﬁﬁg{efg KL SE 28. Exchange of other types of data
ah e ¥: iCc

_ ectroni ¢ nmessages is simlarly enabled using
CLy L SRR Salet e Wy KBfEnton capabiltes o
Rkt canaidll B 2k St B GoilF B AT AN T3 "R ypi &S LANI 8 includes
multiple computer systems 28, each of which implements an appropriate client for
communications with the data server 26. In the above example of electronic
messaging, within the LAN 18, messages are received by the data server 26,
distributed to the appropriate maiibdxes for yser accounts addressed in the received
message, and are then accessed by a user through a messaging client operating on
a computer system 28. Exchange of other types of data than eleétronic messages is

similarly enabled using clients compatible with the data server 26. Multiple-purpose

clients such as Lotus Notes, for example, handle electronic messages as well as
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WO 2004/ 043031 PCT/ CA2003/ 001679 other types of files
and data. The wirel ess gateway 16 provi des an

WO paoe/0imee to a wirel ess network 20, through mii/ch2003/001679
data nay be exchanged with a nobile device 22. The
nobil e device 22 may, for exanple, be a data

othentwes ohfiieeandelaicce, a dual - node 5 conmuni cati on
devi ce such as many nodern cellul ar tel ephones havi ng
bot h dat arheasitklysy gatewamBproddéars interfael toralirélgss Aetwork
mul ti pl e-node devi ce capable of voice, data and other

20 YiResudpf whieHE Rl ieNSxchangsd $ARd mebld Halicas2l stinobile
(PDA) enabled for wreless comunications, or a

dé\ﬂ@é . Q{ayg?&ké E\%W%t &I dUSL&AMh g tich el escls dual-mode

em An exenp mobi 'e device I's describe

5 c%rﬂﬂltuﬂ atlgr? h?‘é Le Q\%hog‘é E%QW%% rl.tn %Qlﬁ}lérqgl%{)ﬁgn%d@é\?ggs ho# data

devi
transform ssa re sm ssi on,
agf Kee repuady lon?ﬁte'zecr‘thoae'&vrf%ﬁ&ﬁpien e gyl
the wirel ess netvvork gateway 16. The w rel ess networ
d@té‘taé\ﬂéiih%yﬁwflﬁewqad'@%@ RY S%’ﬂ?éﬁ@ﬂt@‘ st eAY ﬁ%ﬁ‘Pled
one wireless network 20, in which case the wirel ess
fog atirelesp commiinicatigns.«r ailariep ar fesiton Gacenujersysieat widh & wireless
for locating a given nobile device 22 and possibly
ntodaok Anndeitiptarg evohile sleaise isidesaibed amfuribendetail betovt.r i es
or networks. Although only a single wreless network

10 gat eway I1Sudnsfuptiivhs aaffdrgssidg of it nMobild eediewi22e eA2oding or
could be configured to communicate with nore than one

ofRINRNE YirarSEsthirp rr%s§9§é’spf(ﬂt\ﬁiréléééf\@éhsnﬂ@él@%?ér ofHd ribcessary
WAP gat eway, for exanple. 20 Any conputer systemwth

Rl LERIS: tﬁgﬂﬁgﬂﬁbﬁhé%"ﬁ?&gﬁ’gg%ﬁZf‘%”r"ﬁ'ess
g@voﬁk b 1910 fodonis pL | gFPa%mtﬂ .

cati nat wrele
n%&%q\k\g@b, W%gsg lfﬁjehw?lrgle\éws rggle%vsasi/ 1\é alsg %Ietermmest & most likely

15  network for locating a given mobile device 22 and possibly tracks mobile devices as
users roam between countries or netwofks. Although only a single wireless network
gateway 16 is shown in Fig. 1, the mobile device 22 could be configured to
communicate with more than one gateway, such as a corpdrate network gateway
and a WAP gatewéy, for example.

20 Any computer system with access to the WAN 12 may potentially
exchange data with the mobile device 22 through the wireless network gateway 16,
provided the mobile device is enabled for such communications. Alternatively,

private wireless network gateways such as wireless Virtual Private Network (VPN)
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-6 WD 2004/ 043031 PCT/ CA2003/001679 routers could
al so be inplenented to provide a private interface to

w@2em0edoess network. For exanple, a wirel ess RMPMCA2003/001679

i npl enented in the LAN 18 may provide a private
interface fromthe LAN 18 to one or npre nobile ,
radierE £9ulgRIpO e W"%rﬁﬁfﬂﬁﬁeﬁo R'R¥INGR] 3 drivale intarfase o wireless
Wi t hout requiring the wirel ess network gateway 16.

reiwdrka MBorsxaptes a wiralegsadRNimplemarted i theLiAdk1® mayipovide a
the wirel ess network gateway 16 and/or the wreless
pnieatecnter2@e frayn tak £ANefd tecinievos inyorb enabile dadees $wh as 22 through
entities outside the LAN 18 by providing a data

the Wvaledis Matvadrk 2o diitheat fequiriay SheWirtidas nepeIHagaewal 16. Such a
conjunction wth the data server 26. A wreless

IR ENChter#ZRene %rfﬁé)ﬁll)é diRldeVer dia Ghed @lréI@ss"‘HQtV\fcfrl@ghte% 16, and/or

conmuni cati on devices such as the nobile device 22 via

tﬁ?%rglefsg AaHEIE Yo H%F)als ﬁ{?él é %SZt%nBS& W{rﬂlﬁlggéﬁt&de the LAN

atrons a evli C e wm r ess net wor
re ess ne

{RReGints & ?W&i”t LBl PR R R ptsralhs in conjunciion
that c support both voice and data
V&’mrﬁraé%ts%(ﬁﬁggver the .same infrastructure. Recently
devel oped networ ks include Code Division Miultiple
Access (CHMAYir¢lessnorgtorkgZiuprorazdyi de! 'W@b?t)l‘lj%taortotﬁ@d from
G obal System for Mbile Conmunications (GSM and
eempuricatiee devicen dueh 8ertve crolfilerus)icean@2 wirr kadio dregiuency (RF)
third-generation (3G networks |ike Enhanced Dat a
traatsessdions Katabah basemdtatiorerand dedEEs. ahd wideliesenstalork 20 may, for
Mobi | e Tel econmruni cati ons Systens (UMIS), which are

SRS e/a dateterlie0iraIpsEnétwodbRS/dice-Beriat wiroles hawdR, or a
top of the existing GSM 20 wirel ess network, which is

di%@%d&%%éﬁvbﬂ@thbﬂcaw Lﬁp?@l’t'b\bﬂ?\\/&&/aﬁ@ @atarabmrﬂurﬁeémﬁ% over the
Sonme ol der exanples of data-centric networks include,

%ﬁ,\%ﬁ{ff?gﬂﬂﬁl aﬁéfﬁ%\tﬁ@av&gﬁ%@%ﬁ e mr(ﬁdé\BR/Y%A(Multlple

Access?géﬁlﬁz) networks, Groupe Special Mobile or the Global System for Mobile
Communications (GSM) and General Packet Radio Service (GPRS) networks, and
third-generation (3G) networks like Enhanced Data rates for Global Evolution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS), which are
currently under development. GPRS is a data ovérlay on top of the existing GSM
wireless network, which is used operating in virtually every country in Europe. Some
older examples of data-centric networks include, but are not limited to, the Mobitex™
Radio Network (“Mobitex”), and the DataTAC™ Radio Network (“DataTAC”).

Examples of known voice-centric data networks include Personal Communication
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Exanpl es of known voice-centric data networks include

Per sonal Communi cation -7 WO 2004/ 043031
WERIAAAE03/ 001679 Systens (PCS) networ ks | i keCTZEM@B/01679

Time Division Miultiple Access (TDVA) systens that

have been available in North Anerica and worl d-w de
Ssiems PO netwarks. likenGEIve asy sliam RiRisicn Moitipén YAcodrsc (TDMA)

owns the corporate LAN 18 may provide both a computer
syE¥stheRal Baveibedh aArtiable ikyitic An22ick anawosltpligy Resevebal years.

Corporate data on the LAN 18 is then accessible to the

user thrqyghe @fstérﬂamt alcBfpaRTRHICH oW iHectSoralIAN 18 may
|

corporate nobile device owners also provide access to

pr%ﬁ/rd%o gﬁwe%dc?)'iﬁp Mo ERbh ! £ dRY '§$§ob§l€cg\T\ﬁc§e 23. toEé(r‘?'é{Pployee

oug evi ces provi ed to enployee users
CHBLSLSla 408 R 2B R H%%b%e;@@o@%ﬂ%é
P SISh TS B A 1 TN AR SR e RBPToVId8 Bccoss to
connections to systems outside a corporate network 18

corpoaie datavja mqbéexﬁe\rm%s@ucms dés EVEREWUFHMRPIle dgwees Rrovided
connections, data encryption, and other secure

ta emplayleeatsesn byt eroplaye]uakners @ bevelepdest tnsimarihhior business
security firewall 24 to the nobile device 22 when

pQpopes,abteer detepied obellowedowdis edvicsi fngcttdme anobsdreices, both
devi ce 22. However, software applications 15 on the

bl]’QiHéé@réI’@c\éd @Ad ?)%rsﬁ)&él pféreint olaé cymansication newioriocsnnestions to
both sides of the firewall 24, including a connection

%aztep\@%tél@é 8 c&*ﬂ)%ré?c@ heQVadt €8 b cLifity fRBWaif24 CRHBESHbed above,

an external entity, the conmputer system 14,

g&ﬁrﬁ'cgﬁné&%n 6?{ hEryéﬁon ahH Hﬁr%em%%hm&%é%%ﬁ@i@chmques

a accessi hr ou t'he ata server 26 can

f.u I h
AR SR MO SIRNEA BT e Fgee
SPIRULST, SYSLE 1, OB 205 621008 2B b MBicatons

trail. The only aud|t trail associated with su %
on the mobile device 22 can potentially open connections on both 31des of the

firewall 24, including a connection 27 back into the corporate LAN 18, and a
connection 29 to an external entity, the computer system 14, outside the firewall 24.
In this manner, corporate data acceésible through the data server 26 can be
funnelled from the corporate network 18 to the external computer system 14. In this
instance, the computer system 14 obtains corporate'data but is not linked with the
data access operation via an audi trail. The only audit trail :associated with such a
data access operation would indicate that the corporate data was accessed by the

authorized mobile device 22, not by the computer system 14.
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data access operation would indicate that the
corporate data was accessed by the authorized nobile

waelewioe3022, not by the conputer system 14. -8 REI/CA2003/001679
2004/ 043031 PCT/ CA2003/ 001679 A corporate owner of

t he nobi | deV|ce2200Ida re S bl em hy.
installi ng CQFRPray eIO(Y\’/V&BIOE ng 519 Id%wgﬁ%Picgg{qoqﬂﬁe%ﬁ%@%oblem
nmobi | e device 22 before the nobile device ﬁz,is
hyriasialiag any algwahip seuare ppalicationg o8 M %’Qﬁ‘? gVies @2 before the
nobil e device 22 to prevent installation of any
rhohilettevics @i inarayidgsi o gntavee UsPt koA gﬁnﬁwr@géM@ﬁ@l@ewce
protects agai nst split-pipe attacks on corporate data,

22 topre@nt mgtallaten otanydortipasaftearcamdicatiansp évthougn this scheme
nobi | e device software updates and installation of new

;ﬁ@febt@ﬁégélnﬁ@phﬂ-@pé la€tAsks drocorpa@t@tieta, ft @isoalehuinediheeorporate
devi ces owned by the corporate owner, which could

c?vmér%i BeRURE HRfbie PevicBQeRaBRSY ;Qfaté@@hdj fhsBRML6E Bf héw Boftware

arge conpany. Therefore, such a security neasure may

%ﬁlb' S%t o%gt kfCax alﬂﬁl? CloP & SRotild ddVidesPE R £BY Qe c@n‘bora’ce e owner,

évi ce war e managenent. Systens and net

ropQse erein t (¢
'P’QSOQ@ g nides B RUSLER %é*ﬁ% %ﬁ%@ﬁ%ommwnv

. |sablockd|a ram of a rel ess
Tostitors oxeh aveguuy Qactire ey bR e tfer 8 daler Bripgapigplom of
connection control is |nplenented It should be 15
mppie eeitice sofeaNNa9eMENMi n the art that only the
conponents involved in a connection control systemare
shown in Mygten’s andnpeihiods dsvPieROs§SDheEdin yalsth eraygak split-pipe
further conponents, dependi ng upon the type and
Attoks ) whitd altowving usdrs tonizinkage debile elevichaoftwaribse shown
in Fig. 2. The nobile device 30 conprises a nenory 32,
a connect iF@gﬁl X6 atiedk didigrad®f 4 Yiretessinialilesenimanisatienerice in

48, a user iInterface (U') 46, and an interface or
GARASS kMdtem and method of connection control is implemented. It should be
apparent to those skilled in the art that only the components involved in a connection
control system are shown in Fig. 2. A mobile device typically includes further
components, depending upon the type and functionality of the mobile device, than
those shown in Fig. 2.

The mabile device 30 comprises a memory 32, a connection controller
40, a wireless transceiver 48, a user interface (U1) 46, and an interface or connector
50. The memory 32 includes a software applications store 34, a connection policy

store 36, and an application data store 38. The connection policy store 36 is

configured or adapted to enable connection control for the mobile device 30. The
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50. The nenory 32 includes a software applications
store 34, a connection policy store 36, and an

w@ppiioewsi on data store 38. The connection pol PCHCAL@®BMO01679

36 is configured or adapted to enabl e connecti on

control for the nobile device 30. The -9 WO, )
soffyareoarRisationetPeZa 18 fapiratien faigsiae 3% B4 Watiagye of other
store 34 and the application data store 38 are

typeu et inderinadions stetasethat tngae Heoprovided ridhe onemoar 82.  Further
that may be provided in the nenory 32. Further

infofroativat stones ssumhess, a curthctalistaa measags fold, sffije systars.sagea key
store, a file system and a key store, for exanple,

diovg, - eRamplep nayialedbé pravivedir g sedidry 32The nmenory 32

is, or at least includes, a witeable store such as a

RAM i nt o Thé GherRdiyes2 Bt GEicaeNPeNEns Sa WRiead ERrél8tiéh as a
The software applications store 34 includes software

%glw iht6 WHé%ﬁg%mmﬁggté rfjac’}; \miﬂee()%t% ?ﬁ%%fﬂ@?é Lfplications

vice or exanp
I 0N ' . [ o . .
TSR S AR AR bR SRR PR B B REf BB evco

:?g(ﬁmaa, as. vxfell as 10 olt her R0 t war e agg.l [ ca%i ons.: Iln ”

ENE SAMBENER TREPYRIPPIS: B 81eSEONE BiRERYNE FORYRIG Bpplication, a
i nformati on, which specifies which tg/pe,s of '
ResEoNRat infmaation manaeRmend (PoW) s¢fiysre arnlipations games, as well as
software application is permtted to establish, is

aiher saftwamaeaplesiions atrethe eannectionepelislisiRiee36, connection control
applications installed on the nobile device 30 is
infanmetion, wHitte spexiifs whith dypesaif zophestons®r camdnurigation “pipes”
i nclude, for exanple, data files used by a 15

paf avhr aRPe applidation (g parmitddiorestabdioh | inktoradit Data dssociated
a software application. The wireless transcei ver 48

WL Softiigre BRYIL&LHRVINGRIISP ohGhe rBEHTIBLIEGEE BONS sibréd & the
W reless network. The nobile device 30 is al so enabl ed

%@ﬂicaﬁ&m@i S@td @?§ aAbt Rag iﬁ»&rl]mé,%# 1§§<§rg|didep%’{’a RfesOfised by a

er device, 1ncluding another nobil evice, via

t%o&ﬁ@'r%%ﬁélﬁc%ﬁgé I%g QQI%thu%tio%anolrrﬂai!i%rgfor % soﬁ%?ee%;j)l%gtion.

The wireless transceiver 48 enables the mobile device 30 for
communications via a wireless network. The mobile device 30 is also enabled for
communications with a similarly-equipped PC or other device, including another
mobile device, via the interface/connector 50. In Fig. 2, connection controller 40 is
coupled to the memory 32, the wireless transceiver 48, the Ul 46; and the
interface/connector 50. As will be described in further detail below, access to the
wireless transceiver, and possibly the interface/connector 50, is controlled by the

connection controller 40. The connection controller 40 can be implemented as a
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20 coupled to the nenory 32, the wirel ess transceiver
48, the U 46, and the interface/connector 50. As

wowrd/olsd3descri bed in further detail bel ow acPE€RFEAL@®3/001679

t he ¥Mrel/ ess transceiver, and possibly the

R
[ -10 2004/043031 .. ,

(PR BP D ERIE. ‘Wiareus BRI dRacE A0 A rara Higneperaiavios

that is executed by a nobile device processor (t‘not_
in¢lading a Jaye ViuaiiashingHdy M) @g dis ppBratias gxsieee futrtipgalgy of the
JavaTM enabl ed device including a Java Virtual

dunobétivn qantRyerald ingg begeecippiaiesyihiamhe dviMaariiopiEnmenied as a
of the connection controller 40 may be incor porated
seiftiviaren compodadl that iisteixeowtet eoyy &we dVBI. s@dwaction control at the
conmponent that is executed by the JVM Connection

SpRInAtInY sydterh Vel prRRIdRI rgreSyitdapiinke\e@l rpliabié desnegalibr control
stream ined and reliable connection control than

t@ﬁ@%ﬁﬁﬂr%inﬂakﬁ@%ﬁcﬁ& Abofvsaldopaefionndld cati on | evel .

6 may include such U conponents as a keyboard

or keypadsyy, @l?b%ﬁ%clu@és@é Bl cdrIIRAR Y Sa K@H&&ré@ﬁ’kefypad,

accept inputs from’'or provide outputs to a ITo user o _
t h bi | e deyi 30. Alt ' I

4 e Bk PR A i P e o
S5 B Gl e A B PRI AT e 72t 8, FBui e
interfaces. The interface/connector 50 enabl es ‘

apresemtdbatermebiladavige Hbiisally PEkdes e haganedd. aod Higd! 46
a PC or another device via a comunication |ink

issherbfdre indendetiZolrepresent areeor moterysgt éiteréingsct or 50 and

a conpatible interface or connector in the PC or other
devi ce. TheeiimtdatacaireatoTédt @rabid isbohdtidetramsfentieteeen the
plurality of data transfer conponents, including, for
68 EvicaB0 apd k@t oflahGthbr aesdeevia lardoatrhiadieatimdimk easablished

an Infrared Data Association (IrDA) port, sone other

58kn 1R e deRloBB&ctor 50 and a compatible interface or connector in the
PC or other device. The interface/connector 50 could be any of a plurality of data
transfer components, including, for example, an optical data transfer interface such
as an Infrared Data Association (IrDA) port, some other short-range wireless
communications interface, or a wired interface such as serial, parallel, PCMCIA7 PCI
or Universal Serial Bus (USB) port and connection. Known short-range wireless
communications interfaces include, for example, “Bluetooth” modules and 802.11

mddules according to the Bluetooth and 802.11 specifications, respectively. Itwill be

apparent to those skilled in the art that Bluetooth and 802.11 denote sets of
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communi cations interface, or a wwred interface such as

serial, parallel, PCMCA PC 20 or Universal Seri al
w@Be®4(UBB) port and connection. Known short -r aPQgBCA2003/001679

wi rel ess comuni cations interfaces include, for

exanpl e, "Bl uetooth" nodul es and 802.11 nodul es
spatficatomy dvaildtie fidhutteolostitutndf Ble2trital apkEleciroaics dmgjneers

respectively. It will be apparent to those skilled in
(IEEE%&ébtih@ﬁiwiE’éléﬁL@O‘]éﬂamirﬁégs Bdrsoed eren isiverkef respadtively.

WO 2004/ 043031 PCT/ CA2003/ 001679 specifications,

avai | abl esif, s Bohinfuriditioht UdwaEn Bhechbbitalde@itd 30 and other
El ectronics Engineers (IEEE), relating to wirel ess

syks/f\&ﬁs aorr]%e\gic;t/aslvgsﬁwepiﬁfe?%'&@)coﬁﬁgé’(op% WREHK Srot neﬁessariB/i l?ee via a

especti v ce conmuni cati ons between the no

devi ce 30 and other syst devyi La the

PRV abar inee st G eaedne T HETE 44 ferld P gr other
5 physical connection,. references to.conpecting. .
IRYER 106 VBT dI4sIes PRABISDISGS EPALDIBLORT TNgUgHLiter physical
i ncl udes est abl i shing comuni cations through either
comijestions or wﬁ.‘e@éttf%lﬁgercﬁch%nﬁa edwist fhgnaplile deyiesreg. could be
‘Thus, the nobile device 30 could be connected to a _
cBBedien toex B@pfos ex@ayplel by pleginottbe mobile deies e & 3mabile gevice
nobi |l e device <cradle connected to a serial port on

cidtie BSBneliedto siskrialdonigprt the P biy Ipesitiening the3Boisilecdevicg 30 such
that an optical port thereof is in a line of sight of

tréat nbptidal PBFtthétbot Rein RCIin@of Bight physsiniidr port ohtiecPCnar by
or arranging the nobile device 30 and PC in sone other

pggéemﬁfy. Shrickatg BrbAaNBingfe axehiRNGSHee BhaardapPti Bdatfe other

rations involved in “establishing comruni cations

n@?ﬁerltr‘\g? ) tﬂamgfggﬁtag u\éi é&rﬁﬂgeyﬂ OltﬂéeFaﬁlé@Bte Bhb&fatigsy er%}ved in

be depen pon the~“types of interfaces an

SSRRTSSH 50 oBEL o e TG 6 o
V\zlﬁlale gﬁgéﬁ %tuggﬁ h%t@?’gﬁ g? ﬁ%{%c%ﬁ%?gzoé %ﬁé&q%t@r%iarvgﬁ‘éble in both
trt'1§ ?nrgbﬂg tdgeicyatng itr?e, gtrllﬂgr gysttgrindoer daevfc):rei vate

As described above, split-pipe attacks are possible when both internal
and external connections, that is, connections terminated within and outside a private
network or security firewall, can be opened by a mobile device software application.
In the mobile device 30, connections can be made via the wireless transceiver 48 or
the interface/connector 50. Depending upon the type of mobile device 30 and the
possible uses of th.e interface/connector 50, split-pipe attacks may be possible using

different pipes associated with the wireless transceiver 48. Where private

information may be transferred to the mobile device 30 via the interface/connectfor 50
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network or security firewall, can be opened by a
nobi | e device software application. In the nobile
wa@lewi0e3030, connections can be nmade via the w Pel/eag03/001679
transcei ver 48 or 20 the interface/connector 50.
Dependi ng upon the type of nobile device 30 and the
whes heoinebilsdavicd 36 seconneded &rea sunilanyg enalbleg Bystem or device, for
split-pipe attacks may be possible using different
epApgle, &%s privatkeeihforration leuldi belfesselletaosariexsmaentity by a
Where private information may be transferred to the
sOMPArL & R¥ALEER WRicN bpehdlon ticabhawia/I§ HGEd®RI copBectich?50 and
WD 2004/ 043031 PCT/ CA2003/ 001679 when the nobile

tr%e\)(llrél‘ésg’ Qrah?cé? ﬁ?th?socé%es ke ESFHettien2Bhedlies wdt ;?r@?erably
exanpl e

devi ce the private information coul

f.unnel I
5 cgrgtb I§ 83?‘?5 ﬁ% vﬁ?é%ﬁ]eggsg?ﬁ\ﬁggﬁlé% ZYnSS Q%(/d @e |ﬁ%§'fta}9@/58nnector 50.
i nterf ce/co ectlon O an Wi.r el ess transce
"@8’9"%%?1[‘9"333@%"3'{‘% c‘&ﬁYﬂ?&dﬂpgﬁﬁ’“%Wﬂﬁoﬁqn@Fc" S5kt Fdystom
preferably 5 controls access to both the wrel ess
of r giedhad vy tis amaNRdle Ne9derToic SPEBRRREN Jpcggorate such an
However, it is noted that a nobile device inplenentin
irdetareiearestor SOntGasINesiar eantroh Fowgtrdapiamenied farganaections
need not necessarily incorporate such an
usingeiné aareé comnagticatiod edBonmichiasmuiime piples establistiss through
i mpl emented for connections wusing the sane

10 SO WArERIsS atdnetein®d48)or coHedctiass mslng differept p@amunication media,
establ i shed through 10 the wirel ess transceiver 48, or

VHIAD8GEH Qifrereie intdidlhief Bia@ale cOMMuNi cat i on nedi a,
where such different nedia are avail able. A

communi cahi i RiREatloh Fpé A4 %SEh&ﬁlonOBr ﬁﬁ%@ﬁ@ oPEommunication,

commruni cat | on bet ween a nob devi ce and sone

q%)ﬁéléegnnaknuo ile oteYI eévngféé)tg:.ec t@rrnaPQ%tT’tg w&pﬁfﬁ{g&mal \‘ﬁansport
Lé%?%ggﬂt"eésé\/ Fg? é L%g) @ caa??rb% pgrtpgggrallel port,

‘ dependl n on t he gat eway ?t her end,. For
15 BRalipned \Maf‘éﬁ%r§§efftr5§ﬁ§r@éf aenRUGetigPibes, depending

on the gateway at the other end. For example, the wireless transceiver 48 might be
used to communicate with both a WAP gateway and a corporate gateway through a
wireless communication network. In this case, connections with the WAP gateway
and the corporate gateway may be established through the same physical transport

20 in the wireless network, but represent separate communication pipes.
A software application may be associated with a connection or
communication pipe the first time a connection is opened by the software application.

An entry in the connection policy store 36 is either created or updated by the
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used to comunicate wth both a WAP gateway and a
corporate gateway through a wreless conmmunication

woedoaoridodl I n this case, connections with the VIEI/CA2003/001679

gat evvay and the cor porate gateway may be establi shed

BRI DB RO e bRl R Gyt behuinition o dest grenec
soft re cation ma be associated with a
B sofua R OO BRI | Q5 Breaiiabe BRETa P8t ot Fogaoaied with a

connect i on |s opened by the softvvare apPI ication. An
eqinegtion in Hiae cQﬂﬁ‘ﬁé@fﬂqrbﬁOIMI stele SPorthe Jeftwaresiapnigation cannot
created or updated by the -13 WD 2004/043031

S8tV IGAZOY At 1EToof appnaeion dheconnedionaolidystooer 3a@is preferably
software application when a connection is first opened

inya drotecuf rhemoey lapgaidnoat acressiblecte saftwafd aygplieations on the mobile
application is associated with a connection in the

S BDI OMhROEhSYeS ttRECa Idftwiahe applidatah ecapidt iopahi &M internal
cannot establish any other type of connection. The

ESMR8EGH Ra %Bhidéyofﬁ)tri‘)éf% is@rrhatidH, SERERD FMva'?te n‘ﬂ“oﬁnatlon from the
protected menory | ocation not accessible to software

?tﬁﬂ{:é Cgltld e %'?aééq%f’l Cabéee théj“acghﬁ?ct%g pJ ,%ksstgrrés %qﬁ order to

a software app on canno I nte
onnection to.a Source of private |nforrmt|on,

?'é“t“ﬁv&'?}ec%r}'ﬁ%% CPW Bt mation fromthe source, and
then erase_ or change {he connection pollc store 36 in
order to GIEGHTERONKRNAEETRERN donar AWelD IR Y be
control information for a software application rmF\\/
eratedeln fhe CRENEVIMNCBOIYNSIPE BEyeiltasrkeia® er aler the software
before or after the software application first
applisbliors fiest estabbsirrsca iconnectiog orfneennestion ganirall information entry
information entry containing default or null control
corftainmgtdedenylt ommlill cabirolgnfomnationniedicaiing to/qeneetidrrtyed tegtriction
or that any avail able type of connection can be
eP e iny naailBBleCtypa i tbohpéctidn1&ars Bé topahed ARl Saticafed for a

when the software application is installed on the

SORIAr8 a@BNERBN when the software application is installed on the mobile device
30. The latter type of entry is shown in the connection policy store 36 for application
C. When the software application C attempts to open a connection via pipe B, for
example, the connection controller 40 consults the connection policy store 36,
determines that the software application C may open a connection via either pipe A
or pipe B, and the connection is opened. The connection controller then updates the
connection policy store 36 to indicate that the software application C is restricted to

pipe B, and the updated entry would appear similar to the entry shown for application

B.

-14 -



30. The latter type of entry is shown in the
connection policy store 36 for application C. Wen
wo b@4pedosivar e application C attenpts to open aPCT/CA2003/001679
connection via pipe B, for exanple, the connection
controller 40 consults the connection policy store 36,
det er mi neAlterhativethea sofinagtior cappdli iotarinatio emiry fopansaitware
connection via either pipe A 20 or pipe B, and the
applivagen tould be copred diterThe scitwine appliatieoopdreld @nnebiem for the
updates the connection policy store 36 to indicate

fitdhaimd. hanseid WRE@pRDPVhGRE 8dftiarkSap@iehlid z@@nipts PidRn a
B, and the updated entry woul d appear simlar to the

c%@e?%xé%@%’?g@%cti@ﬁ F&gbﬁéﬂeir Qﬁ_co%ult‘s% PB4 Bﬁ%g%ﬂ)re 36 and

1679 ternatively, a connection contr

inf t n f t. Licat ]

s el Rl 0B inbebBin R B Fadfl shg shflls 6 Stware
connect i for the first tine, .In this exanple, when
AU D IGe BENPEIAN 5rinGD CRRRTS o I Safvare Gepiicatioh gnd the
t he connection controller 40 consults the connection
cpaNetipn setrelies 4dneresteget SORMAZON: FRHrA JNICHRAIERT iegHY in the
control information entry exists for the software
cappedtioniobey, stPrre3€ &nriee spidrare appheaiioppedicating that ffee software
sof tware application, and the connection controller
application isgzeranittarhioepenam!ictba typel oficofingctimnitioat verd firgt apened by
the connection policy store 36 for the software

10 tlediRbbbkaitioan, indicating that the software application
is permtted to open only the type of connection that
was firstywepgangdsdivardOaphirbticP Hubeadudtily MA&Rp’ to open a
software application subsequently attenpts to open a

BARGESEH! AB coh P&t%%ﬁ%ﬂe@ Qo gg%gs%gé {hRcoffe doh R R&stdrB86 and

connection policy store 36 eterm nes the type of
SRR B PR AR ARSI Ra Rl ovon.
IP rerriatliefn?p e&y(%%hegt?oennist Ho gfqﬂg epcetrrinﬁt%dit?/pe, then the connection is
15  deniéd.
As will be apparent from the foregoing, software applications cannot
directly initiate connections. Eacr]w request by a software application to open a
connection is processed by the connection controlier 40 to determine whether the
connection is allowed for that software application. Where the connection is allowed,
20 the connection controller either opens the connection or directs other components of
the mobile device 30, such as the wireless transceiver 48, to open the connection.

Alternatively, software applications can only directly initiate connections gfter

receiving suitable approval from connection controller 40; software applications upon
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15 denied. As will be apparent fromthe foregoing,

software applications cannot directly initiate
w@ormmeiosons. Each request by a software appl i PEAL/CARN0BO01679

open a connection is processed by the connection

controller 40 to determ ne whether the connection is
redeind WE dpprovak ¢ait theofroaler diregh pedussts fon conpratiens feat include an

connection is allowed, 20 the connection controller
inglidaitarof thpepigortdp@ravahnect i on or directs ot her

conponents of the nobile device 30, such as the

W rel ess Rigansigea tdcld Biagramoipestrating & donieat embodiment of a

Al'ternatively, software applications can only directly

chbddiigh ‘%oﬁl%l ROSEhPa MrkRss n’fc%ﬂ@ er‘nﬂﬁmﬁ#ﬂbﬁfébﬁlce The mobile
approval from connection controller 40; software

s oRBbLSTEGTRATRe 180V ORI 1 ancnpicion pacer 2
aﬁ Hl{]ﬁeeég?r'bmggﬁlaiéﬁ f SL;seg?nq%lﬁ% @gf%é %a\}vlrélggé Hgﬁsc?ﬁr\/eé 48, and an
Irgl%agr &@Iﬁlﬁgg%{) aﬁle &?a ! ur ch q%sn%%%ttggpéﬁfﬁhlc@tlons store 34, a

comuni cation device. The nobile 5 device 31_in Fig
cgnie@ion reicy SF?éﬁtﬁﬁy aggd, arhald’ihéﬂé%t?@rreﬁ‘ird ﬁtﬁreaﬁﬁl ?E‘étm%’nalso
| oader 42, an insertion nodule 44, a user interface
ifdlide fmaheraiami st@r@aﬁsppiatgb@im@themﬁviwsmﬁns in addition to those
i nterface/ connector 50. The nmenory 33 includes a

10 shewhtimBige3appl i cations store 34, a connection policy
store 36, and an authorization record store 37, and

may al so Théwbblkedévitd Bers stBsantilytessaas asiratracbilidelice 30
ot her device systens in addition to those 10 shown in

shb@n n?’FlgTQeTH@Qbﬁt@a@%@gﬁ@at%s's&)ré BRsEsHMeCRdA Yolld)Rtsralse, the |
as the nobile device shown in Flg 2. The software

L@pﬁ’é | @t \f'\{f?é‘lgsss bQhecdfer £8NAREHHE r\wt@ﬁééé?é’orﬁmte%f(ﬁ 56 hald@Deen

e W reless transceiver
eschg fcfe‘ é:begv%oQ'ﬂe%eorﬁor?/%Bngggo%ﬁﬁ%r to the memory 32, but includes the

15  authorization record store 37 which stores records that specify usage permissions
and restrictions for the mobile device 31, software applications on the mobile device
31, or both. Connection control for the mobile device 31 is provided by the processor
41, in conjunction with both the connection polidy store 36, substantially as described
above, and the authorization record store, as described in further detail below.

20 The processor 41 is connected to the wireless transceiver 48 and thus
enables the mobile device 31 for communications via a wireless network. The
application loader 42 and insertion module 44 are connected to the

interface/connector 50 to allow communication with a similarly enabled PC or other
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descri bed above. The nenory 33 is also simlar to the
menory 32, but includes the 15 authorization record

WGQ@m4P®31 whi ch stores records that specify usBgQECA2003/001679
perm ssions and restrictions for the nobile device

e S T XA
B0 5o, PR S5E0 el P T IRSA B s i

descri bed above, and the authorization record store, .
aiso ke lnades daropgh the wheless EeRsTeIVRE 48R WITRISSE coppWHgation
41 is connected to the wireless transceiver 48 and
neftwerk. dinviaves coheectiops fenyihg wikelsss Fasceyanth ictiei aprygcation
via a wireless network. The application |oader 42 and
lbander4Riamil theithseriod fochdé have netdieed shownlireFig. 3 to avoid congestion
i nterface/connector 50 to all ow comunication with a

igita dfnling.enabl ed PC or other -16 WO 2004/043031

PCT/ CA2003/ 001679 device to | oad applications and

aut hor i zata, Moz rdsor@8 bvidas AR & efiendosRedibn cbhtrol for an
shoul d be appreciated that software applications and

G EARDAIR dRRRIS 6 dan BB REo DR 48VIQHEEr. When
e W reless transceiver 48 and a w rel ess

ommuni gati on ne Kk e : [,QAS :
P e eer oy SRERE fup (S B S SRS ERLREEr A8 Wi o
and the insertion tool 44 have not be shown i.n Fig.
St ber N doCiyBdes GOl e SER AAAG o AR T P fample
records provide a further |evel of connectjon control
thertyras of sipAaections thal Mabe ePRR&A Rethg Motligdevies fnwhich pipes
enpl oyer of a nobile device user. Wen the connection
arelrestyicteddoraissdyioslyshoesd armicaiirns ingBllgdeor geaMidas! bygge owner, or
shown in Fig. 3, 1o authorization records in the
wHichgripesatambe sedhy ather sofBvaramppigionsy Althopgh authorization
exanple, the types of connections that nmay be opened
Risofdiee stahlishéd Bexmh 6@nélmaybdritiol pireefunctiores oféise moblieedevice 31

for use by only those applications installed or
M=RVd S5 Somiti@tiewt®hne&tions, records relating to connection control are
most pertinent to the systems and methods described herein.

An owner of the mobile device 31 preferably inserts authorization
records onto the mobile device 31 using the insertion module 44 before
communication functions of the mobile device 31 are operable by a user. This may
be accomplished, for example, by pre-loading authorization records into the
authorization record store 37 from a configuration device such as a PC before the

mobile device 31 is provided to the user by the owner, or before the mobile device 31

is configured for use. In the former example, the owner maintains physical control of

17 -



10

15

20

whi ch pi pes can be used by other software
applications. Al though authorization records
we@sdoalohioshed by an owner may control other funeti/ong006001679
the nobile device 31 15 than data comuni cati on
connections, records relating to connection contro
ik mobie devipe Bl iundlnautherizatien sseardsrbavenbeenclohdeld, whereas in the
descri bed herein. An owner of the nobile device 31
Igttee fexpmipley thevsiselt sasapbdsassivataf dme niobile dsicerdtiobuthe unable to
nobi |l e device 31 using the insertion nodul e 44 before
nfk@s srahé aBvitsl 0618 BoMigur&® bYDdH dt G k€ Vih@6r tBd cBRol of, the
operabl e by a user. This nay 20 be acconplished, for
okappl e, by pre-loading authorization records into the
aut hori zation record store 37 froma configuration
devi ce su P Ay i i 31 ] .
provi ded %%_@%gﬁasﬁragég@%gbg\%ﬁ g&fago(l?rﬁ gﬁ éc'() rng&f'%edé\ﬁce 31is
bile,device .31 .is caonfigured for use. In the forner.
BRI th i iRt mbrbis Ak iy lertacs 2B mrclerioth pnd e Pty
WO 2004/ 043031 PCT/ 03/,001679 the nobile device 31
e0RPYer CRBHBYRIORFPYRE 1 dae mrrileisteyice Halpsibesmhernpgsted to
in the latter exanple, the user has possession of the
thpenfigugrtipndevipe, auihoiization&esasds gre fiandenretoghe mabile device
device until it is configured by, or at |east under
3t Hierotigh threpintasfacetchene atowfe), and p@ssed to dtk ingertibn module 44 on the
aut hori zation records onto the nobile device 31 is
niebilb@lenied 1S ivhightsheres treeautharization deerdelto thdeuthorization record
i nterface/ connector 50, and a simlarly enabled

st fI7autad hiemagesce. Wen the nobile device 31 has
been connected to the configuration device,

aut hor i ZahjReLudHRRe IHdsrtdhénddupds4 %rshS\QnﬁrPFib.@aé‘E&irhdd@onnected

device 31 through the interface/connector 50,
359 oot Bt d TN LD PECHRIBPELS, sovar
rFch)qdeuIé:Jl 8F Ie?;%lfd% |ct>r% fat irs%%gcr:lﬂed IS)§/ %eepr%z:eés%rhq.e A%H%,%’a?asfransfers
to and from the interface/connector 50 may actually be accomplished by routing data
through the processor 41. In this case, the processor 41 may be instructed by the
configuration device to start the insertion module 44 before the authorization records
are transferred to‘ the mobile device 31. Alternatively, the processor 41 may be

configured to start the insertion module 44 whenever authorization records are

received or connection of the mobile device 31 to a configuration device is detected.

As shown in Fig. 3, other systems on the mobile device 30 have access

to the memory 33. However, no device system other than the insertion module 44

-18 -



Al t hough the insertion nodule 44 is showmn in Fig. 3 as
bei ng connected to the interface/connector 50, this
wore@diogsospul d be i npl enented as a software noORIT/€AR003/001679
application that is executed by the processor 41. As
such, data transfers 15 to and fromthe
shoyld hieaatdé do et cham®, @i grasst infdrmatioe stared ipihesdddorration
routing data through the processor 41. In this case,
rédved piope 8E.S The 4lithoryation dats storee8 B dikbyhe tamnection policy store 36
configuration device to start the insertion nodule 44
aBREeEtddubove! Batdreftid prRiErabg siateding frotrsddne®dr drea that
the nobile device 31. Alter natively, the processor 41

|§Wér‘[ ABBes ANt SHELGVIQ Ssfints SR itlBREASpIeRidHR @inﬁl tAéinsertion

whenever aut horization'records are 20 recei ved oOr
5 ny gd\)&ﬁéﬁ :hgg a\ﬁ'{te tapg g@s% A%sc eﬁsewm t?llg na%ﬁn&r&agor? Péb{?g?&g)sés PnOther
th bile d 30 33 '
B s e eat SGy Hoehsy B A S o Pt Oy 1 o
dul 44 -18 WD 2004/ 043031 PCT/ CA2 03/0 679
gﬁoﬂ| 3 beAsEASS EHIPHE the autpprizatian f%?orgﬁz%% PR pRENEHCed,

stored in the authorization record store 37. The
feraxeomleatsingdigital gigebie teppniqupre Pranloagbigrerinlie ﬁlgnature key,
policy store 36 as described above, is therefore
qerresporatingto aprivatelsignataredraytad d"teemotxihaﬂﬁ\@caﬂvw rtavd@ thejngobile
not accessible to other device systens or software

10 PRk satdremtes ity tlyaaiunsbasédrobirandulrsedibnhasd araswe of
and erase access to the authorization record store 37.

dBzatie M corisS Whemhe e rs pablicgyataeaey siat Been inserted into
aut hori zation records. Access control to the

tﬁé‘ Hb‘?)ﬂé #aticenr @\F&Ig% tﬁé & farb/oPHEEoP SO BRfhanfRbss tiaPkceiver

using digital signature techniques.

E{ e l osqgrléardglnaa Q%ﬂglsfo??(gﬁcg%f%%ZOKQ%e mARETRIRRMHN Mk §rRertion

e device ownler

rgpéﬁsﬂ?menwggb/oa NGS5 bn PR B i Peg g ayporiavon
15 rggérgg':c{g,zngetrhg{]y \{@éoqrgg%q%%ggs B%\%ger thse gu%ﬁorliz%tion records are

stored in the authorization record store 37 or the commands are executed. If digital
signature verification fails, then the authorization records are not stored on the
mobile device 31, and the commands are not executed. Digital signature-based
access control also allows distribution of authorization records over insecure
o0 connections. A connection through the interface/connector 50, such as through a
serial connection to a user’s office PC, can normally be trusted since the source of
information is trusted and the connection is secure; however, such connection can

be secured as discussed herein. Using digital signatures and verification, a mobile
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the nobile device 31, through the interface/ connector

50 or the wireless transceiver 48, and stored in a
wheyw4®3138e (not shown) on the nobil e device 31PCT/ha2003/001679

insertion nodule 44 can verify a digital signature on

anv. SYbseauent . | 051l ARROAIAR rE&SAE AscePled vi
e 3y GG, e ISGH, SHa BLROY Fhbuda ed Vi

ut hori zation regord r ' . aut hori zati on
Fissparé s a5 tPet RS iR P s T

digital signature vericati?n fail

: h h .
aut hor i zalfi Fif FERBHITEL AV RYS eé?%?'éag'gﬂg'?%gs EW@B@P yhich the

device 31, and_the conmmands are not executed. Di_gitfal
negoeratadrie apeessiple a&@@ﬁlge&ﬁiﬂ?@I"O‘ﬁlﬂéedﬂ%ﬂylf%siopera‘“ ns irom any
di stribution of authorization records over insecure 20
loetines tin chs. manonndkt bwndemr eoyhwiitgeor erase operations to the
i nterface/ connector 50, such as through a serial
f@ivreatiororecoad stotss8T slesd fhieameR@jonsamiginateraith pr bre authorized
trusted since the source of information is trusted

Re iR B aliecs. | B SESltbTeativRaMPRMentatite) acnament inanager
can be secured as discussed herein. Using digital

. hid ' e opelion®. Such
R Y e e
the integri [0 : . q .
gl UG R A8 Ak oy, BHie"CF ks AbeF AR iviving the
conmuni.cat i

SORBLEELA S0 B DR PRI P BB TR o
are configured to al|ow nenory read operations from

before eoMRiettd HRLAEAYRE menory 33, but deny any wite

or erase operations to the authorization recorg st ore obi
'37 unl ess Soffwaspepalisasiag leading RRewiligNs [re;engplgd on the mobile
authorized by the insertion nodule 44. In an i ,
adier 3raby the apmhcatioenoadsar 43, Aadaserihey abaMatergaidipihe insertion
shown) is provided to manage all nenory access

ARRALRL44 BRhoSITnecapplication loadeTagds shewn @sfiegg eanneeted to the
direct any wite or erase operations involving the 10

@%#é%b'yc%ﬁhé@car [ Oinfbriia@tie rhay tdetudinses téehangetulbetween the
or digital signature verification

application loader 42 and the interface/connector 50, or the wireless transceiver 48,
through the processor 41.

Software applications may be recéived by the mobile device 31 via the
interface/connector 50 or the wireless transceiver 48. One possible source of
software applications configured for operation on the mobile device 31 is a user’s
computer system equipped with an interface/connector compatible with the

interface/connector 50. When the computer system is connected to a corporate

LAN, for example, software applications provided by a corporate owner of the mobile
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before conpleting the operations. Software application

| oadi ng operations are enabled on the nobile device
w@2008p430Be application | oader 42. As descri bedrebox2003/001679

regard to the insertion nodule 44, although the

application | oader 42 is shown as being connected to
deviee I5Mmaytberreliteree Hrara filersenEr ondfd L AbAr §iharsjore on the LAN,
actual |y be exchanged between the application | oader
ad@ transfetrbé to theembhde devnaddt dr c@Oputsf sysiemvarrmapleilssdevice 31
transcei ver 48, through the processor 41. Software
ey Rliscobthinnsofiveye kepliationy &dmbythehgourcds, Isecll @siloterit-based
via the interface/connector 50 or the wirel ess
sblird8s GRINARRicH The E¥RPIRS SYdeM of Mubile deliceZ0 @pfihuaicetes.
applications. configured for operation on the nobile

devi ce 3|y dbiiEsdn 19a8MRUE BENTRYUFEEID iRStHIl BEresardidpBliclions
i nterface/connector conpatible with the

interface t . ' -
o BB P AR SR r e R B ER R e d SRS 2 dgia
a i cations provided by a.corpo .
SHBBIE o0 0ou Shoartas AP BT GEbBtb s, Bhelisf o rgoeives
31 may be retrieved froma file server on.the LAN o0
sefinere SARIFEIN S ARPTRYEE o DRFIETSREndor aibhl ENEbppTigre 2
device 31. A conmputer systemor nobile device 31 mm
saftwarecnpiicationds ingaleda prfivease pERICafie st!ikEen Ww,vvolves
such as Internet-based sources, wth which the o
suolmppertiosy st estorng avetdieddrpplicatiafile derthm pefivare, applications
The application | oader 42 is configured to install

<B6rE tan ehaprimaratBRpastraating fikes foosibtagedethe eofBaretapplications
may al so perform such operations as checking a digital
STt HF fo¥bIR ekEEfingesh ifstblamneregmahi eadtlign or

determ ni ng ether a received software application

i s approvgdnf emddashahlshbivAth B9, 3,8 arebe | Lsdiadre ap@ikation is
before a software application’is installed. Software

appLicat i an. i ARHEL AL SrAbniMBhic&ldnYpibé ¥l Hi€8time a connection is

opened by the software application by creating or updating an entry in the connection
policy store 36. The connection controiler 40 of Fig. 2 is embodied in the processor
41 inthe mobﬂe device 31. The processor 41 executes connection control software:
at an application Iével or an operating system level, to prevent split-pipe attacks
substantially as described above. When a request from a software application to
open a connection is received by the processor 41, thg connection policy store 36 is
accessed to determine if the requested connection is allowed for that software
application. Where. the requested connection is not allowed, the connection is

denied.
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1o such operations as storing a received application

file to the software applications store 34 in the
woreomny3032, extracting files for storage to theCT/CA2003/001679

software applications store 34, or possibly executing

an installation progran1or utility. In the enbodi nent

shown in 4% § fugthep sonpegiien condgk mﬁﬁﬁ%reaﬁ‘ﬁ\ei”c‘a%ﬂr@ﬁ“?% control

associ ated with a connection or conmuni cation pipe the

infornsationi indhex cemedion ipokcy sfore126 afpwretinepareried 6ppngatien, the

application by creating or updating an entry in the

ptocessot 4 balspaccesses thor autB6rizalioe reamd etoré 81 te deterroinkavhether

40 of Fig. 2 is enbodied in the processor 41 in the

th® Bbhrcliel i gerdilttedl hAUMLHEEEHBOEcdts @x@Csiezsy duthes bhaection

control software, at an application [evel or an

5 reag{:@édsn% %M&k%ﬂd&‘yeﬂ)artlélﬂatpfz@d/r@&ho@bf typRsR§F @nndtishs, for
stantially as descri bed above. Wen a request from
| Q@ﬁb Ehidin SORRNSE & In thi
rec |'é\}\£§]r%y ér‘éaé ggg%tf)drﬁsﬂ fQPEe connect i onwplgF?%nf' nne
st,0 36, IS f the
oY %ﬂ%i\ﬂ%% b G HEICHER ey et a%p%ﬁ%% Ry one or
utralch et e et A
PCT/ CA2003/ 001679 As a further connection contr
regdetie® CONIRGHOR oYirse BNcRHtBRIAatieN reeRre Shasiieh hal ﬂefh gequested
connection policy store 26 allows the requested
10  ecopmaeinn én not reithqrizedes Jbis situatiosiomay cadsse sfor Hastance, where
aut hori zation record store 37 to determ ne whet her
dueortatioe cbtadsi e pieseited edto et hwmbile atdvine Bécaftedsa saffware
specify further connection 5 restrictions, to allow or
Slmzatiar HdsCitbBspereaneedrireatorr types of connecti ons,
for exanple, for all software applications or for

certain sqifars r@cﬁlfé!s‘téiﬁbb@r’ib%tloh Ns tahbwed BYLBSthMRBL gonnection
even though a software application may be associated

‘Y%%J@"e ABmfipn 1AHE <SRRG i3Sy 8 étBretﬂﬁoPﬂ%%%ﬁ%%‘aMkéGdfn and

e processor 4

15  authorization records in the authorization record store 37 for the connection and/or
the software application, the connection is opened by the processor 41. Otherwise,
the connection is denied.

It will be appreciated by those skilled in the art that the connection
policy store 36 and the authorization record store 37 could alternatively be accessed

20 inreverse order.

Fig. 4 is a flow diagram showing a method for connection control for a
wireless mobile communication device. The method begins at step 70, where- a

request to perform an operation, in this case to open a connection, is received from a
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request ed connecti on where an authorization record
specifies that the requested 1o connection is not
wa@uotkoniozed. This situation nay arise, for insPanca003/001679
where authorization records are inserted onto the
nobi | e device 31 after_a software application has
spitwaie gplisetion, AInslept Tdnthevernnection eguiealies 0 (Fig. 2) or the
connection is allowed by both the connection control
prodessored i (ip. i3) deteeminesriee commupiaatiory resoorae 186vHich thetrequest
software application and 15 authorization records in
rélaesautFoprd zahnevtion ecantdl scheme3 thd ebminhemicnibRecisoorte is a
and/ or the software application, the connection is

cBRBEEBNRY pidee processor 41. Qtherwi se, the connection
is denied. it will be appreciated by those skilled in

the art thal tﬁelﬂedétgm%&ia‘?%te‘})o?hi tfgeltrocﬁ@ rééu@é?% tcEEnection

aut hori zation record store 37 cou ternative
acce. ' \ ... Fi 4 is.a fl . .
REEPRIr erflkd TRNESERRARN i fockSeflaa Gifnpgyonypotio
irel ess nphile co ni cation devi,ce. .The nmet hod
SHAsh: 700 5pOSHhlY, a7 SR a0 FPedifeab® (o Br Bt hetner the
operation, in this case to open a connection, is
reqiasiebePnestioris allowegyor s 0ftvaie spPisetiPThoan4Nieh iergauest
software application. At step 72, the connection
veasrecelvedr Tamopgration B)copipletae by epekiag ©6autherizinp ghe ®quested
determ nes the comuni cati on resource to which the
coanecn at siepdibagherétire @qoestng conmattion istpevmittch ditbe reduested
comruni cation resource is a connection or pipe. 5 It

dofinEtRm igl edecirsi setheatiors bggnetdbyine tshétwatehapplieqtias tiesh step 76
connection operation is permtted. This determ nation

ihvBsuRe f@%@é?éﬂéﬂo@oﬁ@@ﬁ% bribda@hd 6dnnettioh Bonted) Shformation

possi bly an authorization record store, to determ ne

iWﬂ% &ﬁ{nebﬁ‘&w policy store.

The requested connection is denied at step 78 where it is not permitted.
A requested connection could be denied based on conne;:tion control information or
authorization records. Error processing, such as requesting a different connection,
may then be performed by the requesting software application at step 80.

Fig. 5 is a block diagram of an example wireless mobiie communication
device. The mobile device in Fig. 5 is representative of a type of mobile device in
which connection control systems and methods described herein could be
implemented.

The mobile device 500 is preferably a two-way communication device

enabled for at least voice and data communications, with the further capability to
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requested connection is allowed for the software
application fromwhich the request was received. The
wep@ratioon i s conpl eted by openi ng or authori zZPEmCAR®3/001679
requested 1o connection at step 76 where the requested
connection is permtted. If the requested connection
communisate mith efbeiheenpuier Syelaey oy thedntgwmet.wdepending on the
application, then step 76 involves the further
fungtordlitoprovided by dte mgbite denick thengobibmdeicd way bemefeokd to as
information in the connection policy store. The
alda s st b dnoMaydagerd catlulsttelppAdheniet dath indssaging
not permtted. 15 A requested connection could be

cHSAHIRR sPASREIRB (IREMREBHHIRIMCE OBt @htai BRPAUTIEAOA device (with or
aut hori zation records. Error processing, such as

5 mﬁtﬁggtg‘;?gﬁg[\)@c%ibﬁlf%@ﬁ%§%ﬂﬁ&ﬁéooébove',"@l}(crf M&Rcd€are referred to

per requesting software application at

step,80. Fig. ' [ agram of an exanpl e
gﬁp?rgalll)éggre%%impgl %W{%rﬁ)*rﬁ% gé\l{ﬁf;%gn devi ce. The nobile
device in_Fig. I.S.re sentative of a t of .nobi |l e
dovi ce. | nThe ol £5viES RRE TS e se el BE bk migiaprocSssor
met hods descri bed herein could be  inplenented. Tpe
58807 Hisplana 2% NgowoleliegPemeraprd, randap agesss memory (RAM) 526,
conmuni cation device enabled for at- | east voice and
adailiarydoputipuinsd {1 @riieviogs BR8t heerfal e 630 capabPRIck 382 g speaker
-23 WD 2004/ 043031 PCT/ CA2003/ 001679 communicate with

10 53¢ h&micophrtedi36sy shatmnga wiletess nommMustcati@esibelystenob40, and
the functionality provided by the nobile device, the

niEphise ifQuds stheryetiee sabaysieths 42 Tha tdabeesivarssrgpregerably
device, a two-way pager, a cellular tel ephone with

|ﬁ@&f’emi aHY re€@iR@Bhienhb8 516,561, Beb&siver (RKES 1Bt transmitter
appl1ance, or a data comuni cation device (wth or 5

4 PPN o %) o, SO0 POYocossr

(B%P?%Bbl ?/Vlgh?l)l/ Ehceenc'On-volatile memory 524, the mobile device 500 includes a

15  plurality of software modules 524A-524N that can be executed by the microprocessor

538 (and/or-the DSP 520)A, including a voice communication module 524A, a data

communication module 524B, and a plurality of other operational modules 524N for
car‘rying out a plurality of other functions.

The mobile device 500 is preferably a two-way communication device

20  having voice and data communication capabilitiés. Thus, for example, the mobile

device 500 méy communicate over a voice network, such as any of the analog or

digital cellular networks, and may also.communicate over a data network. The voice

and data networks are depicted in Fig. 5 by the communication tower 519. These
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The nobil e device 500 includes a transceiver 511, a

m croprocessor 538, a display 522, non-volatile
woreom0y30324, random access nmenory (RAM 526, BORCAR@BA01679

input/out put (1/0O devices 528 a serial port 530, a

k h
no{%%a@ew@? Be8 bEsentate comBndl St eéﬁﬁéﬁﬁs@waseparafe

al sq include of her device sub-systens 54
AT B R A A rﬁﬂndalé%/gt Plnsht thearmay be
recei ve antennas 516, 518, a receiver %%

iniegraied dntera singig)wisiess reiwods: R@feéem@@atp t @BM’Qﬂ( &9 should
(LGCs) 513, and a digital signal processor (DSP) 520.
tiéteifone betiptenuatedais@nicb@mpassing pothZdsingla &oice bintl datbevdteerk and
500 includes a 15 plurality of software nodul es

dhfatd Mdtldrkat can be executed by the nicroprocessor

538 (and/or the DSP 520), including a voice

comuni catrin@roffRsliHicatiAhbs Pstelat s 1 i€ QBBY R €cthim@Ricate with the
nodul e 5248, and a plurality of other operational

\%b@§1952‘f‘t%hb%b 5%@90 Q&Hd %@Pé&%'&hrﬁum@étl&%rsngnals to

unc I ons | e device 500 1s preferably a

S 8 g"mnﬁaéa 8 95 G8cor0 B! D VALE AN 98 oo

i on capabilities exanpl e

TR 5L, 2ty SHTTHOA GBS 80,2 i an e

cellul ar networks, and may al so conmmuni cat e ov )
GRIPIURIGEURRYOCCHA B! 3 SIS oGP ol %%?&a&esrs@?of ffequencies,
depicted in Flgb 5 by the communi cation tower

thie s singies LACH TH 018y 088d FTTERTNREHEY Bih 479 tra%ﬁnst@réﬁ& and
data networks may be separate comruni cati on networks
reskivgr sBiar atldternatifelsistit utiffeneet frrmienaiesbage Wilized dos, voice
network controllers, etc., or they may be integrated
Edrhmuaicationd vervdy ¢ite ssmnrihivatitns dRéfiemebitedevice 500ds enabled for
network 519 should therefore be interpreted as

EHRRNIBRSSHRY o BldRe thabi gh@l rReteikas! S fEndaplaraliet afIds B1Blcan be
S separate networks.
used to generate frequencies corresponding to those used in the network 519.
Although two antennas 516, 518 are depicted in Fig. 5, the mobile device 500 could
be used with a single antenna structure. Information, which includes both voice and
data information, is communicated to and from the communication module 511 via a
link between the DSP 520 and the microprocessor 538.

The detailed design of the communication subsystem 511, such as
frequency band, component selection, power level, etc., is dependent upon the

communication network 519 in which the mobile device 500 is intended to operate.

For example, a mobile device 500 intended to operate in a North American market
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The communi cati on subsystem 511 is used. to
communi cate with the network 519. The DSP 520 is used

W o003ms3and recei ve comuni cation signals to PENdAR0GMV1679
the transmtter 514 and receiver 512, and al so

exchange control. jnformation with the transmtter 514
maydneldde pwemmaynication suRgysien od 1 sleionst i %erate with the Mobitex

conmuni cations occur at a single frequency,

oc DetIIAC BYohile dateaomanioatignarbyars and Asa dgsighegiconeste with
513 may be used in conjunction with the transmtter

aby 4f anchrietyeafeioi@r cadipunishticr metwiotks), guch &s AMHRSITENA, CDMA,
frequencies are utilized for voice comunications

PGS, s¢is., dahéreasamumobiiatdevite 600 titendedifbre uge\im EurdSH may be
enabl ed for comunications on nore than one network

5 conflgurb8es opeRdtevani thy GHRE @itd ESmeEinid2BoA dietiRaH a'he the GSM

generate frequencies corresponding to those used

vgl?:‘é OshMRRIcaRd?- netﬁé&hoéﬂﬁbtt e@%%%nﬁl@om&?%&\@érﬁs both

epicted 1n Fig. 5 devi ce 500 co

S phE T e UG B B o,
communi cated to.and from the conmuni ca

via | Rempuign prEtH et e e Rats ﬁ?réﬂ%wpb@ee@%ﬁsoo

538. 20 The detailed design of the comuni cat
alSPHE% fepeIing URRitihe dgpe qfrnéﬁﬂfé’h §99b5%exaé‘%m%cb‘h%ﬁt'\/'°b'tex and
sel ection, power level, etc., is dependent upon the

10 Qﬂjﬁﬁﬁﬁldﬁamﬂ’ﬁwﬁfé(ﬁmmol@”%ﬂgﬁcﬁs\ﬂﬁﬁ?dﬁglﬁﬁéed'r@blthé ngéyerkeusing a
500 is intended to operate. For exanple, 'a nobile
uhipiedde Biffication snmiber associptadavith eactaddNice. tn BRRY data networks,
mar ket -25 WD 2004/ 043031 PCT/ CA2003/ 001679 may

HoMve £l @ et rRk BBLEEsUSh s saitiatetbwiits b b setibedersisgnsf the obile device
operate with the Mibitex or DataTAC nobile data

mﬁm@ﬁ%b%e ARSI OMNY kgL adlibScrihs iIdeReE rMeuRPESaI'g, which is
any of a variety of voice comrunication

r@ ﬁlwlh%rdérlfg BP%téotNgﬁnobT%lc%on alsPRS k&vork. Local or non-

ereas e device 500 intended for use I n Europe
15 nrg?\)éo& communication functions (if any) may be operable, without the SIM, but the

mobile device‘500 is unable to carry out functions involving communications over the

network 519, other than any legally required operations, such as ‘911’ emergency
calling.

After any required network registration or activation procedures have

20 been completed, the mobile device 500 is able to send and receive communication

signals, preferably including both voice and data signals, over the network 519.

Signals received by the antenna 516 from the communication network 519 are

routed to the receiver 512, which provides for signal amplification, frequency down
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5 configured to operate with the GPRS data
comruni cati on network and the GSM voi ce conmuni cati on
wmedmorio3rt O her types of data and voi ce networ RET/CA2i0B/001679
separate and integrated may al so be utilized with the
nobi | e devi ce 500. ni cati on network acc
CPRRIFP B 50t AT RESIHPN o e APE S TS0 RS aAYos o digitl
dependi ng upon the type of network 519. For exanple
cprvarpien Mmrle@ o digiel copvansipn PRbedasaivarbtigRAl RYOWsEIorG @omplex
devices are registered on the network using a unique
couhemtriidationt fumetionsrbsirchass otiditel ederapdatinge landedéensling, o be
GPRS dat a networks, however, network access is
pafsmeddtisidg e DSR Fa0bica sibedlar oranuse signilst thentrdrishrétted to the
device 500. A GPRS device typically requires a
5  neHRSKRBH9arfe hrdessdddy indReigendduRtMnanddtcebingsfor EREHIbIESSY the

in order to operate the nobile device 500 on a GPRS

3 Wk andoGal tHeh pRRidta t%eméofrﬁn%ﬁﬂ@\"@ﬁla?droﬁ‘igltal to analog
functions (1f any) may be operable, w thout the SIM

EH\tier%IBﬁ fr&ﬂ@nlc?v ﬁec%hgﬁség ijlfe?’ pg né?’%lﬁlcéf?orfﬁ{cf Qfar%‘rlﬁlsmﬁn to the

unctiohs Tnvo conmruhi cat rons” over

cgé%m{ﬂ I%rgrptg?vgcgrﬁ@% tﬂplaﬂge %ngﬁgrhvpgﬁég%ﬁg gg‘ang’cue(fver 511

network registrati og or activatjion qcedures rh? ‘Ffi‘
'%%?W'bf%? Wice RS SRBHATENRIGRIARSE BRI eEnatiye emipdipeR)s. the
and recei ve comunication signals, preferably

10 niehileudevies BOOhMaYi inelugdadmakiple, dﬁlgﬁaﬁamwsm&h as a first
network 519. Signals received by the antenna 516 from
ttanece) cenfamrirarssniting met wegekv i Wice ggnaleansda seson &ransceiver for
recei ver 512, which provides for signal anplification,
tifalheﬁhu&mg:yndwvrelvm@Gaw&@W/@&O@ﬂirﬁ@'&é@éﬂﬁ@ﬂfgﬂfﬁtﬁtﬁ%perate
conversion, filtering, channel selection, etc., and

TR élhr%t)fré’(ﬁ BHDaA0 ARt deodltl Gahsdeive? ORVRIUBIAD oFé@aé Wbhin a
to digital conversion of the received signal

SR PR L ot Lon et ons, sl as digita
15 In addition to processing the communication signals, the DSP 520 also
provides for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 512 and transmitter 514 may be adaptively
controlled through automatic gain control algorithms implemented in the DSP 520.
Other transceiver control algorithms could also be implemented in the DSP 520 in

20 order to provide more sophisticated control of the transceiver 511.
The microprocessor 538 preferably manages and controls the overall

operation of the mobile device 500. Many types of microprocessors or

microcontroliers could be used here, or, alternatively, a single DSP 520 couid be
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performed using the DSP 520. In a simlar manner,

signals to be transmtted to the 5 network 519 are
w@e@am®s®ed, i ncluding nodul ati on and encodi ng, PEDICA2003/001679

exanple, by the DSP 520 and are then provided to the

transmtter 514 for ital to gnver sion —
wr oy broins asie Flordriefigor S E P gus cSmapnipation
transm ssion to the comunication network 519 via the
fetitioAmdnddding Af leRsidfta an< VoigP EOMPRRLEEPYR Are performed through
shown for both voice and data conmunications, in
tihe (RBM A0V Srebddingesivey, 51he Highrets! | erereyiisatigoeppligations,
include "nultiple distinct transceivers, such as a
ifidlucing ther esise eomeruniaation maplation iSAgAaand trecddtaicogimunication
voi ce signals, and a second transceiver for

5 dppRcicht3d4pgamnstorel Bl Wiepndailatils nisnadry, 52ar fod ekédution by the
transcelver configured to operate wthin a first

HERSY¥oDE8E, R GxAnDRE AR vbrc@rb%@&hum&amnmoguree@wo may
ope ate wthin a second frequency band. 15

p&%ﬂb% H.gque@éms%ﬁ @Qaéé]s SN ﬁéﬁérﬁﬁ a%u%%laﬁve Jo& calls

pr OVI receliver and transmtter

’} bCegnt [ o%hgé,? ﬁ% lﬁeOEG,VgC% éﬁ%%) altnn ﬁi’@"a[‘tg é)ggt\?/ﬁer @%’fﬂr\ﬁgeéxﬂa the network
514 .agl.
HE SRR U5 FAteATBIG GBI 2 ek Br e 7 RefEleluser

DSP 520. O her transceiver control algorithns could
10 inleslaco epeiablectas feaeing @ndrecabdng doig. SHCH 99 egpgfbmepgages, files,
provi de nore sophisticated control of the transceiver
&ganizaitiefonnetiapisbed 36 MessMgs: eice Pabyaentas apbde deidce 500 and
controls the overall operation of the nobile device
& PRralipofyothypesta alevites viaghe cetswk $16r
m crocontrollers could be used here, or,

al t er nat i vakynicopsddegber I3RS Dtaracts dvitherther2Ievi subsystems,
2004/ 043031 PCT/ CA2003/ 001679 wused to carry out the

SuERchd RS opfpldy 82 RARPEOSCaSAarp ID deOites ®28| serial port 530,
communi catl on - functions, including at |east data and

15 k’e%)bBSroC%@P%bsé&érOB%, ﬂﬁ?o@%ﬁeor\ig@,d at MAUHhge communications

subsystem 540 and any other device subsystems generally designated as 542. For
example, the modules 524A-N are executed by the microprocessor 538 and may
provide a high-level interface between a user of the mobile device and the mobile
device. This interface typically includes a graphical component provided through the

20 display 522, and an input/output component provided through the auxiliary /0
devices 528, keyboard 532, speaker 534, or microphone 536. Such interfaces are
designated generally as Ul 46 in Fig. 3.

Some of the subsystems shown in Fig. 5 perform communication-
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the DSP 520 in the transceiver 511. Hi gh-1evel
comruni cation applications, including the voice

W@ owmimiosrt i on applicati on 524A, and t he data PCT/CA2003/001679
comuni cation 5 application 524B are stored in the
non-vol atile menory 524 for execution by )

related Sprcliorssypensas Otftﬁfrsuéibﬁmé m%%m\\/tsiﬁc ées'dent or on-device
conmuni cat i on nodul e 524A nm rovi de_a high-1evel
functons. hb@msa@ew@wbamt@mwutcg an seooarhp% igrday e dmay be
calls between the nobile device 500 and a plurality

ueédd for heth comroenidatidneredated functiensyetictbakentsigg a text message for
Simlarly, the data comuni cation nodul e 524B may

trah §ivisgion avbi Pttath eseimurs@itiord netivotie ahadevicpessidant funotions such
sendi ng and receiving data, such as e-mail nessages,

5 aEI'c%‘toulatetaatastzﬁétdrra;wrrmA%ef@rhwohstext nmessages,
etc., between the nobile device 500 and a plurality

of ot her § r%tnqg Séé%?ftgvé&tv&é?@ IR kil PricrbBfocessor 538 is

m croproce sor O Interacts with other device

i RUANR i G portﬁé\%ﬁg femory 524. In

b 532 k 534 53
=ShpE 1o dhe eoertRarm e ont SITRPRraRRRaus] i) e
devi ce subsystens generally desi gnated. as 542.
V@i@éil@pWémOF hg%m @@'L@‘Q@N"ﬁ syplenb it Sierdy ﬁ?/tat h-g‘e non-volatile

m croprocessor 538 and may provide a high-1evel

10 memenyfidembyaleseincladagieta aiprasHer ppmacior&onie ifiepmetign, and
nmobil e device. This interface typically includes a
r@isaiplyistiehorizatiporesotdsp ritnei apechting spsig, spesifizgiedice ppalications or
522, and an input/output conponent provided through

rh&RUIGEDEr lplads Yhdrb 6, nitavbe BenpmRdily loaylbdantd H5@Ratile pEaéesuch as
534, or m crophone 536. Such interfaces are

ﬁ@ﬁ'&@%ﬁ@s@?ﬁﬁé@tlbﬁ M6redverd fedelVebi @mmuni&stion dgndidimay also
subsystens shown in Fig. 5 perform comruni cation- -28

%Qe %%%r %t%r?@d tF> (E_Alﬁ%ogét%%@gr%anéﬁ IPivEhd tHet toQfle system

as ot her subsystens may provide “resident" or
15 Iocateg {h %% non-volatile memory 524. The non-volatile memory 524 may be

implemented, for example, with Flash memory, non-volatile RAM, or battery backed-

up RAM.
An exemplary application module 524N that may be loaded 6nto the
mobile device 500 is a PIM application providing PDA functionality, such as calendar
20  events, appointments, and task items. This module 524N may also interact with the
| voice communication module 524A for man.aging phone calls, voice mails, etc., and
may also interact with the data communication module 524B for managing e-mail

communications and other data transmissions. Alternétively, all of the functionality of
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functions. Notably, sone subsystens, such as keyboard

532 and display 522 may be used for both
wa@oonomiosnt i on-rel ated functions, such as ent ePCTIGA2003/001679

text message for transm ssion over a data

conmuni cati on network, and devi ce-resident functions
theudice epragiunicatiort togiutsy 524A argibel daia commuintieatiopmrodulg)a24B

functions. Operating system software used by the
nraydreoiptegeated arto H38PIN masiuéf.er ably stored in a

persi stent store such as the non-volatile nenory 524.

I n addi tTrnnbe-vbiatieo penadry riR4syrefezablanitovicesnaniieadyistem to
nodul es 524A-N, the non- volatile nmenory 524 may

fAdifhtddRoragé of P11y E femalonstherdeNedThe PIligbplication preferably
non-vol atile 1o nenory 524 may al so include data

ir%lﬂfe%gﬁlé QBiIiftf/QB RERA LAB SN @é&g kBRI & ?g’itsé‘lﬂ%r in conjunction

possi bl'y aut'hori zation recor The operating syste

V\fsltﬁgﬁiigg\ifO?C%%XE gogatg%%Hrﬁ&{iE%}B% %58%%9%%4%?’52933], Sﬁef :itge wireless

y enporarity 1 oa 0'a Vo
ool 2B o2 eahaut et 35} SRS O notygnizes

tenporarily stored to RAM 526, bhefore per _nentlg X
apgliupdateds Marhe gvinglass| netwoit ey WEN prosiesRONHNg [t Of data items
non-vol atile nmenory 524. The non-volatile nmenory 524
siregd loe assaginiedesitea, hash compatrsl ystem.t harpby israasiRg ray mirrored
non-vol atile RAM or battery backed- up RAM An
sysienploadytadizphs assocmtedwiio bepabitiriusat. may be | oaded
onto the nobile device 500 is a PIMapplication

provi di ngTRDAcbineéviensdd isynarsiatnsyehealiasdeith a Bést system by
events, appointnments, and task itens. This nodul e 524N

B FlreOmbiiceddfide BOA fh AhmisrRiceera@BNWAICE &bl les TRSIBéfal port

524A for managi ng phone calls, voice nmails, etc., and

@/&ﬂ%@obﬁg §ER& 506 1y %&%n B8 B FRHELNEyERh OThERE I Dort 530

nanagi ng e- nai comuni cati ons and ot her
N i SR e S
download other application modules 524N for installation on the mobile device 500.
This wired download path may further be used to load an encryption key onto the
mobile device 500 for use in secure communications, which is a more secure method
than exchanging encryption information via the wireless network 519.
Authorization records and additional application modules 524N may be
loaded onto the mobile device 500 through the network 519, through an auxiliary /0
subsystem 528, through the short-range.communications subsystem 540, or through
any other suitable subsystem 542, and installed by a user in the non-volatile memory

524 or RAM 526. Such flexibility in application installation increases the functionality
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the voi ce communi cation nodul e 524A and the data
comruni cation nodule 524B may be integrated into the
w@bddoudel e. The non-vol atile nmenory 524 pref epebiCy2003/001679
provides a file systemto facilitate storage of PIM
data itens on the device. The PIM application .
ol gpghley dexice a0, PRy APy o “%EQO%HBV'F%JHP%“S’
data itenms, either by itself, or in conjunction with
comeunisiaien-gaiated fuRcionsnOhibelt | HA' PraTPISs SSoUR, capagication
via the wireless network 519. The PIMdata itens are
applebiombnay seaieesletiyonintosgmagred furssfinobieodioteer suahdfinancial
updated, via the wireless network 519, with a
trefsdctispe b periermenlf uditeg thei rhetie desteer®. or associ at ed
with a host conputer system thereby creating a
m rrored ywheh s hiRymilé Mevat 500 fseoPeratiOmi /ldath vohmuication
particul ar user. The nobil e device 500 is nmanual ly

ng&éi'éf:grré’%g\@idsiﬁﬂélrs&h%sé 15X R EY or LR a@@etdb%vm@%, Wil be

vi ce O 1n"an i1nterface cradle, which couples the
seri al t f ' ' hal i
oRGreSes BY e wteRr pLT Ao BafF Y 68 AR fodteBlb S8 wnich
be used to insert authorization record to the
PHRIBIPY HEDPCR BBt eT e Toca s AT IRRCBPHEIC HiciiPriay 57 o
nodul es 524N for_installation on the bi |l e device
alomativeinitg o 3BHaB0 R dsuiperith Aot e hRERORE devics 509 may
| oad an encryption key onto the nobile device 500 for
algoecompose datedientiruel aaemahgiesgRaeshusing RekgyRoasd eas.avhichis
nmet hod than exchangi ng encryption information via the
préferbbs s catpletek aph@numetit deykeardolaid egbirdsheakVERTY style,
addi ti onal application nodul es 524N nay be 20 | oaded

AMAbGH beheraylés ofl @vhpiets Mplidnuoegic tdyboariswewdh 84 %he known
through an auxiliary I/O subsystem 528, through the

HIORAK 18 @na\C BT WRI Gidl. ODSerSHHRMS tieeiobile delickBooUgurther
any ot her suitabl e subsystem 542, and installed by a

Tt RSB L ORI e M B TPy <
tﬁ&rﬁg\%hgé]%gm%evfcgpa touchpad, a variety of switches, a rocker input switch,
etc. The composed data items input by the user are then transmitteq over the
communication network 519 via the transceiver 511, provided a connection is
allowed.

When the mobile device 500 is operating in a voice communication
mode, the overall operation of the mobile device 500 is substantially similar to the
data mode, except that received signals are output to the speaker 534 and voice

signals for transmission are generated by a microphone 536. In addition, the secure

messaging techniques described above might not necessarily be applied to voice
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WD 2004/ 043031 PCT/ CA2003/ 001679 of the nobile device
500 and may provi de enhanced on-device functions,

w@ormssosnt i on-rel ated functions, or both. Forreraapdos/ 01679
secure comuni cation applications may enabl e
el ectroni c comerce functions d ot her such financi al
comEslsetipim Aiepayie yece LD R ViRs WEbia wlor fsoage
500. 5 Wien the nobil e device 500 is operating in

referding svhAyRicoh MayalsqRel Enplamesiediondbe Bioghafeviee 20 a?slthQUQh
text nmessage or a web page downl oad, will be

vpice oeaseid signal hetptit israocempéishestithreugh the speakst 53¢, theedisplay
m croprocessor 538, which preferably- further

5RP OEBSHES b Need erpiovitd =i pdhtidoof hatighritityt of 4 balling party, the
di splay 522, or, alternatively, to an auxiliary 1/0O

5 dg%\flbﬁ%f%z\ﬁmce%élﬁ%ﬁ ert Vifcd BN tefate@ HifGendtidn. ey dxample, the

al so conmpose data itens, such as enmil nmessages, using

gsﬁés%w&ﬁrs@s ﬁﬁ%onjwhbm With th@rv%fc%r@mraurﬁc&m%@&ﬁe 524A and

anuneri c keyboard Taid out in the QW styl e,
I t h
’[I]a<ee gg@#‘ %}Ssulibg‘ﬁ 58&06% n]%& a%?éﬂ? B%tﬁ&% IBE gzgﬁné@ ﬁg?rma’ugn of an

sed. User IEQCL o _the eldeéé e 500 is further .

'r@?ﬁﬁ?ﬁ:éﬁ‘cﬁﬁ i g'sBﬁaétha?r? Xt ary 110 devices
528, which may include a 15 thumhwheel |pput dey da
t ouchpad, A 8hQEFange, CPPMERICRHPRSU y?tSEk%‘{boisr?ﬁﬂ be included in
switch, etc. The conposed data itens i nput by

10 thesmobie devine 80P &ivs eremple, m@subayéte”téﬁ%mayda@lu% an infrared
network 519 via the transceiver 511, provided a
devica eat! iaesodiaed airduitaadd cottioaneris, areiBluatoatber 882 Sheharsrange
operating in a voice comruni cation 20 node, the
waeds szl donrpmeicdtion mafuld toeprovibie Fa cdewiwdcaBion with similarly-enabled
substantially simlar to the data node, except that

&/ SeRisvAtl Gdviteal SThakea@HbRzttiohetdit irfseeRireindadblieation loading
voice signals for transm ssion are generated by a

PREPECRT R ed Qo) 98 ol bR ViencThesagogco v e
15 saePlgl| 60’%’95§§oy&h&eshort-range communications subsystem 540.
it will be appreciated that the above description relates to preferred
embodiments by way of example only. Many variations on the systems and methods
described above will be obvious to those knowledgeable in the field, and such
obvious variations are withiﬁ the scope of the application as described and claimed,
20 whether or not expressly described.
For example, although each entry in the connection policy store 36 in

Fig. 2 associates a particular software application with a corresponding

communication pipe, connection control information may have other formats.
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-31 WD 2004/ 043031 PCT/ CA2003/ 001679 conmuni cati ons.
Alternative voice or audio |I/O devices, such as a

WO oige4ImeEsage recordi ng subsystem nay al so PET/CA2003/001679
i mpl emented on the nDbi | e devi ce 500. Al'though voice

or audi o si gnal out IS accq I shed. &ﬁl;roua fe ft
Ceprealiep s8irol; oty 'Brlay“aysﬂs § arsesalie YSHRS ¢ 8 software
- provide an indication of the i dentlt of a calli
aprlicetions Wigh 8 piper RqTvare APRlIGAYIPRE Proyided bdrth%fsﬁ@ne s\sayrq,eecould
call related information. For exanple, the
berbssampated vk the HBS; pips ot ipparfetinsaned. {gimilarly, e@ingstion control
comuni cati on nodul e 524A and the operating system
inf&rfriation enayespodatesmie drimeoeaddftesare deplicafiorcawittoa group of pipes,
information of an incomng voice call and display it

sGéh 48 ifliesidl 8¥nRRond sl eRtdrn4l @b age dtioNETBRBICAIAROEEhnections, for
subsystem 540 is also be included in 1o the nobile

eQ%G) e RS Jy;’f%‘:’ of 6RABLRN JrBGpiRgDSN S@Héﬁr@édﬁya hidblieldevice

nfrare evi ce and associated circuits and

own? ﬁPgEés?ol Qlis&r e R0k r‘i)srtn?% tyHh Wn;e r." @8@fection control

S>CohiinT cati on nodul e provi
. {1 |
reTaes oroup® oL Pnaie et by RaREEn BT Rr e permitiec
cpBrRsgBI BANEnTOHR. R PENGRAIPEeTauR G aTeRaan aaY the

port 530 or other short-range communications subsystem
cbaectipns Vi the dseUrappr eci at ed that the above descri ption
relates to preferred enbodinments by way of exanple

only. Mankiswdsd eartemplatad thatcesiain susiedseftware gpgkcations could
descri bed above will be obvious to those know edgeabl e
berpdringteldi tolopen dbth interhal aplvdxtersalvanhettions onar mobile Hevice. A
the scope of the application as described and cl ai ned,

‘ s%ﬂw\éféeb Sllcafién PRIVIEXPHESSI dwitkessirthbebbilEafevicearign @ample, is

hough each entry in the connection policy store 36
dée%e é:IgQrus?ecﬁ\Ai%’é dweer anBahight Bk &lllowed thed titernal and external

ation a correspondi ng
connections. This may be accomplished in a connection policy store with an entry of

the form shown in Fig. 2 for application C, for example, or an authorization record
store where authorization records are used. All software gpplications provided by a .
mobile device owner or sources trusted by the owner, or only software applications
identified ina trusited application list stored on the mobile device, could be permitted
to open both types of connections. |

Connection control information and authorization records need not
necessarily be permissive. Software applications may also or instead be associated

with connections that the software application is not permitted to use. Any attempts
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communi cation pipe, connection control information may
have other formats. -32 WO 2004/043031
WEOAaA03/ 001679 Connection control i nfor maPCDOAR®Y/001679
i nstead associ ate groups of software applications
with a pipe., Software applications provided. L he .
oyt 0188l BRPICaTO HReras DR TaIeso I R EeSRE B Shangpton
. pipes, for instance. Simlarly, connection contro
canfiobinfiermagian va AN AsEwEaIN eardbaretberIgvet war e
applications wwth a group of pipes, 5 such as al
i nt er nal Woemeonolglesievidel usexisdrustad yghe awbiledsyice pwagr, the
WAP connections, for exanple. O her types of
usENMRcid wronptelipichgssewhéttiebe ratpesteedobyeciomsbollé be allowed
device owner, or possibly a user where the user is
5  for 'H18b@MareyasgicatM e Wheroaaheabncisrdgnidd, d Afeesapd iconld be
for groups of connections nmay include an identifier

di%@l%xgéﬁﬁr@‘ﬂs@},tirﬁcﬁé’atin@Qﬁé‘ Bl ?RohRedtiBR &l Risked Aid the software

ection group 1dentifi‘er which identifies the io

aﬁ@{&?ﬁ&ﬁ] irgﬁ%sitig the c?)rnﬂg&ionl.t The e?‘othgt‘?rﬂe\%gm%%ﬁﬁh(gﬁ@tovef

software applications cou

erm.tted to open both internal and external
C&W@B?F‘SH@?on a nobile device. A software

application provided by an gwner of the nopile device, .
for exanplig, Ei repregenisr |s|p§01?19 Lﬁ@wﬁ%ﬁpﬁh@og\}% deVigRdn Which
m ght be all owed both internal and external 15 .
10 coomesdionicontol systemsrand meethedsoApIariore @brKe Mayohm Erplerented.
policy store with an entry of the formshown in Fig.
IrRpleatendgiioiniof atdhosysems and methegds i otoer raghilggeriees haringfrther,
record store where authorization records are used.
fAldr, spdiffamnecanpbieras thanshpseostichedintyg.® wowbibeehtirisde one
owner or sources trusted by the owner, or only

SRRE WRRE aRREWhRAkhieBBplidatienbéiftaiag, For exatriples akdough a SIM card
application |ist stored on the nobile device, could be

h%o gt Bé&gexp%gtl% rQ%(ﬁPr?fr‘\ mQ ) itlsyBER befappratired Lt fmplementation E

nnection con i nformati on and aut hori zati on
15 orf %88£§c%ioﬂ%%9tr&%glstems and methods in electronic devices with SIM cards is

contemplated. Since SIM cards currently incorporate a memory component,
connection control information, authorization records, or both, may be inserted onto a
SIM card when or before the SIM card is provided to a user.

The above description focuses on aAdetaiIed description of a mobile

20 communication device as the environment for connection control. However, the ‘
principles and implementations discussed herein can be readily used in any remote
communicating device.  For instance, the remote communicating device
implementing connection control could be any wired or wireless device including,
without limitation, a PDA, a mobile phone, a notebook computer, a desktop

25 computer, a hand-held computer, a mobile e-mail device or a pager. The intended
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necessarily be perm ssive. Software applications may
al so or instead be associated wth connections that
W0 b@4defoswar e application is not permtted to PEECAZNP/001679
attenpts -33 WO 2004/043031 PCT/ CA2003/ 001679 by a
sof tware application to open a prohibited connection
scodeof tHe identiondbusetuden othes fuelures: Bystattsi ehmeods that do
| A
R EbfEhE Herh B Aa SRS ERnE SR Y R BB o St res.
sysRiis, loryndthogs Wit irsdb stantid iffremdest fram tize litecpl éestgeidge of the
connection should be allowed 5- for a software
CI%}H}ﬂ-ication. When a connection is denied, a nessage
could be displayed to the user, indicating the type of
connection requested and the software application

INi f'LnﬂPHil?C&Qﬂ‘_W“ on. The. user .then has fi nal
—gggﬁgg#*y—bver‘—tbﬂﬁEct|on denial. Fig. 5 represents a
Lt le of hi . : . e
cpnnitis FRe R uh of R ibrrRe fhuiloffthtifniclion. o

may be inplenented, |Inplenmentation of such systens

CQﬂﬂﬁ°W§Fh€E§“1 e EﬁHPmﬁ5%WFESUevices havi ng further,
fewer, or different conponents than those shown in
Fig. 5 would be obvious to one skilled in the art to
which this application pertains. For exanple, although
a SIMcard has not been explicitly showmn in Fig. 5,
it should be appreciated that inplenmentation 15 of
connection control systens and nethods in electronic
devices with SIMcards is contenplated. Since SIM
cards currently incorporate a nenory conponent,
connection control information, authorization records,
or both, may be inserted onto a SIMcard when or
before the SIMcard is provided to a user. The above
description focuses on a detail ed description of a
nobil e 20 comuni cation device as the environnent for
connection control. However, the
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principles and inplenmentations di scussed herein can be
readily used in any renote communicating device. For

w0 p@uamnel the renote conmuni cating device PCT/CA2003/001679
i mpl ementi ng connection control could be any wired or

‘Nﬁggglqég %EVLce including, without limtation, a PDA,

. e, a notebook conputer, a desktop 25
c a hand- uter, a nmobile e il device

1. R Rt af ot Anasalon S57 (RSB ONOREGEING GeviCe. 156 method
PCT/ CA2003/ 001679 scope of the invention thus

compiisingethe steRsofst r uct ures, systens, or nmethods that do
not differ fromthe literal | anguage of the clains,
and récgiving p coneealign sequestirosersadvaresppliceijant @fecuting on a remote
nmet hods with insubstantial differences fromthe

cdmrhemiahtincadepmicege of the clains. 5 | NDUSTRI AL
APPLI CABI LI TY The present invention provides inproved
contde®rn@hing Fihel fdce et @annestivnaelie SafisiiesBdRhé&ion control
el ectroni c devices. -35 WD 2004/ 043031

.m%@?ﬁé@?ggs’ﬂc%@mh & rtviare @bplidiRidni Snd 1. A nmet hod of

contr ol |ng a connection on a renote connunlcatlng

dev'lﬁﬁe c%)ﬁﬁec!{'éh %tgjes{:%{%ﬁésqbcgl'g} tch@n é&%ﬂﬁ n%nqaﬁ:%ﬁ %'sgécpgted with

a connection re twar e ap
g SRV Al Hhe Batort AR Bring O PRER AL 8%%%%@9 connection for use

isfies co nectl on control i nformati on associ at ed
b

t“r‘oftWé"%BW {f8H¥appl i cation; and

2. The method of claim 1, wherein the step of authorizing the opening of the
communication connection comprises the step of opening the communication connection

for use by the software application.

3. The method of claim 1, wherein the step of authorizing the opening of the
communication connection comprises the step of providing the software application with
authorization information for use by the software application in opening the

communication connection.

4. The method of claim 1, wherein the determining step comprises the step of retrieving

connection control information associated with the software application.
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if the connection request satisfies connection control

i nformati on associated with the software application,
wa@eaohotiozi ng t he openi ng of a comuni cati on CcOPCECARM®B/001679

for use by the software appl i cation. 2. The nethod of

al m er ein the [,Z]
5. 1% Readimicui gro i PR TELAgH Meule” EnPEfig P ctep o
openi ng the conmuni catiq connectlo
COgtREIARr ¥ eafpI MGt sl @ﬂpeﬁﬁebmdhaa%? SR 100%“83'0” control
wherein the step of authorizing the opening of the
infoumatinn widh PBA OF B ERAUSHL RYAPIS B Ha6HE UgpR fegeceived connection

provi ding the software appli catl on with authorization
requdstr mati on for use by the software application in
openi ng the comunication connection. 4. The met hod
of claim1, wherein the determ ning step conprises the
step of retrieving connection control information
6. 2380 icthHotdihim 4 Mher&ihttve b StedRRIinEStep Arther 36mPhkes the steps of
2004/ 043031 PCT/ CA2003/ 001679 5. The nethod of claim

deﬁ?rgﬁﬂ@? & qb B cHRhRIMEaAbRA Gomi&tlioh WohNBE eI &RPeblitth request

conmpari ng one or nore control criteria based

r?d; éft tE? ﬁ@lte(/ég\éggnec QBREGhirGNnfoPREES! 8oﬂngf|§’é tréc%?d‘@'fm?a desired

re UES paraneters base on t e received
connectj on

anwaualgfl%qr}ﬁ%nﬁgy Q} %spar}%}qmﬁg emggm tlo |8|B¥m§|§ Sét%rmmmg
determning a desired co j cation connect| an

thehbor eRaarRPNEBFIRICE PPt Bl lesiconggfion; CPanéan@??thé\Péaoc'afed
connection control information conprises a record of

withhthegsafiwasel applig@aiioni cati on connection as an al | owabl e

conmuni cati on connection, then determning that the

recei ved connecti on request satisfies connection

control information associated wth the software
7 agpkirg&hbeBf claim 4, wherein the determining step further comprises the steps of
determining a desired communication connection from the received connection request
and, if the retrieved connection control information comprises a record of the desired
communication connection as a prohibited communication connection, then determining

that the received connection request does not satisfy connection control information

associated with the software application.
8. The method of claim 1, and further comprising the steps of receiving connection

control information associated with the software application and storing the received

connection control information.
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7. The method of claim4, wherein the determ ning step
further conprises the steps of determning a desired

W@ ormedosat i on connection fromthe recei ved coPOECAR®A/001679
request and, if the retrieved connection contr ol

for ris rd of the desi I .
- Bifeaer sR LB arein e S Bdne B ah b RMirntaa hegecived
connection, then determning that the received
CO'&Qﬁﬁﬁ'@BtCPBHO'r'@@GB%O'Hoes not satisfy connection control
informati on associated with the software application.
8.  The nethod of claim1, and further conprising the
steps of receiving connection control information
10aR=omEdtoeicbfwidim &, laed Sothenaompapipbitoa sieprof aeckidng ricognection
the received connection control information. -37 WO
coRP84hA3aRdN DETAEARR03ARADGTY the9soffteere rapbheadioafare) @pdating the
8, and further conprising the step of authenticating

stdrb§ Jo%ﬁ@btycﬁfj cotRiINARthatort ®ats®lupoRf BENREEQSd cbPnedit® control
nmet hod of claim8, and further conprising the step of

IN%ﬁﬁﬁk%I connection control information update
assocl a with the software application and updating
t he stored connection control information based upon
the received connection control infornation updat e.
11. The, ne of, cl and further co i ng.the .
sthg@egio Cg?'m high fB’ES*h‘?-té:é’{“PcFﬁ'”gc"Eﬁts e&s g‘%@ﬁt‘”%ﬁ"””ed‘o”
associated with the software_a I|c%tlon base 0
contigl igtormgEPR asﬁwtﬁéé{t"ihoﬂ?eaiOﬁ RE] gPPlicefion Pase H% n the software

renmote communi cating device;, a type associated with
apphieationfatiestallatioplondhe iremotegtrmmppNigaiing deviesaaryee associated with
connection types associated with the software

thappftivaat applicatiors amecs rassogioatblt cdnmeetivn types agsegipied with the
associ ated therewith; one or nore prohibited

soRQRAREaHPIRALIGIY, mesom@ssoataeeh thietdwithher esigpe easariated therewith; one
application, a source associated therewith or a type

orfi‘ﬁérﬁcdrélglﬁﬁed BeARMibMtypesREsEBkktal With the keftwaki pplication, a source
provi ded at

associated therewith or a type associated therewith; configuration information provided at
installation; manual association of connection control information associated with the

software application or combinations thereof and storing the determined connection

control information.

12.The method of claim 1, and further comprising the step of providing an interface to a
user of the remote communicating device if the connection request does not satisfy
connection control information associated with the software application, wherein the

provided interface permits the user to indicate authorization for the opening of the
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installation; manual association of connection contro

i nformati on associated with the software application
wo@eoogosdoBnat i ons thereof and storing the deterPg€T€ad2003/001679

connection control information. 12. The nethod of

cl ai m and further conprising the step of providing
co WH?éFWé%@n?émg' user of the rempte communicating

device if the connection request does not satisfy

connection control information associated with the

sof tware application, wherein the provided interface
13pEharinethadd claged 2t and fHdherroanryisinedhe steps ehreceivingn indication of

openi ng of the -38 WD 2004/043031 PCT/ CA2003/ 001679
appooval frooathie gmoidexh ederfape. antBauthbirzing tHeooparfingbfa eomhunication

and further conprising the steps of receiving an
cohRdttivat fopuseby thepfiaeed appliatibhe provi ded interface

and aut horizing the opening of a comuni cation

connection for use by the software application. 14.The

met hod of claim 13, and further conprising the step of

U . (i g , . _
14O PR COE | B PR RonIRB0TRG o8 FRpeeLL Biippotor

indjcation, 15, Tt . of ' : ' :
copBLERiAlon sRareduitietorfiglt AhditeydfiBased ubdf ig roceived
. i.ndi cates authorization for both current and future
inERY¥A Mg of the communication connection. 16. The

met hod of claim 1, and further conprising the step of

updating the connection control information if the

recei ved connection request is the first connection :
15. Eg@emthod etalaigetd. whereinHee ypdatingr der pplyiosgdisdhthe rgceived

One or nore conputer-readabl e nedia storing A
indiostiorudhdicatest hathotipativone fec tidtibncloyerd acdnfultrer opaniwg of the

the conputer to control a connection on a renote
coPRAUbIBAEET EdtthedBdri.ce

16.The method of claim 1, and further comprising the step of updating the connection
control information if the received connection request is the first connection request

received from the software application.

17.0ne or more computer-readable media storing instructions that upon execution by a
computer cause the computer to control a connection on a remote communicating device

by performing the éteps of claim 1.

18.The method of claim 1, wherein the received connection request satisfies connection
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by performng the steps of claim1l. 18. The nethod of
claim1, wherein the received connection request

W@ at04mijoes connection -39 WO 2004/ 043031 PCT/CA2003/001679
PCT/ CA2003/ 001679 <control information and further

c rising.the s r L.yl ng.data vi - ,
o R 2 BhARe R oROrBrYDBarE it Borfiing cata via the
application. 19. The nethqod of_claim 18, wherein the
c KRR ?steemnngwﬁﬁﬁ?ygﬁ‘? SARVAEAPRUCRION- data from a
conmputer within a secured corporate conputer network.
20. The nethod of claim 18, and further conprising the
step of receiving a second connection request from
19.Mbesndthor pkclaippll 8,0uareim, thatlcemsiunicaiion seoneetion allows access to
connection request does not satisfy connection
datanitonoh combateratithong secded enyponate otripotdraetwark. f or
opening a second communi cation connection in response
to the received second connection request. 21. A
system for controlling connections on a renote

26 GHEHRERBY bPOaMSYE Cohd fulBeB¥SthSiRing #1ERdtkS bN@ceRirdad 8econd

store capabl e of storing connection control

c%@a%fié@{éqﬁ@st%@%@h%a?@ ég{g)lli%ﬁp%her%rtﬁe §égo'hwtia;h§nection request

f
P 1'ons are cap e Oof execution on
r enpt.e nuni catin Cﬂevi ce..a connection.nterface .
dog 10t AP LAl B SR TP T alicR fd T e dhe gt for opening a
wherei n the connection controller copprises aone or i
SR CYPBERISETIONY canReiRNsN ARRRPRIE 1A HiE ER5HIYEE: $e5nd connection
controller is in communication with the data store
regi@stvher ei n the one or nore processing elenments are
programed or adapted at |east to: receive a
connection request froma software application
executing on the renote
21. A system for controlling connections on a remote communicating device, the system
comprising:

a data store capable of storing connection control information associated with one or
more software applications that are capable of execution on the remote communicating
device;

a connection interface to a communication channel;

a connection controller, wherein the connection controller comprises one or more
processing elements, wherein the connection controller is in communication with the data
store and wherein the one or more processing elements are programmed or adapted at

least to:

receive a connection request from a software application executing on the remote
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-40 WO 2004/ 043031 PCT/ CA2003/ 001679 comuni cati ng

device to request a connection via the comrunication
w@b@anedoziretri eve connection control i nformat POMCA2003/001679

associated with the softvvare application fromthe

o4t RnBioedR Bthles Lo BelGr Ta R g RRRARERT cpprnet
i nf or pati on nnectl on r t satl fies
onreRevE 2hndibn conkBOpfERGe aSbslral Ui i toars Spplication

sof tware application, open a comuni cati on connection
fromghe HatacdPigect i on i nterface based upon the received
request for use by the software application. 22. The
sy stasiersfing f éhereZeivedtronaeetiontieqeesi setisfiesrihe sritievstd eannection
is further in communication wth a user interface by
cottiat Inférmegien; arah i nteract with the renote
comuni cating device and wherein the one or nore
pr oGessicognedtionesl e balidiies conmatibh @on@s MbahAtfdn &seciated with
further progranmed or adapted at |east to cause the

tHESRtwald @csﬁnesﬁ‘ort @pBh aMnnhilfcatidAcohhiedtidB viLPRRBAAEARDN interface
request does not, satisfy the retrieved connection

Sy T OLITRL] QR UE Gldoy HISRNAIPLOAREADAS the

user |nd|cat orizatio or the opening of the
comuni cati on connection, and to open the
comuni cat i on connection based upon the received

he . sof t war ,i

2 haSehtsy A5 2 e s PR e BRRohE IS Ao mgommuricaton

The system of claim21, wherein the connection

with getseripterfase By whiehe Beengendntetst Wit hagpRIOi BRR AR igating device
serial interface, a parallel interface, a universal

agewhaleirbiie dnatos nfase BlocessiPCRERNIHedhe cansectiorranibetare further

interface or a PCl bus interface. -41 WO 2004/043031
pRIGFAaA2A03/ddapeEddat least to cause the user interface to prompt the user if the
connection request does not satisfy the retrieved connection control information, wherein
the prompt permits the user to indicate authorization for the opening of the
communication connection, and to open the communication connection based upon the

received request for use by the software application in response to the user indicating

authorization.
23.The system of claim 21, wherein the connection interface is a wired or wireless

network interface, a serial interface, a parallel interface, a universal serial bus interface, a

PCMCIA interface, a Bluetooth interface or a PCl bus interface.
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24. The system of claim 21, wherein the system data

store conprises RAM ROM non volatile nenory, cache
woreomy3o3r egi ster nenory, hard disk drive, renP@REOAZ003/001679

medi a reader or conbinations thereof. 25.The system

clai,m 2 la
2 p& s Fullicr oD Thbelg8 it Rafh SO ERE RS AN ROM. non
nor e roceSS|n el epent s of ection

vl PlarTay. s GRIoRr. 'EDSRT AMTaaYohe LS G va: roribygble media

to receive connection control information and to store
repdereaneominaions thefgotont rol information in the data

store. 27. The system of claim26, wherein the one or

nore processing elenments of the connection controller

are further progranmed or adapted at |least to
2aThbepdtenadfelaiecd, watrein dmneathistore contpriees argIbr caat ireater.

28. The system of claim 21, wherein the renote

‘communi cating device is a PDA, a nobile phone, a
not ebook conputer, a desktop conputer, a hand-held

26 TABYYQEM & cldRIR 1, SuiRréBithe 8% bERORS pRCBFIRY elenfehts of the

connection controller are further programmed or adapted at least to receive connection

control information and to store received connection control information in the data store.

27.The system of claim 26, wherein the one or more processing elements of the
connection controller are further programmed or adapted at least to authenticate received

connection control information.
28.The system of claim 21, wherein the remote communicating device is a PDA, a

mobile phone, a notebook computer, a desktop computer, a hand-held computer, a

mobile e-mail device or a pager.
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