CONSUVABLES VALI DATION CHI P ABSTRACT This invention concerns a consumabl e
aut hentication chip for validating the existence of an untrusted

aut hentication chip, as well as ensuring that the authentication chip lasts
only as long as the consumable. 1In a further aspect it concerns a
consunmabl e aut henti cati on systemfor the protocol. A trusted

authentication chip has a test functigg, and the untrusted authentication
chip has a read function to test data fromthe trusted chip, including a
random nunber and its signature, encrypted using a first key, by conparing
t he decrypted signature th a 5| nat ur e calculated fromthe decrypted
random nunber. In the etANSUM wel LA BN (IHR match, it returns a
data nessage and an encrypted version of the data nessage in conbination
wi th the random nunber, encrypted using the second key. The test function
operates to encrypt the randon1nunﬁ§#ﬂg%§£ther wi th the data nessage using
a second secret key, conpare the two versions of the random nunber

encrypt edriiQgehte tondhs cgﬁﬁnﬂﬁtaﬁthéﬁﬁéaﬁﬁgﬁﬁq vﬁgia& Qﬁle eﬁﬁ&%‘é} kl?r%rust jn the

event that ,the twg. versions nmatch trusted aut hentication Chlp and
the data “HEUSHgRhis & el asmeRspetiaty aphongesfionphip sk eplypsdens at Hespnameble.

consi der €d afuthéy@spedt tadncdns a chisgmab® authentication system for the protocol. A trusted

authentication chip has a test function; and the untrusted authentication chip has a read function to test

data from the trusted chip, including a random number and its signature, encrypted using a first key, by
comparing the decrypted signature with a signature calculated from the decrypted random number. In the
event that the two signhatures match, it returns a data message and an encrypted version of the data
message in combination with the random number, encrypted using the second key. The test function
operates to encrypt the random number together with the data message using a second secret key,
compare the two versions of the random number encrypted together with the data message using the
second key. Iin the event that the two versions match, the untrusted authentication chip and the data

message are considered to be valid; otherwise, they are considered to be invalid,
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