
;e3eD:,B6xTmv\17 JAN 2~~3 r TRANSACTION RECOGNITION AND PREDICTION USING
REGULAR EXPRESSIONS FIELD OF THE INVENTION 5 The present invention is
directed generally to a method and apparatus for recognizing and predicting
transactions and particularly to a method and apparatus for recognizing and
predicting transactions using regular expressions from formal language
theory. A7i:: . .:.i 10 BACKGROUND OF THE INVENTION In computer networks,
"information packets" are transmitted between network nodes, wherein an
informational packet refers to, e.g., a service request packet from a
client node to a server node, a responsive service results packet from the
server node to the client node, or a service completion packet indicating
termination of a series of related 15 packets. Server nodes perform
client-requested operations and forward the results to the requesting
client nodes as one or more service results packets) containing the
requested information followed by a service completion packet. A "service
request instance," or merely "service request" refers to a collection of
such informational packets (more particularly, service request packets)
that are transmitted between two computational 20 components to perform a
specified activity or service. Additionally, a group of such service
requests issued sequentially by one or more users that collectively result
in the performance of a logical unit of work by one or more servers defines
a "transaction occurrence". In particular, a transaction occurrence may be
characterized as a collection of service requests wherein either each
service request is satisfied, or none of the service 25 requests are
satisfied. Moreover, the term "transaction" is herein used to describe a
template or schema for a particular collection of related transaction
occurrences. It would be desirable to have a computational system to
recognize occurrences of transactions and analyze the performance of the
transaction occurrences. Accordingly, it is important that such a system be
capable not only of recognizing the occurrences of 30 a variety of
transactions, but also of associating each such transaction occurrence with
its corresponding transaction. ' In practice, there are several common
variations in the occurrences of a given transaction. These variations are:
(a) a service request (or group of service requests) may be omitted from a
transaction occurrence; (b) a service request (or group of service     17
JAN 2003 r .: ., 2 requests) may be repeated in a transaction occurrence;
and (c) a transaction occurrence may include a service request (or group of
service requests) selected from among several possible service requests (or
groups of service requests). For example, a transaction occurrence that
queries a network server node for retrieving all employees hired last year
5 is likely to be very similar to a transaction occurrence that retrieves
all employees that were hired two years ago and participate in the
company's retirement plan. These variations are often difficult to account
for because, though the number of distinct transactions is typically small,
the number of transaction occurrence variations can be virtually unlimited.
Accordingly, it is often impractical to manually correlate each 10
variation back to its corresponding transaction. ':;  SUMMARY OF THE
INVENTION An objective of the present invention is to provide a software
architecture that is 



able, based on a sequence of service requests, not only to recognize the
occurrences of 15 each of a variety of transactions but also to correlate
the occurrences of variations of a given transaction with the transaction
itself. A related objective is to provide an architecture that is able to
identify occurrences of a transaction, wherein for each such occurrence, a
service request (or group of service requests) that is part of the
occurrence may have the following variations in a second occurrence of the
transaction: (a) a service 20 request (or a group of service requests) may
be omitted from a sequence of service request for the second occurrence;
(b) a service request (or a group of service requests) may be repeated one
or more times in the sequence of service request for the second occurrence;
and/or (c) a service request (or a group of service requests) for the
second occurrence may be selected from among several possible service
requests (or groups of 25 service requests). In one embodiment of the
present invention, a computational system is provided for recognizing
occurrences of a transaction, wherein each such occurrence is defined by a
sequence of one or more service requests. The method performed in this
computational system includes the steps of 30 (a) reading a service request
that is transmitted between computational components;   ~ ? ~p~t r 3  5 10
v~`.`-i  (b) combining a representation of the service request with a
plurality of other service request representations to form a string of
service requests representations; and (c) comparing the string of service
request representations with a formal language regular expression
characterizing the transaction to determine if the string corresponds to
the transaction. This methodology not only expresses transactions in a
simple and precise format but also, and more importantly, predicts
additional transaction occurrences that have not yet been seen.
Accordingly, once a transaction is characterized as a regular expression,
the characterization can be used to recognize transaction occurrences
having various service request sequences, without additional manual
intervention. As will be appreciated, a regular expression is a
representation of a formal language in which operators describe the
occurrence and/or nonoccurrence strings of symbols of the language. Common
regular expression operators, for example, are as follows: 1 S Operator
Description * Event occurs 0 or more times +  Event occurs 1 or more times
;; ? Event is optional [] Only one of the bracketed 20 symbols occur. A
formal language corresponding to a regular expression can be used to define
a :' ~" 



transaction as a language using service request representations as the
symbols of the language. That is, service request representations become
the "alphabet" of such a regular language, and occurrences of the
transaction become string expressions 25 represented in this alphabet. By
way of example, the transaction, T, defined by the regular expression A* B+
C? D [E F G] specifies that service request A can be present 0 or more
times; service request B must be present 1 or more times; service request C
may be absent or present only once; service request D must be present only
once; and only one of service requests E, F, and G must be present. Only if
all of these conditions are met, in 30 the specified order, will an
occurrence of transaction T be recognized.   17 J~~ ~.. r - 4The
characterization of a transaction as a regular language can be done
eithermanually, or automatically by a computer. For example, a suitable
computationaltechnique can be devised to recognize strings of service
request representations denotingthe same transaction by:5 (a) collecting,
over a particular time period, service request instance datatransmitted to
and from an identified process or computational session;(b) normalizing the
data for each service request instance so that known variationsin the
service request instances (e.g., different database query values for the
same datarecord field) not pertinent to identifying transaction instances
are removed or masked for10 thereby providing "normalized request
instances" that are similar to templates of service,;v . . request
instances.(c) partitioning the service request instance data into one or
more subsets, whereineach subset is expected to be a representation of an
instance of a transaction;(d) determining a regular expression
characterization for each partition based on15 an examination and
generalization of repeated service request instance data collections,human
understanding of the transactions being performed, the source of the
servicerequest instances, and/or the data fields within the service request
instances.Regarding the reading step, mentioned hereinabove, and performed
by thecomputational system of the present invention, this step can include
a substep of selecting20 a category or "bin" to which an individual service
request (or group thereof) can be- 'assigned. In particular, such a
categorization of a service request many be determinedbased on at least one
of source and a destination process of the service request. Forexample, in
a client-server network, service requests generated by users at client
nodesmay be assigned to a number of bins, such that each bin includes only
those service25 requests generated by a single user. In particular, each
bin includes service requestsidentified by a collection of related
processes, denoted a "thread" in the art, wherein therelated processes
transmit service requests from, e.g., a single user to a particular
server.That is, a "thread" may be considered as a specific identifiable
connection or sessionbetween a client node and a server or service provider
node of a network. Moreover, a30 thread is preferably identified such that
it accommodates only one service request on it ata given point in time.
Typically, each thread may be identified by a combination of client a.   l
1 ? JAN 2003 r 5 (source) and server (destination) nodes. As will be
appreciated, in some applications a single network node address (of the
source and/or destination) is not an adequate identifier of a thread
because there can be multiple sessions or processes executing on a given
network node, thereby generating multiple threads. In such cases)
connection or 5 session identification information for communicating with a
server node can be used in _ identifying the thread to which the service
packet corresponds. Moreover, a thread can be either a client (user)
thread, which is a thread that is identifiable using with a specific client
computer or user identification, or a shared thread, which is a thread
shared among multiple client computers (users). 10 Still referring to the
reading step. to determine whether the read service request is part of a
string of service requests corresponding to an occurrence of a transaction,
the time interval between: (a) the service request that is nearest in time
to the read service request (e.g) the last service request in a sequence of
service requests) and; 15 (b) the read service request is compared against
a predetermined time interval. If the time interval is less than the
predetermined time interval, the read service request is considered to be a
part of a common occurrence of a transaction with the nearest service
request. If the time interval is more than the predetermined time interval,
the read service request is not considered 20 to be a part of a common
transaction occurrence with the nearest service request. Because a service
request may be represented as an extremely long text string and ::_ .. can
therefore be inefficient to work with and clumsy to use in matching to a
regular expression for a transaction, a unique identifier can be provided
for identifying each service request. Note that such an identifier can be a
symbol, such as an alphabetical or 25 numerical symbol or sequence thereof.
Further note that the request identifier of a service request is different
from the bin in which it is included in that the service request
identifiers become the symbols or alphabet of the transaction regular
expression according to the present invention. Another embodiment of the
present invention is directed to a system for identifying 30 occurrences of
transactions from sequences of service requests using regular expressions.
The system includes the following components. h   



~_ r 6 _ 17 JAN 20~ (a) a means for reading a service request that is
transmitted between computational components (e.g., on a communications
line between a client and a server ..; node of a network, or between two
servers); (b) a means for combining a representation of a service request
with a plurality 5 of other service request representations to form a
string of service request representations wherein the string may be
representative of a transaction; and (c) a means for comparing the string
of service request representations with a regular expression characterizing
a transaction to determine if the string corresponds to an occurrence of
the transaction. As will be appreciated, the reading means, combining 10
means, and comparing means are typically performed on the same processor,
or in a number of interlinked processors. Other features and benefits of
the present invention will become evident from the accompanying detailed
description and drawings. 15 BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1
depicts hardware embodiment of the present invention connected to a
computer network; Fig. 2 depicts another hardware embodiment of the present
invention connected to a mufti-tiered computer network; 20 Fig. 3 depicts
an informational packet; and Fig. 4 is a high level block diagram of the
data processing components of the present invention; Figs. 5 and 6 depict
an embodiment of a method according to the present invention. 25 DETAILED
DESCRIPTION The Apparatus Configuration An apparatus configuration
according to the present invention is depicted in Figs. 1 and 2 for
analyzing the performance of a computer network such as by measuring the 30
response time required for a transaction to be performed. Fig. 1 depicts a
simple single network segment wherein the term "segment" denotes a portion
of a network having at   i ? JAN 200 r .  _ least two network nodes and the
network connections therebetween. In the network of Fig. 1, a recording
device or probe 20 is connected to a communication line or busline 24
between a client (or user) computer 28, and a server computer 32 (i.e., a
server). The recording device 20 selects one or more informational packets
in each service request that S is transmitted along the communication line
24 and provides the informational packets and the time at which the packets
were received by the recording device 20 to the monitoring computer 36 for
analysis. In particular, the informational packets selected provide the
received time of the first service request packet (the start time of a
service request) and the received time of the final service results or
service completion packet (the stop time 



10 of a service request). Fig. 2 depicts a more complex mufti-tiered
architecture with ;i,., . , multiple network segments. Recording devices
20a and 20b are connected via a communications devices 22, such as modems)
to the communication lines 24a and 24b between the network segments 26a and
26b. In particular, network segment 26a includes client computer 28, server
computers 32a, 32c, and the communication lines 24a and 24c, 15 while
network segment 26b includes client computer 28, server computers 32b, 32c
and communication lines 24b and 24c. The number and locations of the
recording devices) 20 in a mufti-tiered computer network depend upon the
application. Typically, a recording device 20 will be connected to a
portion of a communication line 24 that is between the interfaces of a
client or server 20 computer using the communication line 24 of the segment
being monitored. In one embodiment, all of the informational packets
communicated on such a communications line 24 will be read by a recording
device 20 and au accurate determination of the response time for an
occurrence of a transaction or application involving multiple client and/or
server computers can be made using the present invention. 25 A
representation of a typical informational packet communicated between
computers in a mufti-tiered computer network is depicted in Fig. 3. As can
be seen from Fig. 3, an informational packet 3 8 typically includes a node
address portion 40, which identifies the source and destination of the
informational packet, a port number portion 44 which identifies the source
and destination ports, and an additional information portion 3 0 48.
Depending upon the application, the additional information 48 can be, e.g.,
a database    .'I 7 JRta ~~r r :Mi: .:I request, a file system request or
an object broker request, as one skilled in the art willunderstand.Fig. 4
is a block diagram of an embodiment of the computational modules for
theanalysis of service requests according to the present invention. In
particular) these5modules may be executed on the monitoring computer 36.
Accordingly, informationalpackets 38 detected on a communications line 24
by a recording device 20 is provided toa service request analyzer 50 for
identifying individual service requests by determining theinformational
packets corresponding to each such service request. Note that the
servicerequest analyzer 50 generates, for each service request determined,
a service request string10that identifies the sequence of informational
packets therein. Further note that the service-:;.:: request string
representations can be extremely long (e.g. up to approximately
8000characters).Subsequently, the service request string representations
are passed to a transactionanalyzer 54 which first matches each service
request to a service request identifier in a15service request table 58 that
is used to store identifications of all service requestsencountered thus
far during transaction occurrence identifications. That is, the
servicerequest table 58 associates with each representation of a service
request string a "requestidentifier", such as an alphanumeric string of one
or more characters, wherein thisalphanumeric string is substantially
shorter than the service request string mentioned20hereinabove. In
particular, each service request is represented by its request
identifier'~:.J:~obtained from the service request table 58, thereby
providing a more compact and simplerservice request representation. Note
that matching a service request to its service requestidentifier is
performed using a hashed lookup, binary search, or other well-known
in-memory search algorithm.25Following the service request identifier
assignments, the transaction analyzer 54also decomposes the resulting
sequence of service request identifiers into collections thatare expected
to be occurrences of transactions. Subsequently, the collections of
servicerequest identifiers assumed to correspond to transaction occurrences
are passed to aregular expression matcher 62 for matching with one of a
plurality of representations of30regular expressions (stored in the regular
expression library 66) that have been previouslydetermined to uniquely
correspond to transactions.  



1 ? J AN 2003 r 9 The Computational Process for Identifying Transactions.
The methodology for reading service requests using the recording device 20,
filtering the service requests to form a "communications data set", and
subsequently identifying the service requests within the collection of
service requests in the 5 communications data set are described in detail
in co-pending U. S. Application Serial No. 08/513,435 filed on August 10,
1995, entitled "METHOD AND APPARATUS FOR IDENTIFYING TRANSACTIONS," which
is fully incorporated herein by this reference. Figs. 5 and 6 depict the
steps of one embodiment of a methodology, according to the present
invention, for identifying occurrences of transactions from service request
10 sequences using regular expressions. ., Referring to Fig. 5, a main
control processing program is illustrated, wherein a service request
(denoted the "current service request" ) is read in step 100 from the
service request analyzer 50 by the transaction analyzer 54. In step I04,
the transaction analyzer 54 first replaces each normalized service 15
request string with the more compact representation provided by determining
a service request identifies (also denoted the "current request
identifier") for the current (normalized) service request from the service
request table 58, wherein this identifier is uniquely associated with the
service request. Subsequently, in step 104 the candidate "bin" for the
current service request identifier is determined, wherein "bin," in the
present 20 context, identifies a group of service request identifiers whose
service requests are assumed to belong to the same transaction occurrence,
by virtue of originating from the . same client process. As will be
appreciated, the service requests for a plurality of users may be
intermixed in the collection of service requests received from the service
request analyzer 50. Thus, in step 104, each service request (or request
identifier) is sorted by 25 thread identification (e.g., an identification
of the data transmission session for transmitting the service request
between a client network node and a server network node). Thus, each bin
corresponds to a unique thread, and the service request representations
therein are ordered by the time their corresponding service requests are
detected. 30 In step 102, a "normalization" of the current service request
is performed, wherein service request instance specific information is
masked or removed from the current  



17 J AN 2003 .. :" - to service request. That is, information is masked or
removed that would otherwise hinder further processing for identifying a
transaction containing the service request. Accordingly, specific values of
data fields unnecessary for identifying the service request may be removed.
Thus, a data base query having a date specification such as 5 "DATE=01/G
/2000" may be replaced with simply "DATE=*." Furthermore, other irrelevant
variations in service requests may also be transformed into a uniform
character string. For example, a string of irrelevant blank characters may
be replaced with a single blank character. By performing such a
normalization, the processing performed by the transaction analyzer 54 in
determining a service request identifier (step 104) may be 10 simplified
to, for example, substantially a character string pattern matcher. In step
108 of Fig. 5, the time interval between: (a) the termination of the
immediately previous service request (in the candidate bin) to the current
service request, and (b) the start time of the current service request is
determined. Subsequently, this interval is compared to a predetermined time
interval length. The methodology for 15 determining this predetermined time
interval length is set forth in the above noted copending U. S. application
Serial No. 08/513,435 filed on August 10, 1995. However, a brief discussion
is provided here. That is, each service request is assigned a time based '
on, for example, the start time and the stop time of the service request as
compared to other such times for preceding and/or succeeding service
requests. Generally, the 20 monitoring computer 36 identifies a sequence of
related service requests by comparing the :-; time interval between the
stop time of a first service request and the start time of a succeeding
service request against a predetermined length for the time interval. If
the time interval is less than or equal to the predetermined length, the
service requests are deemed to be part of the same transaction occurrence.
Alternatively, if the time interval is more 25 than the predetermined
length, the service requests are deemed to be part of different transaction
occurrences. Accordingly, the predetermined time interval is selected based
on the maximum projected time interval expected between adjacent service
requests for two consecutive service requests that are part of the same
transaction occurrence. The determination of the predetermined time
interval length is typically an iterative 30 process in which a first time
interval length is increased or decreased by a selected time increment and
for each modified time interval length, the number of identifiable
transaction   



1 ~ 7 JAN 2QQ3 r '. 11 occurrences is determined. As will be appreciated, a
smaller time interval length yields a smaller number of possible
transaction patterns than a larger time length. The time interval lengths
are plotted against the number of identifiable transaction occurrences for
each time interval length and the predetermined time interval length, or
"sweet spot", is 5 selected at the midpoint of the region where the curve
defined by the plotted points flattens out. Thus, referring again to the
processing of the current service request in step 108 of Fig. 5, if the
time interval length between the current service request and an adjacent
service request is less than or equal to the predetermined time interval
length, the current 10 service request identifier is added to the candidate
bin (in step 112) of a previously ::yip; ~ determined service request
representation provided in the candidate bin. Subsequently, the analyzer 54
returns to step 100. Alternatively, if the time interval is more than the
predetermined time interval length, then the service request representation
is not added to the service request 15 representations in the candidate bin
because the collection of such representations in the bin is deemed to be
complete (i.e., is deemed to be representative of a complete transaction
occurrence). Instead, in step 116, the transaction analyzer 54 sends the
contents of this bin (e.g., as a time ordered sequence of request
identifiers, which is also denoted herein as a "request identifier
sequence") to the regular expression matcher 62, 20 and subsequently (in
step 140) removes the requests from the candidate bin and adds the current
request identifier to the bin. Fig. 6 depicts the operation of the regular
expression matcher 62 invoked in step 116 hereinabove. In step 120, the
service request identifiers from the bin are concatenated together in time
of occurrence order, thereby obtaining, e.g., a text string. This operation
25 forms a compact, yet unique, representation of all of the service
requests that comprise a transaction occurrence. By way of example, assume
the bin contains representations of the following service requests (in the
following time of occurrence order): (1) LOGIN (i.e., login to a particular
database at a server network node) (2) SELECT (i.e.) select one or more
data items from the particular database) 30 (3) INSERT (i.e., insert one or
more data items into the particular database) and the service request
string table 58 includes:    ' 1 l JAN 2003 .. 12  Request Identifier
Service request 1 INSERT 2 LOGIN 3 SELECT. 5 Based on the above
assumptions, the text string of service requests output in step 120 is: 2 3
1. Next, in step 124, the regular expression matcher 62 finds the first
regular expression that matches the text string output from step 120. This
is performed by comparing the text string against every regular expression
in the regular expression library . =; 10 66. In the library 66, each
regular expression is represented as a text string that includes ::::`
request identifiers and regular expression operators, as described in the
summary section hereinabove. Additionally, each regular expression is
associated with a corresponding transaction name, such as "ADD USER" or
"CHECKOUT BOOK," that denotes the particular transaction associated with
the regular expression. In the above example) the 15 text string "2 3 1"
matches the following regular expression: 2* 3+ 1? In step 12`8, the
regular expression matcher 62 determines whether the text string of service
request identifiers matches a regular expression in the regular expression
library - 66. If a regular expression in the library 66 matches the text
string, then in step 132 a match is reported for the transaction name
associated with the matched regular 20 expression. Alternatively, if no
regular expression in the library 66 matches the text string, .. then in
step I36 a special transaction denoted "UNMATCHED" is reported for the text
string. Note that unmatched text strings are logged into an error file to
allow regular 



expressions to be written for them in the future. While various embodiments
of the present invention have been described in detail, 25 it is apparent
that modifications and adaptations of those embodiments will occur to those
skilled in the art. It is to be expressly understood, however, that such
modifications and adaptations are within the scope of the present
invention, as set forth in the appended claims. _v    r - 13 17 JAN 200
What is claimed is: 1. A method for recognizing an occurrence of a
transaction that is defined by a sequence of one or more service requests,
comprising: reading a service request that is transmitted between two
computational 5 components; combining a representation of the service
request with a plurality of other service request representations to form a
string of service request representations; and comparing the string of
service request representations with a regular expression characterizing
the transaction to determine if the string of service request
representations 10 corresponds to an occurrence of the transaction. ' :~ `
2. The method of Claim 1, wherein the reading step comprises: selecting a
set of service requests from among a plurality of sets of service requests;
categorizing the selected set of service requests based upon at least one
of a 15 source and a destination of the service requests in the selected
set. 3. The method of Claim 1, wherein the service request includes a
service request packet. 4. The method of Claim 1, wherein each of the
service requests in the string of service request representations is
ordered by time and further comprising: 20 comparing a time interval
between a second service request and the last service request, for
corresponding representations in the string of service request
representations, " ' with a predetermined time interval to determine if the
representation of the second service request is a part of the string of
service request representations. 5. The method of Claim 1, further
comprising: 25 assigning to the service request a unique identifier
characterizing the service request, wherein said identifier is included in
the representation for the service request. 6. The method of Claim 1,
wherein each of the service request representations in the string has a
unique identifier. 7. The method of Claim 1, wherein the regular expression
includes one or 30 more of the following operators: (a) an operator
indicating that a service request occurs zero or more times; 



17 JAN 2003 14 (b) an operator indicating that a service request occurs one
or more times; (c) an operator indicating that a service request is
optional; (d) an operator indicating that only one of a collection of one
or more service  5 10 requests can occur. 8. A system for recognizing an
occurrence of a transaction that is defined by a sequence of one or more
service requests, comprising: means for reading a service request that is
transmitted between two computational components; means for combining a
representation of the service request with a plurality of other service
request representations to form a string of service request
representations; and " 15 20 25 means for comparing the string of service
request representations with a regular expression characterizing a
transaction to determine if the string of service request representations
corresponds to an occurrence of the transaction. 9. A method for
determining if a set of at least one service request representation
corresponds to an occurrence of a transaction that is defined by a sequence
of one or more service request representations, comprising: comparing the
set with a regular expression characterizing the transaction. 10. The
method of Claim 9, further comprising: sorting the service request
representations based upon at least one of the source and destination of a
corresponding service request represented by the service request
representation. 11. The method of Claim 9, wherein each of the service
request representations in the set is ordered by time and further
comprising: comparing a time interval between a second service request and
a previous service request, wherein both have representations in the set,
with a predetermined time interval to determine if the representation for
the second service request is a part of the set of service request
representations.  



~1, '\ > >~ 17 JAIV 203. 15  12. The method of Claim 9, further comprising:
assigning to a service request a unique identifier characterizing the
service request, wherein said identifier is included in a corresponding
service request representation for the service request. 5 13. The method of
Claim 9, wherein a plurality of the service request representations in the
set each have a unique identifier. 14. The method of Claim 12, wherein the
regular expression comprises one or more service request identifiers. 15.
In a system for determining if a set of one or more service request 10
representations corresponds to an occurrence of a transaction that is
defined by a sequence of one or more service request representations,
comprising: means for comparing the set with a regular expression
characterizing the transaction. 16. A method for predicting occurrences of
transactions, comprising: 15 collecting a sequence of service request
representations; partitioning the service request representations of the
sequence into subsets, wherein each subset of service request
representations is expected to be indicative of one or more occurrences of
a single transaction type; constructing a regular expression from the one
or more occurrences, wherein each 20 of the occurrences satisfy the regular
expression; predicting whether an additional set of service requests is an
instance of the transaction type by determining if the additional set of
service request representations satisfy the regular expression. 25   1 ? J
AN 2003 t 6 REP~.ACENIENT SHEET ~ ~ J ~~i 203 17. A system for recognizing
an occurrence of a transaction, comprising: 



at least one recorder operable to monitor communication between two network
components; and a monitor coupled to the at least one recorder and operable
to: generate a sequence of service request representations representing a
sequence of service requests transmitted between the two network
components; partition the service request representations of the sequence
into at least two subsets, wherein each subset of service request
representations is indicative of one or more occurrences of a single
transaction type; construct a regular expression from the one or more
occurrences, wherein each of the occurrences satisfy the regular
expression; and predict whether an additional sequence of service request
representations is an occurrence of the transaction type by determining if
the additional sequence of service request representations satisfy the
regular expression. 18. A system for predicting occurrences of
transactions, comprising: at least one computer readable medium; and
software encoded on the at least one computer readable medium and operable
when executed by one or more processors to: collect a sequence of service
request representations; partition the service request representations of
the sequence into subsets, wherein each subset of service request
representations is expected to be indicative of one or more occurrences of
a single transaction type; construct a regular expression from the one or
more occurrences, wherein each of the occurrences satisfy the regular
expression; and predict whether an additional set of service requests is an
instance of the transaction type by determining if the additional set of
service request representations satisfy the regular expression. 19. A
system for predicting occurrences of transactions, comprising: means for
collecting a sequence of service request representations; means for
partitioning the service request representations of the sequence into
subsets, wherein each subset of service request representations is expected
to be indicative of one or more occurrences of a single transaction type;
17 J AN 2F03 itEPLAC~I~hIT ~Y~EET ~ 7 J ~,~ ~~~3 means for constructing a
regular expression from the one or more occurrences, wherein each of the
occurrences satisfy the regular expression; and means for predicting
whether an additional set of service requests is an instance of the
transaction type by determining if the additional set of service request
representations satisfy the regular expression. 20. A system for
identifying an occurrence of a transaction, comprising: at least one
recorder operable to monitor communication between a first network
component and at least one second network component; and a monitor coupled
to the at least one recorder and operable to: receive one or more data
packets communicated between the first network component and at least one
second network component from the at least one recorder; identify a first
service request associated with the one or more data packets; generate a
service request representation associated with the first service request,
the service request representation identifying a sequence of data packets
associated with the first service request; identify a first service request
identifier associated with the service request representation; combine the
first service request identifier with at least one additional service
request identifier associated with at least one additional service request
to form a transaction representation; and compare the transaction
representation to at least one regular expression characterizing at least
one identified transaction to determine whether the transaction
representation corresponds to an occurrence of one of the identified
transactions. 21. The system of claim 4, wherein the monitor is operable to
combine the first service request identifier with at least one additional
service request identifier by: identifying a thread over which the one or
more data packets associated with the first service request were
communicated; 



grouping the first service request identifier with a second service request
identifier associated with a second service request communicated over the
same thread to form a service request identifier group; sorting the service
request identifiers in the group by at least one of a start time associated
with each service request identified by a service request identifier in the
group and a stop   ~l AN 2003 t s ltEPLA~~i~~I~ S lE)ET a time associated
with each service request identified by a service request identifier in the
group; determining a time interval between the start time of the first
service request and the start time of the second service request, the
second service request preceding the first service request in time;
comparing the time interval to a predetermined value; and adding the first
service request identifier to the transaction representation when the time
interval is less than the predetermined value. 22. The system of claim 4,
wherein the monitor is operable to generate the service request
representation by: generating a service request string that identifies the
sequence of one or more data packets associated with the first service
request; and normalizing the service request string to remove at least some
service request-specific information from the service request string, the
service request representation comprising the normalized service request
string. 23. A method for identifying an occurrence of a transaction,
comprising: receiving one or more data packets communicated between a first
network component and at least one second network component; identifying a
first service request associated with the one or more data packets;
generating a service request representation associated with the first
service request, the service request representation identifying a sequence
of data packets associated with the first service request; identifying a
first service request identifier associated with the service request
representation; combining the first service request identifier with at
least one additional service request identifier associated with at least
one additional service request to form a transaction representation; and
comparing the transaction representation to at least one regular expression
characterizing at least one identified transaction to determine whether the
transaction representation corresponds to an occurrence of one of the
identified transactions. 24. The method of claim 7, wherein combining the
first service request identifier with at least one additional service
request identifier comprises:   17 JAN 200 t 9 RE~~,A~EII'~1T SHEET 17 J
A~~ 2003 identifying a thread over which the one or more data packets
associated with the first service request were communicated; grouping the
first service request identifier with a second service request identifier
associated with a second service request communicated over the same thread
to form a service request identifier group; sorting the service request
identifiers in the group by at least one of a start time associated with
each service request identified by a service request identifier in the
group and a stop time associated with each service request identified by a
service request identifier in the group; determining a time interval
between the start time of the first service request and the start time of
the second service request, the second service request preceding the first
service request in time; 



comparing the time interval to a predetermined value; and adding the first
service request identifier to the transaction representation when the time
interval is less than the predetermined value. 25. The method of claim 7,
wherein generating the service request representation comprises: generating
a service request string that identifies the sequence of data packets
associated with the first service request; and normalizing the service
request string to remove at least some service request-specific information
from the service request string, the service request representation
comprising the normalized service request string. 26. A system for
identifying an occurrence of a transaction, comprising: at least one
computer readable medium; and software encoded on the at least one computer
readable medium and operable when executed by one or more processors to:
receive one or more data packets communicated between a first network
component and at least one second network component; identify a first
service request associated with the one or more data packets; generate a
service request representation associated with the first service request,
the service request representation identifying a sequence of data packets
associated with the first service request; identify a first service request
identifier associated with the service request representation;   1 ? J AN
2003 2o REPLAC~;~LI~dT 51~~.ET 17 J A~~1 2DD3 combine the first service
request identifier with at least one additional service request identifier
associated with at least one additional service request to form a
transaction representation; and compare the transaction representation to
at least one regular expression characterizing at least one identified
transaction to determine whether the transaction representation corresponds
to an occurrence of one of the identified transactions. 27. A system for
identifying an occurrence of a transaction, comprising: means for receiving
one or more data packets communicated between a first network component and
at least one second network component; means for identifying a first
service request associated with the one or more data packets; means for
generating a service request representation associated with the first
service request, the service request representation identifying a sequence
of data packets associated with the first service request; means for
identifying a first service request identifier associated with the service
request representation; means for combining the first service request
identifier with at least one additional service request identifier
associated with at least one additional service request to form a
transaction representation; and means for comparing the transaction
representation to at least one regular expression characterizing at least
one identified transaction to determine whether the transaction
representation corresponds to an occurrence of one of the identified
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