. e3eDr , B6XTm/\ 17 JAN 2~~3 r TRANSACTI ON RECOGNI TI ON AND PREDI CTi oN Uk Ra/AN 26(3
REGULAR EXPRESSI ONS FI ELD OF THE I NVENTION 5 The present invention is

directed generally to a nethod and apparatus for recognizing and predicting
trapsactions and particularly to a nethod and apparatus for recognizing and
prgdi cting transactions usi %Wé%W@N%mTﬁMWBFWpN anguage

thebry. A7i:: . .:.i 10 BACKGROUNBSBYG REBULNEIFPRESIIANSonput er net wor ks,
"information packets" are transmtted between network nodes, wherein an

i nformational packet refers to, e.gFIELD QBRIHEINVENTIOMN: packet from a

client node o0 a serve Sk ' e fromthe
server node rtso the cli ZRE%gﬁagﬁn%e?ﬁgpsﬁeél}\é?tggegc’?}(géé%ﬁe{% %ﬁhéﬁg%fg'fé(?gﬁé{a@éﬁ%g

term nation of a gesdgeigingfand predittong tiabsagtars and parfieulsrdy toraonletBodoend fapyanatus for
client-requested operati ons, arnéi tf grward.the.results to the rﬁﬁuesaﬁllgn&
client nodes as or&C8MANRAL HEHICHnE dransactignp Using fegulpr sxpresyins fiom forma) langhage
request ed i nfor matthevty.f ol | owed by a service conpletion packet. A "service
request instance,” or nerely "service request” refers to a collection of
such informational packets (nore particularly, service request packets)
that are trggsnmtted between twogg£ORBROUNIPORTHEODEAPADRNtS t0 performa
specified activity or service. Additionally, a group of such service
requests issued sequentf edmpptesyetpeksofinfapnation peaketst #ra trapsmittedchetwesh petwogul t

in the performance, gl @héq?ﬂ'aﬁ?\xlf%ﬁ{mignai) F)ac‘ﬁ&rljéfeﬁﬁyto,OGEl ., PEerliOd x%gv?e@tr ﬁéa%fce% ﬁ%ﬁ“ nes

a witransaction occurrénce articufar, a transaction occufrence nay be
chéracteri zed as alienbdectbiaserverfnode mvespensive gereise esuitspackienfrem teserveamide to

service request is,satisfied, or.none .of th ervice, 25 requests. are
_satisfied. MoreovaPEepREoe pha seivics saliplptioppackelindicatae smmioalohor A selex et rajttedy
tenpl at e or 1Schengatkets. Sefvar Hodesefforntaliehtaedquesttd 6eratiohsing orivadgeredul tO1d the
occurrences. |t woul d be esiéébl e to have a con@ut atignal systemto

recogni ze occur r efERESHL chgnb EEI ORI ST AME SHNGP 1F5 ts pAckeie) coptainimg the repuesters
transaction occur riglfmasion AslleXed b8 kéfvicd donpletioNPAkERNA "deRAde re4lleht ifstaXst &M be
capabl e not only of recognizing the occurrences of 30 a variety of
transactions, but TArdp “WrvigssEgessht fefs ot ollecian ofrwipl infermstionnt paskesrEeren t h
its correspondi ng fLiRARAG deRite requbll PREIRLY HaParetARIMHE FernEHAWA! co PRI al
variations in the occurrences of a given transaction. These variations are:
(a).a servi @@ requesporents tgpstfprmop spasified edivite quesstied  Additidnallyy i groupdoffspem a

trahsaction occurr ; | ce t I P
IAN 2008 1o oo SRR recPts RuBBLohERARPHNTS or kRfe Beify nafl e
and (c) a transactpedornzmnce of &ivgealnent afrvedrkitie oae semurecserviesscefisds a ‘rangeibatp of
service requests) selected. fromanong several possible seryice re sts (or
grioups of servi ce PRATTRET s J1 PP L SRIRIOn SepsRe Iy b ageelup i soerden
quésri es a networ K ofedrvies rede whereinfethdriesthis@igic@tdquanio kAKBLS ofdne df thasdrviyeear
5is likely to be very sim I_gir to a transactiogn occ,ur"r_ence,th%} rgetri_eves
al | enpl oyeds t hat"®qHepts affi 1ebeietnd/ISrenyrs thegSrmanigrnsactioncls hereia yspe tondescribe a
conpany’ s retirengghpiik 3PschdhLRE a patibiddr OMetiSd & relhie® Fakkhdtioh Gévkreh@saccount
for because, though the nunber of distinct transactions is typically small,
the number of transact ftoypulthedesizable to hase 4 eompytasiorahsystgm tg recognigelopeumengesdf ed.
Accordingly, it i [ 1 gal g h .

vari ation back tostfa%gs&@%‘rs raga;po %ﬁlgpfllrf%r?gg%tb ?gﬂﬁxmﬁ&%%mﬁ%dé%@gl Y

| NVENTI ON An obj edt is inpootanttthat syehassgsiem bewwapable oot anly df secognizinglthe acaoknosa ol

archi tectur 8ot hat a'v?m'ety of transactions, but also of associating each such transaction occurrence with its

corresponding transaction.
In practice, there are several common variations in the occurrences of a given
transaction. These variations are: (a) a service request (or group of service requests) may

be omitted from a transaction occurrence; (b) a service request (or group of service
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-abl e, based on a sequence,of service requests, not only to recognii? t?@ 2003
occurrences of 15 each of a variety of transactions but also to co relJ
t he ,occurrences of variations of a given transaction with the transaction
itself. Arelated objective is to provide an architecture that is able to
|dent|fy occurrences of a transaction, wheren for each such occurrence, a
service request (or group of service requests) that is part of the
occurrence may haviequess) ma heaoienigd i trasaciar oGoHITENCS AnE (e) adEABEACH@Messurdnce he
transaction: (a) y
Tl sabicl RENREGr g,gq e e L

be omtted froma s quence e secon occur Pénce;

(b) a service requmstibl¢ serviee pquasts (of gmepwc’nfcservrceqemssts)) Foxyexineple, epeakatdoone
or nbre tinmes in the segﬁ&nce of servi,ce re r.the second,.occurrence;

ol o (6 o0 e b R B P Ervb R e reeBving ] BT Rs KR el

second occursence ighyelPs tedlepCdifiithr td 9 FaRaRDY cSEURNS thRQEFies Qll SR ?M}/é‘eﬁ that
requests (or groups of 25 service r%erguests) I'n_one enbodi nent of the

present inventi on, W hBeEHEVRYSAEHAE0 WPRaERInate 15, 1B COMmRANY § Tetirgmeny Rlan; hGhese
occurrences of a tJaﬁElﬁﬁEtaké)BﬁenV\dlﬁ"cﬁt b 8@BlntSHF Beé&ﬁé&%ﬂoﬁé&?ﬁme‘ Runfbef bf‘@i@mﬁy a
sequence of one or nore service requests. The method performed in th

conput ati onal systteassactiensus spicallyesmallathe nenbez f transagtivadiceyjreace eariatiens Cﬁle QQJ est
that is transmttegd. batwepn., 9%%0 10
v~". -i (b) conbini ngga repefd(e)ggg%og%ld’%qofs e s Eht\?;ﬁccalet? enc?ﬂ%s? njélﬁé cath
plural ity ofl0ot hervasationiback todly wes¢sporeigdmpsactaen. ons to forma string of
serm ce requests representations; and (c) conparing the string of service
réquest representations with a f or mal | anguage regul ar expression
_Characterizing the transaction toSUMMARYGF THEURVENTIONg corresponds to
the transaction. This rret hodol o g}ﬁnot only expresses, trapsactions in_a
simpl e and precise for fHtOPGHveAL ths Presepd InygRtioniste BFavids @ ispitwip aghitgcture that is
addi ti onal transacdieOpased 64k 5QNERE of J&aﬁcebec}{es@ %t iy to%&ﬁnﬁ@ﬁﬁ occurrences of
Accordingly, once a transaction is characterized as a regul ar expreSS|on

t he charact d8i zat i @¢h efmvasiety of tansp@iopslus glsp secarrelginthe peyfrerses of vagtiqag of a
havi ng various se ou t

ot erventi on. As AT ESENEE wiB L PRI A BEEN doRate A0 Rbvide an
representation of acHitecteel thataﬂgl!m@edennfy\m;:mngqs@tf atrensactiboswhérkin farreach such
occurrence and/ or lanac ren [ h

regul ar expression 8% g%jgsem% °§‘5°5§<‘§?}%P§5 oﬁgrg?ggg%?e%} {ha H L%p%{goccu&@n
Description * EvenhaﬂQMGfoﬂlomg ﬂmaeioxtsimmcdnd oEmmchcemfdmmns‘acmm @laeerhwes

;; ? Event is optional of the rac ed. 2 nbol s occ
tormal | angdlge PR AR & Srfie g SR B SR G BEERE of SER | ne
ai :-‘:__3 request for the second occurrence; (b) a service request (or a group of service requests)

AT
€
P

may be repeated one or more times in the sequence of service request for the second
occurrence; and/or (c) a service request (or a group of service requests) for the second
occurrence may be selected from among several possible service requests (or groups of
25 service requests).
In one embodiment of the present invention, a computational system is provided
for recognizing occurrences of a transaction, wherein each such occurrence is defined by
a sequence of one or more service requests. The method pex.'formed in this computational
system includes the steps of:
30 (a) reading a service request that is transmitted between computational

components;



‘transaction as a | anguageyusing service request representations as Zhg N 7»33
synbol s of the | anguage. That is, service request representations'% C he

t he,"al phabet" of such a regul ar | anguage, and occurrences of the
transacti on beconme string expressions 25 represented in this al phabet. By
wal of exanple, the transaction, T, defined dy the regul ar expression A* B+
C>D |[E F @ specifies that service request A can be present 0O or nore
times; service request @ nueambingsrepressatationpf theserice roquest with  pluradityraf gthest C
may be absent or RESRENquERkPrRBRRIonSR INELstHRISRIHNIE rdiiSsts RfreRnBacH a@”' y
once; and only one of service requests E, F, and G nust” be present. Only if
all of these conditioné)ar ecompering the 3ingné sefyise ir¢duest repreisentatiops| witlas formal
occurrence of tra j b q [ - ~~ < e .
characteri zation é @-g&éte?rg lgc%%%?%g&g& ?tg%?ga?hﬁltgaﬁaa t%%% th gﬁeﬂ&d% rtlhee string

ei t her manual by, oroaespondstto delttaysabtyona conput er. For exanple, a suitable
conput ati onal t echni que,can gg ﬂevised to reco nize.striqgslofdservige
request represent at i ond PaEEIOANEEHROL cnlyexpressesdrapsartinns jyr Enple and preqiss dqrmaty
over a particul ar bhi 1%, BRI héd impoeamiyChredis bt onhltfahdfch CEBlAnE &R hive@ot t O
and froman identified process qr conputatlonal_se55|on;éb) normal i zi ng the
data for each ser VFicheeR ggnedecordiagly, qaes adpnpaction ik Aharpriarized a4 regdarexprgssion,
service request i =T B i I . S5t : ;

same datarecord fi@lzelt g) n%?g%g?tcﬂgén{l;e?é@?éc_fg‘%ﬁ%i ng 19#'2%%6%%%%%%{%%%%5
arg renovedl1®r nmaskwige feguasd sequencesoyithous edditiong! manvalieteivemsionr equest

i Byt ances" that are sinil te LGE s e

i nst ances. (c¢) partitio%%ﬁgﬁﬁﬁgméggg%gél%@g%%gﬁk%ﬁgfg%géqggFggln gﬁ%%%“%%
nor'e subsets, whelaguprdh whichoptratoss dexgibe thedoccwrrdnee and/epnopseontrenide atring$ ofan

i nstance of a transagtiogﬁ%i det er 'ning a,requl ar expressi.on )
characterizati on FOPOUHQ 4880 T OBMOR g IRT S¥RERSSION ORFTRIOFY K0T Sxpmpple, are as
general i zati on of félpweat ed service request instance data coll ections, human
under standi ng of the transactions bejng .performed, the source of the
servicerequégt i nst ancEBeraRd/ or t he28SHBHSN o) ds within the service request
i nstances. Regardi ng the readi ng st epgvéRhidufitest e ainBabove, and perfor med
by theconputational system of the present invention, this step can include
a substep of selecting20 a category Erentpgchrs koy mgie Mean i ndi vi dual service
request (or group thergof) can be- 'EﬁéﬁEQﬁﬂoal” particular, such a
cat'egori zation of a service request many b d%ternlnedbased on at |east one
of source and a destinflti on process Ohlytoneokthe biacketadequest. Forexanple, in
a client-seryer network, sefvi requests generated by users at client
nodesmay beagssigned to a nﬁﬁ%égogygbins, such that each bin includes only
t hgse servi ce25 requesisogmihngiagecdmesppndingityl aregid@rexpressionaid beouskdito, defimech
bi'fr i ncl udes service re uestﬁidentitied bx a co}lection.of

rgl at ed
processes, denot ed@a53CH} 3-41'aNEY38E N8, SEVICRFRAPS FRPESSERRL AL f)F’G‘&ebé’?s‘géhe

transmt service neguas! STHat RN seMicd requst TepteleRtatitii beédinethd Afiphabet’ AF such a
server.That is, a "thread" may be considered as a specific identifiable

connection or sesdfEYMEANRBBES A0E| qostTenaidel e iransagtiop checome sErAE CPIEFION der
node of a ne§wor K.reVRbmRY flthis ApHabét. BPRE) df SxatiphS @E aRdsXctio e bfine@ By thbfedulbnat
it accommmdates only one service request on it ata given point in tife.
Typi cal |y, each t lexprassionsty* BreCT BERF Of ppecifipsthat serwigbiequast & Gamife pegsprifror spore |
1 ? JAN 2003 r 5 r ¢ i i 1
appreciated, in sgﬁn{égé"%p cfgé;g?sgﬁgn\ﬁgt bg %%S%Eei ﬁ‘g’k‘%%‘*ﬁg@‘?‘é’é r g\é&s'k%yo‘%%? shegt
sour ce and/ or destor pedsem ronlyi ance) Gerviae regdest) Pamast ibe epresent enly oficea abdpalgane of

because there can be, multipl essjons, .or_proc e ecuting..on a given
networ k node, thelr&8y® Q%ﬂ‘f&%?%ﬁ»i ng™ IWWStpqeé’r%ﬁ?te d@.l??lﬁ&gﬁeéﬁc%’gg‘é’gﬁ dre thet,
connection go 5 seldipecifiediatér Willaabtafrehdaloptrambdtion Tierecogriegli cating with a
server node can be used in _ identifying the thread to which the service
packet corresponds. Mreover, a thread can be either a client (user)

thr'ead, which is a thread that is identifiable using with a specific client
cenputer or user identification, or a shared thread, which is a thread
shared anong nultiple client conmputers (users). 10 Still referring to the
reading step. to determ ne whether the read service request is part of a
string of service requests corresponding to an occurrence of a transaction,
the tine interval between: (a) the service request that is nearest in tine
to the read service request (e.g) the last service request in a sequence of
service requests) and; 15 (b) the read service request is conpared agai nst
a predetermned tinme interval. If the time interval is less than the
predetermned tine interval, the read service request is considered to be a
part of a comon occurrence of a transaction with the nearest service
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~_ 1 6 _ 17 JAN 20~ (a) ajreans for reading a service request thatqifs JAK 2063
transmtted between conmputational conponents (e.g., oh a comunications

i ne- between a client and a server ..; node of a network, or between two
servers); (b) a neans for conbining a representation of a service request
wi‘tth a plurality 5 of other service request representations to forma
string of service request representatjons wherein the string may be
representative of a trameshppgsrzatonof(atyangaction asa fegplag l3AgASE Gy Bedons eitherg
of service requestmiRBfiyeSE HuidnlaAB8ly WyldcénpRaul Bé: &&BPE?%'sQﬁab@@&@bia%h%' ng
a transaction to deterrine if the Stiing corresponds to an occurrence o
the transaction. Aschaique canbealoyised ¢ eecesnize sthingyof sefvingrequastrepreseotationsidenpting
nmeans, and conpari . pically perforned on the sane processor,
or in a nunber of ":ﬂgt eri I nﬁeg&bé%(cessors. O her features and benefits of

t he present iSnvention \g) kolleetingreverva gemitulir tme tpesod) creovitraregiesy idened Haa
description and draavgi ngs 15 I%RI EF .gEgﬁRPTI ON OF THE.. WNGS Fig. 1

depi cts hardware enBOTTFRA? SR ifFRTd ROreRR A FPMBHEHIREESM (o a

conput er network; Fig. (8)fbemilizing thrdata i eadhaérhoprequastihasticevithatkhowdrimigs ent

i nvention connected to a . nufti-tiered conpuier network; 20 Fig. 3 depicts
an informational p‘&é‘P&ief“‘%frf&q‘lfﬁb‘{‘StﬁlcF%(eé"ﬁ_ Fent %@“%%Hkva&le& the same dafa
data processing coppRagBkPndbertiit R i@&8HingitAN KB dnHhtanEdsGfe remoR Or RadEPlof
an enbodi nent of a nmethod accCording to the present invention. 25 DETAILED
DESCRI PTI ON Phe Apthenebst providina fiqgmalized aucainsipnises” dhat sresimilar tptemplatenof service
according to the p ' ntion is depicted in Figs. 1 and 2 for

anal yzi ng the perf%&%gﬁ%:lseth%ﬁa conmput er network such as by nmeasuring the 30
Jesponse tine required (Exgartdioningithe servicegequest instingeatafadntoeoe orimoge subsethewhertis a
si npl e single network segnent rein_the rm.seqnent” .denotes a portion
of a network havi negadéf‘%sgi’s efpﬁcﬁ%%ﬁgf)afep.mwﬁ%o@gg?"‘ﬁ%"cﬁé’f Q\Ef”ﬁa B%es and the
net wor k connecti ons t hgdpdeedrinting.a régulak BepressivinchakactetizAtiog forleactfpartitivn baked on
devi ce or pr%be 20 is conpnected to,.a co ni c%ti on line or bus|ine 24
between a cl¥ent (‘iﬁ‘_re"%’é‘?ﬁjc_"’caﬂﬁﬁﬁﬁe@ll“%‘,‘° REat O SEiFe realgivtagre 8 qoflecgions, 5
server). The recorglind vi@MbtaflirdOofSk SGhRACHIAS b@iﬁ% B mied)§ 188 IBIrkOBPIhe RACHEL S
in each service request that Sis transmtted. al ong _the conmunication line
24 and provides t hEIYesYIBTLRReES BRHUIT thrtaecieldsarithin the seryigareguestiptamies: he packet s
were received by the rq&gmh@%@l%d&g_s%, tRnfidted RRidaBEVe dnd DEARSHRE b?Qhéor
analysis. In particular, the informafional packets selected provide the
received tinme of tépmpuiatignal systemiof the presppbiovenpae kids stgproawingludg a substepsofg¢lecting
service requgst) Y j Of. . j i..C e

Service Corm‘g%e L O?\Pgaé%gégi &f"ﬁiﬂe tgﬁgllﬁoéht@i:ﬁ rrugcfm&lﬂf sdrliB@leqS&E YrGFodpShbleb Rh be

o assigned. In particular, such a categorization of a service request many be determined

based on at least one of source and a destination process of the service request. For
example, in a client-server network, service requests generated by users at client nodes
may be assigned to a number of bins, such that each bin includes only those service
25 requests generated by a single user. In particular, each bin includes service requests
identified by a collection of related processes, denoted a "thread" in the art, wherein the
related processes transmit service requests from, e.g., a single user to a particular server.
That is, a "thread" may be considered as a specific identifiable connection or session
between a client node and a server or service provider nodé of a network. Moreover, a
30 thread is preferably identified such that it accommodates only one service request on it at

a given point in time. Typically, each thread may be identified by a combination of client



10 of a service request). \Fig. 2 depicts a nore conplex nufti-tiered?7 JAN 2005
architecture with ;i,., ., multiple network segnents. Recordi ng devices

20a and 20b are connected via a comruni cations devices 22, such as nodens)
to.f he comunication |lines 24a and 24b between the network segnents 26a and
261 | n particular, network segnment 26a incl Ades cli ent conputer 28, server
computers 32a, 32c, and the conpuni c{g&i on |lines §4a and 24c, 15 while

networ k segment 2@8Purese priesver (degtinption) Apdes.e As Yl besappiesiated ol some arpliomigns B¢

and communi cati on drpReferddit fAAe addiess (BEQ%&‘&HE‘P&%@H# deﬂﬁﬁttién?%n&fantﬂﬁq%qﬁee

recording devices) 20 in a mufti-tiere onput er network dépend upon

appl i cati on. Typi dédntifter of athreasrhgrause there icancbezaulijple sesgiens©p prosessescxecyting on a
portion of a co all i i j . i C .
client or server egg%@ﬁe#&d&,gh %gb’{ % ggréimhﬁﬁ%igﬁ?%agpﬁnn%&g%%f gc?’ﬁée)"jnggﬁrrre nt
bei ng nonitofed. Isessondédentificadominfrmatin|forocfomniveicatingovithed seoveahodramhk bt ssed in

comuni cated on sugh.a.c nications.line 24 will be read by a recording
Govi oo 50" ond nu dfetnBuedhTiiead Rl WA or saficdrmel sonRalf Maed, & §a el
occurrence of a trb%@&%&hicﬁghtmse@ﬂ@éddﬁﬁhibmﬁ aithvesd thatngidentiibBlobSngokitte ¥peaficl/ or
server conputers can be made using the, present jnvention. 25 A
representation of CHeRtGHPREYEr qu?eb{AF‘H‘cﬁFﬁ’r?&l °’ﬁé€"i"é{t BWFﬁhé%&‘g{fa‘ﬂ)Méﬁmg
conputers in a mufdiifié QleftconPoRi(Bferspet Work is depicted in Fig. 3. As can
be.-seen fromFig. 3, an informational packet 3 8 typical I% i ncl udes a node
addf ess portlPon 40, whiSEATERERS fortheteadipsten, i determitg whetier taraad sergiee femeest

i Fgor mat i onal pack R I i 4 4ioGH ol delo ce
and  desti nation pgﬁasrt &aaﬁgﬁlgr? %d I tr? g%%éo?ﬂralf’pg’r?m {loon()l[:)‘f)élr%‘!tg{1 gﬁkgﬁsﬁs%.‘) e
.Dependi ng upon t haimsipteivabhetween: t he additi onal information 48 can be, e.g.,
a dat abase g7 ~~r M . ]. request. ile,systemrequest, or
an obj ect broker requﬁ@,theasg%cﬁée%ﬁﬁt Fﬁa{e‘a“i’aﬁeﬁfﬂi‘m&?‘? Ih\fﬁr?aldﬂ%rélgf getqgﬁg .eﬁ"d}.’e 4
i's a block di agr amsptervice giestin aBeduenk of feevicsreiuests) andnal nodul es for

t heanal ysi s .of service reﬂues s according to the present invention. In
particul ar) Phese5modul®d err‘&?‘}??é‘“"&%‘&’ﬁited on the nonitoring conputer 36.

Accordingly, i nforigedhgared RAGKEL SredBerffie® G tht&10al 2 IGRETMB it 18ss thaA@he? 4
by a recording device 20 is provided toa service request analyzer 50 for

i denti fying indi virsedgtermised; fime intenjtle e Feasy sepdecieqHest 19 GoRseraditorheei pashefi 2
packet s cor r espondiyfighoh@c&ifehce s Harkidtibh Gith IHEALEEE serhi rBqdeltatf thd¥ne interval
servi cerequest analyzer 50 generates, for each service request determ ned,
a service request ismefethacthtpredsterminedl time dnteriid, thetraé serdcoreqiast ismateongideied
Packet S e - TUbE G BEL Eork i ch BRI e withthe LEAUT Skl fehfl
representations can be extrenely long (e.g. up to approxinately

8QB0char act er s) . SubseqBerduse/a setvive repest meeberepreested st aniergemapioastexttstring amb

ar.el passed to a transacti onanal.yzer. 54 whi.ch first t ches ch service
qubet ro o sor viEh UREcieBdR A o et e dite TR R AR S et 1
is used to store igtpRisidn forkitinsactidn, alunigae idehiiRr c@fIbeplovided etnieatifthgtdacts

far during transaction occur@enc&éisdintl ications. T

hat is, the .
servi cerequest t abFRIBEeNEL oL 2R 1R £ é‘s%‘ﬁgcﬂﬁuﬁli‘]asd’m‘%?h%@PWE"e
request strixg a "fueRHES RN sbiRhce thétbEh as an al phanunmeric string of one
or nore characters, wherein thisal phanuneric string is substantially
shorter than the servi Farthesgolehat the reugst identifieroheeeP0sed ppiestasbifesent fram the bin
particul ar, each r W by ol r t Vi gl b
ot 11 or ~ 9t -G ieds FERY 1 el B RARR (Efbemialrifo SRR e sy o
provi di ng a nore ciphpbet bf the drassactiphecgnbar wiprasiorapgestingite thegsaseant atvention. Not e

that matching a service request .to i servj.ce requestidentifier is ...
performed using a has h?&°ﬁ%ﬁﬂ9§?ﬁf‘lﬂ‘3{“ﬁ§‘?‘§Pf§%ﬁg{l&‘ﬁf‘ '?ﬂcjs cg’ieﬁtg?to\ﬁéwq {%’\Rﬁm‘fymg

i n-menory saar ch ajcg@fdntdyrof afsadtibasfontseiefces of séivice réqaestasingirepant éxpressions.
assignnments, the transaction analyzer 54al so deconposes the resulting
sequence of servi c"’a‘ersﬁﬁ%%l“pﬁé?ﬁ%ﬁ?“é“%@‘?ﬂ%ﬂﬁ%l | ections thatare expected

t o be occurrences of transactions. Subsequently, the collections of

ser’vi cerequest identifiers assumed to correspond to transacti on occurrences
are passed to aregul ar expression matcher 62 for matching with one of a
plurality of representations of 30regul ar expressions (stored in the regul ar
expression library 66) that have been previousl ydeterm ned to uni quely
correspond to transacti ons.
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The net hodol ogy for reading service requests using the recordi ng device 20,
filtering the service requests to forma "comunications data set"”, and
subsequently identifying the service requestg wi thin the collection of

setVice requests in the 5 comunications datd set are described in detail

in-co-pending U S. Application Serial . .No. 08/.513 43 i.l.ed_on .August 10,
1995, entitled " NETHOD GND ASPARN TSR SR AN thAAE Eeraied ety
is fully incorpor ajoafufatitril Eonhonénts (8.g/, 6h & E@Menicatibgdine bet@bsh atlielt phdd sekvide
steps of one enbodi nent of a_ nethodol ogy, according to the present

i nvention, for i dMPP@?W%cWrW%%EVWWCF%nsaCFi ons from service request
10 sequences using reguhAr eXBIne % t&bining a refiefeRtalibn e asQvibe Bquess with A PRirdlity
control processing programis illustrated, wherein a service request
(denot ed t he5" cur rafpthessgrvdecequess cppeesentatipns to foraadgtring ofsenyice1OMest repraseritasions
servi ce request a A . | . 54. In step |04,

t he transaction ana Jyeﬁxgpleg%npﬁagpgrreé{ﬁ a?:azigégg%ﬁ&%pﬁé%%ed service 15
request string wth thdc)or eneanfacompappdabestting of cervioe cequebe cbplegentieipes wikini ng
a service request ide tifies.ﬁ1 so . denoted the "current.request

Cdent 1 ier ) for (HERUHPRERe BT REDEA T Ruaror (LR LR PREP LU ce
request table 58, Jbdtdicd fitke trameidtibd. | &Y willbe dpprepidtédy tiRIetigaheass, vbhbnitde
service request. Subsequently,. in step 104 {he anga]date "bin" for the
cuttent servlce r SHEIBStaNd FOMPATRdReanssarg REEPrmGth e Hiersame, Prpcessor, Of ik
prigsent 20 cont extpypipgestintbiiRieddradbQbR. Of service request identifiers whose
service requests are assuned to belong to the sane transaction occurrence,
.by virtue of originati rheriesturesisad benghitaef the present ipyentiensyill begomg evidens &rom the
appreci ated, the s | . : Lty of users may be
intermxed in the %é%@@vﬁ%ﬁaﬁ?agg?@t}?g%%@é received fromthe service
request anal yzer 50. Thus, in step 104, each service request (or request

identifier) ,.s sorted by 25 th i L i identification
of the data 1tSr ansm ssi on sessi %ﬁﬁa‘?’g@@ﬁéﬁ%ﬁéﬁwce request

bet ween a client netwolFig. nodtpicaritréwae embodimeitudithe prosta) invenios commacttd tui n
corresponds to a unique thread, and the service request representations
therein are ordere® tefﬂ%‘wf’ﬁ‘rre their correspondi ng service requests are
detected. 30 In step 1QZg 2 epiftd aiiMer Bativara emBbditéifR of the pREEnt HRENI0R CornBAE St
is perfornmed, wherein service request instance specific information is
masked or renpved tPradwiltifiered Germputer network;

20 Fig. 3 depicts an informational packet; and

Fig. 4 is a high level block diagram of the data processing components of the
present invention; -
Figs. 5 and 6 depict an embodiment of a method according to the present
invention.
25
DETAILED DESCRIPTION
The Apparatus Configuration
An apparatus configuration according to the present invention is depicted in Figs.
1 and 2 for analyzing the performance of a computer netwérk such as by measuring the
30 response time required for a transaction to be performed. Fig. 1 depicts a simple single

network segment wherein the term "segment" denotes a portion of a network having at



.17 J AN 2003 .. :" - to service request. That is, information is maﬁ mmu
renmpoved that woul d otherw se hinder further processing for identifyi g‘;
transaction containing the service request. Accordingly, specific values of
dat.a fields unnecessary for identifying the serV| ce request may be renoved.
Thus, a data base query havi ng a date speC| fi’lcati on such as 5 "DATE=01/G
/2000 may be replaced with sinp =*." Furtherpore, other irrelevant

variations in ser JF@EW%W%’!‘@%W%@BCW@W qoaRRetions therehelivesn.aln ihe aeswerk of
character string. fipry, EX2HRIR defoeth ploBB20K clyink &bt AbmBhitBliioh 1A HBLE 242V
be replaced with a ingl e bl ank character. By perform ng such

nor mal i zation, t hebepraso@lipn Gorpuer) oomputer 39, ander &eﬂansfamm%ﬁ2émlawzmr)54"he n
determ ning a serv, t

to, for exanple, sljﬁ’ °??‘L§§Wﬁ%?9 Lege%{(}ﬁg% oer§ ﬁ‘g%g’?.“nil‘%ﬂ‘) ag%%rl 'Egad}%nﬁéewclufﬂ thag
108 of Fig. 5, thestrammitiedtlonytk cdstwiationlinal4 tndgrdvidesthaafarmationtl patkets and

i mredi at el i ndi d h rent
v og renubsr HRARERRG GERER vhh oI TR EhRe B rh b hERBEne
det ermined. Subseciiphiey 36 EdtiaRalysiit @f paticilsr, gRNifamed o packpts et pidvitné | ne

interval |ength. The rret hodal 0%3; for 15 determning this predeterm ned tine
i nterval |ength i srecsedttige;of thedirgt servigssgueshrckd @Bﬂéﬁ&m‘?é’fﬂsergce @sﬁ&ﬂﬁ)ea% on
Serial No. 08/513, tﬂﬁéc&béﬁqn@&tmgeﬂ&msﬁﬁ@é seme%mfleuﬁ dﬁa&eﬁ fthélit ﬁ&ﬁé' on
is provided here. is, each service request is asslgne ased
on&bf or examntfl e, tofe sarvieq reguest). Jfig  depiets @pnare gemplex My l-tgeém/arcletenecpmh as
cafpared to ot her t ec

requests. General I@#‘ﬁ@ﬁe&%&ﬁg%ﬁh nﬁg&&l&ngt ergég%?déxﬁﬂln%%%g&\séggﬁgﬁcae of
Jelated service r e:upnmamk:atignscdev'rpamngxch hemode;msmortbe ¢amtrm.nmahoxﬂmty\%rmﬂ Réb

stop time of a first service re uest tart a su edin
service request adSiHefthe "ﬁtr"éo&léf tshgéc} af"gﬁ&t ?P‘?aﬁtf‘cu Qewoﬂﬁse&ﬂ?‘g@éﬁl‘ﬂu‘gf
the time interval dligntlcomputetEB)setver compatersI2ati2e, apd the edrrhidicheion iresi2dafand 24t
service requests are deened to be Fart of the same transaction 3[%gfz)urren e.

Al ternativelly, if Vhis nefyaek ssgment75p includesiglient sempuyter 28, ssrver,computersy

| engt h, the servi c@nintiagdsines bdagn®d to be part of different transaction
occurrences. Accordi ngléléx’ the predeterm ned tinme interval is selected based

on the maxi mum proj ect denpmker angtlegations ofthe essording Haticrtsd A0 ingmylticigredcomppice
requests for two Cr%ﬁ'ﬁ‘d%e\ﬁ@uﬁcﬁlrtﬂé dpPlidafisi! 1§all?]r %ccﬁ&ﬁ% BRIk 20%i1lbR SotREtEd

transacti on occurrence e determ hati on e pr ed ermned time
i nterval |ength i stotappitioalofycommunicationtling24 tb@t iphepween she interfgreref aglignt pugerver ne

For “each moaet | eq FIRLET SRS (R ecHRRRERRIR % bR, SEhE PRt ond ¢

t rapsaction embodiment, all of the mformatlonal packets communicated on such a communications

line 24 will be read by a recording device 20 and ag accurate determination of the
response time for an occurrence of a transaction or application involving multiple client
and/or server computers can be made using the present invention.

25 A representation of a typical informational packet communicated between
computers in a multi-tiered computer network is depicted in Fig. 3. As can be seen from
Fig. 3, an informational packet 38 typically includes a node address portion 40, which
identifies the source and destination of the informational packet, a port number portion
44 which identifies the source and destination ports, and an a;lditional information portion

30 48. Depending upon the application, the additional information 48 canbe, e.g., a database



1 ~ 7 JAN 2QQB r '. 11 occurrences is determned. As~will be apprecifye‘glAN%ﬁ:;
smaller time interval length yields a smaller nunber of possible *
transaction patterns than a larger tinme length. The tinme interval |engths
are: pl otted against the nunber of identifiable transaction occurrences for
edth tine interval length and the predeternifed tine interval length, or
"sweet spot", is 5 selected at the midpoint of the region where the curve
defined by the pl dequss pdilsgystem reguesps apabiect praksr reﬂ%qsgraf pregskillgd imthe art pwilk
processing of the guL&kehd Service request in step 108 of Fig. 5, if the
time interval | ength between the current service request and an adj acent
servi ce request is | esig A biockdipgeam of an embodpneatiefthe computationalmodui¢sdonthé

| ength, the curre i.ce_r e fos iyf J I.S: t candi dat e
i (in step 112) Bpvis SPIHIEEnERHTRlarbiE W thd Bech LB, 1B rbidBETNLS
representati 6n pr owediies map be keecatad on tha neonbibting Suipster 8i@ nAtoprditighe idoradagiaal 54
returns to step 100., Alterpativel if.the ti interval Is. e thap,the
predet ernined ti neoaflf?fsgﬁg\fggcﬁeg%ffy'lc}mrf“ﬂ‘é%g?%é}mgg‘}% &Y g?’fcrg?éﬁrpé%"é‘ﬂfiéﬂi on
I's not added to thgeskeYdqaest RS fok Mentping mdRidaklisaive feudsk By BaafimtagltRe bi n
because the collectjon of such representations in the bin is deened to be

conplete (i.e., idN{ABRAHEER!PRCKEE CPETPUCIRIALIC R Brenyice Biiptsht ot thehthe sarvien
occurrence). | nst gaghestiafaljesd ptadated RPedch SPRaETEARR dBRANNGES serfoe SO sthif}e
contents of this bi n_(e.ih%.é, as a time ordered sequence of request ]

i denti fiers,10whi ctihatidentifies thesenversg ofjaformationa) peckets thgteirs tFurthesmptethag the service
seguence") to the | Rk i d sequent, i
step 140) renoves r%ﬁg&r%%nfggpé?@%g%&t{%%g%%{?% g&gi(ﬁ'galﬁ%@?ﬂ?f’aetélggé?d;nt
_request identifiercharactetsr bin. Fig. 6 depicts the operation of the regular
expressi on matcher 62 invoked.in step 116 hereinabove. In sten 120, the
servi ce request identi fSFgﬁpguqxp%ﬂ‘els?{g@ eSS g&w&egfxﬁﬁgp%ﬁePg&e@g%aetfanfaﬁu?r} ne
of ](c)ccur rence or deinalyieh64 ehjchdivitanatidhegeacke sa@vice I&qlllcidéwjfolasdeif‘vidﬁﬁequlhiic&n@w&ﬁdi on
25 fornms a cgnpact, yet unique, representation of all of the seryvice
requests thé?_ conpFivEe rﬁq‘{eftaﬁglﬁcstsi ‘gﬁ ’éd’éiﬂ?%ﬁeﬁ. idegfifigationt, Pt alt sffsice redesune
the bin contains reaphatedt dbd APGurig thikctidal dcawdnee idetiitARns. ETHAER! the §driicd he
followng time of occurrence order): (1% LOG N (i.e., login to a particular
dat abase at a ser vequesidabiptaasisiaies with packppresyntptionef 3 sepdpeiequestatring e “fegieast
data itens from thgnRaE®] Gidhak aqaagﬂ ic %&n&@f InbSFERloré chdtacterh, \oifthdin € OF
nore data itenms into the particuldr database]J and the service request
string table 58 i ridphaeiereric string i sybstamiqllp giggter than 2he Redescrequessineg Mmentioned
Service reqygst 1 2 . o
assunpt i ons,%t he tﬂgl)-(ﬂ?ﬁ%ei ng o Mlsagreglﬁléggr[cgqrgg’ggigg?? %ﬁ'ﬁtp‘f‘r’?ag%g“ef&ﬂ'a‘?“?? T2 3
1#:=Next, in step lbtinet Fremtipatvive regpest wble 58 thanebty ptootdinga nidrecisnpabtand simpler

regul ar expression_that matches the text strij output fromstep 120. This
S lberfor mad by cORRE reauey ittty 5ot Rtk s B Bl Bt o
in the regul ar expdasifierds pérfddmed Yusing & hashed Rokup, Binkfysedrtl) o loyheH Grell-RaSh in-
regul ar expression is repres nt,%gkas a text string that includes ::::°
request identifi er‘%enf‘;ﬂ%s‘?‘@g Epression operators, as described in the
summary sechkon her ei r@'gm%ﬁr&gtﬁgﬁjérﬁbé}@@]eht}{denﬁﬁéihasﬁgﬂﬁunﬁf the ¥ddhsaetion@halyzer 54
associated with a correspondi ng transaction nanme, such as "ADD USER' or

" CHECKOUT BOOK, " tdfadeepatpgsas sherpralting paguengt aff servicg nespest identifiessdnte celleetipngitheh

t he regul ar express] t apa ﬁm! t i y NN
mat ches the foll ovs\‘)l§ énéé&?%%uoablra%gxpr}e{%g?%n: ﬁar}f#@%%éjﬁhﬁfghﬁ%%géﬂ&stoﬁééw&
regul ar expressi orrequestatientifi&2 askatned ho nasespdndtth drangabtiont eccurrgices arg paseds@ra/i ce

request identifiers matches. a reqular. expressiaon in.the r. ar _expression
| Cbrary - 66, 1t SR SrREoioR SREe G for Mpae yiRpie s » BBt bhs e PR R Bt
string, thesoin stregulaldxpréssichd (§forddsn thergilhasiplessiontibry 6athacitile buan pevibusly
associated with the matched reqular 20 expressjon. Alternatively, if no
regul ar expr essi orfieleHmngbtoyniguely GorEespondite Haesagtosst ext string, .. then in
sttep 136 a special transaction denoted "UNMATCHED' is reported for the text
string. Note that unmatched text strings are logged into an error file to
al | ow regul ar
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. expressions to be witten for themin the future. Wile various éL%d%%nents
of the present invention have been described in detai'l, 25 it is apparent
that nodifications and adaptations of those enbodi nents will occur to those
skifled in the art. It is to be expressly understood, however, that such
modi ficati ons and adaptations are wthin the scope of the present

invention, as set forth in the appended clains. _v r - 13 17 JAN 200
What is clainmed i $he GomphtitRhil®dodesyifor lMeMifyingZ Tragsaibneccur rence of a
transaction that is defined by a sequepce of. one or npre service requests,
conprising: reading a ?&rm?tb%%mjégsr@a ipgafervice FeRUEs'S pising dhe Iseqrdiae devieao20,
conputational 5 CORRARRRY ServiCerEhiedts 1 fétnd £ RicRRRMIcAdnS Bafdl sel NEndSBbL C&ly
request with a pluralrty of other service request representations to %orn1a
string of servi ceidetifyieg tthe sgrivies cpqugsts orithin dked cellpatiemr Of gervise Tequests gin othe
service request r Al gt . ex | racter.i,zi ng
Thetransact on t SREAN AR ekl ok AR iy S B ARLAL ABRLASH SRS
represent ati ons 108/8143sfidahors Atgusa b0, d983) rentthrde METHOR ANAAPRARAGEIS FOR ~

2. The net hod of i r eadi ep conpri.ses: selecting a
set of service rEWWWSEEUWifcﬂﬁﬁgﬁgaogz}?%#hege&b\yﬁg leRhtfest s;
categori zing the sel edtigydls5 anl6 depictthe stepsof bapubedimeltasta thetpdslogy, adcoritig tone
of a 15 source angl a destinati og%g{e Hﬁ?‘ service r quests i[EIT t he sel ected
set. 3. The net hotteBfesent vt BiHYNE RECUEERST ChUPITATIONT P SPryide Seayest
service request paghkdices fing IipRlafBiph@slomf C aim 1, wherein each of the
s@fvice requests in the string of service request representations is.
ordered by tine and fJkeferang r3 33 coptiol RspREENNE RIOBIam isiflustrated, wherein a
between a second Sl uds® ihidted B ol sérvibe FLAYOFisTERUR Hop 160From the
correspondi ng representations I1n the string of service reques?
representations, Servicegequestangyzer 69 by i trensactionandlyretd/al to determine if the
representation of the S i L A

Corvi oot equest repr eoun D, (tanBE HafiiolROBper oF ok Rilabes ihmBlel Uitk
conpri si ng:1525 aseigest stgng with the noee cinpactrrepresestatian providedebyi ddterinihg e iservice

characterizing the service.re S wherein said identifier.is included in
the representati orneq'fleg{ "% é']esre@l\;él(gc(ieeh?tgaﬁtéest ; urée.d T u%.ﬁte dﬁ'(])t%?%r(;? % él?emc"lr,reng
wherei n each of tgemdized)cavicerpqast from feaseitt adquesn tablers 8] Whereih tHisidentifier ie

uni.que identifier. .7.. The netha f C.aiml, rein the re I expression
el tides one. or - SHISHSBEES SR ARG SR SU S, ALBIEGUTE)n 1 it e GRbLat
i ndi cating that awsffritREairRatiesSice RGN feRt@Telis Bbtertied, WHefdhS bin,” in the present

20 context, identifies a group of service request identifiers whose service requests are

-

assumed to belong to the same transaction occurrence, by virtue of originating from the
same client process. As will be appreciated, the service requests for a plurality of users
may be intermixed in the collection of service requests received from the service request
analyzer 50. Thus, in step 104, each service request (or request identifier) is sorted by

25 thread identification (e.g., an identification of the data transmission session for
transmitting the service request between a client network node and a server network
node). Thus, each bin corresponds to a unique thread, and the service request
representations therein are ordered by the time their corresponding service requests are
detected.

30 In step 102, a “normalization” of the current service request is performed, wherein

service request instance specific information is masked or removed from the current



.17 JAN 2003 14 (b) an operator indicating that a service request otyugﬁNoma
or nore tinmes; (c) an operator indicating that a service request |

optional; (d) an operator indicating that only one of a collection of one
or..nore service 5 10 requests can occur. 8. system for recogni zing an
octlUrrence of a transaction that is defined ﬂ)@ a sequence of one or nore

service requests, conprising..neans. for. readi,ng a servj reguest that is
transnitted betweelf'f e%‘ifﬁ‘p@ﬁtt’?’b'ﬁ a@%'h’ﬁgﬁ%ﬁ?g{ TemeY stﬁqg&o"@dﬁﬁﬁrms der
representation of ﬁ;hﬁersgfocb.?ﬁagr £ Uid Exitifdg hf trafdaction| cdnyaiiiig Qhd)QErvite! XlqGet.
request representations to forma string_of service request .

represent ati ons; aﬁEF“E gly, sppciig V;]E%f’rﬁg d?tgﬁeléﬁ)"r?ﬁ%ﬁe?sﬁ'g f?’H&"“%‘Bngﬁbe $§FviceEequpst

request represent afbPBe rdinbiedd TREUIa2BatEHREL §HrP Matild 238t € lshetiffdfliA such as
transaction to determne if the string of service request representations

corresponds to an JRATETEALE08P" maebe replsed: with simply, “DARET Wo d'uridermore, other
determning if a sly.0fn dhriakiGATA sePR& roqiledts ﬁﬁ){]il?o%‘%ﬁhsf&gﬁ? ﬁﬁ@ﬁr@fbbﬂ Character
corresponds to an occurrence of a tranSaction that Is defined by a sequence
of one or nore ser stiing Foeexmowple, 2 spngcfamtleantdimk chayaters maynteg: replacep svithaginglhe
set with a regular_expression,characterizing the transactiaon. 10. T

ot hod of |G avm 0. DI RBFeE CRERRERGE ek APmitFanoh R DRkt pertarped by the
represent gt i ons bagatadtion Andjzet 6a & deddtminilg 4 beevicotegoest restifide Gtdpnal) alay o8 a
cor.respondi ng servi.ce, request represented by the service request

repr esent at i 9. 11?@?’%%§ﬁ%tf?r6da'8ﬁ°’é}“éﬁt‘1’i‘f‘gl,y RV Cre g ST MfBer vi ce
reguest representati onsyigies (68 8tigl §, fheARicCRteblal betdRer@Y tHeUfelRition of the
conprising: conparing a time interval between a second service request and

.a_previous servi ceimmegistely previpus servige fsgvast Grthecandidete biaHo theicyrent servichiequsst |
with a predeterm ngd &) i stahitihe/d thd Qurkbit f‘fme%queﬁt it haemwd.e%%;eg&énag thi®"
the second service request 1s a part of the set of service request

represent ati ons. interval is compared to a predetermined time interval length. The methodology for

15 determining this predetermined time interval length is set forth in the above noted
copending U.S. Application Serial No. 08/513,435 filed on August 10, 1995. However,
a brief discussion is provided here. That is, each service request is assigned a time based
on, for example, the start time and the stop time of the service request as compared to
other such times for preceding and/or succeeding service requests. Generally, the
20 monitoring computer 36 identifies a sequence of related service requests by comparing the
time interval between the stop time of a first service request and the start time of a
v succeeding service request against a predetermined length for the time interval. Ifthe time
interval is less than or equal to the predetermined length, the service requests are deemed
to be part of the same transaction occurrence. Alternatively, if the time interval is more
25 than the predetermined length, the service requests are deemed to be part of different
transaction occurrences. Accordingly, the predetermined time interval is selected based
on the maximum projected time interval expected between adjacent service requests for
two consecutive service requests that are part of the same transaction occurrence.
The determination of the predetermined time intervai length is typically aniterative
30 process in which a first time interval length is increased or decreased by a selected time

increment and for each modified time interval length, the number ofidentifiable transaction



~1, "\ > >~ 17 JAIV 203. 135 12. The nethod of daim9, further conpr?sjm:zﬂns
assigning to a service request a unique identifier characterizing the

servi ce request, wherein said identifier is included in a correspondi ng
service request representation for the servi f]g request. 5 13. The nethod of
daim9, wherein a plurality of the service guest representations in the

set” each have a unique identifier., 14..The nethod of im12, wherein the
regul ar expressi orf® F?Sé%@“%‘g‘e%r °§W37’%%£Pé'aﬂg§ﬁmf ’(ﬁ‘éeﬁ‘faf IFP%*; ??IQS;L‘S.
In a system for dehfllér nunider bf paasible ttraffactivhEpabernstia@ aSlarpei tifie (ABHE SThel@ne
representations cqrresponds to an occurrence of a transaction that is

defined by a sequdPiealengghsareplotiadagaiaskihgnumbsr ofidentifiabletspnsactinn agumepnses for

conprising: neans def tih@ RVl [bﬁgt?ﬂ%ﬁd %@bréﬂ@&gniﬁedrtﬁn%{h@fvaﬂér&i@%ﬁis%et spot", is

characterizing the transaction. met hod for predicting occurrences of

transactions? conpelesiedgt thesmidpeinteefi the rpgipnsbprethe suye defined by dhe plofitesispoints
represent ati ons; %&Hstdhgni ng the service request representations of the
sequence into subsets, erein each subset of service request
representations is exp8busgdeferoingagaintdithegirocessingfof threccunent sgvige rquast instep 868 of

a single transacti gr.type; constructing.a regular expression Ir m t he ope
or nore occurrenceog,%l j ’e’r?tehlegmgélgﬁw% "\ t{eﬂ‘éeeg?’&w F%nﬁg%?cgﬁetq‘f? V%taﬁégjla‘éeﬁgl ar
expression; predi Geivivg request lisdéss than ackuilitotha predeterndfieddigte\ntereal ledgthetht Surteat an

i nst ance of .the transaction type b termning.,if the additjonal set of
sdivi co requbst r oprEearauEh iHERe wdfey ke Fogidris dii ep i Hret maevouty |
AN:2003 t 6 REP-. AfclNhinbd seplibdrlquestrepreseniatidPprotided if tiieycahdidad 94, SRRQEBLEI N9

an occurrence of a transaction, conprising:
the analyzer 54 returns to step 100.

Alternatively, if the time interval is more than the predetermined time interval
length, then the service request representation is not added to the service request
15 representations in the candidate bin because the collection of such representations in the
bin is deemed to be complete (i.e., is deemed to be representative of a complete
transaction occurrence). Instead, in step 116, the transaction analyzer 54 sends the
contents of this bin (e.g., as a time ordered sequence of request identifiers, which is also
denoted herein as a “request identifier sequence™) to the regular expression matcher 62,
20 and subsequently (in step 140) removes the requests from the candidate bin and adds the
current request identifier to the bin.
Fig. 6 depicts the operation of the regular expression matcher 62 invoked in step
116 hereinabove. Instep 120, the service request identifiers from the bin are concatenated
together in time of occurrence order, thereby obtaining, e.g., a text string. This operation
25 forms a compact, yet unique, representation of all of the service requests that comprise
a transaction occurrence. By way of example, assume the bin contains representations of
the following service requests (in the following time of occurrence order):
(1) LOGIN (i.e, login to a particular database at a server network node)
(2)  SELECT (i.e., select one or more data items from the particular database)
30 (3) INSERT (i.e., insert one or more data items into the particular database)

and the service request string table 58 includes:



at | east one recorder operable to nonitor comunication between t"\f nikmé
conponents; and a nonitor coupled to the at | east one recorder and Zp 3
to: generate a sequence of service request representations representing a
seguence of service requests transmtted betyeen the two network

conponents; partition the service request reﬁesent ations of the sequence

into at | east two subsefs, grelhn each subset, of. esl_ervi ce request
representations is indi ne or nore CERMSEIEMEES of a single

transaction type; constructia regul ar expressimSERTOM the one or nore
occurrences, wherein each of the occurrences satisfy the regular
expression; and predict whe? her an additi onal IsQ—.Q;%nce of service request
representations is an occurgence of the transagyipeir type by determning if
the additional sequence of service request representations satisfy the
regul ar expr&ssi oBasgitn the abpwe assnnfiptionsy thediéxt stringyofsenyice regnestssoubfut in step 120 is:
transacti ons, com&r‘j {si ng: at |east one conputer readable nedium and

sof tware encoded on the at | east one conputer readabl e nmedi um and operabl e
when executed by one oNer®he step A24Sthe régutad expredsion ahatéhes €0 URAS eheOfirstSiRpMAaiC €
request representations; partition the service request sent af i ons, of
thg sequen(F:)e i nt o SERIESIAnShat fpatehes ﬂ’eetﬁ’ffl‘f"t%’@b%‘glfmgfo étf’?/ilé(gprrr d%%‘i"}o"“eqi by

representations i sopaagtiRded SriRadamel evaty regllaOdxpREorh theRigBlafpieEsiameasy Of

a single transaction tép ; construct a regular, expression fromthe one or

€ . ) .
moyie occurréhces, Sfh&HEE Hbram &, BFh terdarsxpigiyRitieRreseated af § texhuringdhay ingfudes

expression; and pregiegieiehhen r@%laﬁgﬁyrésisi&ﬁ‘éﬁera‘i&%, QHessBbeiif fie SGNEF IetidsS an
instance of the transaction type by determning if the additional set of
.service request r dipieinskavearidditionally; qacl segelncexpeegioras assepinted vithn comesponfing
system for predi C%aﬂ&cﬁ@?hﬂiﬂee Gfefis QBDHI?Q%@C&H CHECROUP BOOKS that' Betidies by
col l ecting a sequence of service requesi representations; ans tor
partitioning the gyericulastransagties sssoagedogitnthe tegolasexpfessitre Is dwiaboreeexanyile the

subsets, whepein each sup . Of  servi request representatigns is expected
to be indic ﬁi ve ?’gémgoﬁs’gﬁro?‘étcg?émﬁ’@%‘?@%regﬁmaexg °F|s§ﬁ"er}t ?g qacti on type;
17 J AN 2F03 it EPLAC~I fidtep 12X thérbgnlarexpression nratcher 62RR{eBminey wietBthe st sty a
regul ar expression framthe qne &r{ nore occurrences, .wherein each, of_the

occurrences sati sfofSaviee pensiidentifisematehes g resularryprsssigndn the regyaraypressiondbrary

whet her an additi %@.akféﬁkul_ﬁquxﬁn%s}’d:ﬁﬁtl{e%kbgféémhtﬁh@@hd 18 sB g ethen il &) 132 a
transaction type by determining if the additional set of service request
represent ations sdaaatadyf is feﬁ@“?degl'il the teagpachers ngpe agsgciatad Swith Eie mafched regular

i denti fyingpgn oc %Hﬁr@ﬁlbﬁ?ARémﬁivEl&,%@%u!a?prr&ggipih'ttﬁ'liﬂﬁ_i'y @tmdt&@&hefgﬂ%mng,
recorder operable to nonitor confrunication between a first networ
cofponent and at Iteeasin stspd3Gaspsaial trassagtiorkdepotash JAEMIAT CIHD "ds reporitadder thotepl ed

to the at |east ong.regordear Q.. 1 i

packet s conmuni cat’e gbgfo\}\eeg\ﬁt ‘?ﬁg‘tc?‘?c?{se?p %g?%ﬁoarrﬁ(log%eﬁp%ﬁeaﬁ? Frgfr)léleg? Elfoé’g% dhe
second networ k corgppasivns fortemnwrittee fatthdnemshe faruee.r ecorder; identify a first
servi ce request associ d wth the. one or nore .dat ackets; nerate.a
servi ce request repres WQWHS %{gbsoggx?eﬁs gthﬁp'ief‘fmpﬂ%e“g?%ve@egflgfsg’gbeﬁg% 1,
the servi gez_s eﬂue?]ttis z]g@p:reﬂc&mh@_mﬁemiohdmaaafpyatig@ oi_t}?@éﬂl’lﬂifﬁ_ﬂﬁleﬁﬂcs valbdcaurehlssd S
associated with the first service request; identify a fjrst seryjce request
i dentifier associ atief itherpry s goel?e\ﬁxeréSSTYe\a*&%féteo @ﬁ%\éﬂéﬁbﬁfvwo%mnﬁéﬂ he
first service requyasiatiode e vithfl th¥sdoBe 8 the §a,-§ém @RentRH UstskBAh inSBE YpseRded
request identifier associated with at | east one additional service request
to form a transactclagms.r epresentation; and conpare the transaction
representation to at |east one regul ar expression characterizing at |east
one identified transaction to determ ne whether the transaction
representation corresponds to an occurrence of one of the identified
transactions. 21. The systemof claim4, wherein the nonitor is operable to
conbine the first service request identifier wwth at |east one additional
service request identifier by: identifying a thread over which the one or
nor‘e data packets associated with the first service request were
conmuni cat ed;




-grouping the first service request identifier with a,second service, e sé
identifier associated with a second service request comuni cat ed ov'la? 33’@ 003
sane thread to forma service request identifier group;, sorting the service
request identifiers in the group by at |east one of a start tine associ ated
wi-fh each service request identified by a sdBvice request identifier in the
gt'oup and a stop ~I AN 2003t s ItEPLA~~i~~I~ S IE)ET a tine associ ated

wi th each servi ce Whagiselkiméddent i fi ed by a service request identifier in the

group; determining a tine ipterv between the start . .time of the firs
service request and the stagf“eﬁhf’ quog%n%ag%w&regc&p\f;f{(%nschxaﬂthﬁsdciﬁﬁgfby
second service reguiafuendelof efdiorigort bedvitd feGiless Sdoniptising:equest in ti ne;
conparing the tine interval to a,éepredeterm' ned val ue; and adding the first
service request ident i TPERS 13 SATHES TEMAT bR, Bniranspitied e bRENESTo AV uFamPYERONE, e
interval is 4ess thapodehg, predeternined value. 22. The system of claim 4,
wherein the nonitor is operable to generate the service request )
representation by: genedehinipgp rgprsgsniptierofitbengadae request withephiralityiefiother seadcet he
Sequence of 1N  ObsiBh ferkAhAuAC iihin 2STAELARAfke bl rifeckhibiine SR V1 O°
request; and nornmall zi nd’ e service request string to renove at [east sone
servi ce request - speci f caompanfigthastring of servingr¢quest sepresentaiong itk s regslaréxpgssianhe
service request representatiqn _conpr,isi,ng.the, nornald zed service request
String. 250 A et AASEOPES IR PSP ARG PERELE ofpéSice FaHEL bt iAo
COnpri si ng: 10 ecei ¢orm@poni t®in sdiigend@bBthpaaisadtion.comuni cat ed between a first
nét,wor k conponent and at |east one second network component; identifying a
fi+st service request Zssoc t’%ﬁ?‘%#ﬁf"f‘ﬁé’B'E‘Fée%fheﬁ%dﬁ‘gdtz%_?&mﬁm%t_s;
_generating a service rgufs a s@PsrARRMeabyuREts FFohD ahargesl plirdlity bhSutd bif sebvice
service request, the service request representation 1dentifying a sequence
of data packets aZestuted with the first service request; identifying a

first service request igpliihl fe 8880 LAIRINIk ecubls BREY b itAWERe of o

representation; conbining the first service request identifier with at

| east one alftli ti omedreesandiidestinaiéappfshe seoitrequesty inghesselestad et wi th at | east
one additional servicCesr equgdfhd & § HIRACHE AhEC RGBSR HRlEY serddd
conparing the transaction representation to at |east one regular expression
characteri zi ng at régpesspadkaee i dentified transaction to determ ne whether the
transacti on representati on .Gorresno .1 n_occurrence of one of fthe.
identified transactions. 24’&&??'?2'1 Ot?ﬁg’ﬁ“ g'f&&elreé? %Cé?ﬁ&%%mcfer{e%ug%inﬁ]i‘eﬁww
first service requessvitek@icst regresenfatibhsas ortieras by taneanddititlier oo\aprisigs Vi ce
request identifier conprises: ., 17 JAN 200t 9 RE~~, A~EI|l' ~1T ﬁlgEET 17 J
A~~ 2003 i déhtifying aCrfaERa Hpe MieRAl CRVERRR HRRAISEIVIRG vt ead Py debieryice
associ ated W th t Rgubdt ot conBipbhdify rbfredtRRtiondal Be SRIFIIUGAE @QliesdERbRAtAKbNE he
firist service request identifier wth a second service request identifier
associ ated with avibesrrdetsarineddimeinenyilse desesming Hitheqersesepiption afthe secqpdservifee ad
to forma service [ aayest pdR e srinof HratPreq R Ehradnafionss €F Vi ce request
identifiers in thquroup %y at least one of "a start tine associated with
each service request i 8lent iTheaaktind of Claém \lj fusherequiprsingt denti fier in the

group and top tinme associated with eac ervice r St | ified. a
service reqliest identi - io ?}?esebvﬁcgurg?ue%ei gwﬂ?enﬁﬁ‘bt%g}j?? a%aé;ltei %{aért %/eafeg“&y
bet ween the start réques, wherdihid idémsifierdeinelude in dguwesésentatibn foeths savite feguwst. of

t he second service request,_the second service r est preceding the first
service request in ting: The methoﬁ 0 &mm 1, wherein eacggtl't]he service request regresentatlons

in the string has a unique identifier.

7. The method of Claim 1, wherein the regular expression includes one or
30 more of the following operators:

(a)  anoperator indicating that a service request occurs zero or more times;



conparing the time interval to a predeterm ned value; and adding thef ¥i JAN 2003
service request identifier to the transaction representati on when the tine
interval is less than the predeterm ned value. 25. The nethod of claim?7,
wherein generating the service request representati on conprises: generating
a'service request string that identifies th&sequence of data packets
associated with the first service request; and normalizing the service
request string to remfb)e atnbpesator indicating that/a secvicengauest ocsyre ond orandrefimesyat i on
fromthe service request strin t.h Lrvi ce_request r.epresentation
conprising the normnal ie(lc ed %"e? e?%t%r 1?‘2‘%%’3 %ﬁag? ?ﬁr‘ﬁ‘g‘.r%%?‘ 1%8%%,0 fﬁem for
identifying an occurr gdice ad operdttrdndicatihg that onfyaonp bf Siollgctiof bf dne dBinoRRErvice
conput er readable nedi um and software encoded on the at | east one conputer
readabl e medi um dRWSESEFLMCE when execut ed by one or nore processors to:
receive onesor nore data paGkaéd for HEBEHMILAINPRRIYESTA trandabtiohithd? RldaBHed by
conponent and at | east one second network conmponent; identify a first
service request As368eanse Rl PNRiOF MOTEHFEIVISA EeqyeSiEPBPIHFBA packets; generate a
servi ce request represenhabi ifSSetlcetaflesVinhils trdASmitted SdtwSR Wb EinfuBRUES L
the service request representation identifying a sequence of data packets
associated w th tdemppnendy service request; identify a first service request

identifier associated j t LQn: J AN
2003 20 REPLAC-; ~LI ~d1‘fﬂ4!'§‘&£f~‘3.P EW@*‘% 4 EPr SRR o Rt AR Rl o ol 2
r.egquest iddotifi esthesisérvicatreqhestisepresentatinoito forormdtrimgrofiserviee regoesescpresaheations i er
associated with at | east one additional service request to forma

transacti on repreaé‘gnt ation; and conpare the transaction representation to
at | east one regular @@aﬁﬁ@sé&ﬁpaﬁh%maeﬁﬂg bEdeRicedbqueftaggresemtatidnd Hithla frégRfir
transaction to determ ne whether the transaction representation corresponds
to an occurrence PPresyiRn glfaractegizing @ffanpaction £ deiening ¥ihe stoing ofsefyieq Eaqueshr
identifying an ocepeiantitnstor@spbh®s af bécBience OPTE krahddtioneaNs for receiving
one or nore data packets communicated between a first network conponent and
at | east odé second nét wor kK osthedfendetemining if arset @ mt ildagt prp serfife sequest
servi ce request I.at i .

goner ating 5 serecnBlfcenbaldld bR e Bl G O R A a0 ARyt
servi ce request, dflvge semvieservice (paesst rapesentations, aomprisingdent i fyi ng a sequence
of data packets associ . W h LI ervi.ce.requ X ns_for
identifying a first sé:?}\;‘/‘sg}angrt{é%sﬁévg{%h%ggﬁl%ﬁ %xlp lée\réélcgnscsh(a)‘ga?tgﬁ%%g t\/lxl,ien?r%ns? ﬁg’g'ser Vi ce
request representationp. redhsmethod efCihim g, figtheheoniprisiag: ser vi ce request
identifier with at |east. one additional service request identifi.er
associatedMith at | o A5G FE SEYYF FSaBFRafeptearA1oBs PaseitARop of 5o gpe gf e source
transaction repreg@iesina@éh ofe€bri¥ErdnBing Sdrvie® Faaaest féprésbited bynthe Aervice Pequest
representation to at | east one regul ar expression characterizing at |east
one identified trAPS¥8tHIBH t 0 det ermi ne whether the transaction
representation correspgnds TB@méﬂochf@Hﬁrﬁ?%@reﬁlfea&{b?thg§er\t/i5@eﬁ|ﬂ§‘t'?%__ﬁrésbﬁgions
transactions. .A9.AY y. AF. A AY. Ayu. All E .AF2 . Ae. AYE . Al O . AFF. A

i e. A2. Al u. Ay. A+. Antle segioptsiered by time and further comprising:

f_z~-CB id Z . _ U
15 al o a1 e TU o o] cal COPEAIERRLTALTRLERGILER RAGH ARk Rl SabuaLsaLce) o2
(&(((*(, (2(5(7() ~tequesi; perein Bofhchhvexepresehitionsfithe bet, with cpradeterinined tmp interval

to determine if the representation for the second service request is a part of the set of

service request representations.
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aUl c more service request xdcntxﬂers

et eaf o) et e bt ahopl eberbeabirlealoalsgl o
a]ca] ca] ca] ¢a] ca] quresaﬂuﬁadxﬁadoﬁaiﬁéﬁdscﬁ] &n adcﬁﬁl;xi‘ce&iﬂ]actransacuon that is defined by a
aJicia] ca] ca] ca] ca] ca] calj] c aljcaljc aJcajJcaOho A 10% & ()-SI't!'10%} & () -
'e110% L & ()- G%“&“"FP OREORTROIE FUVIER TG%SEQ'C(”)CSCGWWS comprising;

J % g 'E@? 12‘(’)/?' (1 2)t &'1 g 10%&mredns4o@ cbitipiridg) té' & WitHEa (rRgub@elPilddon( diafacteRths: the - S
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10% & () - & 10% &'t{apsaction 109 ()-& @ 109&' ()- & @ 10%& () - & ~_@PE: !

10" 10%& ()- ~!'10%& ()- \lézox%e(tﬁdd:fgﬂo;%&i&%_g oucnlrdfces b tlransactions, comprising:

15 collecting a sequence of service request representations;

partitioning the service request representations of the sequence into subsets,
wherein each subset of service request representations is expected to be indicative of one

or more occurrences of a single transaction type;
constructing a regular expression from the one or more occurrences, wherein each

20 of the occurrences satisfy the regular expression;
predicting whether an additional set of service requests is an instance of the
transaction type by determining if the additional set of service request representations

satisfy the regular expression.

25
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at least one computer readable medium; and

software encoded on the at least one computer readable medium and operable when executed
by one or more processors to:

collect a sequence of service request representations;

partition the service request representations of the sequence into subsets, wherein each subset
of service request representations is expected to be indicative of one or more occurrences of a
single transaction type;

construct a regular expression from the one or more occurrences, wherein each of the
occurrences satisfy the regular expression; and

predict whether an additional set of service requests is an instance of the transaction type by
determining if the additional set of service request representations satisfy the regular

expression.

19. A system for predicting occurrences of transactions, comprising: means for collecting
a sequence of service request representations; means for partitioning the service request
representations of the sequence into subsets, wherein each subset of service request

representations is expected to be indicative of one or more occurrences of a single transaction

type;
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comparing the time interval to a predetermined value; and
adding the first service request identifier to the transaction representation when the time

interval is less than the predetermined value.

22.  The system of claim 4, wherein the monitor is operable to generate the service request
representation by:

generating a service request string that identifies the sequence of one or more data packets
associated with the first service request; and

normalizing the service request string to remove at least some service request-specific
information from the service request string, the service request representation comprising the

normalized service request string.

23. A method for identifying an occurrence of a transaction, comprising;:

receiving one or more data packets communicated between a first network component and at
least one second network component;

identifying a first service request associated with the one or more data packets;

generating a service request representation associated with the first service request, the
service request representation identifying a sequence of data packets associated with the first
service request;

identifying a first service request identifier associated with the service request representation;
combining the first service request identifier with at least one additional service request
identifier associated with at least one additional service request to form a transaction
representation; and

comparing the transaction representation to at least one regular expression characterizing at
least one identified transaction to determine whether the transaction representation

corresponds to an occurrence of one of the identified transactions.

24.  The method of claim 7, wherein combining the first service request identifier with at

least one additional service request identifier comprises:
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adding the first service request identifier to the transaction representation when the time

interval is less than the predetermined value.

25.  The method of claim 7, wherein generating the service request representation
comprises: generating a service request string that identifies the sequence of data packets
assoctated with the first service request; and

normalizing the service request string to remove at least some service request-specific
information from the service request string, the service request representation comprising the

normalized service request string.

26. A system for identifying an occurrence of a transaction, comprising;

at least one computer readable medium; and

software encoded on the at least one computer readable medium and operable when executed
by one or more processors to:

recetve one or more data packets communicated between a first network component and at
least one second network component;

identify a first service request associated with the one or more data packets;

generate a service request representation associated with the first service request, the service
request representation identifying a sequence of data packets associated with the first service
request;

identify a first service request identifier associated with the service request representation;
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means for receiving one or more data packets communicated between a first network
component and at least one second network component;

means for identifying a first service request associated with the one or more data packets;
means for generating a service request representation associated with the first service request,
the service request representation identifying a sequence of data packets associated with the
first service request;

means for identifying a first service request identifier associated with the service request
representation; means for combining the first service request identifier with at least one
additional service request identifier associated with at least one additional service request to
form a transaction representation; and

means for comparing the transaction representation to at least one regular expression
characterizing at least one identified transaction to determine whether the transaction

representation corresponds to an occurrence of one of the identified transactions.



