1 SYSTEM AND METHOD FOR OBSCURI NG HAND- HELD DEVI CE DATA TRAFFI C

| NFORVATI ON Hand- hel d data processing devices are frequently wrel ess and
allow users to comunicate with a variety of other devices and systens. As
part of such comunication 5 functionality, hand-held data processing

devi ces generate and store data relating to the comruni cations which have
occurred using the hand-held devices. To inprove operating functionality
of such devices, the storage of certain data relating to comuni cation
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cont roh4 er gecure communication operations carried out by the hand-held device. Tt is known to

operate such caches in an ordered manner, such as a “move to front” cache in which the

most recently accessed entry in the cache is placed at the front of the ordered cache.

Hand-held data processing device design includes the determination of what

information is to be retained in caches, for how long, and whether to retain cache data

20  when the device enters a locked state. With respect to the last design consideration, hand-
held devices may be placed in a locked state in which much of the communication and
other functionality of the device is disabled. Typically, a user must enter a password on
the hand-held device to continue use of the device after it has been placed in a locked state
(although certain functions, such as incoming telephone call reception may be permitted).

25  The intention of the device entering the locked state is to heighten the security of the hand-
held device. Unauthorized access is intended to be prevented by the device being placed
in a locked state as it is intended that only the authorized user will be able to take the

device out of the locked state by entering an appropriate password.

US 2004/0015644 discloses a cache memory used in a security controller,

30  comprising a means for transforming between an address tag and a coded tag address.




30 conprising a neans for transform ng between an address tag and a coded
tag address. 2 However, it is possible for attacks to take place on the
security of the hand-hel d device even when the device is in a | ocked state.
An unaut hori zed access to the device may allow a probe to be used to
access the contents of nmenory on the devjce. Another type of attack

i nvol ves a malicious application ("TrojafA horse" software) being | oaded on
5 the device which will covertly execute to inspect the contents of device
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acqui si ti om which tlaf hemmoryatatler 18 aberfseadralhieanfolyiation stored in the data in the cache is
potentially placed at risk. In addition, traffic information relating to communications
carried out by the hand-held device is potentially made available to the attacker if such
communication information is stored in a cache. For such a cache in which the entries are
20  ordered based on their most recent access, such as a move to front ordering, information
about the recent communications of the hand-held device user will be available from an
analysis of the location of entries in the relevant cache. Based on such information, an
unauthorized access to the device may allow an attacker to determine traffic patterns for

the device and hence provide knowledge of common communications carried out by the

25  user.

It would accordingly be advantageous to provide a system and method to allow
communication-related data to be retained in a hand-held device cache during a locked
state but which makes difficult the acquisition of traffic pattern information by an

unauthorized access of the hand-held device cached memory.




unaut hori zed access of the hand-held device cached nenory. 3 Brief
Description of the Drawings In drawi ngs which illustrate an enbodi nent of
the invention by way of exanple only, FIG 1 is a block diagramof a
system overvi ew of a hand-held data processing 5 devices of the preferred
enbodinent. FIG 2 is a block diagram showi ng a high-level abstraction of
the relationship between a processor and cache menory of the preferred
enbodi nent. FIG 3 |s a bl ock di agram showi ng a high-1level abstraction of

i ndex and BeebDgscrip k awgmwshe of the preferred enbodi ment. 10
Description of Preferred Enbodi nent s According to an aspect of the

nana- hel d dat a B SEBLBR 0 EETRRS KB AAY CCp G eR LD BRGF] Yo

accordanceoiit h an aspect of the invention there is provrded a nethod

i npl enent ed |n a comuni cation device for use in increasing the security of
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devi ce berng configured to enter a |l ocked state, the method conprising the
steps of the commmni patulsdk & %h@ﬁrfd%}i mgh-@evreﬁ%sﬂﬁéﬁd?&ﬁﬁé re@rftloﬁgnﬁ ntries
in the cache nmenory for reordering withinthe cache nenory, the

communi cat befvecaprasessat sehedchg memoge nfthaprafgrred embaglimentt o enter a | ocked
state, responsive to the trigger to enter a |ocked state, the
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menory, Sobmskier a dehé oNGE hréfararaaisstimeser ed. 25 In accordance with an
aspect of the invention there is provided the above netho in ich the
p f the i i h is p ided th b hod in which th

access-ordered cache nenory is a nove to front cache nmenory with a front
por t i oA® an&epeingienof Praferrad Bmbedimgatsi ni ng a reordering set of entries in
the cache nenory 4

According to an aspect of the invention there is provided an improved method for

secure operation of a hand-held data processing device with communication functionality.

In accordance with an aspect of the invention there is provided a method

implemented in a communication device for use in increasing the security of the

15 communication device, the device being a hand-held data processing communication
device comprising an cache memory for storing cache entries corresponding to device
communication information, the cache memory being access-ordered during user operation
of the communication device, the device being configured to enter a locked state, the
method comprising the steps of the communication device defining a reordering set of

20  entries in the cache memory for reordering within the cache memory, the communication
device accepting or generating a trigger to enter a locked state, responsive to the trigger to
enter a locked state, the communication device redefining the ordering of the cache entries
in the reordering set of cache entries, relative to the contents of the cache memory, so as to

no longer be access-ordered.

25 In accordance with an aspect of the invention there is provided the above method
in which the access-ordered cache memory is a move to front cache memory with a front

portion and in which the step of defining a reordering set of entries in the cache memory




further conprises the step of selecting entries for the reordering set from
entries located at the front portion of the cache nenory. In accordance
with an aspect of the invention there is provided the above nethod in
which the step of redefining the ordering of the cache entries in the
reordering set of 5 cache entries conprises the steps of stepping through
the entries in the reordering set to sutcessively select each of the
entries in the set, for each selected entry randonly selecting an exchange
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conprising a caché nenor or storing cache entries corresponding to
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during user operation of the comunication_ device, the device being
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and/ or system conprising: neans for defining a reordering set of entries in
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i nclude the storage of ache information relating to co Ications of a
hand- hel d eecatapledysspoeggsatafiacergmoticativhadevidecior irhplesientirgethe abpleaced in a
| ocked state tHe cached data is retained in the data cache but traffic

i nfor mat i ofHYASt he device is obscured. 5 The preferred embodi nent will be
described in detail below, by way of exanple only, in

15 In accordance with a further aspect of the invention an apparatus is provided
comprising a hand-held data processing communication device comprising a cache
memory for storing cache entries corresponding to device communication information, the
cache memory being access-ordered during user operation of the communication device,
the device being configurable to enter a locked state, the computing device, apparatus

20 and/or system comprising: means for defining a reordering set of entries in the cache
memory for reordering within the cache memory, means for accepting or generating a
trigger to enter a locked state, means, responsive to the trigger to enter a locked state, for
redefining the ordering of the cache entries in the reordering set of cache entries, relative

to the contents of the cache memory, so as to no longer be access-ordered.

25 Advantages of the preferred embodiment of the invention include the storage of
cache information relating to communications of a hand-held data processing device such
that when the device is placed in a locked state the cached data is retained in the data

cache but traffic information for the device is obscured.




t he context of hand-held data processing devices 10 having wrel ess

communi cations capabilities and a battery, as generally illustrated in
FIG 1. However, although the system and nethod is particularly

advant ageous in the hand-held data processing devices 10, it 5 will be
appreci ated that the principles of the s%/stem apply to other hand-held data
processi ng devi ces havi ng conmuni cation functionality and the system and
met hod described are not intended to be limted thereby. The preferred
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which is shown schematically in FIG 1, is contained within the housing
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memory and processing capacity are constrained by desired limits on the size and weight

of the devices.

Hand-held data processing devices 10 each include a housing, a keyboard 14 and
20  anoutput device 16. The output device shown in FIG. 1 is a display 16, which is
preferably a full graphic LCD. Other types of output devices may alternatively be utilized.
A processor 18, which is shown schematically in FIG. 1, is contained within the housing
and is coupled between the keyboard 14 and the display 16. The processor 18 controls the
operation of the display 16, as well as the overall operation of the data processing device

25 10, in response to actuation of keys on the keyboard 14 by the user.

The housing may be elongated vertically, or may take on other sizes and shapes
(including clamshell housing structures). The keyboard may include a mode selection key,
or other bardware or software for switching between text entry and telephony entry. The
housing contains the primary power supply, in the embodiment shown a battery 170 , a

30  secondary power supply, which may be a small rechargeable battery or capacitor capable




of sustaining power to the processor 18, NAND flash 116 and SDRAM 118 for
the duration of an AutoSave interval and a Power Controller 190. In
addition to the processor 18, other parts of the data processing device 10
are shown schematically in Fig. 1. These include a comrunications
subsystem 100; a short- 5 range conmuni cati ons subsystem 102; the keyboard
14 and the display 16, along with other §nput/output devi ces 106, 108, 110
and 112; as well as nmenory devices 116, 118 and various other device
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addi ti on, ethpesemguadr systedne vimathe tnem@nager (PIM applicati on may be
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and managi ng data it.ens, such as e-mail, Cﬁlendar events, voice ils,

appoi ntments, anBCFHRSYSIEREOTvTE SBtcpted ) the Biocetior &8 iipsdergblyrsiqrgbina
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SDRAM) 118. Communication signals received by the data processing device 10 may also
be stored to the RAM 118.

The processor 18, in addition to its operating system functions, enables execution
of software applications 130A-130N on the device 10. A predetermined set of applications
20  that control basic device operations, such as data and voice communications 130A and
130B, may be installed on the device 10 during manufacture. In addition, a personal
information manager (PIM) application may be installed during manufacture. The PIM is
preferably capable of organizing and managing data items, such as e-mail, calendar events,
voice mails, appointments, and task items. The PIM application is also preferably capable
25  of sending and receiving data items via a wireless network 140. Preferably, the PIM data
items are seamlessly integrated, synchronized and updated via the wireless network 140
with the device user's corresponding data items stored or associated with a host computer

system.

Communication functions, including data and voice communications, are

30  performed through the communication subsystem 100, and possibly through the short-




7 range conmuni cations subsystem The comuni cati on subsystem 100 i ncl udes
a receiver 150, a transmtter 152, and one or nore antennas 154 and 156.
In addition, the comrunication subsystem 100 al so includes a processing
nodul e, such as a digital signal processor (DSP) 158, and | ocal
oscillators (LGCs) 160. The specific design and 5 inplenmentation of the
communi cati on subsystem 100 i s dependent/upon the conmunication network in
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to digital conversion. igital conversion of the received signal
allows the DSP 25 158 to perform nore conpl ex comuni cation functions, such
as denodul at i onNaiwbrk demsdieqgirerhéntivayy depaadingapoarhe §pgoftaEnmonibsion
transmtted to the network 140 are processed g%grﬂf nodul at ed and encoded)
by the DSPSYEEE! ARy exanerle. B e Mabitereand datahaCime peplerdsyices 3 digital to

| _ R8skt ACCTYE di gital
Er anon o s o o e PR o I BB e

156. with each device. In GPRS networks, however, network access is associated with a

subscriber or user of a device. A GPRS device therefore requires a subscriber identity

module, commonly referred to as a SIM card, in order to operate on a GPRS network.

When required network registration or activation procedures have been completed,

20 the data processing device 10 may send and receive communication signals over the
communication network 140. Signals received from the communication network 140 by
the antenna 154 are routed to the receiver 150, which provides for signal amplification,
frequency down conversion, filtering, channel selection, etc., and may also provide analog
to digital conversion. Analog-to-digital conversion of the received signal allows the DSP

25 158 to perform more complex communication functions, such as demodulation and
decoding. In a similar manner, signals to be transmitted to the network 140 are processed
(e.g. modulated and encoded) by the DSP 158 and are then provided to the transmitter 152
for digital to analog conversion, frequency up conversion, filtering, amplification and

transmission to the communication network 140 (or networks) via the antenna 156.




8 In addition to processing comuni cation signals, the DSP 158 provi des
for control of the receiver 150 and the transmtter 152. For exanple, gains
applied to communication signals in the receiver 150 and transmtter 152
may be adaptively controlled through automatic gain control algorithns
i npl emented in the DSP 158. 5 In a data conmuni cation node, a received
signal, such as a text nessage or web p&ge downl oad, is processed by the
comuni cati on subsystem 100 and is input to the processor 18. The received
signal is then fuadditen prpoessieg cmymuh'waﬁomsigsdartthSPdSS arovidestfputontrol t he

G ey Lo LTS AR B i S0, B Gt
the keyboarghndid i@/ r8civel 150 Eﬁ’c}]ﬁ%ﬁ{ \A}]gle’l;@ﬂrh ¥e ada tlgeﬁf'b&ﬁro:l-lgé thr?ﬁ% as a

touchpad, a rocker swtch, r so er type o put
devi ce. Theuompogeil coatral dlgaitbmrayplehentelddan theddSril§8.ed over the
communi cati on network 140 vi a the communi cation subsystem 100. In a voice
comuni catl on ngig overal |l .operati.on of th | ce, i s substantiall
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devi ce 100 aome otheeaupliayilithievieyHitesrchais adewihpad;,a rablies bwitelgd thahb-wheel,
necessari | y be simlar dﬁVl ce For exanpl e, the short-range comuunj cations

subsyst em ORSSM§ ARPLFRS ShinPHE Jeviceq Thrcamerossh datadispisimaydhen s sansmitted eyer
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comuni cation wth simlarly-ena systens and eV| ces. In FIG 1,
m croprocessor 18 of hand-held data processing device 10 is showmm with a
connection to RAM:1G8e aoumanpanoesbidanvenlfdesitioneifiteydetits is Abstastidliypi cal

in data processi evices, .and is the case in the preferred enbodi nent,
i cr opr oceSEYHA 1%8%692‘“ CoPUPIiEFOnIROdes CHARERDIDG! Iepeiveraenak 318 OPIRYE Odher at e at

differant SpegEst10 nd HEnfX AMMafsisibh Gt generated by 2 microphone 112. Alternative

voice or audio /O subsystems, such as a voice message recording subsystem, may also be
implemented on the device 10. In addition, the display 16 may also be utilized in voice
communication mode, for example to display the identity of a calling party, the duration of

a voice call, or other voice call related information.

20 The short-range communications subsystem enables communication between the
data processing device 10 and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-range communications subsystem
may include an infrared device and associated circuits and components, or a Bluetooth™
communication module to provide for communication with similarly-enabled systems and

25  devices.

In FIG. 1, microprocessor 18 of hand-held data processing device 10 is shown with
a connection to RAM 118 and a connection to flash memory 116. As is typical in data
processing devices, and is the case in the preferred embodiment, microprocessor 18 has
available to it memory storage units that operate at different speeds. In the example of FIG.

30 1, RAM 118 is faster access memory and flash memory 116 is a slower memory unit. As




30 1, RAM 118 is faster access nmenory and flash nenory 116 is a sl ower
menory unit. As 9 wll also be appreciated, m croprocessors may al so
i ncl ude nmenory storage units within the mcroprocessors thensel ves.
Al t hough this description of the preferred enbodinment refers to nenory
storage units, nenory conponents or nenory storage devices, it will be
under st ood that the physical arrangerrent9of such nenory can vary. The
description of the 5 preferred enbodi nent relates to a hand-hel d data
pr ocessi ngwilbslse be epratcipted usietbpraressocomay also dndlwie memomsiarhgenmite tvathis a
menory unit, nenory device or, ne conponent, for the storag f data
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access to data in flash nmenory 116, for exanple. 20 As is shown in the

exanpl e bl ock diagramof FIG 2, in the preferred enbodi ment, caches are
separately defi Jll;%g Uyanakeae ol g mamgry & band-heje data grocgssing deyirs 19iafp| e
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cache 202. cdebe iisetues @ fast-aotasnpardivh ofindetiney beingkdttayide forpasrhgecaf data thetdighe 200
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is made avai] abl e as a Java obhj ect. )
software applications selected from 130A..130N. The presence of such data in RAM 118

permits more efficient software operation as access to such cached data will be faster than

access to data in flash memory 1186, for example.

20 As is shown in the example block diagram of FIG. 2, in the preferred embodiment,
caches are separately defined and generated for different types of data. The simple
cxample of FIG. 2 shows processor 18 able to access RAM 118. RAM 118 includes, by
way of example, security certificate cache 200 and web page cache 202. For secure
communication functionality in particular, cache 200 for security certificates is desirable.

25 Security certificates are used in secure communication between the hand-held device and
other data processing devices and systems. A security certificate is typically stored (in
flash memory 116, for example) in a byte-array format. However, for use in software
executing on microprocessor 18, the security certificate is made available as a Java object.
The conversion from byte array form to Java object form is typically a relatively complex

30  operation and therefore it is preferable to retain the Java object form in a memory cache




The conversion frombyte array formto Java object formis typically a
relatively conplex 30 operation and therefore it is preferable to retain
the Java object formin a nenory cache 10 for future use, For this reason,
the preferred enbodi nent includes a defined cache for security
certificates. In an alternative design for hand-hel d data processi ng device
10 a single conmunications-rel ated cachd may be defined to include

het er ogeneous cache entries. For 5 exanple, such a cache may include
security cértdutureuseelonthisrersondhe prefariedenzhndimeiy indudsne defipabechnfori es.
Security certLﬁjcaﬁg fache 200 is defined to include an entry in the cache
cor r espondf g PR B Pificate. In the preferred enbodiment, the entry

includes the byte array formof the certificate, a cyclic redundancy code
for the byte armyh iRfmMtivade for%ﬁnclﬁemfaﬁtéaq&g@eﬁéiné Qé\m:é)f()hﬁ kggrertificate.

The exanpl e web page cache 202 shown in FlI as a cache entry structure
t hat di f f epemipogptidns-rektsdeachn myy be defotedte itbfdehettrdgencwachehe20@iesAor wi | |
be appregci ated,, however, the .definition of.the .cache.entry structure wll
Uypi cal Ty REPDIHGIE §Fche CHUNTILS 1B SRR IR PRI HRSES HSED For ¢ hi s
reason, thprRkRsCHdeRlheRsset out below relates to cache 200 as a
representative cache defined in the exanples of the figures. 15 In the
exanple of FIG 2, operating system 204 is shown executing on

m cropr ocessor Yeurituearhifieate eacdh d0frindefimed ROBClude sinontry ialtBocakecut i ng on
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18. In the preferred enbodi ment,; cache manager 206 is 20 executabl e program
code t hat the objestiormbiféhdeeridientodihe casmple W pagd cache @p2 shavww i Fl6. 2ianage

access to and the maint enan of .caches defined in 118. FI is a
bl ock di ag?e}fﬁ\e sﬂtmtﬁgﬁufsglﬂé_ﬁﬁfeﬁff?@\}& ??f%e_gBE}’ Ftéwqrgﬁ%?ﬂ#efo? W%lzg%f iscac he
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relative to a specified first entry, or front entry, of the cache. As wll
be appr eci bg signifigantifosthe 28chslcedriienng destiitsedafor thisheeasmg el degergftiontset mache
entries, th efiniti of the front of the ache, may. be i npl enent ed
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in the cache that are ordered, based on the nost recent access to the

15 In the example of FIG. 2, operating system 204 is shown executing on

microprocessor 18. Turther, cache manager 206 is shown also executing on processor 18
and interoperating with operating system 204. As will be appreciated, the specifics of how
caches 200, 202 are managed will depend on implementation design decisions for hand-
held data processing device 18. In the preferred embodiment, cache manager 206 is

20  executable program code that is executable by microprocessor 18 and is operative to

manage access to and the maintenance of caches defined in RAM 118.

FIG. 3 is a block diagram showing, at a high level of abstraction, the format of
cache 200. In the preferred embodiment, entries in the memory caches are ordered relative
to a specified first entry, or front entry, of the cache. As will be appreciated by those

25  skilled in the art, the ordering of the cache entries, and the definition of the front of the
cache, may be implemented in different ways. These implementations provide for
identifiable entries in the cache that are ordered, based on the most recent access to the
cache entries by the microprocessor. In the preferred embodiment the ordering is relative

to a front entry and to each other.




cache entries by the mcroprocessor. In the preferred enbodi nent the
ordering is relative to a front entry and to each other. In the preferred
enbodi ment as shown in FIG 3, cache 200 is provided with an index 210
that defines the ordering of the entries in cache 200. Entry order is

mai nt ai ned by operation of cache manager, 206 in a nove to front
arrangenent in which the nost recently Hecessed entry in cache 200 is

nmoved to the front of cache 200. Index 210 is 5 shown with entry 0 being
the front of thn bapheferrdaghkodidenicnshdes imFIE. Sheashe 200 semroviged Bitbok 212
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| ocati ons of t, odse entry identifiers in index 210 (at_ jindex entries 0, 1,
2, respect f<rsTipsd balow iy becarrgd iy op sudndered sadienvith theAppEmggitent i s
defi ne@S(u%ggic%ﬁo&ache manager 206 operation) for other caches such as web
page cache that nmaintains copies of web pages accessed by hand-held
data processing device 10. The access-ordering of cache entries, such as
that found in tMWhenpasparooffapplitatioarckesuienpmnicraesasidrd@ eabarien spekavcass f or

efficient use of the nepory cache. However e
to ano%;)her entry in the Cf}l/ChE, cache manager 206 code executes such that the identifier for

the other entry in memory block 212 (often the memory address) will be placed at index
entry 0 in index 210, and the other entries in cache index 210 will be pushed down the

20 index. In this manner, cache 200 effectively maintains a record of the most recently
accessed cache entries. In the simple example of FIG. 3, therefore, cache entry D is shown
as having been accessed prior to entry C, and F is shown as accessed prior to D, as is
reflected by the relative locations of those entry identifiers in index 210 (at index entries 0,
1, 2, respectively). In the preferred embodiment, a similar arrangement is defined (using

25  cache manager 206 operation) for other caches such as web page cache 202 that maintains

copies of web pages accessed by hand-held data processing device 10.

The access-ordering of cache entries, such as that found in the move to front
arrangement described above, provides for efficient use of the memory cache. However,
knowledge of the use of such an arrangement and access to the cache contents may

30  potentially be used by an attacker to obtain information about communication traffic on

the hand-held device. As will be apparent, by access-ordering the cache entries, such as in




know edge of the use of such an arrangenent and access to the cache
contents may 30 potentially be used by an attacker to obtain information
about communication traffic on the hand-held device. As will be apparent,
by access-ordering the cache entries, such as in 12 a nove to front
manner, traffic pattern information will be potentially reveal ed by

i nspecting the ordering of cache entriesukin the exanple of FIG 3, by

i nspecting the ordering index 2 10). In hand-held data processing device
10 of the pmeverte Edniombudi,ieffic paeouiifoymation véllbp epentidly jeseadedipor t ed by

t he device.enteri a.locked state. ring suc i.t is. iptended
that “many. BRPEE QTG IS ST Gh e gr TrRE BEVS ob tuipPegiediava | abi e.
In the prglf(ﬁﬁﬁ%gld%@(p@j_nent, the device is capable of being used to answer
an incomng nobile tel'ephone call, but is otherw se unusable. The

i npl enentation of such a | ocked state may vary for different hand-held
devi ces. 10 | n ihmndrlelddate prosedsog desive, 1 0arf flze preferred embogitienty seairifscoes s

device 10 using keyboard,14 or other jnput devices 106 (such as. a
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However, after 1 ucce ully exiting the | ocked state, the co ni cation
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the preferged fabagh pRnfirrdeN 1E6a-hd fvieked state may be entered by the

user using keyboard 14 or i nput device 106 to choose to |ock the device by
selecting a lock icon displayed on display 16. Alternatively, a | ocked
state iy be entrethegredémrat erabpodimentt o b iyer2Bemptiepiotactes doviye beusieg i ned by

the user o n mnistrator far t deyice), Further triggers K for
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force the i.ce 10 to.lock. As suggested by this list of 25 potenti al
triggers, E%&% Pgsvird i iBcqsFest e tice v D P @R 7 bookes Pttt OVE VST HER be
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wi rel ess hand-h uni
10 are made available to the user.

In the preferred embodiment device 10, a locked state may be entered by the user
using keyboard 14 or input device 106 to choose to lock the device by selecting a lock icon
displayed on display 16. Alternatively, a locked state may be entered after an inactivity

20  timeout (as may be defined by the user or an administrator for the device). Further triggers
for entering a locked state include: device 10 being physically returned to a cradle or
holster; expiry of a defined amount of time since the previous locked state exit
(independent of the activity or inactivity of the device); and receipt of a command by
device 10 from an administrator to force the device 10 to lock. As suggested by this list of

25 potential triggers, device 10 of the preferred embodiment is designed to often be placed in
a locked state in typical use. As device 10 is a mobile, wireless hand-held unit that
potentially stores confidential communication and other information, the use of a locked

state is part of the device operation intended to maintain the security of the device.

Because the locked state is entered and exited frequently in typical use of the hand-

30 held device of the preferred embodiment, entries in caches such as cache 200 are retained




potentially stores confidential comrunication and other information, the
use of a locked state is part of the device operation intended to maintain
the security of the device. Because the | ocked state is entered and exited
frequently in typical use of the hand- 30 held device of the preferred
enbodi nent, entries in caches such as c;ghe 200 are retained 13 in device
10 during the | ocked state. Efficiency of operation of device 10 is
increased if the cached data remains available for use by processor 18 on
exit from t degtrd® driagéhe Iockaedoteyt Bffieddiney of aprdativel of ddwica 1 privisessseddf devi ce
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| ocked state. As indicated above, wi thout other steps being taken, the use
of an or depwdidearsudinieniderel of scoimitydaoivet elsesrettacks on theabiteeo 200 dewitd may
potenti al | rovide traffic .informati.on. to an, attacker o.is.able to
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information is obscure sof tware cache manager software 206

execut abl eloskedtate ofys tdawtedrabdee, spthoutietherseepsbeingritlen; thg useibbamoideeted
state. According to e eferred .enbodi nent,, when trigger for_  the

devi e 1o SrtisPiat IREERYE SERGE R Fache il H aeRTRGDoroURE R ik 200
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nove to front ordering. In this way, the entries in cache 200 are retained

to all b f b0 dewng 4 lngketl @itei ci ent access to such data, but traffic
information, that could otherw se be obtained by inspecting the nove to

f t deri th h I b d. FIG_2. . h 206
|t er oper at | ng T 6 PEURT Ppetiont . shi E4ADC ISGTBREs PR BTN Frent
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to cache manager 206 (anbngst other executing applications and utilities).
Cache manageeriZidia s bicketbgate o decadagub did prefeyredicmbopinene ydmn altBggardor

operative Lo carr out the reaordering of the comunication-related nenory
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provi de cache managenent functions rel at to the characteristics of the
the entries in cache 200 are retained to allow for continued efficient access to such data,
but traffic information, that could otherwise be obtained by inspecting the move to front

ordering of the cache, is obscured.

FIG. 2 shows cache manager 206 interoperating with operating system 204. In the
20  preferred embodiment, operating system 204 will communicate the request to enter a
locked state to cache manager 206 (amongst other executing applications and utilities).
Cache manager 206 includes code executable by microprocessor 18 and operative to carry
out the reordering of the communication-related memory caches, as described below. An
alternative architecture (not shown) provides a different cache manager for each of caches
25 200, 202 so as to provide cache management functions related to the characteristics of the

different types of caches used in device 10.

In the preferred embodiment example of FIG. 3, a reordering set 214 of entries in
cache 200 is defined. The index arrangement of cache 200 results in this definition of the
set of cache entries being carried out with reference to index entries. In other cache

30  implementations, such a set of cache entries may be defined in other ways. For example,




different types of caches used in device 10. In the preferred enbodi nent
exanple of FIG 3, a reordering set 214 of entries in cache 200 is
defined. The index arrangenent of cache 200 results in this definition of
the set of cache entries being carried out with reference to index
entries. In other cache 30 inplenentations, such a set of cache entries my
be defined in other ways. For exanple, 14 where a cache is defined without
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0..5. For other move to front caches, the definition of the front portion of the cache will

vary, depending on the size of the cache and the communication patterns of the device.

Where for a particular communication mode there are limited communication-related

20  cache entries likely to be generated in typical device use, the size of the front portion of the

cache for such communications may be relatively small, and conversely where the number

of entries is anticipated to be large.

Where the cache is access-ordered (based on relative access times for the cache
entries) but is not a move to front arrangement, reordering set 214 is defined to include
25  that portion of the ordered cache whose entries includes data reflecting the aspect of the
device traffic that is intended to be kept most secure. Typically, this will be the cache
entries most recently accessed. However, it may be that in some cases the least recently
accessed cache entries will be of interest to a potential attacker and reordering set 214 can
therefore be defined to include the cache entries that have remained unaccessed for the

30  longest time. As will be apparent, where constraints of the performance of device 10




25 that portion of the ordered cache whose entries includes data reflecting
the aspect of the device traffic that is intended to be kept nobst secure.
Typically, this will be the cache entries nost recently accessed. However,
it my be that in sone cases the least recently accessed cache entries
will be of interest to a potential attacker and reordering set 214 can
therefore be defined to include the cach® entries that have remai ned
unaccessed for the 30 longest tinme. As will be apparent, where constraints
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exchange tgnagl entry in the cache and then exchanging the selected entry
in the reordering set with the target entry in the cache. In this manner, a
random 15 reordering of the entries in reordering set 214 in cache 200 is
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di sturbing the ordering of the reordering set entries relative to each
ot her. Suchpm@eciated, other reordering techniques may be used (such as sorting the entries according

to a selected hashing function). Such techniques will result in the cache entries being
reordered such that the previously defined access-order of the cache entries is disrupted so

that previously available traffic information is obscured.

20 As will be appreciated, other methods of carrying out such a reordering are
possible. For example, where the cache size is large relative to the reordering set, it may
be possible to interleave the reordering set entries within the larger set of cache entries
without disturbing the ordering of the reordering set entries relative to each other. Such a
reordering will, for certain cache structures, effectively destroy the relationship between

25  the position of entries in the ordered cache with the recent communication activity of the
device. These techniques are defined such that when device 10 enters a locked state,
following such a reordering, the ordering of entries in cache 200 as a whole is no longer an
access-ordering and information about device traffic, such as the most recent

communication carried out on the device, is thus obscured.




reordering will, for certain cache structures, effectively destroy the
relationship between 25 the position of entries in the ordered cache with
the recent communication activity of the device. These techniques are
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responsive to the trigger to enter a | ocked state, the conmmuni cati on device
(10) redefining the ordering of the cache entries in the reordering set of
cache entries (214), relative to the contents of the cache nenory (200), so
15 as to no |longer be access-ordered. 2. The nethod of claim1l in which the
access-ordered cache nenory (200) is a nove to front cache nenory with a
front portion and in which the step of fining a reordering set of
entries (214) in the cache nenory (200) further conprises the 20 step of

sel ecting CleMMpr ¢ he reordering set fromentries |ocated at the front
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(10) redefining the ordering of the cache entries in the reordering set of
cache entries (214), relative to the contents of the cache memory (200), so

15 as to no longer be access-ordered.

2. The method of claim 1 in which the access-ordered cache memory (200) is a move
to front cache memory with a front portion and in which the step of defining a
reordering set of entries (214) in the cache memory (200) further comprises the
20 step of selecting entries for the reordering set from entries located at the front

portion of the cache memory (200).

3. The method of claim 1 or claim 2 in which the step of redefining the ordering of
the cache entries in the reordering set of cache entries (214) comprises the steps of
25 stepping through the entries in the reordering set (214) to successively select each
of the entries in the set, for each selected entry
randomly selecting an exchange target entry in the cache memory (200) and
exchanging the selected entry in the reordering set (214) with the exchange
target eniry in the cache memory (200).
30




8. An apparatus conprising a hand-hel d data processing conmuni cati on device
(10) conprising a cache nenory (200) for storing cache entries
correspondi ng to device conmmunication information, the cache nmenory (200)
bei ng access-ordered during user operation of the conmuni cation device
(10), the device being configurable to 2Q, enter a | ocked state, the
conputing device appar at us and/ or systen1conprising nmeans for defining a

reordering ;set entrle cache . nmenory for reordering
wi thin the%c ach ﬁ%’érﬂé)lfld%l ﬁP’FH’@ nbme@l@%%&% Oxcompigelata o
enter a | ocked Ent gﬂgg L the trigger to enter a |ocked
state, for redefini nglr%%;% Coﬁgga?ﬁgﬁg Ig?tngﬁe cache entries in the
reordering set of cache entries (214), relative to the contents of the

cache nmenory (2 SO as no | onger be _access-ordered. 9. A data
pr ocessi ng> systgg?gwlﬁﬁﬁﬁﬁhwn@dﬁﬁﬂﬂ thg catrics EnEIPMERECAShH EI0R cRMBRESIE ng

30 to cfaim 8. representing web pages recently browsed using the communications device (10).

6. The method of claim 1 in which the reordering set of entries (214) is selected to

comprise cache entries having one or more of a set of predefined attributes.

1 7 A program product for improving the security of a communications device, the
program product comprising a computer or communications device usable medium
having computer or communications device readable program product code
embodied in said medium, said program code being executable by a processor of a
communications device for implementing the method of any one of claims 1 to 6.

15

8. An apparatus comprising a hand-held data processing communication device (10)
comprising a cache memory (200) for storing cache entries corresponding to device
communication information, the cache memory (200) being access-ordered during
user operation of the communication device (10), the device being configurable to

20 | enter a locked state, the computing device, apparatus and/or system comprising:

means for defining a reordering set of entries (214) in the cache memory
(200) for reordering within the cache memory,

means for accepting or generating a trigger to enter a locked state,
means, responsive to the trigger to enter a locked state, for redefining the

25 ordering of the cache entries in the reordering set of cache entries (214),

relative to the contents of the cache memory (200), so as to no longer be

access-ordered.

9. A data processing system or network comprising at least one apparatus according

30 to claim 8.




