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Portabl e data storage device using nultiple nmenory
devices Field of the invention The present invention

WO edoaedse o portabl e data storage devices, andPOESGLXI$000020

of enpl oying the devices for storing and retrieving
data witten to them Background of Invention During

t he past couple of years, there has been nuch interest
in providing a data storage devices containing a flash
menory and which can be connected to the serial bus of
a conmputer. A |eading docunent in this field i sWD

01/ 61692, which describes a device subsequently

mar ket ed updern HtNgalr dd g8 dviceltd] ‘Flr'iulﬁ e-méfopfl8eftes
t he enbodi a nal e

plug which is integral with a housing of t he device
Emhhetthe idivertithy to a fenal e USB socket in a
comput er, so that the corrputer is able to transfer

ta to d fr S r f
%Srpiﬁﬁe '\9"8@ ﬁ%rﬂ%ﬂ% %8$SSJrE§>% con d (methods
YREMPHSyin @M@\W@éé sorrwmgoam rgtriepingathta ertttlensto them
devi ce.” For exanple, WD03/003282 di scloses that the
device may be provided with a fingerprint sensor, and
Beskaroundaf layertiam stored within the device is only
allowed in the case that the fingerprint sensor
verifies the identity of a user by conparing the
llmﬂmgstheqmsheduplertgeﬁeprs riheredhas zeeart muel interest impeoviding a

cl osur e of ocunents i,S .

ReForarags pevicPs seataining S fasionarEny and el S8 e ected

36 HR86r4] DUUsSE TBYmMPALFSAIEANY dBcinngnt ih thidfelg s WD e

storag e%ew ceis wthin a housing labelled 1. It
|Or1é6‘LﬁBQs \Admzlrsaesrmrr’aeeoa device suhseduardiytmarketed uegder the trade

cBhRecRumeSrb To e BRI s B R g dpoypont 2

ndleyss W%‘icrﬁrs iRRigPaltwitng heusiag dfthé HeerSB;onnects directly
interface 3 fromthe host conputer 5 pas

“to a female USB socket in a computer, so that the computer is able to transfer

data to and from the flash memory of the portable storage device under the
control of a USB controller. Various improvements have been proposed to this
device. For example, WO03/003282 discloses that the device may be
previded with a fingerprint sensor, and that access to data stored within the
device is only allowed in the case that the fingerprint sensor verifies the
identity of a user by comparing the user's scanned fingerprint o pre-stored
data. The disclosure of both of these documents is incorporated herein by

reference.

The structure of such a portable storage device may be as shown in Fig. 1.
The portable storage device is within a housing labelled 1. It includes a USB
controller 2 which controls a USB interface 3 (i.e. the USB plug) which
directly connects to the serial bus 4 (i.e. the USB socket) of a host computer
5. Data transferred to the USB interface 3 from the host computer 5 passes

through the USB controller 2 to a master control unit 7. Data packets have
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through the USB controller 2 to a master control unit
7. Data packets havesizes which are a nultiple of 512

wWhyi0896913he master control unit 7 passes thesePdH862004/000020

packets via an 8-bit bus 8 to a NAND fl ash nenory 9.
The master control unit 7 controls the NAND fl ash
menory 9 by control signals which are passed by one or
nore |ines show schematically2as 6. Typically these
lines 6 include a line which carries a "conmand | atch
enabl e" (CLE) signal indicating that a command (such
as a WRITE enabl e signal or a READ enabl e command) is,

O jzad Whlcﬁf‘é’rfeté YnLhFPpIe‘Mf [} Weﬁs" Thaembb@s Eoﬂﬁgpuﬁf t ?lpatsc%s

usi ng the bus 8§, i ne carries an address
clihgpse dafanpagkess g'reaan Wwrbitbus 8do aaiAdID fesh triemdrysg iThe master

AR i NG e R < b bl 400 wich are

sedtbyngné of ilin8 Wi 9;
:/ﬁh ch sey;gn aocﬁf@béﬁm%\ggbsﬂgéggpﬁtmg%éy6 T%’ Bi&g”iméééqm%(s

ceeluderm ng W@'Q‘i‘kﬁarﬂﬁé af"carmanshisitsh enalle®(GlLE) signall indicating
Fihe SR aq T fErEs o R T ERbE NS Ar i SR T oRdle o
wtnmltmaatﬁ ds C@’rwlmshbrtw b@,cwmter(b the ﬂ@fsh%ﬁeﬁﬁrﬁ@)us‘iﬂb 2 bus 8,
2 BoS i 8%\%@%'%%‘1’{%?;? [t anableBLE) Sfinalminchinolcates that
Ltgngg{sgé s tﬁeef- er@}q}ﬁ% 'tFaer1srﬁ|’é t&@%ﬁpgﬁgmgx}ig the bus

B physicaiadresodateindinstieg adomtmi withintthé méhenn@samed a line

SRbh Serti nib AVRHEE et WhucH s K6 colainaee Tor the
tﬂHsh%BM?t&@Ber‘dﬂé aF Eﬁicﬁw@NMllﬁ fgsih ﬁ?émér'y g Isgcon?lgured to

shows_a second possible formof the known
odorecel2 byiensantions &f datp mH@SBmeleﬁ'ﬁﬂamcn@S'heach oIFM(hxch“rLalso

BIB8E SR 4 af RONRpSRMGoR MiSrel 8 Jpdying the gprrost
lsto#agée(ﬁeatlmmdr OB sl ratermRERT ¥hatkibit) 1 VVdH &dtalis

conn cte to the sane bus 8. The master control unit

Gl f% PHEOKIREARYIGR: MchaEses I §il R Pyie Backels froomthecoNAND
flash memory 9, through the 8-bit bus 8, to the master control unit 7. The
master control unit 7 sends the 512 byte packets to the USB controller 2,
which sends them out of the device 1 through the USB interface 3 to the host
5.

Fig. 2 shows a second possible form of the known memory device. Elements
having the same meaning as in Fig. 1 are labelled by the same reference
numerals. In contrast to the device of Fig. 1, the device of Fig. 2 includes a
second NAND flash memory unit 19 which is connected to the same bus 8.
The master control unit controls the second memory 19 using a set of control
lines 16. In practice, some of the pins of the master control unit 7 which send
control signals may be connected both to one of the lines 6 and to one of the
lines 16, so that that pin sends the same control signals to both of the
memories 9, 19 at the same time, but at least the chip ENABLE signal is not
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control unit 7 which send control signals may be
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lines 16, so that that pin sends the same contro
signals to both of the menories 9, 19 at the sane
time, but at |least the chip ENABLE signal is notsent
to both of the nenories sinulganeously. Specifically,
when the master control unit is to wite data to
menory, it enables only one of the nenories 9, 19 by
sending it the chip ENABLE signal. Wile the chip

%%ﬁg Pﬁ%‘g@E Ifﬁems Igggﬁﬁﬂ{eantﬁg%&;}ée%ﬁe&’y wHer fhe%aster

'a an -appropr
@oatrof uhin {o wﬂ’& &ataan Gnernony, itamables gnlg mésofdh&\ﬁhe‘l’rﬁones 9,

3”@.?&395&%&”%@@%5@@% 3576 Wpils ecilip Enablg sigpai is
seffo that Hé%orgel'mhs)f sehds ﬁf‘é“éEEaé?%ﬁéﬁo%@ Hﬁémé!l*ye\/la an

an a propriate one 'l nes 6 and Si nul t aneousl
spmieptidie crsdofatbs lidas &, and sirheltaneously Jerds a WWRITe tahable
i\S S sent o t .h

fansmabe 7 cobhoparod)n b Sibshauegty By Kpable

iGRAIS & 5iebembasdr® td thatnRement ieefds dAANE isigharerpay
v whi ch |tsg enabl ed by threyt chip ENABLE tssllltg]nal

aanresnataearm@fathedmtea@ arst simuianeausly seadsle epdress data via

THEHERE o Lhien. SN% (R AR FRO S SlcRL GaM g Bt at
FnEmArE tﬁbgﬁéétér céihmHL&f ts\useshiea bub @ tﬂsmﬁw’dytocthetm@inory the
unit is to read data, it enables only one of t

Aateite b séoreﬂgthspe uSnhgtherBemery 8s b2 M@vqtglso@r@%gd by ghe chip
\ﬁ]IQF@L?hQén%I' %S%RQIAEEt é?%ae ',Bgétﬁﬁ‘, m&&ﬁ%{ﬁ%s&&% data,
Wtbubughltiothlsbmscreeewé thérdata todm ﬁtooed Jandesptiochally may

send. t hat E. SI nal and si nmul t aneously
J@@@l@r@ﬁ%ﬂf@"@%@{ﬁh Yifenory a READ enabl o
comrand (i.e. a READ opcode) usi ng the bus 8.

Subsequent | y, when the chip ENABLE signal is being
seimilarlyheheaghe meronry ednteph unit iss tesreteledatp pit epableseondyene of

t‘metnqgmorlesﬁ ngby uswr\]ge %he:aL gorrgspo%%?né oﬁ‘é of B fides 6 or lines 16
to send it the chip ENABLE signal. While the chip ENABLE signal is being
sent, the master control unit uses one of the lines 6 or lines 16 to send that
memory the CLE signal and simultaneously uses the bus 8 to send that
memory a READ enable command (i.e. a READ opcode) using the bus 8.
Subsequently, when the chip ENABLE signal is being sent, the master control
unit uses the appropriate one of the lines 6 or lines 16 to send that memory
the ALE signal and simultaneously sends that memory the address data using
the bus 8. The flash memory 19 in response writes the data to the bus 8.

The term "read instruction" is used in this document to mean data sent by the
MCU to a memory device at the same time as a chip ENABLE signal which
causes the memory device to transmit data. Thus, as described above, the
"read instruction" is first the CLE control signal sent on a control line, and a



the ALE signal and sinmultaneously sends that nenory
the address data using the bus 8. The flash nenory 19

w0 pooseepsnse wites the data to the bus 8. TheP@ESG2004/000020
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"read instruction” is used in this docunent to nean

data sent by the MCU to a nenory device at the sane

time as a chip ENABLE signal which causes the nenory
device to transmt data. Thusd4 as descri bed above, the
"read instruction" is first the CLE control signal

sent on a control line, and asi multaneous read enabl e
command sent on a bus; and then a ALE control signal
szflrr\hltgﬂeéuipégd %halglé %%nﬂﬁé‘nc? LOH drREFRMS 2RI FRES B RL@ gontrol
ent rm"wite instructron” is used in
tdigsaldent vard comuirotdian acmitsarrmdianednys atidrebEldata sanhemarhus.
device at the sane tine as a chip ENABLE signal which
configures the nmenory device to receive and store

e tertM™ritedRsiAgRN" REGsaDPMAis dét%mé\ﬁt'tb #nean data sent by the
instruction” 1s first the CLE control nal sent on a
ddeit 1 a meraonadeviee of thel samedims gs a q}wp tg:élAeBiali)Btgnal which

CRRPBD RO Rt Bty BETios WReb i ah b Bualbiry Ly L oo

ey es ed "WitedinbirgctiohN 6s fieitres CLE dosmdl wighal senst @f a icbatrol
devi ces 1 descri bed above enpl oy the USBl.1 standard,

linewnela sinaLteneqUBlyZnyTiie: Raltle ComMmand peaf oa bus; and then

@\%‘@éténﬁbtﬁgn%‘ use bheé%g@%g’s% 8““@ V\,IYSa %dress data

tdentdmtaabusansfer rate is 480Mits/s (i.
40Moyt es/ s). These newer devices use the read/ write
techni ques descri bed above. Summary of the Invention

Tige Egﬁﬁ’ﬁ‘xﬂ‘cldh@éé %f&&@bf‘ﬁetdé\ﬁfééw ﬁésﬁflﬂéﬂ"é@é\% é‘ﬁléfdg) the

orta ta stora e devi ce, partlcu ar one i
hlalSBﬁgﬂ atamdghdrin d‘dtld’l theadstadrans&refatmadlmlt&d tondPMbits/s (i.e.

NSRS b 5 R TR 3R e 8 G e,
tihaghibivitle Qatstransmt fle id h8OMbhE/sREt 4EVIBYlesf9)r THESAnewer

transfer (i.e.
devices use the read/write techniques described above.

Summary of the Invention

The present invention aims to provide a new and useful portable data storage
device, and in particular one having a higher data transfer rate than the known
devices described above.

The present inventors have realised that, when a faster communication
standard than USB1.0 is adopted, then the bottleneck for data transfer (i.e.
the limit on the bandwidth) may move from the USB interface to other places
in the data storage device. In particular, the bottleneck may be the 8-bit bus
connection to the NAND flash memory unit.
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interface to other places in the data storage device.
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connection to the NAND flash nenory unit.One way of
addressing this problemwould be to inplenent the
menory as a 2 chip set, in which data is witten

simul taneously to two NAND fl &sh nmenory units through
a 16-bit bus. However, this solution is conmplex. In
general terns, the present invention proposes that the
NCU transfers data sinultaneously to and fromtwo or

ﬁ“%?\ﬁ 'cful}@%gsﬂg %@%}é‘rﬁ Sould b%%hnﬁﬁirﬁéllﬂet'hebrﬂémory as a

are to operate at the same tine.
Imchlpmetain whbbotlatans writtehesmuﬁamounty to two Nﬁé‘dlalﬂayh memory

|1, t L which
i Brotrgn AT PES oS i e a0 PoR R L URBR L ve
pat hs | eadi ng respectively to the two nmenory devi ces.

Th'gﬁerfé?é‘lnl’érhgafheepﬁéeﬁf lrIvBﬁtlmf pRpostevthaetheIGU transfers data
recei ve the sanme anount of data. For exanple, if there

@@uﬁanemwltq age\raradwoednokg NANDR: fashy mamapry daces through
B B AR SR ST Rlel o AR (RBSSle el V) °

data storage device including: a data interface for
tinatypfoat enmigpdimeats, the ened opwmoref (preferaldy iatly, pias of the master

o it ¥aD pendisonBRbripnals 6 coRhatteed § B! conducive
tﬁﬁﬂéﬁ@éduﬁ@?@sﬁébn@e th tREHE theRdkLde@y. rol unit via

respecti ve buses, e interface controller being
arranged to send data recei ved through the interface
'E)hls macans that eeehtafdhe memorygryieerwitisceivedbatsame amount of

Uik, P8} BY ARIEI0Rro s R hdhBly G| 868h VAR rA nalf the

data which is transmitted for storage.

Specifically, a first expression of the invention proposes a portable data

storage device including:
a data interface for transferring data into and out of the device,
an interface controller,
a master control unit, and

at least two NAND flash memory units connected to transfer data to

and from the master control unit via respective buses,

the interface controller being arranged to send data received through
the interface to the master control unit, and

the master control unit being arranged:

to partition data received from the interface controller into data

portions;
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portions;to transmt different ones of the data
portions to each of the NAND flash nmenory units

wa@ewslheEmeous! y using the respective data buseBCT/aGzh0#/000020

control the NAND flash nenory units using contro
signals which are sent to both the NAND flash nenory
units, the nmenory control device transmtting at | east
chip ENABLE signals to both tide NAND fl ash nenory
units while transnmtting the data portions using the
buses. Preferably all the control signals sent to the
NAND fl ash nenory units are identical. Indeed, they

are Prigf fhalint difShafl ohed BE R WRtP BRI I8 28R he NAND
control unit, eac t hose pi el ng connecte
tﬂ:aahemperwywmts @nﬂﬂbﬁnm@hahsmgpﬁm esplective datd buses; and

NAND fl ash nmenory units. The interface is preferably a

rovey P ST g ARG 856 g nént Wil RSP siguaisaphich are
agEhtt fee ot ethbaNANDYfldsh &ﬁé’m@twfalhlt‘sy fige Qﬁel‘rrdr?fé(&ﬁﬁbl device
such as_a Firewire interface a Firewire

dranaTing o feacietip ErWéBI:EgW@@lSF*Pthr%@ Naalts f&hhomemory
é\pﬁﬁ{{rbﬂgm |M} tﬁé’}ﬁ'ﬁ &‘ﬁﬁﬁé bQ‘ﬁg th{e%rus e sake of
ra W e

S on on rence o] | owi ng
flgures i n whi ch. Fig. 1 shows a first configuration
d?r@edab@mllﬁbet@tml@grwlstsenh@e toe\WNAND flagh nZermbowanits are

SORREGH ettt e 5re Bréppthy Tsaseiit Hitssmeonisrof dhe master
p&fﬁtﬁﬁ'ﬁlﬁ%lﬁw %ta%a(gietlﬂﬁ\é' ﬁiﬂs%lﬁ@ doﬁn%ﬁte@ﬁ&?%ﬁ%&tw@f control

the invention; and Fig. and Fig. 5 are flow diagrams
oﬁlgmaienpp@dtbqﬂmgf tie Nl%dlkﬁa@zdmmmryofmts; g. 3.
Det ail ed Description of the enbodi nentsReferring to

deV| m%el\’l\f%&? hssﬁlre'f'é:rraﬂryea gSE?eré)lrfét?ebln?orgaﬁrgfe%&r}/aL%BZ 0 or above.

However, the invention is not limited in this respect and the interface may be
any other type of interface, such as a Firewire interface (e.g. a Firewire plug).

Brief Description of The Figures

Preferred features of the invention will now be described, for the sake of
illustration only, with reference to the following figures in which:

Fig. 1 shows a first configuration of a known portable data storage
device;

Fig. 2 shows a second configuration of a known portable data storage
device;

Fig. 3 shows the configuration of a portable data storage device which
is an embodiment of the invention; and

Fig. 4 and Fig. 5 are flow diagrams of the operations of the

embodiment of Fig. 3.

Detailed Description of the embodiments
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enbodi nent of the invention is shown. Elenents of the
enbodi nent corresponding to the known devices of Figs.

wa 2@stehdsar e i ndi cated by the sane respective PE/BGCENE@00020

nunerals. As in the known devices of Figs. 1 and 2,
the data storage device of Fig. 3 includes a housing 1
containing a USB interface 3 for connection to a USB
interface 4 of a host compute7 5. Typically, the USB
interface 3 is a male USB plug directly plugged in to
a USB interface 4 which is a USB socket. However, in
other possible enbodi nents a cable may be provided

|nter LS '§’ @Zﬁf)éf éﬁﬁguen% Pﬁgé%lg‘ﬂd@ ?oraég‘?ieVﬁE which is an

r&rplb@d:mertbyuf thdrvedtion is shawh.délementsi ohtlmerﬁbodmmer&
interfaces. T SB i nt er.f ace is, controlled, b USB
BirEbPf o0 B drow S ices 6 Fies L SR8 S mieunaisaleby e
| 3 F tive rdfe?PRéethgmasagr ding to a USB standard
wth a data transfer rate of at |east 480Miits/s, such

as USB2.0. Preferably, the portable data sthorageh
t 1

ORI eIt e aEe g br BRI SRR bR B8 R o
riecledesd Houming heontdigingas 8SB hczaread@(sfcfrrcdim@bﬂ@h thQIUSB
(. 7, which is typicall | ement ed by a singl
Piegearal & hPeLRempaIst By dYRIEAINBILSE intbeRcs Gis admsle USE

f
E%Bfrggt iy B %@tlﬁgo %al{TgB\}ﬁ%?ngF?%t\ﬁhcﬁ‘?%“érllﬁ’%lg%gke% However,
dh ottrer podsihle gonibedimeatsacablet radylbe proindes!tb@wleeh tlb)els
JuteBRGe8 Bk FhribeBoSrES st BterTaces 5 Lot bitrabeliment o

rFﬂﬁP@ ﬁ’ﬁéy’ Bb Yeblﬁcé g%‘tﬁért dAANRebass IRy Fﬁ'@\)(llré ‘ﬁﬁeﬁaces

contr menory devices 9,
control Ilnes 6 connected to control S|gnal |nput plns

contr ihes 1
i IS E NP EAR Y etitrofeRn TS RSon 2 WieferhBynies ssB
rgdiolie £2 \dreethtIntErRickE'd, Basherateluteerding t0iaNISBIstiidHh with
emt control signals (such as the
a data transfer rate of at least 480Mb|ts/s such as USB2.0. Preferably, the
portable data storage device is powered by power drawn from the host

through the interfaces 3, 4.

The USB controller 2 passes data received from the interface 3 to a master
control unit (MCU) 7, which is typically implemented by a single integrated
circuit package having electrical contacts referred to here as pins. The master
control unit (MCU) 7 outputs the data via a 16 output pins. Eight of the output
pins are connected to a first 8-bit bus 8, and eight of the output pins are
connected to a second 8-bit bus 18. The buses 8, 18 are connected
respectively to two 8-bit NAND flash memory devices 9, 19.

The MCU 7 controls the memory devices 9, 19 via control lines 6 connected
to control signal input pins of the NAND memory device 9, and control lines 16

connected to the control signal input pins of the NAND memory device 19,



ALE control signal, the chip ENABLE control signal,
and the CLE control signal) and each of these pins is

weonseetied to a respective one of the |ines 6 BOHSGZHOH000020
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respective one of the lines 16. Thus, the MU
transmts the same control signals sinultaneously to
the two nenories 9, 19. The USB controller 2 typically
passes any data received throwgh the interface 3 to
the MCU 7 in packets of size 512 bytes. The MCU 7
divides this data into data packet portions of size
256 bytes. To begin with, the control signal pins 11

Emém@:% r oI Si gnéﬁﬁgﬂtw‘g?ﬁ{'tﬁcghﬂn@ Qplﬁg?’@uﬁﬁ‘ ia@ the

SANE! domtied sBjrwl LtheS:QIqDENAIBtGE borstesl signal,Garicbthec@E tdoatrol
WRI T nds e. the TE opco to th,.
RO A REcrbo! H6%6 Bt s RERPRIPY L aapociva pha ok ficiines 6

- 1HRd & bﬁegﬁlﬁ&«% Gﬁ’é‘bfme IHe3NEE. TN, iHeemBLFraAsitethe same

sl gnha menories 9, 19 simultaneously, and
( contnall dignals simeltamemusiy toethettwarmamosles@ tlle two
menories 9, 19 using the buses 8, 18 the respective
physi cal addresses in the nenories 9, 19 to which the

d?hé Lﬁ‘:@@oﬁtr’@ﬁem *t)gil@élly d%i%lsb@@d?/gﬂéta @écel@étﬂth/ﬁﬁu@ﬁftﬁé%terface

is still sending'the chi p ENABLE control signal

t3 t@(ﬂnfh Mfeoft inegackets of smﬁéw/rbyfersjsTé@ Ved) Behddegihig data into

Pt SRR ol 2828 e ThLERI MR Tl e pins

911 dPtied MRUIHtrarselt s\rmmtbnéDLIstBtI'@BCCIkEfantlhﬁufb/EN%LE control
recei ves fromthe USB controll.er [ [

it to t
bgioaals tabeth ofitae m@nogemndﬁw@r@owsﬁgf% bplhthedpuses 8,
¢ .
r 4318 8nbAABRARIME SRR iREhAsT| 2 the WRITE bEodg) to both the
shtmndnemgt he. Sespemiantly, edCy) ddénansastsdhe bﬁlpaENABLE control

fg{grne ﬁgagl n _ dr s es. !P%ﬁﬁgqccu&%mbefq%gg's% QFnrblt%eously,
a@ﬁa?ﬁérrﬂé‘ﬁ;ﬁa{ ﬂh@r@én‘?@ uﬁ@)’tl%n‘éhﬁtsttaﬁth@ HRE Pnémords 81 1@ using the
he ALE signal "has configured the nenor I es
9bu&®s 801 8 the respective physical addresses in the memories 9, 19 to which
the data should be written. Following that, and while the MCU 7 is still sending
the chip ENABLE control signal to both memories 9, 19, the MCU 7uses the
buses 8, 18 to transmit the data packet portions which are to be written to that

address in the respective memories 9, 91.

Preferably, each word in the packet the MCU 7 receives from the USB
controller 2 is split into two bytes, which are then simultaneously transmitted
to the two respective memory devices 9, 19 via the respective buses 8, 18.
The two bytes are preferably stored in the respective memory devices 9, 19 at
corresponding addresses. This occurs because both of the memory devices
are preferably sent the same address data from the MCU 7 via the buses 8,
18 at a time when the ALE signal has configured the memories 9, 19 to

recognise that address data. Note however that the physical addresses may



recogni se that address data. Note however that the
physi cal addresses maybe different, e.g. such that

w0 b@y/oeaiso part of the same "row' of the nenoriBGI/§G1004/000020
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flash term nology a "row' (or "block"”) is a set of
"pages", such that in conventional flash devices all
the pages of a given row have to be erased together;
thus, a physical address in tle nmenory is
conventionally encoded as a nunber indicating a row,
foll owed by an nunber indicating the "offset”, i.e. a
particul ar one of the pages within that row) but at

t " af (i ' it "
(88 PR 14 S8 Sl o W S, i pemories (n
omémmenmimﬂogys at“sowt Qme “‘BlbekDia asehal/‘dagedr!, \auahdhahn

esire extract ,dat

CssalBHE! 1A drvtes ALTTERAGE o2 BiYendopoie to b Srased

CREiHYr; #usnal pHydRil abidie@stif ﬁwéjﬁfefn%ﬂyfis ébﬁ\?ékﬁ%n@ﬁy lefi@oded
through the interface 3), the MCU 7 Uses

aapadpmberdndicatiog a iew, éollawes bxagrﬁmmbem@@cetmma taffset”,

TRE CRpiRhRIaRE FanbrgosSMif 1R 308)pit bereny B
SIbﬁyhmmnustne OB ms@m@ pak Hhie advantabe D eirpiivityo!
gnal lines 6 and the approprl ate one of the cantr ol

ngwwelr, iim ethergernodigiants.ifee &1 kydes May ke divided ingpther ways.
both the nenories, and sinultaneously uses the bus 8

to send the READ enabl e command (i.e. READ opcode) to
bbthentihis desiratetooextect dStmEsmLthtﬁO}'tablmsltovdgé devibe (e.g. in

chi ENALEcoeissiIIbi ent to

phse [0 proniiRLS b inout REo Bk Poehia torade divigarough the
CRMHRle ), %@Md:u egsds ﬁ%%%ﬁ?@pﬁé}@fd?@ oah8 c%ﬂ?roPénghQﬂmes 6
control sign [Tnes 16 to send the ALE control sign
t@ndbﬂiewapht@pmm)ohe@f the econtrelsiprsl Hioes A6dosend the eblp

HEREHLE Sod ol iR I8 SO et e pih @Beplpserdne
chppropNARLEN 6 onthietonstrd R rial I|h@§6@mhb%ﬁop%pr1&e one of the

transmt the corresponding data to the correspondi ng
beenty! signal fings 16:teseandithe &ddi gertralsignals tabodihg raemorles

con(}tﬂr @@gﬁﬁ% fﬁéé w%éﬁj?ﬂér ?eﬁé;'thse REWD ¥hAoitMDnrBnd (ie.
READ opcode) to both the two memories. Subsequently, and while the chip
ENABLE code is still being sent to the two memories, the MCU 7 uses the
appropriate one of the control signal lines 6 and the appropriate one of the
control signal lines 16 to send the ALE control signal to both the memories 9,
19, and simultaneously uses the bus 8 to send address data to both the two
memories. In response, and while still receiving the chip ENABLE control
signals, the memories 9, 19 transmit the corresponding data to the
corresponding bus 8, 18. Thus, the MCU receives 16 bits of data at each
clock cycle. It transmits this data via the USB controller 2 to the USB interface
3, which transmits it on to the interface 4.

The process for storing data in the device of Fig. 3 is shown in Fig. 4. In step

1, the interfaces 3, 4 receive a data packet, which is transmitted from them to



3, which transmits it on to the interface 4. The
process for storing data in the device of Fig. 3 is

wG@h@dedim Fig. 4. In step 1, the interfaces 3,PdI/SG2004/000020
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receive a data packet, which is transmtted fromthem
tothe interface controller, and then to the nmaster
control unit 7. In step 2, the nmaster control unit 7
partitions the data packets rd@eived fromthe
interface controller word-by-word, into data packet
portions which each contain a single byte of data to
be stored. In step 3 the master control unit 7

Ui S scd B nﬁ8|'1%%¢{é%§n%%b%a§ﬂe9fb%'nt@‘ﬁmt 7. In step 2, the

SI mu taneous I nstruction (I I rst
Oxtésdmnmrdl'olalrghm partitiorss the ﬂataepasltqtstrbeemed tfeomrthel ipterface

HH& he ALE
S oI oss bty whed s 08 ReskB) BPonSiihiehean somtpin a single
deyieCsiddla td Be dtBredd. @R stop hé tddher CdHtRl EHI‘{\B’LtEansmlts the chip

control signal is still being sent, it transm
dENARLdn conielssignak ard gimuitangously apWRhT&q@structlon (i.e. firstly the

ST RSt 8od 5P OB Ry S e

bAS_ESccﬂwtrol Sslgn?ai dridisipiiangotislg the siieieddsy datial) as lboﬂ’eﬂm ynemory
units tore the data packet portions.

pﬁewégg %f19r éf‘r$t69|4wgwh%ﬁ e cbin ENABLE £apire %!Sf‘ﬁ' is still being
%8151? éﬁ%ﬂé% dﬂfergh onds b?f;%("'?% gé‘c@r’ﬁg)gr@ons! Binfdi€Meously to

contro uni t
I Bath lm(ftth@rNA&NE‘)eﬁlaei!dnfelnmrymmts@iem Iammml’aneoe}aly through different

t ts th ' ENABLE
& TSRRRCHNG uiSRs T 1Be 20 stein Biha e gRete (A8 memoRs units 9, 19
Chfore 9 tata ﬁé&&ﬁl oﬁ‘ﬂé’nss' mul t aneously the read enabl e

comand; then the ALE control signal and
si mul taneously the address data) sinultaneously to the
f Therprasess of (airiewing, data fronntha pprtable daiastorege dayige of Fig. 3

WM 8] o8 knL B gL B it 7o 8R0nse to an

t rrmmnbn swewiaeanﬁ@mlautslh@ ihat detn@e) hﬁanmtselth§ Qmip CENABLE
unit 7 through the respective buses

t ﬁ@n’ﬁﬁlsf’c'@ﬂa'@ﬂﬂ $'GI'U|’(MGPU$|Y®%%'@§WW@W @@pét&thy\)tbe CLE control
16‘@1% ddéﬁbﬁjltra?l‘éshgl?/dthfer Bt B&atib AIMABRB! YhéH e ALE control

signal and simultaneously the address data) simultaneously to the flash
memory units 9, 19. In step 12, while the chip ENABLE control signal is still
being sent, the flash memory units in response to the read instructions
transmit simultaneously the data to the master control unit 7 through the
respective buses 8, 18. In step 13 the master control unit 7 combines the
respective bytes of data received from the flash memory units 9, 19 into words
which are formed into data packets and transmits the data packets to the
interface controller 2. In step 14, the interface controller sends the data
packets through the interface 3 out of the device.

Note that step 3 and step 11 are each performed by the following 6 sub-steps:



which are forned into data packets and transmts the
data packets to the interface controller 2. In step
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through the interface 3 out of the device. Note that
step 3 and step 11 are each perforned by the foll ow ng
6 sub-steps:a) Enable both nenory chips 9, 19 (both
nmenory chi ps are kept enabl ed1t hrough out the
witing). b) send both chips the command | atch enabl e
command ( a control signal) c) send the command opcode
t hough the data bus 8, and the opcode will be

{ ! ' .
PLERIE Kot BlorhDfy SRBSDY 10 (o0 rlomp s G KEpNEhabled
t theowghdoetsthel watitiig)enabl e command ( a control signal)
SBSHE RS 117 GoBRERgaets) SrDERBRALR pLopronganal
a) s%h@l%@r&?ﬁnﬁhdlgp%%ab@héﬁyh A8 DUsH Céhoeﬂh@%[ﬁzode will be

command. |t should be understood that the processes of
thifpretedrh}’tb®an@“‘@®h@h'98lgy1ﬂasfa)6ﬂwaﬂdthe fly, on a

LSRR B B R e O e

W) EgatblBahgenidessd &t@ﬁéfﬁm@wmrﬁér@( 3 doﬁtrbE§||ﬂet) of a
certain word, the interface performng st

1
i ) seedjbe pdgress @m@@qm&ugm@ﬁta bum, el o Ppepge wil 2
i f th
e e Bk e 5 Lo e e T ornedt i

r@)slbesablmmecanlm‘eesdaatdlateaableodwﬂmanafhus in the case of

Fi.g., 4 conpl et e dat acket ecejved hy in

heshoets BradaBemiend i B2 arocetis Oh G ot prate generaly

rg&*f&%éd)oﬁathb'fél,% é%or&lbg-\ﬁ@r'&dbém IFﬁoéﬁan%rElé’ Fl@% 4 and 5
nory devices 9, 19. W have determ ned that

esiod ithe procassing of a single wardt Rbuaefasrexample, whtI@ thve device is

%g% ﬁﬁgfg:steph thosr%%ggqjidaft a certetntr}ewro‘rﬁl e‘[hef interface 3 may be

performing step 1 in respect of a subsequent word.

Alternatively, although less preferably, in other embodiments of the invention
steps of Figs. 4 and 5 may be performed in respect of complete data packets.
Thus, in the case of Fig. 4, a complete data packet may be received by in the
MCU and stored in a data cache, before the MCU begins to partition it, and
send the portions to the memory devices 9, 19.

We have determined that the embodiment can write data to the memory at a
rate of 15Mbytes/s, and to read data at the rate of 20Mbytes/s. This is both
simpler and faster than an alternative arrangement in which the MCU writes

data alternately to two memory devices.

Note that the above description may in practice be complicated by the
requirements of NAND flash memory devices. For example, as mentioned
above, the windows of a conventional NAND flash memory device can be

thought of as a two dimensional array of windows, and only entire rows of the



sinmpler and faster than an alternative arrangenment in
which the MCU wites data alternately to two nenory
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practice be conplicated by the requirenents of NAND
flash menory devices. For exanple, as nentioned above,
the wi ndows of a conventional NAND flash nenory device
can be thought of as a two di1eensi onal array of

wi ndows, and only entire rows of thenmenory can be
erased at once. Thus, when, in the known device of
Figs 1 and 2 it is desired to erase sone but not al

bee\M ?;( ?Qﬁ( %t% ér?ﬁéd n??%&%grrf i ;ng\i}eiﬂetfhgrkn%m‘?ﬁ%ﬂé%%f Fﬂ%s 1
taalde? #ds desiréd te@emseesdrhabut het alhobtherbaxes ibaxesy (hifree them
e ol ot REpS TR lnB SE o AT 8 R E L st tae
Vﬁ?ctlbﬂ% 'dhGhird fiat MREBAN iHaMé BBx8s WhitH Aletndthe wéaé@stee is

I's to be preserved to be copied to the bus
gasévedt Tberdare7saveratsirategies ifor thisc Sieeposwikilitytia éorrtbw MCU

ot 19 PSHORCR PRI fievied e iaBi A8 S R ilei 812 preserved

ABYBedpie@ S tHY bus 8, bihd farthe MCUCUtdstbﬁe ltnfstaromhet mhen the
mermr_ytédew ce 9 to copy the data fromthe row whi

tre edBedorydayise [9<fan baverasads angdhe Aataywiifien b@ck ‘from the

I;
gt SRR AN IS8 D st
vihelmémpinc devige Retoasopgrtbe datafrenathe roeswlkichiis éo be erased to
co Lete ro of both the nory devices 9, 19
’% eLrhaking MEMPTRARNVICEE: ar r anged to communi cat e

with the nenDry devices 9, 19 to ensure that any data
in those rows which is not to be del eted i§ st or ed
eBsitvafdhesd pdssibilities hdee analogues duthe ersbadimentof Fig. 3 also.

d fer abl h i ndivid byt
TAriBaas JhE KEc el Biealy RE Hrdstt fb Rifre FaRctve
déothglete ReV¥BEPothtRetMEMBBNBEVIcEEY! o8 8infultakiborfy, bhe will be
t wo portl ons are stored in corresp Ondl nggrrem)r

a@liaRGRbtD cominmicaie wu’éhﬂaeyn@@@mégwges 19 ite efpyre that any
g&é}%rlﬁltlhgsé)teovwﬁhlch is not to be deleted is stored elsewhere before the

deletion occurs. Since, as mentioned above, preferably each individual byte
received by the MCU 7 from the USB controller 9 is divided between the two
memory devices 9, 19 and the two portions are stored in corresponding
memory addresses in the two memory devices 9, 19, it will generally be the
case that the data in the respective rows of the respective devices which is to
be preserved will be in identical positions within the rows of the respective
memory devices 9, 19. Thus, the MCU may preserve the data by sending
identical control signals to the two memory devices 9, 19.

A first possibility is for those control signals to instruct the memory devices 9,

19 to transfer any data in those rows which is not to be erased to the buses 8,
18, so that the MCU 7 can receive this data and store it within a RAM (e.g. an
internal RAM of the MCU 7 which acts as a data cache). Then, it may send



case that the data in the respective rows of the
respective devices which is to be preserved will be in
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menory devices 9, 19. Thus, the MCU nmay preserve the
data by sending identical control signals to the two
menory devices 9, 19. Afirst possibility is for those
control signals to instruct tfg@ nenory devices 9, 19
to transfer any data in those rows which is not to be
erased to the buses 8, 18, so that the MCU 7 can
receive this data and store it within a RAM (e.g. an

[ 7, j . .
ool Soaf néecibHolindlihéonrasviags 8, 3816 fdiepective
nwthg tml_z}ﬁ'ram_. ErheﬁQitﬁmytrmjsnniem@e@ah : tia\kmgjkcfmnk fttlne kﬁeﬂF]M

er.as . en, It m trapsmt t at a acC Iro

W t?ﬂ_ﬁP%'%lMé%G@‘F V‘%’@O’B’H%VWM%@@@ it%%gesﬁeci@?\rﬂaéa SH%GS 8,
r 2 H , r

SERE Y Bl 8 rnd A B o I U Tkl

t $ignalgihtdughl thedines 6, 16 anddaddidssastihwoudh theghusdses, 18 to

dBoicasthg Begfion bt &ThEmpil 4o 85 o T uhire iog 4ata ¥houid be
(efsd Hossily at didifferertheRIM IocIBAT IR that fTWHAIBRT Wds
which 1't was originally stored). Alternatively (i.e.

i erigineliy sigred)e enmbodi nents of the invention, or in
di fferent nodes of operation of the sane enbodi nent),
the MCU may preserve sone data in a row which is to be

eARSRAtiDyyYEe N difeenativeesmbodiffents of thedinvdetidn,alin different
instructions to the nenory devices 9, 19 to copy (or

HWQFSMQP%%HO&‘ ‘Pfdh@tsﬁ@]e_ eHRedingnth thﬁMCHdﬁaM@éﬁserVe some
dQRE, in WowWMHidSIE S0 bR%rhsdte %s}nbf{nb%%%'b‘? 1®%o send identical
i denti cal I ns{ructl onto eac% 0 e nenory devices 8

1l strbectidnctauthesnemeny devieesi8e19 e cdpy éor rbvapiingh datal tp other

i e RN bt e DS A E e

t IR nBEAR/stRlctiohtio! SHCRNBIItRE nfsmdfy! de i@ sCh eFF whitiPcauses them
skill ed reader. For exanple, thé nunmber of NAND flash

menerege dee dats

Although only a single embodiment of the invention has been disclosed here,
many variations are possible within the scope of the invention as will be clear
to a skilled reader. For example, the number of NAND flash memory devices
is not limited to two, and may be any higher number. Furthermore, although it
is preferred that the USB standard employed by the USB controller is version
USB2.0, the present invention may be implemented with any versions of the
USB standard which are introduced in the future.

Also it should be noted that embodiments of the invention may have many
features which are not shown explicitly here, but which are known in other
publicly-available portable data storage devices, such as password protection,
access controlled by biometric verification, such as fingerprint verification, etc.
The implementation of such features will be clear to one skilled in the art.
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Furthernore, although it is preferred that the USB
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USB2. 0, the present invention may be inplenented with
any versions of the USB standard which are introduced
in the future. Also it should be noted that

enbodi nents of the invention 1y have many features
whi ch are not shown explicitly here, but which are
known i n other publicly-avail able portable data

st orage devi ces, such as password protection, access
qﬂghﬁglled by bi omet ri c verification, such as
ffngerprint verification, etc. The |nplenentat|on of
such features will be clear to one skilled in the

at.t . JApodalle datpstoragealeyaeansiudingge devi ce
including: a data interface for transferring data into

st ort €01 P ot tangieiny SR GRRHE Fhagbice

menory units connected to transfer data to and from

t he masd Ritefads coitrollert vi a respecti ve buses, the
interface controller being arranged to send data

recelvedthroq%éé)ﬁhe interface to the master control
unit, APt gpit rol unit being arranged: to
partition data packets received fromthe interface

cont r ojtl REst BH® NWNB Wﬁﬁerﬁ@r‘)ﬂ s coﬁﬁ’eétéér’cénﬂrénsfer data to
di fferent ones of the data portions to each

NANDfromethie master youhncbltmtswamesmtélwaéxuyea& ng the
respective data buses; and to control the NAND fl ash

e SRR 3B AR B trour

digei interfacens thé riadteradont@hahitcdnd ENABLE signals to
both the NAND flash nenory

the master control unit being arranged:

to partition data packets received from the interface controller into data

packet portions;

fo transmit different ones of the data portions to each of the NAND

flash memory units simultaneously using the respective data buses; and

to control the NAND flash memory units using control signals which are
sent to both the NAND flash memory units, the memory control device
transmitting at least chip ENABLE signals to both the NAND flash memory

units while transmitting the data portions using the buses.

2. A device according to claim 1 in which the NAND flash memory units
are arranged to transmit simultaneously to the master control unit data packet
portions, the master control unit being arranged to combine them to form data
packets, and transmit the data packets to the interface controller for
transmission through the interface interface.



units while transmtting the data portions using the
buses. 2. A device according to claim1 in which the
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simul taneously to the master control unit data packet
portions, the master control unit being arranged to
conbine themto form data packets, and transmt the

data packets to the interfacd5controller for

transm ssion through the interface interface.3. A

devi ce according to claim1 in which there are two

NAND fl ash nmenory units, and the master control unit

is arr bt data; i

ket paRfic, BoBUMRP 1§ il 1) ThSAHB Abft, U8, NAND flash
shemedy iunitdj aindethel mastenmoomiyolesniivis cirranged el diddd the data

dat acket _portions for different ones of_ the ND
eRRTB o a8t ParttRe qush EARadl RGO IeSph 16 be stored
R$ efitiebAYintd awg biteshivhict e MAsBEdCINa@A phbkes portions for
sends identical control signals sinultaneously to both

tdiffermniones o thendADID flagh mematy sigB- pi ns of the master
control unit which are each electrically connected to

contq ql i N .Si oo

BSor A By R o aFBSE U i 6 mastr cono
aamis sdndshitleNAbR) ddrdsdl sigals simoltaseously £fo doih dee NAND flash
according to claim4in it?]g t he menor 0jontrol hi%ﬁ\/i ce

PERORY t Uniisy ATAUSEI PR FE, (NREATRSERABIErol N hich  are each
Sélg&ﬂglél%eoﬁﬁ?ctéc?w%céd o) @g’ﬂgi Yin;g?éaﬁf%ﬁn?ﬁleé‘igﬁﬁl"l'irféeleadmg

accor to any precedi ng min

itot respactive soatralS8ignat infuls ©f thadeadie of iherMANE flash memory
controller is a USB controller. 7. A device according

{818t ai m 6 in which the interface operates according

to a USB standard in having a data transfer rate of at

Imast Mefdiitd dceording Aodeir e4iac aMich filge tidedityry control device
preceding claimin which the respective parallel data _
Hiansmits idegtieali WRIEesREAD, ENABLE and ALE signals to the respective

memory devices.

6. A device according to any preceding claim in which the interface is a

USBA interface, and the interface controller is a USB controller.

7. A device according to claim 6 in which the interface operates according
to a USB standard in having a data transfer rate of at least 480Mbits/s.

8. A device according to any preceding claim in which the respective

parallel data buses are 8-bit buses.

9. A device according to any preceding claim in which the predetermined

packet size is 512 bytes.

10. A device according to any preceding claim in which the memory control
device is operative, before transmitting a signal to each of the NAND flash
memory units which causes them to erase a section of their respective

memory spaces, to instruct each NAND flash memory unit to transfer a



9. A device according to any preceding claimin which
the predeterm ned packet size is 512 bytes. 10. A

waelewsoed1sccordi ng to any precedi ng cl ai min whPChSG1084/000020
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menory control device is operative, before
transmtting a signal to each of the NAND flash nenory
units which causes themto erase a section of their
respective nmenory spaces, toenstruct each NAND fl ash
menory unit to transfer aportion of the data stored in
that section of the nenory space to a different

| ocation. 11. A device according to claim 10 in which

ggﬁtic% bk e Qigié QFEY G that %%btiﬁn%“ﬂh@%hig% i]e.%)facé‘ to a different

vi ce according to clarm I'n which 't er ent
llocstianon is in a location in the respective nenory
spaces outside the section which is to be erased. 13.

At ook Adicganaorimgah et RO L) the BlBrdhtlehgfon is in o
dakm m@h@@_nd out of the device, an interface

controller, a master control unit having a cache
nmenory, and at | east two NA ash menory units,

ND f I h
e oth devicadnsRprane 5 Bigmofd in Wl i Aifsgent idcatio is in a
1R InEfeS R PR PdmB hicRs! GREIEHe! SEABAWAIR is to bo

arasedl unit partitioning the data packets received
fromthe interface controller into data packet

2B oo i P L ST B B4R 5ot i Mcucing a
fd A8 hnfBrREY o tidrisferiiiy! daBeRts brdt MitsghadldelReen interface

respective buses, and controlling the NAND fl ash
neandiojley nd treaster wgnrohund| havinghal saele cherapey, said at deast two

e NAND f| as nor i, ontr ol
b REL e mary R vRE TR b Qe Tl SR La o "enapL e
control signals to both the NAND fl ash nenory
the interface controller sending data packets received through the

interface to the master control unit,

the master control unit partitioning the data packets received from the
interface controller into data packet portions, and transmitting different ones of
the data packet portions simultaneously to each of the NAND flash memory
units simultaneously through different respective buses, and controlling the
NAND flash memory units using control signals which are sent to both the
NAND flash memory units, the memory control device transmitting WRITE
instructions and chip ENABLE control signals to both the NAND flash memory
units, and subsequently, while still sending the chip ENABLE control signals,
transmitting the data packet portions to the respective NAND flash memory

units using the respective buses,
the respective flash memory units storing the data packet portions.

14. A method of retrieving data from a portable data storage device

including a data interface for transferring data into and out of the device, an
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units, and subsequently, while still sending the chip

ENABLE control signals, transmtting the data packet
wW@ouosioasot o the respective NAND fl ash nmenory BEI/862004/000020

usi ng the respective buses, the respective flash

menory units storing the data packet portions. 14. A

nmet hod of retrieving data froma portable data storage

device including a data intenface for transferring

data into and out of the device, aninterface

controller, a master control unit having a cache

menory, and at |east two NAND flash nenory units, the

A n " |

et bOfirtierod rhaldp? LoRFot el BXeho FREDR) i dt loast

twe NN DviiasREPAEMiomg tiniis, tthe msethad indlugingNiAdkEepsi afhal s;

the flash nmenory units in response to the READ

instryctions, and ile still receivin h i

EnaBlL BV RS BT bt el RTINS fo i85 Masp memory

fuhfts §88Facti0e IHREEANBSSRlictAB tahal cHit ENABI B wihatd;f f er ent

respective buses; the master control unit conbining

the data received fromthe flash rrem)rE units for form
dat a [ae Resk maraonr uktsintrespRNaeHe hetREPRCIRsldctians; pad while

ISR j{e%ﬁ@gfg@ EH{PLENABW?.JOREYOL r%!)cﬁa{l%gﬁaﬁ iy Isfnrlulterneously

sen packets receive mast er contro
dhe tatzuto the mastedeonirel udirthuglght difedaritaespectiveduses;

the master control unit combining the data received from the flash
memory units for form data packets and transmitting the data packets to the

interface controller; and

the interface controller sending data packets received from the master

control unit out of the device through the data interface.



