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The present invention relates to computer software, and deals more
particularly with techniques for provisioning aggregated services in a

distributed computing environment.

Description of the Related Art

The popularity of distributed computing networks and network
computing has increased tremendously in recent years, due in large part to
growing business and congumer use of the public Intermet and the subset
thereof known as the “World Wide Web” (or simply “Web”). Other types of
distributed computing networks, such as corporate intranets and extranets,
are also increasingly popular. As solutions providers focus on delivering
improved Web-based computing, many of the solutions which are developed
are adaptable to other distributed computing environments. Thus,
references herein to the Internet and Web are for purposes of illustration

and not of limitation.

An area where advances are being made in distributed computing is in
the so-called “web services” initiative. This initiative is also commonly
referred to as the “service-oriented architecture” for distributed
computing. Web services are a rapidly emerging technology for distributed

application integration in the Internet. In general, a “web service” is



Wb services fulfill a specific task or a set of tasks. They may work with
one or nore other web services in an interoperable manner to carry out
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interaction between an order placenent service (i.e. order placenent
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or nore of its business partners. Many industry experts consider the
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i nvol ved wi th exchangi ng nessages between them are illustrated in Fig. 1.
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g these services are published 110 is maintained by a service broker 120.
The service requesters 150 are the entities needing services and querying
140 the service broker’'s registry. When a desired service is found using
the registry, the service requester binds 130 to the located service
provider in order to use the service. These operations are designed to
) occur programmatically, without human intervention, such that a service
requester can search for a particular service and make use of that service
dynamically, at run-time. The web services model is theoretically
available for any type of computing application. However, the web
services which are accessible from registries today are limited to
3 relatively simple programs such as “Hello, World!” demo programs, programs
which look up the current temperature for a particular zip code, programs

which perform currency exchange calculations, and so forth.

The core set of standards on which web services work is being built
) includes HTTP (“Hypertext Transfer Protocol”), SOAP (“Simple Object Access
Protocol”) and/or XML (“Extensible Markup Language”) Protocol, WSDL (“Web

Services Description Language”), and UDDI (“Universal Description,



3 Discovery, and Integration"). HITP is commonly used to exchange nessages
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Application integration using these open standards requires several
steps. The interface to a web service must be described, including the
method name(s) with which the service is invoked, the method’s input and
output parameters and their data types, and so forth. WSDL documents
provide this information, and are transmitted using a UDDI publish
operation to a registry implemented according to the UDDI specification.
Once the service is registered in the UDDI registry, service requesters
can issue UDDI find requests to locate distributed gservices. A service
requester locating a service in this manner then issues a UDDI bind
request, which dynamically binds the requester to the located gservice
using the service information from the WSDL document. (These UDDI
operations have been illustrated, at a high level, in Fig. 1.) SOAP/XML
Protocol and HTTP messages are commonly used for transmitting the WSDL
documents and the UDDI requests. (Hereinafter, references to SOAP should

) be construed as referring equivalently to semantically similar aspects of
XML Protocol. Furthermore, it should be noted that references herein to

“gTTP” are intended in a generic sense to refer to HTTP-like functions.



be construed as referring equivalently to semantically simlar aspects of
XML Protocol. Furthernore, it should be noted that references herein to
"HTTP11l awe mBftmded in a generic sense to refer to HITP- PCagHnst2bons. WO
03/ 060710 PCT/ GB02/ 05626 4 Sone UDDI operations, for exanple, require
HTTPS instead of HTTP, where HTTPS is & security-enhanced version of HTTP.
These differences are not pertinent to the present invention, however, and
thus no distinction is made hereinafter when discussing HTTP.) The goal of
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embodi nent$,*'8he* §FF o ePE0F War'é resour ces provi de ,
particular service. If multiple service providers are available, a
particular one of these service providers might be selected based upon
; criteria such as the price of using this provider's service, response time
guarantees of this provider’s service, and so forth. It is possible that
each provider might have differing formats for authentication and
authorization information, as well as unique ways to access the
authentication and authorization functions. There are no techniques known
) to the present inventors for federating, or joining, heterogeneous
identity systems in the web services environment, which will be a serious

inhibitor to use of aggregated web services.

SUMMARY OF THE INVENTION

v

The present invention provides methods, systems, and computer
program products for provisioning aggregated services in a computing
network. In preferred embodiments, one Or more software resources provide
an aggregated service, and this technique comprises: defining a

0 provisioning interface of the aggregated service; specifying the
provisioning interface in a service description document; obtaining

credentials of a user of the aggregated service, according to the service



an aggregated service, and this technique conprises: defining a O
provisioning interface of the aggregated service; specifying the

provi si orwogsjoat7er f ace in a service description docunment; POBIGERIONZE
credentials of a user of the aggregated service, accordlng to the service
WO 03/ 060710 PCT/ GB02/ 05626 5 descriptidn docunent; anal yzing the obtained
credentials; and allowng the wuser to performthe aggregated service if
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used for speddrfryrhy asheeldervi ce description docunent(s). The nmarkup

| anguage is preferably Wb Services Description Language ("WsDL"). The
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present invention will now be described, by way of exanple only, with

reference to thReholdyowh Mg matiicaVndyd Shus rbembf@}ama«ﬁcamfﬁ&emdnwm@rs

denote th%ié@:?ﬁ%u%@@%%ices performed by the software resources of the aggregated
service. Preferably, the programmatic relaying comprises sending a
message which specifies the credentials in a header of the message and a

5 service request in a body of the message. The message may be, for

example, a SOAP (“Simple Object Access Protocol”) message.

A markup language is preferably used for specifying the service
description document(s). The markup language is preferably Web Services

0 Description Language (“WSDL”).

The technique may further comprise registering the service
description document in a registry, which may be a network-accessible

registry accessed using standardized messages.

Preferred embodiments of the present invention will now be
described, by way of example only, with reference to the following
drawings, in which like reference numbers denote the same element

throughout.



t hroughout. 0 WD 03/060710 PCT/ GB02/ 05626 6 BRI EF DESCRI PTI ON OF THE

DRAW NGS Figure 1 provides a diagramillustrating the participants and

f undamentwb oopen7at i ons of a service-oriented architecturepCamcBnrdsarg to

the prior art; Figure 2 is a block diagramillustrating a portlet
structured as a web service proxy, according to preferred enbodi nents of
the related inventions; Figures 3A and 3B illustrate the content of sanple
WSDL docunents specifying a deploynent interface and a systeminterface,
respectively, according tOBRIEBfRESCRIPRIOBONE TBRIRAFINGshe rel at ed
inventions; Fig. 4 provides an illustration of the web services stack

approach to SQL VI GE 4 ion, as disclosed in.the reI at ed |nvent| ons;
Fi gures 5 rou ¥h SE” gg%at(gi Bt lS'L W?%ﬁ @ﬁn%"’fﬁ HHREHE M whi ch

descri bes ' %Jl 8HF1F13§'1§%? Ve ﬁ%ﬁ’é‘??“&éeent&éc%’r@%gcqueepraefceﬂrdl@e‘ to
enbodi rrenttee ofripheangr esent i nvention; Figure 6 provides a flowchart
depi cting | ogic which may be used to inplenent preferred enbodi nents of
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functionality required to performthe task or servi ce which is currently
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iments of the present invention;

Figure 6 provides a flowchart depicting logic which may be used to

implement preferred embodiments of the present invention; and

Figures 7A and 7B provide an example of a SOAP envelope carrying a

digital signature in its header, according to the prior art.
DESCRIPTION OF PREFERRED EMBODIMENTS

The promise of web services is that disparate applications will be
able to interoperate like never before, offering a new breed of seamless
hyper-integrated applications through openness and urbanization of
enterprise systems. Web services will make distributed software resources
more widely available, and will allow software to be marketed as a
service. Services from one or more service providers will be dynamically
aggregated to provide users with the functionality required to perform the
task or service which is currently of interest to each particular user.

To effectively use these dynamically-integrated services, it is necessary
to be able to automatically and dynamically join the heterogeneous
identity systems they may use. This must be done in real time so that
users (whether human or programmatic) can be seamlessly authenticated and

authorized, or “idemtified”, for using the services. Furthermore, it is



desirable to provide this seanl ess identification using a single sign-on,
because requiring users to identify thensel ves repeatedly during the

cour se ofwea opastricul ar service (including services which &ce/GRmpsizeed of
mul ti pl e sub-services) causes user frustration and is tinme-consum ng and
inefficient. The present invention provi‘des a solution for these

requi renments, and | everages a nunber of open industry standard

technol ogies in doing so, as will be described. Before discussing details
of the enbodi BNt s, grtbvi?j REL DTl B LEHI:EW AbLL Binbackgtfundiga-on,
|nformat|on i ncl udi'n e

t echnol ogi_es _on %[ggfglrrgd enbg@rrents of
the i nverﬁ“icﬁﬁs%rréqﬁ’tﬁlp? useyE YRlEE¥d Y HABRETS &chfi ques for
managi ng swelss erfy pcegrtagedlafrosepriogi @Flﬁguchwgaw*’ég%ﬂ “BhcpSratcomREF €% et vi ces
can be aggneggtedubadroffadeva et Vihes frtireti @aand hent e - depluoyed and

Preferred; %@Pﬁ&eﬁx@”t thgfplie*;t,@ni eﬂn%@gon' M&@&émss@mlwﬂo& gRea a content

framewor K such as a portal ?Eat orm Eec{a]use t.hi p of f({amework

e
provi des TR BRFE - |aﬁdsjeerv\‘? Fy F‘o’?‘mk?Sﬁt f’p“ﬂhﬁﬁ%use nt*And Ser vi ce
hosti ng, wsasthobwiperigi doErmeo. per soiabe z&gscoiRedand transcodi ng. The
techni ques disclosed in the related inventions extend the platforns to

prov' de Tor aggreald;an,.Aspl aynenl ’ofagﬁe TRASAGREDY, @f: idBhsenviges. A

nodel i ng conpositi on cl osed Le tecgmo to define an

aggr egat EF'SEF\A L&t %P‘[“W@?‘%s‘%‘?%‘@?%ﬁn lf“ﬁ ur?lﬁé Sr ogranmat it cal |
i nt egr at echigbcoredienged emlvwlgelaiggpégfé{eeelmseé’itwl%:@redwlllﬁt t |T<15‘ﬂ relatedidi ti on,
t he aggr egatadi SLI ¥éGRSd Cadthhequmnagedahdyiay walberdices anmenfrer prdhiglipg esent

| nventi on, fefiNgs.{ S000LAUGAL 01Dl AU, SLaN At Es: RAVELIBLR hches sl ass t hat

result froma ated_invention se _tech que y al so be
adapt ed t8&§grEyabey b§e?%18§§dvm?’6ﬁe£i‘%§ce|‘“8%‘? e S ?rh fatrr%, wi t hout

devi at i ngirfveoniddvease dpéliofupphe preent franeEprh GHCh EyR tmﬁ%,péat#qrms houl d
be not ed ghalicdhinie €lipsCos HransyRerRicriase nhfly thel DE- inofexpriows Soontangent

"aggr egatrgqxa]ggrgé \{:i e 1se@91}z%§ﬂ% edsu%ﬁré./&l. Cb@réﬁstéﬁéﬁel Ee@sonﬂ@ﬁa&@ér\“ G8d

(conprlse sub-servi ces erefo present . entlon y be
used advahfeRg§eddisPy Wi tht¢ égu‘?ﬁeﬂl%‘:ellp\%e rﬁfate% bnve CJC')?]nSSI }gcregg

atom ¢ sethd pésticams twr prevideefor égﬂeaé‘gmieré?@ow% ofnd FHRRAEGERT o vvher e
the set oferaggregated r' aud=1Sa6 Vdcm@ssithas wodi gl €isdierber Whidn@ay be

cormer ci al 1y gy elf_%l?é E‘anp%&x@%apéoﬁgéwl%orga&m&& @QMQ‘C@E%% @fen bbe present

i nvention (as well i nven n% )F(’ ate sIetja:ment ed is the
WebSpher €3 SEFTE 18T e P ofF ffc?]?ddﬁ’?t% fit §PRattonal”  BuSi ness

Machi nes @oripoream-ont REABNIPER) . the" YeSgherdeseTEicas 1&g 8¢ dPEETeY Fad¥har k of
| BM ) Not g;cdheveyaanndhat whil e di scussions of the rel ated

The present invention defines techniques for provisioning the
aggregated services that result from use of the related inventions. These
techniques may also be adapted to aggregated services which are created in
other ways, without deviating from the scope of the present invention.
Furthermore, it should be noted that while discussions herein are in terms
of provisioning “aggregated” services, an aggregated service is itself a
web service (comprised of sub-services), and therefore the present
invention may be used advantageously with those web services which may be
considered as atomic services (and are therefore a degenerate case of

; aggregation where the set of aggregated “sub-services” has a single

member) .

One commercially-available portal platform on which embodiments of
the present invention (as well as the related inventions) may be
) implemented is the WebSphere® Portal Server (“WPS”) from the International
Business Machines Corporation (“IBM”). {(“WebSphere” is a registered

trademark of IBM.) Note, however, that while discussions of the related



WO 03/ 060710 PCT/ GB02/ 05626 inventions and present invention are in terns
of a portal platform the inventive concepts are applicable to other types
of cont erwofis@asamr ks whi ch provi de anal ogous functi onal iPCY/GBud/osme al so
applicable to portals other than WPS, and thus references to portals and
their portlet paradigm is by way of ill&stration and not of limtation.
The dynamic run-tinme integration of web services which is nade possible by
the related inventions nmay use a conposition tool for aggregating new web

servi Ces' n@go&shlaﬁd c:p(}gpgrﬁzl t_l.h‘\pé}ltg.glglazre 11'?3{:§me Q%Irgéls?pﬁgﬁﬁrm Ahe

equi val ent a servi ce conposer, or_ ot her per son a _new service
conposed brf‘y%f‘ée FPﬂ%epnga?%pap%W%eesto Gﬁ% a?f’ﬂté?‘]“ gﬁ/“}e&"és From
whi ch ot heichepydvids aneéodryis| furpdyoradsityeand éﬁlallyo GPrEErrdiel §p, Pardlehe
t echni questiafr the wed atad imgerdic@Bsceanadlwriief enentieng dohose peradiges and

using thosg ey %@slifas@r;trlaﬂsag@rﬁaé oML Wit hout regard to whet her
they are [ocal or rempte. The fine-grained services may incl ude any form

of programm ng logic, including script prograns, Java mcl asses, COM
cl asses, EJBs THQEIW@?T?M sen-ting dpsawsiting ofsveR @Grmcﬁée‘t?&rcésls FRES or ot her
dat abase boH1SAE yOtse rel @GHC yn-@ppl oxabpnse andmpasiftavh ool "ava” and

"Enterpri 3&y ?):{@l%.%aﬂédl fweﬁr&rvs.éésdenﬁé’liﬁ Of 1 SHBIMEF R3Y 868NB o dR€eds The Web
services crea an then aut onat i caIIy e naen% nfj by the

portal pl atHErHAFENG" 3’? ?ﬂ‘%ﬁa eé‘tgged"' et TRG " HeWw Wb SetVices I a
recur si vedeiinge? negssewyd ce diegpeddsedr | “}?rﬁh%mieeW&tléGdlsrﬁé%ﬁqsonsTheThe rel at ed
i nventi onsileevesiaga partibed Sras vaipbrdtakbr igiretdeacere dndlt abgordsudé d upon

the COI’]CGE(BcaqE_yaOII’ QQ@&t%l?oraf[nldeEhé @E%ﬁ%@s (o\ﬁ’n@ﬁee LMSa GRReEMns snikended
to apply to progranmmatic portlets t 0 enabl e access, to sof t war e

r esour cesreWFP s HRRSc BYORCRG AN PHINS R Sef Sy ha™ 3??%56?0 as "web
servi ce i muerereditdriesregard ‘trethatbeyitdey prex tesl. °II’W§E“0F% ¥ rel ated
i nvent i onsienabldeca partibed nho Brlluas aan fcrﬁnedsr@db@raymﬂngetlwm ancluding

appl i catign 0f SO LYAL, eJaeéﬂuigge@,e%&asugge@ AL GhadrprggEVvi ce and a
sof t war e resource prOVI Servi ce. resoq{ce perforn1ng

T d
a parti culafPEFartt 1 on® 4T ?dgoéog? egal ity %%L?ﬁge’f (Siaté\%\?\/e PEEFUTES B oxy (for
exanpl e, Atgadevairdparrins; ey, sorfogtiveb (38 cardp i BRGPIPHER PEabsert f&ca
sof twar e tesRoEae Whi ol Mscbgpamaneal ine.selmet esh horiceexampkel ibasieid upon

criteria whleh ane tﬁg@atae&ﬁql@;nrweetnnaqga,ed by @id ngtalcﬁﬁ&,fom%neo&am et
proxy recelves re ﬁest nessa es and forwards.the emto the software resource

to which P59 8ebBURd™ SHER TR ShI EReTE T 650 iF ¢ “Ras = COMpI et ed “The™
request edd¢sarébedrin ke rré%i‘;ﬁeﬁsllﬂ‘tesltit@ssponse to the portlet proxy vvh| ch
then forwards the response to the requester.

; The related inventions leverage portlets as a portal interface, and
also build upon the concept of a remote portlet interface (where this
concept is extended to apply to programmatic portlets), to enable access
to software resources. Portlets functioning in this manner may be
referred to as “web service intermediaries” or “web service proxies”.

} That is, the related inventions enable a portlet to act as an intermediary
between an application or software resource requesting a particular
service and a software resource providing that service. The software
resource performing a particular function may be statically bound to a web
service proxy (for example, at development time), or a web service proxy

) may be bound to a software resource which is dynamically selected (for
example, based upon criteria which are evaluated at run-time). In either
case, the portlet proxy receives request messages and forwards them to the
software resource to which it is bound; once the software resource has
completed the requested function, it returns its response to the portlet

) proxy which then forwards the response to the requester.



WD 03/ 060710 PCT/ GB02/ 05626 9 It should be noted that the software
resources invoked to performan aggregated service may be designed for
program twopsoey7am i nt eracti on, but rmay alternatively bePgiraiBbk/osar6nat ure.
For exanple, visually-oriented resources nmay be invoked during execution
of a web service which operates primaridy in a programto-program nanner.
The term "programmatic portlet” 1is used herein to refer generally to
portlet proxies according to the related and present inventions, whether

or not the U“dﬁ{ Kbk %Qfﬁd@ﬁethaq:ewggﬂda'}}é%éé%ﬁré’éssHﬁ\Ldk)éaol{d gatadrcade. A
bl ock diagramillustrati nr%;( 8%ort et structured as a web
v

accor di ng* {5 e 8FatEd t956hZRed SO RERATh i c9 R A?l:‘enﬁ’lcglorp ﬁer ein,
portlet proxplPi@abidlydes vasweployradtre | nFé?feafé@PJ?lOVH&laé%tcé"ﬁﬁn"r%’t erface
220, and fedoupn€dd aBplbd nheikkacdirddl.exEherpar 64 el wils GeyvoEeTRiCc apesitest h a

por t al %Ijm%mfgg y%&@graﬂnh%‘ég)ﬂoﬁ}ﬂ fages.. afld egrrﬁsprgg}ahu@ét@rcns&ut%yn

bet ween the port [ atform an e sof tvvargﬁresource whi.ch carries

out the f’cﬁléltsF%ﬁleESF“? TPeFEEE. IBETaT 1% BrPBLch™ PIREIS0RST ord‘l

Ad M &P Ete are
speci fic teolathé andbrrrsent C@me@ﬂndedvhl??h%forvmteth%sldé?‘é]éflngﬁ?,ft‘a%ﬁf do not

f or m par t réfouk be ihebBteedvidtenticensnteliheodeel at ed i nventions, however, nake
the functional interface of the software resource 250 avail able as an

interface 230 of .the portl et _prox osin he f uncti onal inter.face
usi ng WeDL def ¥ MiPrbfsaghd ébﬂ %Eﬂﬁ 8e‘£s)°rr3% 05 iR 4 Fousthg 8

Be acconpl i°shed ust
commer ci abforyavaridoading tedihesteintad mt"ﬁ@tqqﬁﬁ/l Vigsh sy iR BT ob1 kPE, SL(S’F“H
"WSTK", dtiidragnt hertep eysmnt4priaebsss asdeplagnagic Sousseaed A1t he sedtamed

i nvent i ons,)., The. ‘é%" %Hﬁytfuhgéf‘ornzﬁcl%t@@ac@@i@m i ?)waf& o f&ydescribed in
detail inthe related |nvent|%€ A% % sun;l‘ratéese 1nt qQw_be provi ded.
Accor di ngCTBUBt GHEEP r & e ATTAT e A& ST ™ AL MEFEE SHThVBRTI Ons’ A depl oy ment

i nt er f aceamridtermefsasmbehrsenf e parerldetd Heam fad élaq:ﬁoﬁ‘d'fatrlee%e%ﬁif% 2§ rves
as a web seircn ea-peoxyut( ahd Hangtionnolihesrati veeeaticd bfiericd, fureiagralt he

ot her of Fu%% %acl:eptagéfs%%@§fl@¥o lq§1e| el %Mc@dﬁrovza@§ &8¢ thidt £ 1868 MRy
al so be refer

red to as the ort, t e an tem.port, type,

respect i vety. K ﬁSr?‘Ptetfojé’EcPSFg Qr{ynF% rteﬁ Bl lf’rrlﬁ/enﬁl onsP‘ﬁﬁus defines a
servi ce pltwde@n%yb@”et‘fﬁat “iahel‘@deéuﬁdﬁéow ﬂn‘fﬁyfﬁége P BRI PYEEF port al
i nt egr at | egkkcs elbWare 1 hE0HE CaSs 1Atk faes \D30eof rhermetien paod .nanagenent .
("Port types stgy %hée&ﬂw%ql' Dhidehea &y hsi&_, ﬁsﬁf"dteylﬁlm@o@%afs@@tl on of a
portlet's %]geratl ons, p(sl ervice provi o é'la('il is at %Te m used, t
signify a® 1F%%t“la6nb%facﬁ‘3‘? l?’i‘/epdeéls%gl'ﬁec%mf TEht~ AT eFFace enabl 65 a
portl et ppkmxyB@tWﬁytS¢gylca$]Toolklt, or “WSTK”, durlng the deployment process, as

was discussed in the related inventions.)

The deployment interface and system interface are described in
detail in the related inventions. A brief summary will now be provided.
According to preferred embodiments of the related inventions, a deployment
interface and a system interface are defined for each portlet which serves
as a web service proxy (although in alternative embodiments, one or the
other of these interfaces may be implemented). These new interfaces may
also be referred to as the deployment port type and system port type,
respectively. A portlet according to the related inventions thus defines
a service provider type that includes the port types necessary for portal

] integration of software resources and service interaction and management.
(“Port types” is a term used in the art to signify the specification of a
portlet’s operations, and “service provider type” is a term used to

signify a collection of port types.)

) The deployment interface enables a portlet proxy (that is, an
aggregated web service which is represented by a portlet proxy) to be used

in subsequent web service composition operations, in a recursive manner,



aggregated web service which is represented by a portlet proxy) to be used
i n subsequent web service conposition operations, in a recursive manner, WO
03/ 060710wB@30&BOR/ 05626 10 according to the rel ated i nveaTiGBI205E6r

exanpl e, the deploynent interface of a portlet "All provides information
about portlet A for use as portlet A idC%aggregated with other portlets to
forma new web service "Z". By defining a deploynent interface for web
service Z, according to the related inventions, information about web

service L&ANasPISURNELY. A8 LR/AMIPR] 3R SELALTE, ZrlSaddReghdl COMPOSI NG

ot her new servi ces steminterface Is us enment of
portlets 1THHEECY &F dHFRelFse P58§lq'e§p?1é%°§ﬁ‘?télcfnb§/b%%r P‘F%"t e'br oxXi es‘%eby t he
portal pbatfier d iblsagarkadird sylsht efrempertfleca tl FoWs at Aev yePtErvpFat' formto
per form f g Glel HiSgS 8l Cdep@syrked@ Qi@ rodcee ¥ontuap ivicag, aacrdiferot yipes of
admi ni str gL ye, %%ﬁlélo%lgs 8L &mﬂbﬂgabtoqt eXECHLIAR 0 bbb RS o

Two-way conmuni cati on befween gorta C%\}atfq:rm and t he portlet proxy is
used for ?‘Fﬂ"édﬁ%raﬁo?‘ewlﬁ?gzslsﬁﬁegn P BB EC EEhpIY VB C8dcunent s
illustrating the deploynent interface specification and systeminterface
speci fi cati on Thd @§pest E.M’Bér}facé\Cl@Oﬁﬁﬁd’lgof aupr efrer nathgenbodiorgnrtrs1efs t he
related inventlons., Vé] %%'egy%%@g%&&@d SHSHERLIRRY brdABES A End %Qf@a‘ient ed
a

s WSDL docurren ts, can e re %ere in aregistr shown at
310 of tRetRgHL dHE%rPéth%G’QSF‘W‘ EPET IR aﬁﬁ@%%&ﬁﬁ"étai% 8y r%r‘n“t Pnterface
i's nanedpé:Pephcimmehidnsamect pel lndosno@ér etangas aéhas aﬂ‘bé’ttl}ﬁ% ;WB?%?&BI I
and "get MLEM&QG&%&@i&&S%x@EWt t32pcutEbeSEE apenabi snsimay be
used, 291040 bl B0 hRKGe B URS GokPhi YeaNRBR Bla LAE Jel sepudgesand
to retrleve hic i mage representing the web service for placenent on
a pal et t &5t farv\ié‘bss%ir\‘?f’%ee conposition tool. According to the WSDL
specification, the input and output nessages used for conmunicating with a
service are Spﬁfd}sf i efl dnd 3EKRSSARE 2imEleemint SodRBntsiclestdaeigaraaet er s

used by th Q%E?InesggEQEQEgfggéiﬂﬁgtﬁﬁl"<QQQ&%&HQE€gﬁﬂk§ spHYB: oo 1 B SSage

el enent is or_ each rressag ach ]gg n%l onh . spegi f%ecg for this
port typerefaREFEflYo ATECVBDE EpaErfTcsti W oPoP="Br e i"nformation about the
detai | s ofmeenyShis, de%@nlomeﬁh@msmmmnfyﬁoaﬁl rEp¥esespEHeri g t he
syst em i nieddnages, wahdichah netdehevexagpieres nasetqiSyst.ends Fheer ekemenbt

360). In 118% %vmi?’iﬁ@%&t QO&QJ};D{erX dat achEY&@amB@é”QQpi@ﬁ%ﬂE 'idtsreell ned (see

el enent 3 npri si ng d string paranefers L<’13.cr}1 as J e‘i:gléj"ia teer ndThl S
dat a type iy %eé’lﬁ%‘?ft f 3 SRENBICE, OWE:‘ﬁloé’)?cﬁan FAg 9°6g¢ing yd"m{ S
recorded i‘get@xsplayIconléxlée” (see element 330). These operatlons may be used

for example, to retrieve a descriptive name of the web service and to

) retrieve a graphic image representing the web service for placement on a
palette of a web service composition tool. According to the WSDL
specification, the input and output messages used for communicating with a
service are specified in “<message>” elements 320, where the parameters
used by those messages are defined as “<part>” elements. Thus, a message

) element is defined for each message of each operation specified for this
port type. (Refer to the WSDL specification for more information about

the details of a WSDL document.)

The WSDL document 350 in Fig. 3B defines the system interface,

5 which in the example is named “System” (see element 360). 1In this
example, a complex data type named “Event” is defined (see element 370),
comprising 2 string parameters and a date parameter. This data type may
be used, for example, when exchanging logging data to be recorded in an
auditing log file. A “logEvent” operation is also defined (see element

b} 390), and in this example is a l-way operation invoked using a

vlogEventReceive” message (see element 380) which has a parameter of type



auditing log file. A "logEvent" operation is also defined (see el enent

390), and in this exanple is a 1l-way operation invoked using a

"| ogEvent\Woe®maioedio nessage (see el enent 380) which has a p&caraRoesab type
WO 03/ 060710 PCT/ GB02/ 05626 Event. In addition, the exanple defines a
"reportUsage" operation which has 2 nesSages ureportl|nput” and
"reportQutput”. Preferred enbodi nents of the present invention may extend
the deploynment interface to include provisioning information regarding the

aggr egat eg¥ab Sef igaeei i, t @kw@kamleyde@néman@éﬁox%%éI P8 bLBI &rBCce
may be defhl ned for thigs rQP €y, W L Qlye of eV| atjcng fromthe scope of the

present i nvert "SR 2R safplEe- BIGVI $°6ni PG At eFface speci fication 500 is

shown in Figs. SA through 5E By representl ng the provisioning port type
or interface asrataisbli chdouiments &S tdé sokesed ihesrgiinn nalfeeyirepi igieoni ng

i nformati Q@pic%leét eReSaIM €8 19éﬂ1éehﬁﬂo@§1&h%r AARhA Cidh| Yed-281 .8 %E@d in a
registry, _and @eg Jmation. abou%%gemag oui si Oﬂl? interface can be |ocated

t
and bounda?%rer?a r anma ?réfell Fun - t1me! eaf)e ]flcivéls%)%rflﬁl& I'n er'—ir1 ace is

i npl ement 8aY && éﬁfJé%@tieFféﬁ 6Hl%fPuFPfége  depiheyhete i Hingr 2T the REAPS H’é the
i nt er f ace pgpevitf ioatitoon f OR sampae troul sionive Bnserisce esypeef Braabby s9ped f i es

i ts operakhOns ihNr@ysNr O icsk-OnN s poﬁak-rzy %es&lt@tﬁ@the%:%d?thuﬁn@.@%&)ﬁP@ﬁiet
in ace speci.fication

|nterface def i nition. For I Q f S

300 in Fi g 9A° %y 25 SRR méntl nct G %Hﬁl’%eﬁ%nga o?]ioizlpeonelfl%rrent
Referri nglﬁF?@PFyorhé\ﬂF t3 WEp rervige GFHrWth%Eroiﬂf?ém‘%%W&Il erégé%&f‘éfed in a
speci fi catreonsriyl |ust tetetafiqgsabdA the pughisibCinppyntberfadeecnt loe dbhered

nmessages dghiggdaidd arsaphayn®atispeckid eatd on (which are shown at el ement
320 of Fig. 3A) when using this approach, and an additional portType

el ement such as that illustrated in Figs. 5D and 5E may be specified al ong
with the port TypetisB3prevsigebidoimsrfashdratmdnaented) 2o PRathraFir? 8 sdi5ar at e
WSDL docurdeptoymayt betproacedetchesped fihtalfhye fapecificavi@ éof g pambiengat hi s

separat e degcWEdtcddsetdSr®MpstyNes>1 € emtaonﬁgh@r&%v@él%@ﬁg ,poa@ﬂ,pao

forth. In_this alfternative, the WSDL document's. <definiti s> % ement may
be conprised of provision ngymrre Ssages and - operations sUch as'those

il ust r at éﬁPJrC}Ym?’h“e infeefarcacerespety FE%t%OBnlfbelgFlﬁsmaYsRet FEGOgEE SE.

Accor di ngiheludeea \WsPlogpeti forcayporletdie . | raferang buitqfly messagegs.- ged

for comuRhEalgnNgE WithD mped S8ENIL 8padi8 i SRAGKET £d ukfratSHBSSRYESR through

eI enent s, }/'ynere thedﬁ%grto e gérsmggsga%eﬁ etfrlms ,Tessa %§s are deflpec%tziaosn
"<part>" e Fement “def nmessage of

each oper at®i §f)%c°ihPW’éthf 61‘6"teﬁFs32p90Pf Ftl9pe3A (e sty ttﬁjes \ﬂBBE"aCh and

speci f i cathomidiotomir portTvpe rrdeneort abohutast imtdét nisitgsatofd an \KBBE . d@C am®BE. )

5 may be specified along with the portType 330 for deployment operations.
Alternatively, a separate WSDL document may be provided specifically for
provisioning, where this separate document has its own <types> element,
<schema> element, and so forth. In this alternative, the WSDL document’s
<definitions> element may be comprised of provisioning messages and

) operations such as those illustrated in the interface specification of
Figs. 5A through 5E.

According to the WSDL specification, the input and output messages
used for communicating with a web service are specified in “<message>”
5 elements, where the parameters used by those messages are defined as
“epart>" elements. Thus, a message element is defined for each message of
each operation specified for this port type. (Refer to the WSDL

specification for more information about the details of a WSDL document.)

) As disclosed in the related inventions, a directed graph is
preferably used to model the operations involved in executing aggregated

web services comprised of other web services (i.e. gsub-services).



As disclosed in the related inventions, a directed graph is preferably
used to nodel the operations involved in executing aggregated web services
conpri sedwofo3o6d1er web services (i.e. sub-services). WO 0BCORBOLO5626

PCT/ GB02/ 05626 12 Sel ected portlet operations represent the nodes of the
graph, and the graph edges which |ink the nodes represent potenti al
transitions fromone service operation or process to another. These
service links can be qualified with one or nore transition conditions, and
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4.1 bm coni sof t war e/ sol uti ons/ webser vi ces/ pdf / WSFL. pdf, vvhi ch is hereby
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an illustrati oFSPrINY welS Y8R istutesst BtR apPreac Wt% s)er;w e agyregati on
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i nventi ons, used I ne service RES . d to define
how to i n%ﬁ’@r%}ﬁel”é?‘?%’%a‘b?d presde Porefeypes, 2add *WeFt s T hsed to
aggregate the web services (and therefore to aggr egate their interfaces).
At run-tinme, sgdpehCes rage 4 gupthoMiti NishracilcRgbSithy web services stack

approach to service aggregation as disclosed in the related inventions.
The web services stack 400 preferably uses WSFL service flow support 410
for defining and executing aggregated services, and service discovery 420
and service publication 430 are preferably provided using UDDI. The web
services stack also comprises a WSDL layer 440 to support service
description documents. SOAP may be used to provide XML-based messaging
450. Protocols such as HTTP, File Transfer Protocol (“FTP”), e-mail,
message queuing ("MQ”), and so forth may be used for network support 460.
Ags discussed in the related inventions, WSDL is used to define web service
port types and to define how to invoke operations of these port types, and

) WSFL is used to aggregate the web services (and therefore to aggregate
their interfaces). At run-time, services are found within a regilstry
using the UDDI service discovery process, and bound to using information
from their WSDL definitions. The WSFL run-time then uses these (port
type) definitions to aggregate the services. (Because the signatures of

) the operations will typically not match one-to-one, a “plug link”
mechanism defined in the WSFL specification can be used in a proxy model

to map interfaces in a simple manner as described in the related



using the UDDI service discovery process, and bound to using information
fromtheir WSDL definitions. The WBFL run-tine then uses these (port type)
definiti owe oBocEeyyr egat e the services. (Because the signatorasBoefse62the
operations wll typically not match one- to one, a "plug link" mechanism
defined in the WSFL specification can be Yused in a proxy nodel to map
interfaces in a sinple manner as described in the related WO 03/060710
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usi ng ano%t&elr nar%LIb servi g ajg%éae e- nmal VI Ce. cCess °ri ghts
i nformati on it 281587 UﬁFBv}rdc?é‘B i hipde ?%chﬁ%teéic&’b‘ffhtthé%tpﬁlﬁﬁ%hﬁ‘ent
sub- servi E%S.SWOA UEéER wiHehi Bhis Bypsemlladaiasisstriat or ,mafidraeampl epdni ght be
gi ven adpéthapnatondteessisi ghtsria@top@utRIdE AG: RREK altoRige %H@hdaﬁe

i ncr easi ng1 tR8S:RL aG8 819@;6‘ aélggfl o angthe reacdelef ing Lhe
o rmmi | of a%otter us I’S s m tnl g\%ﬁ %hg £tol‘ff%§m]§/ s oré belgubsed to

define the operaty onglypr%)r%/lca'a%mﬁﬁl%rhé’ﬁt}%lfﬁ’e %%@rer‘?:eé“tlﬁh%F 't Fl‘é nessages and
par anet er 3**hRFEIREEr BriFsBErn 65 ity oRkeessho dusoparadt | wrrsagds uwdinT essetkr n t he

rel ated iswestions, oteat adi@eidted\olaidosdiveBé.) NBYcdRe PRIHEON Id it idnhuman
user or Uusidig Qf%gbémtri&‘eéjggrﬁltphg% tﬂé a%co&r&nggﬂfbtlll etntlleél%.oser 1%%r
exanpl e, fhe hur an, user. egns adr;rna)r/l te asre % nror mat1 on such as
the port type narre ChE7 PSRt FERNOF EHE" naeE SampLe, hight De'given
itional access rights for performing operations such as increasing the

storage space allocation of another user, deleting the e-mail of another

user, and so forth. WSDL documents may then be used to define the

operations provided by each sub- service, and the messages and parameters

which are used to invoke those operations.

As discussed in the related inventions, creating the WSDL document
may be performed by a human user or using programmatic operations, or a
combination thereof. (For example, the human user might may be asked to
supply information such as the port type name, the location of the name
space information, and so forth, while programmatic operations generate
<operation> and <message> elements for a software resource’s public
methods. IBM's WSTK is an example of a commercially-available product
which may be used to programmatically generate WSDL for an existing
software resource. See “The Web services (r)evolution: Part 4, Web
Services Description Language (WSDL)”, G. Glass (Feb. 2001), published by
IBM on the Internet at

http://www—lOG.ibm.com/developerworks/webservices/1ibrary/ws-peer4, which



space information, and so forth, while programmtic operations generate
<operation> and <nmessage> elenents for a software resource's public

met hods. WBNMBB6OMBIK i s an exanpl e of a commerci al | y-avai | 0T&BIR08626 t

whi ch may be used to programmatically gelnerate WSDL for an existing
software resource. See "The Wb services 4(r)evol ution: Part 4, Wb

Servi ces Description Language (WSDL)", G d ass (Feb. 2001), published by
| BM on the Internet at

htt p: / / wwRr$881tisban comtmiey of apenwmiesi Mahs esatce@siny Briany, MSuREa 4o, Whi ch

WO 03/ 06081fp RCHELB02/ 058266 Wi cRNESCN S 781-2X8MR 8+9f .Programmati cal ly
generating a WSDL document for a si m eT\%gba?ﬁgr Sseng\e/Tpceo 'agﬁorffa%

"get Tenp"and "set Tenp" operations.) In order to join the identity systens
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aut hor i zati@fteaPRIAth QNS R B IBISAIRS 8 ne GLALEC Lhe, dynam ¢ nature of
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di scl osed herein address this difficulty by enabling an aggregated service
to be provisioned within the context of a web services work flow, where
operations ar eUtiddndiduitbentishnipn WiDlavdbetimanl & apsk-akend RYekedaUsing SOAP

nessages aidthiam @ owoide fif@idefdeni-t i @Npor gL E?ﬂ%‘:@x?’eﬁ%%& %g\§ocr£?¥ copstrain
0" ha u

access togtheif, . exp Joperations to those users wh ve sutffei%ent
credentia %ség By dt%)éu%%gfgs%j'l I ?/he ERBHSHPAr B ortResd heredrmdogrss (#sing an

. an |
exposed authortZat PO apEig: Pororesatay srgicd o antageousd wotkenakbhe
creati on mtexserofps ofebl esrwihec wospai owvarnvhaggragabednses d 8t 1and using

opti onal Insptodduhiéd 8RS &rdsevaREANIdiRS dRpiftssONE! LBt CANGR,, and/ of
e S

del et ed ygieRg; QL r espondi ng service operations. aniﬁ)l & Vﬁessa]goé”s and

operations depicted in Figs. 5A through 5 w Il now be described, and wll
be used to illustrate how the present invention enables provisioning of
aggr egat ed serAgigtesptieri seutiisés mbyt@Bst £OMPHEdERE €1\EhE ONBPLsca( ASe Wit bn e
obvi ous 1o emeseofhis&ki biho iHAve N&irdldient N&-ABSSAYES AN QRELAEIQNS -~ and

par anet ergtnareof ol |Jrlé§g£t6}_% g dsr:ll.nc_lzyzla%s exposed authorization operation.

It may also be advantageous to enable creation of user profiles which span
an aggregated services, and optionally to allow these user profiles to be

queried, changed, and/or deleted using corresponding service operations.

The sample messages and operations depicted in Figs. 5A through 5E
will now be described, and will be used to illustrate how the present
invention enables provisioning of aggregated services in a distributed
computing environment. (As will be obvious to one of skill in the art, the
messages and operations -- and parameters thereof -- illustrated in Figs.
5A through 5E are provided for illustrative purposes only. An actual
provisioning interface may include other messages and operations without

deviating from the scope of the present invention.)

The “InResolveProvisioningIDRequest” message 502 illustrates an
input request message which may be used to query a service for its view of
who a particular authenticated user or entity is. (Hereinafter, the term
“user” may be construed as applying equivalently to a human user or a
programmatic entity such as an automated service unless specifically

qualified.) Message specification 502 declares that this request takes a



5A through 5E are provided for illustrative purposes only. An actual
provisioning interface may i nclude other nessages and operations w thout
devi at i ngwbroamsd7e scope of the present invention.) The PCT/GB02/05626

"I nResol veProvi si oni ngl DRequest ™ nessage 502 illustrates an input request
nmessage which may be used to query a sefVice for its view of who a
particul ar authenticated user or entity is. (Hereinafter, the term "user"
may be construed as applying equivalently to a human user or a programatic
entity such as. an_aut onat rvice. ynles jticall ifJe
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ODer ] O ASCL 5830085 e o1 0 80 82011101y SUAIIPLE, ] ) o
descri bed Below). 10 Specity the provisioning system. which i nagi ng t he
user prof PREGESE doy| PR SEFHtg IR HPrLIPS NPT MEEFOITS % ohe 83§§%y Se.

Ref er ri ngexowlto WhHigh.arpAdegwdiB8] bptefler Fedrenbbdiche mrovetionked spFedent

[ nv,enlti Oggﬁh SOARNESSAERS ek &%mmi&a&émc?mﬂgigﬂhtw Vhe@matidhe
exanpl e P.ness 7 conprises a SOAP envel ope carrying a digital

Si gnaturealsnthlet ga%ggla%?o%'accordi ng to the prior grt. Seg Figg. 7Agfor t he
header 710 and digital signature 720. This digital signature nmay be used
for aut henti caReberrohgtive redigst g b 7Bulnrief sriedecshodipends sr ef (r8St

carried i préiet SOARnBESSage doRdymesSeGedifgr ctimiudicat éh ERSSAGEL beayi &30

] The example SOAP message 700 comprises a SOAP envelope carrying a digital

signature in its header, according to the prior art. See Fig. 7A for the
header 710 and digital signature 720. This digital signature may be used
for authentication of the requester who submits the service request
carried in the SOAP message body. See Fig. 7B for the message body 730

) and request 740. In this sample message 700, the message body specifies a
vGetLastTradePrice” message, for which the <m:symbol> child element has a
value of “IBM”. It can be presumed that this an invocation of a stock
quote service, and that this service requires the user to be
authenticated; the digital signature of the user has therefore been

5 supplied in the SOAP header. (Refer to “SOAP Security Extensions: Digital
Signature, W3C NOTE 06 February 20017, which may be found on the Internet
at location http://www.w3.org/TR/SOAP-dsig/, for more information about

using SOAP messages in this manner.)

] The present embodiment (s) leverage this digital signature technique

for conveying authentication information pertaining to authenticating



and request 740. In this sanple nessage 700, the nessage body specifies a
"Get Last TradePri ce" nessage, for which the <m synbol> child elenent has a
val ue of WDBBO607H@ can be presuned that this an invocati oRCOIGEBN285626 Kk
guote service, and that this service requires the user to be

aut henticated; the digital signature ofi¢he user has therefore been
supplied in the SOAP header. (Refer to uSOAP Security Extensions: Digital
Si gnature, WBC NOTE 06 February 2001", which may be found on the Internet
at location _http://ww, wW3.org/ TR. P-dsi gt - i.nfor { about
usi ng Smlﬁeﬁﬁs%]ga%%relgﬁt%%iws%’rrsaeﬁ?é?%e ?‘%t:ér%réls%gg% u{e%gé%ler}gﬁt (?%;th?%ver age
this di gitsftssi é?‘ﬁF@n?%ﬁﬁP%lfégr?Weéd’f?@eﬁ?Wdcﬁﬂt hentication information
pertaining to authenticating WO 03/ 060710 PCT/ GB02/ 05626 16 users of
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serves torfledql]q’faﬂ%’ntpfca , formatl on requester (that  1is, I’ghe thorized

pr ogr anmaid ¢ CRAHEr B hifrgh ttise P* vﬁ‘rﬁ‘af‘suﬁ%éq‘fféos P g HRE A hot r2et ™ iSer s

i nf or mat i esdrs Tferidpooy DIbe plrranil’e paranetbe gkl tUgepriovPEi8A amddr ess
(such as gyddaif ofi-RESOHI GA rhae Rebbil, Tdunti HRlY,) oofvuAT” )pOVA Si ONi Ng syst em

hosted by a servi.ce provider. Jhe "Resol vellsers., OpgLaldQni«seer-£ enent
554 of Fi %r.ovéfbfonolflgaéjyssg?\é{n/ﬁlcoeﬁ?de% i?/;% tJhe BiI hResol velser sSRequest " nessage

506, and PREZBBIATS (GFe IFLgREnt B9 RESHIY e PR PERSISENEE™ “RESYAG5e-508. In the

exanpl e, thiresoliepatrsRegssHyens389¢ <50defindedespondetwithi ¥y an array naned

" User Set " woEREs SRS sre B ENCSs skt 5he. pant tiel exmghiepftnieseaget 508 is a

namespace, preflx,,.and , \s 4 gg.),lfe.(?:u% I Ly a&EEy aLf8Y ebidutli Ofne (Ffcax

out put array Bresuna%ly Identifies the authorized users of th%.gartlcul ar

servi ce hdO¥WPNE''hitd theRedy) GLUEFsOT gFRFatti off 554° RRAPETF el Hothd fo

usi ng UDDis arseld ity qkeld fyushagreayS@AR nFesoage (TS pheut REGEY vRIISERPLY

oper ati on; gxRe¥tad cnd laulBYri zRAGs k- PIeShe Badt PV SéaRti oy neysingnthics per form

the detertinanlan.of. ULROLLZEM UGRIS: Jad BBund RO GaLEUSGIPLAL ihofRguest”

message 510 shows how The 't er dce ~of an Input request nessage that

creates auFidwr 2piBPei TEAPght ABe e SREiTecUseAE” i WoFhe Bt Rst "eXanpl 6 -

messages, hate rsqiened ixpabviséoning ggeteanto perform the determination of
authorized users.)

The “InCreateUserProfileRequest” message 510 shows how the interface

of an input request message that creates a user profile might be designed.
As in the other example messages, it is bemeficial to include an
authentication token as one of the input parameters passed to the remote

) service, so that the remote service can authenticate the information
requester and determine whether this requester to authorized to use the
“CreateUserProfile” 556 service which exposes the
“InCreateUserProfileRequest” message 510. The “provID” parameter may be
used to provide a URI or other address of a provisioning system, as

3 discussed above, where the user’s profile is to be stored in this
provisioning system. The “userID” parameter preferably identifies the
user for whom (in the case of a human user) or for which (in the case of a
programmatic user) the profile is being created. 1A “password” parameter
may be provided to establish the password associated with this user.

) (Credentials other than a password might be used for this purpose, if
desired.) The user’'s full name might be passed in a “FullName” parameter,

depending on the needs of the underlying service. Finally, in this sample



aut henti cati on token as one of the input paraneters passed to the renote
service, so that the renote service can authenticate the information
request erwand/ocdstier m ne whether this requester to authori PEU/GBI205R6t he
"CreateUserProfile"” 556 service which exposes the

"I nCreat eUser Profil eRequest” nessage 5187 The 1llprovl D11 paraneter nay be
used to provide a URI or other address of a provisioning system as

di scussed above where the user’ S profile is to be stored in this

for whom ‘e case human user) or. for_which (in the case of a

programrat(fr@aﬁ‘s‘egrefpf‘ﬁélﬁ (ﬂpeF%tﬁos‘ b AGCTrESL B A "passwor d" par anet er
may be prticdest dUgeeodbl sReluedte pes@erdl lasawt irasedii Titht #t s user.
(Credent i edutcodfreisénadsapassued misghte bazusan fior ekhigs epurieseytpit

desired. ) J;g?%%qr J.sea:fulflq% an gglé%}gb%lugeu%%ggﬁgl Qhé: Eullllel\lgp&llgar ameter,

dependlng on e nee ying service. Finally, in this sanple
WO 03/ OGOVIﬁﬁtP@T/WéBO‘?’FGS%SfGI "fbssage, the user's access rights are
provided as an array. The " Creat eUserProfile" operation 556 receives the
"1 nCr eat eUser Priaf isbteReayesdrbroRSsagpics10, me3Bigd 63PaHdes it Bxaiple

" Qut O eat lése%ﬂeoff&:ﬁgo eseeqlfgeemeaéel?thamst fEe£XBMRlG o1 s out put

rressageS returns an val ue ind |cat|%gpv%% er _the roflle
creation WHSTERCCEsEIM 20150 PEPREC S R §USEPPT ot i | r"élﬁ?e(‘i]u TY® nessage 514
shows an exampters intlewdeaoe afiprengncitripot tokequist-hekessgien RathansieRtdadt o
retrieve chdfigrdmbtoth ke@Bstedsar pboileviingsgerst orad “profbl orThe message
par amet er 5,4 Ak g Q%@U&Q%B&h&as%%}n wé@t é%ﬁ&@f@& iwreeutaeens h&ati ng

the infornation reéquest er, §Igrow Si ent

"
i dentifyi h‘{:]e“ﬁlﬁ’re&w SEP g %ﬁ‘e Bf WPTFW}’llgg ST ol %Dflgnd a user
i dent i f i einfbtustionDid bedng dcemwa‘bydt he"hms arespage \ﬁ,ﬁé)nal%/\,ﬁF%‘fiLdFﬁeaspFB? iipgut

i nfor mat i oftdr$adreitBga MeqeLsisadrroENls BBSSAgGeidd 4ahs ypeovi ded as the input

interface, d%gﬁer§3é§£39$%§£éﬂé%&bﬁéén éég§a§§r§@6cgf H%Qg éﬂaﬁple returns the

" Qut QJery er Profil onse” ness i rrpl turns, the
user's pa‘s%‘?kbfopasfsﬁ’??d'n PE “ahe §8€easc§e?‘? Jﬁ?gtsf r%ﬁﬁ"?%‘ ooreg rp?r@oqfl Te. The
"I nUpdat eUser Profi | eRequest” nessage 518 i s anal ogous to t he

"1 nCr eat eUser Pmef i"reReguesdcrriRSSagenkit; reBdadis 638 tikeasamgopartangters in

this exag& %se%@&f&g‘&%g&pf lrneﬁa Qpﬂoat 519@ u@@g t‘fh%cgérﬁéeﬁalanl%ters in

"1 nUpdat I.le eguest nessa respo ds

" Qut Updat Eli‘isgefeﬁ“i?ﬂiar eR §poq?§1§F‘FUS|‘?‘ég]s°§di t Z@efﬁ%ﬁml 2 ahst %lvgﬁgt "o the
" Qut Cr eat EUgipAPrifser BRES pepsmesifesserpee53d8, prd rREPEWENHHE 2% hi s out put

voutUpdateUserProfileResponse” message 520 that is analogous to the
“OutCreateUserProfileResponse” message 512. In the example, this output
message 512 returns a Boolean value indicating whether the profile

creation was successful or not.

The “InDeleteUserProfileRequest” message 522 and
» “OutDeleteUserProfileResponse” message 524 are provided as the input and
output interface of the “DeleteUserProfile” operation 562 (see Fig. 5E) ,
and enable deleting a user's profile in a similar manner to how the
profile may be created or updated with the “CreateUserProfile” operation

556 and “UpdateUserProfile” operation 560.

In addition to authentication and authorization messages such as
those which have been described, it may also be useful to define messages
and operations pertaining to configuration of aggregated web services.
Examples of the “SetConfigParameter” 564 and “GetConfigParameter” 566

) operations are illustrated in Fig. 5E.



message 512 returns a Bool ean val ue indicating whether the profile
creation was successful or not. The "InDel eteUserProfil eRequest” nessage
522 and WwWOuwBDel7ed eUser Prof i | eResponse” nessage 524 are proTiGRedoseeét he

i nput and output interface of the "DeleteUserProfile"” operation 562 (see
Fig. 5E), and enable deleting a user'siprofile in a simlar manner to how
the profile may be created or updated with the "CreateUserProfil eff
operation 556 and "Updat eUser Profil e" operation 560. in addition to

aut henti cati on Igmd a h%;')u atml on nes ggg %‘é%@or&igp&%@@eﬁ”m‘sgi‘ oggya@tllggen
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" Set Conf i gRaisamedeiyrobhe Barkeb3atsC€0 N1 5g Parlee et megGgeopRsr atithesexrwple
illustrat ﬁgs Il'ﬂ ﬂ él%te%p W3LR6QiE10aPERt BRALOSEZEionl Borldie “SﬁmbEeﬂ"nput

nmessage f " nfigParanmeter”. 564 alj QN odSr dencity en
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" Qut Set COEW@Pa@ralr?ét éﬁfﬁizégp%é"t@zsamﬂ%q ﬁ’ﬁ&tle ﬁ&ggkcbé’esﬁ%"reﬂ tgﬁﬁ’é enpl e
has i nput ipartambéerasadipe hed ddbuddyt te astthenth cdpbinbrhichker s" rarehTeRen”
for the r@ﬂ&ﬁ%tsé,astsbe,ela@@@via'slaoméwgom@umlioarpgﬂamewéﬂs famei dentify the

pr ovi si Om n ?n F?]%@m?o aingena{q.u]ge‘a%raﬁ:g%éteerrvgﬂ \?\#%‘%H#%]Fpl% ﬁésgs[o‘t&g 52'(8he user

i dentifier® e user hi' s paramet er
shoul d bera@g@éuaatB@eleaahaaH?e EﬁﬁltgurlatiiL%ﬁ—Flﬁar%P%? é‘enams

" par amet ewﬁ&mhfmmrmm""mmamwfaieeeéd The out put nessage 528 retur ns
a Bool ean value "result", indicating whether the "SetConfigParaneter"”

oper ation succegde%{nﬁ%e S rrpnlee ¢_zllglr;}pg rqﬁss%@c&%gggeamgg}ﬁg@g|cg,lg§£@l|g@1ter

566 operation TS arane equest %aggpl g out put
nmessage i $8 “'I@GF@?cnébﬁfﬁéirQP%‘ife& TeasRe sHonsand 589 saFRLe [ FHREt AEEES5e 530 in
t he exanpheutde@sonfippirdparairepossanhizh aflee iidewt measadeo53haesethsf exgwple

"1 nSet ContLg P%aa%%ﬁmggs‘x i HESSAPEr36a1 @XCERset batenkhe
" par anet er, Vag[euga par arre rds omitted 'Ie:hgzﬁougg JESsage. 532 returns the

er est” méssa
val ue of th ararre er _using par a terVaI uel | ararrete({
ng

Turni ng néWJta@eF@@falee" Ipéﬁi’“&e‘ie§ heeﬁrﬂb‘iféf& vwﬁhéhOWtb%eﬁié% FBre xR Ut
an aggr egatbek SErttieC ee@natédeairderter t ysiagditer “coreger'alren pappeEtati ons of
its, sub-services within the context of a web services work flow, according

to preferred egbodi ments of .the, prl%gggt e ﬁrgtg&)qvhléh"dég}l fd eded agi-n" or
singl e sign-on capabi |ny an aggr eg gat ed servi ce,

accor di ng etc%cuftﬁég pafnegggﬁeg?.ﬁ ﬁFFWe Wﬁertéﬁyldceﬁélty a or”configuration

operations of its sub-services within the context of a web services work

flow, according to preferred embodiments of the present inventiom.

A “unified login” or single sign-on capability may be provided for
an aggregated service, according to the present invention, whereby the
provisioning interface of the aggregated service can be used to solicit
all required information from a user at the outset of executing the

B] aggregated service. (As will be obvious, it may happen that some
information needs to be requested from the user during execution, and thus
the presént invention should be considered as enabling the minimization ot

such requests.)

5 The operations which are defined sequentially within the WSFL work
flow of an aggregated service are executed, according to the work flow
definition. The login information obtained from the user is preferably
wstacked” for use by the sub-service to which individual elements of the
login information pertain. Stacking of modules is known in the art by

0 those familiar with identity systems and authentication systems which
provide single sign-on capability. Stacking refers to using a “primary”

password as an encryption key, where the information thus encrypted



provi sioning interface of the aggregated service can be used to solicit
all required information froma user at the outset of executing the

aggr egat eaoganei7ee. (As will be obvious, it may happen thRCTEGBMR/05626
information needs to be requested fromthe user during execution, and thus
the present invention should be consideré¥ as enabling the mnimzation of
such requests.) 5 The operations which are defined sequentially within the
WSFL work flow of an aggregated service are executed, according to the

work flow, §Liéyst L4 orT d Ogédanli&?}ﬂf Hﬁés!w%%&bt ﬁé ”c%‘l_ Léa%ﬁlhw%rkléé‘sfs i g
preferably sub-servi ce whi ch 1 ndi vi dual

ked" for us
el ement s o‘fsefih‘élt%I byt AEPRTOT f"r’&‘f%léiho’beltfl?ilsr’?co%‘?aié’ k?arF§W8derr6‘Hﬁlté’§ ?asssﬁ’ﬂﬁ% in
the art byus@dt frys ehe avich senviaes h ahd diei pyineys tewsvwendd apritiigentd taeissere
syst ens WhiC Bhe piggvédit e8i sihvecSiaga- mtaawlahééet YecdidaeKigagsweiaer s te usi ng

a "primary.,; Passwer d,as; x%k@&‘CJnYQté K WY €t al f @bMBL R8kd hus
encrypt ed .03/.060710 PCT/ GB02/.056 %ssélae\rlr\ﬁ{l ses one ondary"

passwor ds. ¢ {tﬁ‘gnstaé]@kﬂﬁ 5?%‘3&%""?%’“ N1l Wgaﬁlfeedséﬂgoﬁrﬁi?‘é?ﬁefioﬁo t he
secondary fﬁ@sémpélslad:reea@%nﬁmd@ aychegifgriophesaeegervi ces, and the
primary password applies to the scope of the aggregated service and

g[)gtc.e?.t Zdt geggrﬁﬁg 42 (%?A%I%% §£{§3ra<é$mo£hlescﬁ) %prls_;,ewl %ér@ftﬁe'd{g\égked in a
osEuor ds SPEETHER b PaTREa ATl BYECaRSRot O TREHIRHE HAT e

aut hent i catitahnasy aldter ihedt refersners deveigeto TRgsyRrdetsseheq)i ASatL tBl ock
600 of Fi gLimbt tMaetgpe be ¢reaentd al edHaitf her bandippasisadior doredentsiiank | iy by pe of

aut henti Ca&x‘o@ﬂdédn@th)an§'r§ay80b$rﬁ:llﬂgglg @Qﬁe tEJE@,t stefigLences hefehled 0
"passwords” are ﬁ entials that

suppor t ed.*"GFEYE %”Ing(eﬁ%’y 3ha P”ﬁ%%lkﬁgdsﬁ%eh%fe%l e PUE /G eér t ext,
str¥ngs \A/rﬂe@hlﬁa?@ée%éenTh@néWWéacattlpe Kietfermagidn peeyl Fleerk By mpsead iasy
certificatiepusuehaasem¥cb0Prbiesr thidicai B1S gpndhite avthemdntcaiiion tdkear mation

may t hen b@lQ@@%@g) atﬁaonl ﬂ%t:aigl%n of e_L@t &tﬁgﬁyic%%lo%bgﬁt%hl gener ate an
aut henti cation token (Block 610) upon invocation of its authentication

operation. Preferably, the authentication token generated in Block 610 is O
gener at ed as arPrRRerdlignidist autkisheiracann tiesan [senpyrleddin Bl acka 6SOAP nessage
header. | nyehbis dananen, xus Eradnd@n] idHies damytie belayediathen AGORS SicBgadebh

services. }Bgfigf tQnttﬁl@.sdd\a?ﬁg§sI&@rqdehbﬂl%él%yeb(g%a %QI? a?:QQsél'?l F\b&)s
7A and 7B, which sho ure is_ine B header

el g XV SRR (RSO oE HUPETEIoTHE APG TAPTS (A e DR R r £ 8ke o
qual i fi ed Rapes picevhighdshove Q%Pe@mléabr%e@ﬁeaebys thelydedt & ¢ SOAP

header using XML syntax. (As shown therein, the digital signature tokens

5 use a qualified namespace, and are therefore preceded by the letters
“ds”.) Authentication systems and policy systems may be bound to service
operations using the SOAP header as well. WSDL descriptions preferably
model operations as a combination of a SOAP header and body. That is, all
operations requiring proof of identity preferably require user credentials

0 to be exchanged. The SOAP Security Extensions technique used in the
examples herein ig one example of how this may be accomplished. The
Security Association Markup Language (“SAML”), the Generic Security
Service (“*@SS”) API, and the Common Secure Interoperability (“CSI”)
architecture also provide means for security exchanging a principal’s

5 credentials. (A version of SAMIL: is defined in an OASIS Draft which may be
found on the Internet at
http://www.oasis-open.org/committees/security/docs/draft-sstce-saml-spec-00
.PDF, dated Apxril 11, 2001. The GSS-API is defined in RFC 2743, “Generic
Security Service Application Program Interface, Version 2, Update 17,

0 dated January 2000. CSI is defined in “Common Secure Interoperability V2
Specification”, available on the Internet at

http://www.omg.org/cgi-bin/doc?ptc/2001-03-02.)



"ds".) Authentication systens and policy systens nmay be bound to service
operations using the SOAP header as well. WSDL descriptions preferably
nodel opewetBosyias a conbinati on of a SOAP header and bodygT/GHvawsds, al l
operations requiring proof of identity preferably require user credentials
0 to be exchanged. The SOAP Security Ext®hsions technique used in the
exanpl es herein is one exanple of how this nay be acconplished. The
Security Association Markup Language (11SAM.11), the Generic Security

Servi ce (11688 he@kn%e&ﬂ%@%@cﬁ%‘ér %éﬁ&%ﬂé@ﬁﬁt@ L.hfaﬂcmg T"
architectyre al so. proyide gea.ns fPr cur‘at .exchangin pringci

st T R CAST 4t ta r}c)tﬁcﬁjéjgfmbe

credential s. J?JX version o i ne
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Securl ty 9 f%fei 1géppl icatio Pr rogra am I nterface Version 2, Update 1", O
0

dat ed Janu BET s defrhe ESFHoR Secure | nteroperability V2
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i isu aut hent | at is, for e
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aut’hent i c§Ped FAT s’f“héli‘e cﬁlé‘ﬂé‘}‘i’filelat s If glthe ‘a%%toéﬁ%ltaeéeﬁitlhetlf?@uiféqtfégtl stHigr
t he remai neder igfndthelidwed €o centidwe omahtsnachordiynegdtedt Sevaggr egated

servi ce' sf)ilioweysle, id Hﬁrek&@b@yifétﬁkﬂed §1<ic‘i< dei, gned.t gnier Qe m the test

at Bl ock gggceggr thalpl once, Jfor SXanp est %Sagcog% Vf or_a.user who m ght

| og of f durin snée o operalo Bt e ien " the I | 'S nodel . | f

t he t est ﬁﬁ%cﬁsh%ﬁt’t”iﬂé‘uﬁés"lﬂ Blogh &R0 ¢ Fpgch t‘}§é‘|'=s ite sRst 18| téReEFaroigont i nue

oper at i ngattienageplégate@dlser(rhee,isantbrathé alektrseredde tbSbg et Brably

{'Et t(,ll’ Re‘d (BC Kh@@krvﬁ:felt t§§ %éﬁﬁn@@eaccgf@ﬁﬁs§é r‘EtgeO&SFB glovﬁmgcﬁgg§63gff \tltﬂe h
est has resuy en__processi ng c 0 ic

tests to ghP %%é% \t%llgg useratiye restuhght?cﬁlcal (fongl-f Pnc Fnsuf((ee[rﬁ% %EOC §t%t he next

servi ce t BEIEVHEFf GP?@G’l tWﬁ’éF%‘fs’t hPsB]s"éFvWé’e is det er m ned accor ding to the

WSFL fl ow nodel ). If

; In Block 625, the stacked identity information for the next
operation to be performed is retrieved. This retrieved information is
passed to this next operation’s authentication service, which generates
(or retrieves) an operation-specific token using this identity

information.

At Block 660, the operation-specific token is returned to the caller
using a SOAP header (as described with reference to Figs. 7A and 7B).
(Note that while the response messages in Figs. 5A through 5C do not
illustrate returning authentication tokens, such tokens can be added if
desired.) Block 670 then uses the received operation-specific token to
determine the user’s operation-specific authorization. (Users may have a
number of roles which determine their credentials for a specific class of
operations. A person who is a manager might be allowed to view the
personnel records of his employees when acting in his manager role, as one
example, whereas he might not be allowed to use this same operation to see
his own personnel record when acting in his role of an employee.) The

authorization invocation in Block 670 preferably also uses a SOAP header,



this test has a negative result, then control transfers to Bl ock 640;

ot herwi se, control transfers to Block 670. In Block 625, the stacked

i dentity wofoaweto on for the next operation to be performead/dB208026i eved.
This retrieved information is passed to this next operation's

aut henti cation service, which generates2i(or retrieves) an
operation-specific token using this identity information. At Block 660,
the operation-specific token is returned to the caller wusing a SOAP header

(as described will) LAl QLENGE hOlas:c [AaNGedbhen {1RLEA U8, Wi €ud e
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i nvocation in Block 670 preferably also uses a SOAP header, WO 03/060710
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.C,
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may be passestnine additénmhequser instezahtofatddefonlkbhas Megn BirgeRe 650. 125Af t er

t he, oper apLan GospleliesariBbock 690 checks to see if there are nore
operations in the sequence. |If not, then the processing of Fig. 6 ends.
O herwi se, control returns to Bl ock 620 to determne if the user is still

aut henti cat ed PSridhBeHYGPBYRRE"Ser VP TE BT e Fn‘\’/ﬁﬁ”tlﬁn “8EK 530 wil |
det er mi ne adhetthgeousheecimEnues fautiront fiming Jogredaties ¥RPxFeSErCFf ceSO48 has

headers are preferably used to relay identity informatiom. The disclosed
5 techniques enable heterogeneous identity systems to be joined in the
dynamic, run-time integration environment of web services. Open standards
are leveraged. Note that while particular standards (such as WSFL and
SOAP) have been referenced when describing preferred embodiments, this is
for purposes of illustrating the inventive concepts of the present
J invention. Alternative means for providing the analogous functionality

may be used without deviating from the scope of the present invention.

As will be appreciated by one of sgkill in the art, embodiments of
the present invention may be provided as methods, systems, or computer
5 program products. Accordingly, the present invention may take the form of
an entirely hardware embodiment, an entirely software embodiment, or an
embodiment combining software and hardware aspects. Furthermore, the
present invention may take the form of a computer program product which is
embodied on one or more computer-usable storage media (including, but not
0 limited to, disk storage, CD-ROM, optical storage, and so forth) having

computer-usable program code embodied therein.



been di scussed earlier). As has been denonstrated, the present invention
provi des advant ageous techni ques for provisioning aggregated web services.
SOAP heaworog/oen7eo preferably used to relay identity informariGBe2/oidre

di scl osed techniques enabl e heterogeneous identity systens to be joined in
the dynamic, run-tinme integration envidnment of web services. Open
standards are leveraged. Note that while particular standards (such as
WBFL and SOAP) have been referenced when describing preferred enbodi nents,
this is for p&lﬂ@%%@éer&f ihLd M0 Ak ke hh&ega;%&;& Y GRBERRLS Gf £ibp present
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While the preferred embodiments of the present invention have been
described, additional variations and modifications in those embodiments
may occur to those skilled in the art once they learn of the basic
inventive concepts. Therefore, it is intended that the appended claims

5 ghall be construed to include both the preferred embodiment and all such

variations and modifications as fall within the scope of the invention.
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resources of anpcapgiagatiRdpsefivi &8 ngNik LeRUthNg Ret WY KesG@PPIdnSi Ng t he
st eps of:dOS q%ﬁ.ning a provisioning interface of the aggregated service;
speci fyi ng the provisioning interface in a service description docunent; O
obt%i ning credentials of a user of the aggregated service, according to

t he service desothptingnetkdenninit; orahye rf thee 2odtearpetl serddentaa@osdimnd

5 all owi ng.qt bge wsev: doapsdfiprivnt Bsaggr egated service if indicated by the
anal yzing step. 2. The nethod according to Claiml1, further conprises the
step of: O registering the service description docunent in a registry. 3.
The nethod accG@it¥grEothy aPiZedthetpRlad8mit™ si ng the steps of: defining
a psovisioning interface of at |east one of the one or nore 5 software
resources of tha1sgGieeRd edes AoV b&orANthd 85gRa6HeDietiReal £ li0astateBtry

sof tware resourge §f§g%%ylng the provisioning interface of a service

perfornediby ?%eygg% resource in

2. The method according to Claim 1, further comprises the step of:
0 registering the service description document in a registry.
3. The method according to Claim 2, further comprising the steps of:

defining a provisioning interface of at least one of the one or more

5 software resources of the aggregated service; and

for each of the at least one software resource, specifying the
provisioning interface of a service performed by the software resource in
the service description document or in one or more other service

0 description documents.

4. The method according to Claim 3, wherein the step of obtaining
credentials of the user of the aggregated service also obtains credentials
for the at least one software resource, according to the service

5 description document or the one or more other service description
documents; and further comprising the step of allowing the user to
perform selected services represented by the provisioning interfaces of

the at least one software resource, if indicated by the analyzing step.

0 5. The method according to Claim 4, further comprising the step of

obtaining operation- specific credentials of the user, and wherein the



the service description docunent or in one or nore other service O
description docunents. 4. The nethod according to Caim 3, wherein the step
of obt ai wog@3/oer7edenti al s of the user of the aggregated secTiGe2abeo
obtains credentials for the at | east one software resource, according to
the service 5 description docunent or thé&*one or nore other service
description docunents; and further conprising the step of allow ng the
user to performselected services represented by the provisioning
interfacestep ot Be1Atinkeast uSe tSOfLMBER J@SOWICEarvitel Qﬂ%} Cledn et he

anal yzi ng o?)%g iog—é'ecl-?gc ré?:te epn ig'fsc%rfd!: neg ¢ g gl m 4, Jurther conprising
the step of —ObBtainihg operation- spacrt] ESCF8denti A€ of the user, and
wherein the WO 03/ 060710 PCT/ GB02/ 05626 24 step of allowing the user to
perform sél.ect deserthiod escdepiergdso gllathet, epereati e speGizihg seegdenti al s of
t hes SE! ectpdpsaieyi £€ -legst The dsethpdiacetlidhfdrt Ol @) rﬁu‘lﬁho%@z.%ﬁ:@brp dehene

anal yzi ng cs_,reg&t?ai:%rrprl ses at | east one of (1) authentication and (2)

aut hori zation of the credentials. 7. The method according to Claim1,
wherein identity information is programmtically relayed anong distributed
servi ces per f orliredrdipod recbréigiht ardaiesouriesiofideheiaggnegabetbisesvi ce.

8. The nethegraceoiding fedafdRiafiby dm@glri_%hee% E%r@{&grﬁigmf:&é‘q E)?ltﬂ‘ﬁhéi ng f
conpri ses g [ specifies e credentials in a header o
threrpmsssagsgffgﬁ%gar%gg\@/?écsgg?e%eg grieoageci)ggf/mocfe'the nmessage. 9. The net hod
according to Claim8, wherein the nessage is a SOAP ("Sinple Ohject Access
Pr ot ocol " B-nmesgagenethod afkerdimpbhod CAstor7di wigeredn Glhal prdgramheriei rellalheng

se{ Xi ge dG,‘,-Sﬁ}jéﬁi&Teis ngndd@;umé&sa&ﬁ whesi {ﬂﬁ%ﬂfi&keh@%%&l&t'iéﬂgli%g\%bhe%erU}e
met hod ac X erej e u anguage i s ervi ces
Descri pti ggg Lae%ga%éégg%%vgﬁ%%fe Feiufsg'ljhne arr%%ﬁ'oapatélgo’?e |S%aet o daim 2,
whetein the registry is a network-accessible registry accessed using

st andar di 2ed n¥bysagebod at8ordingysd efmimrs, pricaresn Omienges@age Ors ADIAAPSOf t war e
resources (8finle GHIEEFA-EHs IROEVIEA ) MAs6QOPUL i Ng net wor k, conpri sing:
means for defining a provisioning interface of the aggregated service;
nmeans for specifyin% the provisioning interface in a service description
docunent ; freans™f S1°THRT &cRPT Er BiéAtimlls Wiergindde vivihe degeriajared

servi ce, document is specified in a markup language.

11. The method according to Claim 10, wherein the markup language is Web

Services Description Language (“WSDL”).

] 12. The method according to Claim 2, wherein the registry is a

network-accessible registry accessed using standardized messages.

13, A system for provisioning one or more software resources of an

aggregated service in a computing network, comprising:

means for defining a provisioning interface of the aggregated

service;

means for specifying the provisioning interface in a service

i description document;

means for obtaining credentials of a user of the aggregated service,

according to the service description document;

means for analyzing the obtained credentials; and



according to the service description docunent; means for analyzing the

obt ai ned credentials; and WO 03/060710 PCT/ GB02/ 05626 25 neans for

al | owi ng wbhe3ewmnot o performthe aggregated service if i mdiraamoedsdry t he
means for analyzing. 14. A computer program product for provisioning one or
more software 5 resources of an aggregaf®d service in a conputing network,
the conputer program product enbodi ed on one or nore conputer-readabl e
medi a and conprising: conputer-readabl e program code neans for defining a
provisioning  GreaRb SAFragE Rfind N8 AU LORLRILSET Yhe GigeCOIRUL &l eadakl e
program polgl%.ggtaegsbf QLS e%%gf Arngnélheigr ovisioning Tnterface in a service
descri ption ocunent ;5 conpu er-reddabl e program code neans for obtaining
credentials of a user of the aggregated service, according to the service
descripti on. docemmiter conguaeprpéadalibe grpeigiam oo dae meansrd ebfanakyzi ng
t hes obt ai nedou£de8UdENtahal §yregRich € QBRMEET 1 %.ag@@ugirw QQEMQO% efor

allowi ng the user t perfarmthe agqgregated service if _.indigated by the
conput er - Feadapl Bro%urcgg?na'br%%(lz%éj nn%%%g’rf’gorreaﬁ%“fpﬁ/l Phigeadaple media and

comprising:

computer-readable program code means for defining a provisioning

0 interface of the aggregated service;

computer-readable program code means for specifying the provisioning

interface in a service description document;

computer-readable program code means for obtaining credentials of a

i

user of the aggregated service, according to the service description

document ;

computer-readable program code means for analyzing the obtained

) credentials; and

computer-readable program code means for allowing the user to
perform the aggregated service if indicated by the computer-readable

program code means for analyzing.
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