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Relying party requests validation
and authentication of a user
S100

User transaction device displays transaction message M
S101

'

Image of transaction message M captured by imaging
device S102

'

Application on user imaging device establishes
communication channel with image validation module S104

:

Application sends request to validate captured image to
image validation module S106

'

Imaging device sends image of message M to image
validation module $108

'

Image validation module processes image S110

'

Image validation module determines image is unaltered and
originates from registered user imaging device S112

.

Image validation module creates authentication response
S114

Fig. 2
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Registration Authority issues registration document S400

'

User imaging device captures images S402

'

User requests registration of user based on captured
images S404

l

Captured images are transmitted to image validation
module of validation system S406

'

Image validation generates unique digital fingerprint based
on received image S408

'

Image validation module extracts text and/or image data
from received image S410

'

Image validation module compares extracted text and/or
image data with original registration document S412

Does extracted data
match original data”?
S414

no End without
registering user

User and imaging device registered in validation system
S416

Fig. 4
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User imaging device captures one or more images S600

'

User imaging device transmits captured image(s) to image
validation module S602

: Optional: capture image(s) stored in image validation
: module S604

Ballistics algorithm analyses captured image(s) to extract
device fingerprint’ S606

'

Captured image(s) analysed to approximate the PRNU
noise S608

'

PRNU noise data for user imaging device is stored in a
database of the image validation module S610

Optional: ballistics algorithm and fingerprint are updated :
after a period of time S612 :

Fig. 6
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User Transaction Device 12 [ > Signature creation
device 11
l Validation and authentication
device
User Imaging Device 16 +I1rrS1age Validation Module
Fig. 7b

User Transaction Device 12

: Signature creation device
I 11
|
|
|

Fig. 7¢c

Validation and authentication
device

User Imaging Device 16 [®— ™ | |Image Validation Module
18
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User agrees & accepts a message Mg
S800

l

User requests signature for Mg from Fig. 8
central signature creation device (SCD)
S802

! : v

M is created by user
transaction device
S804a

M is created by SCD M is created by AVD
S804b S804c¢

/

M is received by authentication & validation
device (AVD) S806

M is sent to user transaction device for
display S808

'

Image of M is captured using user imaging
device S810

4
Captured image of M is sent to AVD for
authentication S812

Does captured M no
match original M?
S814

End without

yes signing Mg

S816

Digital signature is created & Mg is signed

4
Digital signature may be verified
by user or third party
5818
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Image of user’s official document captured by imaging
device S900

'

Application on user imaging device establishes
communication channel with image validation module S902

'

Application sends request for a public key certificate to
image validation module, with the captured image S904

l

Image validation module processes image S906

'

Image validation module determines image is unaltered and
originates from registered user imaging device S908

'

Image validation module extracts data from image of official
document S910

'

Image validation module compares extracted data with data
on original official document S912

l

If extracted data matches original data, image validation
module determines validity of document S914

'

Image validation module forwards request for certificate to
certificate authority S916

'

Certificate authority issues public key certificate S918

Fig. 9




