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A terminal collects biological characteristic information of a user, and displays S11
the biological characteristic information at an initial position on a screen of the
terminal

l S12

Determine a target position according to the initial position, and display the |~
target position on the screen

Prompt the user to move the biological characteristic information, such that a S13
display position of the biological characteristic information on the screen moves

from the initial position to the target position

Detect the display position of the biological characteristic information on the S14
screen after the movement, and judge whether the user is a living body according
to a relationship between the display position and the target position
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Determine a key region of the collected biological characteristic information of the user

;

Obtain an initial gesture of the biological characteristic information, via calculation by
using biological characteristic information within the key region

;

Perform coordinate mapping according to the initial gesture, and map the biological
characteristic information to the initial position on the screen of the terminal
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S51
— Randomly generate a candidate target position
l S52
Calculate a distance between the randomly generated candidate target|~"
position and the initial position

S53
adge whether the distance is smaller thain

predetermined value

Determine the candidate target position with the distance greater than S54
or equal to the first predetermined value as the finally employed
target position
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Upon receiving an identity authentication instruction of a user, a terminal collects
biological characteristic information of the user

'

Judge whether the user is a living body according to the collected biological characteristic
information

'

If the user is a living body, send the biological characteristic information of the user to an
authentication server

Receive an identity authentication result sent by the authentication server, wherein the
identity authentication result is sent after the authentication server compares the biological
characteristic information with prestored biological characteristic information
corresponding to the user
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Upon receiving an identity authentication instruction of a user, a terminal collects
biological characteristic information of the user

'

Judge whether the user is a living body according to the collected biological characteristic
information

If the user is a living body, determine image frame quality of the collected biological
characteristic information of the user, and select, from the collected biological
characteristic information of the user, first N image frames of the biological characteristic
information that are ranked at the top in terms of image frame quality

Send the selected first N image frames of the biological characteristic information that are
ranked at the top in terms of image frame quality to the authentication server

Receive an identity authentication result sent by the authentication server, wherein the
identity authentication result is sent after the authentication server compares the biological
characteristic information with prestored biological characteristic information
corresponding to the user
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