SYSTEM AND METHOD FOR ELECTRICAL CIRCUIT MONITORING

BACKGROUND
[0001] Electronics, including semiconductors and hard disk drives, require extremely high
levels of performance. Even a minor lapse in quality or environmental conditions can result in severe
operating variances. Environment conditions within which electronics operate, and are
manufactured, can vary widely. Reliable measurements and data to properly utilize tools, such as

electronic equipment, may be critical for certain fields, such as medical fields.

BRIEF SUMARY OF THE INVENTION

[0002] According to a first aspect of the present disclosure, there is provided a system for
monitoring a characteristic of an environment of an electronic device comprising a printed circuit
board and at least one component, characterized in that said system comprises: a sensor coupled to
one of said component and said printed circuit board, characterized in that said sensor provides a
response to at least one element in said environment; and a detector connected to said sensor,
characterized in that said detector comprises a device enabled to monitor data from said sensor.
According to a second aspect of the present disclosure, there is provided a method of monitoring a
characteristic of an environment of an electronic device comprising a printed circuit board and at
least one component, characterized in that said method comprises: placing a sensor on said printed
circuit board; connecting a detector to said sensor; and connecting said detector to an end user

device.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Figure 1 shows an on circuit monitor from the underside view of a chip.
[0004] Figure 2 show an on circuit monitor from the top side of a chip.

[0005] Figure 3 shows an on board chemical sensor.
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Figure 4 shows an ion selective electrode on a printed circuit board.
Figure 5 shows an on board gas sensor.

Figure 6 shows an on chip gas sensor.

Figure 7a shows an impedance sensing configuration.

Figure 7b shows typical usage of an impedance sensing configuration.
Figure 8a shows a capacitance sensing configuration.

Figure 8b shows typical usage of capacitance sensing configuration
Figure 9a shows a voltage sensing configuration.

Figure 9b shows typical usage of a voltage sensing configuration

Figure 10a shows a pressure sensing configuration.
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Figure 10b shows typical usage of a pressure sensing configuration.
Figure 11a shows a humidity sensing configuration.

Figure 11b shows typical usage of a humidity sensing configuration.
Figure 123 shows an accelerometer configuration,

Figure 12b shows typical usage of an accelerometer configuration.
Figure 133 shows a strain-gauge sensing configuration,

Figure 13b shows typical of a strain-gauge sensing configuration.
Figure 14a shows a temperature sensing configuration.

Figure 14b shows typical usage of a temperature sensing configuration.
Figure 15a shows & radiation sensing configuration.

Figure 15b shows typical usage of a radiation sensing configuration.
Figure 16 a shows 3 magnetic-field sensing configuration,

Flgure 16b shows a typical usage of a magnetic-field sensing configuration,

DETAILED SESCRIPTION OF THE INVENTION

Monitoring of electronic circuit assemblies may prevent untimely faliure.

Embodiments of the invention comprise a methed and apparatus for monitoring, In real time,

changes in electrical characteristics which may be due to contamination of a circuit assembly either

during production, which may lead to faifure. This monitoring may also be performad when the

circuit is in an end use environmant, such as when the circuit is in the fleld. A field environment may

be any environment, such as an sutdoor environment, an indoar environmant, or an environment

that is internal, such as internal to a human body.  In an example whers the clrcuit is used internally

o & humnan body, the invention may be an electronic health monitor that monitors potentially

critical circuits and hardware for contamination that may lead to failure conditions. The monitoring

may result in user alents, or alerts to operators or service technicians, As a result of the alert,
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correciive actions may be performed by such technicians, or by doctors in the case of an alectronic
health monitor,

{00307 Whils real timae monitoring and evaluation of effects on components is
contemplated, it is also contemplated that 3 monitor or detector, or an end use device, as explained
below, date/time stamp data from a sensor In order that changes in the environment or
characteristics refated to the environment be correlatad to avents.

{0031} Embodiments of the invention provide monitoring of integrated dreuits, and other
electronics, comprising sensors, computational devices, and ancillary supporting alectronics,
Characteristics of elactronics are monitored, for ample, in real rime and may be usad to inform
decision making elements regarding any related risks and any related refiability as the monitoring
may refate to possible fallure modes. Gther modes related to reliability, such as modes where
performance Is impacted or other measurements or influsnced but where failure is not necessarily
resultant may be impacied. Forinstance, it may be chemical cortamination that causes the
degradation or failure.

{0022] While there ars many non-electrochemical falure modes, slectrochemical modes,
for purposes of this embodiment, are defined modes caused by the impact of any ch&micai or other
contaminant, on an electrical dreuit. The effects of such contamination may be messured through
sensing changes in electrical characteristics of 2 device such as an integrated dreuit. In order to
achieve high reliability, the device in question should be clean from contaminates that would
negatively impact the davice, such as ionic contamination or contamination that would induce
corrosion or undesirable electrochamical reactions. Cleaniiness in this context may be defined as
the absence of contamination on a circuit board, Contaminations may be under components on the
hoard and may cause fallure or degradetion of the device. In particular, clesniiness is the lack of
jonic spedies or electrochemically active species on the board. 1t is understood that cleanfiness is not
limited to any particular source, or chermnical identity. Rather, contaminations, or physical

imparfactions, relate to those thet impact the circult with particular focus on the electrical impact,
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such as leakage current, dielectric iosses, parasitic capacitanse, and by electrochemical impacts, such
as gaivanic corrosion, dendritic growth, and electrochemical migration. Embodiments of this
invention may provide an on board, or on component sensor or device or system, enablad to gather
data and manipulate that data into a decision point. The ability to gather data on the relishility of a
device or & subsystern of the device may result in less downtime or in fife saving decisions or actions.
Embodiments of this invention provids a device and system capable of monitoring the electronic
assets for electrical performance against changes In s working environment, spacifically on board
cleanliness or physical integrity, and the changes over time on the board and under components.

{0033} The location of contaminations may also be Important, as well as the type of
contamination. Residue pocied under a component may still be active and ionic in naturs. Pockets
of contamination may be influenced by flux type, placement, wash characteristics, solder paste
volurne, PLB deanliness and companent type comamination. Accordingly, it can be seen that
cleanliness and contamination is a “multi-variable” issus,

{0034] There may also be a wids varlety of contamination sources. Contamination sources
may include fabrication residues on components, plating salts and uncured solder mask on PCBs, flux
residues, material handling from human induced solvenis body oils and organic matter, processing
equipmant, cleaning machine sffectiveness, unique non-stendard processes and martizls, touch up
and rework operations. There may also be other contamination sources or causes naot listed, The
embadiments of the invention are not limited to any particular contamination or cause, or list of
contarninations or causes. Those skilled in the art will understand the wide variety of
contaminations and causas as well as that there may be other, undmown, contaminations or causes,
Any and ail contaminations or causes may cause problams or degradations due to intermittent
connections, corrosion, electrical shorts or arcing, for example. These effects can negatively impact
device functionality and end user requirements. In certain instances, thess effects may compramise

national security or place people’s lives at risk. Even on products that are not life eritical or related
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o national securlty, uninterrupted service is often not tolerated by end users. Business may be lost
when products do not provide long term relisbility.

{0035] As noted above, contamination on electronics, such as printed Circuit boards, {PCB)
Is a concern for the relisbility of the entire assembly or product that contains the slectronics. While
many consumer electronics applications may not be concerned with the reliability of slectronics,
particularly long term reliability, thers are many industries, such as the military, medical, apital
sguipment, asrospace, industrial, and ofl exploration Industries, for example, where failure of
glectronics is considered unacceptable, and extremely costly. This is primarily due to the risk of loss
of life incidents, or an expensive or lengthy period of inaperability of the equipment leadingto a
large unexpected cost, or in serospace applications, such as satelfites repairing faulty elrctronics is
not an option, Further, knowladge of contamination on slectronics can allow s manufacturer of the
efectronics, or the seller of the items, to make business decisions based on projected ife expectancy
of the product.

{0038 Thers may be many sensors that can be used o gather data on different
contaminates or changes in electrical parameters. Examples of sensors that may be used with the
invention, sither on the board or on the circalt, indude slectrical characteristic sensors {rasistances,
current, voltage, impedance, reactance, dielectric constant and radio frequency characteristic
sensors, environmental/mateorological sensors {femperature, strospheric pressure, humidity,
light, air flow, condensation sensors), chemical sensors {ion selective slactrodes, poteniostatic,
slectrochemical cells, voltammetry, chemical selective field effect transistors, electrachemical
sensors), gas sensors, and physical sensors {stress, strain, prassure sensors).

[0037] Raesistance sensors may be either on board or on circuit and allow for measurement
of resistance batween two electrodes. Depending on the resistance measurad, the pracencs of
comtaminants can be assessed sither underneath the components or on the board surface.

fO038] Capadtive sensors may be on baard or on the drcuit and allow for messurement of

the capacitance between two electrodes. Depanding on the capacitance measuread, the presernce of
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contamination underneath components or on the board surface can be assessed. For instance, In
many component types and croudt types, capacitance must be relatively fow for proper functioning.
Measurements of capacitance beyond & certain threshold may indicate the presence of
contaminants.

{0038] Impedance sensors may be on board or on the ciroult and may provide indications of
a combination of resistance and capacitance. Incorporation of the fraguency domain ray provide a
more detailed assessment of the presence of contaminants on the circuit board or underneath a
component, This may be useful, for example, In the context of high spead electronics and radio
frequency electronics.

{8040] vVoltage sensors may be on board or on the dircult and allow for the measuremant of
voltage leakage between slectrodes. Depending on the voitage leakage found, the preasence of
contaminants may be assessed undernsath components or on the board,

[B041] Current sensors may ke on board or on the drouit and aliow for the measurement of
termperature using a thermistor or other type of temperature sensor between slectrodes. The
temperature determined on the board or under a component may aid in determining the Iifespan of
senticonductors such as dicdes, transistors, and more complicated integrated circuits {1C).
Monitoring for changes underneath a component alfows for the analysis of IC aging as a function of
temperature changes ovartime.

[0043] Humidity sensors may be on board or on the circuit and allow for the measurement
of humidity measurad by the electrodes. Humidity sensing may aid in assessing moisture absorption
possibilitiss as that may relate to activation and movemeant of lons underneath a device or on the
board.

{00431 Chemical sensors may be on board or on the cireuit and may allow for one or more
chemical type sensars, Chemical sensors allow for highly selective monitoring of chemical spacias,
such as an immunoassay, or a non-sefective technicue such as an Oxidstion Reduction Potential

{(ORP] elactrode, which responds to many different electrochemically active speciss. Some chemical
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sensors may be able to be minfaturized so that they may be placed underneath components, use no
reagents and thus eliminate maintenance, are solid stat or use gel materials to avold contamination
of a circult, or may output a signal that s easily converted into an slectranic signal. Chemical
sensors indude, but are not limited to, ion select electrodes (SE} including pH electrodas,
coulometry, potentiometric, valtammetry, smperometry, and chemical selective field effect
transistors. The specific environment that 3 device resides in may determine what particular
chemical sensors types are used for the monitoring and what chemizal species are monitorad. For
instanca, if the electronics to be monitorad are in a fluld environment where certain pH levels may
cause sucessive corrosion to the device, the pH slectrode may be used and would single that there is
potential issues with the monitored davice, The electronic assembly would detect changes in the
local environment and the changes can be correlated to the reliability of the electronic device. The
corrafation may be recorded as accumudated damage to the device and use an actuarial type table to
determine a projected lifetime, for example.

{8044} Gas sensors may be on board or on the dreult and allow detaction of the influx of
gases undernsath componants that may either directly degrade an assembly or may aliow
electrochemical reactions to occur which may isad to further degradation or failure. Exampies of
such gases are acidic, basic, sulfurous, or corroshva,

{0045] Radiation sensors may be on board or on the drcuit and allow for the measurement
of radiation. Such radiation may be alpha, beta, gamma or X-ray radiztion. Depending on the
amount of radicactive measurements found, assessment can be made of the impsct of the radiation.
Alternatively to distributing discrete sensors on the cirouit assembly, radiation sensors may be
placed underneath specific components that are radiation sensitive, such as the memory and the
microprocessor. This will allow 3 determination of radiation exposure to particulsr components.

[B848] Physical sensors may be on board of on the circult and sliow for the messurement
of physical siresses such as strass, strain, and pressure at a specific component. Physical sensing

provides reliability assessment for electronics due to its ability to discern changes in stress or strain
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on companents, Fhysical sensing allows for an assessment of physical damage, abuse, changes in
ternperature, or even electrochemical processes that resuit in 2 change in operating conditions
ralating to degradation or failure.

{0047] Sensors may be on board or on & component or under a component and may he
wired or wireless depending on the desired use. The diversity of how znd where a sensor is used
alfows for a number of different applications and environmental contexts,

{0048} Sensors may provide raw data sireams that are manigulable into useful dats
through a variety of different electranic, or ctherwise, devicas, Such deviges include, but are not
fimited to microprocessors, analog-to-digital converters and sther well know deviess known to those
skilled in the art.

{00481 In embodiments of the invention, electrically conductive traces that serve as sensors
may preferably be located under or on components.  The traces may be connected to a monitoring
chrawit. The monitoring circult may then be used to alert operators, or system featuras, of potential
device functionai degradation or fafhure,

(00501 Embodimants of the invention may use conductive material, or traces, as a sensor
and cireuitry to monitor certain elsctrical characteristics of key areas of the electronic assembly. As
noted above, the electrival characteristics that may be monitorad include, but are not Emited to:
electrical resistance, capacitance, inductance, voltage, current, dislectric constant, and/for
temperature. Temperature, while 3 meteorclogics! concept, is isted as an electrical charagteristic
due to the fact that It may be measured electrically, such as by using 2 thermistor, Those skilled ifj
the art will recognize that a thermistor may change resistance based on temperature. A
thermocouple may also measure temperature by monitoring valtage changes. 1t is understood that
terpergture is 3 useTul predictor in repard to the Hfe tme of transistors, dicdes, 1€ and other

slectrical components that may be used on s circuit board,
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{0051} All of the sensors mentioned above, as well as others, may be used for data
V scquisition from sensor (o microprocessor or computational system and then to and end device.
Combinations of different type sensors may also be used.

{O052] Sensors typleally require some sont of power source. Energy sources may he on
board such as power or ground planes or it may be a battery based source. Energy harvesting
technigues such photovoltaic or tharmoelectric energy harvesting technigues may be used. Others
technigues known 1o thase skilled in the art may aiso be used,

{0053} In embodiments of the invantion, the monitoring may be done continuously or
pericdically depending on the contaxt of the monitored device and user operable options, or design
options.

{0054} In embodiments of the invention, the traces may be constructed of any electrically
conductive material. Those sidlied in the art will understand common materials used in slsctronics
manufacturing process. Thess materials may include, for example, copper, silver, gold, nicks!,
aluminum, patiadium or alloys of metals, Other conductive materials may also be used. Depending
on the axpecied anvironment for the product incorporating an embodiment of the invertion,
different of the conducting metals may be preferred. Metals or alloys resistive to corrosion may be
preferred (o copper’s lowesr price polnt and ready avallability In carrosive environments, for
example, As those skilied in the art will understand, copper is subject to rapid corrosion in the
presence of chioride long, but gold s not. In such an amvironment, gold would be prefarred so that
the traces do not underge the same corrosive effect as the device being monitored. Corrosion of a
trace material may alter the electrical characteristics in the same way that the product being sensed
is altered. Those skilled in the art wall ﬁnderstand the preferred materials for intended atmosgheres.

FO055] Asis undersiood from this deseription of the preferred embodiments, no limitation
o the ways in which the conductive traces in intended. Az noted, the smbodiments of the
inverttion may be either on the clreult board or on the dreuit, Traces emploved by embodiments of

this invention nead not have any spedific shape or be located In any particular place. s
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understood, however, that the traces should not be located in 3 location that nagatively impacis the
desired operation of the device being monitared.

{80586} Asis understood from this description of the embodiments, no imitation on the
connection of the sensor traces to a monitoring circuit is intended. Both on hoard and on circuit
implernentation of the Invention contemplate that the implementation is underneath componants,
either on the underside of the component itsslf or on the circuit board under the component. An
example of connections betwesn the traces and the monitor are electrical connections such as
leads, solder bumps, and pads on the component. Those skilled in the art will understand the
various methods of electrically connecting different things. For instance, one msthod of making the
connections on an integrated circult is to use otherwise unused connections between the
component and the circult board, Those skilled in the art will understand that various component
packages, such as Dual Infine Packages {DIP), Smiall Cutline IC packages {SOIC), Ball Grid Arrays {BGA)
packages, Land Grid Array {LGA) packages, flip chips, and other packaging technologies will have
more connections {a.g. leads, wire bonds, pads, balls, seider joints) to the circuit hoard than the
devices requires. Typically, these connections are usually soldered but are electrically disconnectad
from the device within the component and the pad on the circuit board, Thesa non-connected
connections, or fioating connections, may be used by embodiments of the invention without
impacting the component function. For instance, in the on circuit method of the invention, the
sansor traces can be conveniently connected to these connections on the device and then the
corresponding connection on the circuit board may be connaected to the monitoring drouit, 1nthe
on hoard embodiment of the ivention, these pads may serve as useful connection points.

{0057} In embodiments of the invention, the unused connections may be designad by a
component manufacturer to connect to a monitoring device of the invention. Such an
implementation may contermplate that the micropracessor on the board may contain the maonitoring

cireult. Such an embodiment would kesp the sensors and monitoring circuitry entively an the

10
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component, as oppoesed to using an unmodified component where traces have to connect down to
the board and to additional circuitry.

{0058] Maonitoring dirouitry pursuant to embodiments of the invention and with
understanding of what Is disclosed here can be designed by one of ordinary skiil in the art based on
what efectrical characteristics are desired. 1 is understood that the measuremants may be passive,
A passive monitoring would be with no voltage or current applied to the sensor traces. Such passive
monitoring may be accomplished, for example, In 2 temperature measurement with 3 tharmocouple
arrangement of conductors. in non-passive embodiments, for example, a small voltags, such as 3.3
wedts, may be applied to 3 pair of sensor traces and then the current measured between them, i is
undarstood that these are examples of implementations and the monitoring circuitry is not therahy
fimited.

[0058] Sensors utilized by embodiments of the invention may be fabricated by any
technique understood by those sldlled in the art. Some examples of techniguas for making the
tracas are electrolysis deposition, slaciroplating, conduntive inks or polymers, wires, foils,
lithography and photolithagraghy.

{088} The underside of electrical components on a board is not readily measurable.
Providing traces on the undarside of such components alfows for such measurement. For instance,
photo-reactive inorganic salts, in addition 1o one or mors of the methods mentioned above, may be
deposited In a pattern on the underside of the dircuit. The deposited metals may be slectroplated or
added by any of a number of processes. An example of a deposition process is that of US Patent
8,784,852, which is embodied harein for all it teaches and discloses,

{061} As noted above, embodiments of this invention monitor the resistance in traces
underneath components. When contamination is prasent, the resistance between traces may
decrease to indicate lons in the contamination, This may serve as an indicator that there is
contamination. {f the resistance decreasa3s below a certain value, it may trigger an indication that

the conductivity underneath a component may fead to degraded performance or fallure,

11



WO 2017/210310 PCT/US2017/035239

{0062] The present invention provides an apparatus, system and methad for gathering
information and data on a timely basis regarding the raliability in and around the electronic cireuit
card,

{0863] Embodiments of the present invention also provide the ability to transmit or
cominicate the data from the traces and monitor to a device for computation or for decision
based information communication outside the bosrd or circuit. The communication system utilized
ray, for example, be one of wireless {(Wi-Fi, Blustooth, cellular, nearfisld communication), wired
{sarial Lthernet or parallel connections), optical (such as fiber aptic or infrarad), or ather
communication method understood by those skilled in the art of communications. All of these
methods may be used for data acguisition from sensor to microprocessor o computational system
andd then to and end user or end device. 1tis understood that a combination of communication
methodofogies may also be used.

{00684} Data transrmission is versatile and may be processed and conveyed vis Blustooth
connection to an end user device, such as 3 laptop, smart phone or other device), And end user or
computer program can further process the convayed information to determine sccaptable, or
unacceptable, product conditions.

[0085] Data processing and conveyance of information may be gerformed anboard, but
with separate draultry to an end user device. As an example, use separate clrouitry may e used for
systemns that already utilize a Blustooth transceiver with sufficient bandwidth margins to allow
additional dats transmission,

[B066] Large scale data storags, manipulation and analysis may be necessary depending on
the context of the contamination monitoring erwironmant. Processed data may be produces
wlihing an integrated circuit and transmitted to an end user device for further computation and
assessment. The device may be logged into 8 server iocation that serves as a storage area for the

data. Automatic uploading of deta may be performed whern the device access the Internet. The may

12
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be useful for environments that require remote access to health records and may be part of a larger
network of equipment.

{00671 A cellular transceiver may be used within the circultry of the device. The system can
communicate directly to a server and submit its own processed data. This may be useful for assets
that require remote access to health records and may be part of a larger network of equipment.
This may remove the requirement of a physical access to the system and allow for fully remate
systarn monitoring. 1T is understond that some access to an cellular signal would be reguired,

{0068 Discreet circuitry may be used to perform data processing, storage, and cefiular
transmission of data 1o storage. This may be useful in systems that are remote and already contain a
means of storing and transmitting data via a cellular connection.

{8069] A central, online, data procassing and storage server may be used. A sarver location
may perform data processing tasks. This may allow for the integrated circult to submit raw data via
a celiular connection. The end user may visualize data remotely and may perform data
manipulations consistent with the latest research or situational developments without hardware or
firmware aiterations. This methodalogy may be useful for remotely deployad assats that are
difficult to aceess, and may exist as part of a networked system.

{0070} The on hoard storage and data transmission may be performed outside of the
integrated cidrouit.

{0071] The present invention provides an apparatus, system and method for gathering
inforration and data on a timely basis regarding the refiability in and around the electronic circuit
card assembly or system to determine its reliability as it relates to slectrochermical fallure modes or
conditigns that could adversely affect peﬁormance over time.

[0072] Figure 1 shows an on drcuit monitor from the underside view of a chip. Forthe
example shown in Figure 1, 3 leakage current detector s shown as an embodiment of the invention.
The underside of a chip, or board, 100 s shown,  The chip 100 shown is roughly modeled after a

OFN. A OFN is a Quad Flat No-leads package that is typically used in surface mounted electronics
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designs, 1tis undersiood that othar types of sensors may be used on similar designs and that other
types of olrouit packeging mav be used. The example of Figure 1 is not Intended to limit the
invention to any particular type product or monitoring.

{8873] Power connection 320 allow for power to be applied to the chip. The chip 100 also
shows a pair of thermal pads 150, The thermal pads 150 are shown divided in this example. There
may be & singular thermal pad 150. Athermal pad 150 aliows for the transfer of heat, Two non-
connected connection {NC) 130 are shown on the chip 100, The NC 130 connections are not
connected to 3 sificon die. As noted elsewhers, the presence on non-connected connections is
common practics in many chip packages. The embodiment shown here advantages the NC
connectors 150,

{0074] A sensor 140 s shown connected between and to the NC connectors 150, The
sensor shown is 3 metal film deposited across the surface of the chip 100, As noted, this
ambodiment shows the metal fiim senaor 140 deposited on the underside of the chip 100. The
maetal film sensor 140 can ba created by any appropriate method. The NC 130 pads on the chip are
utilized to make electrical connections. One of the NC pads 130 will tead to a detecting circuif 160
and ground. Any current that leaks across the chip 100 from one of the YCC 120 into the other will
generally flow through the sensor down to the board 100 through an NC pin 130 and to the detsctor
circuit 160, The detection circuit is then shown connecting, in an appropriate manner as described
elsewhera, with an end use device 170 for assassment and avaluation,

{0075]  The computation and analysis of raw data from the sensor 140 may he performed
as apprapriate at the detecting dreuit 180 or at the end use device 170, The detecting circuit may
also be on the board 100, it s also understood that the sensor shown in Figure 1 s that of 3 current
leskage detector for purposes of example. The sensor 140 may be any sultable type of detector,

[0076] Figurs 2 show an on circuit moniter from the top side of a chip. For purposes of the
axample, this s the same sensor shown in Figure 1. The dashed elemeants in Figure 2 are shown 1o

indicate that they are underneath the board 100. A chip, or board, 100 s shown with 3 plurality of
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connection points 110, A powaer supply 120 connects to a palr of the pins. The NC 130 connections
are not connectad to z silicon dis. As noted elsewhere, the presence on non-connected connections
is commaon practice in many chip packages. The embodiment shown here advantages the NC
cannectors 150,

{80771 Asensor 140 is shown connected between and to the NC connectors 150, The
sensor shown is a metal film depasited across the surface of the chip 100, A3 noted, this
embodiment shows the metal film sensor 140 deposited on the underside of the ohip 100, The
metal film sensor 140 can be creatad by any appropriate method. The NC 130 pads on the chip are
utilized to make electrical connections. One of the NC pads 130 will iead to a detecting circuit 150
and ground. Any current that leaks acrass the chip 100 from one of the VCC 120 ins 1o the other will
generally flow through the sensor down to the board 100 through an NC pin 130 and to the datector
clrowit 160, The detection creuit is then shown connecting, In an approprizte manner as described
elsewhere, with an end use device 170 for assessment and evaluation,

[B078] A board trace 155 on the board 100 conneats the sensor 140 1o the detecting circuit
180 via the non-connected connector 130, The board trace 155 is a standard PCB {Printed Cirouit
Board} trace that jead to the detector 180 and ground. In this exampls, the detector 160 is an
ammeter. Howaver, it is understood that any clreuit or detector capahie of providing current
leakage detection may be used. Further, it is undersinod that any circult may be used for detecting
any other characteristic where appropriata.

{00797 The computation and analysis of raw data from the sensor 140 may be performed as
apprapriate at the detecting circuit 180 or 8t the end use device 170. The detecting cirult may also
be on the board 100, it is also understood that the sensor shown in Flgure 1 s that of 2 current
Imakage detector for purposes of axample. The sensor 140 may be any suitable type of detector.

(G080} The chip 100 also shows a pair of thermal pads 150, The thermal pads 150 are
shown divided in this example. There may be a singular thermal pad 158, A thermal pad 150 allows

for the transfer of heat. Two non-connected connection {NC) 130 are shown on the chip 100,
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{8081} Figure 3 shows an on board chemical sensor. For purposas of the example in Figure
2, the chemical sensor 340 is based on 2 graphene Held effect transistor (GFET). nan embodiment,
the chernical senisor 340 GFET is a thin and small chip that is attached to the board 300 bafore other
critieal components are added over it In an alternative embodiment. The chemical sensor 340 GFET
may ke entirely integrated into the board 300, in both embodiments the chemical sensor 340 GFET
is situated under the other components on the board 300, A plurality of pads 310 are also shown on
the board 300. The pads 310 provids connaction points for the component {not shown) which will
“sit atop the sensor 3440,

{0082 Typically, GFETs are capable to measure pH and are scalable to be able to §it under
other components on the board 300, As those skilled in the art will know, a GFET is typically made of
a silicon substrate. Graphene is the only form of carbon {or solid material} in which every atom is
available for chemical reaction from two sides. Graphens is also a zero-gap semiconductor. The
chemical sensor 340 GFET is comprised of a source 341, 2 drain 347 and a graphene gate 345, The
source 341 and the drain 342 are shown wire bonded 335 to pads 330 on the cirouit hoard 300, The
wire bonding 335 to the pads 330 may be done in conventional fashion as understood by those
skilled in the art. As ths pH changes based on chemical sensing, the current changes in a pradictable
manner, The current can be monitorad. A reference electrode 350 connects to the chemical sensor
340 GFET. The electrode 350 provides monitoring capabifity as part of a monitor 360, or separately
front the monitor 360 {as shown). The monitor 350 is then shown connecting, in an appropriate
manner as described alsewhears, with an end use device 370 for assessment and evaluation.

{0083] The computation and analysis of raw data from the sensor 340 may be performed as
approprizte at the detecting vircuit 160 or at the end use device 370, The detecting clreult may also
be on the board 300, it is also understood that the sensor shown in Figure 3 is that of a chemical
detector for purposss of example.  Other chemical sensors may bhe used as appropriate for the

intended use of the companent and board.
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{0084} tigurs 4 shows an lon selective glectrode on s printed circuit board. The underside
of 2 board 400 is shown. The board 400 has a plurality of pads 410 which are soldered or stherwise
attached 1o the board. A plurality of electrical connections between pads 410 are shown. An
electrode 440 s also shown with an electrical connaction 420 to a pad 410, The slectrode 440 s an
ISE {lon Sefective Electrode). AniSE s a transducer {or sensor) that converts the activity of a spedific
fon dissobved In 2 solution into an electrizal potentizl. The voltage is dependent on the leve! of ionic
activity. In essence, the 15E 440 changes its voltage in proportion to 2 substance that interacts with
the electrodes. The ISE 440 may be small lon selective electrode scresn printed on the board 400,

[0085] The electrical conpections 420 show electrical connections to the chip. These
glectrical connections may be metallic traces. Those skilled in the art will understand a variety of
methods of providing electrical connections on a printad circuit hoard. The electrical connections
fead to pads on the chip that may be connacted to circuitry on the board 400 to enable 1SE
measurements. The pads 410 may also be connected to other pads 410 that carry signals to the
traces on the board 400 that lead to the circultry for ISE measurements, The sensing materials 445,
which may be a polymer or inorganic crystat for example, provide sensing input via the electrical
connections 420 to the electrode 440, The slectrode 440 may be connected to a detecting circuit via
arw method. Thoss skiiled in the art will understand how to connect the electrode 440 to the
detection drcuit, The detection dircuit may be connected to an end use device 445, 1115 understood
that the sensing material 445 may be any material capable of sensing ionic activity.

{00861 The computation and analysis of raw data from the sensor 445 and electrode 440
may be parformed as appropriats at the detecting circuit 450 or at the end use device 460, The
detecting cirouit may also be on the board 400, 1t ks also understood that the sensor shown in Figurs
4 is that of a lon selactive electrods for purposes of example. The sensor 445 may be any sultable
type of detector,

[O087] Figure 5 shows an on board gas sensor, The boeard 500 has a plurality of pads 510, A

trace 548 is on the board 500, The trace 540 miay be a silver plated exposed trace. The trace 540
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rmay be manufactured and plated in a conventional process. As shown, a portion of the trace 540 is
on the surface of the board 500 and the silver is exposed to the environmant {below components),
The trace 540 connects to an approprizte detector drouit 550, The detector circuit 550 may ba
enabled 1o detect sither resistance changes in the trace 540 or when the circuit is in an open, or
disconnected, state.  As an example, sulfurous gasses (sulfur, sulfur diodde, hydrogen sulfide, ete.}
are very codrosive toward silver. As the silver trace corrodes, changes in the electrical resistance of
the trace 340 result. This is due to the corrosion causing the sifver to change into non—conductive
sitver sulfide {AgS). The trace 540 is plated to the board in & manner that makes it smaller and
thinner than other stiver parts on the board 500. Because the trace 540 is thinner than other silver
plated connection on the board 500, the failure of the trace 540 ccours fastar, Fallure of the trace
540 provides an indication of possible impending degradation or fallure of the components on the
board. The component would sit over the top of the trace 540.

00881 The detactor 550 may be any suitable means for determining the resistance of the
trace 540. The detection circuit 550 is then shown connecting, in an appropriate manner as
described elsewhere, with an end use device 580 for assessment and evaluation. The computation
and analysis of raw data from the sensor 540 may be performed as appropriate at the detecting
cireuit 350 or at the end use device 560, Further itis understood that other types of traces may bhe
utilized depending on the nature of the environment involved. For instance, a chip may be intended
for an environment that has a different type of gas and a particular metal may corrade specifically
with ragard to that gas. Those skilled in the art will understand the corrosive effects of different
gasses on different metals.

[0082] Figure & shows an on chip gas sensor. A board, or chip, 800 is shown with a plurality
of pads 810, A sensor 640 is placad on the board 800, The sensor 640 may be on the underside of
the board 600 or may be under a component. The sensor 640 connacts to a detector 850 by any

suitable maeans. The detector connects 1o an end use device 660 by any suitable means.
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[00%8] The sensor 840 is & metal oxide semiconductor chemiresistor, Those skifled in the
art will understand the gas sensing techniques utilizing such a chemiresistor, The sensor 640
connectest to two NC pads 820 on the board. The sensor 840 is comprised of two interdigitated
slectrodes 841 covered by 3 semiconductor metal oxide 642, Each of the electrodes 641 connects to
one of the NC pads 620, In the Fgure 6, the cross-hatching over the electrodes 641 is used to
indicate the metal oxide layver 642 over the electrodes 841, The slacirodes 541 and metal oxide 641
may be depasited on the board 600 using any sultable deposition technigue. As the matal oxide 642
corrades, the conductivity changes and a detector 850 connected to the NC pads 620 will be able to
sense the change. The detector connects to an end use device 650

{0091] The detector B30 may be any sultable means for determining the electrical
charactaristics of the clectrodes 641, The detection circuit 850 is then shown connecting, in an
approprigte manner as described elsawhere, with an end use device 660 for assessment and
evaluation. The computation and analysis of raw data from the sensor 840 may be performed as
appropriate at the detecting circuit 630 or at the end use device 660, Further it Is understood that
many suitable types of metal oxides 642 may be uiilized depending on the nature of the
anvironment involved. For instance, a chip 800 may be intended for an environment that has a
different type of gas and 3 particular metal may corrade spacifically with regard to that gas, Those
skilled in the art will understand the corrosive effects of different gasses on different matals,

(00221 Figurs 7a shows an impedancs sensing configuration. A board 700 is shown with an
ot componant sensor 710, a power section 720, a data transmission section 730, 3 dats processing
section 740 an external sensors 750, The external sensor 760 may be a sensor that is on the board
00, Accordingly, Figure 7 is showing both alternatives, the on board and the on component sensor,
ftis understood that the on board senser may be used soleby, the on component sensor may be used
soleby or both sensars may be used in combination. The on componant sensor 710 and the on board
sensor 7680 may sach comprise two interdigitated electrodes. The two interdigitated elactrodes

grovide an impadance sensing mechanism. The sensor provides information to a detector {not
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shown ~ but similar to Figures 1-8) which may then provide information to an end use device {not
shown — but similar to Figures 1-8).

G033 Figure 7h shows typical usage of an impedance sensing configuration. A hoard 700
s shown with 3 component microcontroliar 770, A sensor 760 is under the microcontroller 770, The
sensor connects via a connection 765 to a detector circuitry {not shown) sultable for the monitoring
of changes in impedance.

(034} Figure 8a shows a capacilance sensing configuration. . A board 800 is shown with
an on component sansor 810, a power section 820, & data transmission section 830, a data
processing section 840 an external sensors 850, The external sensor 860 may be a sensor that is on
the board 800, Accordingly, Figure 8 Is showing both alternatives, the on hoard and the on
component sensor. iUls understood that the on board sensor may be used solely, the on component
sensor may be usad solely or both sensors may be used in combination. The on companent sensor
810 and the on board sensor 880 comprise a pair of paralie! electrodes capable of changing ‘
capacitance. The electrodes will electrically connect » detector {not shown) in 3 suitable manner
that is erabled to monitor the capacitance of the electrode pair and the detector will suitably
connect to an end use device {not shown),

{O085] Figure 8b shows typical usage of capacitance sensing confipuration. A board 800 is
shown with 3 component microcontrofler 870, A sensor 860 is under the micracontrolier 870, The
sensor connects via a connection 875 1o 3 detector dreuitry {not shown) suitable for monitoring of
changes in capacitance.

{0088] Figure 9a shows a voltage sensing configuration. . A board 900 is shown with an on
component sensor 910, a power section 920, a data transmission section 930, a data processing
section 940 an external sensors 3580, The external sensor 950 may be 3 sensor that is on the board
S00. Accordingly, Figure 9 is showing both aliernatives, the on board and the on component sensor.
it is understood that the an board sensor may be used solely, the on component sensor may be used

solely or both sensors may be used in combination. The on board sensor 960 and the on component

20



WO 2017/210310 PCT/US2017/035239

sensor B10 comprise 2 voltage source, 3 ground and a pair of traces, The provide 3 viltage sensing
mechanism, As voltage across the sensors varles, the sensor provides information to a detector {not
shawn],

{00971 Figure 9b shows typical usage of 3 voltage sensing configuration. & board 900 is
shown with an electronic switch 970, The switch 870 is shown connacied 1o the board 900 via the
source, gate and drain of the switch 970, which would be 3 normal instalistion. Traces 950 connect
via & connection 9735 to a detector circultry {not shown} suitable for monitoring voltage changes
between the traces 9680,

{2098] Figure 10s shows a pressure sensing configuration. A board 1000 is shown with an
on component sensar 1010, a power saction 10290, a data transmission section 1020, a data
processing section 1040 an external sensors 1080, The external sensor 1060 may be 5 sensor thatis
on the board 1000, Accordingly, Figure 10 is showing both alternatives, the on board and the on
component sansor. It is understood that the on board sensor may be used sofaly, the on compenent
sensor may be used solely or both sensors may be used in combination. The on component sensor
1010 and the on board sensor 1080 comprise & baromaetric pressure sensor. The sensor provides
information to a detector {not shown} which may then provide information to an end use device
{not shown!.

fO089Y Figure 10b shows typical usage of a pressure sensing configuration. A board 1000 s
shown with a photo-detector 1080, A photo-detector may be susceptibis to changes in barometric
pressure, The barometric prassure sensor 1060 is under the board 1000, The sensor 1080 connects
via o sultabls connection to a detector circultry sultable for monitoring of changss in barometric
Lressurs,

{80100] Figure 11a shows 3 humidity sensing configuration. . A board 1100 is shown with an
on component sensor 1110, a power section 1120, a data transmission section 1130, a data
processing section 1140 an external sensors 1150, The external sensor 1160 may be a sensor that is

on the board 1100, Accordingly, Figure 11 is showing both alternatives, the on board and the on
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component sensor, s understond that the on board sensor may be used solely, the on component
sensor may be used solely or both sensors may be used in combination. The on component sensar
1110 and the on board sensor 1180 comprise a humidity sensor, The sensor provides information to
a detector {not shown) which may then provide information to an end use device {not shownl.

{80101 ) Figure 11b shows typical usage of a humidity sensing configuration. A board 13001
shown with a high voltage power supply 1170, Avoltage supply may be susceptible to changes in
hurmidity, The humidity sensor 1160 is on the board 1100. The sensor 1160 connects via a suitahle
connection to a detecior dreuitry {not shown) sultable for monitoring of changes in humidity,

{O010R] Figure 12a shows an accelerometer configuration. . A board 1200 is shown with an
on componeant sensor 12180, a power section 1220, a data transmission section 1230, a data
processing section 2240 an external sensors 1250, The external sensor 1260 may be 3 sensor that is
on the board 1200, Accordingly, Figure 12 is showing both alternatives, the on board and the on
component sensor. 1t is understood that the on board sansor may be used solely, the on component
sensor may be used solely or both sensors may be used in combination. The on component sensor
1210 and the on board sensor 1260 comprise an accelerometer. The sensor provides information to
a detector {not shown which may then provide information to an end use device {not shownl.

§00103] Figure 12b shows typical usage of an accelerometer configuration. A board 12800
shown with a oryatal oscillator, A crystal oscillator may be sensitive to sudden changss in speed.
The accelerometar 1260 is on the board 1200, The accelerameter 1260 connects via a suitable
connaction {1265} to 3 detector circuitry {not shown) suitable for menitoring changes in
accaferation.

[oo104] Figure 13a shows a strain-gauge sensing configuration. A board 1300 is shown with
an on component sensor 1318, a powsr section 1330, a data transmission section 1330, a data
processing section 1340 an external sensors 1350, Tha external sensor 1360 may be 3 sensor that is
on the board 1300, Accordingly, Figure 13 s showing both alternatives, the on board and the on

component sensor. B is understood that the on board sersor may be used solely, the on componant
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sensor may be used solely or both sensors may be used in combination, The on component sensor
1310 and the on board sensor 1360 comprise an strain gauge enabled to measure stress levels. The
sensor provides information to a detector {not shown) which may then provide information to an
end use device {not shown.

{08105 Figure 13b shows typlcal of 3 strain-gauge sensing configuration. A board 1300 &
shown with an multi-ball FPGA 1370, An FPGA may he susceptible to physical stressas. The strain
gauge 1360 connects via a sultable connaction 1365 to a detector drouitry {not shown) suitable for
monitoring changes Is strain.

[DO108] Figure 14a shows a temperature sensing configuration. . A board 1400 is shown
with an on component sensor 1410, a power section 1420, a data transmission section 1430, = data
processing sechion 1440 an external sensors 1450, The sdernal sensor 1480 may be a sensor that s
on the board 1400, Accordingly, Figure 14 is showing both alternatives, the on board and the on
componant sengor. [Uis understood that the on board sensor may be used solely, the on componant
sensor may be used solely or both sensors may be used in combination. The on componsnt sensor
1410 and the on board sensor 1460 comprisa a thermistor enshled to measure temperature
changes. The sensor provides information to a detector {not shown} which may then provide
information to an and use device {not shownl

{30107 Figure 14b shows typical usage of a temperature sensing configuration. A board
1400 is shown win a MOSFET 1470, The MOSFET 1470 may be susceptible to changes in
temperature. The thermistor 1460 connacts via a sultable connection 1465 to a detector {not
shown] suitable for monitoring changes in temperature of the thermistor. The thermistor 1460
connects to the MOSFET 1470 via thermal vias 1480 through the board. The thermal vias 1420 allow
temperature information of the MOSFET 1470 to impact the thermistor 1480,

[O0108) Figure 15a shows a radiation sensing configuration. . A board 1500 is shown with an
on companeant sensor 1510, a power saction 1520, 2 data Iransmission section 1530, a data

procassing section 1540 an external sensors 1550, The external sensor 1580 may be a sensor that is
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on the board 1500, Accordingly, Figura 15 Is showing both alternatives, the on board and the on
component sensor. itis understood that the on hoard sensor may be used solely, the on component
sensor may be used solaly or both sensors may be used in combination. The on component sensar
1510 and the on board sensor 1560 comprise a Geiger counter circuitry module. The sensor
provides information to a detector {not shown} which may then provide information to an end use
device {not shown).

{00109 Figure 15h shows typical usage of a radiation sensing configuration. A board 1500 is
shown with a memory module 1570, The memory 1570 may be sensitive to certain lovels of
radiation. The Geiger counter module 1360 connecis via a sultable connection 1585 to a detector
{not shown) suitable for monitoring changes in radiation levels,

{00110} Figure 16 a shows a magnetic-field sensing configuration. . A board 1800 is shown
with an on component sensor 1610, a power section 1820, a data transmission section 1830, 3 data
processing section 1840 an external sensors 1850, The external sensor 1660 may be a sensor that is
on the board 1600, Accordingly, Figure 16 is showing both alternatives, the on board and the an
component sensor. 15 understood that the on board sensor may be used solely, the on component
sensor may be used solely or both sensors may be used in combination. The on componant senscr
1610 and the on board sensor 1560 comprise 3 magnetometar, The sensor provides information o
a detactor {not shown} which may then provide information to an end use devica{nat shown).

{00113} Figure 18k shows a typical usage of a magnetic-field sensing configuration. A board
1600 is shown with a pacemaker integrated chip 1670, The pacemaker IC may b sensitive to
magnetism, The magnstometer 1660 connerts via a sultable connection 1865 1o a detector {not
shown} suitable for monitoring changes in radiation levels,

FO01121 1 is understood that combinations of sensor types and arrangements may be made
on a single board or on a companent. For instance, a thermistor may be used in combination with a
complax capacitance/resistive sensor to provide information for multiple external influgnces.

Whers an environment has multiple facets, the sensors may be combined to account for muitiple
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factors. Combinations of sensors allows changes in one characteristic to be correlated to possible

changes in another charasteristic of the environment.

{00113 The foregoing description of the invention has been presented for purposes of
fHlustration and description. | is not intended o be exhaustive or to imit the invention {0 the
precise form disclosed, and other modifications and variations may be possible in light of the above
teachings. The embodiments were chosen and describad in ordar to bast explain the prindples of
the invention and its practical application to thereby enable others skilled in the art to best utilize
the invention in various embeodiments and various modifications as are suited to the particular use
contemplated. s intended that the appended claims be construed to include other alternative

embodiments of the invention except insofar as imitad by the prior art.
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CLAIMS

What is claimed is:

1. A system for measuring electrochemical reliability of a functional electronic

assembly, characterized in that said system comprises:

two or more electrodes integrated on said functional electronic assembly,
wherein said two or more electrodes comprises a resistance sensing
sensor, characterized in that at least one of said two or more
electrodes is comprised of a graphene material, and said functional
electronic assembly is utilized in a field environment;

a processor connected to said two or more electrodes, characterized in that
said processor calculates resistance and monitors changes in said
resistance as a function of surface contamination causing
electrochemical reactions related to said contamination, wherein
said resistance changes indicate a non-static migration of electrically
charged species from a first of said two or more electrodes to a
second of said two or more electrodes and wherein said changes to
said resistance indicate said electrochemical reliability;

an output signal generated by said processor, wherein said output signal
indicates an actual surface insulation resistance whether said

insulation resistance is within or not within a set limit.

2. The system of claim 1 characterized in that said processor comprises a current
measurement device, and said current measurement device is one of contained

within said processor and connected to said processor.

3. The system of claim 1, characterized in that said two or more electrodes comprise

an electrochemical reliability measuring device.
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The system of claim 1, characterized in that said resistance sensing sensor comprises

at least one interdigitated electrode.

The system of claim 1, characterized in that said processor comprises a voltage
measurement device and said voltage measurement device is one of contained

within said processor and connected to said processor.

The system of claim 1, characterized in that said functional electronic assembly
comprises a top side and an underside and characterized in that said two or more
electrodes are located on one of said top side and said underside of said functional

electronic assembly.

The system of claim 1, characterized in that said functional electronic assembly
comprises a top side and an underside and characterized in that said two or more

electrodes are located on said top side of said functional electronic assembly.
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