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FIG. 7A

700

Identify a first transaction in a first blockchain network that is a first Hash 

Time Locked Contract (HTLC) transaction in the first blockchain network 

702

Identify a second transaction in a second blockchain network that is 

a second HTLC transaction in the second blockchain network

704

Determine that a first transaction commit time of the first HTLC transaction

is earlier than a second transaction commit time of the second HTLC 

transaction and that a first secret hash of the first HTLC transaction has a 

same value as a second secret hash of the second HTLC transaction 

706

708Determine that the first HTLC transaction is associated with the second 

HTLC transaction and that the first and second HTLC transactions are 

related to a cross-chain transaction
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FIG. 7B

730

Identify a first Hash Time Locked Contract (HTLC) transaction in a first 

blockchain network that is associated with a second HTLC transaction 

in a second blockchain network 

732

Identify a third HTLC transaction in the second blockchain network 

that is associated with the second HTLC transaction in 

the second blockchain network

734

Identify a fourth HTLC transaction in the first blockchain network 

that is associated with the first, second, and third HTLC transactions, 

the HTLC transactions being related to a cross-chain transaction  

736

738Derive hidden information of the cross-chain transaction from information 

of the HTLC transactions based on associations of the HTLC transactions 
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FIG. 7C

750

Access transaction data stored in multiple blockchain networks, 

the transaction data including transactions published in 

the multiple blockchain networks

752

     Identify multiple cross-chain transactions across the multiple 

blockchain networks, each of the multiple cross-chain transactions 

being related to a corresponding set of transactions published on 

at least two of the blockchain networks

754

Derive hidden information of each of the multiple cross-chain transactions 

based on an association of the corresponding set of transactions 

756

758     Derive hidden information between the multiple cross-chain 

transactions based on the hidden information of each of the multiple 

cross-chain transactions
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FIG. 8A
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Second identifying module

First determining module
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FIG. 8B
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FIG. 8C
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