2 o The problemw th the Lang approach is that the recipient fax
machig nust know, beforehand, of the identities of the people who will
~r'ecetve confidential faxes, so that the faxes can be sotored in nenory
sedtors associated with t hose people. th-practice, the opposite is nore
likely. That is, a fax machine that is situated in a one-person office and
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machine that is open to the public or is "sem - open"” to the public, on

the ot her hmnggg{igdgreat l'y benefit from enhanced confidentiality but

w il not k A mand, of the identity of those desiring to use the fax
“machi ne. Sunmar y Téis Kentjan rglates o communication apparatuses and, more -

particularly, to a secure communication apparatus and method of communicating
5 messages.
Background of the Invention

Today, facsimile machines are becoming commonplace in many
business offices. The new facsimile machines offer a variety of features which
enhance their usefulness. One common feature of prior art facsimile machines

10 enables the automatic reception of messages even when an addressee is not present.
However, because anyone can read the received facsimile message, a security
problem may exist when private or personal facsimile information is received.

U. S. Patent 5,191,611 issued to G. S. Lang on March 2, 1993 describes
a method and apparatus for protecting material on storage media by limiting access

15 to the storage medium. More specifically, the storage medium is divided into sectors
and each sector is assigned to a specific user. Access to that sector of the storage
medium can be gained only when the appropriate sequence of signals is executed.
More particularly, Lang contemplates using a smart card as the device that a user
will use to gain access to the storage medium. The smart card contains an

20 encryption key and processing power, and the two combine to interact with the
computer that guards the storage medium.

In one embodiment of his invention, shown in FIG. 6 of the above-
identified patent, Lang describes a facsimile apparatus (FIG. 6) for secure
computerized fax (SCFAX) delivery. The sender loads a message/document to be

25 transmitted, enters the sender’s smart card, and enters the recipient’s address. The
recipient’s fax machine is informed of the recipient’s identity and that fax machine
stores the information in the proper storage medium sector. In accordance with the
above description, the storing of the fax data in a particular sector insures proper
delivery.

30 In a more secure embodiment, the data itself is encrypted, either with a
commonly known encryption key, or with the recipient’s public key. The encryption

" is accomplished with the sender interfacing his/her smart card with the sending fax
machine.
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MeSsage 16V Surimary of the Invention

This invention provides the desired enhanced confidentiality of message
communications (e.g., fax documents) by providing unrestricted access to part of the
message transmission (e.g., a header message) and a restricted access to the

- remainder of the message. The unrestricted portion identifies the message recipient

15 and indicates the existence of a restricted portion of the message. Access to the
restricted portion, illustratively, requires one or more of the following: submitting a
password to the receiving apparatus and using the appropriate key for decrypting the
restricted portion (when the restricted portion has been previously encrypted by the
sender). For these two approaches, processing power is needed at the recipient’s

20 apparatus, and that power is provided by a processor within the apparatus or, if a
higher level of security is desired, by a smart card possessed by the recipient.

In one arrangement, all but a header message portion (which identifies
an intended recipient) of a received message is restricted and, optionally, encrypted
using either a public key, Kzp, of an intended recipient of the message or a sender’s

25 private or secret key, Kgs. The outputted header message portion informs the
recipient (and all who care to know) of the receipt of a restricted (unencrypted or
encrypted) message. Access to the restricted message (and decrypting, if necessary)
is available after either 1) the recipient completes a login and password process or 2)
the recipient inserts his’her smart card into the apparatus and enters a personal

30 security code which is authenticated by the apparatus. According to another feature

of the invention, the recipient can select which of a plurality of received stored
encrypted messages is to be decrypted and outputted
" The present invention also enables a message sender to insert a smart
card and access an "address book" within it. The sending apparatus displays the
35 addressee list (name and number) obtained from the sender’s smart card and enables
the sender to select a recipient (and various encryption keys) to whom the sender’s
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5 In the drawing,

FIG. 1 shows an illustrative block diagram of a communication system
and a facsimile apparatus in accordance with the present invention;
FIG. 2 is a flow chart showing the procedure for the transmission of a
secure facsimile message;
10 FIGS. 3A and 3B are flow charts describing the sequence of operations
for a secure receiving facsimile apparatus;
FIG. 4 shows illustrative data tables and messages utilized by the
present invention; and
FIG. S shows a block diagram of a smart card utilized by the present
15 invention. '
Detailed Description
At the outset, it should be noted that while the present invention is
illustratively described for use in a facsimile (fax) apparatus (FIG. 1), it can, more
‘generally, be readily adapted for use in a multi-media apparatus wherein voice, text,
20 fax, graphics or video messages may be sent between a sender and recipient
locations. '

Shown in FIG. 1 is a block diagram of an illustrative network including
two facsimile apparatuses 100 which connect to telephone switch network 190 via
facilities 101 and 191. FIG. 1 also shows an illustrative block diagram of an

25 embodiment of a facsimile apparatus 100 useful in describing the present invention.
In the drawing, Network Control Unit (NCU) 104 controls in a known manner the
interface to facility 101 which connects the facsimile apparatus to a telephone switch
network 190. Facility 101 may be one duplex facility used both to send and receive
facsimile messages or may be two simplex facilities 102 and 103, one to receive

30 facsimile messages and one to dial-out over, respectively. NCU 104 enables
signaling and voice communications, via telephone 105, and signaling and data
communication, via communication unit 110 and control unit 120, between the
facsimile machine 100 and the network 190.

The control unit 120 controls the overall facsimile apparatus 100

35 operation. Control unit 120 operates under program control to control the operations
of NCU 104, communication unit 110, operator panel 140, output unit 150, and input



-3- Briwef Description of the Draw ng In the draw ng,

FIG_1 shows an illustrative bl ock diagram of a communi cati on system and a
facstmil e apparatus in accordance with the present invention;

FIG 2 is a flow chart shovvi ng the procadure for the transm ssion of a
secure facsim | e nessage; FI GS. 3A and 3B are flow charts
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mul ti-nedi a apparatus wherelin vol ce tg hics or video nessages
may be sent dgg@c};dgqmgaargm,slgmhandea;d erfencoder for decodmg and encoding the
image signal. This unit also contains a Dual Tone Multi Frequency (DTMF) and dial
pulse generator 111 which is used to dial outgoing calls. '
The operator panel 140 contains buttons 141 (e.g., send button) or
10 switches and a display 142 which enable the user to input information to and receive

information from the facsimile apparatus.

The output unit 150 is typically a pnnter incorporated in the facsimile
apparatus and is used ina well-known manner to generate a hard copy of the
received facsimile message. The input or scanning unit 160 is used to read, in a

15 well-known manner, the image of the document to be transmitted by the facsimile
apparatus. The smart card interface (or reader) 170 enables any of a variety of smart
cards to be utilized by the present invention. The smart card identifies the user and
enables the user to retrieve his/her fax messages from facsimile apparatus 100.
Nlustratively, the smart card 175 and interface 170 may be a well-known AT&T

20 smart card Computer Security System (CSS) adapted to implement the features of
the present invention. The AT&T CSS is a user authentication system in which the
user calls the system in the usual manner and the smart card responds to dynamic
challenges from the system to prove the authenticity of the smart card. The user
must then enter the proper PIN code to verify the user’s authenticity. Only when the

25 smart card and the user identity have been authenticated is access allowed to the
system. ' '

Shown in FIG. 5 is an illustrative block diagram of smart card 175. The
smart card 175 includes a contactless interface 501 which provides communication
capability with the smart card interface 170. A microprocessor 502 connects to

30 interface 501 and to memory unit 503 and controis the operation of smart card 175.
The memory unit 503 includes programs for implementing the above-described CSS
authentication functions 505 as well as decrypt programs 506 and Tables 507
utilized for performing the function of the present invention. Microprocessor 502
controls the smart card 175 to perform data manipulation, card authentication as well

35 as reception, decryption and transmission of messages in accordance with the present
invention.
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Shown in FIG. 2 is a flow chart describing the transmission of a secure
10 facsimile message. With joint reference to FIGS. 1 and 2, we describe the operation
of a facsimile apparatus 100 in the transmit mode. In step 201, the procedure is
started. In step 203, the sender inserts his or her smart card 175 into the smart card
interface 170. The facsimile apparatus, in step 203, authenticates the sender’s smart
card, illustratively in the manner described in the AT&T CSS arrangement. In
15 step 205, the sender enters a PIN code and the facsimile apparatus authenticates the
sender’s identity. Assuming that the smart card and sender’s identity have been
authenticated, in step 207 the facsimile apparatus accesses the sender’s smart card
and displays an address book (Table 401 of FIG. 4) on display 142. Table 401
includes a list of recipient names, facsimile numbers, telephone numbers and public
20 keys. In step 209, if the size of Table 401 exceeds the display capability of
display 142, the system permits the sender to step the display 142 to the next field or
page of the addressee list. This is done in step 211.
In step 213, the sender selects the recipient to whom a facsimile
message is to be sent. In step 215, facsimile apparatus 100 uses the selected
25 recipient identification to obtain and display data from the sender’s smart card 175
(Table 401). In step 217, the sender has an opportunity to add or change data in
Table 401. In step 219, the sender adds or changes data in Table 401. In step 221,
the sender inputs the document or message into the fax apparatus and, if appropriate,
sets a restrict flag and encrypt flag (if it is desirable to restrict and encrypt the body
30 of the transmitted fax message) and then presses the send button.

According to the invention, in step 223, the header portion of the
message is sent unrestricted while the body of the message may be sent either
unrestricted (restnct ﬂag is0) or restricted (restnct flag is 1). Moreover, a restricted
message can be sent unencrypted (encrypt flag is 0) or encrypted (encrypt flag is 1).

35 Additionally, encrypted messages may be encrypted in one of two different ways--
for example, by using a recipient’s public key K gp (Kgp encrypt flag is 1) or by
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: identification number, a restrict flag, recipient’s public key encrypt flag ( Kgp ), and
sender’s private key encrypt flag ( Kss ). If desirable, other special recipient
passwords (special password) known only to the sender and recipient can be sent to
10 the receiving fax apparatus, as part of the header message, and stored as other data in
the recipient Table 410. This information would not, however, be outputted to
Table 404. This special password could be used to further verify the identity of the
recipient, prior to outputting the restricted portion of the message to the recipient.
In step 224 it is determined if the restrict flag is set. If it is not set, then
15 in step 229 the document or message is sent unencrypted. In step 224, if the restrict
flag is set, then in step 225 it is determined if the encrypt flag is set. If it is not, then
in step 229 the sender’s document or message is sent unencrypted. If either the Kgp

or K g5 flag is set, then in step 227 the header message is sent unencrypted and the
document or body of the message is sent encrypted, using the appropriate recipient’s

20 public key Kgp or the sender’s private key Kss. When the document or message is
encrypted, it is transmitted over the facility as a random sequence of data bits to the
receiving fax apparatus or any apparatus monitoring the facility. This random
sequence of data bits can only be encrypted when the proper key is used, as will be
described in later paragraphs.

25 With joint reference to FIGS. 1 and 3A, we describe the operation of a
facsimile apparatus 100 while in the receive mode. In step 301, the facsimile
message is received. Shown in Table 404 is a listing of header messages which are
displayed or printed at fax apparatus 100. Each header message is associated with a
fax message or document received by fax apparatus 100. In step 303, it is

30 determined if the received fax message, e.g., 405, has a restricted portion (by
checking the restrict bit of the header message). If there is no restricted portion (e.g.
as in message 407), then in step 305 the fax apparatus determines if the printer
output unit 150 is busy. If it is not busy, the header message of Table 404 and the
facsimile message are outputted in step 307. If, however, the printer unit 150 is

35 busy, then in step 309, the fax apparatus 100 stores the facsimile message.
Thereafter, in step 311, the facsimile apparatus determines whether or not the
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t he above- ddlmvmgdelscﬁsﬁon describes & eevipienttasdhe Gsenof therfax 5pparatus,aciser as
decrypt pregsdHHe 2186ipiiht's 1681h GRd plssword or having a recipient’s smart card and PIN
number could also use the fax apparatus.) If the recipient has properly inserted
" his/her smart card and entered the proper PIN number, then in step 339 the validity
15 of the smart card and PIN is determined. (This is accomplished using authentication
programs stored in facsimile 'apparatus 100 and smart card 175.) If the smart card
and PIN number are not valid, then the operation is terminated in step 337. If the
smart card and PIN number are valid, then control proceeds to step 341.
Each header message 405-408 of Table 404 may include entries for all
20 of the data fields. In the event there have been several messages received for
different recipients, as is shown in Table 404, the operator panel 140 includes
buttons for enabling a recipient to select his/her messages for output from the
plurality of messages listed in Table 404. In step 341, the recipient determines if
he/she has multiple messages. If the recipient does not have multiple messages,
25 control passes to step 344; otherwise control passes to step 343. In step 343, the
recipient selects which of his/her received messages is to be outputted. In step 344,
fax apparatus 100 determines if the selected message is encrypted using the
recipient’s public key Kgp (i.e., by checking the status of Krp flag). If the selected
message is encrypted using the key K gp (such as message 403 in Table 404), then
30 control passes to step 345. In step 345, the selected message is outputted via smart
card interface 170 to smart card 175.
The smart card 175 (with joint reference to FIGS. 3 and 5) illustratively
receives the encrypted message via contactless interface 501. Microprocessor 502
obtains the recipient’s private or secret key K s from memory 503 and decrypts the
35 encrypted message using key Kgs. As noted, recipient’s public key Kgp was used to
encrypt the transmitted facsimile message. The keys Kgp and Kgs each represent




utilized for performng the function of the present invention.
M cr oprocessor 502 controls the smart card 175 to perform data

manipul ati on, card authentication as well 35 as reception, decryption and
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described in U.S. patent 4,590,470 issued on May 20, 1986 to A. R. Koenig,

In a similar manner, a message encrypted
using sender’s private key K g5 can be decrypted only by using the sender’s public
key Kgp. _

Thus, in step 347, when microprocessor 502 applies the key Kgs toa
message that has been encrypted using the recipient’s public key Kgp, the resulting
decrypted message is the original message sent by the sender. Thereafter, in
step 349 the recipient’s smart card 175 outputs the decrypted message via the smart
card interface 170 to fax apparatus 100. In step 351, facsimile apparatus 100 outputs
the decrypted message via printer unit 150. In step 353, the recipient determines if
there are additional messagés for the recipient. If there are, then control returns to
step 343, otherwise the receive mode is terminated in step 355.

Returning to step 344, if the K gp flag is not set, then step 381 is
performed. In step 381, fax apparatus 100 determines if the selected message is
encrypted using the sender’s private key K ss (by checking if the K g5 flag is set in
the selected header message of Table 404). If yes (such as with message 405 of
Table 404), then in step 382, the encrypted message is outputted to smart card 175.
In step 383, the smart card 175 decrypts the encrypted message using the sender’s
public key K sp to obtain the original message. In step 384 the smart card 175
outputs the decrypted message to fax apparatus 100. Thereafter fax apparatus 100
outputs the decrypted message in step 351 as previously described.

Returning to step 381, if the K g5 flag is not set, then the restricted
portion of the fax message was not encrypted (e.g., such as message 408 of
Table 404 where both the K gp and K g flags are not set), and control returns to
step 363. In step 363, the fax apparatus outputs the unencrypted restricted portion of
the message via printer 150. In step 364 it determines if more messages exist. If
more messages exist, control returns to step 330; otherwise the received procedure is
terminated in step 365.

Returning to step 331, if the recipient has not inserted the smart card in
step 331, then step 304 is performed. In stép 334, the recipient must enter his/her
login and password and other information (such as the special password of

i nventi on.
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structure of the facsimle apparatus so as to conpatibly cooperate with
other features and operations of the facsim|e apparatus.

Shown in FIG 2 is a flow chart descri bi ng the transm ssion of a secure 10
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the recipient selects the desired message in step 361 and then step 362 checks if the

restricted message is encrypted. Note, for security reasons, we assume that the

15 message was encrypted using the sender’s private key K sg, since then the user only
has to enter the sender’s public key K sp to decrypt the message. (If the restricted
message was encrypted using the recipient’s public key K gp, the recipient would

then have to enter his/her private key K gg into apparatus 100. Such an arrangement
may be less secure to the recipient.)

20 Returning to step 362, if the K gg flag is set, then in step 372 the
recipient enters the sender’s public key Ksp. In step 373, fax apparatus 100 decrypts
the restricted message, using key K sp, to obtain the original message. That is, K sp
X K ss (message) = the original message sent by the sender. Thereafter, in step 363,
fax apparatus 100 outputs the decrypted restricted message via printer unit 150. If

25 more messages exist, in step 364 control returns to step 361; otherwise, the receive
mode is terminated. _

Returning to step 362, if the K g flag is not set, then the restricted
message does not need to be decrypted. Hence, in step 363, the fax apparatus 100
outputs the restricted portion of the message. Processing continues from step 363 in

30 the manner previously described.

What has been described is merely illustrative of the application of the
principles of the present invention. Other arrangements and methods can be
implemented by those skilled in the art without departing from the scope
of the present invention.
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(Tabl e 401). In step 217, the sender has an opportunity to add or change

data in Tabl e 401. In step 219, the sender adds or chahigigetdks Beeh Replaced
Table 401. In step 221, t he sender inputs the docunent vf '“o
the fax apparatus and, if appropriate,-10- sets a restrilct

encrypt flag (if it is desirable to restrict and encrypt the body 30 of

the transmggifis:sf ax nessage) and then presses the send button.
According to the invention, in step 223, the header portion of the
message is sent unfed $OTBMPRICRHEN aPRARAIUS FRTFecsiving a SeRASE 'S JReSFasp QYer dent

ei t her fadilitye OHARACTERIZED BYt flag is 0) or restricted (restrict flag
is 1). Moreover, a restrj.cte . .nmessage can be sent_upencrypted (encrypt
flag is 0) or encryPtaRf @@ﬁ&%ﬁ?wﬁ‘ﬁ% ap‘ggtgppg g!? TAERIR8S WRAGME dfbncr ypt ed
nessagess namrdsericted porrivadnd a reswicted pomiongli f f erent ways- - for exanple,
by using a recipl enfrep oRPRE mads’el 56" 519 kol sttSiihg BeintRiridied Jorddn o " PY
the received message to a user, and _
second output means (150, 351), résponsive to predetermined
information received from the user, for outputting the restricted portion of the
10 message to the user;
a smart card interface means (501) and wherein
said predetermined information includes a user-entered personal
identification number (PIN) (331) entered after the user’s smart card is inserted into
said interface; _
15 means (345) responsive to said received PIN for enabling said interface
means to output said restricted .encrypted portion to said smart card for decrypting by
said smart card and wherein
said interface means receives a decrypted restricted portion from said
smart card, via said interface, for output via said second output means.

20 2. A communication apparatus for receiving a sender’s message over a
facility, CHARACTERIZED BY
means for receiving and storing the message including an unrestricted
portion and a restricted encrypted portion;
first means for outputting the unrestricted portion of the received
25 message to a user, the unrestricted portion outputted to the user including a sender’s
public key K p;
means for decrypting said restricted portion in response to a sender’s
public key K sp entered by said user; and
second output means for outputting said decrypted restricted portion to
30 said user.

3. The communication apparatus of claim 2 wherein the unrestricted
portion includes information indicating whether or not the restricted portion is
encrypted.



using a~sender's private key Klerr] (K[err] encrypt flagm

encryption keys Klerr] and Klerr] are obtained, respe IFS'fE as Béef laced ; ,
Tabl'e 401 and Tabl e 402. The restrict and encrypt flag

part of the header nessage (see Tabl e-403). gjﬁi’ ce
to 403, there is shown an illustrative header message 5 |nclud|ng

fields such as rec*ptrﬁggo nﬂﬁf@a lg{;gé gﬁféﬁuﬂgmﬁn%ﬁ&e&” d

sender's nane and Tacsl m ,

message ponwannclﬁdmqurmananmmlcatmgradype of:@ncl'}'lagm keefdlspd mncsvm |c key

encrypt fle&gﬁ g{){‘] , and sender's private key encrypt flag ( Klerr]
. If desira er special recipient passwor ds (special password)
knomm only to the sender and recipient can be sent to 10 the receiving fax

apparatus, as partsofrht BEmARASIEkioR S sop@ﬂ“ﬁtzcwmeﬁs other data in
the rectrgl ent Table 410. This inforhation would not, however, be outputted

bl e 404. mphlr%lﬁwfmesms%%r@%mzmda@md to further veri fy the

Identlty of the the @@rddtridiéd &txbﬁtnctxmew&@ptemmmtﬁtﬁubﬁséﬂeaehed portion
of the message t.o the rqerc&\% ? In step 224 it is
det er mi ned f¢eIeddnessegs: 98 is set. If it is not set, then 15 in step
229 the docunment or saidpredgermined dnforniatocidgntifies. at leassonepofaRel plurdlity loé
restrict

set 0 ep 225 it is determned if the encrypt
flag is Selfaxmpsgageﬁ@)l?eoqu,tptrﬁgﬂotheuse F'n step 229 the sender's document or:
nmessage i s sent unencrypted. If either the KRP or Klerr] flag is set,

then ingtep 227 tge e imdifcRidH Sppatatis OF cIAE YWk safl Crhrfinication

apparatus is a fax apparatus.

7. The communication apparatus of claim 2 wherein said communication
apparatus is a multi-media apparatus.

8. A communication apparatus for transmitting a message over a facility,
15 CHARACTERIZED BY
first input means for receiving a first user input to be transmitted as a
message;
second input means for receiving a second user input requesting that the
message delivery be restricted to an intended reci_piént, and requesting that the
20 message be encrypted using a user-selected encryption key; and
means, responsive to said second user input, for sending a message
including an unrestricted portion and a restricted portion, the unrestricted portion
identifying an intended recipient and one or more encryption flags indicating a type
of user-selected encryption key used to éncrypt the restricted portion.

25 9. The communication apparatus of claim 8 wherein
said user-selected encryption key is the intended recipient’s public key

Kgp as indicated by said one or more encryption flags.

10. The communication apparatus of claim 8 wherein

// :'e
(A



docurment or body of the message is sent encrypted, usingrfig.apR! 9 rka e
recipient"s 20 public key Kl err] or the sender's private . f cpaned

t he docunent or nessage is encrypted, it is transm’ti m} J H .
facility as a random sequence of data bil%s to the “re S

apparat us or any apparatus -nonitoring the facility. This random _
sequence of data bi fsaidamer-géledte® enEryptivi kflisWhe Qsériprivatdldy Kgy ass used, as -
will be . d.des A bed.in |ater %@Eﬁls. 25 th joint
reference tiBdigated by said qnear more #48fe operation of a facsimle
apparatus 100 while in the receive node. In step 301, the facsimle

nessage i s received. own in Tabl.e 404 is a.lJjsti f .h gr_nessages-

whi ch are di s&lay GrMIPRicAREn apParas gf)ﬁl%tsﬁgngﬁdpg@alﬂg header
nessage 'i s associ at edsmvart ¢ard interfacé and whereitge or docunent received by fax
mosenge Se.g.. 405, HRsSEnd bler gl inol ST RBD ntorrtpR iR e o, 1 o
bit of the smastieard imsesteddnto said inkerfagei s no restricted portion (e.g.,

as in nessage 407), then in step 305 the fax apparatus determnes if the
printer’ output unit 150 is busy. If it is not busy; the header nessage
of Tabl e 404 and tH&. The cammunication apparalyeoficlaim U0 wherei theserispublie. | f,
hovever, t@yRE séHtAs paftiof e Anrestridied fHYn of B Mmédagd, e 309, - the fax

appar at us 106 stor esp{dﬁe facsimle ne&*gg%? %é#ﬂ reafter, in step 311,

the facsim | e apparatus determ-nes whether or not the
' 13. A communication apparatus substantially as hereinbefore

described with reference to the accompanying drawings.



-7 - ~ printer 150 is:busy. If it is busy, control returns to step 311
until the printer .unit .150- . is no | onger busy, at which tinme the message
is outputted in step 313,. 7 .- : Returning to step 303, if it is
determ ned that the recelved nmessage i s-13- restricted (such as messages . .-
405, 406, or 408), then in Step 325 the restricted 5 nessage is stored in ™

menory ( RAM 122) Etgq mfgmﬁ f@g qlpgﬁﬂr gmg p hessage of
Table 404. In step 3 It 1s determne e printe unlt(l)s busy. Wen’
the print erAbsfracti50 i s not busy, then in step 329 the apparatus out put s
andior e O SPavs AbsuisasleidasaRts idd uptauppifihit) (PghRefomdBH oI | 0
Tabl e 404. In FIG 3B, step .3 th ¢ Ser o?&PeC|p?en )é??s hi s/ her
Smart card SEFSNS MEBASHARSEisIOnRY sending messages hgvingcanmrestricted pomian py N
nunber via @Eger@heudem a ae%&.ctéd/%hmnt(bg the bédy 4fhe ﬁibséh%&}‘f'['ﬁé ion
descrlbes a reci,pi as user of t ax a? aratus, .

unrestricte pomon lS ways outputt ing apparatus however, access

to the restricted portion is provided only in response to receiving predetertmned :

information from a user (e.g., a message recipient). This information may include

either the use of a password or the use of a PIN code following the insertion of a

10 user's smart card 175 into the receiving apparatus. If the restricted portion is

encrypted, the user must either provide the decryption key to enable the receiving

apparatus to decrypt the restricted message or his/her smart card must perform the

actual decryption of the restricted message.

Figure 1



knowi ng.a recipient's login and password or having a recipient's smart card
and PEN nunber could al so use the fax apparatus.) I[f-the recipient has
probefly i nserted hi s/ her smart card and entered the proper PIN nunber,
then in step 339 the validity 15 of the syart card and PIN is determ ned.
(This is acconplished using authenticatio‘lr/m prograns stored in facsimle

apparatus 100 and smart card 175.) If the smart car angl PI N nunber are
not valid, then the operation is termnated in step 37.23 t he smart
card and PIN nunber are valid, then control proceeds Toj=&p 341

Each header nessage 405-408 ¢gf Table 404 may incl ude en{fiep for all 20 of

the data fields. In the everft

different recipients, as is r panel 140
i ncl udes buttons for e 3/ her nessages
for output fromthe pl% 21l e 404. In step
341, the recipient determ ng¢ ezl ssages. |f the
reci pi ent does not have nul {i pusests to step 344;
ot herwi se control passes to recipi ent
sel ects which of his/her re¢ ted. In step 344,
fax apparatus 100 determines$ if th el e crypt ed using the
recipient's public key K[er ied., by checkj 5 of Klerr] flag
). If the selected mes$age F gacrypted Klerr] (such as
nmessage 403 in Tabl e 404), Font r ole=p 345. In step
345, the sel ected message i § out puttad viasiz
(=1
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card ipnterface 170 to smart card 175. The smart card 175
(with joint reference to FIGS. 3 and 5) illustratively - receives the
enerypt ed nessage via contactless interface 501. M croprocessor 502

obtains the recipient's private or secret key Kl err] fromnenory 503 and
decrypts the 35 encrypted nessage using 5y KRS. As noted, recipient's
public key KRP Fazgsed o] encrypt the transmtted facsimle nessage.
The keys Kl err] K[ ] each represent

-8 - encryption functions that are '(ﬂverses of each other. As

previ ously noted, a random esults when a nessage is encrypted
with the encryption function of Klerr] . Wen the decrypt function
of Klerr] is appgied to the messagq encrypted using function Klerr] the

original message~-dSults. READSSEN erfr] X Klerr]
205
gy

\
SENDER ENTERS PIN CODE

‘ -
ZOL FAX APPARATUS ACCESSES SENDER'S CARD
AND DISPLAY RECIPIENT LIST (FIG4 )

X WORE 10 DISPLAY e RS 101 FIELD
213 o
~~ SENDER SELECTS RECPIENT D
215 !
Sy

FAX APPARATUS USES SELECTED RECIPIENT
ID TO OBTAIN AND DISPLAY DATA FROM
SENDER'S CARD (e.g., RECIPIENT NAME,
PUBLIC KEY, FAX NO. FROM TABLE 401)

217 S ) s
ADD/CHANGE DATA IN TABLE 401 YLeo—o| SENDER ADD/CHANGE
NO '
4
221 _[SENDER INPUTS DOCUMENT (OR MESSAGE), SETS RESTRICT
AND ENCRYPT FLAG (IF DESIRED) AND PRESSES SEND
- )
223 [ SEND UNRESTRICTED PORTION,e.g.PLAIN
~  TEXT HEADER PAGE (TABLE 403)
o : \ NO
RESTRICT FLAG SET )
pis
225 \ N0
2 ENCRYPT FLAG SET ); -
e
221 [ SEND RESTRICTED PORTION ENCRYPTED 10
RECIPIENT'S FAX NUMBER | &
1)USING RECIFIENTS PUBLIC KEY Kep T
2)USING ENCRYPTED SENDER'S PRIVATE KEY Kgg UNENCRYPTED




5 (original message) = the original nmessage. Such an encryption'

arrangenent is described in U S. patent 4,590,470 issued on May 20,
1986 to A. R Koenig, In a
simlar manner, a message encrypted usi ng sender's private key K[err]
can be decrypted only by using the sendeg/g public key Klerr]. 10

Thus, in step 347, when m croprocessor 5 applies the key Klerr] to a
nmessage that has been encrypted using the recipient's public key Klerr],

the resulting decrypted nessage is the original nmessage sent by the
sender. Thereafter Eiaep 349 the recipient's smart card 175 outputs
the decrypted nes gt 4 a smart card interface 170 to fax apparatus
100. In step 351, facsinile apparatus 100 outputs 15 the decrypted nessage
via printer unit 150. In step 353, the recipient determnes if t here
are additional nessages for the recipient. If there are, then control
returns to step 343, otherwi se the receive node is termnated in step

355. Ret urn
then step 381 is per for
if the selected nessage is 20 Tt he sender's private key
Klerr] (by checking if the K[ep ind the sel ected header
message of Table 404). I|f yes CHESHJCT 6 SEEg~feey 405 of Tabl e 404),
then in step 382, the encr edyne ..ge is outputtefl to sfart card 175. -
In step 383, the smart carge =y+54 St FSTOREVRESTRICTED PORTIONpE using the
sender’ s IN A COMMON MEMORY

if the Klerr] flag is not set,
ax apparatus 100 determ nes

g to step 344

OUTPUT AND/OR DISPLAY UNRESTRICTED | 328
PORTION e.g.HEADER MESSAGE (SENDER ID,
| RECIPIENT ID, MESSAGE ID,
GUIPUT |_313 RESTRICT FLAG, ENCRYPT FLAG)

MESSAGE Y

®

10 FI6.38




public key Klerr] to obtain the original nessage. In step 384 the smart
card 175 25 outputs the decrypted nessage to fax apparatus 100. Thereafter
f ax-appar at us 100 out puts the decrypted nmessage in step 351 as

previ ously descri bed. Retuyrning to step 381, if the Kl err]
flag is not set, then the restricted 4pbrtion of the fax message was
not encrypted (e.g., such as nessage 408 of Tabl e 404 where both the
Klerr] and K[err] _flags are not set), and control returns to 30 step 363.
In step 363, the ffGarp& B us outputs the-unencrypted restricted portion
of t he message via printer 150. bg ﬁb 364 it determines if nore
nmessages exist. |If nor e nessagJB X 7 control returns to step 330;
ot herwi se the received procedure is z,ternlnated in step 365.

Returning to step 331, if the recipientYhas not inserted the smart card in
35 step 331, then step 304 is pévarned ™ blep SST—rierectprept  nust
enter his/her | ogin a p e fg mation (suchjas the

speci al password of AND Rscmzmnummm
334
RECIPIENT'S LOGIN, \ES
PASSWORD ENTERED
335 NO
339 ! NO
< SMART_CARD, PIN VALID >N0. THE 200
YES STt
4
3 WULTIPLE WESSAGES , ___ %0
TO RECIPIENT NO MUI.TT(I)PII.‘EE c»fglsgs}?rczs
~TYES IPIENT
U3 [ RECIPIENT SELECTS 1S &

h MESSAGE ID

RECIPIENT SELECTS  |.-361
MESSAGE D ¥y

RECIPIENT'S PUBLIC KEYN\NO
ENCRYPTED MESSAGE /
345 s
OUTPUT ENCRYPTED
MESSAGE TO SWART CARD

YES
< BRI T o)
B 36 {

’ ENTER SENDER'S
RS PRIVATE KEYNNO_ 3 g ey Kp

SENDE

RECIPIENTS SHART CRRD ] 0 R SESSAGE
ML poRTion JShe SATED s ypUTPUT ENCRYPTED T
PRIVATE KEY Kgs, WHERE ESSAGE TO SMART CARD RESTRICTED
Kes{KRp(MESSMCE-MESSAGE | e SRR T i

DECRYPTS ENCRYPTED
383 | pogioN usmvs seoees | | 373 ) 363

PUBLIC KEY Igp, WHERE
Ksp(Kss{MESSAGE))=MESSAGE | | ouTPUTS RESTRICTED
PORTION OF MESSAGE

[ RECIPTENTSS SHART CARD l !
OUTPUTS DECRYFTED
IMESSAGE T0 FAX APPARATUS <M0RE MESSA@——

349

FAX APPARATUS

BECIDIEMT AR AD
QUIPUTS DECRYPTED
MESSAGE TO FAX APPARATUS

P\ T TR g o
184 s T

LY EN

—YES(l WORE NESSAGES >
o

355_[ TERMINATE




-9- N nmess
correctly ente

returns to ste
100 term nates
5 apparatus 10
identify
reci pi ent can

G

nmessages previously received for each recipient.

age 403,
red,

p 331.

I f appropriate).

| f

perajion in step 3379

ond

it does not.tine out,

urred,
te,

t hen fax
even after term nation,

If the login and password are not
then fax apparatus 100 determ nes,
whet her or not it should time out.
If a time out has oc

in step 335,
control

appar at us

f ax

nue to display the header nessages of Table 404 to
vaiously,

a

step 331 need hot i rmedl at el y RECIPIENT q_[g[o.wmm_gp 4@29
step 334, the -"?“"—*"“ T :
speci al passwo | L 2
ent ered ih T4bl ¢ 4103£cmmpl1r ectly enLer ed thenh;n st ep 360 t 1
reci pient checks if ultiple mesgages .exist| If only one nessa
exists, then s ep_362 Is perforned, o her wi.se, the recipient selects
t he desired nepsage ijn step 361 and then step 36 checks if the :
restricted nmespagé i 4 encrypted. Note| for:isecur|ty reasons,|we assune that
the 15 nessage was gncrypted using the sender's{private key| K[err]- since
then the user pnl h ter {he sgnder'§ publyic keyj Kl err]K
decrypt the message. (If ?ﬁgﬁ?’é@r. cted . + dPﬂ
- SMART CARD OWNER'S DATA - TABLE 402
NAME
PUBLIC KEY = Kp
PRIVATE KEY = Kg
PIN NUMBER = PASSWORD
FAX NO. ) _
TYPICAL HEADER MESSAGE 403
RECIPIENT | SENDER’S
RECIPIENT | ) e SENDER smnn@uzssmt RESTRICTIPUBLIC KEY PRIVATE KEY| SPECIAL
& FAX NO. & FAX N0.PUBLIC KEY| NUMBER | FLAG [KppENCRYPTIKSSENCRYPT| PASSWORD
Ksp FLAG | FUAG
RECIPIENT1 | wawn | wasn ~ 1 1 0 L ~
HEADER MESSAGES - TABLE 404
, RECIPIENT | SENDER'S
RECIPIENT o, rrjue| SENDER SENDER'SMESSAGE ESTRICT PUBLLC KEY | PRIATE KEY
& FAX NO. & FAX NO.|PUBLIC KEY|NUMBER| FLAG | KppENCRYPT [KsgENCRYPT
o5 Ksp FLAG FLAG
ws“REClPIENT 1 ~ 1 1 0 1
407 TRECIPIENT 2 [ wwnm | e ~ 1 1 1 0
408\"Rﬂmﬂﬂ" 1 ~ 2 0 0 0
“T RECIPIENT 1 | ~en ~ 3 1 0 0
RECIPIENT LIST - TABLE 410
NAME LOGIN PASSWORD SPECIAL PASSWORD
RECIPIENT ' NN NN NN
RECI?IENT 2 “”:N N':N m:n
RECIPIENT M e o e




message was encrypted using the recipient's public key Kl err], the
apparatus 100. Such an arrangenent may be | ess secure to the
reci pient.) 20 Returning to step 362, if t heThi§[Seeet HasfB plgeed
set, then in step 372 the reci pi ent 6ffters the sender’ IIMH “B | eIill
nmessage, using key Klerr], to obtain the original nessage. at 1s, K err]:=
X Klerr] (nessage) = the original nessage-sent by the sender. Thereafter,
in step 363, fax apparatus 100 outputs the decrypted restricted
control returns to step 361; otherwi se, the receive node is

t erm nat ed. Returning to step 362, if the Klerr] flag is
not set, then the restricted nmessage does not need to be decrypted.
portion of the mesgﬁi. Progssi ng continues fromstep 363 in 30 the
manner previously Gbed : What has been described is
merely illustrative of the application of the principles of the present

reci;pi ent woul d then have to enter his/her private key Klerr] into

Klerr]. I'n step 373, fax apparatus 100 decrypts there

nmessage via printer unit 150. If 25 nore nessages exist, in step 364.

Hence, in step 363, the fax apparatus 100 outputs the restricted

i nvention. O her geRgereRt-s—aRe—Ret-Rods—cah—Be——i-Apl-erait-ed hy those
o s

skilled in the art] without departing fromthe scope SWARToCARDhe ent
i nventi on. CONTACTLESS | P 502
INTERFACE B
501 MEMORY L~ 505

[ AUTHENTICATION }~505
TABLES 401, 402 OF FIG.4 [~507

SMART CARD FUNCTIONS OF | 906
FIG. 2, FIG. 3
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CI ai s 1. A communication apparatus f:or receiving_a sender'

message over a facility, CHARACTERI SED BY 4, heans (L T SHEET
receiving and storing the nessage including an uni estrict ef aﬂi}
restricted portion; first output neans (150, 329) f[? o SULPUTT i NY™
the unrestricted portion of the received nessage to a user A2

unrestricted portion including information identifying an encryption key
used to encrypt the restricted portion;

The problem with the Lang approach is that the recipient fax machine must know,
beforehand, of the identities of the people who will receive confidential faxes, so that the
faxes can be sotored in memory sectors associated with those people. In practice, the

‘opposite is more likely. That is, a fax machine that is situated in a one-person office and
communicates faxes to that individual does not need enhanced confidentiality, since on one
else has access to the fax machine. A fax machine that is open to the public or is "semi-
open" to the public, on the other hand, could greatly benefit from enhanced confidentiality
but will not know, beforehand, of the identity of those desiring to use the fax machine.

Summary of the Invention
According to the invention there is provided a communication apparatus for receiving a
sender's messagé over a facility, characterized by means for receiving and storing the
message including an unrestricted portion and a restricted portion; first output means for
outputting the unrestricted portion of the received message to a user, the unrestricted portion
including information identifying an encryptibn key used to encrypt the restricted portion;
second output means responsive to predetermined information received from the user, for
outputting the restricted portion of the message to the user; a smart card interface means and
wherein said predetermined information includes a user-entered personal identification

. number (PIN) entered after the user's smart card is inserted into said interface; means
responsive to said received PIN for enabling said interface means to output said encryption
key identification information and said restricted encrypted portion to said smart card for
use in decrypting said restricted encrypted portion by said smart card and wherein

said interface means receives a decrypted restricted portion from said smart card, via said
interface, for output via said second output means.

The invention also provides a communication apparatus for transmitting a message over 2
facility, characterized by first input means for receiving a first user input to be transmitted
as a message; second input means for receiving a second user input requesting that the
message delivery be restricted to an intended recipient, and requesting that the message be
encrypted using a user-selected encryption key selected from a plurality of predetermined
encryption keys; and means, responsive to said second user input, for sending a message
including an unrestricted portion and a restricted portion, the unrestricted portion be1ng
arranged to be outputted to a recipient at a receiving location for identifying an intended
rec1p1ent and one or more encryption flags indicating said user-selected encryption key used

1

to encrypt the restricted portion. i



. setond output neans (150, 351), responsive to predeterm ned information

‘message to the user; a smart card interface nmegrRERLACEMENTISHEET
wher ei n said predeterm ned information includeg a usgr-ent er ed
personal identification nunber (PIN) (331) entered after H)ateus IU S"'&\mslﬁb

card is inserted into said interface; means (345)

received fromthe user, for outputting the restricted por jfor=agt—the

said received PIN for enabling sai d interfade-neans to out put sald
encryption key identification information and said restricted encrypted

portion togﬁﬂfﬂ)ééﬁf)ﬁoﬁ%i'ﬁléﬁgawﬁl n decrypting said restricted encrypted
portion by sard s ard—and—whet ei n said interface neans-

recei ves a decrypt th%srawmged portion fromsaid smart card, via said

interface, for out pFIG.\i shoWRidh iRBSENRF e VdR HiagfBA BT -a communication system
and a facsimile apparatus in accordance with the present invention;
FIG. 2 is a flow chart showing the procedure for the transmission of a

' secure facsimile message;

FIGS. 3A and 3B are flow charts describing the sequence of operations
. for a secure receiving facsimile apparatus;
FIG. 4 shows illustrative data tables and messages utilized by the
present invention; and .
FIG. S shows a block diagram of a smart card utilized by the present
invention. ' '
Detailed Description _
At the outset, it should be noted that while the present invention is
~ illustratively described for use in a facsimile (fax) apparatus (FIG. 1), it can, more
generally, be readil;l_r adapted for use in a multi-media apparatus wherein voice, text,

] . . _—
fax, graphics or video messages may be sent between a sender and recipient
locations.

Shown in FIG. 1 is a block diagram of an illustrative network including
" two facsimile apparatuses 100 which connect to telephone switch network 190 via

facilities 101 and 191. FIG. 1 also shows an illustrative block diagram of an
embodiment of a facsimile apparatus 100 useful in describing the present invention.
In the drawing, Network Conu_'ol Unit (NCU) 104 controls in a known manner the
interface to facility 101 which connects t_he facsimile apparatus to a telephone switch
network 190. Facility 101 may be one duplex facility used both to send and receive
facsimile messages or may be two simplex facilities 102 and 103, one to receive
facsimile messages and one to dial-out over, respectively. NCU 104 enables
signaling and voice communications, via telephone 105, and signaliﬁg and data
communication, via communication unit 110 and control unit 120, between the
facsimile machine 100 and the network 190.

The control unit 120 controls the overall facsimile apparatus 100
opération; Control unit 120 operates under program control to control the operations
of NCU 104, communication unit 110, operator panel 140, output unit 150, and inpui




i on

2. ~The conmuni cati on apparatus of claim1 wherein t i

i ncl udes information indicating whether or not the rig®EPLACEMENISH
encr ypt ed. 3. The communi cati on appar at us f cla:fggﬂgﬂqs t he
“unrestricted portion includes infornationHindlcatlng Dette/ P ¢ @%ﬁl n
key used to encrypt the restricted portio - conmuni cat 1 on
apparatus of claim1l1 wherein a plurality of nmessages are recei ved and
wherein the unrestricted portion includes recipient identification
for each r@Gagnyed nessages and wherein

REPLACEMENT SHEET -

1. A communication apparatus for receiving a sender's message over a facility,
CHARACTERISED BY _

means (301) for receiving and storing the message including an unrestricted portion
and a restricted portion; o

first output means (150, 329) for outputting the unrestricted portion of the received
message to a user, the unrestricted portion including information identifying an encryption
key used to encrypt the restricted poition;

second output mieans (150, 351), responsive to predetermined information received
from the user, for 6utputting the restricted portion of the message to the user;

a smart card interface means (501) and wherein

said predetermined information includes a user-entered personal identiﬁcatibn
number (PIN) (331) entered after the user's smart card is inserted into said interface;

means (345) responsive to said received PIN for enabling said interface means to
output said encryption key identification information and said restricted encrypted portion to
said smart card for use in decrypting said restricted encrypted portion by said smart card
and wherein

said interface means receives a decrypted restricted portion from said smart card,
via said interface, for output via said second output means.

2. The communication apparatus of claim 1 wherein the unrestricted portion
includes information indicating whether or not the restricted portion is encrypted.

3. The communication apparatus of claim 2 wherein the unrestricted portion
includes information indicating a type of encryption key used to encrypt the restricted
portion.

4. The communication apparatus of claim 1 wherein a plurality of messages are

received and wherein
the unrestricted portion includes recipient identification for each received messages

and wherein



11 - said predeterm ned information identifi esFat—teast—cna=at~th :
plurality of fax messages to be outputted to the user. : REPLACEMENTSF{EE!F
comuni cati on apparatus of claim 1l wherein said comunjcatio % [
‘a fax apparatus. 6. The conmuni cation appar at Dabd :. QIQ%

said communi cation apparatus i-s a nulti-nedia appar at us—

GARACTER 7ED sy phedetermited R tRoh kel BISRS Bof Uf fos Doy ysqft%féer | nput

t o be tramsssageeth beoutpnusktgbe user. second i nput neans for receiving a
second user input requesting that the nessage delivery be restricted to an
I nt ended reC|p|en and requesting that the nessage be encrypted using a

user - sel ect ed efe F;iEFPWWU% [apparaws of glaim 1pwhergin; spid eompunication appaagns

encrypt i Ofk a fax apparatus.

6. The communication apparatus of claim 1 wherein said communication apparatus
is a multi-media apparatus.

7. A communication apparatus for transmitting a message over a facility,
CHARACTERIZED BY |

first input means for receiving a first user input to be transmitted as a message;

second input means for receiving a second user input requesting that the message
delivery be restricted to an intended recipient, and requesting that the message be encrypted
using a user-selected encryption key selected from a plurality of predetermined encryption
keys; and

means, responsive to said second user input, for sénding a message including an
unrestricted portion and a restricted portion, the unrestricte;d portion being arranged to be
outputted to a recipient at a receiving location for identifying an intended recipient and one
or more encryption flags indicating said user-selected encryption key used to encrypt the
restricted portion.

8. The communication apparatus of claim 7 wherein said user-selected encryption
key is the intended recipient's public key Kgp as indicated by said one or more encryption
flags. '

9. The communication apparatus of claim 7 wherein said user-selected encryption
key is the sender's private key Kgg as indicated by said one or more encryption flags.

10. The communication apparatus of claim 7 further including a smart card
interface and wherein '
said second user input includes recipient information received from a smart card

inserted into said interface.

11. The communication apparatus of claim 9 wherein a user's public key is sent
as part of the unrestricted portion of the message.



keys; and means, responsive to said second user input, for sending
a nessage including an unrestricted portion and a restri ctjg i i
unrestricted portion being arranged to be outputted to a rng%?éétz%fw%m l'
receiving location for identifying an inti@nded recipient a1%a%ng (P'MKYDQSSQ
encryption flags indicating said user-selected encryption (key Lsed"{

.encrypt the restricted portion. 8. The communi cati on appar at us of
claim7 wherein said user-selected encryption key is the intended

recipient's publilc Kéhe adpenuiicaioni apgamatsed chymskfuithencomprisinge encrypti on

fl ags. nnal:'f ‘?’@mé ﬂ%a{nai }‘Wfaf d
user - sel ect ed enc%r ron % sagn er Sdﬂ?)?s?&gﬁi%’&?s&& fidgeﬁ@d
i ndi cat ed theyeigathe asﬁée bOﬁ%%@ms Né«?c;/by fheruser tyselect the mtendedmmpleme

comuni cati on apparatus of claim7 further including a smart card interface

and wherein sai d second user input includes recipient information
received froma smart card inserted into said interface.:-




11. The communi cation apparatus of claim9 wherein a user’'s public key is
sent as part of the unrestricted pofti'oh of the message. )
P iy 9 jﬁ%x—:PLACEM.'.=.NTgguse-rhl5
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™ communi cati on apparatus of claim?7 furthgr conpri sing
. the address book bei ng used by the user to select the intended recrprent.

interface for displaying an address book a smart car
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