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SECURI TY SYSTEM FOR AUTHENTI CATI NG GAM NG CHI PS
Technical field This invention relates to the use of
wa@egopae@phi ¢ al gorithnms for the authenti catiP@T/oA2005/001519
RFI D capabl e devi ces used wi thin casino environnent
and, nore specifically to tHe cryptographic
aut henti cation of RFID capabl e gam ng chi ps.
Background of the invention Anmong all the approaches
and SECURITY SYSTEMFOR ALUTHENTICATING GAMINGCHIPS
years as concrete solutions for deterring
counterfeiting and prevent unlawful and fraudul ent
wi ns within casinos, RFID based solutions have
received the greatest attention fromboth the industry
Technicaldieddr ch communities. Radi o Frequency
Identification technology is currently widely used in
mul tiple industry sectors including manufacturing,
Thid rn@/@ﬁﬁ@rﬁ rélateto thesisy ot cgptogrgphioetgarithms for the authentlcatlon
|%Ftar maceuti cal and hi ghway toll managenent. A typic
of Prapable devieas ugad yvithim cagingranyéen nkang, more specﬁ'cally to

b
the %b@ﬁ%ﬁg nga%ﬁg%%oh%ﬁglﬁgg%bgy?? re der'bgndea
conmputing device. The interrogator is typically made

of a radio frequency nodule, a control unit and a
coupling elenent that transfers a sufficient anmount of

@gﬁbﬁ}ﬁdt&fﬁ@gn%ﬁﬂﬂonder The transponder actually
it normally consists of a

coupling elenment and an el ectronic m crochi p. Several

AmBEs Al heb P pBRChF Ao, Measp i, it MNP dowdt Plakbrird ushe past
yea%é %@kddﬂﬂ:réléVéi‘Jllti’lﬁﬁﬁ fo$-°dé¢é’rrm§ dounigrfeitiig and, ér@@eﬁﬂanlawful and

Rendel man et al.) shows a construction of radio

fraudulaniewiog withingjssines: RitbebrRad swuaorg%\hang rgReived the greatest
h
e N R e A L e e

t ransponder described in that pat ent was specifically

designed to work with sl ot rm
Radio Frequency lIdentification technology is currently widely used in multiple

industry sectors including manufacturing, transportation, postal tracking, medical,
pharmaceutical and highway toll management. A typical RFID system
configuration comprises an RFID transponder usually located on the object to be
identified, an RFID interrogator or reader and a computing device. The interrogator
is typically made of a radio frequency module, a control unit and a coupling
element that transfers a sufficient amount of energy to the transponder. The
transponder actually carries the data and it normally consists of a coupling

element and an electronic microchip.

Several patents pertaining to RFID-based casino gaming chip monitoring for anti-
counterfeiting purposes and -player tracking have been issued. U.S. Pat. No.
5,166,502 (Rendelman et al.) shows a construction of radio frequency transponder

embedded in a gaming chip. The transponder is tagged with information
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However, extending the application field of afore
mentioned chip to gam ng tables such as bl ack jack
wao abe37200 baccarat was not considered in thi SPEECARI05/001519
and it would not work because the information
contai ned in the chip canno® be changed. In U S. Pat.
Nos. 5, 651 ,548 and 5, 735,742, French et al. present
ot her RFI Dbased apparatus and met hods of tracking
cong@miin’gytmbplpnwmmcmptnuémtlt;ta'mmmalueTFfdasepmcbladSransponder

desgq?#e{pefsrf élta%eﬁfa{egnltm\v% ,sfggglf \é:gggswlngﬁt 2 gl/élgb, ﬁﬁ‘gt "Hachines.
Hov&évé'rugkteed%rihe%rﬁ%% ﬁeﬂ &dferd ﬁ@‘r‘\ﬁoné’@%ﬁiﬂ?td baingf tables

readi ng and In the integrated circuit
suck st blackrjgck dablnslwﬁbamabwasmcal eansidgiedriadthis patent, and it

wo 55 e B8R 5 P ey dnangec

genui ne RFI D capabl e ganm ng chip. In fact, the nethod

descri bed by French et al. does not address securit
In U.Se et Nosab) 65Adteand f, FibefAd. anfeﬂﬁB ez,toainemeamoé%er RFID-

R e e

The’e Methotibraaidgbsd the fimas of te prewmsl pqtenbb;stailom@chup tracking
m ni -sender i s made quite eas Thi s and

at yajipust placgs Wi Jhe Fﬁ%ﬂ‘%dﬁﬁ%‘ﬂ@%@\?ﬁ@@g Rls AG ERip trays.
Pos%'b‘ﬁ rS# W n_aﬂln%"'a‘ﬁ'dy vﬂﬁlng;her‘n Uied B fate@f cirélfit CHnfaining token

er 1s not en to enslre securi ty and
|nfotmaBorpl$alsntexrﬂ®r|edr étﬂwemr,u tbe. sdbatinn peaposedyby French et al. will

not PP Fra ik g dr B et a4 0 Rl Ry B bR baming
chupS elﬁufa'cf ythi fiethéd deseabédl byeFignchvat al. loest agobadredy security
I'D device. If this approach is successful in

ISSLmSelaélaﬂi heneei intagepting theserrpmunicatierobgtwesrathe intefrpgating

WO j f af | .

oo SO R A -GTRA 1o R A0 ot sori

numlﬁéfretﬁirb@gr dhé%@?tﬁ@foﬂatﬁ easmdomttme% lmim&SepdeNfsnmade quite
ami n counterfe

easyarkpisr 410 bl AIACKS garRFD GAPADIPHRGR BT proven that

relyity L81Efy orf Bife Bﬁiﬁﬁ@ﬂésé BY it AP sBRACK GrRBefs! 1Ot enough to ensure

security and thus prevent chip replication.

Some security approaches devised in the past for chip memory content protection
were essentially limited to string of security bits which could be irreversibly toggled
by the RFID device. If this approach is successful in preventing writing into a

specific memory location, it would not prevent reading from that memory location.

Summary of the invention

In summary, the present invention discloses system and methods that prevent

gaming chip counterfeiting, RFID capable gaming chip tampering and RFID
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capabl e gam ng chips validity assessnent at gam ng

tabl es, cashier stations or at any other |ocation
wowaokiosr2ehe casi no where assessing the vali di tRCDEARI08/001519

gam ng chip is required. Thus, it is an object of the

present invention is to pro@i de a security system for

casi no gam ng chi ps authentication. In accordance with

this object, there is provided a systemfor
capablbkgﬂlhingmhip impetsdnatipabF ertigenyitineg poersiend inventioozsiforges RFID

capgﬁ' St ¥ pggg[ﬁléll ﬁ%q%%p{g% % ggﬁpﬁ;? “ ; Jer stations or at

any %E?%&@l@n%%liﬁrtﬁb' E3sifd Wlﬂé}éeéés%sé@lgpﬂh@rﬁahdlty of the gaming
d| stributed within the casino, wherein said gam ng

chipcisirpguised adapted to provide a response to a chall enge
i ssued by said nagnetic couplers when said chips are
| ocated in the vicinity of said magnetic couplers,

Thushérighah sbjett dfithe i gresanthienentiat w:ltombemndalanlsemrmr@stem for
rratches a conmput ed response by said serve
casioc SpaHME CHiPS RHhebeations d@c?cwd?ﬂ%e ﬂM%nWSO Pbigdie there is

provnﬁe@r oé’)’sﬂ&q fBr HELH%MCQ a%ﬂﬁﬂ?%%gbﬁ r@pQ?rP%kﬂa% no, said

nac |ng the steps
sys(ear) conmprisiey ahileastsenel seburty server, cairﬂnasboneusag:ure network a

st at id
casiior HaRPOREENb Y StaTL ARG LS BRa0ei FBunlers distiuted within
the Qfasln%QWére;rpeaﬂl Ahirty %hrdsbaaeeadamea%dp@mewa réspbnse to a

issuing a chall e fromsaid nmagnetic couplers to
challengk ddsued nm@mcismagrtehncpsnamgsmbam &aid ghipseang tsicated, in the

b S TRTEE EPMBLST o) A BB FIRgREunen s

reswfgwhacbh@@%p@mputem@s bhs@by Ralt sereét.ng said chip
when sai d response matches sal d conput ed response.
In accordance with another aspect of the invention, there is provided a method for
authenticating RFID-capable gaming chips within a casino, comprising the steps
of:
(a) commissioning said chips at a commissioning station, including
loading into said chip authentication information;
~ (b) providing a plurality of magnetic couplers distributed in said casino;
(c) issuing a challenge from said magnetic couplers to said chips when
said chips are located in the vicinity of said magnetic couplers;
(d) receiving a response from said chip;
(e) comparing said response to a computed response; and
(f) authenticating said chip when said response matches said computed

response.

In accordance with yet another aspect of the invention, there is provided a method
for authenticating an RFID reader to a gaming chip within the casino comprising:

the gaming chip issuing a challenge to the RFID reader,
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In accordance with yet another aspect of the
invention, there is provided a nethod for
wa@iokesmecat i ng an RFID reader to a gam ng chi pPCTMCARION001519
the casino conprising: the gam ng chip issuing a
chal l enge to the RFID reade%; t he gam ng chip receiving
a response fromthe RFID reader; conparing said
response to a conputed response; and authenticati ng
t hehe g@dﬂ'fg shipmeseividgreesspoase frat thesREH deadnrput ed
resgonse H:E? such ut hent i %atl on it can
guSPRIRABEY S@ esgogg?nqga CORRHIE EESRANSA ﬁnf'he casi no

IWi %ahtl%"tlbéﬂ’nq)rthéméard%'r ywﬁéﬁﬁéé?éeretswnwwatdﬂéscga.al ééputed

ormation to an interrogating device only afte
sucespseisel assessnent that the interrogating deV| ceis
i ndeed legitimtely enpowered to access this security
information. Simlarly, using such authentication wll

Usi h@crﬁéﬁmmﬂtldd"ﬂtcaﬂfbe Grd@ntspibiblae aggaming chip Rses edthin the
a gam ng table or at any other |ocation wthin

Castﬂ@& RartViaPr W@tﬁﬁ'ﬂaﬂl@'qséglﬂﬁq’ nRGIribe Gittical mformatllgn to an
mtehﬁ%;lgﬁryﬁb\%e'd?ﬁf QHEC &SRkl taege%f?éﬁl%ﬁmt‘% RS dating device

conm ssi-oni ng or  at
is ihdesd IeWma@l;afe‘mmWéned tdweccm this s‘EImustynEﬁosnaﬁmt Slmllarly,

usw{aggggé}aggﬁwg@gg m"LEgleﬁé%eagwﬁghgt EWEWDE%%J[% ggmmg chip
useQ'a?t“d géﬁ'l%d fabid'er 'af‘&ﬁ?tdtl%? I%ét'iod Wﬂﬁﬁﬁth@ddsﬁhcpéétually contains

rom di ssimulating fake gam ng chips-that is,
Iegltutmﬁe sgauiityginforinpation Irl’(roﬁucbaﬂl inte dhe agamlugb@hlpbmemory during

i nval i d secur,it
comsBseIongh & Vet m G e PYLSORiatheeB R Fhdino. This
meS AR any HIR/IPEriag with the gémvngd@h.ﬁ adfiong cehtemt will be detected.
aut hent i Catl on Securi t stemthat uses a set

A g@@f:ngt@lwwl@a@n %@éera]tc ap@lisaipsachin dhe "(‘t\éﬁ‘ntl%@ Wiletnpede
mal?cnc?t}'se%g%?g%dsrﬁﬁglsgEﬁmgﬁ C(f f?ﬁé :ﬁaﬁ‘nmgh&'ﬁp L Irigl E%gg gaming

chipwitheanedlidi sertsl nsurdbere dut dn\ka‘hdosm:-wnymonassmtmripmdly stolen

the termone-tine password will b d for this t
secyfitysgadesr-gmong vahdpgammg chips. € use or I's type

Another object of the present invention is to provide a gaming chip authentication
security system that uses a set of secrets whereby each secret out of the set can
be used only a predefined number of times. This may include for example using
the secret only once. In this case the secret is considered to be one-time
password and the term one-time password will be used for this type of secrets

interchangeably.

Another object of the invention is to describe a method for changing the
authentication secret on a regular basis following a predefined time schedule

specified by legitimate casino staff.
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I nt erchangeabl y. Another object of the inventionis to
descri be a nethod for changi ng the authentication
W@ emwr®s720m a regul ar basis foll owi ng a predef i mEfCARIWEB/001519
schedul e specified by legitimte casino staff. The
details of one or nore enbod®nments of the invention
are set forth in the acconpanyi ng drawi ngs and the
description below Brief description of the draw ngs
Thd hegsilsand omehor nadiiee embodimertsvaitheg @sventionhare set forth in the
i nvention wll bec Qar nt upon readi ng the
accpENRANYNY e@é,@n%?naﬂﬁ%ag AR REWring to the
drawi ngs in which: Figure 1 is an overall view of a
security system for gam ng chip authentication as
di sclosed in the current invention. Figure 2 is a
B S errat.i*: Vi W ofdr & Lng table wth enbedded
r IRt muni cati on channel between
the table and the central server. Figures 3A and 3B
are transactional views of one enbodi nent of the
Thesa modsothes obiasési and advantagreent then Invengapavill become apparent

o R 0B B T SRR iy

5B are transacti onal views of another enbodi nent of
. the nethods d scrib?d in this inveption.. Fiqures, 6A,. .
FigaFel 168 Al evarall e A arsecuile akS1BM (RS 9aufigerdlP authentication as

disﬁﬁgggiim%g@eﬁthﬁv&ﬁmods described in this

I'nvention. Description of preferred enbodi ments of the
i nventi on Enbodi nents of the security systemfor

. ' hi t henticati . in . [ .
FitFae FreselRrpes Yow 6 ¢ egMind Fvie trE" iR abey HhRtidie coupters
andcohitSurieafidichaiiet etisevgittabR and the santediseywver.

enconpass RFI D capabl e gam ng tabl es as described in

I nternational application no. PCT/CA2005/001338 fil ed

Fig%?esS %W gﬂge\iB ]areztpé)r?sa%yional views of one embodiment of the methods

described in this invention.

Figure 4 is a functional view of the information exchange that occurs between the
reader and the chip.

Figures 5A and 5B are transactional views of another embodiment of the methods

described in this invention.

Figures BA and 6B are transactional views of yet another embodiment of the

methods described in this invention.
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the Applicant, which is hereby incorporated by
reference. The enbodi nents of the security system for
w@2006/08722thi p aut hentication rely on the exi st emcECAR0&001519
data network within the casipo to ensure that
legitimate casino staff has @roperl y conm ssioned the
chip used within the casino. It assuned that the
network is secure and data traveling though the
Degéiiption of prefarned eadsodimentstdfdhednyértionno addi ti onal
del ay except the propagation tinme. The enbodi nents of
a system for gam ng chip authentication as disclosed
EnmbddiriéntB!d? 358 se bty rys @i 96+ dithingedhip AlitHEMicafies ke in casino
or on any proprietary encryption algorithmto ensure
to emmrre thatstbe whip girculating aithimther eagine® and drsedi atdhe\gaming tables

the chip.menory. has bee i A ' . .
are,genyine, llrglpﬁ%lyc qorqrgo%&gi?gﬁ ﬁggastﬁéfﬁm?ﬁ{}éb%aanssdescnbed in
IntérAatiomdl Yapplieatiér thoa PCTYEN2005k09 338cfilgd tdro8eptegatsert hn2005 by

such as A or ECC or any standard synmetric key

thesApligant, avhigh isherebprincasporeted by fiefgréncased

i nterchangeably as long they offer the sanme |evel of

bit security. However, a |low footprint encryption
Thelegsiddirnenty of thbsepurfyesyatdm forsgamaigncrep iautivaritication rely on the

significantly alleviate the network traffic. The .
exigiagaiater Raiaetyody Wi NeronA Rocess that kahiats casino staf
hagmgﬂ%e;@c??ﬁﬂﬂéﬁoﬁ@@ thé SR Lised VAINiIA e %ﬁsi'ﬁ‘ét. It 30UrReY that the

C or on any proprietary RFI D conmuni cation
netwaok ixsécwe andydatalttavieling dleewugh theemetwosia frorFpme node to another

WLCTEE TRy (Y T Ape———

sy@emE Yafiing CRRE & @RBAticAvN 49 aisSREEE Wit brisent Tiveation do not
I nstruments coul d be used interchangeably in these

relg einoainyrspesific lor ahengmiepiietent eaeryphen ialdasithimoty, egsure that no

am ng..t abl i pp ' RE ,
sl b B FiAioBREch ik, B h?, SHP BB has beepmodified
by @r?eémngy bXtesRaMer thercasinte bpématihg tstaff. gEis myearhs that any standard

auf henti cating information. Such i n& r.mat i

asymeteitierkey eeRpetiani fIgorifing haicne age %pg&ﬁf Slﬁs any standard
sySREHEKER SrEfefioh SLEh o RSB AES Bclil e 8580 ifpfehafigeably s

longsth@y offer the same level of bit security. However, a low footprint encryption

algorithm will be preferably used since it will significantly alleviate the network
traffic. The embodiments of a system for gaming chip authentication as disclosed
in the present invention do not rely on any specific or on any proprietary RFID
communication protocol or any RFID frequency. Hence any RFID integrated
circuits such as those available off-the-shelves from integrated circuit suppliers
such as EM-Microelectronic, Philips Semiconductors, Texas Instruments could be

used interchangeably in these embodiments.

In one embodiment of the invention, a gaming table equipped with an RFID reader
and interrogation zones communicates in a secure way with a security server in

order to fetch gaming chip authenticating information. Such information is then
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to successfully authenticate gam ng chips even in the
event of a conplete network col |l apse. Authentication
w0 s00dosm2d ol | owi ng a chal | enge response pr ot ocBCT/CA2005/001519
whereby a digital signature is used to ensure the
integrity of the nmessages seht by the parts
intervening in the protocol In another enbodiment of
the invention, the reader is allowed to process gan ng
stoddl {enapdrhaciiyt inCthe) ragdlenft@rspaedwp bcmerrecatmdbetw&emtble reader

ancf h’{ﬁ?&%&r{gﬁ@sfg%?ms%s | nﬂ@y;ﬁqrgadppé@azp Ici bgg%ﬂyybe used

to s?Jc@@ssf@W adfhenfiBaedEming EhipdIbven RAthe’ &fertt T &f ddmplete network
networ k ‘desi gn smcethetrafflc enerated within the

collapseohuthesticatiemis done &iomingachalenae igspense piateco! whereby

a digit%gﬁlgn?ﬁlrgﬁé ﬁ%%(#( t& %hé%@stﬁﬁ uﬁtegﬂttyﬁcgqﬁ% \%% g%sis%Ht by the parts

mtéﬁ'@ﬂnﬁg |r$h1d3prdt(bbd|hl s docunent al so subsequent ly called
the "tag", 1s assuned to enconpass a m ni nal
crypt ographi c devi ce beside a random nunber generator.

In :Irlik?théf ¥mb%9frﬁ8m 8f FRVinGEniRH tHe RESA&T RPANGWRS IEH nBrocess gaming

NMMetric key since thése are easier to
chlpmmtln@mcatlagl eﬁerrmtm d)utt Hte meadgr asedoti allnyed otb tstare this

e 8 B Ak B e AR, JAIEE ot e
readlef SfiY. Bd’tvéi%b%rhésunﬁ?e Qlﬂbﬁe&h?@@%ﬁféfuﬁﬁ@@o?ﬂ&iem n since the

ocated with the casino preferably on gam ng tabl es
tratfio Qenerater wmm tha edyorkoco dd easiyybpeomet @uerwhgiming and could

lea :tara:Aq rl&pola&% f'g8§§%8|§ % %I}%’e Q?S;hg[ with a

mul ti plexer for chip reading and witing, a secure
network 101 together with a security server, 102 and

In aaethed embedieenhof dhedrvantion, thegANHRGHChIP: dH|tB'83@9°LI1’H§"t also
suﬁegﬁgg([‘%r | ﬁgd Re 3 elst%%hh{goofo"@ﬁécgﬁaéﬁa Mffimbl eygltographlc

y serve e reader on arri
devite t hesid@sa n@andom aturalper geherator. n’éhascrypte)gca;sl'ec nd@vice would
be, the gam n% chi ps ar conmi ssj oned.

s
Pquﬁ@lb%@egﬁﬁﬁsﬁ agtripskeyr preeéi@?etthéael e ﬁ@s@g‘éf) ng'plement and
redlie08S Srea' 8 tHO ISy Atel Bitcuitbfithe tag.

Referring to Figures 1 and 2, a security system for authenticating gaming chips
214 according to the present invention has a chip placement area 215 located
within the casino preferably on gaming tables 209 (Black Jack table, Roulette
table, etc.), a plurality of magnetic couplers 212 together with a plurality of readers
301 and a plurality of multiplexer for chip reading and writing, a secure network
101 together with a security server 102 and a casino management system 108.

Each gaming chip 302 has a memory 407 to store the information received from
the security server via the reader 301. Upon arrival at the casino, or at any other

time as the case may be, the gaming chips are commissioned. This means that
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and tag will be used in the remaining part of this
docunent i nterchangeably. During the conm ssioning
webase372al | the paraneters and all the necessapPgT/CA2005/001519
i nformati on needed for successful subsequent chip
authentication is encoded info the chi p nmenory 407. As
illustrated in Figure 3 A during this initialization
phase, the tag generates a random nunber A that is
theg%ﬂmgempe@re geyisteredghsheamasitio database 40he amerdsegaming chip
a as a single chunk .of infarmatjion to . the reader
andhipg winheaused e 8aBs pertot s Adimedy fE-dEeg bl
307a a hash value H on the information. This hash
value is transferred 303b to the security server 305.
Durigg.i thei comgnissiopinghghaget il the\eparametersi and all ethgr inegessary

. .server" and "host" W e i [ .
aiepaditie 67 ety habioel 1F A PhE1RAFRAE Bhboced o
thel &fip Fhémahe4B2Y Ak dllwsiraed én Bifure 3Agidudhg thignattiatization phase,
ineab: genoIeS e REOTOATLIRD S B oh 4> SEBGRIANRIEb G dPedag's seria
s s
: |t _ . . .
o3 s S50 4955 SN . A RRBATS thepeioendon. The
reciieg BOtUISEsVits ipfivatet key o bhidd S0Facal hask vaee Hsos dhe information.

R Sl B e DS R SN A0 s 0o
noted ‘fﬁériﬁﬁése)gﬁ;régﬁbngp@sr&hh@“ denddr f ghd OWost’hevill be used here

Initralizati ase. The transaction depicted on
intéichangeablB i s a typical table gane transaction. A
reader (interrogator) 301 or a plurality thereof

associated to a ganmng table 107 or to a plurality

UpoR&eE&bt of thietHaaheralud ®l, i@ RBECI0Bused itdphvatekeddd doynpute 306
sendi ng 303a an authentication request copmand to

a dig'@atl si%mtueagzmrthe dwspodbisadighplRignalyrd is then ?@%tti?off’c to the
sSen e . ) . i .
5 WAREELEEE ot U, SR SRR VAE) S078 e sineo

me3sage rebeiveerioac fowmbite Ebbrity berveeddsr UpamdsuG@shfuh signature
retrjeval command to the host 305 iR ord to retrieve
vegifieation, the signed message is sent 303d to the tag e?:r02, which then securely

stores 304b the signed message into its memory 407.

Figure 3 B illustrates normal operation that follows the initialization phase. The
transaction depicted on figure 3 B is a typical table game transaction. A reader
(interrogator) 301 or a plurality thereof associated to a gaming table 107 or to a
plurality thereof, initiates the transaction with a tag 302 by sending 303a an
authentication request command to the tag. The tag generates 304c a random
number B that is sent 303e back to the reader 305 together with the tag’s serial
number. Upon receipt of the random number B and the serial number 404, the
reader sends 303b a retrieval command to the host 305 in order to retrieve the
authentication information Z computed during the initialization phase and currently
stored on the security server. Using the tag’s serial number 404 the security server
retrieves the digitally signed authentication information associated with the tag's
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aut hentication information Z conputed during the
initialization phase and currently stored on the

W@ e@dnd12g0 server. Using the tag' s serial nunberPCQA2d05001519
security server retrieves t digitally signed
aut hentication information associated wth the
tag' sserial number and returns 303c it to the

serigl BRMEST Gy Foflis 59@53523&%236%?%5'&,&%&% husing the security
servdr@n iR iyt hﬁré‘ufn*f@r%&é?tért'@éhﬂe%f OJgR! | @ﬁgure on the

subsequent |y “conput es c a cryptographi c fun
autkendicatioe mimdxaﬁmnumd Bublaeqlnerglyscemputds BOﬁ‘oea aryptographic

t hent i |nfor reader t he
fun{étlbﬁd?S‘g t“ﬁ ai‘ﬂﬂ”? 'd‘l‘ o@oﬁ'ﬁ% g%ns?r@tlﬁ‘é"ﬂ and the
autiantitation| @h@orn’mibntfig Tﬁ@”p#efa@lér 3hdR 58/dS aaff terLrﬂt Fof the

over . the random nunber SN, the tag's serial nunber and

compidation teethe tag iOm hissisenthe &9 Zomsutﬁeaﬂéerttlhq satrfeefunction F
ovel qgecﬁmﬁﬁaﬁqﬁmgﬁ\l % h\épt WRBLF Hf@f t Spgefh%vghﬁren?catron

ser I al aut t| on i

infotrnaticre &i. eSubseqbentlﬁntdeStegdcbrﬁWSStdmtlﬁéﬁu?/btdg‘rablhrbﬁunctron G
he reader. Upon receipt result

ovef fhe $ruial EEESninG AWBeniealion IBBpANER 4 #ed therserial number and
senfrj]ﬁ r‘?g)g? %Re %Qﬂ? E)LEH?@ cBﬁ@%@éﬂdﬁuﬂ‘}ﬁé déd ?{ﬁcﬁ\gr%ef@%df%e result

SN an e aut tlcatlonln or ma
of the!funpléort drpbe aciades campulesidhe tdame iongtiont S ovepahe random

N T I T T S AT O

all al sothpltatonslaie daiee tﬁél’cﬂb patd B@ﬁ\%a"r@(iﬁevr@gulttd?%err proper
the interrogator and the tag have nutual

computatiam w&latﬂetasaemen@dw@em thegmmunldatwmpartaeprléther calculated
valdR i ooal tethobd Te ETaE Thep B Rty RderlB Afig W% eq hgve mutually

authmiﬁbageddéychamtaedi spl ayed. The nenory | ocation pointer
409, which is used to record the nost recently

accessed valid nennry | ocation 4 10, is also

Frgrﬁésﬁ’lr?é/rﬁ %hfg e‘Fér‘?é ??drﬂ'fenw@f e sdn Crﬂ%rgpon where the

poi nt er e exp icItly addressed
crypdegraphiat emgmef40ﬂhef thebredider ahd Qhettblg!snﬁeﬁﬁiﬂj‘r 4orveret digplayed.
Thedn1pe|rr(r:<§rye/dlolcgtrol:rlr uolrrr(rete? 4(%es\krlqr%ﬁ |\éa{rlsgd r{rgrrr%rc%rd the most recently
accessed valid memory location 410, is also displayed. The usefulness of the
memory location pointer will be explicitly addressed during the description of the
embodiment of the present invention depicted in Figure 5. Besides valid memory
locations, the memory block 408 also displays memory locations 413 marked with
an x in order to indicate that the content of these memory locations is not valid any
more. The cryptographic functions F, G, H (414, 415, and 416) used throughout
could be any cryptographic and persons skilled in the art will understand how to
chose the best cryptographic function among those currently available or how to
design other cryptographic functions that meet high security requirement.

However, an embodiment of the present invention as depicted in Figure 4
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| ocations, the nmenory bl ock 408 al so displays nenory
| ocations 413 marked with an x in order to indicate
W@ bab/osh2eo content of these menory | ocations i SPEDCA2005/001519
valid any nore. The cryptographic functions F, G H
(414, 415, and 416) used th?@ughout coul d be any
crypt ographic and persons skilled in the art wl|l
understand how to chose the best cryptographic
encbmpatses feading 4 hmiseeodenbnalluesmnﬁ | 404, 405 ahdwtQpas input to
h desi gn ot her cr ographlc functions that neet high
es&eryPlogyaR &u?? ﬁt However, an embodi ment of the
present invention as depicted in Figure 4enconpasses
feedi ng 4 i ndependent val ues 403, 404, 405 and 406 as
FigurepBitshows: Baetbe myplesmdagribodimant pb e pregRntanseriifingn this
t he ef er f nv
emiATR o eliRp RSt L EarHRGtet, phclftudly detines 4 ' Bffen the

autifarRicatioh | prodess ran bevpefsrered. hEigars f&wt Ide@totgrthe initialization
process can be perforned. Fi

progesist imthis aroeﬁﬁsprﬂ&érggrrogﬁw %ﬁaﬂspﬁ@c@ Z@&l@n pﬂase by sending
503'an5§rfnﬂ@8§ﬁor§:ﬁa:r5ﬁmetté\e td Nhe! Blg. Zfhd ocﬁgp %n9¥ W|th its serial

nitialization~paranet ag.
nurnithe, Mmh ¢ pobsequently forwardedi msmmm hashlb(yhthlesreader along

oS LIS 0, b B8 o s
nun'it?é‘re'uEFn Oiks bh@at%e@b aRé Hdse gefktabs fﬂ%‘Beé SigHEtine Ztcﬁ/er these

vat e key, host generates 506b a signature Z
twooa]ementseared subseqtarélmeer@ﬁdhe signedurentol thedeader, tvwhich uses the

v 15, VB, S Aot AP ot Upon

sucBessful %ﬂat&éc\i@ﬁﬁ:&ubn st ehlueez Visrddridc s0Berto theetag. The tag
val ue is send 503e to the tag. The tag stores 504

stoneseb 0Ad Uh@ valugie theytagtengpnliess ary@tweea\cafyﬁption F N times
to t6 &gwgsm Edl\#ewdglﬁéo op ttn Ir%%kltjgf %ﬁe rea Bfﬁoaﬁ)éaeéod%r Without

furt{]ﬁ;r pl‘weh tspin%mer;]we?iertﬂwwmdmm falueatodthet host, wddicke them stores
e hos ich then st P t s dat

506 BondiS AAMaRRORL S Wl 1 e sa BTty SR hen a tag
entgﬁttﬂesf éktj1 ftﬁ@'ré’a&fr ?aﬁﬁ%‘ﬁﬁ&atdrﬁ@e&\k’éﬁ&%éﬁ@fé&ﬁ Figure 5 B

guence icted
reqwres that the reader flrst sends 503h the authentication request command

along with a running index i. The tag responds to the request by applying 504 the
cryptographic function F N-/ times to the initial value Z. The value P;calculated this
way is then sent to the host through the reader. The host then applies 506¢ the
same function F once to the previous response of the tag and compares 506d the
obtained result with the value currently received from the tag. If these two values
match then the current tag's response is stored 506e in the host's database along
with the tag’s serial number and access is granted. The host then sends back
503k the value / to the reader. Before the next authentication, the reader
compares 505¢ the current value of | to zero. If / is greater than zero, then the tag
is allowed to attempt a new authentication and the reader decreases the value of /

before sending it to the tag for a new authentication. Otherwise, if | equals to zero
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requires that the reader first sends 503h the
aut henti cation request conmand along with a runni ng
W0 nabex37220 The tag responds to the request by apEi/ganys/001519
504 the cryptographic function F N/ tinmes to the
initial value Z The val ue FD]‘ calculated this way is
then sent to the host through the reader. The host
then applies 506c the sane function F once to the
therprthei tags haes pathedofts t dilowenty sauthentivatian equ@@cdnd hmust be re-
obt aj neg result with the value currently received from
COMMIESIORGY- | f these two val ues match then the current
tag's response is stored 506e in the host's database
along with the tag's serial nunber and access is
Figurea it algpictseanotber t emhodimery phcthessskrenhenyvantien./ Again, the -

i35 05 BRSO BB AR, FEHLGRa g AGEREE. ho

initigizZ@bArpHdsanstadts awitht tren rédvertseadirg aOB@mdmittahaétﬁ@‘imbmmand
a new aut hentication and the reader decreases th

to theuta@ bhe tag amsmers &Adbnyith ﬂtSt%sertahé\un&wf Which ffopassed to the
hosf‘%{ﬁﬁm ar?@ fuﬁfhgr%r%é |ﬁ‘§eThé <£qHEh ;ér%réf’e%%m dnbiestores

as ent| cdtion quota and
605hfuah dvele‘raemﬂnsstsobmmdswﬁrcglstrmgs (®pi.c6s). aﬁmﬂeepasswords are

f Agai h
subsaaven; sart BRArOELE tSdherBEY spCUs.alRust tifugmth reader
wutHo%t Tﬁﬁﬂé?t rﬁ&é‘%lhé‘ THON6S Bl AnenT e tHY {dg®d s&mdliaarP e for its

tarts wit feader sending 603a an“initialization
dat&tm&mnd to the tag. The tag answers 603b with its
serial number, which is passed to the host w thout any
further processing. The host then generates 605a and

Whéh %rtéé GER MB rBa8ErINBILS tttedder G682 slithenBcation process
These passwords are subsequently sent

by SHG003 aﬂsa»ﬁmtru@w@ers/aanweenémdjnttﬁmgag tThe tag responds
o GECIFeHLIRY (L0415 PEREARRLIN, sINEcLPaLolbld ubREY as an

acc¥bgindex a09ewt ealid Idationsderd of fonel df its hael‘r@ayietables 408 The

initiates an authentication process, by sendi ng, 603f
retrieyge oiuR isben sepbfldePOBhirdha host trﬁég eﬁ%@ g with the

tag'se§E0 Fut Bel. "SI YRR CALERA AEAER! th@’ hbSE VeRHESGhat the
password S; recelved from the tag actually corresponds to the value stored in the
database at position i for that given tag. If this is the case, access is granted and
the host acknowledges 603i / to the reader. Upon receipt of the acknowledgment
the reader marks the value of j as invalid and informs 603j the tag that it should
invalidate the memory location 413 containing the value of i. Again as with the
previously discussed embodiment, when the value of i reaches n, the tag has
reached the predefined authentication quota and no other authentication is
possible. Using this embodiment, several chips could be authenticated
simultaneously since they could all share the same value of | while their respective

serial number could be used to discriminate them on the host side.
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access index 409 to valid locations 410 of one of its
menory tables 408. The retrieved value is then sent
w®oOBG/03ROBh to the host trough the reader al onBCTMCARN0S/001519
the tag's serial nunber. Usiygg the tag's serial
nunber, the host verifies that the password Si
received fromthe tag actually corresponds to the
ThvaI@%n?tored in the d tab se at osition / for that
GAYEgnfigation pregass Ei‘% thig bwestion agdaint altithenereferred
emb&@Ened¥ dEdchBBH CASRM eiﬂ)”(fa's /not GelhiRt " ﬁtrunl lal?iBﬁ between the
recei pt of the acknow edgnent the rea ﬁ(
secygtyuseryer anddhe ehipsi enhuital CorffrtolumsatBﬂBthrohg:h thoey gtah*mtg tables or

h 3
casR2bEto nupBh e TRAN ¥isor e Bydgasd it daddested to
autiertiditerahothenicehtione witlinithetadind ereh@gariplet t}?e &éﬂna%uld be

reached the predefined authentication quota and
equiRes Wit eaders andomapsetis soupleEs cois hecated st employee portals
r nt| ted
105 i BBSinoR e e trB8r EbpRe RS Lol R Y B et
val ue of | mhlle their respective serial nunber could
crimnate themon the host sid

The grpeimer ¢t ergeerRisinyentipsare paklimped ke pasAVERIFEhchip as
the? Ml WidrRlequdg. witiPhbateRAaEaReA REI AR bORIaOR md semi-

does not restrict co nlcatlon etween theé securit
passiedavicasdcarherisgd. ps only to conmuni cation through the

gam ng tables or cashier station. Indeed, chips may

al so be interrogated and requested to authenticate at

ot her locations within the casino. For exanple, the

casi no could be equipped with readers and nmagnetic

couplers coils located at enpl oyee portals 103 or at

the casino exits 104 in order to prevent enpl oyee or

pl ayer theft. The enbodi nent of the present invention

are not limted to passive RIFD chip as they will work

equally with battery assisted RFID devices both active

and sem passi ve devices conprised. CLAIMS 1. A system

for authenticating RFID capable ganmng chips in a

casi no, said systemconprising at |east one security

server, at |east one secure network,
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a casi no managenent systemand a plurality of magnetic
couplers distributed within the casino, wherein said
w@200bn8p22thi ps are adapted to provide a responseECT/OA2005/001519
chal | enge i ssued by said naqgetlc coupl ers when said
chips are located in the vicinity of said nagnetic
coupl ers, whereby said chip is authenticated when said
response natches a conput r onse by said server. 2
A system accordi ng to cke wherei n each of said
gam ng chips include a nenory and pseudo-random nunber
generator, and wherein each of said gam ng chips has a
unique serial number. 3. A systemaccording to claim

1 L AR TSR R AL TR Ly s, s

A systeamconprisifigigt leasiCorid sedurityBerer Nat9ahst b &g fetwork,
and sai g response are encrypted using asynmetric

cr ot @iphinanggement vausters. ands yas triwiadityc fdinmagnedic  couplers

Ut putet FARIT 1R s, Wndtefh B4 bl ohlbs, i adapted to
samaiowddatasr&spmtsedn a nha)ltemyel |sﬁuembylsﬁ|d1@na?grréti¢rédudlé’rs when
wor d, bei ng used only once during

autsﬁté%PF‘EPét ?Q?n'“@ted M é%t\/&w'%esﬁal%mgﬂe@p@wpiers whereby
whegRi e iseasih f IR ae

| ocat edrﬁé} Ior errbeﬁgggt H‘}Aﬁé@ar\frjn ng @%Pes@%ﬁ%ﬁs 2 computed
accespiinsg hysaitsienver, wherein sai d system f urt-her

i ncl udes a conmi ssioning station for conmm ssioning
said gam ng chi ps when said chips first arrive at said

2. cay systemnatodidifl e cldnrer stIRsBimestH | o g%mlﬁ};feﬁ Jmclude a

for authenticating RFID capable gamng c
caé“%?%@%rp%@wg? fanglogn Ep@b@f ge(layatobmndswheramngach of said

Salgnfiflg Bhipdindd & BGRGHA RdmBLRL 1 0N 1 el udi ng

A system according to claim 1, wherein said challenge and said response
are encrypted using symmetric cryptographic primitives.

A system according to claim 1, wherein said challenge and said response

are encrypted using asymmetric cryptographic primitives.

A system according to claim 1, wherein said chips are provided with
authentication information at a commissioning phase, said authentication
information including a plurality of words, each word being used only once
during authentication.

A system according to claim 1, wherein at least some of said magnetic
couplers are located on or embedded in gaming tables.
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| oading into said chip authentication information; (b)
providing a plurality of magnetic couplers distributed

wo eosasd2acasi no; (c) issuing a chall enge from Bei/dA2005/001519

10.

11.

12.

magneti c couplers to said chi,ps when said chips are
| ocated in the vicinity of said magnetic couplers; (d)
receiving a response fromsaid chip; (e) conparing

sai d response to a conpuyted respaonse; and (f) _

St SHE R 350D 0 AR whe WHSERID. $4id pavetemifurthisncludes a
Saic@nfARBISNATY 'SLHRANIS i lﬁgd Lt |\ i
8 , wherein said st_ep&(afcgrr?rr@slgfgbn ggﬁgragr}'ﬁgy&ﬁ?g Wheh said
maghinsi fystatiiyeatsaidcasidesancat atheppredetemvingd tignes.
enbedded active integrated circuits within the casino

at gami ng tabl es or enbedded sem passive integrated

ci A wigthodrfon a@@;@iti@aﬁaﬁmmmwﬁble Hami n@ﬁipg%thin a casino
according to claim8, erein said response Is '

enCPYPrisAEejeRy Rfiet ri c cryptographic primitives or

as t e | C [ gt LV r._.a _combination .
th ?yeTgf qu]{ﬁ 'gﬁeheﬂﬁ%%maccc rédggggbt gamnglrs%ogm’g \ﬁl‘\%foé\' nincluding
sai d coladirglinte spinhcrep iasthemipati@dinformsmti me. 12, A
met,hod according to claim8, wherein said step (a) of

co sstﬁ'Wagi%p'PéﬂiﬁhPt@aSﬂeBG eQérlersdisttbutedrin said casino;

I N{grva i i cl.ai ]

sl BihukE a BERCAGE RN 2hid ohei cBLElers 1 8BIEulps when
nunber 8d&idighips atetlocatedeinitbel vivirityrafisaid teagHetictolplers;

wh [ i t hod [ ti d stori
nECL IR o BRPoRROPRE S SR he gam ng chip

be{e) e tbmphiinglsatHfddPBhse & h QB d
acs:égrdi ng Po p?ai m 8, 9Wherei n Sgll %%f%ﬁ%%h%?%es
coffput i adthenticating said chip when said response matches said computed

response.

A method according to claim 8, wherein said step of providing a plurality of
magnetic couplers includes the step of providing embedded active
integrated circuits within the casino at gaming tables or embedded semi-
passive integrated circuits or a combination thereof.

A method according to claim 8, wherein said response is encrypted using
symmetric cryptographic primitives or asymmetric cryptographic primitives,
or a combination thereof.

A method according to claim 8, wherein said computed response is
computed in real-time.

A method according to claim 8, wherein said step (a) of commissioning is
repeated at predetermined time intervals.
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the authentication on the fly during the
aut henti cation process. 16. A nethod for
wa@piokesecat i ng an RFI D reader to a gam ng chipCTCAbios/001519
the casino conprising: the gam ng chip issuing a
chal | enge to the RFID readegﬁ the gam ng chip
receiving a response fromthe RFID reader; conparing
said response to a conputed response; and
13.aUFA&ﬁﬂ§th6@tédd¢9rdihg to edaiaT 8yivhersini shid esgtloerstizcatinh dhfesmation is
said conmputed response. .17. A nethod of gam ng chi
autusenta E@qetﬁﬁefjrﬁ‘uﬂrlh%rqgé'ﬁlee with claim g V\,he?ei n |tohe

chal I enge val ue is pseudo-randomval ue. 18. A nethod
of gami ng chip authentication in accordance with claim
14.8 vk enethod tAveorting te clpimve | wieerein aaidi methpdscempgses computing

and storing the authentication information in the gaming chip before the first

authentication.

15. A method according to claim 8, wherein said method comprises computing
the authentication on the fly during the authentication process.

16. A method for authenticating an RFID reader to a gaming chip within the
casino comprising:
the gaming chip issuing a challenge to the RFID reader;
the gaming chip receiving a response from the RFID reader;
comparing said response to a computed response; and
authenticating the reader when said response matches said computed

response.

17. A method of gaming chip authentication in accordance with claim 8 wherein

the challenge value is pseudo-random value.

18. A method of gaming chip authentication in accordance with claim 8 wherein

the challenge value is a binary string.



