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acquire an image frame in a video in real time

i

Recognize at least two organ regions of a user in the image frame

two recognized organ regions according to a feature value
calculated based on the recognized organ region corresponding to
the feature value set

Y

Perform a liveness detection on the user according to data features
in a combination set formed by at least two feature value sets
corresponding to the at least two organ regions and extremum

conditions respectively corresponding to the at least two feature

In a case of satisfying a liveness detection starting condition, ~_ S110

d te a fi 1 t ing t h of the at least
and update a feature value set corresponding to each of the at leas ~_ S120

™\~ S130

value sets

FIG. 1



2/4

In a case of satisfying a liveness detection starting condition, acquire an
image frame in a video in real time T\~ S210

y

Recognize at least two organ regions of a user in the image frame, and update a
feature value set corresponding to each of the at least two recognized organ
regions according to a feature value calculated based on the recognized organ
region corresponding to the feature value set

v

Select at least two feature value sets matching a liveness detection condition to
generate the combination set; determine a magnitude variation of the feature
value in each feature value set, and determine a posture variation of each organ
region; according to the posture variation of each organ region, perform a
detection of at least one action satisfying the liveness detection condition on
each feature value set in the combination set in real time, and detect whether a
magnitude of a feature value in a feature value set matching each action
satisfies an extremum condition of the feature value set

\_ S220

™~ S230

In a process of the
ection of the at least one action satisfying the livencss
detection condition, determine whether at least one feature value
set in the combination set satisfies a
mutual exclusion condition

S240

Determine that the liveness detection fails e S250

n the process of the
detection of at least one action satisfying the
liveness detection condition, determine whether at least one
eature value set in the combination set satisfie
plementation condition

No

Modify at least two extremum conditions corresponding to the at least two
feature value sets in the combination set
|

™~ S270

Determine whether a liveness detection

normal ending condition is satisfied 5280

In a case where each detection result of the at least one action satisfying the
liveness detection condition is successful, determine that the user is a livingg™~_ S290
body
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In a case of satisfying a liveness detection starting condition, acquire an ~_S310
image frame in a video in real time

Determine whether all organ regions
recognized in the image frame satisfy a non-obscuration
ondition, until determination of all image frames in the videa
acquired in real time is completed.

Serve the image frame as the target image frame, calculate a feature value
matching each recognized organ region in the target image frame, and  |["™\S330
update and store the feature value in the corresponding feature value set

[

> Acquire a next image frame in real time ~CS340

v

Perform a detection of at least one action satisfying the liveness detection
condition on each feature value set in the combination set in real time, and
—» detect whether a magnitude of a feature value of a feature value set
matching each action satisfies an extremum condition of the feature value |"\.S350
set

Determine whether at least
one feature value set in the combination set satisfies the
mutual exclusion condition

S360

Determine that the liveness detection fails \S370

Determine whether at least
one feature value set in the combination set satisfies the
complementation condition

Modify at least two extremum conditions ~_S390

1]

Determine whether a liveness
detection normal ending condition is sati

According to a detection result of the at least one action satisfying the |~\_S3110
liveness detection condition, determine whether the user is a living body
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Real-tl.m‘e‘lmage frame ~_ 410
acquisition module
Feat 1 t updat
caturc valuc SCt updaate ~_ 420
module
Liveness determination |~ 430
module
FIG. 4
500
Processing /501 ROM /502 RAM /503
apparatus
> /504
505
I/O interface /
Input Output Storage Communication
apparatus apparatus apparatus apparatus
506 507 508 509

FIG. 5



