
1/4 

In a case of satisfying a liveness detection starting condition,

acquire an image frame in a video in real time
S110

Recognize at least two organ regions of a user in the image frame

and update a feature value set corresponding to each of the at least

two recognized organ regions according to a feature value

calculated based on the recognized organ region corresponding to

the feature value set

Perform a liveness detection on the user according to data features

in a combination set formed by at least two feature value sets

corresponding to the at least two organ regions and extremum

conditions respectively corresponding to the at least two feature

value sets

S120

S130
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In a case of satisfying a liveness detection starting condition, acquire an
image frame in a video in real time S210

Recognize at least two organ regions of a user in the image frame, and update a
feature value set corresponding to each of the at least two recognized organ
regions according to a feature value calculated based on the recognized organ

region corresponding to the feature value set

Select at least two feature value sets matching a liveness detection condition to
generate the combination set; determine a magnitude variation of the feature
value in each feature value set, and determine a posture variation of each organ
region; according to the posture variation of each organ region, perform a
detection of at least one action satisfying the liveness detection condition on
each feature value set in the combination set in real time, and detect whether a
magnitude of a feature value in a feature value set matching each action

satisfies an extremum condition of the feature value set

S220

S230

In a process of the
detection of the at least one action satisfying the liveness

detection condition, determine whether at least one feature value
set in the combination set satisfies a

mutual exclusion condition

Determine that the liveness detection fails S250

S240

In the process of the
detection of at least one action satisfying the

liveness detection condition, determine whether at least one
feature value set in the combination set satisfies a

complementation condition

Modify at least two extremum conditions corresponding to the at least two
feature value sets in the combination set

S270

S260

Determine whether a liveness detection
normal ending condition is satisfied

In a case where each detection result of the at least one action satisfying the
liveness detection condition is successful, determine that the user is a living

body
S290

S280
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In a case of satisfying a liveness detection starting condition, acquire an
image frame in a video in real time

S310

Determine whether all organ regions
recognized in the image frame satisfy a non-obscuration

condition, until determination of all image frames in the video
acquired in real time is completed.

S320

Serve the image frame as the target image frame, calculate a feature value
matching each recognized organ region in the target image frame, and
update and store the feature value in the corresponding feature value set

S330

Acquire a next image frame in real time S340

Perform a detection of at least one action satisfying the liveness detection
condition on each feature value set in the combination set in real time, and
detect whether a magnitude of a feature value of a feature value set

matching each action satisfies an extremum condition of the feature value
set

S350

Determine whether at least
one feature value set in the combination set satisfies the

mutual exclusion condition
S360

Determine that the liveness detection fails S370

Determine whether at least
one feature value set in the combination set satisfies the

complementation condition
S380

Modify at least two extremum conditions S390

Determine whether a liveness
detection normal ending condition is satisfied

S3100

According to a detection result of the at least one action satisfying the
liveness detection condition, determine whether the user is a living body

S3110
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