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be decoded using the corresponding private key of the pair. Other known
standards and protocols may be employed to facilitate secure message
20 communication, such as Prefty Good Privacy™ (PGP} and variants of PGP such
as OpenPGP, for example. PGP-based systems also utilize public and private
encryption keys to provide confidentiality and integrity, aitho'ugh the authenticity of
public keys used in the encoding of PGP messages are validated in a different
manner as compared to S/MIME systems. Constructs similar to that of a
25 “certificate” (as used in SIMIME for example) containing a public key and

information on the key holder may be provided in secure message communication
standards and protocols. One example of such a construct is known as a “PGP
key” in PGP-based systems.

[0004] An encoded message may be encrypted, digitally signed (“signed”),
30 orboth. Consider a sighed message that is received by a user at a computing




30 or both. Consider a signed message that is received by a user at a
conputing 2 device (e.g. a nobile device). The nmessage will typically
conprise one digital signature generated using the signer's private key,

al though some protocols may permt nultiple, individual portions of a
message to be signed. Wiere nultiple pprtions of a nessage are signed, the
nmessage may conprise multiple digital 5 signatures. |f the user possesses
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signed the message even though the identified sender is not, in fact, the individual

20 who signed the message.

[0006] In one broad aspect, there is provided a method of processing
signed messages received at a computing device, the method comprising the
steps of: receiving a message comprising a header identifying at least a sender
address for the message, at least one portion of signed data, a digital sighature
25 corresponding to each portion of signed data, and at least one message
separator; determining whether a first message separator appears within a portion
of signed data; if the first message separator does not appear within a portion of
signed data, performing at least one pre-determined action for each of the digital
signatures in the message that appears after the first message separator; and if
30 the first message separator appears within a portion of signed data, verifying that
the sender address matches the address associated with a key used to generate
the one digital signature that appears after the first message separator and that




t he sender address matches the address associated with a key used to
generate the one digital signature that appears after the first nessage
separator and that 3 corresponds to the portion of signed data within which
the first nessage separator appears, and perform ng at |east one
pre-determ ned action for each of the ojher digital signatures in the
nessage that appears after the first nessage separator. 5 Brief Description
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[ 0008] id U d,i,n the above exanple, a user receiving a signed
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FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a block diagram iIIUstrating components of a host system in one example
16 configuration;

FIG. § is a block diagram illustrating components of an example of an encoded
message; '

FIGS. 6A to 6E are examples of messages:

FIG. 7A is a flowchart illustrating steps in a method of processing signed
20 messages in one embodiment;

FIG. 7B is a flowchart illustrating steps in a method of processing signed
messages in another embodiment; and

FIG. 7C is a flowchart illustrating steps in a method of processing signed
messages in another embodiment.

25

Description of Preferred Embodiments

[0008] As illustrated in the above example, a user receiving a signed
message at a computing device may be led to believe, in error, that the sender




not true, despite the successful decoding of a digital signature in the
nmessage. [0009] To address this problem a conputing device adapted to
verify address matches for a signed nessage nay be enployed. In
particular, the 5 device may be adapted to verify that the address (e.g.
e-mai | address) associated wth a key gised to generate a given digital
signature matches the address associated with the sender as identified in

the header igénifieg inetRaser dfing hos88ih RaPsihaleliodBgdRLa hitn e 8. L hese

addresses do not match), then the S

nmi smat ch, BPLHES: dSPHe e sHosgsHvl daceding v e sigifel signatireyih Hyehessagehe user for
exampl e. Accordingly, by processing signed nessages wherein address

m smat ch erfﬁﬁqg may -E@aﬁ‘ér@éét@%lpfqb?ﬁén,tﬂs@mmingbbviﬂaradentedMQmerifyhe si gner of

a nessage (fdrdQrh h indi_vi dual . as the
identified se?1derri;|éé)t1ce mﬁ\@?%&gﬁggw nggéig%‘?’ge %Bﬁlgggdablg\f)g,mcg"gﬁ%thﬁessages may
gont alj n ﬂr’rulqel"&;é“w ke edapted ® mr@lﬁmmm:(gtged-ﬂw[[ adm?@m?matg@t I(i key,
ependi ng §§éﬂr [ C nication protoco oyed. For
exanpl e, ag,m?htndiﬁe\)’is ua|t8r?§§8§a§?gr9@“nm?'98%”6ﬂ m?gﬁgﬁﬂ‘epﬂ‘frg%ns of the sane
nessage usiasgociatedivithttbe PORidces.iderfified &f thedwadensFsagRssaY6. APt ai N mul tiple
the messagatriot TIsPERT EEEHANY beR andicens Briot regheniasismat ur es, o
verifi cat i onay benotified ofi tivs MGasmm:rhaﬁ&Ie,d)y\MéyfbftahﬁéF]rnin@dir\#rr@Hgio?'s§ad¥ i ¥atﬁ PGP
k whi h ' [ t t t t
sonder [Cler oY T i1 Vos TR, AHO L kDIERPoD SGEABFHEaEn an
i mpl enent atwheneinfadtfess alisvatchestiorORRY bdaMkdted, HROISr cHAWR Rime$ QRBN Ot her
nmessages g%)(%giont ai.n multiple digi 25 signatures, but in contrast to the
I"e;

It n
above exa 9InefOf &fREssAGe(gF %‘"ﬁ%@/ ?W%ﬁpfhﬁ‘?y npbRathgsreraindwidupkassthet her
messages. [iddhtiféd Eaidar v thaessagBi | e some devices that are adapted to
process encoded nessages will strip digital signatures from an ol der

message befl00#0]a neAs NBIBEAYEVE FTRRSHEsINed n#biﬁfqn?dhﬂndltlb@é’&i@ﬁélat es the

ol der sae'ks 30 trans ot her devices w not strip digital

1 1.1 ed, ! .

si gnat ures “HHES IFRETRA FTByAhﬁéwnerPé’é’gf&d@yi FRPSNPBIAN the seewreol der nessage
may be, fomesagng@ommuridivn m&@&%mglc@%ﬁ. IFor BRAMBie SaN IndRAdilal kyt he sender
of the ol der massage, or..a forwarded

sign a number of different portions of the same message using a private PGP key.

Therefore, a message may contain multiple digital signatures generated using that

individual's private PGP key. When the message is received by a user, for each

20 of the digital signatures, a verification that the address associated with the
individual's private PGP key which generated the respective signature matches
the address of the sender identified in the header of the message can be

performed in an implementation of the above-mentioned device.

[0011] However, some other messages may contain multiple digital
25 signatures, but in contrast to the above example, the same private key may not
have generated these other messages.

[0012] For instance, while some devices that are adapted to process
encoded messages will strip digital signatures from an older message before a
new message composed by a user that incorporates the older message is

30 transmitted, other devices will not strip digital signatures in this manner. A new
message incorporating the older message may be, for example, a reply message
that is being sent back to the sender of the older message, or a forwarded




nmessage that is. being sent to sone other recipient. In this regard, it
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sender of the received message, and then attempts to verify, for each of the

20 digital signatures, that the address associated with the key which generated the

respective signature matches the address of the sender identified in the header of

the received message, it is likely that at least one address mismatch will be

detected, and the user may be notified of each address mismatch. However, in

these instances, an address mismatch is detected even though a third party

25  attacker has not maliciously attempted to impersonate the sender.

[0015] The reporting of address mismatch errors even when a message
contains a conversation thread or otherwise properly incorporates data not signed
by the sender may interfere with the usability of the computing device.

[0016] Embodiments described herein relate generally to an apparatus and
30 methods in which the number of address mismatch errors reported to a user for a

message may be minimized, particularly for messages that properly incorporate

message portions signed by someone other than the sender, as may be the case




6 when the nmessage contains a conversation thread. This can enhance the
usability of a conputing device, and may be particul arly advantageous when
the conputing device is a nobile device. [0017] In one broad aspect, there
is provided a nethod of processing 5 signed nessages received at a
conputing device, the nmethod conprisinggthe steps of: receiving a nessage
conprising a header identifying at | east a sender address for the nessage,
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generate the d| gital signatu
digital srgnatures in the message that appears after the first message separator.

[0018] In another broad aspect, there is provided a method of processing

20 signed messages received at a computing device, wherein the at least one pre-
determined action for a digital signature that appears after the first message
separator comprises bypassing verification that the sender address matches the
address associated with a key used to generate the digital signature.

[0019] In another broad aspect, there is provided a method of processing
25 signed messages received at a computing device, wherein the at least one pre-
determined action for a digital signature that appears after the first message
~ separator comprises: verifying that the sender address matches the address
associated with a key used to generate the digital sighature; and suppressing
notification of a user of the computing device of an address mismatch if the
30 sender address does not match the address associated with the key used to
generate the digital signature.




7 [0020] In another broad aspect, there is provided a method of processing
si gned nmessages received at a conputing device, wherein the at |east one
pre- determ ned action for a digital signature that appears after the first
nmessage separator conprises: deternining a portion-specific address
associated with the 5 portion of signeg data to which the digital signature
corresponds; verifying that the portion-specific address natches the
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correspond n anot her broad aspect, there is
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devi ce, whedeiess wﬂﬁnd&h éfrthe poAiBnQpeaific BABIcs® BoSPRE hateh dagRsscoNpr i ses:
extracting _a na Erew ous sender from text in the nessage appearing

bet ween t h&° ?%%%E% téél]bea S red R genpile the digital sigpatups-ecedes the portion of

si gned ature corresponds and that portion;

whi he d
~and ret 3?%] flrg %’Hggﬁhg@fg %BE%ntrﬁ’ﬁe isipddad a metpoboinrecessing  sender

ci att ed sigsh nidssapauteoeli09 3B cHPEMPAIS, UPkrdhf REIGedfinbeRgUT e of
SZf?ous errbswnj ment ’ °e be des gl‘l Eed I.n éreat e? det a(?‘fte Fé/ 35 [ 0024]

Some._enbod PREVNSPERIE| ﬁ@d%e?% CRmBSRSPYIECHRIEN Addiess @ Mevieunsenvis o

reference mnatemhlth@méeya il bbﬁvé&ﬁ\éh&ﬁwé Sade SdRTYBY maPRLN! cation
device with advanced d ﬁanp#ﬁr?l c%t i on capabi | ° ?qeeesé/t%éw ng the capability

to communiOsER Rﬁﬁ"ie}ﬁieétt%Po'@%ﬁ(ﬁlé'ﬁe%%ﬁéwhlch th@ Pidital signdtere may al so

I ncl udeig heorrgmaglahgmgt%nml ce conmmuni cations. Depending on the
functionality provided by a 30 nobile device, it may be referred to as a

data messa@igpp]devi qg ,anatrfe%rdéﬁ)éspéélgﬁfere % &@\!f bt 3R ELONRBE M data
nmessagi ng ca a ilities, a wireless Inter
sighed messages received at a computing dewce wherein the determining of a
portion-specific address comprises: extracting a name for a previous sender from
text in the message appearing between the message separator that most closely
20 precedes the portion of signed data to which the digital signature corresponds and
that portion; and retrieving, from an address book, an address for the previocus

sender associated with the name.

[0023] These and other aspects and features of various embodiments will
be described in greater detail below.

25 [0024] Some embodiments of the systems and methods described herein
make reference to a mobile device. A mobile device is a two-way communication
device with advanced data communication capabilities having the capability to
communicate with other computer systems. A mobile device may also inciude the
capability for voice communications. Depending on the functionality provided by a

30 mobile device, it may be referred to as a data messaging device, a two-way
pager, a celiular telephone with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or without telephony




appliance, or a data conmunication device (wWth or wthout tel ephony 8
capabilities). A nobile device comrunicates with other devices through a
network of transceiver stations. [0025] To aid the reader in understanding
the structure of a nobile device and how it comrunicates with other
devices, reference is made to FIGS. 1 & through 3. [0026] Referring first
to FIG 1, a block diagram of a nobile device in one exanple
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M croprocewori@?tf@@ﬁﬂeh@rgtaﬂhﬁ overal | operation of nobile device 100. 10
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have sim | ul;|1 escrib herein, and it wll

t he, net wor k
al so be un ers?k) °6’8g%‘<}2'§3 copirals ﬂ%‘f(PYGfr@@OP ﬁ olfpebiterfavicendG nvention i s
i nt endetD t @amumayaantfbmtloﬁu,l ihelbdiag YaNERT wifice édiAamuAicstidiaY slcoped in the
future. The \F,P eéitz‘ | i nk connecti nsgl comuni cation subsy stem 104 with
SPPELER fRjtos 4o

networ k 206° ughgogngyni pYsiem HP4R&9"H”U'F?%Q$U€%@§V$@RF)

channel s, dpe rrectelm raessa@ds rrgmt shdledridaesbREGE LY ﬁar&egﬁémﬁ% Q. 1R
GSM GPRS c?@mmnl cati.on newer networ K 8rot ocol s, these channels are

capabl e of ﬁBfS%JPPPdﬁpls?me}?@mnaﬁmot@wdﬁwﬁ@ao -&%@“@@ﬁ@ﬁﬂﬁl&ﬂéﬁﬁiﬁ@ and packet
swi t ched dat)a@@fﬁfgme@ahla@é&dalﬁwﬁﬂ th@'GlBB&lQ%PHPﬁfd/P"M igss network

associ a1tqed W th rmbl | e device 100 w rel ess network in one

exanpl €' mAoGRIGat I°6‘r(G§f|\“)rﬁ5}5'|@@QI@W%GBB&IQ@BWQ%(GRR%@MWQ&tvvorks may
al so be asgpeiGERBRRS irdRRs IR 1GKiCEsebordlide and it is expected that these

standards will be superseded eventually by Enhanced Data GSM Environment
(EDGE) and Universal Mobile Telecommunications Service (UMTS). New .
standards are still being defined, but it is believed that they will have similarities to

20 the network behaviour described herein, and it will also be understood by persons
skilled in the art that the invention is intended to use any other suitable standards
that are developed in the future. The wireless link connecting communication
subsystem 104 with network 200 represents one or more different Radio
Frequency (RF) channels, operating according to defined protocols specified for

25 GSM/GPRS communications. With newer network protocols, these channels are
capable of supporting both circuit switched voice communications and packet
switched data communications.

[0027] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
30 100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be
employed include, for example, data-centric wireless networks, voice-centric




variant inplenmentations. Different types of wreless netvvorts that may be
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recei ve colf@#fllcati oBorse ghtilessubsystems ef wobke 20ca i 0@ peigLi T ed net wor k

| ' k access
i streg i IV ures _have been conpl eted. Networ
ir ggi'a:sofzgi a'(té gg%vh' t i?”?%'é%?rfplﬁ)%%ﬁg’rwwg?s 8&’953”%5#9%3 ay Pewide00. To

i dentify a“@g}glgﬁtr"iob@n-,dembiﬂhrmﬁdpﬂi @vﬁé}ﬁqﬂ@ﬁmgeﬁ%ljs%laystj@séﬁdil gfooérgent ity
Modul e or 195 Miayo5H Gsek?Br Bgthl%%lﬂn"rtlusn%éﬁ%g-rlefgte% fulmlz\t/ilolng:[ seurch%%eentering a
text message for transmission over network 200, and device-resident functions
such as a calculator or task list. Operating system software used by
20 microprocessor 102 is typically stored in a persistent store such as flash memory
108, which may alternatively be a read-only memory (ROM) or similar storage
element (not shown). Those skilled in the art will appreciate that the operating

system, specific device applications, or parts thereof, may be temporarily loaded
into a volatile store such as RAM 106.

25 [0030] Mobile device 100 may send and receive communication signals
over network 200 after required network registration or activation procedures have
been completed. Network access is associated with a subscriber or user of a
mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM” card 126 to be inserted in a SIM interface 128

30 in order to communicate with a network. SIM 126 is one type of a conventional
“'smart card” used to identify a subscriber of mobile device 100 and to personalize
the mobile device 100, among other things. Without SIM 126, mobile device 100




30 in order to communicate with a network. SIM 126 is one type of a
conventional "smart card" used to identify a subscriber of nobile device
100 and to personalize the nobile device 100, anpong other things. Wthout
SIM 126, nobile device 100 10 is not fully operational for comunication
with network 200. By inserting SIM 126 ginto SIMinterface 128, a

subscri ber can access all subscribed services. Services could include: web
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oper at i ons,MPHR#H ng data and voi ce communi cation applications, will
talled on nobile device 100 during its manufacture. Another
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limted toBalengnieriagaiadasarouplastios reguiats (metishewnppidihrdssrts batterpd t ask
tems. A PHYbaP BV S8diap fothoBll ddvict 100, MGG Eur ST Hdroiay 2 ' tem™ via
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the power to mobile device 100.

20 [0032] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile device 100. A set of
applications that control basic device operations, including data and voice
communication applications, will normally be installed on mobile device 100
during its manufacture. Another application that may be loaded onto mobile

25 device 100 would be a personal information manager (PIM). A PIM has
functionality to organize and manage data items of interest to a subscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and task
items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,

30 synchronized, and updated via wireless network 200 with the mobile device
subscriber’s corresponding data items stored and/or associated with a host
computer system. This functionality creates a mirrored host computer on maobile




wi rel ess network 200. PIMdata itens nmay be seam essly integrated, 30
synchroni zed, and updated via wreless network 200 wth the nobile device
subscri ber's corresponding data itens stored and/ or associated with a host
conput er. system This functionality creates a mrrored host conmputer on
nmobile 11 device 100 with respect to sygh itens. This can be particularly
advant ageous where the host conputer systemis the nobile device

subscri ber ' geviel 1008nigPIERHEEN Addi.ti onal applications may
al so be | oaded onto nobi Pe é%\s/;éﬁﬁ% Jf@%%ﬁe’% hﬁ:@% v

subsyst em MBereds hest cpmputer systestis the mehiededrsubiscabdrensgiiceulmyigm 122,
or any ot hej SMtabl e subsystem 124. This flexibility in application

instal | ati on I ncreases the functionali ty of nobile device 100 and may
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ext ends t heﬂew@plahnlapphmlonﬁnsmtahbﬁmcd@ébﬁ%elﬂﬂcﬁbhalﬁfy%f'n%mg dfe%ﬁ'mbor mation

or softvvar %\%t%gs to m)bIJ[ ae\u cte 15 100 ot her "than t hrou a wrel ess
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t hus re{d al%I and ru§ted cdotg

conmuni cat i’o m?rﬁ?)g“g]‘ IRPRd 9 ﬁb@@cﬂﬁ@ﬂﬁ'?bﬁﬂﬂ%ﬁ@@d@@?ﬂ%ﬁ@fmmug’ngvi des for
20 conmuni cedbileriebieewegn nobi |l e devi ce 100 and different systens or
devices, wthout the use of network 200. For exanple, subsystem 122 may

i ncl ude an [003#]r ar edS@HB!pGﬂ 1&@@n§§l§§ﬁ's@b§&1&é‘rf&é€t ef@%cggfﬂ?{?r@'r'ér? for

short-rang n| catio rrF es of short range conmuni cat? on woul d
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In use,,l; @ﬁﬁﬂ ve(iiW nal suc as a text nessage, an e,
web pagt® ddWReH] than Preghs wikelsseermpurisaiiamhelwo o s dtepsate m
- download path may, for example, be used to load an encryption key onto mobile

device 100 thro_ugh a direct and thus reliable and trusted connection to provide
secure device communication.

[0035] Short-range communications subsystem 122 provides for
20 communication between mobile device 100 and different systems or devices,
without the use of network 200. For example, subsystem 122 may include an
infrared device and associated circuits and components for short-range
communication. Examples of short range communication would include
standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
25 802.11 family of standards developed by IEEE.

[0036] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
104 and input to microprocessor 102. Microprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary /O subsystem
30  112. A subscriber may also compose data items, such as e-mail messages, for
example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary I/0 subsystem 112. Auxiliary subsystem 112 may include devices such

Ui liary 1/0




104 and input to mcroprocessor 102. M croprocessor 102 wll then process
the received signal for output to display 110 or alternatively to
auxiliary I/0O subsystem 30 112. A subscriber nay al so conpose data itens,
such as e-mail nessages, for exanple, using keyboard 116 in conjunction
with display 110 and possibly auxiliarg |/0O subsystem 112. Auxiliary
subsystem 112 may i nclude devices such 12 as: a touch screen, nouse, track
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[ 0039] The i?@ﬁtﬁi szj%gélirgpesi n of co ni cati on subsystem 104 s 20 dependent
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t hus it shdofodnbiorunder st ood that the design illustrated in FIG 2 serves
only as one exanple. Signals received by antenna 154 t hrough network 200
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functions such as ,denpdul gtion and decoding to
. anfenna etementsql 5%, 156, Local Oscillators ?LOS) 158, and a processing

module such as a Digital Sighal Processor (DSP) 160,

[0039] The particular design of communication subsystem 104 is

20 dependent upon the network 200 in which mobile device 100 is intended to
aperate, thus it should be understood that the design illustrated in FIG. 2 serves
only as one example. Signals received by antenna 154 through network 200 are
input to receiver 150, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and

25 analog-to-digital (A/D)} conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to be
performed in DSP 160. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to transmitter 152 for digital-to-analog (D/A)

30 conversion, frequency up conversion, filtering, amplification and transmission over
network 200 via antenna 156. DSP 160 not only processes communication

signals, but also provides for receiver and transmitter control. For example, the




performed in DSP 160. In a simlar manner, signals to be transmtted are
processed, including nodul ati on and encodi ng, by DSP 160. These DSP-
processed signals are input to transmtter 152 for digital-to-analog (D A)
30 conversion, frequency up conversion, filtering, anplification and
transm ssion over network 200 via antgyna 156. DSP 160 not only processes
conmuni cati on signals but also provides for receiver and transmtter
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signals or. ?‘ﬁa ?) ‘?‘i‘”&ﬁ" " "m'get bateyy pewenf 'B@%'P(j‘ﬁ&'@@dogi nme periods. [0042]
Ref erring E 8ck d| ram of a node of a wreless 15 network
i s shown a %HP%%NOEJ ﬁ\é‘?% 'SfBW erRarplianebdrapp@itier 18dise nodes 202.

Mobi | e mVnmmaupaemmmr@atdﬁSoﬁw WHeﬁltl‘w@wd?r%o\M bR 20b'aRL§SS network
200. In the exan%éweﬁgpllfenent ation of FIG_3,” node 202 is configured in

accor dance OfIeN¥is B2 ERRSerYRgsaUrces v SirellafligrreyiventhOds peeodisyivt ens f or

Mobi | e ( GSMrné6Hinet B [ Is r [l er
(BSCO) 2(() Z(Iﬁngn th a @?gsoc?dﬁ?ng gﬁgrn‘égj ggfozrneﬁepgéﬁmgé%&gg?r ir%rgl Uni t

(PcU) 208 AhABEUrpg eeﬁ@eguw@m GSM a Mobile Switching Center (MSC)
210, a Horrfq ?catl |ster LR% 212, a Visitor Location Registry (VLR
214, a Ser °n4é GPR %ﬁfﬁ 8newNB G Sailpclodiggrasm aba aogs ofPREeISsPpor t - Node

14, a Ser Thi
(GGSN) 13 netwaldusaarﬁmaemznzmﬁfpr&%%'r%ﬁhéﬁk'mxcﬁgrga‘r@%’bnéI A Oﬁ%ﬁ% '

list of co @{;}b §5|s not nmeant to be an e trve
conmponent Sgﬁf ﬁ?, Ryer 199 commuRicates with a node 202 within wireless network

200. In the example implementation of FIG. 3, node 202 is configured in
accordance with General Packet Radio Service (GPRS) and Global Systems for
Maobile (GSM) technologies. Node 202 includes a base station controller (BSC)

20 204 with an associated tower station 206, a Packet Control Unit (PCU) 208 added
for GPRS support in GSM, a Mobile Switching Center (MSC) 210, a Home
Location Register (HLR) 212, a Visitor Location Registry (VLR) 214, a Serving
GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node (GGSN) 218,
and a Dynamic Host Configuration Protocol (DHCP) 220. This list of components

25 is not meant to be an exhaustive list of the components of every node 202 within a
GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200.

[0043] In a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
30 satisfy circuit switched requirements. The connection through PCU 208, SGSN
216 and GGSN 218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data path for




GSM GPRS network, but rather a list of conponents that are commonly used in
communi cati ons through network 200. [0043] In a GSM network, MSC 210 is
coupled to BSC 204 and to a I|andline network, such as a Public Switched
Tel ephone Network (PSTN) 222 to 30 satisfy circuit switched requirenents.
The connection through PCU 208, SGSN 24g and GGSN 218 to the public or
private network (Internet) 224 (also referred to herein generally as a
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transcei verp86e '1Brrent 10 provides wirel ess network coverage for
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transcei ver | pmeng, t.r L{S_.CO ni cation signals to and receives
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and paraneter ry between different n exanpl e, one node

ers M 20 VA ]
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wth a speci fc%?i network, permanent confi gurat as a user
profile is PRGIERINGH. gpRmumcation Rrotoagls and pareoreters nendeo cattraiof itef or mat i on

for each reghBoiRF¥hEhRéd RarlRbiver eGMPmEA similarly demodulates and possibly

decodes and decrypts, if necessary, any communication signals received from

mobile device 100 within its cell. Communication protocols and parameters may
20 vary between different nodes. For example, one node may employ a different

modulation scheme and operate at different frequencies than other nodes.

[0045] For all mobile devices 100 registered with a specific network,
permanent configuration data such as a user profile is stored in HLR 212. HLR
212 also contains location information for each registered maobile device and can
25 be queried to determine the current location of a mobile device. MSC 210 is
responsible for a group of location areas and stores the data of the mobile devices
currently in its area of responsibility in VLR 214. Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
VLR 214 includes part of the permanent mobile device data transmitied from HLR
30 212to VLR 214 for faster access. By moving additional information from a remote
HLR 212 node to VLR 214, the amount of traffic between these nodes can be




25 be queried to determne the current |ocation of a nobile device. MSC 210
Is responsible for a group of location areas and stores the data of the
nobil e devices currently inits area of responsibility in VLR 214. Further
VLR 214 also contains information on nobile devices that are visiting

ot her networks. The information in VLRg214 includes part of the pernmanent
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connecte 0
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conbi nat i orasafit r&ﬁedirsteﬂ./ ARSI NGy Dl US)
server and DHCPe@ l cegt he @%%q@@c%dd?gé%g ?Sﬁ%é’d\‘f)?rqu@i
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represents ,a end of an I P tunn acce
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devi ce 100 i e assigned to one or nore
cannot excl{% }ﬁ%{vqﬁ QWHCP| sesyer. Once the GPRS Attach Is complete, a logical

connection is established from a mobile device 100, through PCU 208, and SGSN

20 216 to an Access Point Node (APN) within GGSN 218. The APN represents a
logical end of an IP tunnel that can either access direct Internet compatible
services or private network connections. The APN also represents a security
mechanism for network 200, insofar as eaéh mobile device 100 must be assigned
to one or more APNs and mobile devices 100 cannot exchange data without first

25 performing a GPRS Attach to an APN that it has been authorized to use. The
APN may be considered to be similar to an Internet domain name such as
“myconnection.wireless.com”.

[0047] Once the GPRS Attach is complete, a tunnel is created and all traffic
s exchanged within standard IP packets using any protocol that can be supported

30 in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks
(VPN). These tunnels are also referred to as Packet Data Protocol (PDP)




25 performing a GPRS Attach to an APN that it has been authorized to use.
The APN may be considered to be simlar to an Internet domain name such as
“nmyconnection. wirel ess.conf. [0047] Once the GPRS Attach is conplete, a
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use. The i ifPBReAtIONOIeT exmNPleaddlertusemotinpeters 262b are also situated on LAN
250, and each may or may not be equipped with an accompanying cradle 264 for
a mobile device. Cradle 264 facilitates the loading of information (e.g. PIM data,
20 private symmetric encryption keys to facilitate secure communications between
mobile Cievice 100 and LAN 250) from user computer 262a to mobile device 100,
and may be particularly useful for bulk information updates often performed in
initializing mobile device 100 for use. The information downloaded to mobile
device 100 may include S/MIME certificates or PGP Keys used in the exchange of
25 messages. The process of downloading information from a user’s desktop

computer 262a to the user's mobile device 100 may also be referred to as
synchronization.

[0050] It will be understood by persons skilled in the art that user
computers 262a, 262b will typically be also connected to other peripheral devices
30 not explicitly shown in FIG. 4. Furthermore, only a subset of network components
of LAN 250 are shown in FIG. 4 for ease of exposition, and it will be understood
by persons skilled in the art that LAN 250 will comprise additional components not




device 100 may include S/M ME certificates or PGP keys used in the exchange
of 25 nmessages. The process of domnloadlng i nformation froma user's
desktop conputer 262a to the user's nobile device 100 may al so be referred
to as synchronization. [0050] It will be understood by persons skilled in
the art that user conputers 262a, 262k;will typically be also connected to
ot her peripheral devices 30 not explicitly showmn in FIG 4. Furthernore,
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10 [0052] rﬂay %B'ﬂ" HBﬁPéfq%%mq_@m[%@h%mpﬁn%eemaumgr vioss VPN
router [notofsAcedo mgﬁbp@ake fréth efd ﬂé%ﬁ‘ﬂgﬁm Pﬁ&éﬁ@&é@e LAN 250 and
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time. An advantage of using a wireless rout be an

of f - t hel 20 "Wl haspily eeseplin baen avrileblecand eduithbeusasaiart ﬁaeweméhtametgat eway
D ef or abl ¥ bo R Oy Garsinioe ey il e R bl 2o am
Prot ocol ( M,pjp;cq;lpmll provide enough IP addresses to dedicate an IP address to every

mobile device, making it possible to push information to a mobile device at any

time. An advantage of using a wireless VPN router is that it could be an off-the-

20  shelf VPN component, not requiring a separate wireless gateway and separate

wireless infrastructure to be used. A VPN connection would preferably be a

Transmission Controf Protocol (TCP)/IP or User Datagram Protocol (UbDP)IP

connection to deliver the messages directly to mobile device 100 in this variant

implementation.

25 [0053] Messages intended for a user of mobile device 100 are initially
received by a message server 268 of LAN 250. Such messages may originate
from any of a number of sources. For instance, 2 message may have been sent
by a sender from a computer 262b within LAN 250, from a different mobile device
[not shown] connected to wireless network 200 or to a different wireless network,

30  or from a different computing device or other device capable of sending
messages, via the shared network infrastructure 224, and possibly through an

application service provider (ASP) or Internet service provider (ISP), for example.




connection to deliver the nessages directly to nobile device 100 in this
variant inplenentation. 25 [0053] Messages intended for a user of nobile
device 100 are initially received by a nessage server 268 of LAN 250. Such
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message nay have been sent by a sendeggfroma conputer 262b within LAN
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[0056] When operating mobile device 100, the user may wish to have e-
mail messages refrieved for delivery to the handheld. An e-mail cliént application
operating on mobile device 100 may also request messages associated with the
20 user's account from message server 268. The e-mail client may be configured
(either by the user or by an administrator, possibly in accordance with an
organization’s information technology (IT) policy) to make this request at the
direction of the user, at some pre-defined time interval, or upon the occurrence of
some pre-defined event. In some implementations, mobile device 100 is assigned
25 its own e-mail address, and messages addressed specifically to mobile device
100 are automatically redirected to mobile device 100 as they are received by
message server 268.

[0057] To facilitate the wireless communication of messages and message-

related data between mobile device 100 and components of LAN 250, a number
30 of wireless communications support components 270 may be provided. In this

example implementation, wireless communications support components 270

comprise a message management server 272, for example. Message
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nmessages wimebilgdavise\pBicerpprers and encrypt maybirlessatresi(eq. 180y anonpr ess and

encrypt newRR%89 ) | : ' i . S ta
Encrypti on Standar %%F(E\)Exg)g SSW#PSFEQE %ﬁédﬂaﬂg%réﬁﬁF%W@%ﬁq@n evi ce
100 vi a t hPushahard theohile devied 1QG viadios einaa*edﬁétvmnblgﬁrﬁstmctmie@s arett W(d)r k 200;
and recgt Ve nRSSARRN 0 : | ' 1 0. .encrypted using
Triple %BES?A,’i -decrypt Olgﬂz?adéﬁgﬁ%rggsggp %énsggggé%ﬁg%s&?% %'i@%f%e%e,v'clge-@o.r mat the
conposed né€gageerypted disinigraiplesDESH atectyipbandvdétoragrpssathe domplosee or i gi nat ed
fromthe u%ﬁéssﬁgggr@%rﬁat %@ezgomﬁgs%drrﬁésrs%lé&se iftdg%recdo S0 thaf t?xey will appear

to have originated from the user's computer 262a, and re-route the compaosed

messages to message server 268 for delivery.

20 [0059] Certain properties or restrictions associated with messages that are
to be sent from and/or received by mobile device 100 can be defined (e.g. by an
administrator in accordance with IT policy) and enforced by message
management server 272. These may include whether mobile device 100 may
receive encrypted and/or signed messages, minimum encryption key sizes,

25 whether outgoing messages must be encrypted and/or signed, and whether
copies of all secure messages sent from mobile device 100 are to be sent to a
pre-defined copy address, for example.

| [0060] Message management server 272 may also be adapted to provide
other control functions, such as only pushing certain message information or pre-
30 defined portions (e.g. “blocks”) of a message stored on message server 268 to
mobile device 100. For example, when a message is initially retrieved by mobile
device 100 from message server 268, message management server 272 is




nmessages to nessage server 268 for delivery. 20 [0059] Certain properties
or restrictions associated with nessages that are to be sent from and/or
recei ved by nobil e device 100 can be defined (e.g. by an admnistrator in
accordance with IT policy) and enforced by nessage nmanagenent server 272.
These may include whet her nobile devicgyl00 may receive encrypted and/ or
si gned nessages, mninmum encryption key sizes, 25 whether outgoing nessages
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initially refrieved by nobile device 100 from nessage server 268, nmessage

management sefver 272 is 20 adapted to push only the first part of a

nmessage to | e de 0, with the art i n re- deflned si ze
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[0061] AccdPRiiGgieyic g{gﬁ B%ﬂ'm%r%?m@wa?ta&f ba@@élé@ Gathess
control oveesdunesd ype of data and the amount of data that is comruni cated
to nobile device 100, and can help to m nim ze potential waste of

bandwi dtth qooggher It edlhy GeforstdOd bPPERbNS kkined in thE aHINRHERa e by persons
skilled in the art that %ﬂ% mana enent server 272 need not be
r

i npl ement ed"JIRIGTEELETYE dengt b§ plementeq empsopayats Physisal seid@ror k.  For

exanpl e, sareANr258l dr otiertnevdrkNEbt EmplaSsRtd 6t Sfbithd RindR&RAage nanagenent
server 272 na %)t%g%e rated with nessage server 268, or sone other server

in LAN 250.88 ESSRAR|MANGISEERESENAT ey haintegptedmitis age
nanagenent ragisugé Serrér26®Jr sbid aWidrsehar WAT AR50 'Fgﬂh&[ﬁgdg%g]mg\gé?mefe a

| arge n er of nobile devices need to be supporte e Sinple
NVai | Tr Ehsesy Wr&gdpult@mssaggmggﬁ@ga@egveraRa2 particularly in variant

implementations where a large number of mobile devices need to be supported.

[0063] While Simple Mail Transfer Protocol (SMTP), RFC822 headers, and
Multipurpose Internet Mail Extensions (MIME) body parts may be used to define
the format of a typical e-mail message not requiring encoding, Secure/MIME

20 (S/MIME), a version of the MIME protocol, may be used in the communication of
encoded messages (i.e. in secure messaging applications). S/MIME enables
end-to-end authentication and confidentiality, and provides data integrity and
privacy from the time an originator of a message sends a message until it is
decoded and read by the message recipient. Other standards and protocols may

25 be employed to facilitate secure message communication, such as Pretty Good
Privacy™ (PGP} and variants of PGP such as OpenPGP, for example. It will be
understood that where reference is generally made to “PGP” herein, the term is
intended to encompass any of a number of variant implementations based on the
more general PGP scheme.

30 [0064] Secure messaging protocols such as S/MIME and PGP-based
protocols rely on public and private encryption keys to provide confidentiality and
integrity. Data encoded using a private key of a private key/public key pair can




Mul ti purpose Internet Mail Extensions (M M) body parts may be used to
define the format of a typical e-mail nessage not requiring encoding,
Secure/ M ME 20 (S/IMME), a version of the MM protocol, nmay be used in the
communi cation of encoded nmessages (i.e. in secure nessaging applications).
S/'M ME enabl es end-to-end authenticatipn and confidentiality, and provides
data integrity and privacy fromthe tinme an originator of a nessage sends
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message, and in this way, the confidentiality of messages can be maintained.
[0066] As a further example, a sender may sign a message using a digital
20 signature. A digital signature is a digest of the message (e.g. a hash of the
message) encoded using the sender’s private key, which can then be appended
to the outgoing message. To verify the digital signature of the message when
- received, the recipient uses the same technique as the sender (e.g. using the
same standard hash algorithm) to obtain a.digest of the received message. The
25 recipient also uses the sender’s public key to decode the digital signature, in order
to obtain what should be a matching digest for the received message. If the
digests of the received message do not match, this suggests that either the
message content was changed during transport and/or the message did not
originate from the sender whose public key was used for verification. Digital
30 signature algorithms are designed in such a way that only someone with
knowledge of the sender’s private key should be able to encode a signature that

the recipient will decode correctly using the sender’s public key. Therefore, by




recipient's private key may be used to facilitate successful decryption of
the nessage, and in this way, the confidentiality of nessages can be

mai nt ai ned. [0066] As a further exanple, a sender may sign a nessage using
a digital 20 signature. A digital signature is a digest of the nmessage
(e.g. a hash of the nessage) encoded ﬂflng the sender's private key, which
can then be appended to the outgoing riessage. To verify the dlgltal

si gnature eceived, the recipient uses the sa
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obtain a dmgegmtycémbbenanﬁt@meded nmessage. The 25 recipient also uses the
sender's public key to decode the digital signature, in order to obtain
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[0069] Standard e-mail security protocols typically facilitate secure
message transmission between non-mobile computing devices (e.g. computers
20 262a, 262b of FIG. 4; remote desktop devices). In order that signed messages
received from senders may be read from mobile device 100 and that encrypted
messages be sent from mobile device 100, mobile device 100 is adapted to store
public keys (e.g. in S/MIME certificates, PGP keys) of other individuals. Keys
stored on a user's computer 262a will typically be downloaded from computer
25 262a to maobile device 100 through cradle 264, for example.

[0070] Mobile device 100 may also be adapted to store the private key of
the public key/private key pair associated with the user, so that the user of mobile
device 100 can sign outgoing messages composed on mobile device 100, and
decrypt messages sent to the user encrypted with the user's public key. The

30 private key may be downloaded to mobile device 100 from the user's computer
262a through cradle 264, for example. The private key is preferably exchanged




in the authenticity of a PGP key typically requires verifying that a
trusted individual has vouched for the authenticity of a given PGP key.

[ 0069] Standard e-mail security protocols typically facilitate secure
nmessage transmni ssion between non-nobil e conputing devices (e.g. conputers
20 262a, 262b of FIG 4; renote deskt093devices). In order that signed
nmessages received fromsenders may be iéad from nobile device 100 and that

encrypted {ms t nohi.l e, _devi 100, .mobi |l e device 100 is
adapted to sto?%g%%u(%ﬁp??%}ezfég%?qd‘?gqﬂﬁ d§)"|9?@858%%9@%3?%@3%@?@5) of
ot her i ndi virgudertity ey sne stethiceifooaccessipgmessagemut er 262a will typically be
downl oaded from conputer 25 262a to nobile device 100 through cradle 264,
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100 via cradle 264. However, in a variant implementation, LDAP server 284 may

be accessed directly (i.e. “over the air” in this context) by mobile device 100, and

20 mobile device 100 may search for and retrieve individual certificates and PGP

keys through a mobile data server 288. Similarly, mobile data server 288 may be

adapted to allow mobile device 100 to directly query OCSP server 286 to verify

the revocation status of S/MIME certificates.

[0073] In variant implementations, only selected PKI servers 280 may be

25 made accessible to mobile devices (e.g. allowing certificates to be downloaded
only from a user’s computer 262a, 262b, white allowing the revocation status of
certificates to be checked from mobile device 100).

[0074] In variant implementations, certain PKI servers 280 may be made
accessible only to mobile devices registered to particular users, as specified by an
30 IT administrator, possibly in accordance with an IT policy, for example.




[0072] Certificates and/or PGP keys may be retrieved from LDAP server 284
by a user conputer 262a, for exanple, to be downl oaded to nobile device
100 via cradle 264. However, in a variant inplenmentation, LDAP server 284
may be accessed directly (i.e. "over the air” in this context) by nobile
devi ce 100, and 20 nobil e device 100 npy search for and retrieve individual
certificates and PGP keys through a nobile data server 288. Simlarly,
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resi des i ncorgektAN piiiocolf-othee tmmP @GP (¢.beinel $/MIMENGIioged@he)ay be provi ded
by way of a PGP Universal Server devel oped by PGP Corporation. This is
only orl® efd0¥gle. | Witlvemspacitto émbakbveembntioried@xpobles thesP@P univayalbe

i mpl emrent ed _j r,..device.or, construct other than, a, PGP, Unjversal
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(e.g. in aandthd Wderpohobily denige tey. 100vihOREEhgd WianageaerEerier 27hE
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Uni versal Server 290 in LAN 250 as shown in FIG 4 is provided by way of

example only, and other placements and configurations are possible. Depending :

on the placement of the PGP Universal Server 290 and the particular

configuration of LAN 250 in which PGP Universal Server 290 may be employed,

20 the level of control over processed messages that are subject to security

encoding, and in particular, over messages being sent by a user may vary.

[0078] For example, PGP Universal Server 290 may be adapted to directly
process all outgoing messages (i.e. messages being sent by the user from the
user’'s deskiop computer, mobile device, or other computing device to one or

25 more intended recipients), where it will make decisions on which messages to
encrypt and/or sign, if at all, in accordance with policies defined on the PGP
Universal Server 290 as configured by the administrator. If a policy dictates that a
message about fo be sent by the user to a particular domain or pertaining to a
particular subject is to be encrypted and signed using PGP for example, the PGP

30 Universal Server 290 may itself encrypt and sign the message before

transmission.




exanpl e only, and other placenents and configurations are possible.
Dependi ng on the placenent of the PGP Universal Server 290 and the
particular configuration of LAN 250 in which PGP Universal Server 290 nay
be enpl oyed, 20 the level of control over processed nessages that are
subject to security encoding, and in pmrticular, over nessages being sent
by a user may vary. [0078] For exanple, PGP Universal Server 290 may be
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i npl eneth ech PGP Lﬂr&veﬂ{séPGEntle@Gresajesaaredareréiﬁ(bya&)dﬁmenipmj rieheaif theby way of -
?)e(?gPl g: nanﬁ%?d stég{? ﬁtetelt{mﬂwepr)]roggsss?ncd é”‘etc%(rje r\1/1messa es?g %Sglrﬁlgl) eien(c:iur € fessages
particular, with deciding what messages are to be sent securely and what security
encoding should apply on a case-by-case basis, can be transferred to the policy
engine.

20 [0083] Referring now to FIG. 5, a block diagram illustrating components of
one example of an encoded message, as may be received by a message server
(e.g. message server 268 of FIG. 4) and forwarded to a user (e.g. of mobile
device 100), is shown generally as 350. Encoded message 350 typically includes
one or more of the following: a header 352, a body or data section 354, optionally

25 one or more encoded attachments 356, one or more encrypted session keys 358
(if the message is encrypted), and digital signature and signature-related
information 360.

[0084] For example, header portion 352 for message 350 typically includes

addressing information such as “To", “From”, and “Cc” message addresses, and
30 may also include message length indicators, and encryption and signature

scheme identifiers, for example. Actual message content is normally included in




particular, with deciding what nessages are to be sent securely and what
security encoding should apply on a case-by-case basis, can be transferred
to the policy engine. 20 [0083] Referring nowto FIG 5, a block diagram
illustrating conponents of one exanple of an encoded nessage, as may be
received by a nessage server (e.g. negsage server 268 of FIG 4) and
forwarded to a user (e.g. of nobile device 100), is shown generally as

350. Encodeddyesaagiseaith 35/4oaﬁ@156§é.mm%e§fm&e%ﬂ%hrﬂ§@§ 386, Wiign f ol | ow ng:
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addr essi ng ﬁuhlﬂfblﬁeﬁbfpr eacisligsiplent antiancludes iorthe rrwsslage(m SSBessage addr esses,
and 30 may also include nmessage | ength indicators, and encryption and

si gnature” [Q@8fne i déthe message is ﬁﬁn@dc@rﬂ]gléal sigoatued amﬂaﬂga@arecmlﬁtemt is

normal ly i r si.bly in one or
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i ntended r e ubI| ch. re ient, and
et uded | Sl 4 PLRObiECHRTGR e WiEedtie st RO iR N, &
digital si gidghugan hamulsesitgnﬂurmetheam kely thanignamtheanes3@fe aTRe PEH uded. This
ma n d r'. rtif rotoolsschasSMNEare
Tavg "0 ek Wy R Hpica§ Bb ind deiin B8 et *Fodheralina Mg b

si gnat ur e, Iﬁtﬁﬂﬁ!ﬁm @urglnamuaie sethﬂelmitﬁ 8adh eth&GRa¥ eYcHaAga PGP @égs wr’efohl ch can

b dt PGP, k t hat d Th GP 10 k
V\gurzenot Otlygﬁgg': %i"ﬁ%P i Warﬂurfsl %ﬁﬁsggﬁg S*Pyg%%tyﬁleca"y ndi vi dﬁ)altls

i nt endi ng tconhaom’im‘nrmaﬂicm mwa@bwwm fhB keqaebider, Rath BB YN e¥EeRaBgegPs keys
vance conmuni cations. The PGP key al so

with each oth
typically %ﬂf%ﬁ’%@ﬂﬁﬁ?ﬂ%ﬁ%ﬁ@%@y B‘Plgﬂrvvl th the key holder, such as an
addr es e n addr ess) ated wth the key: hol der 15 [0086]
Si gnedslr?(es;@gse‘il nee B‘f’d W&S?@seﬁﬂegé ‘??é’é‘g‘“a‘g@smﬁ%ﬁﬁgﬁ@ hgvingang| e di git al
si gnat ur e 3BQleagipiesl drphatupe BBE appshdeld tbftwe 8RS 5BHE mdseage XPoH:@mple,

some protocols may permit multiple, individual portions of data in a message body

354 to be signed, and the resultant message may comprise multiple digital

signatures contained within the message, possibly embedded within the message
20 body 354 itself.

[0087] The format for an encoded message as shown in FIG. 5 is provided
by way of example only, and persons skilied in the art will understand that
encoded messages may exist in other formats. Depending on the specific secure
messaging standard or protocol employed, components of an encoded message

25 may appear in a different order than shown in FIG. 5, and an encoded message
may include fewer, additional, or different components, which may depend on
whether the encoded message is encrypted, signed or both. For instance, in
many known implementations, session keys 358 may be provided after header
352 and befaore message body 354.

30 [0088] To facilitate a better understanding of a number of features of the

embodiments described herein, several examples of messages are provided in




sone protocols may permt nultiple, individual portions of data in a
nmessage body 354 to be signed, and the resultant nessage may conpri se
multiple digital signatures contained within the nmessage, possibly
enbedded within the message 20 body 354 itself. [0087] The format for an
encoded nessage as shown in FIG 5 is pyovided by way of exanple only, and

persons skilled in the art will understand that encoded nessages may exi st
in other foFIGE. SA tOGESbYliWaY of MubhdtichRiy. | i ﬁiuwo%rs@@éﬁ%wh’ég;gﬂa%dard or
age may appear in a

pr ot ocol enf]Fal o%/ed, co%nents of an encoded ness
“different oPHRF aNdLontand Rhmersages may, differcbeiweemvarihes implestgéationsy i ncl ude
fewer, addi){tohg@zl, o[ d'Lfferent conponents, which may depend on whet her
t he encode age It¥ikalse bpiusgersigagibat whileinest.of ther mesesigeasbown in - many

known i npl efiBsd atdrmss c&RSHI g S8 iasl af t er er 352
and before nessa erﬁ)%o%lgl 354. ghohﬁgg%%? 0 %j%"%:blell'él?rﬁi%‘e a B%%‘?Qg'?ro{%%a]grstandi ng
of a nunBeriNBfeatdss of kie enbadimentsdssaibadheseid esay idapblivebleitn meseagssal
exanpl es of hAESTRIS 8ol " ' 0. BE, by way of
illustration only. Ia?@v\‘»ﬁ@%Iﬁ%@%ﬁ%@aﬂné’%agﬁ@eﬁr&@ﬁg al format and
content of gFlages i L ehSp Lippl enent at i ons. 0089] It
wll also b[geuﬂderstg?;%thtg ﬁé{‘é%@%@% é(%pé[t he ﬁ@ggﬁé%sst@{]‘g‘?\’ﬂaiaﬂpé?rhese
exanpl es cdithg megeagesshawnimthebe Figuségyaredhot skpligitiy SRR basieshapr ot ocol , 5

t he featur - Iy Y | bed herein may, be applicable to
nessages ?’%@t%%ﬁfgs{r?égg?%m@%%ﬁg@&é@E%r CSPH%’?'%??CU%Q%%? PIE%3Pr ot ocol s.
[0090] HOr ‘Chesigngtwedppbansiers.,.>.he actual PGP signatures that woul d appear
in the nessages shown in these Figures are not explicitly shown, and each
si gnat ure i[809Hst eadReiesing tiFdG. Gtbe akbyplef@mail omessage a0 shown t hese

oA The exangiein ot o RSP ABE ERIG St Mkt a2 bl S InGIRIBHRE S ¢ b fo
t he addr esdGadaetibadmessagaddd contpades a behia mdrsage heddst 406, sermage 400

o tal s qetr boRodBAS G JEGE o Sendufe AT ConeRotaRis B dols and
i dent i f1%d peyticn 428gaml igenfifetiye el signdQR hddder ted. @i@@aéigﬁﬁu@%s may be
used, in Known, SROOLEH kA 85k r, th\?etrifys tdf! Sgnéjé‘ égta%%rrt%olnotlnofs vee?s Xﬁﬁa@“ vally
signed with the key identified by the key ID within digital signature 408, and was
not modified in transit.

[0092] Furthermore, in one system embodiment, the address associated

20 with the key used to generate digital signature 408 can be determined by
retrieving key holder information associated with the key from a key/certificate
store. For example, the recipient at janedoe@xyz.com of message 400 may have
previously exchanged PGP keys with John Smith, and stored John Smith’s PGP
key in a key store on her computing device (e.g. mobile device 100 of FIG. 4).

25 Assuming the message was actually sent by John Smith, the key identified by the
key ID within digital signature 408 would match a key for John Smith stored in that
key store. Verification that the address associated with that key matches the
address for John Smith identified in header 402 can then be performed for greater
security. If the addresses do not match, the recipient of message 400 can then be

30 warned that an address mismatch has been detected, independent of whether or
not the digital signature 408 itself otherwise properly verifies.




signed with the key identified by the key IDwthin digital signature 408,
and was not nodified in transit. [0092] Furthernore, in one system
enbodi ment, the address associated 20 with the key used to generate
digital signature 408 can be determ ned by retrieving key hol der
~information associated with the key frggna key/certificate store. For
exanpl e, the recipient atjanedoe@yz.comof nessage 400 may have
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25 Ass (el is ﬁéeﬁlﬁé@ﬁgéﬂnﬁd%oeaéln@mcwerEQﬁmeb%gMﬁ@ (GiB18A) athe key

|dent|f|ed I 9 u ch a key
for John Srﬁ}%@#og@oxryggxl n t#ﬁn@@tﬁbgbé@g Iﬁbggﬁr:ﬁégta?%ﬁs% &j»lcﬂaf ddress
associ at ed fo¥tohmesaaga4go mlmemncdrporamﬂjnﬂsmeémgeMDmnﬂma mesdege i fied in
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ot mat ob. SERTer Rt ar Sl 4 Bafiechba B FbRteniBR S salanbiachar  an
address m detweasin Johs Sviénantbdaet Boe. | ndependent of whether or not the

digital signature 408 itself otherwi se properly verifies. 28 [0093] Now
referring {8094]G 6Bn thilaexematephmseagﬂépamesage:slbh%ri@h@m@é@ einis a

reply from t ci pient nessage ,400 (FI G .6
Janedoe@(yz‘l mtdp%ath Rﬁ“g ' th '?%%S?%eﬁ'e'éd@r 'ifT%e"(ﬁ ”Pf%fé@%@e 410. The
text of nessparatotdlsthit deparate daky @@ rabsshgenhst e 9986 eopslib 16 RERY dada NESSage
5 separﬂ%orn 4§f an nd can be consi d&r%g as rggr esenting a conversation
t hr ead {WR EH SEHRCSHUE AT A9 BOWR Yoy Afciyding A lige gxparplcs (ressage
separat or 4liheics safleof diishas dmm@ datkPoRd MeSsadethht sl t¥emMreflied-to- - -

nber of nmessage separators used to separate

O | MessaqQe ........
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message ar evmmmbammm@@@y@mrelpmd o WAhanight e MGREIsALE10i - € a line
or series 'FP a,h%nyé:s di V|,,d| % the data of a nmessage that haS been replied to
WM wrlRt ©

fromdata i Freddap8)ith@gboepmpwrepofa exapplediand gthele.  an
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nmessage 410 "John Smth wote: con® wrote:
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message that has been forwarded from data in a current message.

[0095] In example message 410, Jane Doe has not digitally signed any

20  portion of her reply to John Smith. However, message 410 contains text of the
older message 400 which has been replied to. By incorporating thé text of an
older message, message 410 now contains a portion of signed data 406 and
corresponding digital signature 408. A device adapted to detect address
mismatches may assume that the address associated with the key used to

25 generate digital signature 408 ought to match the address of the sender Jane Doe
as identified in header 412 of message 410. In this case, an address mismatch
would be detected since the key that was used to generate digital signature 408
belongs to John Smith. However, it would be misleading to notify the user of this
address mismatch, since the error is the result of an older message 400 being

30 properly incorporated into the current message 410, and not the result of, for
example, a malicious third party seeking to impersonate Jane Doe.




separator, and other predefined separators nay be used to separate data of
a nessage that has been forwarded fromdata in a current nessage. [0095]

I n exanpl e nessage 410, Jane Doe has not digitally signed any 20 portion
of her reply to John Smth. However, nessage 410 contains text of the

ol der nessage 400 which has been repligd to. By incorporating the text of

an ol der nessage, nessage 410 now contains a portion of signed data 406
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[0098] Message 410b is similar to message 410. The text of message 400

20 has also been incorporated into message 410b under a message separator 414.
However, in example message 410b, Jane Doe has digitally signed the entire
contents of her reply message to John Smith using her own PGP key. The data
signed by Jane Doe’s key is identified as 416 in FIG. 6C, and the PGP digital
signature corresponding to signed data 416 is shown as 418.

25 [0099] Signed data 416 also incorporates a portion of signed data 406 and
' corresponding digital signature 408 from message 400 that was replied to.

[00100] Of the two digital signatures 408, 418 that appear in message 410b,
it would be appropriate in this example for the computing device of John Smith to
detect if there is an address mismatch between the last digital signature 418 and

30 the sender of message 410b (i.e. Jane Doe) as identified in header 412,
However, for the remaining digital signature 408, the at least one pre-determined
action may be performed, as described with reference to FIG. 6B.




therein is a different exanple of a reply fromJane Doe, in contrast to the
reply shown in FIG 6B. [0098] Message 410b is simlar to nessage 410. The
text of nessage 400 20 has al so been incorporated into nmessage 410b under
a nessage separator 414. However, in exanple nessage 410b, Jane Doe has
digitally signed the entire contents 80 her reply nessage to John Smth
using her own PGP key. The data signed by Jane Doe's key is identified as
416 in FIG[00Q1M]and FIGS.BEPant 6F tard furtheoeinsles 60héempesdbnodop Si gned dat a

416 is sho s..418.. 25 [0099] ,Sigped data 416 al so incorporates_a portion
of signed \é‘u‘a}’tnga’wagaéﬂ'@erEB?Yeé%%GﬁgFW@dgﬁe&Y?%J%‘Fg?ﬁ%ﬁhﬁ@Jﬁf@@‘?%ﬂ%ssage |
400 that weslterregtivis eeplies by JHRA SRt t91ahd Bobas Fhigd irﬁ#ea?i!e%?%%&%h&ﬂ& 418

t hat appear..,in nessaggp410b, it would be appropriate in this exanple for

the conput i HIf BEFFAZES Beingsapliedtphave Heericetmorated infemessagasrt2dd2@s s
m snat chs besfiee eieskhge basdratdf §24.2l signature 418 and 30 the sender of
nmessage 410b (i.e. Jane Doe) as identified in header 412. However, for the

remai ni ng qog10z! si pEBIED G Er: ol ction
may be per ?tgrrre , as descri bg%&vav{%%@;ogﬂrdgﬁ%%aﬁgﬁﬁﬁ&%og@%g’]%&fﬁﬁ] Fl GS.
6D and 6E at@edyARfiie dgnadsiala apd capespagdingigital sigoaturecaratshiowiag 4261 onger
“conver sat i 4 e ' 20, |l ve
replies by John %%g?ﬁﬁ?%ﬁ\l a‘hné%%%heq%r%s ' H(%{g g%gll n agégreigﬁgofsaﬁfﬁgbgﬁ%vm. The
nmessages beViHin pigped datard@6have been incorporated into messages 420, 420b 5

after saﬂe separator 424. [00102] In FIG 6D, the new text provided as a
reply gig\]c[ P16} t h InddGoBEnthedieynisdt pravided he agepned wilitas thethessagees pondi ng

digital si mﬁgﬁtﬂ%@e%gg%ﬂﬁ&e‘]@&n ﬁ&%d‘l%ﬁd Ef?esé?grﬁetediddlagé%hdl n nmessage 420,

message separator 424 does not appear- w thin si a 426. 10 [00103]
In FI G 6E, Cofmgerending digital sicpaiute areashawr @pii36 arsd 428 tespsctively. iessage  John

Smith is repiidapg 408 ' h&: S nd
correspondi ng glggi tapﬁ@?%é?%f@@%@%gﬁg%ﬁgg% ‘@5@{ %%%4%g%g§pect ively. In
message 42GhgqdiSSagdy, whbak 4 1 4 Dl ' ta 426. [00104]
In both exgtt Ideasa, it woul g %fgﬂg%éfvgg@?;%tﬁgépﬁgd’ﬂgé[ée td%lk%?ﬁﬁ%?drg ¥8an 15
addr ess1%ri o9 Mmishmatabrpedivesn dibitali sigrature 428 28d dnadsdriver sbmdssagef420essage
420 as identified in header 422. However, at least one pre-determined action may be

performed with respect to the. other digital signatures appearing in messages 426,

428. These features are provided by at least one embodiment described below.

[00105] As noted previously in this description, embodiments described
20 herein relate generally to an apparatus and methods in which the number of
address mismatch errors reported fo a user for a message may be minimized,
particularly for messages that properly incorporate message portions signed by
someone other than the sender, as may be the case where the message contains
a conversation thread. This can enhance the usability of a computing device, and
25 may be particularly advantageous when the computing device is a mobile device.

[00106] Referring first to FIG. 7A, a flowchart illustrating steps in a method of
processing signed messages in one example embodiment is shown generally as
500. Further details with respect to various steps of method 500 (and of methods
500b and 500¢) and with respect to features that may be employed in variant

30 embodiments have been discussed earlier in this description.




as identified in header 422. However, at |east one pre-determ ned action
may be performed with respect to the other digital signatures appearing in
nmessages 426, 428. These features are provided by at |east one enbodi nent
descri bed-bel ow. [00105] As noted previously in this description,

enbodi ments described 20 herein rel ateggenerally to an apparatus and

nmet hods in which the nunber of address m smatch errors reported to a user
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in variant 30 enbodi nents have been discussed earlier in this description.
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the e r othe I cation . g. an add-on conponent
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programmdatRGlBUﬁWrﬁﬁlS@WerQB@de QQ108] The conputing device may be a
desktop conputer (which may, for instance, include a |aptop conmputer or

some ot her [eo#09Yt i ngﬂ\tc&afp 5€0 tdmés@gﬁqb@ 8n R MBsSERYS) BeAVENAZReW th), a
10 The conputing device may

bile d
be. coupl ot EPYTIRFRIGP Gre R Beleyico ARSI G g RPICAIPEPeTInger so

Server 290 onfthd-témpding dé%bbq%]g Ah esmﬁipaglﬁatlﬁw)mﬁa%l\(e% Hesdigee- Mai |
messag evi ce .g. nobile device 100 of

t
T o 2., Safibhses 5 Bastesmwhich SHAANY cOURTSIA SeNis BiABoa A, e(Eg. o

e- mai | applmes@ﬁg@w)as sEREATRY; evREiplER® 88&8sd 8r SAIFBEdeiChediateaElime Wi Ch
typically TT%I‘I ses a sender address (i.e. where the message was sent

from, the BREPEIAAWATIATY 95 resieived dihestbiect efifbe messagm@ndippientially
other information, as noted above with reference to the example of FIG. 5.

[00110] The message received at step 510 to be processed in accordance

20 with method 500 will also be a message that contains at least one portion of
signed data and a digital signature corresponding to each portion of signed data.
A portion of signed data may comprise an entire message body.

[00111] in accordance with at least one embodiment, each of the at least
one portion of signed data may be signed using a PGP key. Each of the at least

25 one portion of signed data in the message may be defined by a PGP begin
message header (e.g. "---—- BEGIN PGP MESSAGE - " or "-—- BEGIN PGP
SIGNED MESSAGE --- "} at its beginning, and a corresponding PGP begin
signature header (e.g. "---— BEGIN PGP SIGNATURE -—-") at its end, with the
signed data being provided between the two headers.

30 [00112] A portion of signed data and the corresponding digital signature may
also be included as part of an older message (e.g. a message that is being replied




t he nessage was sent or received, the subject of the nessage, and
potentially other information, as noted above with reference to the
exanple of FIG 5. [00110] The nessage received at step 510 to be
processed in.accordance 20 with nethod 500 will also be a nessage that
contains at |east one portion of signgsd data and a digital signature
corresponding to each portion of signed data. A portion of signed data may
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step 51 t@eB@a&'gggss'é'H W'%?ﬁég‘%saa%emmlwwmﬂiord@@ wi-tt' ®ABso conpri se
at | east omeriFBRSIAHE oF BAA! & Quthorwﬂjtégé¢drgtorté1§lt"<ﬁ¢e dePet> WRfe:Ql der nessage
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bar), an author wote separator (€. he sen er> w ot or war ded
nmessage sepafaiest S‘QIeC@the"messagﬁéemﬁa@dna\yb\sagay@e_ly amongstknown) . or sone

ot her TS S 8980RA0aA apAlcaliiinaBE RepRAIGEIAEomiEh SBnhlifapp | cation |'s

adapted to detect. Since the nessage separator may vary W dely anongst

bggymat }gn:)[ﬂiﬂm annaPRIiaRBéMBAdIFRYL it S0kiRERS ey dRbeR!adapEd8
dstect, within a portion of signed data defined at its beginning with a first begin
message header, a subsequent begin message header as a message separator.
For example, if a first "-—- BEGIN PGP MESSAGE ----- " header appears
20 indicating that signed data is to follow, and a subsequent "-—- BEGIN PGP
MESSAGE -----" header appears after the first but before g " BEGIN PGP
SIGNATURE ~---" appears, then the subsequent header may be treated as a

message separator.

[00115] At step 520, the first message separator in the message received at

25 step 510 is located. The presence of the first message separator in the received
message typically suggests that any data in the message appearing before the
first message separator originated from the sender of the message received at
step 510, while data following the first message separator originated from
someone other than the sender. The data following the first message separator

30 may belong to an older message that the sender of message received at step 510
is replying to or has forwarded, for example.




[00114] In a variant enbodinent, the application may al so be adapted to
detect, within a portion of signed data defined at its beginning with a
first begin nessage header, a subsequent begi n nessage header as a nessage

separator. For exanple, if a first "----- BEG N PGP MESSAGE ....... header
appears 20 indicating that signed datagss to follow, and a subsequent
REEEEE BEG N PGP MESSACGE --- " header appears after the first but before a
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an ol der nespagéortnat be herified il noverd maBAseBRpREehyed. at step 510 is
replying to or has forwarded, for exanple. 33 [00116] The nessage may or
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si gna correspondi ng to signed data appearing before the first nessage
pe ity (1 4710 S R e P e R AR A RS

Fur t her nor eised fo gaeerataiing raspattivel digita BRInbRAS to&Pedpondifg i Sened Qhta €ach
digital signature c?rretgg?‘ndl ng to signed data appearing before the first

message sepRP&RUI beier re} B165699¢ sRIaraRE asd{dnotiivapserofitienti fied in the

header 10 ebiplfnd@efeass dPERIN@imBmALLR tRlsbrtt aiifssd Beotiflinsten
associated with the key used to generate the respective digital signature

cor r espondithy24Yess arrcigiatad with Hisdexrused to gpegrate: the respestivendisitalge separ at or ;

and (2)1M0tsignatite WPshon 4theep SRyTPUt i ng device of an address mismatch if
t he sender address does not match the address associated with the key used

to generat ¢0d1i8] r esPAGrdrao defirinfle the a3t LYESatES with AMeyAsed kt§P 530.
generate a given digital signature, it may be necessary to retrieve key holder
information associated with the key as stored in a key store (e.g. on the
computing device or from a remote key store) from which the address can be

20 extracted [step not shown]. Once the address associated with the key is

determined, the application may then verify that the determined address matches
the sender address.

[00119] In a variant embodiment, notification of the user at step 530 may be
performed only when permitted by a security policy governing use of the

25 computing device. For example, an IT policy setting may dictate under what
circumstances a user of the computing device should be notified when an address
mismatch is detected.

[00120] At step 540, it is determined whether the first message separator
located at step 520 appears within a portion of signed data in the message

30 received at step 510. For example, if an "----- Original Message --—" separator
appears in the message aftera "-e--- BEGIN PGP MESSAGE -—-" or g "-—--
BEGIN PGP SIGNED MESSAGE —-" header appears, but before a "-—- BEGIN




[00118] In order to determ ne the address associated with a key used to
generate a given digital signature, it may be necessary to retrieve key

hol der information associated with the key as stored in a key store (e.g.
on the conputing device or froma renote key store) from which the address
can be 20 extracted [step not shown]. @jce the address associated with the
key is determned, the application nmay then verify that t he deternined
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does not appear within a portion of signed data, then at |east one
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For exa as shown at step 550, the at least one

le
pre- det @tﬁn%%{ﬂﬁecﬂ‘?drﬁsﬁraséoﬂﬁﬁpt"ﬂth akeynidned te genertathptdipial signeturehe fir st
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address mismatches, any digital signatures that appear after the first message
separator.

[00123] It will be understood that the application may verify the digital
20 signatures themselves (i.e. decode the digital signature to authenticate the signer
of the corresponding signed data and confirm message integrity) [step not shown].

[00124] By ignoring, for the purpose of detecting address mismatches, digital
signatures that appear after the first message separator, the likelihood that the
user will be notified of misleading address mismatch errors relating to older

25 messages can be eliminated, so long as the first message separator in the
message is properly identified. This may enhance usability of the computing
device, and may be particularly beneficial when the computing device is a mobile
device. For example, it may be more cumbersome for a user to manage mulfiple,
misleading address mismatch error notifications on a mobile device.

30 [00125] Referring again to step 540, if instead it is determined that the first
message separator appears within a portion of signed data, then this typically




15 matches the address associated wth a key used to generate that digital
signature. Put another way, the application is adapted to ignore, for the
pur pose of detecting address m smatches, any digital signatures that
appear after the first nessage separator. [00123] It will be understood
that the application may verify the diggtal 20 signatures thenselves (i.e
decode the digital signature to authenticate the signer of the

corr espondi sstgmﬁﬁitmaa Hdos [ t not shown].
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message (seeeg FIG SE).

[00127] However, in general, it is possible that the digital signature

20  corresponding to the portion of signed data within which the first message
separator appears will not be the last digital signature in the message. 1t may be
necessary to determine the proper corresponding digital signature {step not
explicitly shown], by determining which digital signature appearing after the first

message separator successfully verifies with respect to the particular portion of
25 signed data, for example.

[00128] As noted above, in order to determine the address associated with a
key used to generate a given digital signature, it may be necessary fo retrieve key
holder information associated with the key as stored in a key store (e.g. on the
computing device or from a remote key store) from which the address can be

30 extracted [step not shown]. Once the address associated with the key is
determined, the application may then verify that it matches the sender address.




15 when a first nessage separator does appear within a portion of signed
data, the digital signature corresponding to the portion of signed data

within which the first nessage separator appears will typically be the
| ast digital signature in the nessage (see e.g. FIG 5E). [00127] However,
in general, it is possible that the diggtal signature 20 corresponding to

the portion of signed data within which the first nmessage separator
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sender address matches the address
any digital signatures that appear after the first message separator, other than the

digital signature corresponding to the signed data within which the first message
separator appears.

20 [00132] As with step 550, it will be understood that the application may verify
the digital signatures themselves (i.e. decode the digital signature to authenticate

the signer of the corresponding signed data and confirm message integrity) [step
not shown].

[00133] Furthermore, as similarly noted with respect to step 550, by ignoring,

25 for the purpose of detecting address mismatches, the other digital signatures that
appear after the first message separator, the likelihood that the user will be
notified of address mismatch errors relating to older messages can be eliminated,
so long as the first message separator in the message is properly identified. This
may enhance usability of the computing device, and may be particularly beneficial

30 when the computing device is a mobile device. For example, it may be more
cumbersome for the user to manage multiple, misleading address mismatch error
notifications on a mobile device.




15 associated with a key used to generate the digital signature. Put

anot her way, the application is adapted to ignore, for the purpose of
detecting address m smatches, any digital signatures that appear after the
first nessage separator, other than the digital signature corresponding to
the signed data within which the firstgapessage separator appears. 20
[00132] As with step 550, it will be understood that the application may
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[00136 In a variant embodiment, suppression of notification of the user at

step 550b and/or 580b may be performed only when permitted by a security policy
governing use of the computing device. For example, an IT policy setting may

20 dictate under what circumstances a user of the computing device should be
notified when an address mismatch is detected.

[00137] As similarly noted with reference to FIG. 7A, in order to determine
the address associated with a key used to generate a given digital signature, it
may be necessary to retrieve key holder information associated with the key as

25 storedin a key store (e.g. on the computing device or from a remote key store)
from which the address can be extracted [step not shown]. Once the address
associated with the key is determined, the application may then verify that it
matches the sender address.

[00138] It will also be understood that the application may verify the digital
30 signatures themselves (i.e. decode the digital signature to authenticate the signer
of the corresponding signed dafa and confirm message integrity) [step not shown).




associated with the key used to generate the digital signature. This is
shown at 15 steps 550b and 580b. The ot her steps of nmethod 500b have been
described earlier with reference to nmethod 500 of FIG 7A [00136] In a
vari ant enbodi ment, suppression of notification of the user at step 550b
and/ or 580b may be perforned only whenggpernitted by a security policy
governi ng use of the conputing device. For exanple, an IT policy setting
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simlarly puoicedsing signee frsseages ih andthér exainple emibodinerit és stetwer ganeeallyt he

addr ess asso§b§t ed with a key used to generate a given digital signature,
it nmay be R %sary to retrieve key hol der |nforrrat|on associated with the

key as 25 in ore. deyice,or froma
renot e keyficﬁgﬁﬂ) f'\?%tﬁ?aﬁﬁé IS¢ '?aég‘?jm?glngi eéiltrfag o0t &p not
shoYm] Tn eadelte pﬂcﬂﬂﬂ@@&ont@ﬁﬁ@ﬁd@'&aﬂdlg\ﬂaﬂﬁehé ﬁmae}aﬁvig la&c(ajndﬁb@fmda ?88138] |
app i cation may, then veri es sender a S t
will also BEP %I%H’érsg[ﬁ?ﬂi@ Rrﬂé?r‘{eﬁﬁcaé'ﬁﬁlq?gﬂ&ieéﬁ e &AN O 'I‘?Fg’r‘ Qﬂs tH$ t al

si gnat ur es pble@lEIRl AfRsdy admorﬁemﬁtyttmh@ugért For ék@ﬁ@bug®pbge #d lpppt i cat e
the signer of the corresponding signed data and confirm nessage integri ty)

[step not &R%HIAgS thebtherendey ofpdrastion efan ¢jden message IRCOMPYURISHAMO & | | ust rati ng

steps in armmc#n@ésagemgg%@%ba%ai ggﬁi%ﬂ é@ﬁé@g@r?tﬂerteﬁr&ﬁta%hv@réétm e
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assurres thgihe‘i'lﬂ?anstﬁa%%fuapgerﬂleport'On of an ol der nessage incorporated into
recei ved message has signed that portion, as noted in the text of a
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incorporated into the message received at step 510.

[00142] More specifically, rather than assuming that an address associated
with a key used to generate a digital signature appearing in a received message

20 ought to match the sender address, an attempt to determine a portion-specific
address can be made for each portion of signed data in the message, so that the
proper addresses may be matched when detecting address mismatches.

[00143] In particular, in one embodiment, the at least one pre-determined
action for a digital signature that appears after the first message separator (i.e. for
25 each digital signature that appears after the first message separator if the first
message separator does not appear within a portion of signed data, and
otherwise, for each digital signature that appears after the first message separator
other than the one which corresponds to the portion of signed data within which
the first message separator appears) comprises: (1) determining a portion-specific
30 address associated with the portion of signed data to which the digital signature
corresponds, as shown at steps 550c¢ and 580c; (2) verifying that the portion-
specific address determined at steps 550¢ and 580c¢ matches the address




[ 00141] The enbodi nent described with respect to nethod 500c attenpts to
15 address these types of problens by determ ning an address associ at ed.
wi th each specific portion of signed data associated with an ol der nessage
that has been incorporated into the nessage received at step 510. [00142]
More specifically, rather than assum nggthat an address associated with a
key used to generate a digital signature appearing in a received nessage

20 ought to r ttenpt to deternne a N
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Gener al | y, appearing after the message separator, where such a header is provided in the

incorporated text.

20 [00145] For example, consider the example of FIG. 6D. Signed data 416 is
part of the original message from Jane Doe, as indicated in header 412, that has
been replied to within message 420. To perform the proper matching of
addresses, the address of the sender that appears in header 412 (i.e.
Janedoe@xyz.com) preceding signed data 416 can be extracted as a portion-

25 specific address specifically associated with signed data 416 and corresponding
digital signature 418. Verification that the address associated with the
corresponding digital signature 418 matches the portion-specific address of the
sender that appears in header 412 can then be performed, and the user may be
notified if an address mismatch error is detected. Similarly, with respect to digital

30 signature 408, the address of the sender that appears in header 402 preceding
signed data 406 can be extracted as a portion-specific address specifically
associated with signed data 406 and corresponding digital signature 408.




objective is to first determ ne where the ol der nessage that has been

I ncorporated into a received nessage and contains the portion of signed
data begins, which is 15 typically indicated by the cl osest nessage
separator preceding the signed data. Accordingly, in at |east sone cases,
it wll typically be possible to deterggne a portion-specific address of
the sender of that ol der nmessage fromthe header appearing after the

ressaus senttidlop A oS 8 ERASH i RO S50 bt SBRLRST 2,

text. 20 [00145] For exanp consi e exanp gned dat a
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(i.e. janedot@detected) precedi ng signed data 416 can be extracted as a
portion- 25 specific address specifically associated with signed data 416
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of the send&'Phat appears in header 402 preceding signed data 406 can be
extracted ortipn-.specific address specificall associated with
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errors nmay _be pF,oBgrlg%qdet ected even when the signed data and

cor r espondim9g WNiGN Ehg 2dqresean ke exractashistengiot shewsnl. Qreedhgaddiesat have been
i ncor por at egdsdidted HithHERS RELIs'REIMIRA. fHe 4 Rima.'é & [00147] As
siml aq% noted with ref g?’glrslce to FI G 7&%??‘ or e;}rfﬂggvgfeﬁyéﬁ%:tne 10 the
addr ess!Sis SRERASRIPAIIOR-sRewsaddiess.t o generate a given digital signature,

it may be ?(%;e%iary to retrieve key holder information associated with the
key as 14 It wilt also be undersfood that the application may verify the digital

signatures themselves (i.e. decode the digital signature to authenticate the signer

of the corresponding signed data and confirm message integrity) [step not shown].

[00149] For some messages, the address of the sender of a received

20 message, or of previous senders for older messages that have been incorporated
into the received message, may not be explicitly shown in the received message.
This may occur, for example, when an application is adapted to process
messages such that the sender is identified only by a name (e.g. a name easily
recognizable by a user) within the header of a given message.

25 [00150] Accordingly, in a variant embodiment, the step of determining a
portion-specific address associated with the portion of signed data to which the
digital signature corresponds (e.g. steps 550¢, 580¢) comprises: (1) extracting,
where possible, a name for a previous sender from text in the message that
appears between the message separator that most closely precedes the portion

.30 of signed data to which the digital signature corresponds, and that portion of

signed data; and (2), where a name has been extracted, retrieving from an




stored in a key store (e.g. on the conputing device or froma renote key
store) fromwhich the address can be extracted [step not shown]. Once the
address associated with the key is determ ned, the application nmay then
verify that it 15 matches a portion-specific address. [00148] It will also
be understood that the application maygyyerify the digital signatures
thensel ves (i.e. decode the digital signature to authenticate the signer

of the corranpandicht, 5 8G4SIRE B AR LI IRSSANR AL L kRt oD ot
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address for the previous sender associated with the extracted nane as the
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418. Verification that the address associated with the corresponding digital
signature 418 matches the portibn-sp’eciﬁc address of the sender associated with
20 the name that appears in header 412 can then be performed, and the user may

be notified if an address mis_match error is detected.

[00152] An address book is deemed to include any directory, list or other

data structure where names and associated addresses may be provided. Data of

the address book may reside on the computing device, or in a store on a remote
25 computing device, for example.

[00153] In this variant embodiment, the address for a previous sender may
be retrieved from an address book only in cases where the address of the
previous sender is not explicitly provided in the corresponding header. if an
address is explicitly provided, the extracted address may be used to perform

30 address verification as previously described.

[00154] As similarly noted with reference to FIG. 7A, in order to determine
the address associated with a key used to generate a given digital signature, it




part of the original nessage from Jane Doe, as indicated in header 412,
that has been replied to within nessage 420. To performthe proper

mat chi ng of addresses, the nane of the sender that appears in header 412
(i.e. Jane Doe) 15 preceding signed data 416 can be extracted. An address
for Jane Doe may then be retrieved frggmthe user's address book as the
portion-specific address specifically associated with signed data 416 and
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[00157] Furthermore, in a variant embodiment, where a verification that the
sender address or a portion-specific address matches the address associated
with the key used to generate a particular digital signature is performed, for a

20 digital signature appearing either before or after the first message separator, in
the event that an address mismatch is detected, the computing device is further
adapted to suppress display of the message itself or one or more parts of the
message to the user. Suppression of the display of at least a part of any
message may be performed only when permitted by a security policy governing

25 use of the computing device. For example, an IT policy setting may dictate under
what circumstances a message (or parts thereof) should be displayed to a user
when an address mismatch is detected. When the display of at least a part of a
message is suppressed, the user will typically be notified that the reason for
suppressing display of the message is that an address mismatch error has been

30 detected.

[00158] It will also be understood that a combination of features of various
embodiments described herein may be employed in a given implementation. For




in variant enbodinments to mnimze the nunber of m sl eading or otherw se

i nproper address m smatch error notifications that would be potentially
generated by a conmputing device adapted to detect address m smatch errors.
In particular, other heuristics may be applied to assist in determ ning
when user notification of 15 an addres43m smatch error is likely to be

i nappropriate given the particular structure of a nessage. [00157]
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10 setting) governing use of the conputing device, for exanple. [00159] The
steps of the nmethods described herein nay be provided as executable
software instructions stored on conputer-readabl e nmedia, which may include
transm ssion-type nedia. [00160] The invention has been described with
regard to a nunber of 15 enbodi nents. 4bwever, it wll be understood by
persons skilled in the art that other variants and nodifications may be
made wi t ho@laitfesparting fromthe scope of the invention as defined in the
cl ai n8 appended hereto. 44 Clains: 1. A nethod of processing signed

nmessages rqcej { ‘ I lce, the . nmethod conprisin he steps
of : recei vié]hgd‘ %@g‘ﬁﬁ q‘_{gi(s%&%g@ég;b%gg%%s&g%s EESR%{E&?P%O@PQR%%@%- i'l?ent i fying
at l'east amathetbecoraprihiresthe stexts dfeast one portion of signed data, a digital
si gnature corregpondi o rtion of signed data, and at |east one
message separ at%B,gwg[‘@qggé&ﬁﬁgn%?@@%SWQPWEF'S'BQfi rst message separator
appears i thin a portioa efadel igeetiyitgiadieakf a s&iRick hidlegfESsage separ at or
does not appear within aag@%tlon of data, 15 20 25 perform ng at

si gne
| east one pre-det erni ned e Rartinetsigneddia di gital signatures in the
message that appears aft erdigit@siyhatte cdrﬁe%baﬁﬁngf@éé&hgﬂo \i/éerfedt he first

nmessage separator appears wthin a portion of Signed data, rifying (560)
that the sender address A8{%ABY the address associated with a key used to

generate the one digital at phsfHhesddiRlscpRRER S after the first message
separ at %r and o ’
1 determining (540) whether a first message separator appears within a

portion of signed data;
if the first message separator does not appear within a portion of signed
data,
performing at least one pre-determined action for each of the
15 digital signatures in the message that appears after the first
message separator; and
if the first message separator appears within a portion of signed data,
verifying (560) that the sender address matches the address
associated with a key used to generate the one digital
20 signature that appears after the first message separator and
that_corresponds to the portion of signed data within which
the first message separator appears, and
performing at least one pre-determined action for each of the
other digital signatures in the message that appears after the
25 first message separator.

2. The method of claim 1, further comprising the step of notifying (570) a user of
the computing device of an address mismatch when the sender address does not
match the address associated with the key used to generate the one digital
signature that appears after the first message separator and that corresponds to

30  the portion of signed data within which the first message separator appears, if the
first message separator appears within a portion of signed data.




that corresponds to the portion of signed data within which the first
nmessage separator appears, and performng at | east one pre-determ ned
action for each of the other digital signatures in the nessage that
appears after the first nessage separator. 2. The method of claiml,
further conprising the step of notifyimag (570) a user of the computing
device of an address m smatch when the sender address does not match the

addr ess ass®ciTabegetiod bf didim X vhetsiftdhd RolARE S i 4@ signature
t hat appears, after é%de@fél rst msssalge se%tg?ﬁaﬁor%tpgggdjﬁﬁgteﬁ%@#%e@g%nds to 30

the porti on"BeN ReHH P ety PRliHacYAMinguss ofdbe pempaling davjser at or
appears, if the first nessage separator appears within a portion of signed

data. 45 3.4 TMhe mdthatlotinydri sMofaimsh Qs 8] Ahbfm Meldtiodsienebep (570) i's
per f or med onlg .whggctpermtted by a security policy governing use of the

conputi ng deRiPTMned gctionder adigiasignatuieythalappearsafier the first messagaher ei n t he
at | east 50ngep2f&tor 69hSHIEL BOHasGd @Bof YeFhidti ' appears
after the fi rn?t n;esers%?é SIESE%a_r aqg?‘obgé%?ﬁﬂg%h @E%@Eﬁgéﬁgﬁaé@é%)

verifi cati oetongs therddiessrasosigtedanith a kel usaskiotdenersdel saigsligisboci ated with a
key used tosig,qm@,reate said digital signature. 5. The nethod of any one of

clains 1 to wherein the at | east one pre- determ ned action for a

digital sig a&_Hre that appears after the first message 10 separator
conprises: ver ¢ Feied efziy onsgrislaime 4 ito Bhwhereirdibe abtdsbene pret ches t he
address  asgfsinahedaMicnTora lRftalls I ¢h i 9 ignature; and
suppressing (550b, 580b) not %?ca@%é%@gfﬂ&a%rﬁgé%%%Irghegﬁrgioﬁr}%%sﬁ ﬁg devi ce of
an addr d8s $RPSFAIEICEPTRATISERe sender address does not match the address 15

associ ated w th Qs SW,%OBr@Ea[ﬁ%_rs%hge,sgq(ﬂeg r%fcﬁ%?ﬁ{ggg ure. 6. The

met hod of claimb5, "wherei n not ion-of e use ess m snatch
i s suppressed orsgoGipen wirankey useddy gensrateusaid gigiial signatgeyamdi ng use of

the conputing deyh58ssi : ne of..cl ai ns to 3 erein
the at |east one B?esgég &ae-%f ﬁ@%&@%ﬁ‘@%%r"% %fité? Fgwpgﬁ%g‘?‘ﬁ‘?eeot hat
appears after t @ gddress misgwiahef the sender address does not match the address

15 associated with the key used to generate said digital signature.

6. The method of claim 5, wherein notification of the user of an address

mismatch is suppressed only when permitted by a security policy governing use of
the computing device.

7. The method of any one of claims 1 to 3, wherein the at least one pre-
20 determined action for a digital signature that appears after the first message
separator comprises:
verifying that the sender address matches the address associated wi.th a
key used to generate said digital signature; and
suppressing display of at least a part of the message to a user of the
25 computing device if the sender address does not match the address
associated with the key used to generate said digital signature.

8. The method of claim 7, wherein the display of at least a part of the message to

the user is suppressed only when permitted by a security policy governing use of
the computing device.




separator conprises: verifying that the sender address matches the address
associated with a key used to generate said digital signature; and
suppressing display of at least a part of the nmessage to a user of the 25
conputing device if the sender address does not match the address
associated wth the key used to genera#ié said digital signature. 8. The

met hod of claim 7, wherein the display of at |east a part of the nessage to

the user i &.slippmetteebfany pnalottlapes it 8 o8hdrBinahs aEleastohelftbi Cy gover ning
use of thede;orﬂﬁuetain& dzw C@i' .té6.9. The net hod of any one of clains 1 to 3,
wherei n t he At FCUBAdoT 7 oite) Sl pt 2epedys aftsr the fisstgnessroei gnat ure

t hat appearsepafat@rcohijeisbés:r St message separator conprises: determning

(550c, 580c) a \a(ﬁ?{ti on-specifjc address associated with the 5 portion of
signed data to WACERINNY @o8¢-7006) 2 ppdivatspediie aedresp asrpsiated with thei ng (552c,

582¢) LB the porioh@RsBRAGS tbtado AAKIESTY HRIENSSAUE cordgidig, assoc at ed

with the key used to generate said digita i ghat ure; nd notifying (554c,
584c) a user of VETH¥INGsAPAR PREC)datithe portioarspaditic sddresd Matdhessitech i f t he

portion-specifi gJ@dds ass @wﬂﬁ’}hd”i?é eht}gggqg{a?esr%aéd ﬁ@fﬁﬁ@%@?t d wth the

key used to generate sal Igital signature Y& aim 9,
wherein the usePNds notified of an address mismatch only when pernitted by

it VAT, i J devi ce. 1. Th t hod of
i m o, whor e URY T 8eNS Hor bbhe RIhAReUEY bER pftess 15°a gl el
si gnat (@t hat Hjisrealcs ifdhe pertiohrepédificaddressdoss ot paatett the dddrdédaer conpri ses
i di : t of the, to - f th
conputs ng devi Beokidieq B RSl B3 el AR R ot ch the

address associated with the key used to generate said digital signature.
12. The net!Rodhemathed of daim Suvdiesein thehasatiis potifiedaff antadbiess mismaht of t he

2 i itted b it
ol 1 0y goverHi s ERetRtied O 2SRRI bRy W T R bR R By one o

claims 9 tg 12, wherein the determ ning of a portion-
117 The method of claim 9, wherein the at least one pre-deterrmined action for a

1_5 digital signature that appears after the first message separator further comprises
suppressing display of at least a part of the message to a user of the computing
device if the portion-specific address does not match the address associated with
the key used to generate said digital signature.

12. The method of claim 11, wherein the display of at least a part of the message

20 tothe user is suppressed only when permitted by a security policy governing use
of the computing device.

13.The method of any one of claims 9 to 12, wherein the determining of a portion-
specific address comprises extracting an address for a previous sender from text
in the message appearing between the message separator that most closely

25 precedes the portion of signed data to which the digital signature corresponds and
said portion.




specific address conprises extracting an address for a previous sender from
text in the nessage appearing between the nessage separator that nost
closely 25 precedes the portion of signed data to which the digital
signature corresponds and said portion. 47 14. The nethod of any one of
clainms 9 to 12, wherein the determ ning7of a portion-specific address
conprises: extracting a nane for a previous sender fromtext in the nessage
appearing between the nessage separator that nost closely precedes the 5
portion of i ghednathodot anywdriecdt ddims @i tgitRalvherefnht Wetremingsponds and sai d

portion; a ret i e n from an address book, an address for the previous
sender as}%ﬁoﬁ%o&cﬁctaﬁdfﬁg “AEWESES 5. The nethod of any one of clains 1 to

14, further compkiradting of eimeRea gredblidéendbPreindBalin i BsddyR Message t hat
appears before the fj rit msssgge separator, the steps of: verif¥i ng (530)

that the sender 2RBRRNGLSMEHHEE rpgRsage gpearatos v most dgselyipracedpetheey used
to generfte sai ﬂoﬁi@ﬁM@fgh&@déia%Wicrﬁm!&@iﬂdrﬁﬁné}gﬁé coh@sbbidshd a49) a user
|

of the conputi ng device of an address mi shatc 15 the sender address
does not match PRBCHGHI%Ess associated with the key used to generate said

. di ai e f ' i h
respective digi P&Heﬁh@@%’r‘?r}?adé@ssg @;%H}gﬁjes% fO%'?{pgéd\@f AhEFi N the

notifying step (530) is performed on n perm a security policy
gover ni ng use oPS§acatedwpdtheraevi ce. 17. The nethod of any one of clains
1 to 14, further conprising for each digital 20 signature in the nessage

t hat appearis. TREGREhODES Ay Se STRESHAE a i igitaier 1 fying
t hat th’f sender address mayiches t he gég?g‘égﬂggi%oc@@?énf%?gﬁdf I(glté([key used

to genet@t Sighatye intsdeessage dhajiapaearsibginie thesfirsbimassagspepststorgthdi spl ay of
at | east agpafftofof the nessage to a user of the 25 conmputing device if the
sender address does not match the address associated with the key used to
generate said divgifyiag (83Q)ikatihe sender attesamaicesdhe etidiess a3sooited ei n t he

display of at | gaRihdkeAlideddb dohErai®S5i@9Espective digital signature: and
notifying (530) a user of the computing device of an address mismatch if
16 the sender address does not match the address associated with the key
used to generate said respective digital signature.

16. The method of claim 15, wherein the notifying step (530) is performed only

when permitted by a security policy governing use of the computing device.

17. The method of any one of claims 1 to 14, further comprising for each digital
20 signature in the message that appears before the first message separator, the
steps of:
verifying that the sender address matches the address associated with the
key used to generate said respective digital signature; and
suppressing display of at least a part of the message to a user of the
25 - computing device if the sender address does not match the address
associated with the key used to generate said digital signature.

18. The method of claim 17, wherein the display of at least a part of the message
to the user is suppressed only when permitted by a security policy governing use

of the computing device.




to the user is suppressed only when permtted by a security policy
governing use of the conputing device. 48 19. The nethod of any one of the
preceding clains, further conprising the step of determ ning the address
associated with a key used to generate a digital signature by retrieving
key hol der information associated wth48aid key froma key store. 5 20.
The nmet hod of any one of the preceding clains, wherein the at | east one

nessage sep@r Thomathodof H8sor 6 the pfﬁb@amgfciéirh@ fiAhéra¥hitlisigIBesRpIEPAr at or s
selected fromthe fﬁlgl o(m5 roup i ne separator, an original nessage
separ at or, SK4BIVRY Hiep %'g%\%éog‘éf%r"éﬂffb@ keyused torgsnetate o digidbar at or, a
subsequent sﬂigmltdie'ﬁ??rétﬁ@@inb%éﬁﬂbld\é’r hmrmaﬁoﬁagédc%d)@[ﬂ?héﬁa%@ #Bhta M8 | ”ed in

part 10 by a first begin nessage header, and a pre |ned epar at or .
The met hod S(tﬁ"eany one of clains 1 to 20, wherein each of the at | east one
portion of signed data has been signed using a PGP key, and wherein each of

the at &east TRBMAGA bpashmnesmnegréi@aﬁglo‘ﬁalmsfwmantwe At 863 eyl N message
header and a correspondi ng PGP begin signature header in the message. 15

22. The nmetMRi$28¢ SaParatorsopprisespRgsonmes gfdhe fmﬂewmﬁnwege geparatorait | east
one porti %@lé@feosﬂ'&ﬁ% dRing %ﬁowe@hﬁlgé}ﬁjaﬁ?'aﬂ%r@ - The method of

any of the recedln? cl ai ns, erein e conputing deV|ce I's a nobile
devi ce. 24 sepai@iifpafaw r@&ﬂdam@gmpammr pam aU\H‘IDE:WrCée péparafor,tay of

t t f
st onp o 05 sk IS OB g AN 255
per f or MQ hdys Bptbagin mesm !hﬁmieo.famira/pmdeﬂmﬁd sﬂpara’rer 1 to 23. 26 The

apparatus of claim25, wherein the apparatus is a nobil e device.
- 21. The method of any one of claims 1 to 20, wherein each of the at least one

portion of signed data has been signed using a PGP key, and wherein each of the
at least one portion of signed data is defined by a PGP begin message header
and a corresponding PGP begin signature header in the message.

15 22. The method of any one of claims 1 to 20, wherein each of the at least one
portion of signed data has been signed using S/MIME.

23. The method of any of the preceding claims, wherein the computing device is a -
mobile device.

24. A computer-readable medium upon which a plurality of instructions are stored,
20 the instructions for performing the steps of the method of any of the preceding
claims.

25. An apparatus adapted to perform the steps of the method of any one of claims
110 23.

26. The apparatus of claim 25, wherein the apparatus is a mobile device.




