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originator) such as physical presence or appearance, an ink2§%@§ﬁ&¢h§
personal witness or Notary Public acknow edgnent) are not possible. Ee
continued evol ution of conputer and tel ecomunications technol ogy has
regretfully been acconpani ed by the invention of nore sophisticated ways to
intercept and alter information electronically transmtted) including the
wi despread phenonmenon of renote intrusion of conputer systens through

t el econmuni cation |inks. Sone approaches to providing secure electronic
commer ce technol ogy by applying cryptography give the user a verification
mechani smfor the authenticity or privacy of the transm ssion that is

control | ed by t NS YPIREMES Hebh ji{ﬁﬁl gﬂg%%g?? ] Mﬁwpum ation.
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generally the case, however, and additional nechanisns may be required for
providing integrity. At present) no distributed el ectronic document

aut henti cati on system exi sts that @GACKGROUNBuUt hentication, as with
witten or printe igstr,urrent s, in a manner that cannot be repudi ated. No
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"Crypt ography for Commerce - Beyond dipper" , ~' he Data Law Report, vol.

2, no. 2, pp. 1, Raper dosapents githe tidditionaliSdente of checgomanhidhtisHsgagi zat i on
or ot her standar drs-sgtti ng bodg.has been willing or able to set standards
(i.e., as to SFFUERYSPEISIFEE Partics ity pommstcial aad othr drapsactionp Almanciabangener al
commer ci al ug&i. | j i i Lca:lon are -
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Appl i cant's maayutﬁels:emmdaaakﬁ&yl@aghéﬂtc‘of@w@&@sv&mm known as a public-key
system to help ensure that the party origindting a docunent is

el ectronical |y i d&he methods of aemmende, hbwaver, bing ciaggechdrasiagicallyiasd i S
appl i ed. Varjous cts o ublic-key cryptographic (PKC) systens are
bR R B SndRe st iyt il e Erblerment o paper-based & it hod
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no. 8, pp. 1§6-&55, 154-157 (Aug. 1979); and W Diffie, "The First Ten
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o ge pr o SR prb R s it SRR R Fip b R o R auct s of
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encryption afendew efnderamentsthiyotprivagy nismeeant poyationwf dithinfermationhia a

principle th of. one key (the li,c _key), does not permt

deri vation o@éc‘t"ﬁ%%&%ﬁ'gml?hvr’(zf’%glséngﬁt @'E)CEB% gntegqh&, ispreand dheabiliti 19 user'
s public keyadtbethiayRREiafigh oF thetbontels ¢F LadRleREY o on @ bulletin board),

wi t hout conprom sing his/her private key. I'S public key concept

sinplifies the keWhtnsomnisication s by elstromisaiptepratitCed@dsdoel gocpdse t he

digital signature algorithmand secure hash al gorithm (DSAI'SHA) and
RSAI MDS. Besfa¥dl, farsinpilemaghing dmaging: pleetremic datat intsrchangé ot elestrohie feydmet ri ¢

I ithm . IS 1:S..tLh ta E ti St d (DES),, which
s Ydescri bed v aarasie Al 1ol sl iermRise QEach B PP a edHe RS Gbssi g
St andar ds Pufheitfmkfest . ' o | ( . S, PUB
46- | (1988);J alrfd pES I\/bﬁe(st%%fﬁﬁ%lo% rié;g{a?gr?&t%réggxngggﬁgﬁérijgg% ﬁ?’ ﬁ%‘ﬁ)@ e
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BACKCGROUND Applicant's invention relates to systens and nethods for
providing a verifiable chain of evidence and security fox t and
retrimmmﬁmnmmnmmcunents in digital formats. Paper docunent ggétrué&%}hggsé
tradi 'J'E’ of the comuni cations and agreenents between parties
i n commerwboadzx and ot her transactions. Financial and real-estate
transactions are protected by paper-based controls. Signat ty
paper (such as pre-printed checks) facilitate detection of mm‘mﬂw@wgmuﬁ
alterations of the information of com@kcial transactions. Inporta
docunents may al so be provided with "third man" controls, by t H&'S t nessi ng
of signatures and by the seal and acknow edgnent of a Notary Public. The
nmet hods of conmerce, however, have changed dramatically and continue to

evol ve. Thi s j . VJ Y he repl acenent of paper-based | _

communi cat i or(l)gﬁvm gﬁes'c&?%%#gﬂc%lﬁﬁﬂﬁp@ggi:ag,pges_en anpgarapes. & igbnt r ol s

used with papiphatRfs eRroRBMWRhERdrASta j j ' | ect.ronic.

transacti ons.pfgSt andgjré{j el ectroni g co ni c%t%%@ggmé%gékég@%&éﬁ%&&es not

have the sane abi [Tihegontinyadewotition dfloenipuctand Melewmmaﬁi)tati@li@%éﬁﬁb@gg ity of
c

t he comruni Cﬁt ed in;ug tion. By "authentication" is nmeant verifi i on of
the identi ty 6t BHé {Y&Bﬁ{l&ﬁ}o‘ggaﬂépddb% theelpyention of saore sophisticatedeways to

g byt oitiRent R AEP B e EALUITRRY (8l Sichiding Bie widsamonhe
contents of phetomeneniof rdhieR AGTELHAOE ebﬂnggtei @s%ﬁgﬁghggieg@#@én@ﬁ@duced

messages such as e-mail, facsimle nmachi I‘magl
i nterchange BBk®| ectronic fund transfer) there no longer exists a signature

or seal to aut henﬁécate t he, i dent i t% of the transferor. The traditional

legal |y accepted REWFSHRIQICRSSIPRIQYiding seeureslritonic conppersa dentinologpdy4 a set

of instructi in i i r t.ware or both, that can
convert plain e:;,glgl g( t!heagﬂr%gﬁg Fg%t@%hpﬁfao?%%@@@?qegﬁ lffﬂgﬁ @ggta,u PUGHY: e
versa, in a ompiieaoy affthevegasmissionghat is p@tidiied tyaite hﬁtanh%lo@ﬁm%ﬂk%é he

users but is kee;i)t secret fromothers. For either a symmetric or system
the securi tyhselement of aga-repudisinm dinomerxagesthe ase of eraryption fongrivenygt h of

the key, iedyi . * Copmuni cat i on Theory qf S
Syst ome’) " pel T e it ofilr, oPARARY gheriBiey i hnelte she eoatasdpterBinmmRy
These and ot Wais iohpegirerallythe du e ho9RTer2fd RAMKbHA thihad s RS Y O

e e

conprises the neans to identify the originator o ectr oni

i C docunent,
to provide iFaquired oy propidieg intégrithe Atpresent,tno diftribnted| ededtronid doctaennent -and
the nmeans to & el,l:](len{.5 thetori gi naﬁ]or of the dotchtérrent_ from denying the
document' s of" é‘f ety syStem eX ISt hatrARRIQYidg gutheptication aa, with virittessl i cant s

i nvention, apfmkd ekt i i . ngferring .

aut hent i cat ed | nf or n@?}%ﬁgg%jtaerfgiﬂlsn%ﬁgt\{/a?%ﬂrbzggg%@?ﬁ\l/atet&@eﬁofé’ué' '%C@!/i dence
trails inclusystem hrovideselertronét docawieny vetificatioh ibasdd diﬁéﬁig&fal Sighaufe gt ed
repository, an au‘g henti.cated_ i nfqQrmation object. The authenticated

i nformati on SPEChe Fepufiatds alfhpughssorg affamnts bavsrbaendesaibedhdSeki egt, Party, a

first certify '] b : ndgnt it nd a crypt aphic key to

the first paF?@I,’E’da’t?‘L'elﬁ%‘}rn‘gg ﬁér%‘l"g’?’?ﬁ{)‘g& ndg%g%%i%gm’i %qucg‘?fe 1908) PRd by

the trusted 96105 (Ang.y1992)0CR dvetiR) "@fygf@gwhgtfg{ rqo;}ﬁn feyst ﬁ%{JnngSi tory.
I'cate have |

The first digital signature and first certifi een v ated by
the trusted FHPRSS| {EE&QME&M, vel.tZ, moc2f pp.rBldl {Sap. 10945t Siaee i dentity
and a crypt phic key to the trusted repositqQry, and the authenticated

i nf or mat i onoggjgeg{’ %RX%‘%B}SEF?H Qfﬁ?ﬂ’é@%’ﬁﬁd’ér"t & standprds-§etting bodi bes beaned
repository. wWilBnd8t ABie th s b dCls hd of ching instructions
to the retri evedgrgut hent ?c%#@gagﬁg%f’?%ttpgmbg@ﬁ%g sffﬁéétﬁeﬂch%ﬁeaf%-)

aut hent i cat eatcetpletfongeherailx®nAneretil ugO0Thb tdchRiqats @&babed fiSihiuctions to a
second party; receivVving, the second party, the transmtted retrieved

b
aut hent i cat e?P B?%arﬁﬁﬁn@éﬂ%@?@d af sufficient iassugance te be onipag withythe he second
arty to the 0S| t h eceived transmtted retrieved
gut hgnti cat e%kgm%édécﬁg) %‘lpﬁ)gét{%gpf‘%éh%ﬁsﬁ gﬁ?ﬁ’?acgﬂ%l' executing the
Fenoei torg aCCOFAippEcah@_sfdla@uﬂnBﬁﬁa{dﬁ{éﬂtiegtﬁ?épg éﬁpé@?égr&%sttﬁélﬁ%agq ansf er

repository. The instructions may cause rust ository
owner shi p of security and protection of electronic transmissions, such as electronic documents.
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the authenticated information object fromthe first party to the second
party, and the trusted repository nay validate a digital sig@gﬂg&ﬁngzthe
second party included with the presented object, apply date and time stanps
to the presented object, and sign the stanped presented object with its
digital signature. Furthernore, the first party may apply a digital
signature to the retrieved authenticated object and the instructions before
they are transmtted to the second party. Also, the retrieved authenticated
obj ect and the attached instructions magy be transmtted by the trusted
repository to each of a plurality of second parties in accordance with the
attached instructions, which my cause the trusted repository to take at

| east one of the follow ng actions: accept a firstreceived response, accept
a greatest-val ue response, accept a. response greater than an anount, and
accept a respYdpsidmporsaiocenyacreiabard finansial gnsfitutionsTApplicmit's IDA § assuineay

Mnvent on, & e ENbARGFBRRn R, o AP himei st entgicr, AeeRtsIOAS uiines
vention, a HEFHOA"SFEREEH: . i r ARpHesrighS uilies
rai s | nel udauy PRiERiS BRER BED KiSh B8 g REREREL Kk b AR i ARG oo

repository, ahe pattyerigimtihgd doohmentes eleotroRicalty idedtifatie b St WRLEIDAS
information ohject includes a first digital signature of the first party, a

first certifidigital signanire iganpliedeast an identity and a cryptographic key to
the first party) I ITe, St s and a secon rtificate applied by
the trusted repos ??%r??/lgnagﬂéftsa(’%?‘aﬁé%ey éi%l?f&%{?}’ﬁlc# Kf(ﬁéy PP @Egidesspbed t or y .

The first di ghtms ik : fi i f in valddated by’
e first di ghted ligtanr Wdudng R LT Rivesdtta | i"aale RS b%’f"z{héﬁégtmgﬂﬁl.e y

the trusted repository. The second certificate re es at nidentity

aRd a Clr‘] ypt pgﬁigwiu_cs ]Icamjr Publ_ict—Keyté?rypltoe;F]ktmsgbﬁmngm'ggd fughs dgf@ &Mh &b},&@?z ]ES
t t t t t t t t ’
e e S I, e P s Peb i o
Lot eved muPapRddhyt St AHRRAAN WEMAL HCR, BB Fi1sd BB Gy 1"

party; recei Viong); dngd Whidiffies 0Tte (vt Yen YesrstofFmiitKesCrypidgr
aut henticated object and first instructions; conmmuniCati ng, by 'the second

party to the e sYné® npo S6AE 77 (MEyVERE8).r Roputat PKC retri eved
aut henti cate ] finst. instruct.ions: sending second instyuctions
fromthe fi rgy &gﬁ‘mf@g? ﬁth}crﬁg{}zlﬁ{ﬁm ?atrg; primg £% 15tGOmpuEaitonally
transacti on a@§Pbhet Aekokiae ithe [ L8125y | o may
cause the tr usfef)gd r elfgsli %or yplﬁ)gﬁt@t?gﬁg‘?ggdrg%fer sm“é‘:ﬁ%k?s %S@Hadt?t?ﬁﬁeon ﬁ)(’:at ed

i nformati on cliffisult. A4 BIKG systdm isan gyyntpettio enbryption eyalern ameyningtht ihe fi r st

party may apply.a digital sigpature to the retrieved authenticated object
and the inst regﬁl?gntg%olgqy&gnqgf}péfn%yguw éﬂ‘gﬁﬂ? %‘E ECHPHRE. SyBHEetHSrty. The
first and se ' i : i I hof,.. BRI EF
DESCRI PTI O P YT R o e P kg S 7 06 167 gt REPREEEDfes ° ©
Appl i cant' s inot patnio desbvdtionfahersecopd ke (dhe pyiiza@awyﬂgmhé@m@iféhhﬁ; fen in

conjunction with the draw ngs in which; FIG is a block diagram of the
liability al [USeht PeliGksy tQlerrastaddats. oin 2 direcioryDnin £bylletin boardy withest t he

f ti f . .t went  tr; i i t.hori i d

brotece on. | EPEPrRREEh S Bl e300 TR potiE W e dh sttt b ke, 4 s a

bl ock di agr antigfibitish prededsi Eample PRIT Sleaiitisiie Rhé’@i?ﬂ?ﬁﬂ Randr %%Jr;&ﬁange“t
bl ock di ag % 'DA§ con

and an Authentication Centre; FIG 5 is"a _ am o [ 1Ol
functions; &g seeigesasioagorithm ADEA/SHA) agbRSAMDSgr ans il |l ustrati ng

application of the, DAS in mort gage finance industry with a title
conmpany/ cl osi ng a(ge%‘ﬁfasef"éli‘e gﬁ&o‘&ﬁ 9 ’%'oﬁ?e&@F’é’Puﬂgéﬂﬁﬂ}O is thessymmgtricust r at es
t he docunent I_h'lfl.‘ic [ UESER 19BL: raldy. &l Llustrates
generation ofaqu r I gl _t‘gﬁtl eg%l%t ur _el?_l%%ggﬁﬁfﬂﬁtﬁ\égti@%afcgmgh’thabﬁi ng a
docunent and desdritsdtih Qut® Entfyptioh Stdndhrds IFeBéal Ifformation Processing Standards
Publication 46 (1977) ("FIPS PUB 46", republished as FIPS PUB 46-1 (1988))

and DES Modes of Operation, FIPS PUB 81 (1980) that are available from the
U.S. Department of Commerce. In general, a symmetric cryptographic system is
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FIG 10 illustrates the format of a certificate enployed by a user or the
Certification Authority; FIG 11 illustrates validation of L Ed S;
and FIG 12 illustrates generation of certificates. DETAI LE%)@%E%&?E%O\I
Applicant's invention can be inplenented utilizing commercially available
conput er systens and technology to create an integrated cl osed systemfor
aut hentication of electronic docunents. Referring to FIG 1, which is a

bl ock diagramof the liability allocati4n for authentication in Applicant's
DAS, the DAS uses a Certification Authority framework by which

publicl pri vg getkF\Ss a i - ndlaor digitally
sign a docunent, ar et"‘?jégf?’?‘\%{"z‘ﬁlé{ﬂé %%%c%‘%e%ﬁa@%f%%ﬁmﬁe%%g& that%an

est abl i shed coaveitipdhtexingthesuneberyptéd dafornation) toaiphdrie@t droficd VarRsH ks are
described in t.hf\¥ apove-ci ted publ i_ca(th on b‘\g CR Mrrill and in ITUT
Recomendat iIYBHEY S'0¥3Y%d44)9 a spsefficeeydhahisdnpyysta thedisers buhiskeptserisgy -
Open Syst engrdmbigignnection - The Directory: Authentication Framework
(including all anmendnents), which is expressly incorporated here by
reference. The infrastructure and certificate definitions used in this
application are ed,on these docu S. 28 August, 2002 g As descri bed
bel ow, the publi mﬁ%ﬂ 8 Woyme '%@C@K{Zﬁégﬁmi thegacuity elp Mmessageisr m of a
Token such gepaRdehe!d grist extdituin theabHghstRE Kelo ds of the
PC Menory Carg I nt e'r'facg Associ ation (a %C%gltﬁéc%gpda%rael%’%%(eyr@)r@%T use in
the ori gi nathiangogorpamerunicatiafehbeally of Setecy Bystenysiy BalbiSyst Tacts.REwvollevi ce
that is use@gf RS RO | or parts of keys. It will be understood
that PC Car 2’58’ gp'e%@?tﬁ%o@edt%rﬁf%@)del i very mechani sm for public/private
keys for Applicant's DAS; other kinds of Tokens nmay al so be used, such as
fl oppy diskettes and Smart Cards. To ensure reliable delivery a service
such as the bonded courier services c&HMMARYsed to ferry securities

bet ti j i . .

or1 g nat or. Advant S SRS ohfoleahd SvaiaoBE 1S ploiled b B whisth oy
on board crygpmpgisaplie gesmTsatoddentifythé lariginatonvef the kebactrmiic doetimehe tear ds,
expor t ed 1 o[ NAICERYGERER PIsIoT R AR MGGty OF veleetionin dopumwnt ABd taRnt 1 Cy of
the int endeshdam i frele WeHyifatbr 8t &é*&@éun@t%ﬁt[m@ﬂg}gng fciffertd’ NOS.

into a "certificate"” . Principal conponents eém assur arice are
t he correct oHgineaLern, ba., srontigpudiationt i cati on Authority franmework, the tight

bi ndi ng of user i it i but,es to. the li.c key in th .
certificate, and llfﬁggragﬁegggffé@ha\pg W\ﬁn?'f’ﬂea'ﬁg%gﬁdtocg et"é@”téﬂﬂ ﬂgﬁn;?@et'on
reci pi ent. by temststdngizunhentisged infofmAgiN olsjabls l%dirgg’%btde%ﬂye LBffiable
public/private k effective when it is used in conjunction with a

ey.is onl n i >
certificat eem&“ﬁé#?&ﬁ&ﬂcli‘%ﬁth@ sleptafantriaving. bxta tist pady fresn arteustedi pi ent ' s

o ; . et o aoy TasT R .
e Sonal i deir, Mh adihefticatedifiorMltion b The AlMteRBLE MR, 5
]E he caL d byobjest Deludes aﬁgﬁtd&gih]lsiyg‘ra'tmm Gf{tdtetfimttpqr?j%/ atfﬁs’??&}rﬁﬂﬁdtéde&ﬁﬁtgr \f/i\;] e
romthe or ar'. rd. Any subseque rapsnitter o e documen 0
is requir edbﬂ?ggi apt@?rﬁﬁy angi? on péﬁ?ﬁg'@héoggég}ﬁirﬂa%dﬁtﬁ angdimgr | y be
s bl . _ o TR WD HPEr 2 )
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transmi t t er Sighatwealafdae fustethespositone The fistidigitahsignatoee apg fiesticertifitatdrat a
Transfer Ag Sl Lii o th AS by, it ossessjon_ and use of a
vai1a cert  Frve bEeh YAt Ryt kiStei Faciitany ThHESRES A AertBRa s s of
Transfer Aglezist ahli¢eidip andvRotypesgraphic Kesoer isput es of
the Transfer Agent in _gssoci_ati on Wlpth t he ggﬁtgﬁ&kd;felg&gg;ﬂteabg#ﬁge, t he
Transfer Ag@HW%ﬁél?atl%’ infarmationcabjeet hasneran stored uoder thercaniedb of tife trusted
transacti ongerﬁﬁq{égy transactions having | ess than a predeterm ned val ue.

| ssuance by the rtification Authority of a digitally signed certificate
ensures the veri Thalméihod fafthehixcludRistthe)steps 6P&tadHIRd MEtiutBondio the
digitally signed or encrypted docunment. The Certification Authority also
retains t hefeiﬁf—‘vﬁ? authentisaiedobiepl ransmitting dhe retdpyed authenticatesiabject and
public/private key, froma renote |ocation electronically. The
Certification Authority can al so support privilege nanagenent in accordance
with the policy set for the system For exanple, the Certification
Authority can set financial or other limts on the authority granted to the
Transfer Agent by conveying those authorizations or restrictions as
certificate attributes. These attributes can be retrieved fromthe
certificate and enforced by other elenents in the system In an inportant
aspect of Applicant's invention, the DAS is a systemfor



aut henticating a docunent by applying digital signature encryption
technol ogy. As used here, "authentication"” is the corroborajg 83q@&R9002
verification of the identity of the party which executed, seale%, or
transmtted the original docunent and verification that the encrypted
docunent received is the docunent sent by that party. The DAS uses an

Aut henti cation Center to provide an audit or evidence trail, for
applications that require this capabili®y, fromthe original execution of
t he executed or encrypted or seal ed docunent through all subsequent

transm ssio ELdef i Gatl i .use, a,physical ly, secure

facility t hgtﬁeiagtjaghg?Frﬁjést{de%'?’hgggé‘gﬂc%ﬁ@iF}r%"y\rwv&ﬁca‘{)ﬁaoﬁ\‘ Iffﬁoﬁ?cgrﬁcggﬁtxf)ﬁean
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systems described in S. Patents , 136, 64 7 to Stuart
A. Haber andrupthsrmereythetfirst party mayepphoa digital signadurexprthe setrievador por at ed

here by ref . ially available from Surety Techno| ogies,
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possi bility,of unaut hor)iféed alteration or tanpering with a docunent by the

si gnat or i es NIBCUQNE May Betianspyited hyithe freistad apositordal easl. ofrhplurality of

Aut hent i cat i \&Sinl i ‘ j [oma
Tranafer Agearo] S Peniesin AgSdrice WA l: baoed PR ST P e
al gori t his. thentrystedtrepositgryiibdake ahleasesne ldithe futloddey setidns: aitaept & €irst-
altered vvitli)&tp%éj Eﬁe tion. In additi ng use of the digital signing

al gori t hm by THE (i S?P@HPFCQ??%% acgrﬁagg tadlle [REPONSEBERER} aviesPPase grater
non-r epudi athamaniaméunt, akd ekt é‘%éﬁ%s@_rdr%é\ﬂbarbefffn%’gigio%g}\boa\é@gTb?ﬁe

docunent. Applicant's conbination of 'the integrity b e and
stanp, and Hifductipns maalsetrevdermisywicrinddrastsagtign.at t enpt at al terati on

or substitution, : gl nat or _wh t,he alteration is
attenmpted after é’??é&n’%uagﬁggp%ﬁ%@g ngt%mgioﬁﬁ "i‘%?‘aéé’gﬁa(&ﬁe SRt h
Appl i cant ' stransactiaroby treasfertingastiwsritieatetnifforheatidPCoB]BE haviry rishBemd cat ed

by transm ssion to the Authentication Center fromthe Transfer Agent's
terninal . %eﬂﬁ%@?iee{@f?ﬂ?@ﬁw[;'ﬂﬁ@d?ﬁémﬁ@p ofystrievinghyde dirstiparydeemean i n
di gital forfustdciepdsitbhe afY i d i r 4 to the
Transfer Agent's ‘_I'gEen.'@eAg an&g%?t?%rﬁéd gﬂg?g@%%@?@re c{é\?gh%?%tﬁgﬁﬁgac{ed

hand- wr i t t efinfeingatiarnuobjectinchides @firgh digitad eiginaturetdfehe figdttpargdladirenat ure nmay
be added to j gital document. . The digital docunent is digitally signed
andl or encr ?%ﬁ@&g{ﬁ?feﬁ%@%@eﬁm fd%ﬁ'y ?%@ afryptograghic key e thentivss party,
encrypt ed veag aid tifeCQEMPY sl 8%ecend e rffitie Bbp et | : i

el ectronically (e. 8 , by rnodem or copr%{}?er nzg\%ﬂgd b%'ﬂ?}ée“fr[]%\%gsregpmtory,
communi cat i Agd@digiialgignatuye of thestiusted eapositarg dT ke firstelidital sigriaturecandshiét
(for exanpl ' i dj.skette containing the docunment), but the

gr eat advangglé@b%%a'i%cgg%ﬁi\@'@%ﬁq&%tﬁﬁgf%ﬁﬁeq’5 8- s%ﬁ%ﬂﬁ’e‘?ﬁmﬁ%ﬁtﬁon
Center veri felgestdtdeasten ideytiffand'a clyRB§FRIhicREVto Y \Cany Of
t he docunents, arid appends ag,zli gi taﬁ@i gnaz{hur esgnd a cﬁg%}gdgﬁggﬁfgr%’ é"s'lticyarrp
to the docunent) thereby establishing each transaction in a manner which
can not be repudi ated. The conbi nation of these functions ) in conjunction
with a protected audit trail ) can be used at a future date to prove
conclusively that a party initiated a transaction. In particular,
Applicant's invention provides for authentication of a docunent in a way
that prohibits an originator fromdenying that the docunent originated with
that originator, and provides irrevocabl e proof of authenticity. The
authenticated, digitally signed andl or encrypted docunents are stored by
the third-party Authentication Center in any c_onve_nirentw form such as on

- e el o o



t hat docunents that have been transmtted, stored, or retrieved have not
been accidentally or intentionally nodified. The DAS can veggﬁ% @&2922
stage and at any tine that a docunment is exactly, to the |ast ?t, t he
docunent which was executed and transmitted by the originator and that the
docunent has not been altered or inpaired in any manner. This el ement of
integrity conbined with a digital signature and a date and tine stanp
enable the DAS to ensure that a docunen6é is not a fabrication, forgery,

i npersonation, or unauthorized replacenment of a document originally

execut ed or the. nt's origipator, Since originators of
docunents t otﬁgzétgﬁ%'ﬂé:gtt%ﬁ Hﬁ '@8&#{%}9}9{} %F@éhaq% Bﬁ‘ﬁ" stored andgh thersentgelpf the
docunents, drusted eepdsifoper and ot her securities, property deeds and

| eases, etc. , should be able to execute their transactions froma variety
of locations, thellsnmethediurthes indudes tife steps of pitackingfirstinstractisiss fotha

Tok t jve. authorized T t. Thi i t
i vi dual aeroel i eRRERY CRr D BinachR ol ved agentaied Shjackandi <
net wor ked orthe finstanstettiongitotehgadHd sy ?é&éi@iﬁggﬁgyﬁ‘%ﬁaééncﬂﬁ?@%@gd above,

the cryptographic cards and certificates are | non by the
Certificati JHANKRIked ireljieved authenticatad ebject and fiest insinictiohs ecormhmmicdtinghe

i ncl usi on of " i j iod" field. which enabl es, the periodic

repl acenent biyft.ﬂge%&ngg io@ gttﬁgﬁ%‘rf@%sqady’ Ad&RpPons& 9 &PJ&P@%’GH transfpifted pe

appr eci at ed retieved exuthéntivsited objectand fiestnestrdtions Xs&tfing %EH@G irfstRlcdbAs | LY
of such fields, buh(ﬁgnl ?{Q{th se fields inportant to undefstanding the
operation of Ine {0 dhe trysted repeatteryi and exggutingthe tranesctions FI G 2
summari zes tgeeof td Lolating to docunent transm ssion

aut hori zation arﬁﬁ%r_oﬁg?%orﬁd}ﬁﬁ%@ﬁéft colum are the functions of a
Transfer Agent's Thekipatructionshmayeause tie trustedarepositbg toftkalfstfér%\ﬁnél%hfd &f
out by the ]’ﬁ@gﬁ{%.A%%gt.' Eltr?.nsm' SSi gn device; and in the right col'um
are functions granlicaiRd infaregation;abject forg thefirst pagtytathe gecond padynand i ons
anong t hr ee thg firg baktyAaap bppRa ' acku
subsystemin the _Eﬁt Ken_fﬁ?cgt)?:)n @%f%l?ﬂlgtntﬁ‘?Egﬂﬁ@@%%}'?g@{@&@gg@gl *% is a
bl ock di agr #Rfdhe inructinns ibefiere they are transinitteshioptheedeuend parfly; Theffitst Agent
and the Aut i j O C [ ic card includes conponents,
such as a megir?%"gfgﬁ@;ﬁg&%ﬁy&r—égﬁ%%%@ﬁﬁg rANSACHRY. for carrying out
the steps of a PKC algorithmas well as a symmetric encryption algorithm

such as DES. Also, the ¢ | d_be tanper-proof, which can be assured by
designing it to delete c%&égﬁwglﬁmwp%&blﬁDWNGSn any attenpted

penetration or a N&ric08- i | LUt €1 { andar.ds
Technol ogy has bggﬁ \?Eig?? g?%%??%'ﬂﬁg(r%? ?{39{8{&%% %a@gﬁ%?%aﬁvgﬂ{'?wﬁgﬂﬁﬁ?@?i on
of the cryp@BBAMEHLPY readingdbispdeseriptionin comjynbioruadttl thy draRingA%n which:
accordance with lyeapt' s invention, each.transaction and its docunents
are aut hgnt i cat eﬁRE's:l ﬁsga3?'%%‘?'?8"’1!@9?H%ﬁ%‘?'h%&?hoﬁat'%forr%be@cat@ann-tlse
certificateDAB:;i vacy, signature, and/or integrity devices and software are
comercially avai5 able froma nunber of sources, including RSA Data
Security, Inc.; | # surEYanises therfanctinscofithzddA8 sblating 4o dogarrienfscom Tech
AG Switzer i I Sem r.. Northern Tel ecomLtd.; and Spyrus.
The Aut hent%rgggrﬁ%&%%lfm%&@gﬁgﬁé}%cf'?%’ own secret key to sign again the
transaction in aFlGndé ashmplecdiageim betHeeDAY @chflecthi® conbi nation of the
Transfer Agent's d, Aut gglqififfatl on Center's signatur e’_s (in conjunction
with the physi caF@"bfso? iag@n of the functienaljetentsiaticonship between aate to
prove concl g V) t n’yla .or firm(the Transfer Agent)
initiated a ?ﬁﬁﬁrf'?‘écm aZ8 lﬁg‘glﬁeg%ggbﬁ?f%ﬁtaeansacti on. In addition, a
Notary Public subl§ri isfaibtackatiagmnavk DAgEentislfuReidrgent at i on as descri bed
bel ow. Enpl oyee or agent sign-on at the Transfer Agent's termnal is
protected by the personal identification information and the cryptographic
features of the cryptographic card held by that Transfer Agent. The

conbi nati on of these controls uniquely identifies the agent or enployee,

t hereby enabling DAS. In addition, agent or enployee authorization and
attribute information may be stored in the certificates or Token nenory in
protected or sealed formas described above. The DAS uses this information
in conjunction with the PINto set privilege, access, volune and fund
amount limts. The DAS provides a distributed validation capability using a
"signature" that cannot be repudi ated. The strategy uses PKC to reduce the
key management overhead and to provide a digital signature that cannot be
repudi ated for all docunents and transactions. Encryption is used to

provi de confidentiality protection of the PIN and other transaction details
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As illustrated in FIG 4, the originator of as electronic docunent or other
Transfer Agent may inplenment the DAS with a typical 486 desﬁgﬂgg@ﬁzbgptop
conmput er havi ng the DAS encryption subsystem (Token) installed and
optionally an electronic digital signature pad for hand-signed "execution”
of the docunment. It is not required for the function of the DAS to have a
hand- si gned i nstrunent since a digital signature on the docunent is
sufficient. However, at this time, a typical party in |oan or other
comercial transactions requires thexonfort of receiving 28 August 2002
-15 laser-printed copies of docunents which have been executed by hand.

O her conponents and software typically provided in the Transfer Agent
term nal are a conmunication subsystem for handling transm ssion of

ted di gitally si . documents to the Aythentication Center by
rodem t ol ephone FIGTE G SoHe A1AZGA TS A TaoRntRRcaRaA W AS a0 tisken.
interface, ' Yt put. i d ol ti :
put appi i DoFEAEE RGNt ey VAR AR Ccont Al Bl RS B B BT Ganred as

a server suffsamsfeeMgent,crypto backup subsystem and storage. As part of the

server subsystem which may be inplemented with a 486 conputer running
under a UNI X- t yp&lGp¢é ibustratesshe deenment certificativn preassmort gemerailybsyst em

includes a nulti tocpntrol |l er ee alsp FILG 3) that handl es
communi cat i ons \Mﬁ? '§H@u %ﬁegF&iﬁBﬁ?at‘&’Fﬁlﬁ%ﬂn@. % so provided in the
server subsyst emg§tyeo 3|1gdid | Gok IE% .backup
subsystem a rel ational éa?égggégﬁ%ﬁggggrg@eg@g emtd @#E%%@%ﬁf%tam%&?@)
syst em admi sigaatost;i on, and audit subsystem A Token and backup
conmuni cati on subs minterfaces wth the backup subsystem nenti oned

ste
above that may bglén'b@él#@ﬁta@é the foymagef a epbificate empioyadgbyuatiser car thOS- t ype
operating sgstt" mi%?\é@ﬂ%ﬂﬁl comuni cati on subsysteminterfaces with the
document st orage de tdevi ces nentioned above. The DAS al so woul d
permt a "NotaryFRubli glusteaRrd validsmosrdatificapgad function. This would
permt a third party present at the docunent’'s execution to also have a
crypt ogr aphi c caF&G\MJfélhlSmwscgenmﬁbnofhertilﬁcaasacti on for further
verification that the parties executing or sealing the docunent to be -
signed were in fact the proper parties. This additional notary function is.

not required, but would assi St&t’i‘éﬁﬂﬁyﬂﬁs HNanti cation of the
. ba,

identities of the parties. FI b are diagrans illustrating a typical

application of tApphédhtisnnvémiontah GedmpldnieanaiutilizitltiSérmhiheydidlly availablee
conpany/ cl osi ng agent for the lgan as a Transfer Agent. In step 1, the

Certificati eompRensystans anhischnalagi thrregte maintegmtedelasadsyatem fookens to
aut hori zed Rﬁ’th{eﬁtfc}ﬁﬁgﬁbf'éfe@ﬂé{xi%rd'oifﬂﬂeﬁgcu”emS and 28 August 2002 -16
ega rails.

est abl i shing 1 evidence _ he parties, who would generally not be
i ndi vidual s but ReferFingit@FI@Nd, Whithris kdlodk ikirabi 4fOME IRbilly 8Bodtion for

BANKI Mortgage Co, and a Title po./CI osi ng Agent, woul d be ‘equi pped to
transnit andutherticatien ipApptieant'sdDAS: thedDASIusss a Cartification Awhd®ityk| Mor t gage

Co. | oads apg ni,cal Ly, .transnits | docunents to the Authentication
Conter - wh; SATERBHE PEIGRL e BRR I ol ar it 8 enfraf Betyatiai ng
integrity bhagks AEEkun) re _ ! ication
Cent er trangﬂnq?t sd%%uggit enti'(‘:%%deﬁg' ?gg%ggﬁgﬁ?é%%tﬁe&%?ﬁg}g%ﬂ osi ng
Agent . | n sestigblished taditableandams/ Centificayes’@rindertificationdrdneverksafe execut ed by
digitized autograph signature by a Honebuyer/Honeowner. In step 5, the

Title Co./ chgsstingd iytherabgvergited pubplinationts G- Ro Mertilleand it U-Far d copi es” of

docurent st SRR ichx S0PRAVLDAEE ol radaketBaECe, 17 bl ocks and
dates and t MechrdlcHyPS Oph Systsih RiterdOmnedBoh S- Tﬁ@mﬁwﬁw&ﬁm@ﬁﬁéﬁﬂt s to the

Bank/ Mort gage Co., and stores the docunents. \Whenever the Ba rtgage Co.
needs copi efraneword (including all acendments}, Whith és/expaessheincetporated Hererbyl i ne
from Aut hent ifcati on gent(?r st orgrge In_step E‘ . he Bankl Mort gage, Co.
directs thaffFichee TR Mprastuschyeand sentificatedeinitions ysesd,in this anplisation a#at i on
Center to apsRf qﬁés)é-(gg%%htswbrtgage Bank/ I nvestor. In step $, whenever
the I nvestor needs authentic docunments, they can be retrieved on-line from
the Authentication Center. FIG 7 further illustrates an exanpl e of
Applicant's docunment certification process. In the first step, an

el ectroni ¢ docunent is designed, or drafted, that reflects the agreenent of
parties, such as a manufacturing operation depicted by the factory in FIG
7. The electronic docunent is provided to a Transfer Agent's term nal,
which is illustrated as a portable conputer having an authorized Token and,
optionally, a stylus pad for capturing hand-witten signatures. A typical

. - AN — x4 M g, 2 . oa




28 August 2002 -17 equival ent of a 386 desktop or |aptop conmputer, with
hi gh resol uti on graphics, a PC Token reader, and a stylus pggAa%kﬂggﬁﬁuring
hand-witten signatures. As shown in FIG 7, the el ectronic docUnent, which
may be created locally or renotely, is displayed on this termnal. In the
second step, the parties to the agreenent execute their hand-witten
signatures on the docunent using the stylus pad. These signatures are
captured and inserted in appropriate locations in the electronic docunent.
After all parties have signed the docgnent, the Transfer Agent certifies

t he conpl etion of the docunent's execution by invoking his or her digital
signature and appending his or her certificate) using the Token. if an
ori gi nal paper docunment were desired, the electronic docunment woul d be

printed first. Th ape cunment . woul d then be placed on th.e stylus pad
and the termnal ' S@E&gi@nge@m ithRubliciprivate ke iscudvamtageoyskyl delivered inhe |
el ectronic [ )b ure and transfer. of hand-written
si gnat ur es ﬁﬁrg #@Pﬁgﬂg%gﬁhgs ga?ﬁ é&gﬁﬁqﬁ?ﬁoﬁé" %ﬁ%& CBB@G‘HEWP tI?T'uétaB&*Lf §ronic
version is tdfethe PO Rieanty Qard ] ; gf@N i I
certification, '(t2 he Tr qns}f’ er Agg%tf%e?é%sg?nﬁ?gﬁgfgce ect”?%%iio(r:'ﬁ o%ﬂc@ﬁ??to t he
Aut hent i cat iuse itéh eniginatot'secompitted. dh gpnerhl 4 Foker seesortable ardér®iidecat i on
Center preferably ipcludes a .high-volune utility server conputer, having
subst anti al ‘@?‘o‘ﬁ i’é?é{] f"éﬁﬁ'&?ﬁ%{“&&g(%%&waﬂé gpkeys. i Rywillhegnderstoadeibat BRCand
hi ghly assur I il [ [ . LhnS a.separate
CstdS 8F fus ohe BRE GHAENIGAYY il it FB0 gﬁﬁlécgﬁﬁgﬁe ey

digital signature capa Ity, one o te tine

base. Wien aApplicant's DAS; otlost iyt of Fokei§ friay ko Eé‘@se&?&ﬂhﬁ%ifﬂﬂ) and rights
of the Transfer Agent are validated by the Authentication Ce r (step 4}.
|'f aut hent i cHtkedfes aptbSmprt Gards, Togmeunenetiable delivery amervickatueh sk almped (St ep

5), digitall pgned.(step 6 journal e tep 7)) ,and stored by the
Azjt h_entg'.J i cat i]%l)or?%@ ﬁ&g}c{r S&‘&qqs%%ogkn%&uégdd@gfse{rwgse Mr@%@%&@é@lhy t hen
be di stri buttued &0 8elig themedidlo AU untdldP prigingfbyl NSTIUCL I onS from an

appropriate party, such as the holder o ial interest (owner)

desi gnat ed by t heAdwmtageously, thany’cohmeidiaiht awailable Mokendanédbody bLe
el ectroni c docupent and . a Iog, or history, of all transactions,” such as
requests f orPO@HhFYBIosLRhY gengrate;the publiciprivatetkey;najrs ioa thp pards; andetliet hat t he

| og is usef . ' t hat tribute to the
usef ul ness (#rn{a%%kééﬁg% één?@ ofﬂg%g#}:s)ll@?ﬁ‘%rﬁgé Fbgﬁ}egg‘%ﬁcgcgysegreie&gm@cﬁg ng
subsequent ehe Certifivatios M@E%Qwiﬂcﬁisﬁﬁﬁ@iﬂﬁha idérﬁ%saﬁﬁfe(?ﬁ'teﬁ&'éq]&@ idrePut es
to liability limtatjon for the Authentication Center. Also, the I'og is
useful as eANdARBEODSIaLa YT gitibitenameng ntlien things; ustoadcertifivatedut Prbndipalat i on
Center al so to the docunment jn accordance w.th
aut hori zat i occr‘;)%l{btr?égljftg8F%§R§FXW]MSWH?%@?&%E?HW OpEIAtigR Ofi fient . Such
aut hori zat i Q@ertifisstiohCAnte Ok [ 51 with
changes (e.g.) assi gnrren?lggw?%&htg‘ﬁgﬂ%g@ﬂﬁéﬁ%g&l&gﬁgpgﬁﬁgéﬂﬁ%ﬂag{tﬁﬁﬂégt rates
t he process tofthejpuhilicdteyyin sheyenrtificata, aidethe relivbte delinerse bf thedRyXeat6 theor € _
general ly as @}QP I'iafor.mati on object", by application of a hash function. In
general , a TREQNLEHIF: s a txuly one-way cryptographic function that is
conput ed over thegl : >l L3 Qr ion. object o he. protected, The
hash function pr gg ua? én‘g Hglo' ?rle%sgg(ge&d?%@% bt §|11r111g§ﬁ.t§§1y ;“i%%‘ﬁﬁ{%& Vaﬁ%l“fw -
different i rnly effective whendtisspd dflueHuiidioNSHIE 2 TRRTRAR ﬁhﬁﬁ?eion fSince a
different message digest is produced if even one bit of the in?or mat i on
object is cnéergs%wn@m@fmmnwneh s thei recipient 's bigmetnic dgformygtiah ck., | n
e_invention, th i s encrypted using the

d ith t i.gest
o gnatory s Yelil e SR aBnrniS, O & Prgonsl ddartiicaion guaben GNA fhar 3

si gnat ure. L j f ' (o) (NN O g i nsures
the system :sagiﬁ%t egr itP ?Fé(%le’.?‘, Oflt}'ﬁg Eh@i }?{tﬂg cfegﬁgéé;{%feo@ t‘&lur’}%ﬁ@i igitt}'{%a%ﬁa
attri buti on deliperod Isepiayaté ifrom theadwiiginhtor s @atdle Ay fsibseqfidl Maherhitter of the

responsible party) . The digital signature (the encrypted nmessage di gest)
i s appended ({2’6“’? W%Hé'ﬁﬂ@“?dﬂmlmgﬂ)bﬁgbl@f eueryptthe docupentaveuid 6 depi ct ed

in FIG 7). similarly be provided with a respective card and personal identification

information.



28 August 2002 - 19 O the many different hash functions that are known, it
is currently believed that those designated MD4 and MDS, "‘hﬁ%hugﬂﬁzé odi ed
in circuits comrercially available fromvendors identified abov and the
U S. governnent's published secure hash al gorithmare suitably robust for
use in Applicant's DAS . O course, other hash functions can be expected to
becone avail able as tine passes. The steps of digitally signing an
el ectroni c docunent (steps 2 and 6 depicted in FIG 7) and validating the
digital signatures (step 4 in FIG 7)gare further illustrated in FIG 9.
The el ectroni c docunent has appended to it one or nore digital signatures,
whi ch are created by using a signature algorithmand the secret keys) of
the signatory(s) as described in connection with FIG $, and the
certificates) of tsﬁpzl gng%)or é{;{) As described above, each such v
certificate conve‘i) d’ iadlogy oArigingtos anthanyofupsequent angmitterr ares publ i ¢
si gnat ur e/ veniifd J p. ! I r i nf ormatj pn about the
si gnat ory, S:%H&% ﬁgﬁ%@gﬁ‘gﬁn&, %‘?‘g‘ﬁg@ %gggrggﬁqugé&aayaq%é%ﬁ Bticate. The
format of tlHésgifledrto itieDA itSpeseszion lof i fy j r e wWth
the X 509 Recommendati on tﬂﬁlg w%ul d be%gp@g%g%@@&&@gﬁﬁg@atﬂgﬂﬁ
Certificati diNaukonissuing theskeyland RINApdhe TransfeBAgtht, tHhDAS awamageousw i dation
y

step, which woul.d normally but not_ npe essaril{y be carried out t he

Aut hent i cat F6FPTEEARGPT “’(96%‘1‘4%\%‘535 Q@gﬁ&ﬁﬁgﬁﬁj g8t bassegjation wishithebglended to

t he docunen maNn i \ an r ssage di gest,

and conpari tr%ldtlﬁg' ?gés}lu t1ng 'g@?ﬁéﬁ%%@é‘?&?ﬁ?%@h&&%@ﬁ@ﬁﬁ%%@ﬁije gi gest.

The publ i c segainttypes oferirdsactivn and/seyrah@dnshd Maviddeesehhin Bip?&ie@erﬁii?&?d by
or

the Certification Authority and appended to the docunent i's use
decrypting tVIsrBleappended nmessage digest. If the two message digest val ues

agree, the identi hg indi.wi dual , named i .he certifjcate can be
agser ted as the sllgég(lﬁg%eo%g/ﬁ}?f@?r 'éc’u &ﬁr‘étﬁ?flg'oqp%élﬁg?ﬁx ﬁgmpfiﬁtébj ect, and

the integritensitbs tHesvcARBIRY bf i @R hs iR talfysi
Aut hentication Center att glsi?s to lt hi i;jrr"oggﬂﬁhfﬁ’@g I tga?%e(gg%?@sfl%eds‘?rgni ng
t he documentencrypgd dacgment. 2002 CettificAtiors Aavirority afsb Getaibt theatgRfyt fof legattee of a

user (Transfer nt) or even of a Certification Authority is preferably
digitally s ia@i@ﬁgﬁ’ﬁl‘)ét?dﬁyaﬁfroa{w% aeubHefpriyaty key.ofrom) aremase lasatioe unent s

are digitall ' : o b el igned b
authorities egeﬁglé’???g%l Iq?%;ﬁr%%@/\é/e%g%ﬂ%r act%éta(i:s rsﬁ ? #9%8&5@9&\}3?‘?%%93% of a
document ' s di gédorllarke gridt thegplity sdtfoethewbteniat Forexafnpld) thCbttiffcalibgnat ur es

of all Certification Authorities in a path between tﬁe signatory and a Root
Aut hority, WHItAOTity Capset Heancial op ether Hmdss om the euthpiity granted to the Tibmefer

si gnat ur es ifhcati orities. are | oaded in the signatory's
Token and agﬁhgggg?ﬁdé%@%% Asqu?’@é(g{?gﬁowefﬁmﬁﬂﬁst as]%{gﬁc_:at%tt lg‘Ft%t rated by
FIG 12, thehess Murfitnes édncosretisve@ Toni thel deeriffaed ariértorced by Hitterbe
considered part of an authentication tree. The signatory’'s”(user's)
certificat e elemnentyint the Isystemigned by a Certification Authority whose own

certificate (the ,CA Certificate) i.g si.gned by the Root Certification
Aut hority. Since IPRBAEPOLaRG %B?‘%} of zpaiégaé“ 51 IE%/WIP{’ytthD@% A% # pystemifon

onl v neceasary e raaaph SocEhCRY sl e Mgl eh Er ok Bhtlodo R ong ©

bot h br anchesedihtre "authamicattontde the coreotoeatiinemdserifitatisriel the Gdenhent | cat e
a digital signature for an entit% on a different branch of an
aut hent i cat itehPatfewhichrxeciyedscsepled, emisansmitteththesiriginal documens andr t i f i cat es

Ao i cant s PG & g8 G ERRen B 158 Brcaanh Bl B B o her
transact i ongparty FOPheSyABRIses arl Apfiith@éation’Cékta'ts %r%&@%?&ﬁ&?bﬁgﬁigﬁc@ Mt i on

obj ects according to suitable instructions can“occur "intern (wi t hout
retrieving drail foreappliojtéarts)thatrreduiret thiserpalbility, fyom ete ordginalgxetutity efthe and
providing it tot%?ot her). Al so, establishnent of a verifiable evidence

trail, or clEPHIGE OLRRSE pr spplegdacument thropshalbsubsenyenitransmistionssi gni ng

wi t h anot her di gintal ~Sk: r ' naother certifi and storing
the resul ting obj%%tC%IgE%@C$P@§§$&§§@%3?r?gﬂtlv,’cﬂ@pﬁ(’g%’fﬁgﬁﬁy AL 3 on
enabl es sal ¢gusted sbaBiTehiving GhtRFdHehoRYBESHY, Mntdl 206 §iten Ond "vAlldpoust
2002 -21 authenticated information objects) which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, |ike
notes and securities. It will be appreciated that Applicants' invention is
not limted to such scenarios, however, but rather also enables a w de
variety of transactions, including, for just one exanple, contract
formati on by an authenticated offer (an information object) that may be
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that inplenment PKC for the registration and transfer of ownership of stored
original authenticated electronic records or objects. A trugg ﬁQgLPé?izbéz
party, the Authentication Center, perforns the storage, custodial, and
registry functions for the benefit of the owner of the electronic record.
Applicants' systens and net hods nake it possible to establish ownership of
el ectronic records, and to provide irrefutable proof when a transfer of
ownership takes place. This supports stranger-to-stranger transfers, which
in the foll ow ng exanple involves threg-steps (an offer) an acceptance, and
a record of transfer) that axe independently perfornmed by the offer's
owner, the offer's recipient, and the trusted third party, respectively .
In accordance with Applicants' invention, a docunent's current owner, the

owner's offer t 2ne Oi nor e tﬁ?t’enti al buyﬁr% and_the acceptance of the
offer by a bﬁ?f‘éﬁ??)c 18- 11 YEM: P lscknpoziagee, doiaribity wonldadvantageouslyt insludeanst er
is created. i ] . Of ffer anytinme prior-to
its accept angﬁgﬁ%k}? %gﬁ?@g’ﬁ%? ap ng?n %E%é@%ng%&gf goofccfyegegwg\éaﬁl_ng OIFEYAugust
2002 -22 To hegagenidnt SystetastpAd) persoringf éﬁﬂﬁé&@ﬂviﬂﬂh@%ﬁ:cmﬁ%né bf @ docunent,

u

negotiable instrument, or other valuated object, woul'd be under the contral!
of the Aut heREYPéQEraARlC kehmanagement and fragsmission f elestresic tdoctments fyuld he

hent i bj econd . .Jhe fi I d
{ranst er + hota{h pek rbBruTEnR SeRRlsn e ers i POl 6.6t Daay e
aut henti cat ethtRjeRfs! bhél@rdumiCcHeb ks gﬁg{g;r%ﬂ%,s H?Qr re%%x"’,‘gﬂ % edrfshiyctions to

t he aut henticated object, and tran e ‘objec

i nstruct i onsAnérarity afanhgemesft evould ithplemefCnotedinés thabprede A& pbigNSN ssi on
means. Traditional paper transfers would use transm ssion rreang such as a -
courier or r&EiiuEsse repisieg collabpration:fias compromise tootakeplaset Li this Wiay, enanpl e i s

el ectroni c ang:.. I t he. met hods and apparatus described in this
appl i cati on, ﬂ@é‘éﬁ?ag V@ﬁ@?ﬁﬁ%ﬂﬁ@j@g@%@n&o& ?‘i?eﬁsrtﬁﬂ%ﬁ&en?qﬁgoﬁbj ect
and its instantid KeySmatagemenanpl e, these el ectronic means could include the

first party's applying a digital signature to the authenticated object and
t he associ at ed i ndnpther aspest ofTApplicant s dD A atthentination tieg ¢ inecdnfasdthansmni t t ed

aut henti cated .obj ect and instructigns, and mght decide to accept the

of fer. The s-BHB’h%?’SfFé‘?St@%WW%’HM%P&%&&%H@%%@@G apd tizme et and

i nstructions A ENdd LoN TR ATS | tor whj ¢ch woul d
effect t rans?gr@a%{l?ovmér Shl%&g}é"‘?hg%@%ﬁ%@‘ﬁtdﬂ%&aﬁ‘%gﬁﬁgﬁig ) oﬁ?ré’ﬂd&ﬁi vel y,
the second phy systemsibescribedrimUcsit Ratédts No¢ Se186a6uecaref Nb hs, 1967637 th Snidpe first

party, who uld then transfer this acceptance in the formof instructions
to the repos et ndWap gatopigtias Ihi potbiofiwilaich Brecexpressly incorperatediherar t y. | n

ith , tra i hi | t
The 1 ust eq PLESertbe nd ' CRRGEGT ESNP RERSwRly BRBRODEE, B fe®0r "« he
new owner ('t hiegtitg Glutkppes, Xhe Gigitﬁpéigﬁdtu;e@aﬁch heedAehfd ARk s&éxﬂ@ whidgiBre 2nd

sign all of this with its own digital signature. O course, the terns of

transfer frofPRlise byithe Aughentipation Centers etiorivatp slxet possibility rof cmawthegized ght

provi de for i SS| O, f the.offer b e first party at any tjine or
subsequent t%ﬁ%g@%ééﬁ ﬁf‘ﬁ’&rlbg Pﬁé& ) ﬁc’%‘#ﬁt’l gggfg%sgﬁggm bs §y/tq:w d rescind
the offer bygh ; ' T-Yalol.y ool I BN Is 28 -
Aigust | 200" CHEGHT b or NealiBEDTHE KN tcaio St D IO ok i, *°
repl aci ng t hdodument rezaivey fronpaiTransfenApeitiip guhdrited using \ny @fReverhl adwh t he

first party. The preceding, exanpl e can be expressed nore economically for
the synbol i c8igity! hashing algerithms o Thissintegrity dlockremswiss thnt the document cannot

Sb{ S~TR( Sb{' &+ A i~ l).. Accept ance,.C to, TR S<(SB(Cbject)),
Sb('S' TR( Sh( s§? @fé@?{’ﬁﬁf ‘ng?e"t“i’,n' d%ﬂ%)d)%“t Bscaf e digita é’;ﬁn&}&%léoﬂt(hm by

S~(S~( S8{ nj getAdthertaton’ Bemef SR a j ) - .. by TR to
B&C S' TR (S~(Sa(Obj ect))) wher e (%]a;j’]agct é"?séy, qu\gc_r% f°§{@g€éﬂ‘g‘%‘?€§&{"§fﬁ

graphi c, cerprecludingethe priginatordrgmnlitavpwirgothe doctinett. | Applicaef'sicadbmagewof of
user identit en used wi.th secret key (e. g. , an X 509 certificate); TR
is the Trust %&%égsalwﬁﬂa}ek,mrwq dme ﬁénahjaégtwlé@m‘adk@@wa@myld@gc stry,
controlling i 0 he. obLect, r...S 8.i.s .the

ori gi nat or O{)fqgrlygz{élig 5@38{3@6‘?@@‘?’@ nglqsé&?]ﬁg’ ?feﬁlsl?};%%%m?rg So(brfgiPﬁOBW‘?E?shi p
of the securﬁréatllbtaﬁ@h;isﬁtedl]&edhﬁeﬁéﬁgilﬂgﬁmrty) potential new owner of the
secured object; Sis a digital signafure; S is the digital signature and
time stanp of the TR, S8(hject) is the object signed by A, Sb(Se(Cbject))
is the authenticated (secured) object; S TR(Sb(S$(Obhject))) is the

aut henti cated object stored by TR, and Qual represents the qualifications

or instructions on the offer that may govern TR s actions (e.g., accept the
first received response, accept the highest response, accept a response
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28 August 2002 -2~ mekes the offer to S~, which is denoted

Sb(S Ta(Sb(Sa(Object))), Cert~, Qual), where the inclusion %AG?LG&ZOOZ

i ndi cates intended recipients) of the offer and the inclusion of the
instructions Qual defines terns that nmust be enforced by the TR S~ accepts
the offer by re-signing Se(Qbject), thereby creating S~(Se(Object)), which
wth Sb(S ~ TR(Sb(Se(COb~ect))), Cert~, Qual)) is transmtted to the TR to
initiate transfer of ownership. The TR validates the offer and determ nes
if the Qual is satisfied. If both aetliiens check) the TR tine-stanps and
signs the offer and acceptance, effecting the transfer by creating

S' TR(S~(S$(hject)))) and for audit purposes the TR creates S ~ TR(Sh(S ~
TR(Sb(Se(ObJect))), Certb, Qual)) . The TR records, registers, and controls

Transter | s complBeStbraRFNH SRPLcisL S yenboRncenh ranepton g say hieci ) ))
t0 both Sb &ocurents Ifheadtﬁéfriicﬁt%h tﬁ%@gﬁg&?@%f%@{@ti?ﬁﬁﬁeé&?& YRS cal 1y

as follows: Sb rescinds offer B to

Sb( S' r R( Sh( FrafdfpreApdnt)s teffrinhb, Afdedcribad @em,tth@Tﬁaﬁ@fefr@%g‘en tdvides the €tcC
can be expressed synbolically as: Sb(Sp(Object)), Sb(S Ta(Sb(Se(Object))
Cert~, Certdocement)inshigital sorm.csuchas theoutputofB convensionekwordpradessor, t6~( Sh
~TR( Sb( Se( e i~ al )., Count er f.er). The, precedi ng exanpl e
Chat has. bedit Sramler ARl s Teb¥HE s 4 ABoB) a dbriee for g ingrraham weifon
speci fi c appldnafifré Mo KPP0 d il .G R I.rown
particul ar advant aggz Iot W I*Y&gghﬁﬁéﬂéfgi?g?g)&@¥é3?ﬁg§§%grbg%;d§%wme
transact i ongligital dbeiimenta Theudigitaltdpcmrhersttis dipjatly signed and/ar encrypted by the
stranger -t o- éé ger-to- tran%ﬁr transfer can easily be carried out by
sequenti al | ﬁ gﬁ eR.rAdithe digialy igngd and/ep ercrypted veTsion isoommunieated to
strangers. A t ipnstructions can direct a
transacti onlt%? gﬁﬁ_{gﬂeﬁgélﬁygaiqﬁﬂgér} g"ﬁ@%@ﬁ%‘sﬁ’ gﬁ'g"t%{l‘oﬁ%&q G8P%P8f?§ "ﬁ&iprk nme from
a variety ofOtRet Whysesf comiflnigitiig thé &igNg sigakd BR ehéy eﬁ%b%eﬁ’t@hﬁgﬁv an
owner -desi gnated custodian of an 28 August 2002 -°25 information obj
ect) or anobrawsed(fonexampis: digpatching adisketie conteinéng thy dexumenty,chutels ¢ agent

which is ge%?%aghh%(%ujdeét}?é) %&%C?E?%Fgﬁgé% u.tsglre‘?epdgogram or ot her autonated

process tha n-themfor a predictable =
end. Tiered instretAgRentivatibal CRae veaH Ly maki ng)

such as if X (a second party) does r‘{ol'ﬁi ?ge?gg%%{tﬁ%gggég‘?ggegﬁgh@nag

speci fi ed t ithaayshertisity of Wemdoquarentsi, and hppenidf ardigital ¥ighatuot bed a geeand party),

and if Y does not respond within another specified tine period, then return
the of fer t&MGagp g%ﬁ?:?rg‘tcﬂlm?nf’ith%rf’bllbﬁﬁtﬂbl}s.lp“qgcﬁac@i@ﬁﬁﬂcgpn filha TaREeT uct i ons

1t t . t. of 1enti cat ed
o or mat | on "oy Lot néoidaBl ARe hAFRh of ioke HpndioBiimFonRibaET 77, G

accept speciwitteal proedtedasiipfraibncande used at # Biee daté o plowe LhcludPay iveant s'
invention thus can provide asset-_or risk-sharing or other forns” of
syndi cat ed BRFYBkIatda trapsaciionst InpartigHar, Wwhpplivapés mventiorhprovides dord parti es

to accept s o A f remai ni ng..obj ect. or obj.ects. .Thig form of
transact i on%gnalgeﬁ{magléﬁt?géqf&&%wﬁmclgrﬁ V&}?g}a%ﬂ@ﬂblgssa"r %‘l-lglﬂgtﬁf fromuslemping e it is
desirabl e T @iat OREddmicht ofigfiatcdowith ol BREinaiodS iicprovides %ﬁé@cﬁqbfegﬁo&)ﬁ or
ri sk associated wi'th an information-object anong Several other parties,

such as one ofauthgnticitye- i nsurers. Sinilarly, the instructions could pernit a
second party to “gQversubscribel, tq, a.first party's offer when the first
party had one or raé‘%lEﬁ“HE?te‘?’f ‘i‘lgg‘ﬁlypﬂg‘ﬂ‘?i@d?% ¢ricryRied dogwmpptiarestasednount
of the over 0§ ) [ Sies . I . m ght be useful in
cost/risk n%zggéé%ﬂéﬁt b%f‘gx esﬁtl{xlﬁ{?? Q%lnééjﬁlglr?@g%gﬁgvgqg%c%% aﬁgflt y seeks to

accept an olpticdl ang/oaninetic ARRs ! OncehitRekactiohqs eSmpltddnmdlthe Algidpyty- The
features of the trusted repository that are descri bed above permt”the

execut i on ofignedaad/er eoeryptedidocumentaahdocumgets ané trapphittedand ‘auihendoatédon. One
formof trugg rneposi.t or hat is current believed to be particularly
advant ageou yﬁﬁ@Ag % E‘F‘]‘tk%‘ ée“%t?gi'éﬂthéﬂé?‘&)é?@f C35} fqepgs,the A catiofy yst ed
Cust odi al Uddnidr¥hicugidneld i | EsHRa ey
transacti ons handl eggggn%ehé:@%%r??ié sg% hé‘g‘ii%% @f@?@%#?ﬁrt@%{tﬁ% éted
actions). Tian autienticated doqineenentAdl @anbedissiens cfedevtidnic documents from the
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28 August 2002 -26 policy (i.e., a set of protective nmeasures that is
necessary to prevent unauthorized actions). The TCU uses i tgpu&@gggggzrul es
and security policy to govern transaction requests and access to the
repository over the life cycle of all docunents within its control,
verifying the identities and authorities of parties (local and renote)
requesting repository services. The TCU securely stores and securely
retrieves digitally signed, authenticated, and encrypted el ectronic
docunents or information objects. Upolp tequest, the TCU prints and issues
certified docunents. The TCU advant ageously supports a nulti-port token
server for proving docunent authenticity) for verifying the identities of
signing parties, and for authenticating (date- and tine-stanping, and

reseal i ng) i ssi.ons. The, TCU pnrovi des for backup and di saster
recovery, agﬁfggﬁ%@r‘ 3§eul?'géa t%s@?)?ﬂﬁhq“ﬁlicﬁtf‘%ef’@ﬁr’i%mﬁ%qu - hegtigation as.
speci fied redegtibsatiRRel ofbefy i J Wi ser, .

| aw, or regul ati on.aAs ggg(s:tri bedegggﬂ\?gﬁé%%ﬁ%g}lét@s ﬁ?ﬁl\%géﬁllﬁglﬁgﬁ g{#ags for
a verifi abl eebhlfiof aufhociaed patyies hose ifentistesarl policlearareBimilaplyr Poses besi des

sinmply indicatin thﬁ gr ovenance or pedigree of a docunent Or object. For
exanpl e, goﬁé‘ﬂ?ﬁﬁ'gﬁ@tﬁ byihe Authenticasion Centera Anthorizationcfos acags tmayfbel p conput e
and col | ect r r, levi.es. The TCU provid such an evidence trail
by recei vi ngrtegtgﬁgeld ﬁ&i‘ﬁ%ﬁ&&%ﬁ%%&le&m&%ﬁw HBBEHEE?CWWWH fying the
identity of the Soesrdafek ¥ ﬁ;ﬁ] id Ol LM Of iLved. The TCU
retrieves certificate rrevoca?iﬁo Illlagl'{&sd ?&V@L&é.tﬁﬁﬁ%ﬁig%?g@g%%?s checks

the CRL for tiarddchimeatsghatdaveibegn tramsinictbéd,citsretinor foxfibvediiaos ndeb&nof t he

Certificate. T@g Tﬁu t hen t?en rates _date and time stanps for the docunent
recei ved, af§eioFBeiY QL migntionally medifigd.odke DS camyerifyat anp stageendiac unent

SoOTg tar orpitihe hat AAdbuHBRS Eky, I eyl S blel gt Which Wase 1 he
ability to rexeseed had trdrsmhitied bngthé BeigRARY BRAYL R dStuRRhPha PR thhe | dentity

of the authentication center. The evidence trail uses the integrity block
and dat e andlteradeor immired jw any pmoner. 2This element vb integrity dembirtedomittand

evi dence of ratio fforts, even'b docunment's originator, if

al teration idgéig%lt%g%.r‘%aaﬁ&f‘?ﬁ‘&oﬂdﬂ%\?m}/";@mﬁg? SsnsurectBata fied
docunents agveiheaERYdt ¥ fA*italibn Ploksdr6 Jd; ' gegen to "hard copy”
and issued by the trusted regosi’t g?gér?hu%esr%gémt%e%&dgunggng i nstruction.
It is currenepicesaentefedlocumbnt rigihaltyadneeufedror tsbsled bp dsd davushehos appl y to
the hard cop OB formof indiciumor legend that is resistant to forgery
or unaut hor ¥4t ati on, such as a watermark, hol ogram or simlar, that
woul d signify thesjh&POg4i  Sfd I fei [Wolaly nt. This is one
way in which a uselr cou%lggd\z/)mystﬁfd?dg\?i/qeb{ss tﬁg’tgos? sed%frngﬁﬁ%ﬁg&%geggg?% O het her
per manent | y and mentgageaiocuments | connerdit papérethdt dthér deberitiise peopertgeesd ption
and draw ngs are illustrative only and that one of ordinary skill in the
art woul d r &8846As8% &i%ashanid be ablerto exeeuse theimisansoctions fromadarieiyt dfout

departing fr : (N I ope of e present. .i nvention ichis to be
limted onl )}9{9&1&)? ﬁe&lg gé%w%ﬁﬁgﬁfegfeﬁﬁtp#ﬁ? gzpyg rARhic PHceROlokeRc or por at es
b f Q@1 [ : ) S, 615,.268
Lo B sbee ot a R g i P RgPRE TSk pBimit ey 5, 015, 268

t ransact i on Usjizatiomef anyr PA§ emabled woimpates dn any tocation dnat dhpetwbtkellayi Ny

respective verifiaple evidence.,trails, conprising the steps of: retrieving,
by B f1rst SaPROPGt Bl e AREBHCADEA e yhs dpscaDeR ahaves dieerypioBEDMN | on

bj ect, whergj 2 hont | i i i ect..incl first
G utal of guands dnaendfichtidiart sy oMUy BE Kebtidifio Aidtiony o0 1 east
an i denti ty Gentifieates yretfogthendtintroied thrdubh thef inkMbioR ¥ lay eﬁﬁ%ﬁioagsrirfohﬁe

stanps and a second certificate applied by the trusted reposit , and a
digital sigigidirehigh epaties theesiodicapplacernent;if désiretliof she TragsfealAgehgnat ur e

and first certificate h been valj dated . the trusted repgsitory; the
second certiti¢ ctag‘%r gf &'@XEG §Ppli38’§€‘°1‘f 'gﬁ‘ ?eﬂ‘ég%/qt?symaqqeorgaﬁ‘?ey‘ﬁﬁga{r-é%i c key to

the trustedif@nash bﬁfrbﬂ?ity%? ‘iu&lﬁ geﬁﬂ {st?-?e’}hﬂf fosd ﬂ[eiogrsg_{_h%tgﬁ% WhSslandy oo

stored under the control of t tr eposi
the operation of the invention are described here.
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attaching instructions to a retrieved authenticated object; transmtting

- the retrieved authenticated object and the attached instrucgggﬂ§wﬁgogz
second party; receiving, by the second party, a transmtted retfieve

aut henti cated object and attached instructions; presenting, by the second
party to the trusted repository, a received transmtted retrieved

aut henti cated object and attached instructions; and executing the
transaction according to the instructions presented to the trusted
repository. 2. The nethod of claim1j3wherein the instructions cause the
trusted repository to transfer ownership of the authenticated information
object fromthe first party to the second party. 3. The nethod of claim 2,
wherein the trusted repository validates a digital signature of the second

party included w t,he present.ed. object, applies date and tinme stanps to
the presented obthe[tc]irfzsla’mnﬁ}zﬁﬁ etﬁi@"%‘l"ér?rfé]&gﬁﬁ@s’@?ﬂt@& tQHpeReRti th its"
digital sig : g[?{ﬁ{ n%l()é}% 4. thod o al.m 2, wherein
t he transf e?ﬁg’?ﬁgﬁﬁgragﬁ‘f’ﬁﬁo t?le uﬁ%@ﬂ?‘i (I:%_pgedlgﬁn orr %rleghe ELH}CE‘EPS Pﬁcl udes
formation ofa BransfenAgenttst Talen; tnthe dentef 0610mRin 49 ofidr arictioRs cA¥ied e HYY
paynent in a verifjiable evidence trail in a registry. 5 The nethod” of
claimi, futhhéransisrdvgent'sjansmissiondeviee;andrin the rightecolimen aret funetiens of
aut hent i cat ' .the attached instructions by the frusted
repository ?tge @?ﬁc@f&? lﬁlau(ﬁﬁﬁwfn)a/ﬁgftr%té‘(g&nrq_rm?@lsiam°§8 H1eBsteg th t he
att ached 'nﬂg‘eﬁﬁfehﬁﬂﬁlsﬁrda-r&?véf%ﬁﬁéte?ﬁ afid ﬁéd'le[ug’sut‘@ﬁfeﬁiﬁtwe att ached

S t T'eas

I nstructions cause the trusted repdsitory to Ke 3 one of the

fol I owi ng actuthemicatircEeiteninfthe AS axchitvstorel EBIRNER a BI6GEMagim of the
greatest-val ue response, accept a response greater than an anount, and
accept a redpRstioralinieaislationship petween aclignsfag Aganteand the Authentication

Center.

The cryptographic card includes components, such as a microprocessor and
electronic memory devices, for carrying out the steps of a PKC algorithm as well
as a symmetric encryption algorithm such'aé DES. 'Also, the card should be
tamper-proof, which can be assured by designing it to delete critical keys and/or
algorithms upon any attempted penetration or alteration. The National Institute of
Standards and Technology has been chartered to certify the authentication
implementation of the cryptographic card suppliers that may be used by the DAS.

In accordance with Applicant's invention, each transaction and its
documents are authenticated using a public key contained in the Transfer Agent's
certificate. Privacy, signature, and/or integrity devices and software are
commercially aVai}able from a number of sources, including RSA Data Security,
Inc.; Puﬁlic i(ey Partners; Surety Tech-nologie's,' Inc.; Ascoin Tech AG, -
Switzerland; National Semiconductor; Northern Telecom Ltd.; and Spyrus.

The Authentication Center makes use of its own secret key to sign again
the transaction in a manner that cannot be repudiated. The combination of the
Transfer Agent's and Authentication Center's signatures (in conjunction with the
physically protected audit trail) can be used at a future date to prove conclusively

that an agent, employee, or firm (the Transfer Agent) initiated a specific



7. The nethod of claim1l1, wherein the instructions provide a syndicated
transaction. 8. The nmethod of claim7, wherein the syndi catgglafigapsa63 1 on
relates to a set of authenticated information objects, the instTuctions
permt at |east one second party to accept at |east one authenticated

I nformati on object in the set, and ownership of authenticated information
obj ects not accepted by the at | east one second party is retained by the
first party. 9. The nmethod of claim8) wherein acceptance by the at | east
one second party transfers to the at. jgeast one second party rights to a
revenue stream and a correspondi ng default risk. 10. The nethod of claim1,
wherein the first party applies a digital signature to the retrieved

aut henti cated object and the instructions before they are transmtted to

the second party..11.. The.meth of clajm 1, wherejn the executing step
conpri ses tﬁéansssf((ét@' ot addiriqn, ayofary, %?WPP%%@W’@%&@%]&DE fohe trusted

repository f; i : Ltted retrieved aut henticated object. and
thétRatidiCs dZ/eg ABJdatSE?

attached i nstructions; ugust 2002 30 interpreting extracted

instructions to defnployeeor agert eipatorosiqhé Trafshir A Qe tasastib beltcé&&i}ﬁ%

enforcing the at least one termin executing the transaction.
met hod of clthe persenalvifientificatiominfommationanidahe cryptographic fatureobf thee of t he

tri d authenticated inf ' bj ect. 13, Th t hod of claim 11,
wher ei 1t ho HEOBBHIC A B R baTster Aginie The poubinaon obtheseans er

rein the | , fid# tA 39p ebthesansf er
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privilege, access, volume and fund amount limits.

The DAS provides a distributed validation capability using a "signature"
that cannot be repudiated. The Stfategy uses PKC to reduce the key management )
overhead and to provide a digital signature that cannot be repudiated for all
documents and transactions. Encryption is used to provide confidentiality
protection of the PIN and other transaction details as described above. These
control functions of the DAS are summarized in FIG. 5.

Additionally, the DAS is compatible with the full range of modern
distributed, and client/server transactional based applications. It operates
effectively in LAN, WAN, and dial-up networks. 'The DAS preferably utilizes

| ‘modern database tools, and thus the server can advantégebuély utilize relational
technology with a SQL interface (e.g., SYBASE). - |

As illustrated in FIG. 4, the originator of an electronic document or other
Transfer Agent may implement the DAS with a typical 486 desktop or laptop
computer having the DAS encryption subsystem (Token) installed and optionally
an electronic digital signature pad for hand-signed "execution" of the document. It
is not required for the function of the DAS to have a hahd-signed instrument since
a digital signature on the document is sufficient. However, at this time, a typical

party in loan or other commercial transactions requires the comfort of receiving



16. The method of claim 11, wherein the instruction causes to be perforned
an action of displaying an authenticated nanme conveyed in azgﬁbébgﬂz@gge
with an authenticated information object. 17. The nethod of claim 16, where
t he aut henticated information object includes at |east one digital
signature. 18. The nethod of claim 1, wherein the instructions cause the
trusted repository to transfer control of the authenticated information
object fromthe trusted repository to a second trusted repository. 28
August 2002 31 19. The nethod of claiffl, wherein the instructions cause
the trusted repository to transfer possession of the authenticated

I nformati on object to a second trusted repository. 20. The nethod of claim
1, wherein the trusted repository inplenments a subscriberbased nenbership

t em gover pj . ranti of access, aut hori zation_to _an_ aut henti cated
Uhformation %?’28{‘&%528@3% of doqumatr WBiEh Jaus Pesncerepwiod b hapd | @iher fying .
certificate Pard 4 | I The..met hod of -
claim 1, V\heégihg&'?eﬁlé fi rdsot?w%g?tlg agzlﬁgﬁd?@%gwg?rgﬁé?ﬁr“é*"f' %Ta}]f%a
retrieved auctoremunivation suisystem fanHaddiingi tn@mission@TenbpRideor digitgrond party

presents the 'Obécﬁét and instructions to the trusted repository, t'hereby
term nating PSREhEPCUMENE 10 the Agthantigationfeden byonmogem telephome lmeloéthet ai m

1, wherein t J .8SEe further instructjons to the trusted
reposi tory, %ﬁ@ﬁ%@@ﬁ%ﬁoﬂgﬁﬁi Yt Gredpieriacs. sraessage §Te UPALAOHEDUY
certificate imerfite, RAEERNIMESSs 'ﬁﬁﬁt Hedeyt ructions. 23. The nethod of
claim22) further conprising the ste%%o? communi cating, fromthe first

party to the secofflie parthantiasticr Ceiter tsradsﬁmdgeb&ﬂ%%kg@medrﬁfaeée\‘@& the

pr esent ed obé&gt and instrgctions a response that includes the first
digital sign3HBSYEemng crypto Packup subsystem.andestorage. AR partefitbelsarver| ai m 23,
wherei n the §i a q . mouni cate.a plurality of
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respective verifiable evidence trails, conprising the Steps of:
multiport contrpller (see also FIG. 3) that handles communications with the

Transfer Agent terminals. Also provided in the server subsystem are a

U

cryptographic key management subsystem, a backup subsystem, a relational
database management system, input/output (I/0), system administration, and audit
subsystem. A Token and backup communication subsystem interfaces with the
backup subsystem mentioned above that may be implemented as a 486 computer
running under a DOS-type operating system. A storage communication subsystem
interfaces with the document storage device or devices mentioned above.

The DAS also would permit a "Notary Public" type of secondary support
function. This would permit a third party présexit at the document's execution to
also have a cryptogréphic card which would "seal" the transécfion for fﬁrther "
verification that the parties executing or sealing the document to be signed were in
fact the proper parties. This additional notary function is not required, but would
assist in the further authentication of the identities of the parties.

| FIGs. 6a, 6b are diagrams illustrating a typical application of the DAS in
the mortgage finance industry with a title company/closing agent for the loan as a
Transfer Agent. Instep 1, the Certification Authority completes code generation

and issues Tokens to authorized parties for transferring documents and



retrieving, by a first party froma trusted repository, an authenticated

i nformation object, wherein the authenticated information obg@aghudiPgbsdes a
first digital signature of the first party) a first certificate relating at
| east an identity and a cryptographic key to the first party, date and tine
stanps and a second certificate applied by the trusted 28 August 2002 32
repository, and a digital signature of the trusted repository; the first
digital signature and first certificate have been validated by the trusted
repository; the second certificate rej@tes at |least an identity and a
cryptographic key to the trusted repository; and the authenticated

I nformati on object has been stored under the control of the trusted
repository; attaching first instructions to a retrieved authenticated

object; transm,tiing.ihe retrieve t henticated object and the first

i nstructi onsesf%)thﬁh’ggéﬁg?g %@F’t“iﬁ, tr‘i"&cif% PytiepyWwho woylscgandrablyriog bea

transmtted ; ' ' Lect and first instructions; )
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Title Co./Closing Agent providil:s Homeowner/Homebuyer with "hard copies" of
the signed documents. In step 6, the Title Co./Closing Agent tr#hsmits the
documents to the Authentication Center, which adds the integrity blocks and dates
and time stamps the executed documents, forwards the documents to the
Bank/Mortgage Co., and stores the documents. Whenever the Bank/Mortgage
Co. needs copies of the authentic documents, they can be retrieved on-line from
Authentication Center storage.
In step 7, the Bank/Mortgage Co. directs that the authentic documents be
transferred by the Authentication Center to a secondary-market Mortgage
Bank/Investor. In step 8, whengver, vthe'Investoxj needs authentic documents, they .
can be retrieved on-line from the Authentication Center.
FIG. 7 further illustrates an example of Applicant's document certification
process. In the first step, an electronic document is designed, or drafted, that
reflects the agreement of parties, such as a manufacturing operation depicted by
the factory in FIG. 7. The electronic document is provided to a Transfer Agent's
terminal, which is illustrated as a portable computer having an authorized Token
and, optionally, a stylus pad for capturing hand-written signatures. A typical

configuration for a Transfer Agent's terminal is at least the computational



authenticated information objects, the first instructions permt at |east
one second party 28 August 2002 33 to accept at Ieast.oneggnbgﬁﬁgbggped
information object in the set, and ownership of authenticated information
obj ects not accepted by the at |east one second party is retained by the
first party. 31. The nethod of claim 30, wherein acceptance by the at |east
one second party transfers to the at |east one second party rights to a
revenue streamand a corresponding default risk. 32. The nethod of claim
25, wherein the instructions cause theytrusted repository to transfer
control of the authenticated infornation object fromthe trusted repository
to a second trusted repository. 33. The nethod of claim 25, wherein the

i nstructions cause the trusted repository to transfer possession of the

' i ti bject to a second trusted repository. 34. The
et hod of -t SHVIEN Tl BB kG o bt Scepes v et saton g, 3
| berb i g, t ranting, of acce B
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2?\?orcerrent. 35. The nethod of claim 25, V\herelxﬁg{ﬁe secon%&g&r y's

response | ncmmslh ﬁic}iQPl?YﬁthnIbiﬁ mmk?ahnd t he secggd 'FI)'ﬁret ?re'?lhgijt g:c I E:II Z: grgnns
35, TOrther compr eRGeddng' e foc Rarkitiin he cateemgnt FicgH B Fendoriient y o
t he nd f ' ; Lye e.: onse, a.secon
Fesponse. ¢ hatoraue; o thé Afeunicnt heifE the/ sy RS Pt - Thel o EAARA SR pheiied

certificat e. aBiinserted imaphrapriate lotations 36 thevledtRinic Ahchmidnt S 1A RA'INpaARG Second
party each conmuni c pl u,ralit)i‘ of responses before the tirst party
ran

te
sends the s ﬁd;lgnﬁg the document, the sfer Agent certifies the completion of the
document's execution by invoking his or her digital signature and appending his or
her certificate, using the Token.

If an original paper document were desired, the electronic document would
be priﬁtéd first. The paper document would then be placed on the stylus pad and
the terminal's cursor positioned to the corresponding place in the electronic
document. This permits the capture and transfer of hand-written signatures during
the actual signing of the paper document. The electronic version is then an exact
duplicate of the paper document.

After local certification, the Transfer Agent transmits the electronic
document to the Authentication Center in the third step of the process. The
Authentication Center preferably inchudes a high-volume utility server computer,

}having substantial storage c,épaéity and backup capability, and is a securg'and
‘hig.hly assuféd facility. The Authentication Center vcontains a éeparate digital
signature capability, one or more Tokens, and an accurate time base.

When an electronic document is received, the authenticity and rights of the
Transfer Agent are validated by the Authentication Center (step 4). If
authenticated, the electronic document is time- and date-stamped (step 5), digitally
signed (step 6), journaled (step 7), and stored by the Authentication Center.

Certified copies of the electronic document may then be distributed according to



to the trusted repository. 28 August 2002 34 38. The nmethod of claim 25,
wherein the first party applies a digital signature to the p@huj&sted02

aut henti cated object and the instruction before a response is received by
the trusted repository fromthe second party, thereby term nating further
execution of the transaction. 39. The nethod of claim?25, wherein the
executing step conprises the steps of: extracting instructions from
presented received transmtted retrieved authenticated object and attached
instructions; interpreting extracted-il8structions to determ ne at |east one
termof the transaction; and enforcing the at | east one termin executing
the transaction. 40. The method of claim39, wherein the instructions
authorise the trusted repository to transfer a restricted right of

owner shi p i NigshBctidis fr&H S i cated i.nformatjon pbject, 41. The method
of claim40, wherein tﬁg%gg? ﬁ%\?@% Pg“ﬂyhg‘ﬁ‘?} %?a‘?’ggoidﬁf BE?I%P?Q{WI%BP@EQ’SH s at

| east one of(oazvneir)n'ld&sghaeﬂiﬁy b8 doturhedtor mati on obj ects and has respective
identification information. 42. The nmethod of claim4l, wherein the

i nstructions i ncl d8e AuthesticationaCensermeintains the refeearonic@ocamemtdndth Re! bpi t ed
edition andﬁs%ﬁg%riﬂ% i ncludeslﬁ:s restrictjion enforced when the gb] ect is
accessed. 43. » et hERPSAFLQNS o SUrh-RS reqyesisdR conies, et related tmit. dowiley a
term of - use & i K ' i.nformat i object. 44. The

met hod of cl ai Erlgﬂggc,lﬁf\%%g?ag;ﬂﬁéjltoﬁgg P%fr@gﬁgxg%%ggeqtgﬂwl@ém9& med an
action of diequtriytago de usefubusss of tieaysEATCFGOMUBMRS the'lod F8lilddd cate Wi th

an aut henti c.%t ed. informati on object. L
identifying subsequent electronic submissions related to a transaction and

contributes to liability limitation for the Authentication Center. Also, the log isl
useful as evidence of the document's chain of custody.

The Authentication Center also controls access to the document in

| accordance with authorization instructions provided by the owner of the document.
Such aixthorization iris‘tructions would be updated or re.vised.in conformancé with
| changes (e.g., assignments) in the document's ownership.

FIG. 8 illustrates the process of digitally signing an electronic document,
depicted more generally as an "information object", by application of a hash
function. In general, a hash function is a truly one-way cryptographic function
that is computed over the length of the information object to be protected. The
hash function produces a "message digest” in a way such that no two different
information objects‘ produce the same message digest. Since a different message
digest is produped if even one bit of the infofmation object is changed, the hash
function is a strong integrity check. |

In accordance with the invention, the message digest is encrypted using the
signatory's secret key, thereby producing the signatory's digital signature. The
combination of hashing and encryption in this way insures the system's integrity
(i.e., the ability to detect modification) and attribution capability (i.e., ability to
identify a signatory, or responsible party). The digital signature (the encrypted

message digest) is appended to the readable information object (see steps 2 and 6
depicted in FIG. 7).



28 August 2002 35 45. The net hod of claim44, where the authenticated

I nformati on object includes at |east one digital signature. zggug tpppod of
of f-1ine executing a transaction by transferring at | east one althenti cated
i nformati on object, instruction, and connection information for a
verifiable evidence trail, conprising the steps of: establishing a secure
communi cati on session between a second party and a trusted custodi al
utility (TCU); retrieving, by the second party fromthe TCU, an

aut henti cated i nformation object and @t | east one instruction, wherein the
aut henti cated i nformati on obj ect and Wristruction include a first di gital
signature of a first party, a first certificate relating at |east an
identity and a cryptographic key to the first party, date and tine stanps
and a second certificate applied by the TCU, and a digital signature of the
TCU; the first diQf thelmaiyodiéferene hashdfuhtticts thatraré khowd it ieoigrdagign val i dat ed
by the TCU, the second certificate relates at |east an identity and a |

cr ypt ogr aphielivesd that theee designatgdoMDdeans MRS twhich an¢ emifadiadeinicitguishj ect has
been stored under the control. of the TCU. .displayin retrieved \

aut hent i cat ecdm?rﬂ?rSPﬂﬁtaivslrlnabA%jﬁé)& ‘,’CY@QF%@Q‘%‘E@?@&%&@ tﬁ%ttﬁge%‘é@r%%tr%ct i on
to control elﬁib'l" : r n Izaved

aut henti cat ed ilﬁr%%oﬁﬁgg@gwgcg%%l&%P%bﬁ eft)i;){el‘gfzgoi??dA é}hafr%? {i/te% f(?'Ateshe
retrieved aubhentrse; athest hasli Grmtibhocanciy expectedito befomemiailable abjiagt and a

third digital signature of the second party and a third certificate
relating at RSt an identity and a cryptographic key to the second party;

it ormat § on obj ecl e 6 GiREAR. sibiiig a8 RS ddhReslal AR ES . 10
accor dance vddplctédia FIE.r)emadaliogingiae 6%1 sigﬁétgre%‘gt@;@-iﬁﬁ(&?‘bﬁaﬁ’ 2

.AS. A 9. AS. AT h@ Al _. AS% A@ A@ Af @. A@ AQD) A9 CA@S2. AQ. Af{y?. Aye. Aye
. A . A@ AH@ AughenBlustsgied ASFIGHE Ahe elgetranie doctiment has appended to it one or

more digital signatures, which are created by using a signature algorithm and the

secret key(s) of the signatory(s) as described in connection with FIG. 8, and the
certiﬁcate(s) of the signatory(s). As described above, each such certiﬁéate
conveys the identity of the signatory, the signatory's public signature/verification
key, predetermined collateral information about the signatory, and the digitally
signed message digest of the certificate. The format of these pertihent parts of
such a certificate in accordance with the X.509 Recommendation that would be
employed by a user or the Certification Authority is illustrated in FIG. 10.

The signature validation step, which would normally but not necessarily be
carried out by the Authentication Center, comprises decrypting the message digest
- appended to the document, re-hashing the document to generate another message -
digest, and comparing the resulting message digest to the decrypted message | |
digest. The public signature/verification key found in the certificate signed by the

Certification Authority and appended to the document is used for decrypting the
appended message digest. If the two message digest values agree, the identity of
the individual named in the certificate can be asserted as the signatory of the
document, or other information object, and the integrity of the document is
confirmed and guaranteed. An Authentication Center attests to this result by itself

digitally signing the document.
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dlfferent branches of the authentication tree, it is only necessary to retrieve all

Certification Authority certificates along both branches until a common node is
encountered, in order to authenticate a digital signature for an entity on a different
branch of an authentication tree, and to verify the authenticities of the certificates
up to the common node.

| It can be seen from the description above that Applicants’ invention is
useful in a wide f/ariety of commercial and other transactibns. For éxample,
transfers of stored authenticated information objects according to suitable
instructions can occur “internally" (without retrieving a stored object) or
"externally" (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence trail, or chain of custody, by date and time
stamping an object, signing with another digital signature, appending another
certificate, and storing the resulting object are described. Accordingly,

Applicants’ invention enables sales, assignments, and other ownership transfers of
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authenticated information objects, which may have intrinsic value, like electronic
artistic works, as well as extrinsic value, like notes and securities.

It will be appreciated that Applicants’ invention is not limited to such
scenarios, however, but rather also enables a wide variety of transactions,
including, for just one example, contract formation by an authenticated offer (an
information object) that may be retrieved or distributed to one or more entities
according to suitable instructions from the owner of the information object. An
entity’s acceptance or counter-offer, as well as a final agreement, can be
information objects that would be subsequently received in relation to the
transaction of contract formation. It may be noted that the originator of an
information object may be the entity that digitally signs and appends a certificate
to the information object. |

Such scenarios benefit substantially from Applicants' systems and methods
that implement PKC for the registration and transfer of ownership of stored.
original authenticated electronic records or objects. A trusted third party, the
Authentication Center, performs the storage, custodial, and registry functions for
the benefit of the owner of the electronic record. Applicants' systems and
methods make it possible to establish ownership of electronic records, and to
provide irrefutable}proof when a transfer of ownership takes place. This supports
stranger-to-stranger transfers, which in the following example involves three steps
(an offer, an acceptance, and a record of transfer) that are ihdepehdeﬁtly
performed by the offer’s owner, the offer’s recipient, and the trusted third party,
respectively. In accordance with Applicants’ invention, a document’s current
owner, the owner’s offer to one or more potential buyers, and the acceptance of
the offer by a buyer(s) are identified, and a chronicle evidencing the transfer is
created. From this example, the withdrawal of an offer anytime prior to its

acceptance and the transfer of the record can also be seen.
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- To begin this example, an information object, be it a document, n_egotiable:' '
instrument, or other valuated object, would be under thé control of the
Authentication Center, and a first party wishes to transfer the authenticated object
to a second party. The first party would propose to transfer the authenticated
object'to the second party by retrieving the authenticated object from the trusted
repository, attaching instructions to the authenticated object, and transmitting the
object and instructions/terms of transfer to the second party by a secure
transmission means. Traditional paper transfers would use transmission means
such as a courier or registered mail. Since the information object in this example
is electronic and is protected by the methods and apparatus described in this
application, secure electronic means could be used to transmit the object and its
instructions; for example, these electronic means could include the first party’s

applying a digital signature to the authenticated object and the associated

instructions.

The second party would receive the transmitted authenticated object and
instructions, and might decide to accept the offer. The second party could then
present the accepted offer/object and instructions to the Authentication Center
(trusted repository), which would effect transfer of ownership of the document as
instructed. Alternatively, the second party could communicate its acceptance of

' the' offer to the first party, who would then transfer this acceptance in the form of -
instructions fo the répository to assign ownership of the object to the second 4party.
In either case, the actual transfer or assignment of ownership would occur at the
trusted repository, which would validate the digital signature of the new owner
(the second party) on object, apply a date and time stamp, and sign all of this with
its own digital signature. Of course, the terms of transfer from the first party to
the second party (instructions) might provide for rescission of the offer by the first
party at any time or subsequent to a specified time, in which case the first party

could rescind the offer by instructing the repository to assign ownership of the
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object to the first party itself, in effect simply replacing the first party’s prior
ownership with a "new" ownership by the first party.

The preéeding example can be expressed more economically for the

symbolically inclined as follows:

Offer from B to C Sy (S' 1r(S,(S,(Object))), Cert,, Qual)
Acceptance C to TR S.(S,(Object)), S,(S'r(S,(S:(Object))), Cert,,
Qual)

Alternative acceptance Sc(S.(S.(Object)), Sy(S'r(Sy(S(Object))),
Cert,, Qual))

Transfer by TR to B&C S'mr (S(S(Object)))
where (Object) is, e.g., a document, fax, graphic, certificate, promissory note,
etc.; Cert is irrefutable proof of user identity when used with secret key (e;g., an
X.509 certificate); TR is the Trusted Repository, which is the object record keeper
and registry, controlling the object on behalf of fhe object's owner; S, is the
originatof of a secured object; S, is the first party to obtain ownership of the
secured object; S, is the second party, potential new owner of the secured object;
S is a digital signature; S’ is the digital signature and time stamp of the TR;
S.(Object) is the object signed by A; S,(S,(Object)) is the authenticated (secured)
object; S'r(Sy(S,(Object))) is the authenticated object stored by TR; and Qual

| réprcsents the qualifications or instructions on the offer that may govern TR’s: -
actions (e.g., accept the first received response, accept the highest response,
accept a response greater than an amount, response closing date). For counter-
offers, Qual might take the form of, for example, accept contingent on, after date,
bid, etc.

The signed object S,(Object) is created by S,, the ownership of which by S,
is denoted by Sy(S,(Object)). S, sends the signed object to TR, which creates
S'rr(Sp(S,(Object))), the authenticated object. The TR records, registers, and
controls S'1x(Sy(S,(Object))), which becomes the responsibility of the TR, S,
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makes the offer to S;, which is denoted S,(S'1x(S,(S.(Object))), Cert,, Qual),
where the inclusion of Cert indicates intended recipient(s) of the offer and the |
inclusion of the instructions Qual defines terms that must be enforced by the TR.
S. accepts the offer by re-signing S,(Object), thereby creating S(S,(Object)),
which with S,(S'rr(Sy(S.(Object))), Cert,, Qual)) is transmitted to the TR to initiate
transfer of ownership. The TR validates the offer and determines if the Qual is
satisfied. If both actions check, the TR time-stamps and signs the offer and
acceptance, effecting the transfer by creating S' 1r(S.(S,(Object))), and for audit
purposes the TR creates S'pr(Sy(S'1r(Sy(S,(Object))), Cert,, Qual)). The TR
records, registers, and controls S'1x(Sy(S '1r(Sy(S,(Object))), Cert,, Qual)) and

S'rr(S(S,(Object))). Transfer is completed and acknowledged by transmlttmg
S'1r(S(S,:(Object))) to both S, & S.. ‘

The rescission of an offer can be expressed symbolically as follows:

S, rescinds offer Bto TR Sy(S,(Object)), Sy(S'1x(Sy(S,(Obiject))), Cert,,

Qual)
and multiple offers B to C, D, etc. can be expressed symbolically as:
Su(S.(Object)), Sy(S'1x(Sy(S.(Object))), Cert,, Cértd, Qual)
and counter offers C to B can be expressed as:
Sc(Sp(S'1r(Sp(S.(Object))), Cert,, Qual), Counter Offer)

The precedmg example that has been presented in words and i in symbols is
Just one of many specific applxcauons of Apphcants invention that each have their
own particular advantages. It will be understood, for example, that transactions
involving a plurality of strangers, e.g., a stranger-to-stranger-to-stranger transfer
can easily be carried out by sequentially repeating the preceding example, once for
each pair of strangers.

It will also be understood that the instructions can direct a transaction along
many different paths and that instructions may come from a variety of entities,

including the owner of an information object, an owner-designated custodian of an
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information object, or another agent. Instructions may b'e tiered by an electronic
agent, which is generally understood to be a computer program or other automated
process that can interpret instructions and act on them for a predictable end.
Tiered instructions would have levels of response and decision making, such as if

| X (a second party) does not respond to an offer within a specified time period,

‘ then transmit the offer to Y (another second party), and if Y does not respond

| within another specified time period, then return the offer to the offeror (the first
party).

For example, the instructions can permit a second party to accept some (or
all) of a set of authenticated information objects, such as a set of titles to a fleet of
vehicles, or to accept specified portions of one or more objects in the set.
Applicants' invention thus can provide asset- or risk-sharihg or other forms of
syndicated transactions; the instructions would permit other second parties to
accept some or all of the remaining object or objects. This form of transaction
might be useful in contexts, such as re-insurance, where it is desirable for one
party, such as a primary insurer, to spread the cost or risk associated with an
information object among several other parties, such as one or more re-insurers.
Similarly, the instructions could permit a second party to "oversubscribe" to a first
party's offer when the first party had one or more other "first parfies " willing to
provide the amount of the ove'rsubscription. This form of transaction also might -
be useful in cost/risk maﬁagemént contexts like insurancé, where a second party
seeks to accept an object "greater" than the object offered by the first party.

The features of the trusted repository that are described above permit the
execution of transactions with the advantages of Applicants' invention. One form
of trusted repository that is currently believed to be particularly advantageous may
be called a "Trusted Custodial Utility". Such a Trusted Custodial Utility ("TCU")
implements defined business rules for the transactions handled by the TCU (i.e., a

complete set of authorized actions). The TCU also implements a defined security
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policy (i.e., a set of protective measures that is nécessary to prevent unauthorized
actions). The TCU uses its business rules and security policy to govern
transaction requests and access to the repository over the life cycle of all
documents within its control, verifying the identities and authorities of parties
(local and remote) requesting repository services. The TCU securely stores and
securely retrieves digitally signed, authenticated, and encrypted electronic
documents or information objects. Upon request, the TCU prints and issues
certified documents.

The TCU advantageously supports a multi-port token server for proving
document authenticity, for verifying the identities of signing parties, and for
authenticating (date- and time-stamping, and resealing) document submissions.
The TCU lirovides for backup and disaster recovery, and ensures that stored
information is not lost within a specified retention period, whether that period is
specified by a user, law, or regulation.

As described above, Applicants' invention provides for a verifiable chain of
custody that can be useful for many purposes besides simply indicating the
provenance or pedigree of a document or object. For example, governmental
entities might use a chain of custody to help compute and collect taxes or other
levies. The TCU provides such an evidence trail by receiving an original executed
or signed documient and verifying the 1dent1ty of the signer and the authentlclty of |
documents recexved The TCU retneves certlflcate revocatlon lists ("CRL's")
from a directory, checks the CRL for Certificate validity, and checks the
expiration date of the Certificate. The TCU then generates date and time stamps
for the document received, and provides an integrity block that ensures that the
document cannot be altered without detection. The integrity block is provided
using a digital signature algorithm to provide for non-repudiation, i.e., the ability
to prove the identity of the document's originator and the identity of the

authentication center. The evidence trail uses the integrity block and date and time
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stamps to provide notice and evidence 6’f any alteration efforts, even by a
document's originator, if alteration is attempted after origination.

| As noted above, certified documents advantageously can be printed or
otherwise reduced to "hard copy" and issued by the trusted repository in response
to a suitable instruction. It is currently believed to be preferable for the repository
to apply to the hard copy some form of indicium or legend that is resistant to
forgery or unauthorized imitation, such as a watermark, hologram, or similar, that
would signify the repository's "certification" of the document. This is one way in
which a user could withdraw its records from the repository, whether permanently
or temporarily.

It will be noted that the present description and drawings are illustrative
only and that one of ordinary skill in the art would recognize that various
modifications could be made without departing from the spirit or scope of the
present invention which is to be limited only by the following claims. This
application hereby incorporates by reference U.S. Patents No. 5,748,738 to
Bisbee et al. and No. 5,615,268 to Bisbee et al.
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CLAIMS

1. A method of executing a transaction by transferring authenticated information
objects having respective verifiable evidence trails, comprising the steps of:

' retrieving, by a first party from a trusted repository, an authenticated information
object, wherein the authenticated information object includes a first digital signature of
the first party, a first certificate relating at least an identity and a cryptographic key to the
first party, date and time stamps and a second certificate applied by the trusted
repository, and a digital signature of the trusted repository; the first digital signature and
first certificate have been validated by the trusted repository; the second certificate
relates at least an identity and a cryptographic key to the trusted repository; and the
authenticated information object has been stored under the control of the trusted
repository;

attaching instructions to a retrieved authenticated object;

transmitting the retrieved authenticated object and the attached instructions to a
second party; |

receiving, by the second party, a transmitted retrieved authenticated object and
attached instructions; .

presenting, by the second party to the trusted repository, a received transmitted
retrieved authenticated object and attached instructions; and _

executing the transaction according to the instructions presented to the trusted
repository.

2. The method of claim 1, wherein the instructions cause the trusted repository to
transfer ownership of the authenticated information object from the first party to the
second party.

3. The method of claim 2, wherein the trusted repository validates a digital signature
of the second party included with the presented object, applies date and time stamps to
the presented object, and signs the stamped presented object with its digital signature.
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4, The method of claim 2, wherein the transfer of ownership of the authenticated

information object includes formation of a second authenticated information object for
evidencing payment in a verifiable evidence trail in a registry.

5. The method of claim 1, further comprising the step of transmitting the retrieved
authenticated object and the attached instructions by the trusted repository to each of a
plurality of second parties in accordance with the attached instructions.

6. The method of claim 5, wherein the attached instructions cause the trusted
repository to take at least one of the following actions: accept a first-received response,
accept a greatesi-value response, accept a response greater than an amount, and
accept a response presented before a closing date.

7. The method of claim 1, wherein the instructions provide a syndicated transaction.

8. The method of claim 7, wherein the syndicated transaction relates to a set of
authenticated information objects, the instructions permit at least one second party to
accept ét least one authenticated information object in the set, and ownership of
authenticated information objects not accepted by the at least one second party is
retained by the first party. "

9. The method of claim 8, wherein acceptance by the at least one second party
transfers to the at least one second party rights to a revenue stream and a
corresponding default risk.

10.  The method of claim 1, wherein the first party applies a digital signature to the
retrieved authenticated object and the instructions before they are transmitted to the
second party.

11. The method of claim 1, wherein the executing step comprises the steps of:
extracting instructions presented to the trusted repository from the received
transmitted retrieved authenticated object and attached instructions;
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interpreting extracted instructions to determine at least one term of the
transaction; and

enforcing the at least one term in executing the transaction.

12. The method of claim 11, wherein the instruction conveys a term-of-use of the
retrieved authenticated information object.

13. The method of claim 11, wherein the instruction authorises the trusted repository
to transfer a restricted right of ownership in the retrieved authenticated information
object.

14.  The method of claim 13, wherein the retrieved authenticated information object is
at least one of a limited edition of information objects and has respective identification
information.

15. The method of claim 14, wherein the instruction includes a term that conveys a
purpose for creating a limited edition and a term that includes a restriction enforced
when the object is accessed.

16. The method of claim 11, wherein the instruction causes to be performed an
action of displaying an authenticated name conveyed in a certificate with an
authenticated information object.

17. The method of claim 16, where the authenticated information object includes at
least one digital signature.

18. The method of claim 1, wherein the instructions cause the trusted repository to
transfer control of the authenticated information object from the trusted repository to a
second trusted repository.
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19. The method of claim 1, wherein the instructions cause the trusted repository to
transfer possession of the authenticated information object to a second trusted
repository.

20. The method of claim 1, wherein the trusted repository implements a subscriber-
based membership system governing the granting of access authorization to an
authenticated information object based on established assurance levels in identifying
certificate holders and in business rule enforcement.

21. The method of claim 1, wherein the first party applies a digital signature to the
retrieved authenticated object and the instructions before the second party presents the
object and instructions to the trusted repository, thereby terminating further execution of
the transaction.

22. The method of claim 1, wherein the second party presents further instructions to
the trusted repository, and the second party digitally signs and applies a third certificate
to the presented object and instructions.

23. The method of claim 22, further comprising the step of communicating, from the
first party to the second party after the trusted repository receives the presented object
and instructions, a response that includes the first digital signature and the first
certificate.

24, The method of claim 23, wherein the first party and second party each
communicate a plurality of responses before the transaction is executed.

25. A method of executing a transaction by transferring authenticated information
objects having respective verifiable evidence trails, comprising the steps of:

retrieving, by a first party from a trusted repository, an authenticated information
object, wherein the authenticated information object includes a first digital signature of
the first party, a first certificate relating at least an identity and a cryptographic key to the
first party, date and time stamps and a second certificate applied by the trusted
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repository, and a digital signature of the trusted repository; the first digital signature and
first certificate have been validated by the trusted repository; the second certificate
relates at least an identity and a cryptographic key to the trusted repository: and the
authenticated information object has been stored under the control of the trusted
repository;

attaching first instructions to a retrieved authenticated object;

transmitting the retrieved authenticated object and the first instructions to a
second party;

receiving, by the second party, a transmitted retrieved authenticated object and
first instructions; '

communicating, by the second party to the first party, a response to a received
transmitted retrieved authenticated object and first instructions:
| sending second instructions from the first party to the trusted repository; and

executing the transaction according to the second instructions.

26. The method of claim 25, wherein the instructions cause the trusted repository to
transfer ownership of the authenticated information object from the first party to the
second party.

27. The method of claim 26, wherein the transfer of ownership of the authenticated
information object includes formation of a second authenticated information object for
evidencing payment in a verifiable evidence trail in a registry.

| 28. The method of claim 25, wherein the first party applies a digital signature to the
retrieved authenticated object and the instructions before they are transmitted to the
second party. '

29. The method of claim 25, wherein the first and second instructions provide a
syndicated transaction.

30. The method of claim 29, wherein the syndicated transaction relates to a set of
authenticated information objects, the first instructions permit at least one second party
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to accept at least one authenticated information object in the set, and ownership of
authenticated information objects not accepted by the at least one second party is
retained by the first party.

31.  The method of claim 30, wherein acceptance by the at least one second party
transfers to the at least one second party rights to a revenue stream and a
corresponding default risk.

32. The method of claim 25, wherein the instructions cause the trusted repository to
transfer control of the authenticated information object from the trusted repository to a
second trusted repository.

33. The method of claim 25, wherein the instructions cause the trusted repository to
transfer possession of the authenticated information object to a second trusted
repository.

34. The method of claim 25, wherein the trusted repository implements a subscriber-
based membership system governing the granting of access authorization to an
authenticated information object based on established assurance levels in identifying

certificate holders and in business rule enforcement.

35. The method of claim 25, wherein the second party's response includes third

instructions, and the second party digitally signs and applies a third certificate to the
response.

36.  The method of claim 35, further comprising the step of communicating, from the
first party to the second party after the first party receives the response, a second
response that includes the first digital signature and the first certificate.

37.  The method of claim 36, wherein the first party and second party each
communicate a plurality of responses before the first party sends the second instructions
to the trusted repository.
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38.  The method of claim 25, wherein the first party applies a digital signature to the
retrieved authenticated object and the instruction before a response is received by the
trusted repository from the second party, thereby terminating further execution of the
transaction.

39.  The method of claim 25, wherein the executing step comprises the steps of;
extracting instructions from presented received transmitted retrieved
authenticated object and attached instructions;
interpreting extracted instructions to determine at least one term of the
transaction; and

enforcing the at least one term in executing the transaction.

40. The method of claim 39, wherein the instructions authorise the trusted repository
to transfer a restricted right of ownership in the retrieved authenticated information
object.

41, The method of claim 40, wherein the retrieved authenticated information object is
at least one of a limited edition of information objects and has respective identification
information.

42, The method of claim 41, wherein the instructions include a term that conveys a
purpose for creating a limited edition and a term that includes a restriction enforced
when the object is accessed.

43.  The method of claim 39, wherein the instructions convey a term-of-use of the
retrieved authenticated information object.

44, The method of claim 39, wherein the instructions cause to be performed an
action of displaying an authenticated name conveyed in a certificate with an
authenticated information object.
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45, The method of claim 44, where the authenticated information object includes at
least one digital signature.

46. A method of off-line executing a transaction by transferring at least one
authenticated information object, instruction, and connection information for a verifiable
evidence trail, comprising the steps of:

establishing a secure communication session between a second party and a
trusted custodial utility (TCU);

retrieving, by the second party from the TCU, an authenticated information object
and at least one instruction, wherein the authenticated information object and instruction
include a first digital signature of a first party, a first certificate relating at least an identity
and a cryptographic key to the first party, date and time stamps and a second certificate
applied by the TCU, and a digital signature of the TCU; the first digital signature and first
certificate have been validated by the TCU; the second certificate relates at least an
identity and a cryptographic key to the TCU; and the authenticated information object
has been stored under the control of the TCU;

displaying a retrieved authenticated information object;

using at least one retrieved instruction to control actions that the second party
can perform on the retrieved authenticated informatibn object;

adding, by the second party to the retrieved authenticated information object, an
information object and a third digital signature of the second party and a third certificate
relating at least an identity and a cryptographic key to the second party;

transmitting to the TCU at least the retrieved information object, added
information object, third digital signature, and third certificate in accordance with the
retrieved instructions.



