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METHOD TO CHAIN EVENTS IN A SYSTEM EVENT LOG TECHNICAL
FIELD OF THE INVENTION This invention relates to computer system
management, and more particularly to providing event logs for computer
systems. S BACKGROUND OF THE INVENTION For computer
systems, event logging provides a standard, centralized method for
recording software and hardware events. One or more hardware or
software 10 components of the system are "event generators"”, and
generate %ﬁ%ﬁd aye E&_{& a%q(}eﬁ\‘tggn ﬁv nté% Whichsrecords
the event In-memory. event viewer prov es a user interface for
viewing the events. Event data can be further exposed and parsed, using
15 sophisticated application software for event log management. For an
active system, such as a server, the task of generating an event log is not
ArECHBY ORG. - EVEA.DNOSeFEr cAN\GEMErAld thousands of events in a
short tig 20 inlepial. Far{ofay s Setvels, eshisAled0gdestin
accordance with an Industry-wide standard known as Intelligent Platform
Managemertinterfad enSpecificatioh THRMIT UP M fleREes ﬂw%%ﬁ@ss%@%’%t logs
afglrsygéﬁ{ad@tggag§éqg§ intelligent” platform sensors, which are used
to monitorthe system's physical health characteristics, such as processor
and system temperatures, fan speed, and voltage levels. Events can also

%%@%Db)@of%@elmwwﬁpecmcatlon establishes standard

guidetmes for
For computer systems, event logging provides a

standard, centralized method for recording software and
hardware events. One or more hardware or software
components of the system are “event generators”, and
generate and send event messages to an “event logger”,
which records the events in memory. An “event viewer”
provides a user interface for viewing the events. Event
data can be further exposed and parsed, using
sophisticated application software for event log
management.

For an active system, such as a server, the task of
generating an event log is not an easy one - €ven one
server can generate thousands of events in a short time
interval. For today’s servers, events are logged in
accordance with an industry-wide standard known as
Intelligent Platform Management Interface Specification
(IPMI) .

| IPMI defines the messages and system interface to
wintelligent” platform sensors, which are used to monitor
the system’s physical health characteristics, such as
processor and system temperatures, fan speed, and voltage
levels. Events can also be generated by software. The

IPMI specification establishes standard guidelines for
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2 the implementation of a monitoring and alerting subsystem that aims to
attain "always available manageability” of server systems. SUMMARY OF
THE INVENTION In accordance with teachings of the present
disclosure, systems and methods are described for generating and

viewing an event log. The invention is especially suitable when the event
records that comprise 10 the event log have a predetermined format

having limited data space for data describing the event. In accordance

with the invention, events are either "primary” or "secondary;..Pri
Ve TR EROTGAT 880 T For G ne Bbnt oot Py it i o=y st
primarysevent mayats be thimeddy onewr Merelsecondayevehist The of
séeecggdarysqu:né issi_dentified as such using a data field of the event

fécord. The'data held of the secondary event record(s) contain the
additional data to describe the event. 20In one embodiment of the

igmt%e% I%ﬁ@g@i@d in accordance with the IPMI standard.
Thesecondary eventrecord is de

signated as such in one of the IPMI
event récord dietdisgsucteay ircthe esepb iypesichf ThESebaRitR} event

SRAMINCS A ot ol gk raiaing of IS srssent embotments
armhadvwntage Sthéreo ehdyie aBqGiraiby 30%eferitftoith¥ $alfoviRg 1S
description takep in copjunctipnwith the ageorppanying-d@wings, ik-whichi se
like'reference numbers indicate like features, and wherein: :

the event log have a predetermined format having limited
data space for data describing the event. In accordance
with the invention, events are either “primary” or
“secondary”. Primary events are recorded using the
conventional event record format. Any primary event may
be chained to one or more secondary events. The
secondary event is identified as such using a data field
of the event record. The data field of the secondary
event record(s) contain the additional data to describe
the event.

In one embodiment of the invention, the event log is
recorded in accordance with the IPMI standard. The
secondary event record is designated as such in one of
the IPMI event record fields, such as in the event type

field. The secondary event data field contains the

additional data.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present
embodiments and advantages thereof may be acquired by
referring to the following description taken in
conjunction with the accompanying drawings, in which like

reference numbers indicate like features, and wherein:
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3 FIGURE 1 illustrates a computer system having an event logger in
accordance with the invention. FIGURE 2 illustrates an example of an
event log with only primary event records. 5SFIGURE 3 illustrates an
example of an event log having both primary and secondary event
records. DETAILED DESCRIPTION OF THE INVENTION FIGURE 1
illustrates a typical computer system 109, 10 which in the example of this
description is a server system. The concepts described herein may be
applied to any "information handling system" 100 that maintains an "event
log" 30r ThugEN AAditiDN 4@ afesver-SystapuearPWests sy sient 130 an
could be any "information harr'%ilin system" that is programmable using a
RiGRREVeRESHTRute T prag R BnYaade. THe CORpUtErSystem may
also berinpiemeptediusing:spaciallyprogiamiped, siFecial-pureese log with
hardware. In computer system 103, the processor is 20 typically a
EO T SRRV aifah e BroceSSH8uch as those available from the Intel
CorporatigurSuBMicrasysteras,cr Matoselamphe peateasoranstatly 1 og
xecutes an aperating system which may be, for example, those available
BiHihe Mroso COTBBrAUBRCABSIE ComPier 25 Suf RiSroegtoms,

Palm, Inc. or other UNIX-based operating systems available from various
BHIESS AN HEVenL gy 304 definedas AAAR [Rpsitory,

FIGURE 1 illustrates a typical computer system 100,

which in the example of this description is a server
system. The concepts described herein may be applied to
any “information handling system” 100 that maintains an
“event log” 30. '

Thus, in addition to a server system, computer
system 100 could be any “information handling system”
that is programmable using a high-level computer
programming language. The computer system may also be
implemented using specially-programmed, special-purpose
hardware. In computer system 100, the processor is
typically a commercially-available processor, such as
those available from the Intel Corporation, Sun
Microsystemg, or Motorola. The processor usually executes
an operating system which may be, for example, those
available from the Microsoft Corporation, Apple Computer,
Sun Microsystems, Palm, Inc. or other UNIX-based
operating systems available from various sources.

An “event log” 30 is defined as a data repository,
typically non-volatile memory, for recording system
events. It is assumed that the system 100 has an event
logging mechanism for recording events (here BMC 111),

and an event viewing mechanism (here part of system
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typically non-volatile memory, for recording system events. It is assumed
that the system 100 has an event 30 logging mechanism for recording
events (here BMC 111), and an event viewing mechanism (here part of
system 4 management software 122) for viewing or otherwise accessing
the event log. Where computer system 100 is a server system, it
communicates with one or more client systems (not shown) 5 for the
purposes of exchanging information and performing transactions, such as
database transactions. These systems communicate using a
commyaitation pedtoselovel a hetviork. Beeverri®Oanay besfowegample,
o A Ao S eAL 088 SThe communication network (not shovi)
may bevéreEthermetmeteaorks FasteBthefdetios otheraypeeof levaltmmwidé t

%ﬁ%ﬁ?ﬁ%%@émwwea peintto-point network provided by o+ shown)
te ep one services, or other type Of communication network or
cormbinatorroir DS aefvorks. drfenatoRgonsSUmErRs NI profderL e rning

refered todn the artasglientand seyer Systeniss [RSPECelY These

communicate through the network to exchange information. For the
SaPisasf FIOURELEalifere $HaSy te APPORBAEré A1 0RE RERFRAreCVer a

assogiated With Aserversystem, the hapdwaremay include & processok
connected to one or more storage devices, such as a disk drive, through a
coRMRERRELET a6Wee lsubHEER baS TS cohplitet ParRidré I40%fay ©

also-ingiudeone grmare outputdevices, 25 such asgmeniten Pristemak work
graphic display, or printing device and one or more input devices, such as
alnot shown) may be an Ethernet network, Fast Ethernet or

other type of local or wide area network (LAN or WAN), a
point-to-point network provided by telephone services, or
other type of communication network or combination of
networks. Information consumers and providers, also
referred to in the art as client and server systems, -
respectively, communicate through the network to exchange
information.

For the example of FIGURE 1, where the system
hardware 110 is hardware associated with a server system,
the hardware may include a processor connected to one or
more storage devices, such as a disk drive, through a
communication device, such as a bus. The computer
hardware 110 may also include one or more output devices,
such  as a monitor, printer, or graphic display, or
printing device and one or more input devices, such as a
keyboard, mouse or other device. The system 110 has
memory for storing programs and data during operation of
the computer system. In addition, the system 110 may
contain one or more communication devices that connect

the computer system 100 to a communication network.
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keyboard, mouse or other device. The system 110 has memory for storing
programs and data during operation of the computer system. In addition,
the system 110 may 30 contain one or more communication devices that
connect the computer system 100 to a communication network. A
baseboard management controller (EME) 111, is a microcontroller that
manages the interface between system management software 122 and
system management hardware. It monitors events, and receives and logs

event messages in the event log 30. The system software 120 .
comprigés%%ﬁggﬁdﬁ% YGRS Sy Ster it efst‘,L %oﬁ%@%déﬁél’, s e
systend serviees] lheroperatinghsysiges aridthe systeBEO A tgrcal system
server operating system is Windows, a product of 10 Microsof;
AR B OB Bt A TS I Ep TR Ae e gRfuare.
determines what thessystem 200 capcda withoarrabcessiag Pregranissffgiages

ai%lsléﬁor %?%r@pleldg%? %OS contains_progr_amming_code required to
control'the keyboard, display screen, disk drives, serial 15

commufiibaticnss et ssnfinbersf mideeliampussasctipel 1 cafheBioSs
also operates i juncti ith.the BMC
E%re%?grgr%%ggﬁ%% E'H"i‘@ﬁQ% 5 MC 110100 sysiem events on

according to the IPMI standard described in the
Baekygrotme, Speeificalyr #iel BiD S geherates vderitiiressagesang sends?

20 fhemlo the BMG L3 phichgcauisshamip syentiog0. sSysleuce of
maragement software™ 122 is a generic term used herein to describe
vihiateves shftwWape progEameting preddsy thisse\iant RigFTORVIBWHRE byasic
accesaing ihs.ayent jar 30 and passing event data. The particulagiasken 100
can do without accessing programs from a disk. For
example, the BIOS contains programming code required to
control the keyboard} display screen, disk drives, serial
communications, and a number of miscellaneous functions.
The BIOS also operates in conjunction with the BMC
111 to log system events. Events are logged according to
the IPMI standard described in the Background.
Specifically, the BIOS generates event messages and sends
them to the BMC 111, which records them in event log 30.
“System management software” 122 is a generic term
used herein to describe whatever software programming
provides the event log for viewing, by accessing the
event log 30 and parsing event data. The particular task
of the system management software 122 that reads the
event log and provides a viewable event display is
referred to herein as the “event viewer”. In the example
of FIGURE 1, the event viewer is shown low on the
software stack. However, event viewing may be
alternatively performed by high level software with

sophisticated event management features.
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25 of the system management software 122 that reads the event log and
provides a viewable event display is referred to herein as the "event

viewer". In the example of FIGURE 1, the event viewer is shown low on

the software stack. However, event viewing may be 30 alternatively
performed by high level software with soeohisticated event management
features. 6 As a hardware level interface, IPMI 121 sits at the bottom

of the typical system management software stack. IPMI works

independently of the operating system, which permits system

administratcts e adeesscandereedvers systens eveRNthe Dpefating at the

systemis ot regponding oL i the systems powered down,An other seac.,

embodiments, an event management interface other than IPMI could be
stB¥ttuek FG UREE P e de Biai plfofd pofih 1ot BhEY et BESID 3¢07hich

gsnerated frvewing Ly g eventyigwer 122 Fourevenishave been

recorded, thus there are four "event records".-In the example of FIGURE
et femewntRechfds Gfe foP Pk 8vENS LABCOFEINGS IPMERRALI NS OF

eyventisdecordedyvithsa 1o predefingd pumber of dields, of daka, heiglds an
and data that are available for viewing are determining by the event

|SYGRG aREVEIRRG RbitwafeErbvRRIG ST bhfve syBteh ARttagerfent
seftware 122 dn the example of FIGURE 2, the viewed fields are the

generator ID 21, 20 event type 22, reading type 23, and three data fields
24. FIGURE 2 is an example of a portion of an event log

30 generated for viewing by the event viewer 122. Four
events have been recorded, thus there are four “event
records”. In the example of FIGURE 2, all four event
records are for primary events.

‘According to IPMI, each event is recorded with a
predefined number of fields of data. The fields and data
that are available for viewing are determining by the
event logging and viewing software provided as part of
the system management software 122. In the example of
FIGURE 2, the viewed fields are the generator ID 21,
event type 22, reading type 23, and three data fields 24.

The generator ID field 21 describes the origin of
the event. Examples are ID’s for BIOS and BMC 111. If
the event was generated from software, this is the
software ID.

. The event type field 22 contains data that describes
the type of trigger for the event. It can also indicate
the class of the event, such as “threshold going high”.
Examples are memory, processor, critical, OEM, etc.

The event reading type field 23 contains data that
indicates a sensor reading status. Examples are

threshold, discrete, generic, or OEM specified.
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The generator ID field 21 describes the origin of the event. Examples are
ID's for BIOS and BMC 111. If the event was generated from software,
this is the software ID. 25The event type field 22 contains data that
describes the type of trigger for the event. It can also indicate the class of .
the event, such as "threshold going high;'. Examples are memory,
processor, critical, OEM, etc. The event reading type field 23 contains
data that 30 indicates a sensor reading status. Examples are threshold,
discrete, generic, or OEM specified. 7 The event data fields 24 are

used toRtBvidESRditiaRinfor fretiBn Hb it the €Fsht Thred BifteS®f data
argpllocatedifor aventdata. hefiistbyteris peedafined, leaming onb s of
"free" bytes of data. An exception exists if the user is Io%ged in as an

OEWR iFWhichLde? tifcte Tindy B Ritire Shfable DR, EormanyBiéntss
theevent dala fields24 are ibsuificiend insizedo ppmde usgfubiata. An
information about the event. For example, an event related to the PCI 10 .
EXFTERTBOE sRUIT Tdertify fMa%HUES e dEvicETHATHion hudThet thaarror™™
registerscanrg thecvalues inshose registerava i Asdndicategdshy Events 2
and 4 in the sample event log of FIGURE 2, ‘Q{QEQ ti%%gx(?lnt a fields 24

provideFlCE’Sr orrﬂflufl oa?feeéltﬁs’yteéz 8F dgtg?fhtere iS’room on ysfort ebus and
deviceffiinctiemhuinbes {T4ws informationddoessrdtdssish fivdagtasis.obhout

piobleny; becausg, it dogs ot provide, informaion Ahaut sesters ey
express bus should identify the bus, the device function
number, the error registers, and the values in those
registers.

As indicated by Events 2 and 4 in the sample event
log of FIGURE 2, when the event data fields 24 provide
only two “free” bytes of data, there is room only for the
bus and device function number. This information does
not assist in diagnosis of a problem, because it does not
provide information about registers and contents.

FIGURE 3 illustrates an example of an improved event
log 30 in accordance with the invention. FIGURE 3
illustrates both primary and secondary event records.
Conventional methods and formats are used to record
primary events. However, as illustrated, after a primary
event, one or more secondary event records may be
recorded. A secondary event record does not log a
“complete” event, but rather, logs additiénal information
about a primary event.

In the example of FIGURE 3, Events 1, 2, 3, and 4
are primary events, and correspond to the events of the
event log of FIGURE 2. Events 2 and 4 have secondary

events.
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FIGURE 3 illustrates an example of an improved event 20 log 30 in
accordance with the invention. FIGURE 3 illustrates both primary and
secondary event records. Conventional methods and formats are used to
record primary events. However, as illustrated, after a primary event, one
or more secondary event records may b 25 recorded. A secondary event
record does not log a "complete" event, but rather, logs additional
information about a primary event. In the example of FIGURE 3,

Events $y2, 3, 80dA-arerimary-evests andaariespendio the eventscef
the 30 event log of FIGURE 2. Events 2_and 4 have secondary events. 8

TFRSHiAary SRt Fétord$desdite with A8t BausET tidef6r and
ase followed,by-are, 0 more seconrdasy events. brthe Exarmple of ElGIRE

3, the secondary event (s) provide jnformation apout a register 5 that .
CORtRS 8RS \%Tﬁé% (gré zt l]:soéfa{’téé lrﬁ%Ourstf%%/ %Iﬁm%%nel\g/er?t may be tex
falloweddiorsegiience by onewsr Inare secondaryueyents: After a primary

event, ttﬁ event logger logs secondary events withfth%g, Me generator 1R
> ?ﬁ% D
as the a3s0Ciated | nﬁé‘ﬂr]yg(é%/}é}qtﬁ 0 deq[lg%mng thé) eng‘)l oﬁcﬁe event 4 _ence
tiaih, theeevent viewer 422 dockstor anethes primafr evert withitha sanrvent

generator ID. Because concurrent t a)éggrl%g;gqgiig@neﬂ@rlgg%d
rﬁ—'zﬁ%e?y ano k?ef}ogr%%grygg\?e%t %ﬁﬁéggﬁg%nt generator ID does not
neeessarityomafbtheserithes of tecd\vant dabr Tmes; thewesyi trail

remainsgpen forlogging gaddiional segandapy evenis ynlil e event

occurrence of a New primary event from the same event generator. A
valilevwr the 8Zentapyes fidld Zidentifiss the DOereroRVasE sEédhtdppe same

eé%@%er?g%rgr This valye s referred fo herein s %éﬁ@%omk}'}y B¥enlogged in

record designator”. In the example of this description, this value is OxC
WiiThis ot aR GEMIange of vames FethedPINsin dafg R otHet vaiuds

C%ﬂ@fﬁ%@%%*generator ID does not necessarily mark the end
of the event trail. Thus, the event trail remains “open”
for logging of additional secondary events, until the
occurrence of a new primary event from the same event
generator.

A value in the event type field 22 identifies the
record as a secondary event record. This value is
referred to herein as the “secondary event record
designator”. In the example of this description, this
value is 0xCl which is from an OEM range of values in the
IPMI standard. Other values could be used.

For Events 2 and 4, the event logger 111 has logged
the secondary events using a event register pointer
(ERP). A value in the event reading type field 23
defines the ERP. In the example of this description, the
event reading type is 0x7E from the IPMI OEM range of
values, but other values could be used. The ERP maps a
12 bit register offset into the space provided by its

primary event. The register space may be of type PCI
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25For Events 2 and 4, the event logger 111 has logged the secondary
events using a event register pointer (ERP). A value in the event reading
type field 23 defines the ERP. In the example of this description, the event
reading type is Ox7E from the IPMI OEM range of 30 values, but other
values could be used. The ERP maps a 42 bit register offset into the
space provided by its primary event. The register space may be of type
PCI 9 register, memory, or I/0 and is determined by the primary event.

After a &pgierr%ary event, there m@ége nrc}) dse,(:onéar%/ events qr @ere may be,

mar lsecondarrrﬁleén\?efr%fé. IR the evert 0g %6, %ra%lp%%r in éfeq%eﬁcg rimary

afteethe.primary event and have the same generator ID. Another primary

event wg&% same generafor ID_marks the_end of the ERP trail. This
ensures t ateal setg)ndlgry' f(?r%%%gh isstaéggeessrga%n%evigﬁef gﬁgﬁﬁgry
cemespending phiateey 16 veat. manjarpesdydes of ssoentary eventsthe

may.be 'ogggdsEye@ﬁ@f%%ﬁ@yégﬂ?ds@%been%s& af secoandary egg%axy
records are évents that define"an address space, such as the event
réfdRetiosPCl &RV P CHEXpAaRDhUESES 18 WescAbad above: Thesprimary

"addrgss @9@@9"@}/@%9@%&%%% With EBPsas dgsgribed + v o gro

above. Secondary events not related to address spaces, may use other
d%ﬁﬁﬁ%herggﬁﬁg?ﬂﬁ¥m982§h29 all secondary information is

accessed_and viewed after the corresponding primary
event.

Various types of secondary events may be logged.
Events particularly suited for the use of secondary event
records are events that define an address space, such as
the events related to PCI and PCI Express busses
described above. These “address space” events may be
implemented with ERPs as described above. Secondary
events not related to address spaces, may use other data

in the reading type field 23.
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MCSLIP 10 WHAT IS CLAIMED IS: 1. A method of logging events in

an event log of a computer system, the method comprising: recording

a first primary event record for a first 5 event associated with an event

generator, the event generator having a unique event generator ID; MCSLLP
wherein the first primary event record h&$ a format with predefined fields

of data including a field storing the unique event generator ID of the event

geAdraicr; @hd 10kerokding a secondary event record for the first event,

wherein the sgcandary, gvent rfgagég%s afarmat with predefined fields of s 5

data including a field storing a prédetermined secondary event designator
theteleSighatesthaithe e ongaRPEveriFecord 8 fiéd to the first 15

primary gyentyecords r; 2sThgmethed of Claim Leowhereinbothithe: r st

primary and the secondary event record format are in accordance with the
PINStapdarc2ated 31iHe AetRoPBCRFRAL Wiitkeinthe se¥6rdary

g\@%@p@@&naﬁqﬁwit@n@ﬁ@@v@ém fielderat o4. The method of
laim 1, further comprising 25 recording another secondary event record

for the R &AL the 5f ThaimBihbaRINCIERT R Cwheris thd frst Bvditiga t
associged ydthiaraddress gpaee. 3dta including a field storing

the unique event generator ID of the event generator; and

recording a secondary event record for the first
event, wherein the secondary event record has a format with
predefined fields of data including a field storing a
predetermined secondary event designator that designates
that the secondary event record is tied to the first

primary event record.

2. The method of Claim 1, wherein both the primary
and the secondary event record format are in accordance

with the IPMI standard.

3. The method of Claim 1, wherein the secondary

event designator 1s written to an event type field.

4. The method of Claim 1, further comprising
recording another secondary event record for the first

event.

5. The method of Claim 1, wherein the first event is

associated with an address space.

6. The method of Claim 5, wherein the format of the
secondary event record includes a field storing a pointer

to the address space.
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6. The method of Claim 5, wherein the format of the secondary event

record includes a field storing a pointer to the address space. 7.The

method of Claim 1, wherein the first event is associated with a system

bus. 58.The method of Claim 1, wherein the computer system is a server MCSLLp
system. 9. A method of logging addiess-space events in an event log

of a computer system, the method comprising: 10 recording a primary

event record for an event associated with an event generator, the event

generafor having a Lnique event generator 'Q&hergvmr%iﬁéh%ppg@r%dvent is

event record has a format with predefined fields of data including a fie
storingithE 48 unidille eventyerieraios ID of the associated event
generator; recording a secondary event record for the first event,
wherein the secondary event record has a format with predefined fields of

data inBluding'& Aie ety 8 20 dretéterminetrssdondaifefampruter

designator that designatessthat the secondary event is tied to the primary
event record; and wherein the secondary event record further

contains a pointer to an address space associated with the 25event.
10. They methed pEEladn % whesginithe comptiessystemds asetvel in an
system. 3011. The method of Claim 9, wherejn secondia):% event recards

SFETECOls fof thie EPBRHT a SEEbRt evERENAVITG Be STMBEVRAR T

generajaydbrig detected. primary event record for an event
associated with an event generator, the event generator
having a unique event generator ID;

wherein the primary event record has a format with
predefined fields of data includimg a field storing the
unique event generator ID of the associated event
generatoxr;

recording a secondary event record for the first
event, wherein the secondary event record has a format with
predefined fields of data including a field storing a
predetermined secondary event designator that designates
that the secondary event is tied to the primary event
record;

and wherein the secondary event record further
contains a pointer to an address space associated with the

event.

10. The method of Claim 9, wherein the computer

system 1is a server system.

11. The method of Claim 9, wherein secondary event
records are recorded for the event until a second event

having the same event generator ID is detected.
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MOSUP 12 12. A method of logging address-space events in an event

log of a computer system complying with the IPMI standard, comprising:
recording a primary event record for a first event 5 associated with an MCSLLP
event generator, the event generator having a unique event generator ID;
wherein the first event record has the IRKII format with predefined fields of

data including a field storing the unique event generator ID of the event
generalot: 104ecdfdingd sedondagpeévent rtdrs for the fiest egertnts in an

whergin the secondary eventrecard bas afprmatwith predefined fields, of 1oy

data including a field storing a predetermined secondary event designator
fhet Besighates Bt theideEondary event record is tied to the first 15

primary-gventdecerd,s  pandhwherein thesecendary event regord further oo+

contains a pointer to an address space associated with the first event.

2689 A Rfdthtid bf CIain £Y Siherdif it s¢hdary sverft Gelignateprrator

wiitien do thergventdypartield. gent4akhg-method of Claim 12, wherein
the first event js associated with an address space. 25

. 15. The
method BFERM 15NFhetdihfe S8THdaryvRAreb5rd coiaind BT format
painter o theedddress spaseds of 16 The methediohglaim ¥5.enkergiforing

the pointer i3 SQwitten to the reading fype field of (e Syent reeo: o ;

recording a secondary event record for the first
event, wherein the secondary event record has a format with
predefined fields of data including a field storing a
predetermined secondary event designator that designates
that the secondary event record 1s tied to the first
primary event record;

and wherein the secondary event record further

contains a pointer to an address space associated with the

first event.

13. The method of Claim 12, wherein the secondary

event designator is written to the event type field.

14. The method of Claim 12, wherein the first event

is associated with an address space.

15. The method of Claim 14, wherein the secondary

event record contains a pointer to the address space.

16. The method of Claim 15, wherein the pointer is

written to the reading type field of the event record.
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MCSLL' 13 17. The method of Claim 12, wherein secondary event
records are recorded for the first event until a second event having the
same event generator ID is detected. 518. An information handling
system, comprising: a hardware platform having at least a processor
and memory for executing instructions; 13 an event logger operable to
record events associated with the hardware platform, each event
associatéd withhan 1®é&vert gefierdicr] theletentdenesator having@dary event
%%'gg?c?élerétr%en%r@%fgéd WreﬂﬂéheﬁvaLlogg%rn@c%g%f)?tha second
primary and secondary event records, each event recorded in a primary

eVt reberdieling' g predineddormaeimeirirgra fitldiss storing thel -

unigue event generator ID of the event generator, and each secondary

event record recorded as an event record after a primary event record but

prior toldhy nét pHiery BIEACRCOR WHEIBINStHE (ev8nt PRI fuftHe

records; seconpdatyr20 qyeat recards-hy deasignating thesevent reeerdkasdr  and
secondary event record in a predetermined data field of the predefined

fFMREY Tor fEoaHREyater bt BIMRT 18 %herein the predefined 25

format isithe Rt standatdforpatianevent secotdsord 2Pe1he SYs{8Rtiated

of Claim 18, wherein the event logger further records software events.
with the hardware platfdrm, each event associated with an

MCSLLP

event generator, the event generator having a unique event
generator 1ID;

wherein the event logger records both primary and
secondary event records, each event recorded in a primary
event record having a predefined format including a field
storing the unique event generator ID of the event
generator, and each secondary event record recorded as an
event record after a primary event record but prior to any
next primary event record;

wherein the event logger further records secondary
event records by designating the event record as a
secondary event record in a predetermined data field of the

predefined format.

19. The system of Claim 18, wherein the predefined

format is the IPMI standard format for event records.

20. The system of Claim 18, wherein the event logger

further records software events.



