
LIMITING THE SIZE OF THE MAC ADDRESS TABLE I N A HYBRID NODE
CROSS-REFERENCE TO RELATED APPLICATIONS This application claims the benefit
of U.S. provisional patent application number 61/172,661, entitled "A
Pay-As-You-Grow Gradual Cutover Method to Scale a Provider Bridge Network
to a VPLS or Provider Backbone Bridging Network," filed 24 April 2009.
Furthermore, this application is related to U.S. patent application number
12/463,364 entitled "An Address Resolution Optimization Procedure to Effect
a Gradual Cutover from a Provider Bridge Network to a VPLS or Provider
Backbone Bridging Network," filed 8 May 2009. TECHNICAL FIELD Embodiments
of the invention relate to the field of bridge network; and more
specifically, to the tramitioning a bridging network from a 8O2.1ad
bridging network to a Virtual Private Local Area Network Service (VPLS)
bridging network or a 802.1ah Provider Backbone Bridging (PBB) bridging
network. BACKGROUND A provider bridging network provides bridging access
for customers to network services, such as Internet access, voice services,
digital television, etc. One method of provider bridging is performed by a
provider bridging network that communicates packets with customer end
stations using a bridging protocol such as IEEE 802. ID, IEEE 802.lad
and/or IEEE 802. IQ Virtual Local Area Network (VLAN) tagging. A provider
bridging network is composed of provider bridging edge nodes that
communicate packets with customer edge bridging nodes and provider core
bridging nodes that communicate packets between provider edge bridging
nodes. Bridging nodes using these protocols share Media Acc es Control
(MAC) addresses with all other bridging nodes in the provider network by
broadcasting address resolution packets and unieast packets with unknown
destination addresses.However, the piobiem with this approach is that
because these protocols share MAC address spaces wnh all other bpdgmg
nodes, each of the bridges can have MAC address table that become \ei>
large As more end stations are added to the network the tables for each of
the bridges ro and can meet the maximum MAC address table 



size of these bridges For example, a network can be mpo ed several to tens
of thousands (or more) end stations, which can lead to very large MAC
address tables. Alteinatixcly. a provider bridging network can communicate
packets using VPLS (Request for Comment (RFC) 4761 and 4762) and-'or PBB
(IEEC 802 lah) These protocols pro\ ide bridging en ices by establishing
point to point bridging connections within the prouder' bridging etwo i VPI
S and or PRB the entire network needs to be upgraded at once, h ch can be
expensive in terms of capita! and operating expenditures SUMMARY L method
and apparatus that operates two bridging protocols in a hsbrid bridging
node it> described. The operation of the two brk1gmg protocols in tbc h
brid node allows for an mciementa! transition of a ider bridging network
from operating a legacy bridging protocol t shares MAC addresses to a
bridging network that operates VPLS and/or PBB bridging protocols. Legacy
nodes that operate the tegac> bridging protocol stored shared end station
MAC address in a MAC address tabic In one embodiment, the method operates t
e iegaej budging ptotoeol on a Inst port of the hybrid node where the first
port is coupled to a first node operating the legacy bridging piotoeol and
not a upgraded bridging ptotoeol (e g , VPI S and or PBB) Furthermore, the
method operates the upgraded bridging protocol o a plurality of other pom
of the hybrid node. The method teceixes first unicast packets from the
First port and second unicast packets on the plurality of other po where
these unicast packets contain destination MAC addresses that are unknown to
the h brid node The method limits with the h>brid node the number of MAC
addresses that the first node stores in its MAC address table by
broadcasting the first unicast packets out the plurality of other ports and
broadcasting the second unicast packer* out those of the plurality of other
ports o which they were not received. In addition, the method broadcasts
the thud unicast packets out tlie first pojtL whejte each of the thitd
unicast~ packets has the same destination MLC address as one of the second
unleast packets. Furthermore, each of the third unicast packets as recened
at a time by which its destination MLC address would ha\e been learned
responshe to said step of 



broadcasting the second unicast packets if the corresponding destination
end station were coupled to one of the plurality of other ports In another
embodiment, a network comprises a legacy bodging sub-network, an upgraded
bridging sub-network, and a hybrid node coupled to the two bridging sub
networks ode in the legacy bridging sub-network communicate packets within
the legac bridging sub-network according to a legacy bridging protocol a
not an up aded bridging piotocol TKe legacy biidging protocol sh t MAC
addresses of the end stations amongst ail nodes and end stations directly
coupled to each other with the legacy bpdgmg protocol Irs addition, each of
the uodes operating the legacy bridging protocol stoies the shared e d
station MLC addresses in a MAC address tabie. Nodes in the upgraded b dg g
sub-network communicate packets within the second bi idging sub-network
according to the upgraded bridging netw ori. The hybrid node operates the
le ac and upgraded bridging protocols and JS composed of a first port, a
plurality of other ports, a legacy bridge instance an upgraded bridge
instance, and a MAC relay component The first port is coupled to a first
node in the legacy bridging sub-network and the plurality of other ports
are coupled to a plurality of other nodes in the upgraded bridging
sub-network The legacy bridge instance, coupled to the first port, operates
the legacy budging ptotocol and the upgraded bridge instance coupled to the
plurality of other ports, operates the upgraded bridging protocol The MLC
relay component relays first unicast packets received on the first port to
the second bridge instance, which broadcasts them out the plurality of
uthei ports I he fti t unicast packets contain destination M \ C addresses
that ate unknown to the hybrid node In addition the MLC component inhibits
relays to the legacy bridge instance second imieast packets reeeh ed on the
plurality of other ports. '1he second unicast packets contain destination
MLC addresses that are unknown to the hybrid node and each of the second
unieast packets are broadcast out the plurality of other ports that did not
received that second unicast packet. Furt hermore the MLC component elays
to the legacy bridge instance thiid unicast packets recei ed on
theplurality of other ports. The thud unicast packets contain destination
MAC addresses that arc unknown to the hybrid node and each of the third
unicast packets has h same 



destination MAC address a one of the second unicast packets. In addition,
each of the thud unicast packets was iecened at a time by which its
destination MAC address would have been learned r sponsi e to the broadcast
of the second unicast packets if the corresponding destination end station
ere coupled to one of the plurality of other ports. In another embodiment,
a network element operates the legacy and upgrade bridging protocols The
network clement i adapted to allow for an maemental transition f ode in
said network from the legacy bridging piotocol to the upgraded bridging
protocol The legacy bridging protocol shares MAC addresses of end stations
amongst all nodes and end stations diiectly coupled to each other with the
legacy bridging protocol Nodes operating the legacy bridging protocol store
the shared end station M \ O addresses HI a MLO address table The netwoik
element is composed of a first port, a plural n> of other ports, a legacy
bridge instance an upgraded bridge instance an a MAC ielay component The
first port is to receive first unicast packets from the first node and die
plurality of other nodes Is to receive second and third imitast packets
from a plurality of other nodes. The first, second, and thud unicast
packets contain destination MAC addresses that are unknown to the network
element The legacy bridge instance is to operate tihe legacy bridging
piotocol. and to broadcast out the fust poit any of the thnd unicast
packets that are relayed to the legacy bridging instance The upgraded
bridge instance is operate tiie upgiaded bridging protocol, to broadcast
out t e plurality of other ports any of the Inst unicast packets that are
relayed to the upgraded bridging instance, and to broadcast the second
unicast packets out those of the plurality uf uthet ports on hich they were
not reeen ed The MAC relay component is o relay the first unicast packets
to the upgraded budge instance, relay the third urucast packets to the
legacy bridge instance and inhibit relay to the legacy bridge instance the
second unicast packets. n addition, each of the third unicast packets was
received at a time by which tts destination AC address would been learned
responsive to the broadcast of the second unicast packets ifthe
corresponding destination end station were coupled to one of the plurahts
of other ports 



It i P object to olniate at least some of the above disadvantages and
provide an node foi netwoiking. BRIEF DESCRIPTION OF THE DRAWINGS The
invention may best be understood by referring to the following description
and accompanying drawings that arc used to illustrate embodiments of the
invention Tn the drawings. Figure 1 {prior art) illustrates a provider b d
n netwoik. Figure 2 illustrate? a hybrid pro\ ider bridging network that
allows for the tra io of the prov ider network front bridging protocols
used in Figure I to VPLS and or PBB bridging services according to one
embodiment of the im ention; Figure 3 i an exemplars' o diagram for forsv
aiding tecehed packets according to one embodiment of the in\ ention.
Figure 4 is an exemplar) How diagram for the forwarding process according
to one embodiment of the im ention; Figure 5 illustrates timers that are
used to control which sets of ports a unicast packet with unknown MAC
addresses are broadcast according to one embodiment of the invention; i
mure 6 i an exemplary flow diagram of the tuner I-restrict-unknown-bcast
expiring according to one embodiment of the im ention; Figure 7 i an
exemplary flow diagram of the tpuei T-long-age expiring according to one
embodiment of the in ention and Figure i a block diagram illustrating an
exemplar} hybrid network element that that allows foi the transition of the
prouder network from bndguig piotocols used in Figure 2 and VPLS and or PBB
according to one embodiment of the system OH rAILHD DHSCRIP GION Iu the
follow n description, numerous specific details such network element LA
VPLS. PBB. sub-network, bridging, prov ider bridging, packet, MAC, address
evolution protocol, broadcasting, means to specir operands resource and
netwotkpartitioning sharing implementations, types and interrelationships
of system components, and logic partitioning integration choices are set
forth in order to provide a more thorough understanding of the present
ention it ill he appreciated. 



b> one skilled in the art that the invention ma> be practiced without such
vpccifk details In other instances control structures gate level circuits
and full software instruction sequences tune not been shown in detail in
order not to obscure the im ention T o e of ordinary skill in the art, wUh
the included descriptions. \s ill he able to implement appropriate
functionality without undue experimentation References in the specification
to "one embodiment." "an embodiment," "an example embodiment." etc .
indicate that the embodiment described may include a particular feature
structure or characteristic, b every embodiment ma\ not necessarily include
the particular feature, structu e or characteristic Moreov-ei. -such
phrases are not necessarily referring to the same embodiment. Further, when
a particular fea ure structure, or chaiacie pstic is described in
connection with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to effect such feature tructure or
characteristic in connection with other embodiments whether or not
explicitly described. In the follow ing description and claims, the terms
"coupled" and "connected," along with their demames, ma> be used it should
be understood that these terras are not intended as synonyms for each other
"Coupled" is used to indicate that two or more elements, which mayor may
not be in diiect physical or electrical contact with each other co-operate
or interact \\ ith each other "Connected" is used to indicate the
establishment of communication between two oi more elements that are
coupled with each other The operations of the flow diagram will be
described with reference to the exemplary embodiment of Figures 2-8 it
should be understood that the operations of flow diagrams can be performed
by embodiments of the invention other than those discussed with reference
to Figures 3-4 and 6-7. and the embodiments discussed with reference to
Figure 2 and 8 can perform operations different than those discussed with
refeience to the flow diagiams The techniques shown in the figures can be
implemented using code and data stored and executed on one o moie
electronic ices e g . a cumputet end station, a/ network element, etc.)
Such electronic ices store and communicate (internally 



and or with other electronic devices oxer a network) code and data using
machinereadable media, such as machine-readable storage media (e g.,
magnetic disks; optical disks; random access memory iead onl> emor flash
memory devices; phase-change memory) and machine-readable communication
media (c g , electrical optical, acoustical or other form of propagated
signals - such s carrier a es infrared signals, digital signals, etc In
addition such electronic ices typically include a set f one or more
processors coupled tu one 0 1 mote other components, such as a storage one
or more er input output devices (e g , a keyboard a touchsetcen, and or a
di pl y} and a network connection I he coupling of the set of processors
and other components is typically through one or more buses and bridges
(also termed a bus controllers) The storage device and signals earning the
netwoik traffic tespect ely represent one or more machine- readable storage
media and machine-readable communication media 1 1ms the storage ice of a
gn e j electronic typically stores code and/or data for execution on the
set of one or more processors of that electronic device Of course one or
more parts of an embodiment of the be implemented using diffeient
combinations of software, firmware, and or hardware. A method and apparatus
of operating two bridging protocols in a hybrid bridging node is described
fhe operation of the two bridging protocols in the hybrid node allows for
an incremental transition of a provider bridging network that operates a
bridging protocol that shares M W addresses to a bridging netWOTk that
operates VPLS and'Or PBB bridging protocols \ccoiding to one embodiment of
the invention, the hybrid bridging node couples a legacy sub-network with
an upgraded sub-network hybrid bridging node of the provider bridging
network Nodes i the legacy sub-network opetate a bridging protocol that
shares MAC addresses ith all other nodes such as 802. ID, 802 IQ VLAN
tagging and or 802. lad provider bridging protocol and not VPI S or PBB
Nodes in the upgraded sub-network operate VPLS and/or PBB. The hybrid
bridging node operates a legacy bridging protocol on ports coupled to nodes
of a legacv sobnetwork HI oidei to communicates packets ith those nodes
with that protocol. Iu addition, the hybrid bridging node operates VPLS and
or PBB protocols on ports that 



aie coupled ith nodes of the upgiaded sub-network The hybnd bridging
nodeextends the life of nodes in the legacy sub-network by selectively
broadcasting unieast packets from the upgraded sub-network to the legacy
sub-network. Selectively broadcasting these unicast packets from the
upgraded sub-network to the legacy sub network limits the number of MAC
addresses that nodes in the legacy sub-network have to learn which limits
the number of the MAC addresses stored in MAC address tables for these
nodes. As used heiein, a network element (e .g. a router, switch, bridge,
etc.) is a piece of networking equipment, including haidvvare mid software
that communicatively interconnects other equipment on the network {e.g.,
other network elements, computer end stations, etc.}. Some network elements
are "multiple services network elements" that provide support for multiple
networking functions (e.g.. routing, bridging, switching, Layer 2
aggregation, and/or subscriber management), and/or provide support for
multiple application services (e.g., data voice, and video). Subscriber
computer end stations (e.g., workstations, laptops palm tops, mobile
phones. Smartphone, multimedia phones, portable media players, GPS n ts
gaming systems, set-top boxes, etc.} access content/services provided over
the Internet and ot content-- services provided on virtual private networks
(VPNs) overlaid on the Internet The content and/or services are typically
provided by one or more server computer end stations belonging to a sen ice
or content provider, and may include public webpages (free content, store
fronts, search services, etc.), private webpages (e.g., uscmame/password
accessed uebpages prov iding email services, etc.). access to content
(video, audio, etc). cof orate networks over VPNs, other services telephone
etc , etc. Typically, subscriber computer end stations are coupled (e.g.,
through customer premise equipment coupled to an access network (wired or
wirelessly}} to edge network elements, which are coupled (e.g.. through one
or more core network elements to other edge ne ork elements) to the server
computer end stations. Some network elements support the configuration of
multiple contexts. As used herein, each context includes one or more
instances of a virtual network element e.g., a virtual router, a virtual br
idge) fcach context tvpicaltv shares system resources (e.g., memory,
processing cycles, etc.) with other contexts configured on the network 



element, yet is independently admimstrable. For example, in the case of
multiple irtual routers, each of the irtual routers may share system
resources but is separatefiom the other virtual routers iegarding its
management domain, ALA name space. IF address and routing database^).
Multiple contexts may be employed in an edge network element to provide
direct network access and/or different classes of sen ices for subscribers
of service and/or content providers Within oertasn network elements,
multiple "interfaces" may be configured As used herein, each interface is a
logical entity, typically configured as part of context, which provides
higher-iajer protocol and serv ice infotmation (e.g. Layei addressing) ami
is independent of physical pom and circuits (e.g . ATM PVC {permanent
irtual circuit } 802.10 VLAN. PVC QmQ circuits, Df Cf circuits, etc ) AAA
(authentication, authorization, and accounting) may be foi through intetnal
or external server, such as a RADII'S {Remote Authentication Dial-hi User
Serv ice) or DlAMKFFR sen ei I he AAA serv er pro ide suhscribei iecoids
for subscribers that identify, among other subscpbei configuration
requirements to i ch context (e.g winch of the virtual routeis) the
corresponding subscribers should be bound within the network element. As
used herein, a binding forms an association between a physical entity fe.g
pen, chan el etc }or a logical entity (e g., circuit {e g , subscriber
circuit (a logical construct that uniquely identifies a subscriber session
ithin a particular network element that typically exists for the lifetime
of the essio ) logical circuit (a set of one or more subscriber circuits),
etc ), etc.) and a context's interface over which network protocols (e g.,
routing protocols, bpdgmg protocols) are configured for that context
Subscriber data Hows on the physical entity en some highei-laye protocol
interface is configured and associated with that physical entity By v, ay
of a summary example subscribe! computer end stations raaj be coupled e g
thiough an acce network) through a multiple services edge network element
(supporting multiple contexts (e g. multiple virtual routers) interfaces,
and AAA processing) coupled to core network elements coupled to server
computer stations of set \ ice 'content providers. Further. AAA processing
is performed to identify the subscriber record for a subscriber which
identities one or more contexts in the network element to which that
subscriber's traffic should be bound, and includes a set of attributes {e
g., subscriber name, 



password authentication mfoimation, access control informatio late-htniting
information, policing info r ation etc used during processing of that
subscriber's tiaffie.Fisure 1 {prior art) iSlustiates a prov icier bridging
network In Figure 1, network 100 is composed of prouder bridge (PB) network
102 that couples with customer networks 11OA-E. PB network 102 is a network
that pro\ides separate instances of bridging sen ice to multiple
independent customers in the different customer networks 110 A-F PB network
102 is composed of PB edge bridges 104A-O and PB core bridges 106A-B PB
network 102 and customer networks 1JOA-E are coupled a PB edge bridges
!04A-C and customer edge bridges {ORA-P For example, PB edge bridge 104L
couples to customer edge bridge 10SVB io access customei netvvoiks 11OA-B.
respectively PB edge bridge 104B couples to customei edge bridge IQSC-D t
cce customer network*. 11OC- 1), respectively PB edge bridge iO4C couples
to customer edge bridge 108 F to access customer networks 11OF, respect eiy
Provider bridge edge bridges 108L-O switch packets with customei edge
bridges 108 V using bridge protocols, such as 802 ID bridging, 802. lad
provider bridging, and 802 1Q/YI .YN protocols PB core bridges 1ObA-B itch
packets between PB coie bridges 104A-C using these bridging protocols. As
is known in the art, bridges using those protocols main lain MAC address
forwarding tables Each of the PB bridges can build these tables using by
recehmg address resolution packets and unknown MAC addresses Furthermore,
PB bridges build these tables by examination of source MAC addresses m
received packets The problem with this approach is that because the
building of the bridge tables rehes on packets broadcast, each of the PB
budges I04L-C and IOOA-B see all of the addresses of the end stations
coupled to customer networks I iOA-E. As more end stations are added to
each of the customei network 1K)A-I,, the table fot each of the PB bridges
104A-C and !06A-B grow and can meet the maximum MAC address table si/e of
these bridges For example each of customer netvvotks  (OA-E can be composed
sev eral to tens of thousands (or more) end stations. Such can lead to v r
large AC address tables I o these problems a provider can upgrade each of
the PB bridges 



I04A-C and 106A-B to have larger MAC address tables o the prov ider can
change e er bridge irt PB network 102 to support 3 S and or PBB However,
both of these potential upgrades can be expensive in terms of capital and
operating expenditures. Por example customei netwoiks 11OD-F, a be the ones
that have large mimbeis of endstations. which could lead upgrades for all o
PB bridges !04A-C and IGoA-B. instead just upgrading PB budges 1G4B-C a d
SQoB In order to the expersshe cost of a wholesale upgrade of the provider
bridge netwoik, it would be useful to be able to transition, in stages the
PB network from 801 ad, 802 ID, and/or VI AK bridging protocols to a PB
network that supports YPLS and/or PBB To allow this transition, the PB
network would need to support a hybrid bridging PB network that includes
mixture of legacy bridging nodes operating one of 801 ad, 802. ID, and/or
VI.AN bridging protocols and upgraded bridging nodes tunning VPt. S and or
PBB. Foi example d m one embodiment, the PB network can be upgraded in a
tepby- step fashion In this embodiment the PB network upgrade can be
accomplished m a simple and CO efficient way I he PB network upgrade can t
r small and grow gradually it preferably gradually increasing benefits
Thus, PBB and or VPLS can be introduced iep-by~step. upgrading loaded
budges and ot bridges interfaces and lea\ ing the least critical network
parts for later upgrades Figitie 2 illustrates a hybiid PB network 202 {hat
allows for she transition of the prouder netwoik from bridging protocols
used in Figure 1 to VPLS and/or PBB according to one embodiment of the
invention. As illustrated in Figure 2, PB network 202 is divided into two
different sub-networks, a legacs bridging sub-network 18 and a upgraded
sub-network 220. In otic embodiment, nodes in me legacy bridging sub
network 218 operate using a legacy bridging protocol herea nodes operating
in the upgraded sub-network 220 operate one of the upgraded bridging
protocols In one embodiment legacy sub-netwoik 2 1 is composed of legacy
bridging nodes that communicate packets using one of the legacy bridging
protocols. In one embodiment, a legacy bridging protocol is a biidging
protocol that shaios MAC address information ith other bridging nodes m the
PB network 202. For example and sn one embodiment a legac) bridging
protocol is 802 lad bridging. 802 ID bridging, 802 \Q 



VLAN, etc. Furthermore legacy bridging nodes do not operate one of the
upgraded bridging protocols described below. Iu Hgiue 2, legacy sub-network
2 1 ts composed of customer networks 110AC, customer edge bridges 1OtSA-C,
PB edge bridge 204A, and PB core bridge 206A Customer netwoiks 110L-C
couple to legacy sub-network 2 18 \ a custoniei edgebiidges 1OSA-C tliat
couple to the respective customer networks and PB edge bridge 204A-B For
example, customer edge network ilOA is coupled to customer edge bridge 108A
which is coupled to PB edge brid e 2GSA Customer edge network !OB is
coupled to customer edge bridge 108B hich is coupled to PB edge bridge 208
A Customer edge network O coupled to customer edge bridge 1O 4 which s
coupled to PB edge bridge 204 B. In one embodiment. PB edge bridge 204A is
a legacy bridging node that communicates packets with other nodes and-'or
end stations u g a legacy bridging protocol Tn the embodiment, PB edge
bridge is composed of P-old ports 2 14A-C. As u d herein, a P-old port is a
port that connecH {or directly couples) devices operating m the legacy
sub-network 2 i S. For example and m one embodiment, P-old port 214AB
connects PB edge bpdge 204A to customer edge bridges 1Q8L-B, respectively
As described PB edge bpdge 204A communicate packets ith customer edge
bridges 108A- u mg a legacy bridging protocol As auothei example. P-old
pott 2 14C connects PB edge bridge ith PB core bridge 20(5A. Because PB
edge bridge 204A and PB coie bridge 20 A are part of legacj, sub-net^ otk
218, PR edge bridge 204A and PB core bridge 20t>L communicate packets using
a legacy bridging protocol Upgraded sub-network 220 Is composed of upgraded
bridging nodes that communicate packets using one of the upgraded bridging
protocols In one embodiment, an upgraded bridging protocol is bridging
protocol that does not necessarily share MAC addiess information with othei
nodes m the PB network For example and m one embodiment, an upgraded
bridging protocol is YPLS, PBB. mu lti protocol label switching, gerseiie
routing encapsulation tunnels etc For example and in one embodiment VPLS is
a \irtual ate network technology that does not necessarily share AC addiess
information with all uthei bridging nodes not operating \ PLS A another
example and in another embodiment bpdgmg nodes operating PBB 



do not share MAC address as a PRB bridging edge node aggregates customer
traffic and sends it to anothe  PBB bridging node In Figure 2, upgraded
sub-network 220 is composed of customer networks 11OD- customer edge budges
108D-F, and PB coie bridges 206 B-C Furtheumoie. PB edge bridge 204B
couples customer edge bridge U)SC" and 108D to legacy sub network 2 !8 and
upgiaded sub-net work 220, respectisely PB edge budges 204C-Dcouple
customer edge bridge I08E to legacy sub-network 218 and upgraded sub
network 220, respectively In one embodiment, PB edge bridges 204B-D arc
examples of a h>brid bridging node that couple legac> sub-network 218 and
upgraded sub network 220 H bri d bridging nodes are described further below
. In addition, PB core bridge 2ObE couples PB edge bridge 204B and PB edge
bridges 204C-D As mentioned above coupling the two sub-networks is a hybrid
bridging node. In one embodiment, the hybrid bridging node can opetate both
legacy n an upgraded budging protocol. In this, embodiment, the h>bnd
budgmg node includes Pold and P~new ports. A described above, a P-old pott
is a port that connects (or directly couples) de ic op ing in the legacy
sub-network 2 1 In contrast, a P-new port is a port that connect? to de\
ices operating tn the upgraded sub-network 220 This hybrid bridging node
extends the life of legacy bridging nodes by restricting of legac> bridging
nodes of end stations address in the upgraded sub-network. By iestiieting
this end station address d sco ery the MAC address tables of the legacy
biidgbg nodes do not grow as large as in Figure L Thus, the hsbrid bridging
node limits the number o VtAC addresses that nodes in the legacj,
sub-tietwoik stoies i these nodes' MAC address tables. In one embodiment,
P-new ports can couple to nodes In the rro\ iders and or customer networks
In one embodiment, legacy biidging nodes broadcast all address request,
address announceme t and unieast packets with unknown destination
addresses. In one embodiment, address lequest and address announcement
packets aie ARP gratuitous and non-gratuitous request packets, respectively
As used hereinafter, an ARP request packet is a non-giatuitous ARP request
packet and an ARP announcement packet is a gratuitous ARP request packet I
one embodiment the hybrid node selective!} broadcasts certain unieast 



packets between legacy sub-network 2 and upgraded sub-network 220. In
particular, the hybrid bridging node may broadcast unieast packets with
unknown destination MAC addresses received on a P-new port out other P-new
ports, but not out P-old ports. In one embodiment, the hybrid node
broadcasts out the P-old posts unieast packets ith unknown destination MAC
address received on the P-old potts (except for the port that received that
unieast packet). In another embodiment, the hvbrid node selectively
btoadcasts unieast packets with unknown destination MAC addtess out Pnew
pom and/or P-o!d ports. Unicast packets processing is further described
Figures 3 nn 4-6 belo In anothei embodiment, the hybrid bridging node
broadcasts out the P-new ports unicast packets with known destination MLC
addresses that have expired. In one embodiment the known destination MAP
address expires due to an ageing timer expiring or this MAC address was
learnt on a port that had its status changed from poriblccki pg o blocking
Sn one e bodiment an expiied NfAC addresses is marked with a pending delete
flag in filtering database 222 This embodiment i discussed further below !!
In one embodiment, a hybrid bridging ode uch s PB edge bridge 204C is
composed of a MAC relay component 208, t o bridge instances (S-VI A
component 2  0 and VPLS PBB component 2 12), ARP database 224 and filtering
database 222 MLC relay component 208 selectively relass packets between the
two bridging instances S-VI .YN component 210 is coupled to P-o!d port 2
14-' and communicates packets with nodes and end stations in legacs
sub-network 218. In one embodiment, SVLAN componeni 2 10 operates one oi
more of the legacy bridging piotocols VPLS/PBB component 2 12 is coupled to
P-new ports 2 16C-D and communicates packets with nodes and end stations in
upgraded sub-network 220 In one embodiment, VPLS PBB component 212 operates
one or more of the upgraded bridging protocols. To support the partitioning
of a hybrid bridge node with the P-old and P-new pom, a database \ added to
each hybrid bridging node, the AR P request database 224 The ARP request
database is a database that is used to track ARP requests received on P-new
ports and to determine whether to broadcast an ARP request out the potts,
P-old ports, or both the P-new and P-old ports In one embodiment, the ARP
request 



database is for SP addresses w o e MAC address that are not known to a
particular host (e g. as indicated i ARP request) In one embodiment each
entry in the filtering database 222 is composed of MLC addiess. ageing
timer etc. as is known at the art t urthermore, each e trv in the filtering
database 222 is augmented to include additional fields for a pending-delete
Hag and two timer T-restrict-unknown-bcast and f~Iong-age hi one
embodiment. Trestrict- unknown-beast timer is 500 milliseconds and I
-long-age is 2 hours n one embodiment the pending delete flag iepresenN
whether a known MAC has expired duto an ageing timer expiiation or port
blocking status change hi one e bodiment these ne fields are added for
dynamically learnt entries in filtering database 222 In one embodiment,
when an en.r> in the filtering database 222 is new ly created, the flag
pending-delete for that entr> is set to faise The timers T-rest pct
unknown- bea t nd T-long age are not started in e entry, Lvbcn a neLv
entry' has to be added to the filtering database 222 but the maximum size
of that database lias been acces ed then an emry that was marked
pending-delete s true ea t recently, is deleted and the new entry is added
hi one e bodi ent during the learning process of the 802 1D-2004 standard
(section 7.8), if a entry i found in the filleting database 222 with the
flag pendmg-deiete a true, then the flag is marked as fake and aii timers
associated with that entry is cancelled The procedure described m the
802.1D-2004 standard {section 7 S) continues When the ageing tinier of an
entry i die filtering database 222 expires, the entry i not deleted but the
corresponding Hag pending-delete is set to uue and the timei I -long-age is
started hen the timer F-long-age expires, the corresponding entry is
deleted The opeiati uu of these limeis and handling f u k o MAC unicast
packets is further described in Figures 5-7 below Figure 3 i an exemplary'
flo diagram of a method 300 for forwarding received packets according to
one embodiment of the imen on. In one embodiment, MAC relay component 208
of PB edge bridge 204C executes method 300 to process received packets hi i
igure 3, at block 302 method 300 iecen e a packet i otn a filtering process
302. In one embodiment filtering process 302 is an 8O2.tad filtering
process as known in the art Lt block 304 method 300 determines if the
received packet wa a 



packet broadcast ARP request packet or an LRP reply packet. If the received
packet is not a packet broadcast ARP request or an ARP tcply. method 300
forwaids the packet at block 14. The forwarding process of block 314 is
further described in figure below . If method 300 determines the received
packet was a packet broadcast LRP request or LRP reply, method 300
determines if the packet broadcast is a ARP request at block 306 if the
packet is a LRP request, method 300 handles the ARP teque t at block 310.
In one embodiment, method 300 tracks unanswered LRP requests using the LRP
request database In anothet embodiment, method 300 broadcasts
LRPannouncemertt packets out the potts If the packet broadcast is not an
LRP request, method 300 determines if the reccncd packet: broadcast is art
ARP reph at block 3OS If the packet broadcast is not an ARP reply, method
300 forwards che packet at block 3 14. The forwarding process of block 3 14
is further described in Figure 4. below If the received packet is an ARP
reply, method handles the ARP reph at block 312 At block 312, method 00
deletes an entry in the ARP lequest database that lias the same destination
AC address and the souice P address of the node included in the ARP reply.
Tn one embodiment, method 300 matches the destination MAC d tess d o rc IP
address in the ARP reply with one of the eaaies in the ARP eq e database. B
matching the characteristics of the ARP reply \\ ith entries tn t e ARP
request database and deleting conesponding entiles, method 300 can
determine which of the recehed .LRP requests been answered and which are
unanswered. In one embodiment if that entry is found, method 300 deletes
that entry and cancels any running timers associated with that entry,
freeing the memory for this entn . Execution proceeds to block 314 Hgure 4
is an exemplary flow diagram of method 300 for the forwarding process
according to one embodiment of the invention in particular. Figure 4
represents a further description of block 314. In one embodiment, ig re 4
modifies the unknown MAC flooding behavior of section 17 11 of the 802 ID
bridging standard In one embodiment under an unmodified section 17 I l of
the 802 ID bridging st ndard a packet with unknown MAC is broadcast out all
ports. In one embodiment 



when an active topology change s detected that changes the status of a port
from nonblocking to blocking instead of deleting entries for the MAC
addresses that were learnt on that P-nexv port as in the 02 ID standard
(section 17 I I ), method 300 mails tiie pending delete flag foi those M
addresses and starts the timer 1-long-age is started Lt block 402, method
300 determines if the destination address of the recehed unicast packet is
unknown In one embodiment, this occurs if the port that the MAC a previous
learnt on had its status change fiora non-blocking to blocking In one
embodiment this change of status can occur as a result of using a protocol
to detect acme topology changes in the netwoik Foi example and in one
embodiment, an acmetopology change is detected i the spanning tree protocol
(e.g., as defined in the 802JD standard) or one of the known in the art. If
the destination MAC address of unicast is un nown method 300 determines if
this packet was receded on a P-oid port at block 404. If the packet was
recehed on a P-oid port, method 300 processes this packet using 802 ID
packet processing described in section 7 of that standard. If the packet
was not received on a P-old port (e.g. received on a P-new port), method
300 determines f the tirnei T-res. ict~unkpuwn~bcast i unn ng for this
packet at block 406 If this timer is running, execution ptoceeds to block
410.  f this timer is not running, method 0 ta this timer
(I-restrict-unknown-bcast) for this packet at block 408 lii one embodiment,
method 300 starts this tinier in the entry of the filtering database
corresponding to {he received packet xedition ptoeeeds to block 4 10 At
block 410, method 300 sets a flag for this packet that indicates that the
P-old ports are ineligible foi transmission of this packet in one
embodiment, method 300 will broadcast this packet out the P-new ports and
not the P-old posts. Execution proceeds to block 4 16 where method 300
piocesses packets using 802 ID packet processing as described in section 7
7 of that standard using the ports (e.g., Pne }. If the unicast destination
MAC address of the recehed packet is known, method 300 determines if the
pending delete flag is set for this packet at block 412. I one embodiment,
the pending delete Hag is used to mark entries m the filtering database 



that could be deleted if the filtering database becomes full In another
embodiment the pending delete Hag ts used to maik entpes fot MAC addressee
that e e pired due to an a ei timer expiring or because an entry
corresponds to MAC address that was learnt on a port v\ uh a ta u change to
blocking due to a aethe topology change (see, e.g., hijure below) If the
pending delete flag is set, method 300 sets flag for this packet that
indicates that the P-old ports as ineligible for transmission of this
packet In one embodiment method 300 will broadcast this packet out the
P-new ports a"d not the P-old ports fcxecution proceeds to block 416, where
method 300 piocesses packets using 802 ID packet processing a described m
section 7 7 of that standard using the available ports (e.g.. P-new)If the
pe di delete flag is not set for this packet at biock 412, execution
proceeds to block 416, where method 300 processes packets using 802. ID
packet processing as described in section 7.7 of tbat standard using the
available ports Ce.g Pnew and P-oid) Figure 5 illustrates timers that are
used to control which sets of ports a unicast packets with unknown
destination MAC addresses are broadcast according to one embodiment of the
invention Sn Figure 5 at time T 0 (502). a topology change occurs that
changes the status of a P-new port from non-blocking to blocking (508) in
one embodiment the topology change is detected using a protocol that
actively checks for biidging loops, such as pa n n tree protocol. In one
embodiment in r pon to the topolog\ change, the timer T-lo g-age is started
(.502) for some or all MAC addresses learnt on this port. When a packet
with an unknown MAC address is received on one of the P-new ports, the
T-resniet-unknown-bcast timer is started for this packet (504) In one
embodiment, between time when this timer is started (504 ) and the ti e
this timer expires (506) a umeat>t packet with a unknown MAC address that
has a destination VILC that matches the entry associated with this timer is
broadcast out the P-new ports (510). After the T-restriet-unk iown-beast
timer has expired (506), in one embodiment, retransmitted unicast packets
with the corresponding destination MAC address are broadcast out the P-old
ports (5 12). In this embodiment, the T-restrict-unknovui-bcast represents
a criteria a to whether thrs uuica.st packet s btoadcast out the ew ports. 



the P-old ports, or both In an alternate embodiment retransmitted unicast
packets vuth the copesponding destination MAC address ate broadcast oitt
the P-old po s (5 12) In one embodiment and in response to timer 1-long-age
expiring for this destination MAC address (5 i6) the corresponding entry in
11 ltering database i deleted (5 i4) i igure 6 LS an exemplary o diagram of
method 600 for the actions of timer T-long-age according to one embodiment
of the invention In Figure 6, at block 602, method 600 detects that an
ageing timer expires or an active topoSog> change. In one embodiment, the
ageing timer that expires corresponds to a MAC address of a unicast packet
In another embodiment, the active topology change is detected using a
protocol that detects such topology changes. For example, and in one
embodiment, an active topology change protocol spanning tiee protocolLt
block 604, method 600 sets the pending-delete flag and starts the
T~iong-age timer In o e embodiment and in response to an ageing timer
expiring for particular MLC address, method 600 sets the pending-delete and
starts the T-ong-age timer for an entiy in the filtering database for an
entry that corresponds to that particular MLC address In another embodiment
and in response to an active topology c a ge method 600 sets the
pepdipg-delete flag and starts the T-iong-agc timer for all MAC addresses
3earnt on he port that had its status change to blocking Figi e 7 is a
exemplary flow diagram of method 700 of the timer T-long-age expiring
according to one embodiment of the invention. In Figure 7 at block 702
method 700 detects that timer r~long~age e p re Lt block 704, method 700
deletes a corresponding entry from the filtering database figure is a block
diagram illustrating an exemplar} hybrid network element 800 that
transitions the prouder network from bridging protocols used in ig re 2 and
LS and'O t PBB according to one embodiment of the system. Iu l-jgme 8,
backplane 806 couples to line cards 802A-N and controller cards 804A-B
While in one embodiment, controller cards 804A-R control the processing of
the traffic b y line eaids 802L-N, in alternate embodiments, controller
cards 804A-B perform the same and or different functions (selective
broadcasting of address resolution packets and or unicast packet with
unknown MAC addresses tracking address resolution request packets, etc ) .
Line cards 8O2A-N process and forward traffic according to the policies
received 



from controller cards 804 V B in one e bod e t line cauls 802A-N switch
mcast and ARP packets as described irs Figures 2-8 It should be understood
that the architecture of the netwoik element 800 illustrated m Figure 8 is
. and different combinations of cards may be used in other embodiments of
the invention While the flow diagrams in the figures show a particular
otdct of operations performed by certain embodiments of the i ention st
should be understood that such order is exemplary (eg alternative
embodiments ma perform the operations in a different order, combine certain
operations, overlap certain operations, etc.) hile the invention has been
described in terms of several embodiments, those skilled HI the art will
recogm/e that the invention is not limited to the embodiments described,
can be practiced with modification and alteration within the spirit and
scope of the appended claims Foi example and in one embodiment, packets ith
unknownMAC addresses are not restricted to IP packets and can e other types
of packet known in the art {Ethernet, ATM, etc.). The description is thus
to be regarded as illustrative instead of limiting.CLLIMS 1 A method
provided in a hybrid node operating first and second bridging protocols the
method allowing for a incremental transition g of nodes in said network
fiom the first bridging protocol to the second bridging protocol wherein
said nodes are coupled to end stations, wherein the first bridging protocol
shares Media Access Control (MAC) addresses of end stations amongst all
nodes and end stations directly coupled to each other with the first
bridging protocol and whetoin nodes operating the first bridging protocol
store the shared end station AC addresses in a MAC address able the method
comprising the steps of. 0 opeiating the first bridging protocol on a first
port of the hjb pd node. Lherein the first port is coupled to a first node
operating the first bridging protocol and not the second bridging piotocol.
operating the second bridging protocol on a plurality of other ports of the
hybrid node leee ing first umcast packets on said first pott and second and
third mcast packets on 5 the plurality of other ports, wherein the unicast
packets contain destination MAC addresses that aie unknown io the frybiid
node, and limiting with the hybrid node the number of MAC addresses that
the first node stores i 



its MAC addxess table, the step of limiting comprising the steps of
bioadcasting the first unicast packets out the plural icy of other ports; 0
broadcasting the second unicast packets out those of the plurality of other
ports on which they weie not iecen ed broadcasting the third unicast
packets out the first port, wherein each of the third unicast packets has
the same destination A addie^s as one of the second uuicasl packets and
wherein each of the third unicast packets was recehed at a time b\ i ch 5
its destination MAC address ould have been learned responsiv e to said step
of broadcasting the second unicast packets if the corresponding destination
end station were coupled to one of the plurality of other ports 2 The
method of claim 1. wherein the first bridging protocol is 802. IQ bridging,
and the second bridging protocol is one of Virtual Prixate Local Area
Network Serv ice 0 (VPLS) and Provider Bi idjje Backbone <PBB) 3. The
method of claim 1, wherein the step of limiting further comprises the steps
of:receiving on the plurality of other posts fourth unieast packets
containing no destination MAC addresses; detecting which of the known
destination MAC addresses in the received fourth unicast packets aie
expired ith a filtering database, wherein the filtering database stores
expirations of known VtAC addressee, and broadcasting those of the fourth
unicast packets that contain expired known destination MAC addresses out
those of the plurality of other potts un which they were not receh ed. 4
The method of claim . wherein ai step o detecting comptises the step of 0
detei mining an expiration of one f the known \ C addresses based on an
ageuig time period of the first bridging protocol. 5 The method of claim 3,
wherein said step of detecting cony ses the step of determining an
expiration of one of the known MAC addresses due to the one of the known
MAC addiesses beam learnt on one of the plurality of other ports of the
hybrid 5 node whose status has changed from non-blocking to blocking in
response to a detected aciKe topology change in the netwoik 6. The method
of claim 5 wherein said step of determining comprises the step of: 



detecting the acthe topology change using a spanning tree protocol 7 The
method of claim 3. wherein the step of limiting further comprises the steps
of 0 learning MAC addresses contained in fifth unieast packets recen ed on
each of said pom; and remvmg the expiration for each of the learnt MAC
addresses in the filtering database so {hat subsequent uuicast packets with
destination WAC addresses equal to one of the learnt MA addresses can be
forwarded out an appropriate one of the each of said 5 ports. S  he method
of claim , whet em the unieast packets are internet Protocol (IP) packet 9
A network comprising a first bridging sub-netwoik, wherein nodes in the
first bpd sub-network communicate packets within the first bridging
sub-network according to a first bridging 0 protocol and not a second
budging protocol, wheiem nodes in the first bridging sub-network are
coupled to end stations, wheiein the lust bridging piotocol shaies Media
Access Control (MAC)addresses of the end stations amongst aii nodes and end
stations directly coupled to each other with the first bridging protocol,
and wherein each of the nodes operating the first bridging protocol stores
the shared end station MAC addresses in a MAC address table: a second
bridging ub-network wherein nodes in the second bridging sub-network
communicate packets within the second bridging sub-network according to the
second bridging network and wherein nodes in the second bridging
sob-network include nodes to which end stations are coupled; and a hybrid
node coupled to the first and eco d bridging sub-networks to communicate p
cket between those bridging sub-networks t operates the first d second
bridging protocols the hybrid node comprising a first port coupled to a
first node in the first bridging sub-netv.ork, a first bridge instance,
coupled to the first port, that operates the first bridging protocol a
plurality of other ports coupled to a plurality of other nodes in e second
bridging sub-network, a second bridge instance, coupled to the plurality of
other ports that operates the 



second bridging protocol, and a MAC relay component, coupled to the first
and second bridging instances, to limit die number of MAC addresses that
the first node stores in its MAC address table, wherein die MAC relay
component, relays first unkast packets received on the first port to the
second bridge instance which broadcasts them out the plurality of other
ports wherein the first unicast packets contain destination MAC addresses
that are unknown to the hybrid node, inhibits relays to the first bridge
instance second unkast packets received on the plurality of other ports
wherein the second unicast packets contain destination MAC addresses that
are unknown to the hybrid node and each of the second unicast packets are
broadcast out the plurality of other ports that did not received that
second unicast packet, and relays to the first bridge instance third
unicast packets received on the plurality of other ports, wherein the third
unicast packets contain destination MAC addresses that are unknown to the
hybrid node, wherein each of the third unicast packets has the same
destination MAC address as one of the second unicast packets, and wheiein
each of thethird mueast packets was received at a time b\ i ch tts
destination MAC adds ess would ha\e been learned responsive to the
broadcast of the second unicast packets if the copespondmg destination end
station eie coupled to one of the pltpality of othei 10 The netwoik of
claim heiem the first bodging protocol is 802 Q bpdgmg and the second
bridging protocol is one of Virtual Pin ate Local Area et ork Sen ice
(VPLS) d Provider Budge Backbone (PBR) 11 The network of claim , wheiem the
MAC tclav component also detects tbi which of known destination MAC dd e es
contained m fourth umeasi packets tecened n the piuidht> of othei po s aie
exp ed ith filtering database, wherein the filtepn database stoieb
expirations of know MAC addressee, and indicates that those of the foutth
oincast packets containing tlie expued knowu destination MAC addresses a e
to be hioadcasted b\ the second budge instance out the piuialit) of otiiei
po t that did not iecen e said tho of tiie fotuth itnicast packets 12 The
netwoik of claim I L wheiem the M'\C iela> component also deteinuTies a
oxpi.auon of one of the known MAC ddr es based on an ageing (mw 



pe od of the fust budging protocol !3 The network of claim ! !. v herein
the M\C relav component also detei mines an expuation of one of the known
MAC addresses due to the one of the know n MAC addicsscs being learnt o one
of the phiiahty of othei poite of the hybpd node whose status has changed
from non-blocking to blocking wheiem the st change is m iespouse to a
detected active topologv change in the netwoik 14 The netwoik of d apn 1
wheiem the MW ielay component also learm \ L addresses contained m fifth
umcast packets iecened o each of said poits, and addiesses m the filteung
database that subsequent umcast packets with destination MAC adds esses
equal to one of the leamt MAC addiesses can be forwarded out an appropuate
one of the each of said ports I \ netwoik dement to opeiate a first and
second bpdgmg piotocols the netwoik element adapted to allo for an
incremental tiansition of nodes m said netwoii from the fast bridging
protocol to the second bridging protocol, wheiem said node aie"> - coupled
to end stations, wheieirt the first bridging protocol shares Media Access
Control (MAC) addresses of end stations amongst ail nodes and end stations
directh coupled to each other with the first bridging protocol, and wherein
nodes operating the first bridging piotocol stoie the shared end station
MAC addresses i a MAC address tabic the network element comprising a first
port, to be coupled to a first node, to recen e first unicast packets from
the first node, wherein the first unicast packets contain destination MAC
dd e es thai are unknown to the network element, a plurality of other ports
to be coupled to a plurality o other nodes, to receive second 0 and tl id
unicast packet wbeiein the second and third unicast packets contain
destination NfAC addresses that are unknown to the network clement: a fu
bridge in tance to be coupled to the first port, to operate the fust
bridging protocol, and to broadcast out the first port any of the third
unicast packets that are ielayed to {he fast b d i instance, 



5 a second bridge instance, to be coupled to the plurality of other ports,
to operate the second bridging protocol to broadcast out the plurality of
oihei ports tiny of the first unicast packets that are ielayed to the
second bridging instance, and to broadcast the second unicast packets out
those of the plurality of other pons o which they were not received; and 0
a NfAC relay component, to be coupled to the first and second bridging
instances, to relay the fust unicast packets to the second budge instance
relay the third unicast packets to the first bridge instance, and inhibit
relay to the first bridge instance the second unicast packets, wherein each
of the third uuicast packets has the i e destination MAC address as one of
the second unicast packets, and wherein each of the 5 third unicast packets
as recened at a time by which its destination MAC address ould been learned
iesponsn e to said broadcast of the second unicast packets if the
corresponding destination end station were coupled to one of the plurality
of other ports. 16. The network element of claim 15, wherein the first
bridging protocol is 802 IQ 0 bridging, and the second bridging protocol is
one of Virtual Pn sate Local Area Network Sen ice (VPLS) and Provider
Bridge Backbone (PBB). 17 The method element u claim 15, wheiein the MAC
relay component is further to.detect foi which of known destination AC
addresses contained in fourth unieast packets received ors the plurality of
other ports are expired with a filtering database, wherein the fiUepn
database stores exparions of known MAC addresses; and indicate that those
of the fourth unieast packets containing the expired known destination M C
addresses are to be broadcasted by the second bpdge ta ce out die plurality
of other ports that did not receive said those of the fourth unjcast
packets. I T e network element of claim 17, wherein the MAC relaj component
i further kv determine an expiiatiun of one of the known MAC addresses
based on an ageing time period of the first bridging piotoeol J9. The
netwoik element of claim 17, wherein the MAC ielay component is furthet Uv
determine an expiration of one of the known MAC addresses due to the one of
the k MAC addresses b i learnt on one of the plurality of othei potts of
the network element whose status has changed from non-blocking to blocking,
wherein the status 



change is m iespouse to a delected topology change i the network 20. The
network element of claim 17, wherein the MAC relay component is further to
learn MAC addresses contained in fifth unieast packets received on each of
said ports, and remo\e the expiration for each of the learnt MAC addresses
m the filtering database so that subsequent unieast packets with
destination MAC addresses equal to one of the learnt MAC addresses c be
forwarded out an appropriate one of the each of said pom 


