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TECHNICAL FIELD

Embodiments of the invention relate to the field of bridge network; and more
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specifically, to the transitioning a bridging network from a 802 lad bridping network to
a Virtual Private Local Area Network Service (VPLS) bridging network or a 802.1ah

Provider Backbone Bridging (PBB) bridging network.

BACKGROUND

A provider bridging network provides bridging access for customers to network
services, such as Internet access, voice services, digital television, ete. One method of

provider bridging is performed by a provider bridging network that commuanicates
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packets with customer end stations using a bridging protocol such as 1EEE 802.1D,
IEEE 802.1ad andfor IEEE B02.1Q Vutual Local Area Network (VLAN} tagging. A
provider bridging network is composed of provider bridging edge nodes that
communicate packets with customer edge bridging nodes and provider core bridging
nodes that communicate packets between provider edge bridging nodes. Bridging
3¢ nodes using these protocols share Media Access Control (MAC) addresses with all
other bridging nodes in the provider network by broadeasting address resolution

packets and unicast packets with unknown destination addresses.



size of these bridges For exanple, a network can be npo ed several to tens
of thousands (or nore) end stations, which can lead to very |large MAC

addr ess twibl2en/14876ei nati xcly. a provider bridgi ng net VWCII‘/IBaHO/(mBImni cate
packets using VPLS (Request for Comment (RFC) 4761 and 4762) and-'or PBB
(1 EEC 802 | ah) These protocols pro\ ide brjdging en ices by establishing
point to point bridging connections Wi t hi 7t he prouder' bridging etwo i VPI
S and or PRB the entire network needs to be upgraded at once, h ch can be
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not a upgraded bridging ptotoeol (é g VPI S and“or "PBB) Furthernore, the
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of the hybrl The et hod tecej X St G 1€ |
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ports o whi cheitchgiya!wed epsiging ©pehdiages. | n addi tion, the method broadcasts
the thud unicast packets out tlie first pojtL whejte each of the thitd

uni cast ~ packets has the sane destination M.C address as one of the second
unl east packefisypnFugthernore, each of the third unicast packets as recened
at a tinme by ich Its destination M.C address woul d ha\e been | earned
responshdst o sai d stspthod and apparatus that operates two bridging protocols in a hybud

bridging node is described. The operation of the two bridging protocols in the hybnd
node allows for an incremental transition of a provider bridging network from operating
a legacy bridging protocol that shares MAC addresses to a bridging network that
operates VPLS andfor PBB bridging protocols. Legacy nodes that operate the legacy
20 bridging protocol stored shared end station MAC address in a MAC address table.

In one embodiment, the method operates the legacy brdging protocol on a first
port of the hybrid node, where the first port is coupled to a first node operating the
legacy bridging protocol and not an upgraded bridging protocol (e.g., VPLS andior

PBB). Furthermore, the method operates the upgraded bridging protocol on a plurality
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of other ports of the hybrid node. The method receives first unicast packets from the
first port and second anieast packets on the plurality of other ports, where these unicast
packets contain destination MAC addresses that are unknown to the hybrid node.

The method limits with the hybrid node the number of MAC addresses that the
first node stores in its MAC address table by broadeasting the first unicast packets out
3¢ the plurality of other ports and broadcasting the second unicast packets out those of the
plurality of other ports on which they were not received.  In addition, the method

broadeasts the third unicast packets out the first port, where each of the third unicast



br oadcasting the second uni cast packets if the correspondi ng destination
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addresses of the end stations anpbngst ail nodes and end stations directly
coupl ed to eambket hey thal iahaetd'eemhae@aofm AP algiress psatrecd] the rsaaaddmﬁaa@mmc&a@h of
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composed of a first port, a plurality of other ports, a legacy bridge instance, an
apgraded bridge instance, and & MAC relay component. The first port is coupled to a
first node in the legacy bridging sub-network and the plurality of other ports are

20 coupled to a plurality of other nodes in the upgraded bridging sub-network, The legacy
bridge mstance, coupled to the first port, operates the legacy budging protocol and the
upgraded bridge instance, coupled to the plurality of other ports, operates the upgraded
bridging protocol.

The MAC relay component relavs first unicast packets received on the first port
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to the second bridge instance, which broadcasts them out the plurality of other pons.
The first unicast packets contain destination MAC addresses that are unknown to the
hybirid node. In addition, the MAC component inhibits relays to the legacy bridge

mstance second unicast packets recaived on the plurality of other ports. The second
unicast packets contain destination MAC addresses that are unknown to the hybrid
3¢ node and each of the second umicast packets are broadcast ocut the plurality of other
ports that did not received that second unicast packet  Furthermore, the MAC

component relays to the legacy bridge instance third onicast packets received on the



destinati on MAC address a one of the second uni cast packets. In addition,
each of the thud unicast packets was iecened at a tine by which its
dest i nat iwo 2MaA4eddr ess woul d have been | earned r sponsiPC&/IB®10/hE8r oadcast
of the second unicast packets if the correspondi ng destination end station
ere coupled to one of the plurality of other ports. In another enbodi nent,
a network el enent operates the | egacy and‘“’ﬁpgrade bridgi ng protocols The
network clenent i adapted to allow for an naenental transition f ode in
said network fromthe | egacy bridging piotocol to the upgraded bridging
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st PorL Lo b HarehYS fhlal e as (PR R L AR Sl SRS RS 1
pl ural ity of BPREFMHOBED Kampd 'RERY Vo S UECHIAMAY FRIY S s Rkt &
froma pluralg¢ }for‘%’éstp@ﬁ(hﬁg JBARRGon dREsthlidBlvereS@BORE 10 3RE of BAIHALGASE other
packets contain destination MAC addresses that are unknown to the network
el ement The I@gacy bridge instance is to operate tihe |egacy bridging
piotocol. and to qr qadga}s‘tﬁ,qut .,t,pg .fus;{\ ﬁﬁlg any of pel_ t hnd uni cast . ge
packets that are rélAYEE CBPRET LA ERF FHTRY™ i HETEARC R TRECY s aliesgnde
bridge instangrigif: oResRIL titeendRgiladRehelf idgHAGPROtMON fort & Biadeast
out t e plurality of other ports any of the Inst unicast packets that are
rel ayed t§ t Hengpgh adeddey ndgicheetvrg Bavethe smcy drdevadeaiseo!thdhe spgnded
uni cast packef.s;.Qut... e A the plural ity uf, uthet.pert:s. Q0. hichtk wer e
not reeen edq#ﬁlég%&égr&g?gyﬁ{bcol%ﬁ%ﬁ?ﬁ%‘"lﬂg %&Pé{lé’yg{éﬁé ;g?rqtg? Kg%ibg’gg{gd %)rgg%gnest s
to the upgradeshoaudgle rodst ant end rsedtiays tdhecttshicohled ucasth paeketit: tle kehscy
| egacy bridge jnstance and inhibit relay to the |egacy bridge instance the
second uni cas¥idgHRPRCh ¥ S TRSHG A IReY HBAEIRE PE R it thsathestseitas
received at guliMBRY: e}’\ﬂ{!i-a%&sti\%% \i&8tdinaki ARAC address woul d been | earned
responsive to the broadcast of the second unicast packets ifthe
correspordi ng destTiiratdtenkesidmsttaticompwerdec o dipitgebrt, @ gineliof of hisepbontaht s
of other por t’iggacy bridge instance, an upgraded bridge instance, and a MAC relay component. The
first port is to receive first nnicast packets from the first node and the plurality of other
nodes 18 to receive second and third unicast packets from a plurality of other nodes.
The first, second, and third unicast packets contain destination MAC addresses that are
20 unknown 1o the network element. The legacy bridge mstance is to operate the legacy
bridging protocol, and to broadcast out the first port any of the third unicast packets that
are relaved to the legacy bridging wstance. The upgraded bridge mstance is operate the
apgraded bridging protocol, to broadeast out the plurality of other ports any of the first

unicast packets that are relaved to the upgraded bridging instance, and to broadcast the
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second unicast packets out those of the plurality of other ports on which they were not
received.

The MAC relay component is to relay the first unicast packets to the upgraded
bridge instance, relay the third unicast packets to the legacy bridge instance, and inhibit
relay to the legacy bridge instance the second unicast packets, In addition, each of the
3¢ third unicast packeis was received at a tume by which us destination MAC address

would have been learned responsive to the broadcast of the second unicast packets if



It i P object to olniate at |east sone of the above di sadvant ages and
provi de an node foi netwoi ki ng. BRI EF DESCRI PTI ON OF THE DRAW NGS The

i nvent i orwoayloget’6be understood by referring to the folPCodBrgo/oEsori ption
and acconpanying drawi ngs that arc used to illustrate enbodi nents of the
invention Tn the drawings. Figure 1 {prior_art) illustrates a provider b d
n netwoi k. Figure 2 illustrate? a hybrid pro\ ider bridging network that
allows for the tra io of the prov ider network front bridging protocols
used in Figure | to VPLS and or PBB bridging services according to one
enbodi ment  ofth¢ berréspoeding dastinkiiguesd SatiortReexenplzdrs 'on® oddagsiamiifyosf dbesv
ai di ng tecehed packets according to one enbodi nent of the in\ ention.
Figure 4 is di¥"éxenplar) How diagramfor the forwarding process according
to one embodi ment of; i;ht%;b&“t? bl ﬁfb' 2t GYEED of ﬂeu‘ﬁwt@ﬁ Qh‘?@% LdoiRes &ﬁ@m 0@
used to control which sets o orts a unicast et mnt unknown é

addr esses arembnmaﬂeé@hdamaamdehglknumhmgenbodlnent of the invention; i
mure 6 i an exenplary fl ow diagram of the tuner |-restrict-unknown- bcast
expiring according to one enbodi nent of the imention; Figure 7 i an
exenpl ary fl gy diragr ez @b TIENeOkPUSE DRA®MYcRge expiring according to one
enbodi nent of thé 1Tnh ention and Figure 1 a block diagramillustrating an
exenpl ar} hybrid ndtviorktehementest hatnddigivodby ovsringito tiefolloams) ddsonpiait t he

d 1 f d VP S d PBB
Decordi ng- t o BldeEBuan et i BhS bRl B Par Bkl o B R R

follow n desqmﬂ&tﬁ;@mm@unerous specific details such network el enment LA
VPLS. PBB. sub-network, bridgin prov ider bridging, packet, MAC, address
evol ut i od¥r ot ocolf,*?%ﬁddﬁbals?eﬂ)n8‘-**@#&@&”@@(%fdé&f”w»dﬁé‘r‘aiﬂrds resour ce and
net wot kpart i t1 ol ae50a | ARl LTRBA0NS.: bURGS: Hl 0! BLr SHALL 9gs RS
of system conponents, artiti‘onin egrat choi ces aré se
forth in Orderan&mmﬁr@\lhd@ua;dmnﬁt\tdmriﬁ:ughmkmﬁk(ar;ﬁbﬂslﬁﬂbmg::d)inIh@wptﬁséﬁ’ﬁ.%

ention it ill Qe apor Aated
angior PBB bridging services according to one embodiment of the invention;

Figwre 3 is an exemplary flow diagram for forwarding received packets
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according to one embodiment of the invention;

Figure 4 15 an exemplary flow diagram for the forwarding process according to
one embodiment of the invention;

Figure 5 tllustrates timers that are used to control which sets of ports a unicast
packet with unknown MAC addresses are broadeast according to one embodiment of
20 the invention;

Figure 6 15 an exemplary How diagram of the timer T-resirict-unknown-beast
expiring according to one embodiment of the invention;

Figure 7 is an exemplary flow diagram of the timer T-long-age expuing

according 1o one embodiment of the invention; and

25 Figure 8 is a block diagram iHlustrating an exemplary hybrid network element
that that allows for the transition of the provider network from bridging protocols used
in Figure 2 and VPLS and/or PBB according to one embodiment of the svstem.
DETAILED DESCRIPTION

30 In the foltowing description, numerous specific details such as network element,

LAN, VPLS, PBB, sab-network, bridging, provider bridging, packet, MAC, address

resolution protocol, broadeasting, means to specify operands, resource and network



b> one skilled in the art that the invention ma> be practiced w thout such
vpccifk details In other instances control structures gate level circuits
and full wof2owares7onst ructi on sequences tune not been siro®ABRMO/OEBEI | i n
order not to obscure the imention T o e of ordinary skill in the art, wun
the included descriptions. \s ill he able to inplement appropriate
functlonallty W t hout undue experlnentatlﬁﬁ References in the specification
to "one enbodi nment." "an enbodi nment," "an exanpl e enbodinent." etc .

i ndi cate that the enbodi nent described may include a particular feature
structure or ehat@bighashi C,impldweryicanbogpsenindrainfoiianeckips ardf| }Mhtﬁ@ ude
the particular feature, structu e or characteristic Mreov-el. -such

phrases are HOMPRBEESSEHIPSIc PariopingirEarating cReine WaBodioRBAR ordte RENIdenhen

a particul ar feare, sk &’Qﬁxﬂéﬁtan@msz(:&aﬂ% nln%a&ﬁtx'n?edﬁwnde%cE&'il@e&: liﬂnecmted

connection with an enbodi me It Ts it iswthin

know edge of lenevskiblyl@d skiiiddhm axleta;t d}aeftifeemtx em‘umhmhea)mmectt edjmmhrmz euch
characteristic i nnection W t.h ot her di ment s {; .
explicitly de‘?b‘i‘ﬁbe‘ ““’l k é‘“FBI‘P?SW“"hg‘%‘é‘ riBEH B éﬁ‘& el Hﬁ“““‘t’ Fﬂéldt Bl

“coupl ed” and,#Garnashedon s@RAGsWalBndRbA JURITRIRR i M@ D88 nipRDhYstu:s figul d
be understood that these terras are not iIntended as synonyns for each other

"Coupl ed" i s ins@diono Thndi dardnedyakilt imshonrt noittethe Izmmfmisie\mmhs rvetjidye adrbey
not be in di each .ot her co-operate

o meer mot 16 ShpRIER! SR b EEh Rab R TR, AR PR S 01 e

establishment of coiPRRtLahi @8 Detinesdnt M0 RE dRFRIHANRMENhSerhRAkmaie’ "an
coupl ed with each other The operations of the flow diagramw || be
descri bedfwi trampkepishediment.t i erdivpieatbyt divboababineniofiesriit agyoinghile a

shoul d be undgysl g0 (AL LASARET A | ARCALAL OB AULATR.LANNE RALT LTed

by enbodi nen i nventi on ot an those discusse erence
to Figures 3-rkcamnghilo- w‘ﬁ.iu&ﬂchet;haeu@mmtéhmmmmmgussiadammdmgreﬂefeenaesm@;
Figure 2 and 8 can perform operatiqns different than those discussed with

refei ence to RWRSeT |346%y &t d‘@l“%‘ﬁ%”‘fh@‘f‘%‘@&%rqu‘i?Jésq@WoﬁﬁhP oeRe i ‘ﬁﬁﬁeés“éé‘h e
I npl enented ystag, goﬁ%uﬁ@d&,mmesw d&Qu@ﬂz@mﬁé‘%Q%&Qﬁ% P%Pf?neféfﬂbz‘? with a)n

el ectronic ices e g . a cunputet end station, a/ networ ement
Such el edtsr oninthadgesnt st v sstended damins cather (ierienhalik i one skilled in the art to

effect such featuwre, structure, or characienstic in comnection with other embodiments
whether or not explicitly described.

In the following description and claims, the terms "coupled” and "connected,”

along with their derivatives, may be used. It should be understood that these terms are

20 not intended as synouyms for cach other. "Coupled” is used to indicste that two or

more elements, which mayor may not be 1 direct physical or electrical contact with

gach other, co-operate or interact with each other. "Connected” 1s used 10 mdicate the

establishment of commumnication between two or more elements that are coupled with

each ather.
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The operations of the flow diagram will be described with reference to the
exemplary embodiment of Figures 2-8. However, it should be understood that the
operations of flow diagrams can be performed by embodiments of the mvention other
than those discussed with reference to Figures 3-4 and 6-7, and the embodiments
discussed with reference to Figure 2 and 8 can perform operations different than those
3¢ discussed with reference to the Hlow diagrams.

The techniques shown in the figures can be implemented using code and data

stored and execoted on one or more electronic devices {e.g., a computer end station, a



and or with other electronic devices oxer a network) code and data using
machi ner eadabl e nedi a, such as machi ne-readabl e storage nedia (e g.

magnet i ¢ WO=kBy/140476i cal di sks; random access nenory i ea@ConBzo1enus1c | ash
menory devi ces; phase-change nenory) and machi ne-readabl e communi cati on
media (c g, electrical optical, acoustical or other formof propagated
signals - such s carrier a es |nfrared signals, digital signals, etc In
addi tion such electronic ices typically include a set f one or nore
processors coupled tu one O 1 note ot her conponents, such as a storage one
or nore er inpotohuiipmbnidesicesufie cioyodc kikyheanthra shouohsehden: (@angngdly a
di pl y} and a network connection | he coupling of the set of processors
and ot her cofp8mwet'sh PRl gRicEarE e ed QYR %ﬁ‘e“’tﬁ‘“l\}rﬁ?@ B%égtaawsbwa@és-
(also termed g,huk GOMAThh &S Dackie.ShAPRIGASY EMiAAA ShARRLS RRLN AT he
netwoi k traffic tespect ely represent one or hore machine-"rea abl’e storage
medi a and rraczhmmemnéaﬂabctess :mnmnfmefai drdn nreedtive; flash mgentdre ds‘tioesagbaqea:éamie a
gn e j actronlc yplﬁ (§ store code andLor data . for exe jigg on.th

set of ong orfgfe’ pt'dc 58O Y ‘Bf“ ’r‘.‘at“@l“@‘é‘f‘k‘m‘l T\ c‘é of “ESiieE GREC ‘6r
hore parts Of'iaéﬁ‘sti%mﬁq‘ltﬁ@%nﬁbt bRSabRed FREATERLBUShTS whivE] 8h@ftbd signals,
conbi nati ons of software, firmware, and or hardware. A nethod and apparatus
of operating digat targmdig; wgiprhmmbcbbms bmh aiuﬁycbm dubm*»ctgmnglhnmdbldpsa bdtegfctmebed
f he operation_of ‘ o

an i ner enent A EY BAGIETGR P RgP oBF BbRSH Tt Herorect ALt Supr kst

bri dgi ng prot@eodr hiad whaigsMipiadeviessasy t @ Redbh@gisn huaRIWERK ahhvat »
operates VPLS and' O PBB bridgi ng protocol s \ccoi'ding to_one ermbodi ment of
t he i nvernti orflispi#e. ﬁfybﬁ Fléi“m*i\d@i“ﬁftji*ﬁ@de”’éd@mﬂé‘& al thegut ¢f sriseHerwokowlst h
an upgraded su i . AR L. 0

net work Nodes™ p@ﬁ&wo 18 n& Lgﬁlk gh% el%fgg)ﬁlggjrqg(gg LQNA nﬁi gt.rx&)g ,bd(%i;xgqoxlg%?f {thus
shares MAC adangsses). Iﬂ‘;‘}a &’(kﬁauet(hefue madammafmaawma nei\@;zkaﬁﬂhd QspbANely
taggi ng and or 802. |ad provi der bridgi ng protocol and not VPl S or %
Nodes in the "6¥§iad et s ub- rﬁ‘ét‘ﬁo%‘@“@ﬁ%?"a\déb peisragidrsidipesd PRShHERRble

bri dgi ng nod%gwyaéa%im@né&ga@ﬁu ihO9hAge BEALOGP) uPJ%n %@Jck%h:‘éQﬁp lc&qy g‘ix@u iodes

of a | egacv sobnetwork H ol del to conmuini cates packets it ose nodes
wi t h t hatlSpr ct@eokodd mndiddidath diny ekdatihy ami debwet dfiong modercoperasas WRLh8 and
or PBB prot oc?I S on ports _that
eiromc device. Ox‘ course, one or more parts of an embodiment of the mvention may
be implemented using different combinations of software, firmware, and/or hardware.
A method and apparatus of operating two bridging protocols in a hybrid
bridging node is described. The operation of the two bridging protocols in the hybrid
20 wode allows for an incremental transition of & provider bridging nerwork that operates &
bridging protocol that shares MAC addresses to a bridging network that operates VPLS
and/or PBB bridging protocols.
According to one embodiment of the invention, the hybrid brdging node

couples a legacy sub-network with an upgraded sub-network hybrid bridging node of
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the provider bridging network. Nedes in the legacy sob-network operate a bridging
protocol that shares MAC addresses with all other nodes such as 802.1D, 802.1Q
VLAN tagging, andor 802.1ad provider bridging protocol and not VPLS or PBB.
Nodes in the upgraded sub-network operate VPLS and/or PBB. The hybnid bridging
node operates a legacy bridging protocol on ports conpled to nodes of a legacy sub-
3¢ network in order to commmemicates packets with those nodes with that protocol. In
addition, the hybrid bridging node operates VPLS and/or PBB protocols on ports that

are counpled with nodes of the upgraded sub-network. The hybnd bndgmg node



aie coupled ith nodes of the upgi aded sub-network The hybnd bri dgi ng
nodeextends the life of nodes in the | egacy sub-network by selectively

br oadcastwogoumi4sesist packets fromthe upgraded sub-net wechk/iBm1o/h&8icegacy
sub-network. Selectively broadcasting these unicast packets fromthe
upgraded sub-network to the | egacy sub network limts the nunber of MAC
addresses that nodes in the | egacy sub- netfiork have to learn which linmits
t he nunber of the MAC addresses stored in MAC address tables for these
nodes. As used heiein, a network elenent (e .g. a router, switch, bridge,
etc.) is a piceadothenetwdnisiagnaliqgueniub- lizem@hﬁtdirxn@’é’t&ixdv\kﬁdsﬁcﬁﬁtﬁka&mi@mre
t hat communi catjvely interconnects other equi pnent on the network {

ot her net wor KekEFdFIg | the owgstiadsd @ﬁdn@vath é‘hst ¢ degacy, shpREWVRER: mwtwéhents
are "multipl %réﬂfc%@zﬁﬁszh@s%t z‘ﬂ@éa‘%z F&&@R"rﬁ) Eé‘@%ur@&&t’%ﬁeue%\%&i){o b Qégawlskﬁ-pl e
net wor ki ng functi ons “(e.g.. I ng, sw tching

aggr egati on, mweneddhr} usnmskar lxxbahernmtnmgﬁhmddl)e>qeamm¥t(mdpsr m/tideieswpmbt-ndmmk

mul tiple ppllcatl nserV|c - SGri
Computer ana terats e oty Fris i unbarE e MERG a8l RehLin SERS Fefes
phones. Snar t{phiengy il Lhgmdi a phones, portable nedia players, GPS n ts
gam ng systens, set-top boxes, etc.} access content/services provided over
the Internet and ots cwdthentin, 2 fs@r&’mk(;é@mpﬁdwgdedm@m V‘i""riﬂuéilridgirimai’e drtét?wmr ks
(VPNs) overl ar%d gn t.he Internet .Th 0 'Ht and gler,vj ges are t {%
provi ded by oHe"BF HiP% “S&‘P%F“>c‘6‘h@d{“ YAt 3&“’1 *ﬁ B8 B RgrET "‘“§' ice
or content prigétd@nectBteNBipRCHUsehP wblwicek Y\@@pagﬁﬁnéﬁxfuﬂen@ﬁﬁftﬁn&om}&h@f e
fronts, search services, etc. private webpages e g., uscmane/ password
accessed llebpagestions\elé. i Sgremervoseriyness areotauliiplefebdess teyvesh nﬂ@mrm

(video, audi cﬁmtegﬁndccq i rlﬁﬁ % R WTL ;8VP,N§«,U;8;¥Hh‘% ¢ SELY 18958P1?1v1ﬁgh0ne

etc , etc. Typic scr| uter stations are cou

t hrough cust orerchipgese Aagmegmmni dﬁ@up‘hﬁi@uﬂﬁT ANNAGORDS), mz&.tm&kh idwisygghror
wirelessly}} to edge network el enents, which are coupled (e.g.. through one
or more core REMMIIKE @PRIRANPS SERIEEEHBE éﬁ&e‘ﬁ@eo?‘ﬁé éldéﬁiant ?‘Cf'ée‘t HagB¢tver

corput er end e?xhaﬁshﬁ’ﬂﬁ {asomi}]&ﬁ&’(ﬂhﬁ % &ﬁixﬁuﬂ?} Qrfmf;h@ HRREL S4HLAkRRe OF

mul tiple contexts. erein text fncludes ‘one or nore
i nst ancedSof muimmetiwqihonet \portkmeInmaimq;niamrg.(}??auwm woming outeers, sea-tiof bévweal  br
i dge) fcach context tvpicaltv share %ﬁSt egn{esourc S

& s

br 0cbssi ng oyt e oG RETED T b LR G e OB T Plbed
on virtual private networks (VPNs) overlaid on the internet.  The content andior

services are typically provided by one or more sevver computer end stations belonging

to a service or content provider, and may include public webpages {free content, store

20 froms, search services, etc.), private webpages {e.g., username/password accessed

webpages providing emait services, etc.), access to content {video, audio, eic),

corporate networks over VPNs, other services (ielephone, etc}, etc.  Typically,

subseriber computer end stations are coupled {(e.g., through customer premise

equipment coupled to an access network {(wired or wirelessly)) to edge network
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clements, which are coupled (e.g., through one or more core network elements o other
edge network elements} to the server computer end stations.

Some network elements support the configoration of multiple contexts, As used
herein, each context inchiles one or more mstances of & virtual network element {e.p., a
virtual router, a virtual bridge). Each context typically shares system resources {e.g.,
3¢ memory, processing cycles, etc.} with other contexts configured on the network
element, vet is independently administrable. For example, in the case of muluple

virtnal routers, each of the virtual routers mayv share system resources but is separate



el ement, yet is independently adm nstrable. For exanple, in the case of
multiple irtual routers, each of the irtual routers nmay share system
resour ceswbunigesepar at ef i om t he ot her virtual routersPCcegazdi/ngysic s
managenent domain, ALA nane space. |F address and routing database”).

Mul tiple contexts may be enployed in an edge network el enent to provide
direct network access and/or different cla&ses of sen ices for subscribers
of service and/or content providers Wthin oertasn netwrk el enents,
multiple "interfaces" nmay be configured As used herein, each interface is a
| ogi cal enti tiyomtiypdded viyrugionbicpuieggdag: imamhrmzfeneﬁm@xﬁin WAIAC RarE opdcel el

hi gher -1 aj er prot ocol_ and serv .ice infot mat . Layei addressing) am
i s i ndependeridEps.pHSTRENE powbapislei PEiels W@R@ﬂ& mmwep{cpéﬁi i rhfdee
irtual cir CU']{eg\}m%Qﬁ e Yo b/ @n’%&%é&u{c&%ﬁ 39& opf'in?ézétﬁtﬂiji?%e% %IQ;L@AA
(aut henti cati on, ori zation, and accounti ng) foi thr ough 1 nt et nal
or external sterméaswimd&ﬁa&zeeM@hlco&e{ﬁamﬁdmﬁut hentlcatlon D|aI h| User

Serv ice) .or vV er o i.de suhsgri bei. oi d
For ' substrt ber s ¢ NEFeHEIT Y Ao eRnep: SRl ugehccs i gir A giod A

requirenents ;04 heely, CUN B fat &1t WeRbheiry t@ﬁluﬂl\” o o uF QUIsEEAS) o Deontext,
correspondi ng subscri bers should be“bound W thin the network el ement. As
used her ei n, ‘vehiblk pdividys hegheslaanr preswol atd o lbe@memran phy.slaal sendtirﬁwng'b g
pen, chan el etc _a |ogig ent ity (e, Q.. .Cir

pen. e o) ohSauRul SR RS bt 054 BrouiBlb el Arter BaRbRaeh! S5lat or
ithin a partigkbag, neswapkvalewentve ha@mtymeahl,y st Erduns, tdre) | i f.ehiame
of the essio ) logical circuit (a set of one or nore subscrj ber circuits),
etc ), etl® ) (aplenficebpitaxthosizpimne prdaoniens) wiivdl mevled ko1 phiotal o sugaaly. |

Cout ! ng, b of AL Rend?RAGEDRIOKICRAPIUS R FON A HERRO pRAR LEONEN L) o
Subscri ber data cal tocol
interface is IoloONE gHResm&md }aass'e&i‘aataedx wdxlnle& haltw.,r)byxsuec(aﬁa é(mtquw_n&ynvt}may
of a summary gxarrpl e subscri be! nputer end stations raaj be coupled e
thi ough an aceetist #WBrHg ot feﬁ’gﬁﬁﬁaﬂniﬂwfi&waeﬂeé?wteé&eﬂedde FHEhSPREE) @rﬁém
(supporting nylit eg oGOt A belsf 18 colldb bl SbLRls QNI oA ENfARRS.
and AAA processing) coupled to core net t\wo Tenen s coup ed to server
conput er ISt aticonskafiersatt. \Ad ced' heomt embmp:imgvhoclm sn afferthen hevkan [ar;ﬂuessii ng
is performed to i dent i f%/\’:\r{he fubSCI’I record for. a s?bscr berb whi ¢
identities orf& ’8* (CHpreTe 6K 81T ¢ %g‘hﬁt%Pléﬁéﬂ SHEHE (4% WhPTEPY hgi““td

subscriber’ s jhpadif benseiOUkigh RRRRUNdde R | N GLMIRBER s&STon Ok itBnt R PAHiGRad ©
g., subscriber nane,
network element that tvpically exists for the hifetime of the session), logical cireuit (a
set of one or more subscriber circuits), ete.), et} and a context’s interface over which
20 network protocols {e.g., routing protocols, bridging protocols) are configured for that
context. Subscuber data flows on the physical entity when some higher-layer protocol
tnterface 1s configured and associated with that phvsical entity. By way of a summary
example, subscriber computer end stations may be coupled {e.g., through an access

network) through a multiple services edge network element (supporting multiple
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contexts {e.g.. multiple virtual routers), interfaces, and AAA processing) coupled to
core network elements coupled to server computer stations of service/content providers.
Further, AAA processing is performed 1o wentify the subscriber record for a subscriber
which identifies one or more contexts in the network element to which that subseriber's
traffic should be bound, and includes a set of attributes {e.g., subscriber name,
3¢ password., aothentication information, access control  information. rate-limiting
information, policing information, etc.) used during processing of that subscriber's

traffic.



password aut hentication nfoi mation, access control informatio late-htniting
information, policing info r ation etc used during processing of that
subscri bewbO=o0tw@b476e. Fi sure 1 {prior art) i Slustiates aprpraB2aiedas8itdri dgi ng
network In Figure 1, network 100 is conposed of prouder bridge (PB) network
102 that couples with customer networks 110A-E. PB network 102 is a network
that pro\ides separate instances of bri dg’Mg sen ice to nultiple

i ndependent custoners in the different custonmer networks 110 A-F PB network
102 is conposed of PB edge bridges 104A-O and PB core bridges 106A-B PB
network 102 and C&Q&@’ﬁ“ﬁr{'pﬂsiMﬂrikﬁstﬂaﬂ@%—;ﬁoaﬂa iﬁﬁlﬂz}hhﬁchtﬁmﬁiB iedgeundi | stgesk
'04A- C and custoner edge, bri dges For exanpl e B edge br.idge 104L
coupl es to cudforsiongyged Bf irggd %olsvssw @Eaciaféggrkcéu%% 8%@@}#@%0&‘1@%1@@'&-

respectively R %&ng 9&' %%§Q§¥Qnaﬂ9§'9i &5a k@ x%&ﬁtﬂﬂ‘j&mﬁﬁ@? ﬁ%ia?@ogxé{a%&

cce custoner network respectlve e bri cou
to cust orrer anlgigider 1ed\gee &ﬁx&u%pﬁmxn&emﬁmt&mswm mrtée vdtdeant kh@pmer esspemkq e| y

Provi der ge,.bridge )8L-O swi tch ts wWth

br i dges. 108 VI04rhg. BRI HGEHr Hodoanpairptoss sost B difhg. et pas
provider bri Clﬁ!dlgs 1@6"-@'-[&!80?8 QA -1 N 4Ba L AGALSHETBAQNI8 ORLE @L&e&m{a%ﬂxﬁl’ﬁt ch
packets between “PB coi e bridges 104A—C using these bridging protocols. As

is known in tedge dridgeshi Pyds dl)élﬁmgmtlhosé“&primigml 8R4l n Honienavaig, é’@dﬁés’s

f di tbl,_.hfth PB bri th t abl
oy g ar JiR DA e Rl S Bt IS MR PR I G St et R P

PB bridges buiihd.- Bhﬁ'gﬁuham633{#36@(@%&{@0@&%&@@0 k«swxmn&&@d@@aﬁ@&sm(m
recei ved packet s The problemwith this approach is that because the

bui | di ng 18f tlhecsrh dgaomabneyopshbidioR, p@e%ét’»givbrHé@d&%bm@@é@ﬂ%ﬁmﬁ@ B
budges 104L- %n@tno%c]r % id&S {ﬁlFl t&&gg Qeuﬁgﬂ{ eﬁa{%gﬂgf} ]bpetﬁﬁ'&fﬁéi HQQ\S;%&CS

coupled to cuSt OMBr ~Iet WOrkKs

each of the duslcomgie hﬁsﬁm@rﬂ@%l@AwEm}; pﬁqut\ainik euc&mtmeamla tmxfdnéd”lﬁ)@B Fhrsiidges

104A- C and IOGQ@]‘: gr ow nd can nmeet the maxi mum MAC addr ess tabl e si/le of
P

these bridged® ~e &8¢h & Wistdnbrdsaeyioekad praviderc drdpige o%‘osed
sev eral to tgns ét\h@'ﬁﬁﬂ@&ﬁ (o6 aRES ,d@&d;&t@w QRS é%ﬁa\%nxéﬁaﬂskel

| arge AC address tabl es hese pr ob a provider can upgrade each
t he PB brlisdgdsidges 104A-C using these bridging pr otmfﬂs As is known in the art, bridges usmg

these protocols mamtain MAC address forwarding tables. Each of the PB bridges can
build these tables using by receiving address resolution packets and wnknown MAC
addresses. Furthermove, PB bridges build these tables by examination of source MAC
addresses in recetved packats.

20 The problem with this approach is that because the building of the bridge tables
relies on packets broadeast, each of the PB budges 104A-C and 106A-B see all of the
addresses of the end stations coupled to customer networks HHOA-E. As more end
stations are added to each of the customer network 110A-E, the tables for each of the

PB bridges 104A-C and 106A-B grow and can meet the maximum MAC address table
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size of these bridges. For example, each of customer networks 110A-E can be
composed several to tens of thousands {or more} end stations, which can lead to very
targe MAC address tables.

To overcome these problems, a provider can upgrade each of the PB bridges
H04A-C and 106A-B 1o have larger MAC address tables or the provider can change
3¢ every brdge in PB network 102 to support VPLS andior PBB. However, both of these
potential upgrades can be expensive in terms of capital and operating expenditures. For

example, costomer networks 110D-E maybe the ones that have large nwmnbers of end



| 04A-C and 106A-B to have | arger MAC address tables o the prov ider can
change e er bridge irt PB network 102 to support 3 S and or PBB However,
bot h of tWweselogatsnti al upgrades can be expensive in terog/iBioievesisteal and
operating expenditures. Por exanple custonei netwoi ks 110D-F, a be the ones
that have | arge m nbeis of endstations. V\:hl ch could | ead upgrades for all o
PB bridges !04A-C and | GoA-B. instead jusﬂ upgradi ng PB budges 14B-C a d
SQB In order to the expersshe cost of a whol esal e upgrade of the provider
bridge netwoik, it would be useful to be able to transition, in stages the
PB networ k f rsggmo80bvisich <802 1448, u}ﬁ[t(di/eofm\élli AR biidgisN@4prOhag 0bSAIR) gt

net wor k t hat supports YPLS and/or PBB To allow this transition, the PB

net wor k woul dUfegr: B‘gsrtﬁ)%ﬁigc“dﬂﬁ?tﬁ reft H¥GBigi ng PB network that incl udes

m xture of | egacy pr i 0., one, Qf r
VI . AN bri dgi ng pro[?o%g s]'r&’a‘?rll3)(?&1%%e %g%tf)% :}gbtl tﬂg& S\%l %‘g%‘teﬁl rgﬁxﬁgzk{/ 19%8{&9%,0
PBB. Foi exaﬂnichedzem@hextarmadibmmm ! thbe RBenottmmskios aim %&eﬂp@ﬁf Rbectwarka

t epby- st p fashl this embodj the PB network ade can be
acconpl | shed AT 51 w{)n?é’g v iﬂh&fh%yﬂpﬂh@*r-*fedn%ﬁbw“w@ﬁ AHEPUHN t
r small and orers ghadeabhy Td’y dﬂP{Eﬁ@fﬂ%E %lﬂh\}{n&{ aRuak! derk A& eaaH rl‘zgupﬁf‘ﬁgﬁﬁﬁ a
Thus, PBB and or VPLS can be I ntroduced i ep-by~step. upgrading

budges and othvbrid degidgingritienftaods thandiclugdal a nngtutérref iL@as'tbrrﬁglr@rt;dLb menmw
parts for |ater Fgltle idystrates a F [ { hat
T ows for otget AL D B abEr S oNIGR Ok B RerY S Hpragrh T Oe S8
used in Fi gUI’I@mlmBQ’PV%d&ﬁMm PBB according to one enbodi nent of the
invention. As illustrated in Figure 2, PB network 202 is divided into two
di f f er ent!¥sub- net vig¥ leswde|a@éaz:@nebﬁmﬂdglif:ﬁgmsihzbl’rﬁ?e@%m @8 henweerdapyr astent

sub- net wor k %%—stgj% gﬁﬁ)tok Ch%"i’o%@ﬂ 1 m: @)@% llm!;"\& %%%Xa@%l &1 ﬂ%h%h'cbd i

network 218 oper usi ng egacy gi ng pro oc ea. nod opeérating
in the upgradﬁdi}iﬁ‘u;br(nﬁtsmffktﬁ@ﬂ\ﬁper}&'&ﬂ){@m@uﬂﬁktd‘ﬁﬁxdfﬂagﬁﬁdﬁdt Riiat gindlggrow

protocols I n one enbodi ment | ega ub-netwoi k 2 1 |§ osed of Iegacy
bri dgi ng node¥aquaty veHhgHTeHEY e»fp%( BRTSIOE eBRits of hupe BR gaeyr pifildgiary

protocols. | ﬁ)eqaﬁq;&@ﬁ?q{eﬂq Later® ¢ pﬁ 6 L0 (ﬂﬁﬁd?hﬁ S6Q nl'0§ bﬁd@ésﬁ ﬂ%‘eﬂges

protocol that sharos MAC addre€ess ormation It dgi ng s mthe
PB net worlk 20&d lfsvingakaimpbecrand rmxmmqwaemﬁdamem,gmidsegac) bri dgi ng
protocol is 802 | al%nlx)!zl”d%ubi 1tca850 %%vimq ﬁﬁ nety IOH\QE{‘EBgét c\ii s for the transition of the
provider network from bnidging protocols vsed in Figure 1 to VPLS andior PBB
according to one embodiment of the invention.  As illustrated w Figure 2, PB network
202 is divided nto two different sub-networks, a legacy bridging sub-network 218 and
20 an upgraded sub-network 220. In oue embodiment, nodes in the legacy bridging sub-
network 218 operate using a legacy bridging protocol whereas nodes operating in the
upgraded sub-network 220 operate one of the upgraded bridging protocols. In one

embodiment, legacy sub-network 218 is composed of legacy bridging nodes that

communicate packets using one of the legacy bridging protocols. In one embodiment,
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a legacy bridging protocol is a bridging protocol that shares MAC address information
with other bridging nodes v the PB network 202,  For example and in one
embodiment, a legacy bridging protocol is 802 lad bndging, 802.1D bridging, 802.1Q
VELAN, ete. Furthermore, legacy bridging nodes do not operate one of the upgraded
bridging protocols described below.

30 In Figure 2, legacy sub-network 21§ is composed of customer networks 110A-
C, customer edge bridges 108A-C, PB edge bridge 2044, and PB core bridge 2006A.

Customer networks HOA-C couple {0 legacy sob-petwork 218 wia customer edge



VLAN, etc. Furthernore | egacy bridging nodes do not operate one of the

upgr aded bridging protocols described below. lu Hgiue 2, |egacy sub-network
2 1 ts cownpasmdi46fr6cust omer networ ks 110AC, custoner ed@eThBrodgedstok SA- C,
PB edge bridge 204A, and PB core bridge 206A Customer netwoi ks 110L-C
couple to | egacy sub-network 2 18 \ a cusig)nl ei edgebiidges 10SA-C tliat
couple to the respective custoner networKs~and PB edge bridge 204A-B For
exanpl e, custoner edge network il QA is coupled to custoner edge bridge 108A
which is coupled to PB edge brid e 2GSA Custonmer edge network 'OB is
coupled to cusmaelwxacdgetﬁat cogde 1088 ﬂ@m&ﬂﬁntﬁt%ﬁﬂélﬁﬁhtﬁ@:l@&ﬂedgﬁe@ﬂid Bigére208
A Cust oner ge network O cqupl ed to custoner l%fe\brldelo4 which s
coupl ed to PBYddgR bF‘P“dgv‘émHﬁ% BISTPEE of ftelﬁa@wkné ISPEPEYRIe M PR 04K i s
a | egacy bri %dﬂg 1008 &y bRLs & gg:zarels PR &b BARYC LGS A tm\zg%{aﬁédt@q%%m@nﬂnaor
end stations u a |l egacy n rotocol Tn the enboéll ment

bridge is conpmeaded)to I?amh”delpﬂ}mﬁ)rmn&m@\ééﬁ wifish us cbdwibmni’iﬁaaét?e (bhd fpfbﬁ{ﬁ Als a

Db net o D Rend PSR R b R o6 BRE bt g otB L SR

connects PB edggi-RRADE 404Hidi@ aust oner edge bridges 1QBL-B, respectively
As described PB edge bpdge 204A conmuni cate packets ith custoner edge

bridges 108A- u ndnaoﬂeeg@bydlbmldgﬁ'&q@ﬁ dxm‘@cal"f)ﬂis\ afugt kgicyekudphe node ohot
pott 2 14C connects PB ed gi ig i core e 20&5A I)B”eca} se PB
edge bridge JOFR A PRPEOHE ‘b‘u‘ g‘é‘ 2‘6‘3&‘ A ‘a‘r‘ *‘8 OSeAY ® SRS é}df&“’

218, PR edge bﬁao@lge 13 QA8 b6 B C PRe:dRE ibeig e %Qb 0SB RES @ sPRGket s Au:SI ng
a | egacy bridging protocol Upgr aded sub-network 220 Is corrposed of upgraded
bri dgi ng lﬁode@ecﬂ ﬁ@l’@"b rihvildiat e apekdrscaarey (orbrestly chedlip geaidetiomr g ng
protocols In € 0L .88 1 bP i i.dgi

pr ot ocol that‘ggges&r%gghﬁgcé&s%gr I;ngéth%%p&A%qu g)g‘ég}g‘%t)&)ﬁg “f’raptsog Og ;ng;t hei
nodes mthe RBanetwdBkedrerbrigamide andistorene:dgoiiomdizae nosAan mﬂgb‘_ As
bridgi ng protocol is YPLS_ PBB. pmu_ |ti grot ocol |abel switchi ng, gerseiie

routing encapsdiriierotborenRBI §d£§t Brigesy 28R RSMEVERERTS (PaBHES éﬁ%"o&i‘ﬁ@ﬁ?‘ /IS i s
a \irtual at qﬂ{zﬁkmpkxtzﬁ%@m'pgyl }h%ldgxﬂgSpl@@;h\}nqusﬁﬁ{lie% >é\§;t1 ep&%ﬁ% ess

information wth al di ng nodes ‘not operati ng A’ anot
exanpl e diAd iYid@natwherts @itbatiiertenize bpdg g wod badgpd@t rﬁ;cﬁiBB PB edge bridge

204A and PB core bridge 206A are part of legacy sub-network 218, PR edge bridge

204A and PB core bridge 200A communicate packets using a legacy bridging protocol.
Upgraded sub-network 220 5 composed of upgraded bridging nodes that
commmunicate packets using one of the upgraded bridging protocols.  In one

20 cmbodiment, an upgraded bridging protocol is a bridging protocel that does not
necessarily share MAC address information with other nodes i the PB network, For
example and in one embodiment, an upgraded bridging protocol 1s VPLS, PBB, mulu-
protocol label switching, geveric rouling encapsulation tunvels, ete. For example and

m one embodiment, VPLS is a virtual private network technology that does not
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necessarily share MAC address information with all other bridging nodes not operating
VPLS. As another example and i another embodiment, bridging nodes operating PBB
do not share MAC address as a PBB bridging edge node aggregates customer traffic
and sends it to another PBB bridging node.

In Figare 2, upgraded sub-setwork 220 is composed of customer networks
3¢ HOD-E, customer edge bridges 108D-E, and PB core bridges 206B-C.  Furthermore,
PB edge bridge 204B couples customer edge bridge 108C and 108D 1o legacy sub-

network 218 and upgraded sob-network 220, respectivelyv. PB edge bridges 204C-D



do not share MAC address as a PRB bridgi ng edge node aggregat es custoner
traffic and sends it to anothe PBB bridging node In Figure 2, upgraded
sub- net wowR 28000146456 conposed of custoner networks 110D easuBmas/oddye budges
108D-F, and PB coie bridges 206 B-C Furtheunoie. PB edge bridge 204B
coupl es custoner edge bridge U SC' and 108D to | egacy sub network 2 !'8 and
upgi aded sub-net work 220, respectisely PBedge budges 204C- Dcoupl e

cust oner edge bridge I08E to | egacy sub-network 218 and upgraded sub
network 220, respectively In one enbodi ment, PB edge bridges 204B-D arc
exanpl es of a:obgiﬂarmh@mérd@inegbm&% jadiate daupl subegacork sy el WoLkd2d 8uland
upgraded sub network 220 H bri bri dgj ng nodes are descrlbed further bel ow
. I'n additi od‘wt*rﬁa‘&céﬁeub@ﬁta@é\ 2&1‘)@%%%‘1"8@“%"&@‘& Brrgge’ W848 herapliddge
bri dges 204C At Qued v - A brid
bri dgi ng nodéngﬁsongiéﬁbgﬁl%gﬁtgmpgg lsBgfﬁbgwpggpﬁggnoﬁiﬁggﬁﬁgggthgyboth
| egacy n an upgeradedbibdgiddrpinooedks akrietdrited fanizodikmnt n ddbirich>PRdore
budgnmg node |nc e,. a P-old pott
s o Bor't ot he AR ESules P AeTEo e i PR GRS HEUTR ¢ he | egacy
sub-network 2 1 | mnCRREAGRH ab8vdcBEMAROKE th§ séb-Bakoritshial iﬁ‘%ﬂﬂ%ﬁdgsr&%ﬂ@\
ices operating tn the upgraded sub-network 220 This hybrid bridging node
extends the an@ubﬁmbe@awyiuhpdgﬁm@ h@@ﬂgab@dresmrmmmamdx@ialégaa>abﬁ|ug|ng
nodes of end stati estiiet

Chis end ottt ardloRsTaieos) Min EPRREREHL RO i Yods B byl "

bi i dgbg nodesi@anfdat-ng qx\mas Aagerasd imoR GUPSIE pbhus,a bhe thabfdndeds islgi ng
node limts the nunber Vt AC addr esses that nodes in the |egacj,

Sub-ti et b k dtesilesoupleshdevchomesminymethadees su-apiesk 21 bri@ntaBotPrent |
P-new ports I S o ry~pet rks
In one enbodﬁ%@ﬁg %EESQ%LOE%QQ m('Q\Jodeérgﬁml %ﬁ 1&§?$9%%®3§§§ﬂ?éhﬁegﬁg
addr ess annoUn@adEnKLﬁmdmﬂBMQasﬁs@@erbﬁhﬂmdﬁbmﬂdﬁﬂommkéeﬁhbﬂﬁhﬂﬁmmqmueu
addresses. I n one enbo iment, address | equest and addres nnouncemnent
packets ai e ARPCFINtRITIeHS vadry Horndgadanstasidssss é&a@‘sfwai%ﬁﬁ@-fw‘rt&@ﬂ\acﬁ‘«ve| y
As used her el,gfibeh. yAlARRlGAYESL PARKSLr. Sn8 VIR AlUThALS R feefyes!
packet and an ARP announcement packet |s a ‘gratuitous P request pac gkét |
one enbodbnedﬂnkhe;hyhsdd1w@@@0me$ém@emshgbbnmadcaﬁmsﬁdﬁwhﬁm 1 brniggasbode

himits the number of MAC addresses that nodes in the legacy sub-network stores in
these nodes’ MAC address tables. In one embodiment, P-new ports can couple 10 nodes

in the providers andfor customer networks,
In one embodiment, legacy bridging nodes broadeast all address request,
20 address announcentent, and unicast packets with vnknown destination addresses. In
one embodiment, address request and address amnnouncement packets are ARP
gratpitous and non-gratuitous request packets, respectively,  As used heremafter, an
ARP request packet is a non-gratuitons ARP request packet and an ARP announcement

packet is a gratuitous ARP request packet.
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In one embodiment, the hybrid node selectively broadcasts certain unicast
packets between legacy sub-network 218 and upgraded sub-network 220, In particular,
the hybrid bridging sode may broadeast unicast packets with unknown destination
MAC addresses received on a P-new port out other P-new ports, but not out P-old
ports.  In one embodiment, the hybrid node broadeasts out the P-old ports unicast
3¢ packets with unknown destination MAC address received on the P-old ports (except for
the port that received that unicast packet). In another embodiment, the hybrid node

sefectively broadeasts unicast packets with unknown destination MAC address out P~



packets between | egacy sub-network 2 and upgraded sub-network 220. In
particular, the hybrid bridgi ng node may broadcast uni east packets with
unknown oeetnras4am MAC addresses recei ved on a P-new pect/iBio/eilisr P- new
ports, but not out P-old ports. In one enbodi nent, the hybrid node
broadcasts out the P-old posts unieast packets ith unknown destination MAC
address received on the P-old potts (excég%‘for the port that received that
uni east packet). I n another enbodi nent, the hvbrid node sel ectively

bt oadcasts uni east packets with unknown destinati on MAC addtess out Pnew
pom and/ or P-iekdppsrangior Brild asiis. paked pagicocRasdsnige isfubthed detrilgeda Fihess
Figures 3 nn 4-6 belo In anothei enbodinent, the hybrid bridging node

br oadcasts out#ndik® b§H@M/ports uni cast packets wi th known destination M.C
addresses that hawg gxgict ehboklln e uRMRAMABRLihE Rolil OS] LALIOPAGP
address expires due to an ageing tinmer ‘expiring or ress was

| earnt on a pewrk uhkatt plaakbtm tsthdhaty usiesxhangmem AT adlporek k'ﬂan: bime ep@ued blromle ng

Sn one e hodi msth an e ed Nf@C addregzg mar ked wi a Fen i ng.del ete
flag in fltering iatab) kg defindni iR ‘édmf Y CREPE BT 1 |
I'n one enbodid Qﬁ/Anﬁ & MbRi haided 0gs ‘?gql‘?m%ha %)oaBthgfjgﬁi Rs is6ag @ﬁﬂ&d from

conposed of a Crelay conmponent 208, t o dge instances (S VI
conmponent 2 lmnahvdk!\f?l_hsbﬂlBBn@r’rbbwemmEmﬂz@)m Am@xmmhb&&@ cﬂéﬂsm‘nd& fﬂd‘kf@rl ng

dat abase 222 Crel c 0 sel ect.ive relass

fwo by ot na VS aaneabe IR MR in ol oRE B P c SR BaPRE RS TiRR, "
14-' and comuyph&alegsy packets with nodes and end stations in | egacs
sub-network 218. |In one enbodi nent, SVLAN conmponeni 2 10 operates one_ oi
more of tie | egacynBHERING penst & dhad \bpggmgswdéowﬁbﬁwerﬁﬁ pdgeobiideecHii &d to

P-new ports 2 IACR ANSNBRTIUN cahes, AASKEt o b, NRdRS-ARdyPAK Slaldons [n

upgr aded sub-net ne e onponent oper at es
one or nore afiothd UppS@Edchnpaghng e @tmitdehsbmém’Sumﬁbhhemhedsnalﬁatqe t2koni ng
of a hybrid bridge node with the P-old and P-new m a database \ added to
each hybrid bY A Sgif#igY feawoneHe 2R splef tﬁi‘éﬁ‘%i&tpéﬁ & Dppuceph BeARpY rtatgasy

dat abase is QQQ%F&?%@\ fhat xﬁhﬁ}d&'}%ﬁ'ﬁ”ﬂp istdof ‘éd’?@@ Jiéﬁwﬁﬁi% rsﬁﬁedoxﬁﬁu@{‘u@ new

ports and to determi ne whether to f oadcas equest out the pott

P-ol d porltss, mckdpththt dnelePand andindtisoindepay tsa;bhmn@mk welKﬁ;‘nddwmert‘lmbotﬂll’men@gRP

request SVLAN component 210 operates one or more of the legacy bridging protocols.
VPLS/PBB component 212 is coupled to P-new ports 216C-D and communicates
packets with nodes and end stations 1 apgraded sub-network 220, In one embodiment,
VPLS/PBB component 212 operates one or mare of the upgraded bridging protocols.

20 To support the partitiomng of a hybvid bridge node with the P-old and P-new
ports, a database is added to each hybnd bridging node, the ARP request database 224,
The ARP request database is g database that is used to track ARP requests received on
P-new ports and to determine whether to broadcast an ARP request out the P-new pouts,

P-old potts, or both the P-new and P-old ports. In one embodiment, the ARP request
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database is for IP addresses whose MAC address that are not known to a particular host
{e.g. as mdicated in an ARP request).

In one embodiment, each entrv in the hltering database 222 is composed of
MAC address, ageing timer, etc. as i3 known in the art. Furthermore, each entry in the
filtering database 222 is augmented to mnclude additional fields for a pending-delete
3¢ {flag and two timers: T-restrict-unknown-beast and T-long-age. [n one embodiment, T-
restrict- unknown-beast timer is 500 milliseconds and T-long-age 13 2 hours. In one

embaodiment, the pending delete flag represents whether a known MAUC has expired due



dat abase is for SP addresses w o e MAC address that are not known to a
particular host (e g. as indicated i ARP request) In one enbodi nent each
entry i n wbeofol4646i ng dat abase 222 is conposed of M.C aduilBEa0/0HgE ng
timer etc. as is known at the art t urthernore, each e trv in the filtering
dat abase 222 is augnented to include addi ﬁl onal fields for a pending-del ete
Hag and two timer T-restrict-unknown-bcast-"and f~long-age hi one

enbodi nent. Trestrict- unknown-beast tinmer is 500 mlliseconds and |
-long-age is 2 hours n one enbodi ment the pending delete flag iepresenN
whet her a knawanMAEnp aisxee&p;hira&ﬁnqu)on dhockgRl sngud EinmEe. ephicadniadinentpbede

bl ocki ng status change hi e bod rrent these ne_fields are added for
dynani cal | y |1¥&rfﬁ<tidfem F‘ﬂ‘é‘gj mﬁ d}tﬁ»‘!ﬂﬂi@#* Sngehenpase Hrpng fagheednbodi nent ,

when an en.r> in tjh %;Tel EExSB&xH&nE’%%QP%ﬁ ef’n?r? inS t e%édm%%%%@ :ézh% EE@Q«
pendi ng-del ete for that entr>1s set to faise timers T-rest

unknown bea mesmﬂ The d)‘iag ;&gémarcblmtto;stlmr ey nfn %ﬁ tem‘ahy [Mbcmees mehmm

entry' % e adde 1t]gi filterin dat ?"P 222 but the maxi nupsize
of that dat abﬁ 8O C‘b*efg’ﬁ TESEEF T A ‘"*“ﬁ?r ety nf FREY VB PRE goury has ©
pendi ng- del etig §idbd ULRE e i@ CRALAYK 20Sh A hehedRnd (LD 81 DRVIARLIY Hhs bagded
hi one e bodi ent during the"learning process of the 802 1D 2004 standard
(section 7. 8)acceskech thamtamentry Rl meks mmrhh?emﬁmlgeta‘ilm\@lmramabais@a@zml\watdh ctdve
fl ag pendny-dei.e ? ] .

nso0c at eq wiTH IpAE ey laR A8 one dhinTin b BlRent dSr e pb T °

802. 1D- 2004 sgranparob4{eechidfediod) 7.8NF kAkasy Wﬁm:ﬂhﬁ tBg GilRRgng idaiaBiseof22an
entry i die filtering database 222 expires, the entry i not deleted but the
cor r espordli ngviflagiepEnipagliderieis asstraeytthety tiguBag rdekedtasniaise | and) 5 dhgmage i s

started hen tfg,{] Bl i i 4 AT GRS i{cﬁs’g¥e§ﬁaﬁ%11%agﬁ.gs%ﬁﬂkd‘%} m@t zbsvmm

del eted The opela i el s uni cast
packets is fmﬁdﬁarc (dﬁsmm“m&;domnuﬁbgures 5-7 below Figure 3 i an exenpl ary'

flo diagram of a nethod 300 . for forwarding recelyed acke('ts agcor di ng
one enbodi nent of YHE tifeReedie PR ShéraisamnEatiienre Jambase m«ﬁﬁﬁéﬁﬁt t}?08

of PB edge breinggeiw?n(?ﬁlgeﬁ Céﬁ{%ﬁéa %Fx@ﬁﬂnéﬁ?@ %gc éx%ﬁ‘wséeiété%k&ec% PACKRE el |

igure 3, at block 302 net I ec otn a tering process
302. |In dhe embodident-ade st mn‘mﬂg prleceths rBﬁ)a Iémanas&mxm;&el fhie| dearebprgpding
process as known.in th g 304 .ne determ nes if.the
recei ved pac k@f}}ﬁggtks aflin_ ngmtmn mk these mnm am h.m gmg of unrlpna\m \IILC unicast

packets is further described in Figures 5-7 below.

Figure 3 1s an exerplary flow diagram of 4 method 300 for forwarding received
packets according o one embodiment of the mvention. In one embodiment, MAC
20 relay component 208 of PB edge bridge 204C executes nmwethod 300 to process received

g

packets. In Figure 3, at block 302, method 300 receives a packet from a filtering
process 302, In one embodiment, filtering process 302 is an 802 lad filtering process as
koown m the art. At block 304, method 300 determines if the received packet was a

packet broadeast ARP request packet or an ARP reply packet. If the received packet is

]
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not a packet broadeast ARP request or an ARP reply, method 300 forwards the packet
at block 314, The forwardmg process of block 314 15 further deseribed m Figure 9,
below.

If method 300 determines the received packet was a packet broadcast ARP
request or ARP reply, method 300 determines if the packet broadeast is an ARP request
3¢ at block 306. Hf the packet i3 an ARP request, method 300 handles the ARP request at
block 310, In one embodiment, method 300 tracks unanswered ARP requests using the

ARP request database.  In another embodiment, method 300 broadeasts ARP



packet broadcast ARP request packet or an LRP reply packet. If the received
packet is not a packet broadcast ARP request or an ARP tcply. nmethod 300
forwai ds wbheopagkes at bl ock 14. The forwardi ng processPofi/iBtoeksi814 i s
further described in figure below . If nethod 300 determ nes the received
packet was a packet broadcast LRP requesthér LRP reply, nethod 300

determ nes if the packet broadcast is a ARP request at block 306 if the
packet is a LRP request, nethod 300 handles the ARP teque t at bl ock 310.

I n one enbodi ment, nethod 300 tracks unanswered LRP requests using the LRP
request dat abaseudcamanopiikbisenhabié Penty poré hotl 1R0PadheoBadSkS is not an ARP
LRPannouncenertt packets out the potts If the packet broadcast is not an
LRP request, 'Aétbdiedbey d8Y SeiREss it thepecqerbpcdehBEREEst Br dhdedsterisitar t
ARP reph at K3 I Rackel. St AR PRy 3Ret | varfBhHhod
300 formardsq% g.H%%Eé{ﬁg{ﬂﬁﬁggﬁﬁgﬁ?ﬁ{ﬂ%ﬁg o?&g}‘.&ﬁqg$§§§§§§§¥xﬁfggﬁn§ 14
i s further dgmckétlhedioch 3. giihefofwatdelgowotdss thidlocleg bl wddrtpacksatribied imfigARP
reply, nethod Egpdles the ARP reph at block 312 At bl ock 312, method 00

del etes an entP§Fh the ARP | equest database that lias the same destination

AC address and t hgsaQui-68vR fRUEEIan AR E RS INQAGLIDRIHGQALE A RIN&pARE &R V-
Tn one enbodi nent, net hod 300 natches the destination MAC d tess'd orc IP

address in thd2ARR Fegi yiinthahélbicltle aeaaires the ARB raRRstedptabasgatiabbse. B
mat ching the characteri stics,, ~.tg.e“,ARP. reply \\.,ith entries tnt e A
aquost dat alhe s and-deRarT RS SHREsoAM e i B St RSt fad
det erm ne whigh AP hy. NecabembolitRet eguR&t SNbReRhanswaraiaandMMT aldase
unanswered. |In one enbodinent, if that entry is found, nethod 300 deletes
that ent Y arddoartsl s widjess unribnd T mirs vadisor af B wities ndie ARE pgquest
fr eeing the TRIRLY: f 8&;&&&1%;1&%@@11 r%&ﬁﬁglt%gs o Qﬁ%qgéht\%ﬂt?leg&&b %A‘%}mﬁlﬁe 4
is an exenplary flow di agrantof method 300 for the forwardi ng process
accor di ng t o reqesedhadiseand defbtitheodwspenting Bnirigs, pacthdd Bd@Lan Figutiee drhich
represents a further, %&s‘cri ption of block 314. 1n one enbodi nent, ig re 4
modi fi es the YrikhBRAIVFACHT BodrHY ienkeen spsuired ded Mdvehiare provpvearse 8029 D
bri dgi ng stangdar il ORenSMBON RSN ARk AN N EPEEL 1168t SRAL AAD cdiels dnyOf
the 802 ID b;}ﬁggi Flg st 'né)ar d g) f)'acfgie't | Wlﬁ{h u‘n%ow’n MAC i s @r oadcast out al |
ports. | dSoneusmhpdhmentssociated with that entry, freeing the memeory for this entry. Execution
proceeds to block 314
Figure 4 i1s an exemplary flow diagram of method 300 for the forwarding
process according to onme embodiment of the invention,  In particolar, Figure 4
represents a further description of block 314, In one embodiment, Figure 4 modifies
20 the unknown MAC floeding bebavior of section 17.11 of the 802.1D bridging standard.
In one embodunent. under an unmodified section 17.11 of the 802.1D bndging
standard, a packet with unkrown MAC s broadeast out all ports. In one embodiment,
when an active topology change s detected that changes the status of a P-new port

from nonblocking to blocking, instead of deleting entries for the MAC addresses that
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were learnt on that P-new port as in the 802.1D standard {section 17.11), method 300
marks the pending delete flag for those MAC addresses and starts the timer T-long-age
is started.

At block 402, method 300 determines if the destination address of the received
unicast packet is unknown. In one embodiment, this occurs if the port that the MAC
3¢ was previous leamt on had s status change from non-blocking to blocking. In one
embodiment, this change of status can occur as a result of using a protocol o detect

active topology changes in the network, For example and in one embodiment, an active



when an active topol ogy change s detected that changes the status of a port
from nonbl ocking to blocking instead of deleting entries for the MAC
addr esseswOhato/met7é | earnt on that P-nexv port as in thec@daBtoi/eiiardar d

(section 17 1 | ), method 300 mails tiie pending delete flag foi those M
addresses and starts the tinmer 1-1 ong-age s started Lt bl ock 402, method
300 determines if the destination address! t he recehed uni cast packet IS

unknown I n one enbodinment, this occurs if the port that the MAC a previous
| earnt on had its status change fiora non-bl ocking to blocking In one

enbodi nent thbﬁoisdfkaﬁ@i&m@fh seatid SRR BeGPinAS: Gk @Scubttc)lq'é Uus*;rt@ﬁ&ecbﬁmﬂ&col
to detect acne _taopol ogy changes in the netwoi k_Foi exa

e and
enbodi nent, avldenBtypeliotyoEhahde FEiumst kedwy it t@%éﬂsgrfhﬁ? rﬁ*g“t‘%‘é@“ ariéf?ocm
(e.g., as defz!dﬁ?é%k bz“uﬁ 8% 8024 Rewh AROALE ho® Le@RR! e }5&% ik ReceN@d e

t he destination MAC a d ress of unicast is un nown mnet hé 0 determ nes i

t hi s packet wasidr g@e(iedhlmh H04P- of theppackeatvablromky edO@m al F-otcheopackdiodwes

recehed on a P-oid port qeesses this et .u

backot pr dcedtrit ads phua e sleth B Bt ScBRGHRE M HOYPR. pacRel
was not receigyg@s@n a P-old port (e.g. received on a P-new port), nethod
300 determnes f the tirnei T-res. ict~unkpuwn~bcast i unn ng for this
packet at bl ock 406 dkfpachitswvas munedesvedumn Reld ssreduti orveprdoseddnry ikidck
410. f this ti

(I-restrict- dﬁﬁﬁe%hiééé?ﬁ"l%“ ity ic?k“é"t““ *P‘*%Bﬁ"é%%‘*)ﬁﬂé“ fpingder Bk Rent |

met hod 300 st@abi@ktdss i i @hel R ;ﬁﬂi}ﬁn@ RkEMitRh phdRedd dotigsding odar abaseer is
corresponding to {he received packet xedition ptoeeeds to block 4 10 At

bl ock 4109 mevheasop naehed 30G plags foy torr 6T -pbn@nakneri-berdticlat 8y pheket the
P-old ports & i;qi.hl e i i toLn o
enbodi nent EU '0%3&8 Om: nfbgérhgggcas{’?ht%ﬁﬂm{g Ml tﬁmg%%ﬁ tlglm O(?Qﬁt mmman
not the P-ol ctim@»smcmﬁxmﬁimon mfmeeetspémem Qekmﬂmmﬁomm mmmm 300
pi ocesses packets using 802 I D packet processing as described in section 7

7 of that standar dMUdPHgt iheegyid 00sstsq Hagrivs ﬂ}"’ pageet Jat Aiceks thay gl ﬁ@tl on
MAC address of,.Lhee 5iegied Rf}ai@ﬁx%ﬁldﬁmiiﬂqw pan? thogl 300, ﬂ%cﬁ&gﬁtnﬁ}%tl

pendi ng del ete flag Is set I's packet [ ock 412 one enb |nent
t he pendilig dellebmaddagt ilss psaat oot ter R-remt pwrmsamri nhetife P{a@i |pngs.dalixabm1

d

proceeds 1o block 416, where method 300 processes packets using 802.1D packet
processing as described i section 7.7 of that standard using the available ports (e.g., P-

HeW ).
If the unicast destination MAC address of the received packet is known, method
20 300 deternunces if the pending delete flag is set for this packet at block 4120 In one
embodiment, the pending delete flag is used to mark entries 1w the filtering database
that could be deleted if the filtering database becomes full. In another embodiment, the
pending delete flag 13 used to mark entries for MAC addresses that have expired due to

an ageing timer expiring or because an entry corresponds to MAC address that was
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learnt on a port with a status change to blocking due to an active topology change {see,
e.q., Figure 6 below). If the pending delete flag 1s set, method 300 sets a flag for this
packet that indicates that the P-old ports as inehigible for transmission of this packet. In
one embodiment, method 300 will broadcast this packet out the P-new ports and not the
P-old ports. Execution proceeds to block 416, where method 300 processes packets
3¢ usmg 802.1D packet processing as descrnibed in section 7.7 of that standard using the

available ports (e.g., P-new).



that could be deleted if the filtering database becones full In another
enbodi nent the pending delete Hag ts used to mai k entpes fot MAC addressee
that e e woOret/dw6to an a ei tiner expiring or becausePam/1BN6/4951810
corresponds to MAC address that was |earnt on a port v\ uh a ta u change to
bl ocki ng due to a aethe topol ogy change (Ege, e.g., hijure below If the
pending delete flag is set, nethod 300 s€ & flag for this packet that

i ndicates that the P-old ports as ineligible for transm ssion of this
packet In one enbodi nent nethod 300 will broadcast this packet out the
P-new ports a"d ndf thheektiol deor tise ficxecui on ok qeekdsattidodl atk kbytionher e
met hod 300 pi ocesses packets usjing 802 | D packet processing a described m
section 7 7 GFO¢REL & 0dGtdal B iy mﬁé@%\f&b} | EBFSsEIoPAcEE aige SR hRwpackey he
pe di delete ag.l £ Qo dfdin S > 1RI106K, AR, 218X WAD ¢ o
proceeds to tﬁ%%%”ﬁ%é‘?%%%@gd Pr‘gt“%%%'%g%glf%%é?s“‘el%dg‘% “"ef% aﬁg‘?ﬁ‘gyé’ggg %
packet procedsichgrdd’-d@scri bed in section 7.7 of tbat standard using the

avai | abl e ports g Pnew and P-oid) Figure 5 illustrates tiners that are
Gsed 10 Gontrol wHEHC ot B e pRRES BT s saEkat S SHOGRRGA Micas
destination NAC ddFigs seRnAhE IRHRANGRAARC GRIMNSAY o kO bRAG: AIMAO:IRPT 10Ot he
invention Sn Figure 5 at time T 0 (502). a topology change occurs 't hat

changes t he swatdsnoft of Penewnponrt iy Bgureoh- 6l woki hgOt{§OD). ackpnigzy 308)gd n

one enbodi nent_t he topol o change.i s detected usi .prot.ocql. t :
cctively chedksurdpPEg s RS+ aeh Sl fam i e SRR ere P olve
embodi ment i ynk QBB hBe Tt{g.%%g@,gihaﬁéfLaﬂg@tecieﬂ&midg@ﬁmﬁmb’pdﬁt agRclySchstiay t ed
(.502) for sone or all MAC addresses Tearnt on thi's port. \WWen a packet
with an JdRkndwhbigidnadmasich ¢ pruwinsdiecanophel. o aRenROdENEBoitigsPopRete
T-resni et -unkpown-heast, tj net, i 'Y far. this p te (904) 1nNn_;0R8 4
enbodi ment , ﬁggﬁeﬁ&% ﬁ%ﬁ‘%éﬁh“t ?ﬁ‘%}ﬁ: hrr%r* 48 ‘ét%ﬁr‘feéid%%égi‘% Qg‘?% ‘{‘ nalP A
this timer expiress(@d&)omhismeat >t packet with a unknown MAC address that
has a desti nation,_\/&LC that matches the entry associated with th{;()?,et’i mer is
broadcast out the ¥b#RHPPOEE §"v“{3@fc})ﬁ.§m%\‘f“ﬁ A Rddrpsy waese e e ke Basdt
timer has expigd 1:1&,5Qﬁ-)esgr_il:&n%%w%m%' BBt i SehEANSMt gﬁck@-' Gasf Packe!s
with the correspondi ng destination MAC address are broadcast &)ut' the P-old
ports (5 182) .enthdishérs, berbodi memt whehehiT-tmestis isctreed (BAdV sikd Beastertbpresant s

acriteria a e&gir@%&ﬁra 53[&& lgj)gékiia\ssn L B2 &x‘ﬁ&t{n«% \?ig\%ag&ﬂgsts tﬂgtt hatsrgﬁe ck?s\{(.\t/m{%rnt S
MAC that matches the entry associated with this timer i3 broadcast out the P-new ports
{(510). Atbter the T-restrict-unknown-beast timer has expived (506), in one embodiment,
retransmitted unicast packets with the corresponding destination MAC address are
20 broadcast out the P-old ports (512). In this evobodiment, the T-restrict-unknown-beast
represents a criteria as to whether this wucast packet i3 broadcast out the P-new ports,
the P-old ports, or both. In an alternate embodiment, retransmitted unicast packets with
the corresponding destination MAC address are broadeast out the P-old ports (5§12} In

one embodiment and in response to timer T-long-age expiring for this destination MAC
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address (316), the corresponding entry in filtering database s deleted (514).

Figure 6 15 an exemplary flow diagram of method 600 for the actions of timer
T-long-age according to one embodiment of the invention. In Figure 6, at block 602,
method 600 detects that an ageing timer expires or an active topology change. In one
embodiment, the ageing timer that expires corresponds to a MAC address of a unicast
3¢ packet In another embodiment, the active topelogy change is detected using a protocol
that detects such topology changes. For example, and in one embodiment, an active

topology change protocol 1s spanning free protocol.



the P-old ports, or both In an alternate enbodi nent retransm tted uni cast
packets vuth the copespondi ng destinati on MAC address ate broadcast oitt

t he P-ol dwpaon/igb4762) | n one enbodi nent and in responsePCo/IB@n518td ong- age
expiring for this destination MAC address (5 i6) the corresponding entry in
11 Itering database i deleted (5 i4) i igure 6 LS an exenplary o di agram of
nmet hod 600 for the actions of tinmer T-1on )age accordi ng to one enbodi nent
of the invention In Figure 6, at block 602, nmethod 600 detects that an
ageing timer expires or an active topoSog> change. In one enbodi nent, the
ageing tiner that gxgoslesiaaraiespEnidetstibe perlds-ddaealig @i samumiizecﬁsamg@mket

I n anot her enbodi nent, the active, topol ogy change is det ect.ed u5|n

protocol t hatlitgat dB 8 sHbRd) S F"é‘fby'l ’éh%ﬁﬁbéo ‘“Fé?&“é&ﬁ%f gxpigng o %ﬁ“’é‘f“ ar

enbodi ment C t 0
bl ockl 604, rrea?ﬁg dkd6 %‘%S@@g&kﬂ%ﬁcﬁ@@g Pffjcgv}m 88%&:@332@%%%9&11& "Iel%nQ Qé AGRE Ly

T~i ong- age timwemulyninghe fzﬁmmdﬂmhtse amdan mtr\empocmmspmahrma@m mgzdniamﬂ AC
expiring for piﬁrt.i\cgl CFE 600 sets. the gendl ng del et e, and
starts the T-#AG g ‘1“%1’ “’P P ‘&H“éﬁ‘f ?f{’ﬁ”"f’hfemr%"i YEPE POt > P5Ehagh,
entry that coinesRaRdpeidnd-abiRBLtnAUkA: (M€ 18dresambranatiac gubadiyrent
and in response to an active topology ¢ a ge nethod 600 sets the

pepdi pg- del etlearhi tagtﬁar?dﬂ@t 2 §1&th€iﬂ'wii§ngdagge m &r&erkiﬂ@r aI I I\/AC addr esses
3earnt on he port lIhat ;1 it gl 51 r ?kgﬁ chi gl ? ,

exenpl ary flow di ag¥dm of ‘ffe‘t‘ﬁ‘&? ‘“i-‘o OOt P “‘t‘? r?BY“ 8 4y "é&‘” #ﬁ"ﬁg‘m
accordi ng to @pRienReAiMRNtc he ERBodieANb AR ink emlimguner%u&_t ?bhtoﬁlkxcﬂﬁa“f

met hod 700 detects that timer r~long~age e p re Lt bl ock 704, method 700
del et es d¥correbpbRel Agednthay imeonriongags pxBirng ! dpckRdeneihgdriatidslensyl ock

divagram {1 | USLEALIAGANGXSRL Al ULl et vork el erent 800t hat

transitions frombridging protocols used inig re 2 and
LS and' Ot PBB acdogirgistobpbk degooadifimntiiof ab h&emylﬁi}eh‘%nIwnémpmeﬁaem
backpl ane 806_coup les to line cards 802A-N and controller cards .804A B

Wil e in one Wb wmnontéﬁtwiﬁ@”rneé\aﬁwérsﬂ%‘oA}p@ds?%dmﬁpbqﬁ»ﬂiﬁré‘* Privewssi #y of

the traffic by 4 LAga ﬂsméotggf‘nagl’; oh@eﬁ# ?&ﬁ{gﬂ{@f tﬁg@fﬂ!rﬁe 'ﬂ% §zsmﬁpﬂf[br'19!£ﬂ &le

cards 804A-B performthe sanme an erent fu I ons
br oadcastliSng &% edgiass rimeodaludiq 602 pa¢ ketiscandllor canls casA- ﬁac k‘ém wmhone

unknown MAC addr resses gr}a'%g @d%a%ﬁﬁ ﬁr)escy)il (tzl on rs’eqyuesii Pg ﬁ elt e SLC %)
Li ne cards 8CPRN'BroceE L O tfﬁ?ﬁ‘ HEL6PHIY Pottng I'ft:‘r é‘%
recei ved BO2A-N, in alternate embodiments, controller cards 804A-B perform the same andfor
different functions (selective broadeasting of address resolution packets andfor wmicast

packet with vnknown MAC addresses, tracking address resolution request packets,

20 ete). Line cards 802A-N process and forward traffic sccording to the policies received

from controller cards 304A-12. In one embodiment, line cards R0ZA-N switch unicast

and ARP packets ss descnibed w Figures 2-8. It should be understood that the

architecture of the network element 800 iHostrated i Figure 8 is exemplary. and

different combinations of cards may be used in other embodiments of the invention.
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While the flow diagrams in the figures show a particolar order of operations
performed by certam embodmments of the invention, it should be understood that such
order is exemplary {e.g., altemative embodiments may perform the operations m a
different order, combine certain operations, overlap certain operations, etc.)

While the invention has been described in terms of several embodiments, those
3¢ skiled m the art will recognize that the invention is not limited to the embodiments
described, can be practiced with modification and alteration within the spirit and scope

of the appended claims. For example, and 1 one embodiment, packets with unknown



fromcontroller cards 804 VB in one e bod e t line cauls 802A-N sw tch
ncast and ARP packets as described irs Figures 2-8 It should be understood
t hat t he wochiwget7are of the netwoi k el ement 800 il | ust raras2or/biigure 8 is
and different conbinations of cards nay be used in other enbodi nents of
the invention Wile the flow diagrams in {he figures show a particular
otdct of operations perforned by certain "e¥bodi nents of the i ention st
shoul d be understood that such order is exenplary (eg alternative
enbodi ments nma performthe operations in a different order, conbine certain
operations, ekl aphisestat Rooparatdansh patkeis)antiche bt behet ypenti grkbeisicbeen
described in terns of several enbadinents, those skilled H the art w ||
recogm e t hat®tthieast AFdates ™ Y. 861 | Ty deserinipn 1 shesniodis werded apsRPipey:
can be practi;ged wdih,ppdification and alteration within the spirit and
scope of the appenge ~clainms Foi exanple and in one enbodi nent, packets ith
unknownMAC addresses are not restricted to I P packets and can e other types
of packet known in the art {Ethernet, ATM etc.). The description is thus
to be regarded as illustrative instead of limting. CLLIMS 1 A nethod
provided in a hybrid node operating first and second bridging protocols the
met hod allow ng for a increnental transition g of nodes in said network
fiomthe first bridging protocol to the second bridgi ng protocol wherein
said nodes are coupled to end stations, wherein the first bridging protocol
shares Medi a Access Control (MAC) addresses of end stations anongst al
nodes and end stations directly coupled to each other with the first
bri dgi ng protocol and whetoin nodes operating the first bridging protocol
store the shared end station AC addresses in a MAC address able the nethod
conprising the steps of. 0 opeiating the first bridging protocol on a first
port of the hjb pd node. Lherein the first port is coupled to a first node
operating the first bridging protocol and not the second bridgi ng piotocol.
operating the second bridging protocol on a plurality of other ports of the
hybrid node | eee ing first uncast packets on said first pott and second and
third ncast packets on 5 the plurality of other ports, wherein the unicast
packets contain destination MAC addresses that aie unknown io the frybiid
node, and limting with the hybrid node the nunber of MAC addresses that
the first node stores i



its MAC addxess table, the step of Iimting conprising the steps of

bi oadcasting the first unicast packets out the plural icy of other ports; O
br oadcastwogotoésecond uni cast packets out those of thecCphBrEd/Hitgioof ot her
ports on which they weie not iecen ed broadcasting the third unicast
packets out the first port, wherein each of the third unicast packets has
the sane destination A addi e®s as one of“rhe second uui casl packets and
wherein each of the third unicast packets was recehed at a tine b\ i ch 5
its destination MAC address ould have been | earned responsiv e to said step
of broadcasti{igalNi® second uni cast packets if the correspondi ng destination
end station were coupled to one of the plurality of other ports 2 The

met hod of clai-m 1.4 viRened Preveed iRst hyPiidgiodg presttgeofust m@o%ﬂw%%ﬁ%@ ng,
ot Soco RO BORRNReRl b PPl BRI, bpcRleltptac
met hod of cl aiemwdik fvm*enim m‘st hadghe prabed!itols %gmidjbmdimnn pnmardise&ereihaamt eps
of : receivi,ng o ural ity of other posts f h. ,uni east kets, .
Cont ai ni g pades penbrRi e Catete adBRi ful DIt ¢ iiten s oroeb R S Xt
oot oo | o MAECRICIRRAEIAT) LASCEEE T KRASHURL byt e ) sl
expirations aﬁitkﬁ‘omumlthGO adh exlsseyitante bﬂﬁa*deh@!lf Eflmwcrnxbs@l&bﬁ hetgen fiodest h
opicast packel s iatue A e ARt 0T P SRHLAEH SO SRC AR Y
gh? net hod of\m\k’aummsgdw @kt{hl@tlhoé%@F}hﬂslﬁ@ﬁﬁqd\p@%ingptl ses L he Zt ep of 0
ageui g tIHe BReTeGRLShe FrseDRdsiss PBARG IBRaNsEe] m?s}é&ii&& reat il FFim 3,
‘é‘{(‘gir f;t”i 2 f]" g f;ﬁgmﬁig g%{tpigﬁttc?gtﬂrg%omg%g dx‘??%tsnts‘gfsﬁgﬁgd She g‘ﬁ&S{oﬁ‘aﬂh?@ ﬁaﬂ sesond
MAC addi essesrhigamgremtslt on one of the plurality of ot her ports of the

hybrid 5 node whose status, has changed from non-bl ocking to bl ocking in
response to @PAEYEE tspeneiddn ool ObHbh BRIy PheRGtNBik . hvhr Keehod

of claims5 WigLslRy 3R InRbEDaChetdIEh SN NG CATRE RS nE G $EBLaPhackets on
1
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the plurality of other ports, wherein the unicast packets contain destination MAC
addresses that are unknown to the hybrid node; and

limiting with the hybrid node the number of MAC addresses that the first node stores in
tts MAC address table, the step of limiting comprising the steps of:

broadeasting the first unicast packets out the phurality of other ports;

20 broadcasting the second unicast packets out those of the plurahity of other ports on
which they were not received;

broadcasting the third unicast packets out the first port, wherein ecach of the third
anicast packets has the same destination MAC address as one of the second wnicast

packets, and wherein each of the third unicast packets was received at a time by which

]
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its destination MAC address would have been learned responsive to said step of

broadcasting the second unicast packets if the corresponding destmation end station

were coupled to one of the plurality of other ports.

2. The method of claim 1, wherein the first bridging protocol is 802.1Q bridging, and
the second bridging protocol is one of Virual Private Local Area Network Service

3¢ {VPLS) and Provider Bridge Backbone (PBB).

3. The method of claim 1, wherem the step of limiting further comprises the steps of!



detecting the acthe topol ogy change using a spanning tree protocol 7 The
met hod of claim 3. wherein the step of limting further conprises the steps
of O | earwDregioMa&7addr esses contained in fifth uni east pathB2E0/NPBSEN ed on
each of said pom and renvng the expiration for each of the |earnt MAC
addresses in the filtering database so {hgé subsequent uui cast packets with
destination WAC addresses equal to one of*~the | earnt MA addresses can be
forwarded out an appropriate one of the each of said 5 ports. S he nethod
of claim, whet emthe unieast packets are internet Protocol (IP) packet 9
A networ k conpedisivpgmatife phiralby i€fobiher puls felvbiukicawhgrckibn nedesing kdohe
first bpd sub-network communi cate packets within the first bridging

sub- net wor k SEEHWORGILE 24UPYEL bridging 0 protocol and not a second

budgi ng pr ot ,%cﬁm‘i\’_ﬂ%&&rﬂﬂ .gﬁ%iﬁlfﬂqd(ﬁﬂﬁ tfdnrbat-’x(pﬁ {(ﬁi@sﬂﬂnSth@fe@ﬁkrg\ﬁfdﬁn@rtﬁﬁc K
coupled to end stations, elrein the ?ust bri dLgl ng piotocol shaies I\/Egl a
Access Cont r glackd\Gyaddpiesis esthod ftifrengnihtabhat ivonsciambadiiterali dndades sames end

stations directly. coupled to each other with the first bridging protocol,
and wher egn éé‘l?ﬁd‘&f“f’t‘ﬁgg‘“ﬁ‘ﬁ’dg’ﬁ%ﬁg?‘éﬁ‘i‘hﬁ“‘\f’\ﬂhe first bridging protocol stores
the shared engoglalin@nhdAGragdiREEeRidR RcMACIREEANASE kAR ELnAVP&&BRtion
bri dgi ng ub-network wherein nodes in the second bridging sub-network

comuni cat e pddkerddmisehiont thee sectwdpibralitigich @tsupanst workide dorydivag ot t he
second bri dgi ng1 n,gltmork and wherein nodes in the second bridging

sob- networ k el lfde nodes to which end stations are coupled; and a hybrid
node coupl ed 4 ahtReHdd Slcland, 64Qndh biid dgh BEdaURIRRILWRLKS hO sePTIUNI cate p
cket between those bridging sub-networks t operates the first d second

bri dgi ng |fr otdstasmininhan pybrtian abeee o Mzwgw.. pildgssep bryed es@plageing g
first node inthe First. hridal netv.ork, a first bridge instance,
coupled to t ect“P’l&rnfét]&é%?l?{ﬂ(%ﬁ%tﬂgg%g%t es the first bridging protocol a
plurality of Dtifheinedardt s oomol, eheten saighiap al détyctofs cotipesenibdespiolt e second

bri dgi ng sub-petwork, a second bridge instance, coupled té) the plurality of
other ports tdEEDEHRR AR SEPEHED of one of the known MAC addresses dug to the one of the

known MAC addresses being learnt on one of the plurality of other ports of the hybrid

ot
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node whose status has changed from non-blocking to blocking in response to a detected
active topology change in the network.

6. The method of elaim §, wheren said step of determining comprises the step of:
detecting the active topology change using a spanning tree protocol.

7. The method of claim 3, wherein the step of limiting further comprises the steps off

20 leamning MAC addresses contained in fifth unicast packets received on each of said
ports; and

removing the expiration for each of the learnt MAC addresses in the filtering database
so that subsequent unicast packets with destination MAC addresses equal to one of the

learnt MAC addresses can be forwarded out an appropriate one of the each of said

]
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ports.

8. The method of claim I, wherem the umicast packets are Internet Protocol (1P) packet.
9. A network comprising:

a first bridging sub-network, wherein nodes in the first bridging sub-network
communicate packets within the first bridging sub-network according to a first bridging
3¢ protocel and not a second bridging protocol, wheremn

nodes in the first bridging sub-network are coupled to end stations,

wherein the first bridging protocol shares Media Access Control (MAC)



second bridging protocol, and a MAC rel ay conponent, coupled to the first
and second bridging instances, to limt die nunber of MAC addresses that
the firstwoadw/mgsares in its MAC address table, wherei nPdiraBMA@0F1810aY
conponent, relays first unkast packets received on the first port to the
second bridge instance which broadcasts themout the plurality of other
ports wherein the first unicast packets contai n destinati on MAC addresses
that are unknown to the hybrid node, inhibits relays to the first bridge
i nstance second unkast packets received on the plurality of other ports
wherein the sﬁd&mbxuﬁi tﬁasﬂxd pagkat sm@ﬂmt aifinnaties taht ah i Gt MAC daddthesagded hat
are unknown to the i d node .and each of the second upjcast packet s are
br oadcast outtdt»*héthﬁr mfhlﬂikt Jrspprigging pquw S pEieren gagioR! the pedes sgeplag the

second uni cas; et., i & Nes) I

uni cast packe?s re(‘5S’?‘\/}éﬁ%é0lr %h}aexstfiggfélﬁ?{dofﬁg@tnﬁgr\q %%diéb%mﬂgfgﬁbtq (gefsh rd
uni cast packatigecont ai n destinati on MAC addresses that are unknown to the
hybri d node, wherein each o hi r.d uni cgst ckets has. the sane _
Goat i nat . on 1A ME s e B HEPCSHR GeL Lo b REIE S HEP
each of thet hoh@niHaAS bdi&%ﬁ'@@f{iﬁﬁ‘@&ssJL@ﬁ&hM@Qn@Eu@n&M@ﬁ Bicokdifl 1 B}% second
destinati on MAC adds ess woul d ha\e been | earned responsive to the

br oadcast of &fhh‘“&elmwﬂfkumioe&snup acketis thi sached bofsp ertdneweds tnchat inodesend
station eie cou Ei i ﬁnwe of th g ﬁallty of othei 10 The netwoi k of

cl ai m hei em tHé”‘ P K BBEEF Ay Lb’r”Blf cB” is 802 Q bpdgny and the second

bri dgi ng protog@rid sodeNeo@ledMior tht!@rsiRind sad@dlRtRin A BBk 0Bk Ko DM@ ate
(VPLS) d Provider Budge Backbone (PBR) 11 The network of claim, wheiemthe
MAC t cl avOcomsekishtbenres thesedrslonts svhnetvodss. Khvwapaass ithatish avhcesrnde es
contai ned m fo I Jthe piuidht> of othei po s aie
exp ed ith f| %EIPT{HR@@% tﬂ@ﬁi‘@rwﬁn&ﬁ %ﬂ,%%ﬂﬁ | tepn dat abase stoieb
expirations Qfﬁrknm MGlaiddnelseede antheifiditeaibeg stbakrtdikse of the foutth
oi ncast packets containing tlie expued, knowm destination I\/AC ddresses a e
Lo be hi oadcastabbHlee R EEcehiedn ¥ frikiogh st aawehélepﬁrhﬁ AI9eEe PSRt i e

po t that dig {»‘QI Al GE D@y ﬁ}@t‘tgc&&)@i@{( blfail Pl lothel tn@hfx QQG&%H%;&%J he

netwoi k of cla vvhel e i e a> conponent et el nuTi es§
oxpi . auoriSof sgheweoforkhe known MAC ddr es based on an ageing (nw

a second bridge msiance, coupled to the plurality of other ports, that operates the
second bridging protocol, and

a MAC relay component, coupled to the first and second bridging mstances, to vt the
number of MAC addresses that the first node stores m its MAC address table, wherein

20 the MAC relay component,

relays first unicast packets received on the first port to the second bridge instance which
broadcasts them out the plurality of other ports, wherein the first unicast packets
contain destination MAC addresses that are unknown to the hybrid node,

mhibits relays to the first bridge instance second unicast packets received on the

]
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plurality of other ports, wherein the second vnicast packets comtain destination MAC
addresses that are unknown to the hybrid node and each of the second unicast packets
are broadcast out the plarality of other ports that did not recerved that second unicast
packet, and

relays to the first bridge mstance third unicast packets received on the plarality of other
3¢ poris, wherein the third vnicast packets contain destination MAC addresses that are
unknown to the hybrid node, wherein gach of the third unicast packets has the same

destination MAC address as one of the second unicast packets, and wherein each of the



pe od of the fust budging protocol !3 The network of claim! !. v herein
the M C relav conponent al so detei mnes an expuation of one of the known
MAC addr eseesiuddet’vo t he one of the know n MAC addi cssceChhaBrgohaarnt o one
of the phiiahty of othei poite of the hybpd node whose status has changed
from non-bl ocking to bl ocking whei emthe st change is miespouse to a

det ected active topol ogv change in the netWoi k 14 The netwoi k of d apn 1
whei emthe MVNielay conponent also |learm\ L addresses contained mfifth
unctast packets iecened o each of said poits, and addi esses mthe filteung
dat abase t hatthsdiheegsepickenDast repackets awirhd bdestichati dRiiMAGHAdAS addes
equal to one of the | eant MAC addi esses can be forwarded out an appropuate
one of the eathldfreupernplspigd Fespopdyil e dupisissttd thpaicand naiopptiekein g
second bpdgny,p ‘c&{f&?%cﬁn § ResRelivwlly shene Q.tzra_a&%ﬁfe@% be %#‘ Lo ;gigzr&} i of other
incremental tiransition of nodes msald netwoil fromthe tast bridglng
protocol to tgeetssecond bridgi ng protocol, wheiem said node aie"> - coupled
to end stations, Wheieirt the first bridging protocol share di.a Access
Cont ol (W) il BEaEek 6f Claia st-Beeaiioe Sroplemi T oinedies Sand? BHACKE T bons
directh coupligd tQnaaiMD ool Bs bR of IVighalPEGEG NGcAT REQCCLwoANGMRE! €1 N
nodes operating the first bridging piotocol stoie the shared end station
MAC addr essed ViPLa) MaCPavdtce SsidgaBrckbiohe (N8Bor k el ement conprising a first

port, to be cqupled to a first.node,. to recen.e first unicast packets from

bhe first nodd: MIRBFSPR oHao T Poyheitin dais b kE @ uBe A4 Gest | nat | on VAC

dd e es thai ®RfRuUNONBh @ WBenN@kuRdlonelere Rlldre@ep cdh@liell YinOlouk h@kcapor t s

to be coupled to a pl urallté o other nodes, to receive second 0 and tl id
(]

uni cast péckewchseiarivedng Gecbratiamt etherepbinite #spitpherdts fikomaiipabase,
destination NAC..addr es 1 LALe unknown 1 anghworlg.clement: a fu
bridge in tanl\\g:lg&figq%eg@%ﬁ}ﬁl &ed%ﬁ%i%‘" ?t e ’Wg‘m‘é‘b‘?’?g‘@?‘ gmgé\g{r)%aé&tg %2‘? % tst

bri dgi ng protiadioktes ahe thosbrodadealisrutnitde fackat @oatdniagnyihofexphed tiiona

uni cast packets that are ielayed to {he fast b d i instance, .
destination MAC addresses are to be broadcasted by the second bridge mstance out the

plarality of other ports that did not receive said those of the fourth vnicast packets.

ot
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12. The network of clatm 11, wherein the MAC relay component also:

determines an expiration of one of the known MAC addresses based on an ageing time
period of the first bridging protocol.

13, The network of claim 11, wherein the MAC relay component also:

determines an expiation of one of the known MAC addresses due to the one of the
20 known MAC addresses being learat on one of the plurality of other ports of the hybnd
node whose status has changed from non-blocking to blocking, wherein the status
change is tn response to a detected active topology change n the network.

14, The network of claim 11, wheremn the MAC relay component also:

learns MAC addresses contained in fifth unicast packets received on each of said ports;

]
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and

remaves the expiration for each of the learnt MAC addresses in the filtering database so
that subsequent unicast packets with destination MAC addresses equal to one of the
fearnt MAC addresses can be forwarded out an appropriate one of the each of said
ports.

3¢ 1S A network element to operate a first and second bridging protocols, the network
element adapted to allow for an incremental transition of nodes in said network from

the first bridging protocol to the second bridging protocol, wherein said nodes are



5 a second bridge instance, to be coupled to the plurality of other ports,
to operate the second bridging protocol to broadcast out the plurality of
oi hei porwe 2impe4rt the first unicast packets that are iPerapmdobzistthe
second bridging instance, and to broadcast the second unicast packets out
those of the plurality of other pons o which they were not received; and O
a NfAC rel ay conponent, to be coupl ed tothe first and second bri dgl ng

i nstances, to relay the fust unicast packets to the second budge instance
relay the third unicast packets to the first bridge instance, and inhibit
relay to the cohpleti dor bdtDetationy ani@aeeihhmesﬁz@oﬂbddum,c;astmpa@k@@s Mydiergicasseach
of the third uul cast packets has the i e destinatjon MAC address as. one of
the second urfiust b‘éé@eﬁ@wséﬁd@fmr%ﬁﬁméé‘ém‘bﬂ‘th@@stdﬁﬁrlﬂdGFﬁ“é’%fmb‘éBkets

as recened atg, g!teﬁ’{‘ﬁewa A’M‘éxc@t}} IR 1HeSid gt %’%\Caﬁ@q @z%?n 86{#:3‘%' ﬁ%%ﬂn& gy ned

i esponsn e to's roadcast of the second Uni cast ets [
correspondi ngiz*eltemd.mat pm&*acehdtoset dieisharcdene scaopMAC mdmeesah 4 Ne\phddatd ty

of other ports f} T eltvvork el enent of claim15, wherein the first
bri dgi ng rot%%’iﬂt T’E“@é’??@“@“‘ﬁr‘ﬁ“ﬁﬁi"ﬂb‘ and the second bridging protocol is

one of Vi rtuaﬁ'fu‘?ﬂt}é@-t{@ HeQGRbleANE R MRT MWK (38 Beik € Birde YRLeRM RPN 8RMirst
Bri dge Backbone (PBB). 17 The nethod el enent u claim 15, V\/nel ein the MAC

rel ay conponewii gheugrt H@r htﬁb udsrgcpackel aphiaoh doftinktiowi 48stddrasisomande

addresses cont gl ned{ {3 o ?st packets received ors the plurality of
other ports are"&Xpi ‘?%‘8 “\?\F‘t‘ﬁ &t eri ng dat abase, wherein the fi Uepn

dat abase st oregiugxipanf ORsr @frsk ROWN MG geSES; oanHed Mdbgah eedehatsetdipse
of the fourth unieast packets containi ng t he expired known destination MC
®

addr essedar englothd prisadcraskas Byperae ¢ o@fﬁd‘dbpwbéh‘tﬂé wecasuPaehess sPuRm ity
of ot her po”(ﬁus& %‘m%%%ﬁm& LQ‘?#(M%\QS&!RQ(I\%Q? k%f\s:&é}i%c&mgh unj cast

packets. wor K €l’enen t he rel aj conponent
i further kv {dét@ﬁmdne ianaexptd dticenplell tonke dirsit fret, knowrrACha den asaigig

based on an agei n% tine period of the first br| g g otoeol J9. The

netwoi kol emaRbopR: P iaPIRICHRSrElT FREPRIGTY & d)e SopBreNt PREFUMERare Uy

determ ne an gm“-‘m‘t‘t}%‘%“@‘r‘g”@’k“t"@@ known MAC addresses due to the one of

the k MAC addr esses b HI earnt“on one of the plurality of othei potts of

t he net wdfk el mmi bintigs exsshat,us beasuplkdrgete Phorhinefcdicoghitagiot@etdtodie ng,

wherein the st uis A

secont bridging protocol, to broadeast out the plorality of other ports anv of the first
unicast packets that are relayed o the second bridping mstance, and 1o broadeast the
second wucast packets out those of the plurality of other ports on which they were not
received; and

20 a MAC relay component, to be coupled to the first and second bridging instances, to
relay the first amcast packets o the second bridge instance, relay the thud onicast
packets to the first bridge instance, and mhibit relay to the first bridge instance the
second unicast packeis, wherein each of the third unicast packets has the same

destination MAC address as one of the second unicast packets, and wherein gach of the

]
th

third unicast packets was received at a time by which its destination MAC address
would have been learned responsive to sad broadeast of the second unicast packets iff
the corresponding destination end station were coupled to one of the plurality of other
ports.

16, The network element of claim 15, wherein the first bridging protocol is 802.1Q
3¢ bridging, and the second bridging profocol is one of Virtual Private Local Area
Network Service (VPLS) and Provider Bridge Backbone (PBB).

17. The method element of claim 15, whersin the MAC relay component is further to;



change is miespouse to a del ected topology change i the network 20. The
network el enment of claim 17, wherein the MAC relay conponent is further to
| earn MAGvVaddroemssss contained in fifth uni east packets PeraBuadominaieeach of
said ports, and renp\e the expiration for each of the | earnt MAC addresses
mthe filtering database so that subsequent unieast packets with

destinati on MAC addresses equal to one of*“the | earnt MAC addresses c be
forwarded out an appropriate one of the each of said pom

detect for which of known destination MAC addresses contained in fourth unicast

packets received on the plurality of other ports are expired with a filtering database,

wherein the filtering database stores expirations of known MAC addresses; and

inclicate that those of the fourth unicast packets containing the expired known
S5 destination MAC addresses are to be broadeasted by the second bridge mstance out the

plurality of other ports that did not receive said those of the fourth unicast packets.

1R The network element of clabm 17, wherein the MAC relay component is forther to

determine an expiration of one of the known MAC addresses based on an ageing time

pertod of the first bridging protocol.

16 19 The network element of claim 17, wherein the MAC relay component 18 further to;
determine an expiration of one of the known MAC addresses due to the one of the
known MAC addresses being learnt on one of the plarality of other ports of the network
element whose status has changed from non-blocking to blocking, wherein the status

change is in response to a detected active topology change i the network.

ot
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20, The network element of claim 17, wherein the MAC relay component i3 further to:
learn MAC addresses contained in fifth unicast packets received on each of said ports;
and

remove the expiration for each of the learnt MAC addresses m the filtering database so
that subsequent unicast packets with destimation MAC addresses equal to one of the
20 learnt MAC addresses can be forwarded out an appropriste one of the each of smd

poris.



