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1) Identify assets of the overall computing system.

.

2) Identify vulnerabilities of assets. This step typically requires imagination in order

to predict what damage might occur to the assets and from what sources. The three basic goals
20 of computer security are ensuring secrecy, integrity and availability. A vulnerability is any
situation that could cause loss of one of those three qualities.

3) Predict likelihood of occurrence (exploitation), i.e., determining how often each
exposure will be exploited. Likelihood of occurrence relates to the stringency of the existing
controls and the likelihood that someone or something will evade the existing controls.

25 4) Compute any uncovered cost per year (expected annual loss) by determining the
expected cost of each incident.

5) Survey applicable controls and their costs.

6) Project annual savings of control.

This last step of the analysis is a cost-benefit analysis, i.e., does it cost less to implement

30 acontrol or to accept the expected cost of the loss? Risk analysis leads to a security plan, which

identifies responsibility for certain actions to improve security.
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as routers.

25 The use of multiple tools from a variety of vendors for a single computer network
analysis is a labor-intensive task. Typically, a security engineer will have to enter a description
or representation of the system (network) multiple times in multiple formats. The security
engineer then must manually analyze, consolidate and merge the resulting outputs from these
multiple tools into a single report of a network's security posture. Afterwaids, the security

30 engineer can complete the risk analysis (calculating expected annual loss, surveying controls,
etc.), and then repeat the process to analyze alternatives among security risks, system
performance, mission functionality and the development budget.

Also, none of these tools use an aggregate "snapshot" approach to the system with a

2
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25 It is therefore an object of the present invention to provide a data processing system and
method for assessing the security vulnerability of a network without having to analyze the
network multiple times.

The present invention includes a method for assessing the security posture of a network
comprising the steps of: creating a system object model database representing a network,

30 wherein the system object model database supports the information data requirements of
disparate network vulnerability analysis programs;
exporting only the required data from the system object model database representing the

network to each respective network vulnerability analysis program;



3 WD 01/59594 PCT/ USOL/ 02825 anal yzi ng the network each network

vul nerability analysis programto produce data results from each program
storing wheideda results fromrespective network vul nerabidiishiap@kysi s
program and the comon system nodel database within a data fact base, and
appl ying goal oriented fuzzy logic decision rules to the data fact base to

det er mi aelydieg secrstivoyk pehtieeot vilherabRiweRKysid Fz%g'i@rhh@ Préfitte WtLresults

rocessing systemnow all ows for ready assessnhent of the security
VUl ner BT

vul ner a Bf°&® et wor k. The net hod conprises the step of creating a
syst em abHRE thdad® resdft 3RAS G SRPLES AW Y FuURE bj &gl
nodel dat ab%se supp(r)ersts t he iin Qrﬁat ?(gj&tr‘&d?gata ré%?r(gnnégsﬁ%%?érggs%%é}a ®
net wor kCopunae et madebgrinbase winingdatatact basetdnd apptytinglgoadntignted hexzy apic r ed
data frgmt ] | . dat abases representi the nefwork is
irrporte%é%&t?%ﬁ%s;%ﬁ% g%%g%#ib\g%dtﬁéite\g\%r VU ﬁ%ﬂ%???%%&%@gﬂv% ogram The

netwosk is haha:heythe@lam «ltmtatplnecesmggysgéﬁfmhowmmdu&@r ldacﬂyaasfs@&%ﬁ{ehﬁoff thlé)Eﬁcﬁ?iE}hl
program .The data result e stored fromrespective network vulnerability
anal ysi %‘H'B?IBB&%ﬁﬁf %ﬂ?f‘“[oﬁé @%%Wﬁﬂ‘ogfé’f’&%ﬂsﬁ%@éls PR SBRASBE W Sy Riem ebierarepdet act

base. Gaahb#k r@tReihEaANWQM ThaGESh OFelthSif] a&&&i&%%%&@%&ﬁ&@ﬁ dat a

fact base to determ ne vulnerability posture of the ne |
anot herdata prepyirepienysd dispasaipnetwark ﬁvz@rﬂbiﬁih@nﬁb'sia @dogrempr Irsihs nhdtkod toapy of

i mporti . ' I t system obj. ect. nodel .dat abase via
filter s@lgé s@m gidg% éc\?\nﬂtﬂtersg %ggf%%ﬁe%@?‘%cﬂ ﬁaé)taé%srrﬁpr\?ﬁ Aﬁé\gélﬂﬁ Wﬁ%ﬁﬂﬁf gerEted and
i npona i tegaski wespertivaneyrark etiimpgilitatnabsis fro@GER MG Hvbikek hAgezed Withihd |
anot her_as ec%ﬁ) of .the present invention, tt}ﬁ etwork can be nhodeled as a
map on %“’éfaé'b FESPOT SRl R BT S M RTE AT Fg_f**aﬁ%w}ts exfteed Gergptnestedl t o
def i ne RéwepLAEAbSitinalfRes FHEEMeHanY hd B EaRHh &isler@RRHY B R AIRRES, dpat

share conmon data an (?rogramﬁn traits. Datd results pertaining to

net wor kKashResen{-gat atigreed frmzndpgictdspisiongiudes are Herteanmdied|to i detadhitibasé &5 and
net wor Qgt%e%@g@%?ogﬁgo%gn%&kbe obt ai ned. Conveniently, a
conputer programresid on a nedium and can be read by a program and
conpii ses i nststikbanethsr agpechus eheapmoaplineention, cheaictha@l sympsasobp egdp spdel

requi r s PR ERERHLRR RaPioR e ARGrRBh T ego i ar e it opanscmied

conput amtm@gémmmasoﬂa&mmwmgﬁnmaa&&poﬁmgydatahx%t@gm@d a%%hgé’ﬁ&q from

the system obj ect. nodel database to each respective networ vul'nerability

anal ysiROFRaYras airgagh afnystil anethereaspectiof ihe Aresertrinventiooy fhevagtwerkagsin b v

anal ysisioddQ05 b of" A& ih@SUkd S FLOM; s IS4t S5 LS are

stored Wlpt h the SOngrE%%ﬁqgglst em rr[)diléllEé oféttgg%%gﬁg\n& h{aﬁ%gg%?léshhggé 3%%%%_

The ébr?ﬁﬂt?@nelptﬁcﬁjrthmnatvg@kcwé}a@@bﬂitj' rsalysis tirogmmisotha sisge @aononputiet dral

ot ex e e il AR rooR bR Gt AERER st el en S ropOfies, ©
node level vulnerabilities and network level vulnerabilities can also be obtained.

Conveniently, a computer program resides on a medium and can be read by a program

and comprises instructions to cause a computer to create a system object model database

25 representing a network and which supports the information data requirements of disparate

network vulnerability analysis programs. A computer program causes the computer to import

only the required data from the system object model database to each respective network

vulnerability analysis program and analyze the network with each network vulnerability

analysis program to produce data results from each program. The results are stored with the

30 common system model database within a data fact base. The computer program also creates

instructions to cause a computer to apply goal oriented fuzzy logic decision rules to the data fact
base to determine the vulnerability posture of the network.

A data processing system assesses the security vulnerability of a network and includes
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FIG. 3 is another block diagram showing overall architecture of the system and method

of the present invention and showing filters used in association with the network model
20 database.
FIG. 4 is another schematic block diagram of the architecture of the present invention
showing the fuzzy logic analysis.
FIG. 5 is another schematic block diagram showing high level architecture components
of the data processing system and method of the present invention.
25 FIG. 6 isanother high level schematic block diagram of the data processing system of the
present invention.
FIG. 7 is an example of a graphical user interface that models the network as a map.
FIGS. 8A and 8B show open windows that provide data resolution in the establishment
of the system object model database.
30 FIG. 9 is an example of a graphical user interface showing the network model.
FIG. 10 is a graphical user interface showing various reporting options for the security

posture of the network.
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exanple, a déHpalo ish blaskdiagamstiowampary olpjess/ @39 hoerardhyconf i gur ed web

servers that i. Nt | server, for.exanple, scripts, .
anonymous FT a'tlﬁc?q %E/%b)%pﬁ%%{; g?‘ﬁ’él? & %ﬁﬁysstelff S Wﬁ&%&’é‘eﬁﬁ‘bg}"@ﬁgﬁ} 20
out dat ed, vul nerable or default configured software and firmvare and weak
passwor ds. L?Iﬁ&s ..coul d al so include inproperly ex&%)rted file sharing
services, su ailslu}{%tﬁﬂﬁ?aé‘ Wl%%fﬁﬁ%@%“%ﬁl n‘N@‘_P@f | haying infrrealsarvers42110
coul d alisn doRhbdds i ERRL BUISD 08 chiRahRRESh %@Qﬂwﬁoﬁﬁmﬁﬁk‘&%lﬁ(ﬁsﬁdﬁn g
standar ds

probl ens caused by a | ack of conprehensive policies, procedures,
and guirferriaheesiter A08 ispponrectaside she fitemalli106, brareboifficet18Y caruhseatcted to internal

r enot g- SR in and .t 25 external router 4 coul d have .information
Ieakalg’e%?’hg\f?gughgié 8%1\%/1?8%%“}5 2@0 %aasregﬂ\tﬁ?ccﬁﬁ slg,rverflg(gé’é repgis disrsll4gySTAT,

NETSTAT, TELNshgthaseitple W FICDWStrdfuchEBrobinSMBnl 98 Mé8F or kI B HiRtehd3k0&ith
and zone transfers to non-naned server hosts. It could al so have i nadequate

| oggi ng3s HEHEBI #5Y & A0 Wiy A GBaEARATY Perviss, Imeaamplme Hewitafservi@zndoul d
have a afibSARRLOPTP 8 fikchhditired fledldeARS MR SHAR bR Sn Rite XF1 NervBOihy QL nRRXEC.

The firewall 106 could 3o be msconfigured or have a msconri‘gure ot er
access &&Atsempts| armynmptus FBENd FEIB. ridteviotekngd loiN'e 180 aswddntlydamnex@hgd, e of

commbj Bﬁ%te%%gﬁrgge o default configured software and firmware and weak passwords. LAN's
could also include improperly exported file sharing services, such as NetWare file services and
NetBIOS. The internal LAN 110 could also include misconfigured or unpatched windows NT
servers and problems caused by a lack of comprehensive policies, procedures, standards and
guidelines. A remote-access server 112 could have unsecured remote-access points and the
25 external router 104 could have information leakage through services, such as SNMP, SMIP,
finger, roosers, SYSTAT, NETSTAT, TELNET banners, Windows NT TCP 139 SMB (server
message block), and zone transfers to non-named server hosts. It could also have inadequate
logging, monitoring and detecting capabilities. The branch office 107 could have a
misappropriated trust relationship such as RLOGIN, RSH, or REXEC. The firewall 106 could

30 be misconfigured or have a misconfigured router access control list.

Although these network problems are only an example of common problems found on

networks 100, there are many other problems that could occur, as is well known to those skilled
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net wor ks 100, there are many other problens that could occur, as is well
known to those skilled 6 WO 01/59594 PCT/US01/02825 in the art. The

syst em and ofy8dsbpd of the present invention allows the vulpagyadeibises es of a
network systemto be identified. The software of the data processing
system and nmet hod can be |ocated on a user termnal 120, as shown in FIG
2, showntwah identified vulnerability of a node 112 connected in the

[ | LAN,110. F f.d i
and 5 et nod P6r 1RE pr BURTE SR R R R v el RS Rt

Vul ner abitbintty bd Riehtifid/ TYhe soft@rare ofahé Afth pRoddSsifig $i&68n hd BRI daRDe Mhiar K
vul nerabiliti eipgqulﬁ? [i sks The data processi \r;&l system for M ng the NVT can
be | cad@d BH! if 120napenesain Ein2. shnving gnuieniticd aﬂ%y phpBoge 112
pl at f ol g GaRAh v ﬂ%rﬁal'l_%fﬂﬁ‘ﬁoﬁﬂlxg géa@faagn &P%édi& &Ea&a%s?lﬁ,ﬂeﬁ% fof
assessnent tools, also commonly referred to a network Vul ner Ity
assess megthodef thp pkesezrrtahy@lt@npm be mremmgmormva@Muvmmb(mvm hes.e

net wor k v Inerablllt anaI Si.S pr a Ily are the standard
cors/ GOt par%sge¥35r’$‘§t &Ete seévgﬁlﬁ‘Y‘gn gﬁ %ﬁg lésnd i ncl ude HP Qpen Vi ew,

whi ch all ovﬂhﬁeibwﬂ@césuihg@aitbm fdtxﬁﬁig\tﬂé mcmu@ddedmﬁtmdﬁumﬂ@ 144@rmANSSR
(Anal ysis of Network System Security Risks) as manufactured by tre

Cor por dtTERE YATEerS Tkt waie kYRS RIAT A rss Péo‘tl‘é%P lowpetsolitiopidraperiie dat a
gat her ijfige 12,-RBA 031 REEmMPRC WIIENAS Cbrmin@idy R td SK mgﬁxg Weerabili

met hodol gy known as RAM (ri sk assessnent rmdel) can al so used and is
i mpl Wrastessménd or ek @Rllysﬁs Riegxamsdhrqagpp@ir&us dpﬁ@g:t@pmrﬁhgselrat»gmg@lnmm so

al | ows si.ve i r|or tize t he .t ask

list, 59‘%&' llslprﬁg’%& emg{t%}ga+ vmctcgﬁe@#(? |ankssff“ 3’|yce§UI1Vt i's

g\égintsi lgﬁgr:ﬁer;ﬁtﬂlggl:‘udeHHOpasgge(vd@dush a)ltbfvge(rn i gl?algg?{ﬁga%;bgel i ngsgfangglrrpl ex

deci si G¥&V° %ﬁ&ﬁ %&gé‘?‘“@é’s’g ﬁéﬁ@ﬁ@?f&r%sm SHER PR As MaEastaed; iy

i nt 0 a NIRGIIrPPraBbAGASOTS %&kgygt&a%nay%amv@akh AT {;as%efd% Piihdriong a

nodel, and perforns anal yses on the nodel. DPL-f contalns the

functs endlsingle ipgrurrericatad 1oL MR sprigk axgessment gm%b@d@ogm@pWaca@ R&M frigh t

t I t I 25 t
ree. CORbiHal! ABdel] kb ARALYLEALLA'S fABACL Sh 48 SPEALLLRY! L R o

and incorporate t ains uni q
t ool s. pr\gamnuhg) Ginguagec Rudd alsh ell@sbs pastslye tlatagatieuingtier eemtl tr@u&»guy, phbﬁu_zes

pr obabi f an vent in the. t erform tree-specific types

of sen§+‘ 6N “B%P_enilabﬁf’{)’%oﬂ%sw% “A’PBIFF&%%}] epyices; %Fb?ﬂtg?

tinme s%hlembnto a nodel. This allows a nodeler to account for deval uat| on,

capital growh or other tine-bearing quantities w thout changing the

strudture ofPkhedasising proprmmingn lapgyeEel ds 2 RSMsn SRR $afbrRir Reslinesithat i es

for ra@é&é@e‘é ll:‘t'[te HE)SQJJ%) é)! (@&mléﬂsb rI@amoQ\ss apltlser ‘%‘m}ﬁ atfewllcgrt&fmﬁfeﬁfd an
ration of cut -

expert oplnion gene system enuneration and orderin
flexibility into a decision process. DPL provides a graphical interface for buﬂdjng amodel, and

performs analyses on the model. DPL-f contains the functionality built into DPL and provides
a graphic interface for fault tree construction. This feature allows the modeler to create fault

25 trees and incorporate them into DPL models. DPL-f also contains unique analytic tools. These
tools include the ability to calculate explicitly the probability of any event in the tree and
perform fault tree-specific types of sensitivity analysis. DPL-f provides an interface for
incorporating time series into a model. This allows a modeler to accountfor devaluation, capital
growth or other time-bearing quantities without changing the structure of the model. DPL-f

30 provides RAM with additional capabilities for rapid fault tree construction, libraries of
embedded fault trees, an expert opinion generation system, enumeration and ordering of cut
sets and a graphical portraval of risk over time.

The ISS Internet scanner as developed by Internet Security Systems Corporation (ISS)



sets and a graphical portrayal of risk over tinme. The ISS Internet scanner
as devel oped by Internet Security Systens Corporation (1SS) 7 WO 01/59594
PCT/ USOM Q383594 al | ows active data gat hering and ; cans a pegiwsdisher hosts,
servers, firewalls and routers and assesses security and policy conpliance
w th networks, operating systens and software applications. It allows a
snapshaoallowstactiee daid gatheoing ahé rcams tawetkokfophbas) cerve s fifdwal ER@ge ouRF 4R NS
are di spar at e net.ﬁ/prk vul.nerabil.it an, Iongi S kfl)s[]ograns that the NVT of the
pr esent SR TER &Nt RRECY SPTIPHRRG: Wit oRPtWETIvn OPRIFHNES SHS teams aph sgftware
know edggplissidrei TrdllodR of snapBi irktirnaRh @R oRERAAHAN 65 c"i‘)mﬂaﬁ@@h%@kt. These
description of a network topol ogy. This topology is used to capture network
attri bLR’@@W%HM%%I“M%éiugﬁfafbyhtb’@mb’é@mrri)mdhmhaw of ths present

G aphi qg{,emraﬂowsq&fﬁ@@gﬁgé%n_al so used to inprove accuracy of the network
nodel . In accordance wth the present invention, the system and net hod of

the NVT 10 Ehet diVEL ischdsey arapskremwviedgdes sdlivgatiet imntevandl, ednictdinsqirporates e
existin et k as.a del on a raphi cal user interface, such as shown
'n FI G EpioEd deRich OF aneqrer RlPRouitls PRI a5 depsrerera ThEvRBY k

t opol ogytritdssendnmabebl wabeqhasloRe Bedirie PulRebilticad d1:8pRicAfusar indetREkEd
router for the network, the NVI of the present invention can use Open View

and sedt9sefl §p IRBIAYGRETEaGR] the RevorkwIoges attached to the network. NVT

performs an @Chi¥RiSeal % tﬂ,é_ﬁ}%élﬂl R HESA! l?lllére gkﬁeﬁdgﬁ%%ﬁ?@&in@ft he @‘%}I\I\Dnapr k,

and addi ng what ever response i'nformation it elrves S net wor
NVT 3 setematidatis snapspareaistingeetvork iod daradisplagtbpegsthgnetworikas adnbleltdhe

gr aphi ¢ r.interface, as illustrat 0 support dr nd dyop.

syst emé%%%??e%%eﬁé{er%%eh FE" G MRE 1 %g(ls‘u%i angor seg‘éﬁ’lplkf' rYRftafew cotdd

i nf or megraphicAlor delidtermaibiietofeiggNOnot thReSawaek higthen odvddr Y Mdedade & onal
detail s, as .required to provide corér)FI ete Io?j cal network planning. A user
20 can gt rogfr fadhe n%ﬂ?’oé]ﬁtﬂ?erm_ W_Srﬂiestﬁﬁ RVEREPTHRATRSE Rpen Vétyhandsaasitk

i con. MBeromphRtdRiKom¥s Herddestichdd iPheNRewbAE nNWr@éﬁ;rﬁ'gass’a# %v'e\:l\é%arch,

represents and stores the description in an object/ I erarchy, as
showtP FEnging @eavipledl addrases onlthe anvark, argbaddihg whatevex pésgpnedinbebraon A
single i Y RRIE | supports the information data .needs
of the r%ilgeg‘géasg(g%tgg%et V\%Irxgg]i/ul neaggakfl i |lt%§/es iﬁ%ﬁ%li%‘e%?‘g&or T S8 neEgoTky

| ogi ¢ pritctegraphi@bust inthadepsiillistrasdd, @Msappor ted gainideropf A bigerh @fllitb@ufd om
the prograns, i.nto.a.cohesive. vul.nerability/ risk assessnment to obtain a
vul ner §%P?)F$h‘5%‘gﬁﬁ?% Sfﬂgtﬁé?ﬁiﬁ?@g%am ajtpmpHge degigpprandegdimg

i nt er f ag pravtiddAdditidial dERas 8 ﬂag{n@ec{ RIPreviRe tehbR B%icﬁﬂ’f‘etv%ﬁ&t rﬁ%ﬁhg})kﬁs&es
the use of nultiple tools and elimnates redundant data entry. Ft also

pr ovi% €8N alspeprgeanit an eniire nejwariees : mypthyausinddbemmeivarkéwnpl et e data for a

gggggi |ViU|t iﬂg;ﬁrﬁ&ﬁ b YRR R SRR AL schiBBbn AbEH LML Bletet0 ok €996, ARIQL ALLON

the description in an object/ class hierarchy, as shown as an example in FIGS. 16 and 17, as will
be explained below. A single topological system object model supports the information data
needs of the disparate network vulnerability analysis programs (tools). Fuzzy logic processing
25 of the results allows correlation of the results from the programs into a cohesive
vulnerability / risk assessment to obtain a vulnerability posture of the network, as shown in the
graphical user interface at FIG. 10. The single representation of the system simplifies the use
of multiple tools and eliminates redundant data entry. It also provides a foundation for
addressing the problem of incomplete data for a given vulnerability assessment tool and future

30 knowledge negotiation capabilities.
FIG. 3 illustrates at 130 an example of the overall network visualization tool (NVT), data

processing system of the present invention, where three network vulnerability analysis

programs (tools) are illustrated as ANSSR 132, ISS Internet scanner 134, and RAM 136. The



FIG 3 illustrates at 130 an exanple of the overall network visualization
tool (NVT), data processing systemof the present invention, where three

net wor k wabiysysedi | ity analysis programs (tools) are ill pgtir@oeo2sas ANSSR
132, ISS Internet scanner 134, and RAM 136. The 8 WD 01/59594
PCTI USO01/ 02825 system and net hod of the present invention creates a system

obj ect symdelardiahethad ef {H¥giruehkinvibelkeh croies 4 3Btérh abjettanb @8 Qatabase MRIWEAK and
supports the_i nfornatl on data reqU| renents of the network vul nerabili ty

anal ysiMofRlsp) dag that pepresratschnebjosk endsiaporgaths BrsEmatys dedp requrmaentgof
single &@R&%@pm&@p&wﬂ? ahdlf s1§"% éﬁg ﬁ%%t«&g%n% efé%baa,da@a%qs@ﬁﬂﬁgﬁé%m he
| de ata to

need for a single internal sentati on a network to prov

t he netawingle veprassmédsioni nyh‘amhgssdsvstammragzsmancu' fddressed ¢he 488! fosesinghy ect
oriented ) vi de an extensi)bl e set. of onents.in a
cl ass hlfltg%é?crﬁ@/refen %Jcan %éle i ReRroyister 47 & & O %mﬁé]fmrq%ﬁté’ el oy

hi eraa”qh\Mg;nah@w des a neans of defining conponents with shared conmon
traits |Iereta|n|ng th peC|f|csthat di stinguished it from ot her

conponent s. ¥ BYdft §ﬁ‘st3%°bé‘ﬁft PRgNtedi( @ ivesthedaipeiaic previdelaateaxemsibigset obj ect
ori ent e LRGBS GHESIREONLAE R, BRPLAE %@%hﬂiﬁé‘d‘ﬂme%%éeﬂkme%boﬁﬁ PR %Ls can

contain areference to any object, 1ncluding Itself rovi des
flexi blfeemh@m\smsraoneamebmwrgqqm@mtwmsmd @mmolgtram mémltemtymm@ so,

obj ect orien sent.at ds itsel r.ead rmdlflc nd

oxt onsiSriner wer BEERETR LR omE Rt chiBin it U B R R F e R Gl
and e Wwela@6isIop, afyeesomdritéd tedhhigiies plovite Sh@iininénih&hadisnt i WBich ah4Bjedt €
associated with each of the netvvor vul nerability anall%(m S progranms 132,

134, 13615 3 RIFTERTSOrRY% OPIsSE 2naheding el byhis PFvddesc flgdbla sreghamism for
vul ner gBhlebdntinl LY RE;chIb IS8 RAREL A KO t £:98]ted &:get hﬂ%on-ﬂgﬁs fidsbit ?J S

are a C++ base class'that provide a set of virtual ods to allow data
nmov enerfeadye mgsidiication adredyrsianmaands adeap fogamimfoThetidn hsseraralesuenpy vietes a

means fQr ]% o) ion of the tool and 20 conpl ete data
needed éfgt ool . b &(té%%g aergsg a%%ol as a filter, calling the appropriate
met hed V\A t h‘ksns}tdﬂﬁi fri FIe 6, filberpaud Gfdms‘shﬁaidﬂ%iﬂedad}ii&kthe inB&A &ttt vignerability

initiali runni ngg',z %ortl n ég‘ata exporting data. Each tool can
have a é’tseﬂreglfaﬂst Lt dPaard aHgwpe th%t date rofdie BYo? BRSPPHEC REAWRTK

met hod \spechbitigalrb¥ran®to bbSddRbito Weith& @dtggaxﬁo gt hﬂéx@gret J@gs&% LlaSs @A

wel | -defined programm ng interface (AP . This allows all tools
to be tprewided tehef yanealwhethpeds waﬂoxzsiaaa owemgnt h@“@dmtbq: Whﬁwtmrmvlad of

t OOl S Vﬂ E%ﬁ%.g\ etaﬁﬂérngm%v%es eXI f%tr IﬂquWr ICCi%?’les XecC Elon O he! trcl)gl and

conmuni‘ca ween usi ng the rec nolog
st r abghbfrpistadska nAedd byfa thol. NS T V]Swtsas&eldollvtstaffﬂtelﬁ \&alipgehd ap}ﬁ*oprlatb mdﬂ(ibd’l g

TN TR TN R TR X T
for eveRpsriigcdutASELRNDA cafhab@l VbkRete &S s@clA8hAd PREViGAHR means to define
each method specifically for the tool, while still providing the generic and well-defined
programming interface (API) to NVT. This allows all tools to be treated the same within NVT,
25 allowing the addition and removal of tools without changing any of the existing NVT codes.
Establishing communication between DPL-f and NVT using the filter technology is
straightforward. A DPL filter is tasked with the specifics of building and populating fault
trees. As an analysis tool, a default tree can represent a node in a network as developed and
provide a probability value for events such as denial of service, loss of data and data

30 compromise. Actually, DPL-f can be used as a final result tool.

The network is then analyzed with each network vulnerability analysis program to
produce data results from each program. The data results are correlated to determine a security

posture of the network. Network validation can occur through the fuzzy logic processing of the

9



30 conprom se. Actually, DPL-f can be used as a final result tool. The
network is then analyzed with each network vul nerability analysis program
to proowoeidedwa results fromeach program The data reswdusngeerrel at ed
to determne a security posture of the network. Network validation can
occur through the fuzzy |logic processing of the 9 WD 01/59594
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148 to display the network nodel as shown in FIG 7 via an appropriate
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programi ng FHedriflusteatasgohighlexe] Wogk dipgratri similaf todfaE 28, sindwoirighite $@tdndtlsedt 00! S
164, as._i d nodel t ... di scovery .tool and i nformation
anal ysi éﬂ (Jtdgg?é{at%h%t 1%}5}% il %et%ga%hg}\‘/eéfr ar “é‘?gtlﬁrﬁ_oﬂé’éﬁpf’g ik daséeeraied An
app! iwatpplicafibn PEGHTRINAYNE hitafdaae ﬁb@&oﬂﬂﬂg@riﬂﬂf&ma@ﬁbm B84 ribR t%stai%%ta; 70

. An

wor k inﬂiogj uncti on "t,\gpnodel dat abase 1 n eval uation/ assessnen

manager “{*? aterr‘}afﬁaag@o\flxle k isRveynioghard érfornatipraanalpps temds Hom regsudignatimi ng

i nt er f ag@erbi\B dtenk Peshitéddal ) I e . 6 _t.0 correlate

data results }\L}\A th fuzzy I%Egsigga(gp%giéspsuié%g(?nﬁ@%ﬁ%@%@%%%%%ea&dlaigﬁ%%}“&aﬁ,

i ncl udi ngeréniseince Borwerkdn icomuh&fprawith sy databadect36 £ A radidhluitng @stebsthent

reason %1%% 194 £Pduce :§ul nﬁr.abi | i t%/.resu ts 184 and a graphical user

i nterface f%SUI? TEE PO TR COPHBH ey th R apRication prasaRpnginterface (B ent s

a hi gb IBMgId grapietalsBenihfeasd(GLEX aribeorblafl daher8tiis &&H@&i&gﬁ&@ pt&ceés%ne%nl y
ot dtbe Us

one exanpl e of one type of high [evel conponents 20 that
Wit h t hiidigeteds P tdatedningsel7Roinchiding @xpere semelation d80 oo, fuzk G3nfeberansd ahid

il lustrag; I show ng .basi c .conpon

and pr o%ggﬁg%ﬁsg%ggﬁ;ﬁf ﬁ%@%% é%ﬁygégé@%ggﬁ =iey gﬁ@“ﬁ%&é‘ﬁﬁ@?%ﬁ e
syst em piéctourtbe 2@2¢ladpesultst oblthaupdl FKi.st RQdesefts i high-leogl m88al $hShin2 AR
the tool -to-ex %lrﬁt anal%a s 208,. and report nedia 210. The tool -to-expert
anal ysi §°9g4° 8§ GT R EPHRE e LBPPRY cpggxrgRle Rl phe Bipetdh bigh leys] cpagioners

pr oc @s sthagcduld de dabdwhtdGhe N&ﬁ%ys@ﬁdaﬁtﬁﬁeﬂoﬁ%f@re@&h%vé%ﬂ and an expert
system 208c for _expert correl ation. Reports can be generated, including

out put as i cblts> 8Anac JruspRtechergyamples at kigh el modsis shawirg@Ek compenetsheet
s, P SEBLL e 8 SORMER O 0, e S e
t ool s umethnalysis 204, a multi-tool analysis 206, the tool-to-expert analysis 208, and report media 210.
The tool-to-expert analysis 208 could include the DPL-f 208a as part of the fuzzy logic
25 processing in a data fact base, and use with CERT notes 208b and an expert system 208¢ for
expert correlation. Reports can be generated, including output as icons on a graphical user
interface, text, an EXCEL spreadsheet, Access and Configuration, as known to those skilled in
the art. FIG. 6 also illustrates another high level model similar to FIG. 5, where the tools used
to form a complete system object model and fuzzy logic process could include the individual

30 tool processing and the multi-tool correlation.

FIGS. 7-10 illustrate in greater detail a graphical user interface 220 that can be contained
on a computer screen and used for interacting with the NVT and determining the vulnerability
posture of a network. As illustrated, the graphical user interface 220 is a standard type of
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to forma conplete system obj ect nodel and fuzzy |ogic process could

i nclude the individual 30 tool processing and the nmulti-tool correlation.
FIGS. 7-wOoilsbsggstrate in greater detail a graphical user pawesdiases220 that
can be contained on a conputer screen and used for interacting with the
NVT and determining the vulnerability posture of a network. As
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pop up ViflH¥EAE @bBRP o 4be instwierkr modtle cAabheageh voingbwt 184 iBIpened phi afisplh @y

sel ect egprgﬁggggggfﬁg%ﬁpé@m(eﬁ G 8A), and has user selected itens for

sel ecting sensitivity of network elenents. The sensitivity for data on

any nade (nodésdiedtniatensixiaftpipep uphomdow(bbk)340 8A)sef e S Blr8651EG e Rinu
uncl assified, .sensitive, confidential, secret, restricted secret or top

secr et vﬁﬂt‘!‘?nﬁlﬁjﬁrgﬁ Fedme \ ,le%a@%pa%)f%flé‘af useggeleeiad itews for sebicgog tode
conf i gursahdifitef hetR@Pk Eﬂ@n%@%e@%ﬁviﬁgr 456500 ﬁ(ﬂieF(l‘lgde 88 %l?edexcan
have user selectable vulnerability profilles for selecting a vul nera%xlnﬂety
profil e s8pPWa iRdilropR) canl berselected forodrrlaskifigd, @naitive, Simfiientidlesdeadwakiticeadel

di agr amgutiLhot e sdﬁqt&t‘%ﬁié aﬁgpog%%ge épare?'d ﬂagé%caglﬁtﬁq%%@?bnodes. It is possible

that a user can e nager w ndow WY®h al so all ows the

net work di scoVeslgct hodecmiigurdticaLghit RRiPRindive (o)) B0t SHbwaf inlEt §98nd can
Nat ur al lté 20 ne Woarglf iconsbglgtg be sel ected and noved as necessary for
N8 f}fﬁt %

editing R ESK AR profiles for sejpsting auruingrabigist prasileasa ebmork
est abl | ehegkri:bF QUGN 1LY 8K RS mweﬁpﬁl%aa%%%&e‘gtﬁwé&ﬁ%ﬂ L 5K aRglvor Kk
. er sel ec

el enents can turn colors, such as red, the hub ed icons
coul d t dRi§TePBENeGeE nodedi Kagpopeiblsfthat o ussxscanediitiee mhsdgenotiejove terated WhidHP4

node 25 i 3 . 1t .is possible that shaded areas around
e naqaisRaftfs bft nchl- 638 qifcoBll el By BOS R e Rt P s Py By

i ndi cat ineevark itrirglven be belkctedihng navielliat Yiecebdary SorakdstenDARBAd S 11hatad g
yell Qw to_ i ndicate a poor connection

Dot woen o eI B et/ stert et b HEPREh P D Eamac R IONR270
for di spk ayhneskusewofledeinbht chf Qi colors, such as red, the hub 252. Other selected icons
could turn yellow, indicative of a less severe risk node, such as the HP4 node 254 shown in
FIGS.7and 9. Itis possible that shaded areas around the node or portions of the network could
25 be colored red or yellow indicative of higher risk vulnerability. It is also possible that the
connection line could turn red or yellow to indicate a poor connection between elements.
FIG. 10 illustrates a vulnerability posture window 270 for displaying user readable icons
indicative of vulnerable network elements and icons. The overall system model is shown as
part of an open system design window. However, a spreadsheet 272 is illustrated and a NVT
30 risk assessment chart 274 having slider bars for risk assessment. A risk analysis window 276
showing the top five risk analysis elements is also illustrated.
FIG. 16 shows in greater detail a class hierarchy with the Class Names 280 as public
attributes and private attributes, the Aggregation 282 and Association 284 of Source 286 and
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i ndi cative of vul nerable network el enents and icons. The overall system
nodel is shown as part of an open system design wi ndow. However, a
spreadshweto1B9894i s illustrated and a NVT 30 risk assessnmifusiiang2s274
having slider bars for risk assessnent. A risk analysis wi ndow 276 show ng
the top five risk analysis elenents is also illustrated. FIG 16 shows in
gr eat er Taget®8p withcGassalivagpas 210y FiG1 1Y Alhsrdbamsexsaris o286 sean plakd diggram

attri but and private attri ation 2and soci ati on 284
o Sour R yRROuP I AGRRE HErBERE R mte odas R TS I3 only 4 et class
Gener al diagitain0fsis Anpln tb Iﬂﬁse $iiled invigHer 2t &5 BRnXAMPIEOIhA aY Bk YR EFIAIRe
di agram W th various corrponents identified in the blocks. Naturally, FIG

17 is offsipmyand wefindqf shapregerd dregmtias i s known to those skiled in the art
and is an exlagp,lrﬁ, A Lhe
present invention. Ref er %Teﬁge?r?ggvaﬂu%qggggleiygrét g%{eﬁ %Iﬁa%l%%?% ecfsﬁe goal
ori en$ enpaking i%ﬂlhstgﬁted d‘mhsmnn FBG.fakhegystem nidduhdiartab&sd 138 dateswins 300 friohG.

11, the 3y slem. rode 159 8 and results 300 f(gf(r),g] t he respective

net wor k2% UFHET b Inl %ralé’&% SUPYRE HPE BT S PBet REFNES Usg e aan
applic aﬁppmaandifs@gdsgﬁﬁhﬂgg te@ideae eRpt QFREAHOr00 Féred AYAQ Pack Qasfe@bm}f’i‘oﬁiﬁ{

fact base 302 throug data fuzzification. Goal oriented fuzzy |ogic

deci si ofAtR fHzE¥igpen a@@alt ricniRshiuzay J9gi¢ Ae@siensales aperaksr throughelizap inferedcd uzzy
dent L t 10 of
evi dent jalyoHEATAY0RInk ;Hé,gz% egzg%ntugl {L@L@g@g Al élfe B el ' B3ty Ipﬁatuaseg

net wor k based on prede goal s uzzy oglc proce
dataltﬁuefiaatetweﬂdbteedblalprafdemnnm@gcawdsmerence network techniques. As

known to thaose skil.led in the art i denti asoni ng |s a technique in
which facts erfk}”gYa{?ﬂéPéo&eisﬁéﬁus§ﬂ%?}8¥‘lﬂ%awas?ﬁéeaaowéﬂ Y PSPRETeOriThe

resul t feshriidi@esp 8o tb @hxekkitlad i®thel i€ chiRAtNGSAsonM gl ib a@e&lﬁi R Wik ee
of confjidence. The fuzzy |ogic processing of the present 15 invention uses

evi dentPelp alegathsrrdigat YPREE aRd reftie aaiy aenothesin Theresyk isshe preg! ergjection
fi ndi o tnd /0BRGN 4164 § Blrkn 4 rg;@é SRYABERNPnd 15,5 %ggcwﬁ&%a%g%ﬁ%“{pré’s%%

into a singl’e point of refere conf or mance rem:
par t it unzentom uses dderByal segsphingdo acspulate evidenéfrom thersy$tasi amal, took ﬂﬁ&hﬁgsst em

constrain he. fus robl em and reduces the search bas Evi d

r eason?flng ch Cntenaewe(r)%bg'l DR G SEH T A PR O T TR YBP A6 ‘”nH‘PIPF é‘@}%‘é‘?cedat a
f usi on, malﬁhfbﬁnmc@(mmmﬂsygﬂeﬁbwa PAHERas erierif. BEEhPHILa bdt of R LYia 8X@kion,
systens, such as the type of systemknown to those skilled in the art as

f uzzy CLPPEyStIR(AISHARY ths fuiagRroblens apd sefuces the seazelt baéfe Pidentiad vaagening hps
rules }W@@i@ﬁsl?%@&pﬁﬁzd't% };egoﬁﬁqm bk ?mﬁ‘é' LG L i{usﬁmg‘lax\{n%g Sc%tmrgzm global

requirements. This resolves potentially conflicting, I guous
r edu Rt aeesogtitgtedhraqiiedr flezy expent sy séerme suchnab the bips of systarh ksdwnso thoschskﬂled

cual b gk YR eLBSOTEL e R P VS S ISR L
be nec ashmeypdrpo@ersftormmﬁdla&e etidknteefdrne gﬁz@h % of heyarahdnad! maﬁeé\olpéé or
potentially conflicting, ambiguous and redundant data from expert correlation and draws
conclusions with available data, even if it is incomplete.
25 The accuracy of the result is contingent upon the quantity and quality of the data
available and it may be necessary to perform additional refinement on the available data prior
to the application of fuzzy logic processing, while also maintaining the probabilistic nature of
the data. This refinement uses inference networks and provides a method of reasoning about
probability using heuristics, thereby removing the need for extensive a priori knowledge. The
30 relation between the goals and potential security metrics encourages cross fertilization. As
known to those skilled in the art, the fuzzyCLIPS uses fuzzy facts, which can assume any value
between 0 and 1. The result can be viewed as a two dimensional plot of a continuous function
bounded vertically by 0 and 1.
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to the application of fuzzy |ogic processing, while also maintaining the
probabilistic nature of the data. This refinenent uses inference networks
and proxy@ggsededret hod of reasoni ng about probability usipogusensisssics,

t hereby renoving the need for extensive a priori know edge. The 30 relation
bet ween the goals and potential security nmetrics encourages Cross
fertilizatiDama fAsionkisowsed twith lths eystkin bigjdcti dathiese adita tebdtd damyfet] BPSeuses

fuzzy facts, ich can.assu any value . between Q0.and 1. The result_ can be
i ened et G RS RIS et disirl R eotsed imgrnaion Bostragavield
verti cabliMteBYatRnaBel ifformaioA0HOH aAB8A1PRldlEt: G38R8s (R Pefibps Guitpidised
with the system object database, data results data fact base. 'Intelligence
dat a flusqﬂegenr%dlaﬂﬁjams) topegdyce spedific ang commprhengive- wrledidatapbeuranpofityfitbcess
to yield . e ] i 1.on - i : T urces
(and péégxﬁg{))@%ﬁhﬁllﬁgésg%‘?%ee %agfetg{él %I%S 'cP;%fa?ggéls %%%‘H%%o uce lst1 Sg%?%i%c&gnd
conps ethe awilable inpuih.i B intelligendraiata fasioamprodeys if tytpscallg pattitoned into &palkvelst | es,
and th(g thl%e t .lisalblei_ﬁrgposes). Dat a fusion provides infornmation based on 5 the
avai | apt°e™ Eﬁﬁ’ﬂt >“The intelligence data fusion process is typically
partitioned into four levels, described in Table 1 . TABLE 1. THE LEVELS
AND PURPCSES OF THE | NTELLI GENCE DATA FUSI ON PROCESS Data Fusion Level
Description 10 1 oj ec?tw%gt EVEL%%?%?QS%@ETH&O consi stent frane
of reference Refines & }e‘;j éﬁ%uﬂ?" HONEBPFabes of obj ect position,

Ki nemat i cs—er—att+-hutes—Assigps—dat-a—to—objeects—to—allow-applieati on of
tuation

esti mati o nregéttégus.l%p?%’ﬁlegu;:h AR i on—of-obj-ect i dentity 2 Si

Ref thement 1 |DeYl SpEgE8er i pt i on' BFSUUL BRI EEPIBHENI DY "HRBAG  obj ect s
and events in the context of the e PYHhRETES IRG fHNte of PRES oni ng process
by which |distributions of fixdd” 4ty ﬁg&%&r@m‘% Pes gnd events |and
activities zaajre associ ated w tH e‘mﬂgr“%ﬁ?%e‘zo R P EAPPETER e data in the

. tima rocess, . -
cont ext 9f n operational prfbelslgergntg;ﬁgs Aataﬁg%eg_ Ren lcrllétnti,wPr oj ects t-?gats

FEE S PPN S-S 3 4+ |
current . 112° PSituation Refinement, - | = ﬁe'v%%oa's' escription.of current rélationiships among
vul nerabi li"ties an opport uni tolb]%as a.§£ evc:.)eg‘ggiﬁl L Q1Rext of the environment

* A symbolic, reasoning process by which
distributions of fixed and tracked entities and events
and activities are associated with environmental and
performance data in the context of an operational
problem

3 | Threat Refinement * Projects the current “situation” into the future and
draws inferences about threats, vulnerabilities and
opportunities for operations

4 | Process Refinement * Monitors process performance to provide
information for real-time control and long-term
improvement

* Identifies what information is needed to improve the
multi-level fusion product

* Determines the source specific data requirements to
collect required information

*» Allocates and directs the sources to achieve mission
goals

=

15 As noted before, NVT combines multiple types of data, from multiple sources, with
other contextual information to form an integrated view of a networked system’s security
posture. NVT provides a user with a simple expression of the vulnerability posture of a given
system or system design, and enables them to perform "what if" analysis for functionality,
performance, and countermeasure trades, for the purpose of refining and improving the system

20 or system design. |

In computer security engineering, sensors are the various vulnerability assessment and
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4 Process Refinement Monitors process performance to provide information
for real-tine control and |ong-term i nprovenent | dentifies what

i nf or matky@p/4989gneeded to i nprove the nmulti-Ievel fusionppragonezs:s
Det erm nes the source specific data requirenments to collect required
information Allocates and directs the sources to achieve mssion goals 15

As not ek hedlpsie todidyAlcngnbitheise GUI td phtBet ¥BGEnHondad Reedb OFOMULE LBAE The
sources, With oth rggl&rétextual information to forman integrated view of a

net wor K& EBSTUEm S Dopt theps tpols falke the éormeftbqih gyplkite veand anangitativedath iphe
expr esshRdty of fdrifty/ibmelifblcht tohdRPst FHrecoﬁIpiL?grg;ey 7 &é‘ﬁ#egmig,rthg YJ%%)e%{Q of

desi gn, and enables themto perform "what anal ysi or vunctronality,
per f or FRtACE, ara Hep eesdpdtie amstworiecompung sysemp He. ther pose influtdafy ndrdg asdd

i mpr ovi e r svstemdesign. I n conputer securit _
engi neg%%%a%gg)ﬁg%f ?h Sr%%u%ﬁoél (%/%élrlﬁeﬁeﬁgls\?ﬂ PRET %Bfﬁ‘ti%ea‘é’%aég?ﬁ??ﬁf“ é’ﬁd’emﬂﬁ’V\D
01/ 5859ystRAB 1450Ip BRBREvoikskgmanl a4 rfighObé Spléitedtd civise Rather 1) ofisacrddf, her

informatiorl%/ as n ed, fromthe user. The resulting outputs fromtHhese
tool s PHREY REY “both qualitative and quantitative data, in a

variety of neidwhs thd 4R Medd B £BEmYRAAO Estert HivFHOERI £EesSREHS (gff’tﬁe z;héreats

engi neering, the objects of ‘interest are the nodes in a netwo onputi ng
syst enjaceq, their likglihged ef accurmgnra (@kplgithtierewadethe esprctagamet afithie has @r hihm).

si t uat finl i nt_of ..t he. weaknesses in the security 5

syst emF%:‘aug t(}:%%ﬁ{(ggt(cndé;ﬁ%rﬁ 5e§%§%ﬂ?é€ ﬁl?ﬁcgh?s e%eone f)lr%sl“htéﬁ’} Pt har m
or |16ssna@ysiseThwvoyquirésningmidtpnam pxaddtalihédsyresAs6@sSlh B9 bhfterinsksuraged by
a conputi ng .st)égftem i.nﬁ]oeléve anb.ﬁssess nt of the threats faced, their

i kel | RISGPBFCSRLBIHE VEEK?&? OIS eI gogtst neeesoplbanefit apalysippeakdo| oss

(or hadegrminkifiatdsis, ledshe ubeh Mtkol@@@@%&%ﬁﬁ&asﬁ)'éb?gace e Qﬁ?é'c%éd &%goiqﬂged on

the results of cost-benefits 10 analysis. This requites information on

pr ot ectove Thisdeirdsds the sevelopment ot o shewitirerian te snpreyspreoprifyatiea fomputer

parti CHJE@,;Oﬂyy}Lsggﬁabi lities and their costs. The cost-benefit anal ysis seeks
to determne if it costs less to use a control or counterneasure, or
accépt the Expedtwntansanahaiple of odist Fhitsiohagst thos the: fisuel prentfoef a

securi l.an_to i nmprove securit C{ a conputer. network system 15 Table 2
cont ai %%nglﬁgre%crl%rp’fye oF AT glat p‘é}“f bF it gk they iPEesgat eiEPBnwiboloass for
conput _pfoc%ﬁi_grhre]\te])!s, engéspeadingGo tiafous Rved fBEnd&LThBM { NAL REBLRIBRFIG. 12,
Inventjon, wi{t, our

inputs to this process would consist of the object model database 138, results from individual

tools 132, 134, 136, and other contextual information. The different data fusion levels 1-4 are

20 indicated generally at 320, 322, 324 and 326.

TABLE 2. INITIAL PROCESSING LEVELS OF
DATA FUSION FOR COMPUTER SECURITY RISK ANALYSIS

Data Fusion Levels | Description |
1 | Node Data * Transforms data into consistent frame of reference
Refinement * Refinement of data at the network node-level (the

objects for computer security data fusion)

* Data from multiple tools ~ correlated (assigned to
appropriate nodes) and possibly combined at each
node

* Refines the estimation of object identity - network

node (workstation) is a system-of-systems, consisting

of an OS, critical applications, a database and data
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processing | evel s,
illustrated in FIG 12,

davelhasesed 38,
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* Combining tool results at the network segment-

level

* The situation of interest is the assessment of the

network segment’s vulnerabilities or exposures

- | evel
Raeodneie p
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Risk Refinement

* Refinement of the exposures and their potential for
harm (risk) within a computing system

* Projects the current “situation” (state of the
computer network system) into the future and draws

inferences about threats, vulnerabilities and

opportunities for operations

* Based on vulnerabilities, concerns, context, cost,

threats

* Refinement of a system design with the

identification of controls that reduce one or more

vulnerabilities

* Based on countermeasures, components, cost

* Identifies what information is needed to improve

the multi-level fusion product

* Facilitate Jong-term improvement of the syvstem

at each
al

ation
e network
i ption of

whi ch
ent are
nts

n of

S or

While the data fusion used in the present invention provides a conceptual framework

for addressing the problem of merging results from multiple vulnerabilitv assessment and risk
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Projects the current "situation"” (state of the conputer network systemn
into the future and draws inferences about threats, vulnerabilities and
opport unwbiogsofPpPdr operations Based on vulnerabilities, ogngesgisgeont ext,
cost, threats Refinenment of a systemdesign with the identification of
controls that reduce one or nore vulnerabilities Based on

count eramabsisr @ols, @RpPOBEstems, Ddsdencd A6REdrks @BdVRAkertal QbdRBhiNaleSullgeded to

| mprove he nmulti-level fusion product Facilitate |ong-terminprovenent
of the %}P@‘Fﬁ?ﬁf\/ﬁlﬁﬁel%ﬁf’ﬂé"a‘é&tﬁs fpdimeregsenl resulthe Tbﬁéleémﬁﬁynvéﬁmzm rdesisévi des

a concepétlogy! MPRMEEHar, iRy BsH-£531eRS, ' S Jfrom
mul tiple vul ﬁgfgr abilit asse}ésrrenﬁ?ﬁgg;r%égﬁs%%H%@éﬁ;%%é%%ﬁr%ﬁo 25
anal ysimimeny) kenedbefer %/-lZéX/ sxparssystent &y ishaslityadowoe ked asdmélaiedantwialige #asoni ng
are useiﬁulth le 'Og?éeg_rrent the fusion concepts and nerge tool results. The
flexibilrt uzzy decision technology, in particular, fuzzy expert
systens, of flezsy tdgéc preaides the tedaicerdot fepESemigirRBierAng REMTRHOW] ht of
a fuzzy expert sggtem s its '%gi i %pto use_and assim | ate know edge from
mul ti pit® "B e SR, 3%, uptstipklen Soilato FRLIGCRRINGPETISYFiSIMS aghaseanery and

| nf er 1 isygrehrs @i feposkertiRRowiRake i thd RRREGH § SystbRCR FATAEN B! &l LABLE e
Simlar to traditional experf systens, a fuzzy expert system can represent

knowl ediéecPienth SoRssReRst orbosly atedhraf rattir TMEN TSP Evziynogiaiichsedite determine

ant ece t r r.at her than c¢ris Fyzzy | ogic

is useg t o%vdeéltC fel%%?gfg&g h%%vtgﬁmetfl?trplﬁg’z% g%:t?‘gharffa G %hés rxrtlja}c%‘é% ,anﬁﬁta q‘f‘% ’%Lfaﬁg

degr && cohilssinat ¢ Hnatdoedarse tith the pedsentliovernive) atsinfitendemete6:isla Regarthy bf t he

present, i nventi o an inference network is a hierarchy of heuristic rules

Phat A By S aa e SRR F e PRI R H R VE A SPO HS8f S8 of

priori prblbélblaili_ sl (elgl BaydstarOnetBayRs! ameedMRGK $hies TRE _b@%bﬁ)tpleg Jdstl éxepﬁﬁp be

devel oped using expert know edge on how the probabilities propagate,

al | owi Ago¥dsHEeraiheMsthe grefhabiitissarapagste; allawing congisimnsdgbe dfaven withdimpited

pr obabiydnohii Ik $ribR SHbL S ik oyﬁjqu i sgrete P i Lities. being 15

accurately %ﬁ%el ect ZEIZ i ﬁﬂhi ghet!r%-sl eve et\é%%%?%‘s%ﬁ%%b?%%%gﬁ Pi blagémgf bethg

| ow- 1% agfuretebntasletieddh taghergeathabn¢lisipnef Ppetsbilised of domprlevdl seedia geethods

oA df 2aBSy BA LnlloR RBELHIIONRe SR 2 pdtt O Shy LN ThsiSi ™ S
drawn on higher-level events (vulnerability of password).

Initial studies of NVT uses accumulation of evidence to modify a fuzzy-fact and

represent the change in state required by the current system. This state change fuzzy-fact is

20 then used to modify the system and the new state is fed back into the change of state rules in

an endless cycle, using global contribution. FuzzyCLIPS allows the definition of fuzzy-fact

types, but only one fact of each type will ever exist. Therefore every rule that manipulates that
fact type actually modifies a single fact, leading to accumulation of evidence.

Global contribution and accumulation of evidence have lead to a FuzzyCLIPS

25 methodology that defines fuzzy-facts representing different vulnerability states. These facts will

use global contribution and accumulation of evidence to acquire final values reflecting the

tested system'’s vulnerability, i.e., evidential reasoning. This method reflects the well-defined

use of fuzzy logic control systems, limiting the execution to a finite number of cycles instead of

allowing it to run continuously. FuzzyFusion™ has been developed by Harris Corporation of

30 Melbourne, Florida, and will use this methodology to accumulate evidence from rules based on

knowledge from network security experts. In particular, FuzzyFusion™ will employ evidential

reasoning as a technique in which facts are gathered supporting and refuting a given

hypothesis. The result is the proof or rejection of the hypothesis with a certain degree of
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Initial studies of NVT uses accunul ation of evidence to nodify a fuzzy-fact
and represent the change in state required by the current system This

state ¢ zy-fact is 20 then used to nodify the sy he new
state igwpg)?ﬁ%%%k into the change of state rules in an en @g%ﬁ@%g%e, usi ng

gl obal contribution. FuzzyCLIPS allows the definition of fuzzy-fact types,
but onlynfdecéact of each type will ever exist. Therefore every rule that
mani pul ates that fact type actually nodifies a single fact, leading to
accumul at i oRnigpl &ppyladse exapetingt hepnesuliedt inotheansk at semuitatrequirehemyitdence

h I , def i f -
ave | aadih@a FHin¥slik! w%ﬁé]lgﬁ@te??g%st?gymgen%reegghggl%wgp \Z’{%%I c{eaﬁgftér%h&ea bal

representing different vulnera ates

cont ri bgtrpogicandatiptherwbat thometiods vt deifghglaoladaigeé (e AFTER TS PSR rifying

refl ectsi(ﬁnlgi t he .test%d system s. VLéIhngr aﬁi%sl ity, i.e., evidential reasoning.
Thi s mEtFod FEFFSTeLs, a4 P uiosithedatabrss apH requiamergtascelebricpaiibsyisnens,
i m i fgrtd e aextesubicOsviion@, iilicheednees. of ayed %oiéﬂék‘gaﬁo@fvar%b%%ng It
to run continuously. FuzzyFusi onTM has been devel oped by Harris poration

of 30 REATBGATIHE! thej gnaisghirecdnamppgts thegmanpstymstthoestssgent, ¢ eabe asaebabant

evi denGan HhRMpd 44l ReaiR I work .security experts. In
particul ar, FuzézéyFusi g%?%‘%#%%g&gﬁa&gﬁwﬁl redsont d’lé'%ecggﬁae%‘?fﬂi que
i N whi enefitatedsippreachde hbtagdng thepesulisnghifndainedininigiie Ascif\wabrw MAatchaskS .

The result.is t roof or rejection. of the ot hesis with a certain

degr ee§eo We i’/%efﬁ%l%@g@@ %@?kﬁéﬂffo%@é%b“%%@aﬁnce. Initial know edge
extracti on kae ekaspld@howfub ALlogaeafbe 8Bl WihREYHAOBNES1EOn SHPUMYI at e
evidence, i.e. how wel|l does a system neet the requirenents. This

derons f?céffilé%“seé CHHENSITE et B ropet Neeh and Statemart Scamendwioiof Hrgoals
dat abasgrrétly dse ARHRRT She %%}ged/%f 'I\f\ylf NGhe %%@{{tg Y thé ﬂqg)llsr a%r%el')’]%ﬁ’ uI egg Itir\]fg to
| obal contri fRETS S

using the ddtabase and requirenents as g utron
accunu(ANeSR vndeqreditativel (rfemat Sdininer) FF@zylidgic Biibsrs ahs s werdpeasenasoth Ng

the g ity of e goals dixectly.inpacts the granularity of the
assess ?regéra\% S.%Mﬁléé £:Jt‘rjlsns“%ss,ysic’|l;re\s\n[r11‘t hrl%l‘ i X’(BWHS‘YB 8§‘§§15 ésef?’é’?‘}"g‘éecg@ fezydes’s. The
accusulsatsedmo gdthevdvidaee to Sorbeidig oy seyRet 8 Mg pearkis. Ori entat ed approach to
obtaining the results while majntajning the use of a forward inference

t echni que, ﬂrdﬂ?so?xaﬁlﬂ}\?'\ﬁlqutgz Yritaesigcondd bethat apdisieg iFinsiadid in anexchag
exanpl fetfork W¥tdrHZ Te RGNS u§Rhdife - - - | ! i
conputer__security use}g t he co@hnbi rﬁﬁéﬁ%%gﬁgﬁgg%%ﬁﬁg§ﬁgé&ﬁgﬁ

| nt er néNSSRaHABkes a Rwmbér WHeut F3NQ), that pnditing s udtdenti Fhizy loge allopediVvdf

NVT. The oubRWSheksth céa ol re,bot antitativ %@gNSS@é and
qual i tative E [t er net %n %ne%g%v ueznfflpqrglgef %“%%1?8%&?% VLU & Pelidesent
bot 20 Hanternet Sesnnar shpplidshibe gaalitasys tamthdtieseracksiil hal adnipat ResiySodis
f or mul agced tsﬁnq_g{ uzz¥ | ogi }j'f? is used t Ogﬁvat her evi dence to contradict or
suppor P PHESAYpBIHESTBPOERE ¥ HicaCexaHpt &, compmsd vithithhgpdensedtam eOWR. be
that awtiehithgtdoss dr8 ¥idlishdd) the @Bn@busihb RYidence for auditing is represented as a single
fuzzy fact that provides a measure of how well auditing is implemented.
FuzzyFusion™ as developed by Harris Corporation of Melbourne, Florida is a means
25 to consolidate and merge the results of vulnerability assessment and risk analysis tools,
employed within the NVT into a unified report. In particular, FuzzyFusion™ is developed to
implement Levels 1 and 2 fusion. FuzzyFusion™ is accomplished through the use of a fuzzy
expertsystem (Goal-Oriented Fuzzy Logic Decision Rules) using FuzzyCLIPS, which combines
the outputs of the various tools, user concerns about system risks and vulnerabilities, and expert
30 understanding of the results of each tool and how these fit into a larger information system
security picture. Thus, NVT users obtain a simple expression of the security posture of a given
computing system, or system design, and can perform "what if" analysis for functionality,

performance, and countermeasure trades.
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network system The system user then exercises the ANSSR and | SS I nternet
Scanner tools. If ANSSR supplies a nunber 90 (out of 100), that auditing

i s suffiwoailkesokuzzy logic allows NVT to account for thigcBEes@ERssg
refuting evidence for the initial hypothesis that auditing is invalid. 20
If Internet Scanner supplies the qualitative data that User Access is not
audi ted, fuZ¥y. lkdhisgateathedlvil BufzyFusibh’3 assupportiingney fdenpRmentihg thei S
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functionality, performance, and counterneasure tra
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nmodel i BER. SBRIViduyl @$Pesuits eaftes fﬂ@iﬁik&ﬂ&%&ﬂdi Ak @I 988 &€ chtkst fo?‘%ﬁ;@ﬁti on
of Expert _Correlation (Data Franmework rge Rules), Fuzzy Inferenc
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of britd; s : o]g%! xplosion. 1{ also segregates
| ow | eve%ﬁaggac%ﬂ%ﬁ%ﬂ%gﬁﬁgusF%%&S% TOm t ﬁ?ﬁ?%g o u? § 8?1“{0 Aeger%}lﬁ%%ﬁs/
confisi epdcHiy fdatyavanes attribubest i thg lof-levedevdngs.i nt o one picture. This shoul d
result in y4 expert syste t hat eas| er .to maintain than one |arge
conpr ehensi @ge é,}’ setrge%%rrglﬁ(yé}v@ﬁfn%%fneﬁ‘ﬁ% E”ﬁf %ﬁ#‘ﬁ%‘t) peftaa specter et paEpettow.
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vul ner abi | |§tuy assessnent 10 and risk analysis tools 132, 134, 136 into

f uzzy- fagsesulesspyrelats prd conrglidaty tom@uzgiiied) ol utsiramthe Sylnewbilliy detes¢nBsN) |
i.e., ]-gggrglpj} . . LPS) Fact - Base
302. | %ﬁi dual ﬁ%?‘%?ﬁ {J%L‘?‘%? ?‘g’rnjf ﬂﬂ“%“%&’%@%ﬁ%ﬁ R CRFIES,
expa@pt expelienceExpertrity Gesasahent tomeprivclbsslavgl 831iny Dath anHrtasteasulls. MEhge

Rul es) resol ve, system information and, integrate too] output based on
P e B S s B Lo B G Boich B e Riferodgting

security expertise. _
speci f 830 atzRY traabiuAs IBb-ldveDdd R trobdthle TSM &Vt foBMRbulBMARI Hgh level conclusions.

For example,
IF auditing is on with these flags,
25 AND the audit data is not backed up,
THEN auditing is unreliable.

Working from fuzzy-facts in the Fact-Base 302, a set of Level-1 fusion rules can
consolidate the vulnerabilities for each node, resulting in a vulnerability rating for each node
in the network. This rating can be imported bark to NVT for display. Similarly, a set of Level-2

30 fusion rules can consolidate the vulnerabilities for each network segment, resulting in a
vulnerability rating for each network segment. This can again be imported back for display.

The data is then subject to Fuzzy Inference Network Rules processing 304. It may be
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The Expert Correlation (Data Franework Merge Rules) 330 is a collection of
fuzzy expert rules to performnode-|level data refinenent (Level-1) or

net wor kKwgesingesis refi nenent (Level -2). These rul es correbat@seinsts2s
consolidate the (fuzzified) outputs fromthe vulnerability assessnent and
ri sk analysis tools, using expertise fromsecurity engineers. These rules

| ever agessextt én pevfortdidditpmal sfipemient g thir avaylabls skss peot tod therapplibtateon of

| ow | evel st en ata.ang to results. Thes rul es,.resol ve stem
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rul es can cons ate t vul nerabilities for each node, resulting in a
vul rser abi | iRuyzy BvidegtilloReasathg Rodks 306 ard & eolleetiow pkiuzIhesparatilagtccamardee

i mported bark to NVI for di.splay. .Simlarly, a set of Level-2 30 fusion
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r esul tieR@orkMs sBcurityt Ea&w@ IMhiedefruled b \gdd DineEagibnNl Wk §in§ BHNESN, todiHeSul&an
again be inported back for display. The data is then subject to Fuzzy
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dat a 3‘%&? f%l tahse app??sca%lhocn 0 uzzygEv?ggntnflg]] Fi%aso%ng [F'ga}s é 4,
whi 1ce thafortvardichgninigexpert bedvérh iused o Ingtetir€oroflatidre data. Thi s refi nenent
w Il use inference networks, as known to. those skilled in the art, which
B ovi dos a HHGETOA B HAE B HE HUB0E My BABT T 4 ECLIHY thauPPee Pes refifer aby
I enDViangvdrigy pieedis. fThle réxllien SievBodf @rbjeétiorksaié BAFRhedds Wbz eRMirdapiéal
Reasoni ng Rul es 306 are_aTcoI | ection of fuzzy expert rules to nerge
i ndi viddsanidense fagay Fusiqnit gisgs pyigprtial |reqroningsioeacsayate fevigdenge from the
Syst e Q¥ Els BEFSRBEE] ¥ to8] fiAdindS QKA BriRGEH! {HeX Qﬁ&#ﬁxﬁ‘% hENRS e el €s
provi de a nmechani sm for rrerogi ng 1tn%e CSI?/I tréol resuletbg and T he rggjﬁ{ts from
t he1sExperorkGpstem aasdsomer Patainkr agiegie pRinvef géeréade by c@FOrmana of thevystesd
report. This.,al sqQ rempves the necessity, of dealin i-t.h i nconpl.ete and
Cont | 18R i EPPEme S PG §r hh bR - aRar Y Sy Er B DB IR e per
Cor r elpabbiefh andwededtsitid seafRSPatd) gefersed B dacitdiag godd-Hased\istth. flRRiresul will
gathered to support _and refute a (F)?l ven hypothesis. The result is the proof
or rejReesPbef FHFAt HAdERIFOTHESIVE O TfF RIVESFT A hA GBI R S eREHOT 88heEa. st
Fuzzy R si RRTMHEC S nRVE AR kR pdGRAR0D-BEFEOn @ AS M AL Gn8 Y HBIGS: A4@Mothe
Common Syst em Model and tool findings for each criterion, thereby nerging
t he2wc dhpetterortgatien (Brlk Epgenmriaddergs fudes) FdPaanditdgaws sionglusiopsiwith e
refer ear\]/gﬁéblé (tfaeta,c e%g}cl?frimsi nmccce)m% etg.r@bvsl&%l}ef,rﬁle accuracy of the result is contingent upon
the quantity and quality of the data available.
As noted before, the fuzzy logic processing is goal oriented. Goals for Evidence
Accumulation processing 350 may be derived from a Security Requirements Database 352, a
25 Computer Security Metrics Database 354, or a Vulnerability Database 356, such as a database
composed of AFCERTs. Bounding fusion to pre-defined goals limits computation times.
FuzzyFusion™ goals provide mechanism to obtain IA metrics.
The FuzzyFusion™ process has a number of advantages over traditional approaches.
Crisp expert systems would require extremely large knowledge bases to encompass the
30 necessary dataand, yet, would still have a problem with incomplete data and conflicting results.
Bayesian and probability networks require extensive and often unavailable a priori knowledge

of probabilities. Algorithmic solutions do not fit the probabilistic and heuristic nature of the

security problem.
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to particular criteria. By supplying a set of criteria for fusion, NVT
constrains the fusion problemand reduces the search space, referred to
earlier wo oyess94 based fusion. The result will be a set dcTusnagesi denti al
rul es whose sole purpose is to accunul ate evidence for a given set of
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probabilistic and heuristic ure of security
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subnet Avsykem objezzybdeli dambbans|cteatdlhrfl KHpPlove ke RRSnatdhidat reg@P@REAL b €S-
The nt)fges for each s bnegﬁgg%%ﬁw || be evaluated as a group, and then groups
of  suBPRAANGIESVR gra BHS PreBape nrbn ihergaeized data drpn thegystepf

anal y Sitfect MbQeldatdREERpresedBdUhe et drk isiRPHRE] INRe ?]{O%?ﬂlg,fwﬁlbﬁ the 535199& wor k.
In addition to decreasing execution time, this w al so introduce’a
scalaphe ngerHbdo srodirgl 4 myubie frpor Racht pragrampdhese ddte reveltoardstondiein a used
by NVT [ r ssi bl e, dat a.spaces, coul d include a
t hr eatcoﬁﬁg?/\lf télfcige rg%{féellbgggaég@%%ﬁg@ggpg&g?%ﬁ%s%%%?eagcﬁirotnere%L%&@f ﬁoﬁlcf usi on
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dat abase as part of Level 4 fusion. A nethod and data processing system
assesses the security vulnerability of a network. A system object nodel

dat abase is created and supports the informati on data requirenents of

di sparate network vulnerability analysis prograns. Only the required data
fromthe system object nodel database representing the network is inported
to the program which then analyze
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15 the network to produce data results fromeach program These data
results are stored in a common system nodel database and within the data

fact bagg)efdesds Oriented fuzzy logic decision rules are i

determ ne the vulnerability posture of the network. 20 V\%é’g@llsg‘ggg%o

PCT/ US01/ 02825 CLAIMS: 1. A nethod for assessing the security posture of a
net worckLAIM®PY | Si ng the steps of: creating a system obj ect nodel database

representing a network, wherein the system object nodel database supports
the informati on data requirenents of disparate network vul nerability

anal ysi s pr i i the required data fraomthe syste
obj ectSl' m)deAI?%at a zg%e%?%%?l s@gtslgﬁgy éjgmﬁ%g%vﬁrlke% T SURPPENgE i“’éé’srﬁ’g?t wor k
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vul nernqg' | i g% anaI%%si ? 1zgrso ramto produce data results from’each program
st or i A TRE2igRess SPRRATFRe P rmation fafTP g rsrae e PldisRAT A MEBY Prkrvylngietiliyi s

pr ogr amaBeld prfgamk0 common syst em nodel database within a data fact base;
and applying goal oriented fuzzy | ogic decision rules to the data fact base

to detsSPHIRE THE R rduitey dagm &rogy theotystane ohjetivmolel Qataasreehoderting thai ned
in O e drkGhLACHE5dEES 1 OY, ggﬁ%' : he required data from the

syst emeobj ect m)deI%; éat aBaséﬁ%i a H%?Ig?’s%él tglgtﬁr%%rgg"vw th respective network
vul nerablykingythe nstvprrb grainsetwirk Aulretdtdlityasablsai pregrant tChaidiicd dehaeaater i zed
in ex%glieglcgl trge System obj ect nodel database to the network vulnerability
anal ysi's pr og}’ra Via an integrated application programmng interface. 4.

A et Badingsthel ddtareebultd fedral fdbPecEB@mash &k @Lﬁﬂemﬂ@dﬁdﬂﬂgafy{?%aﬁlﬁh [ 88 @

map on a 20 graphical_ user interface. 5. A nethod as “cl ailm1

challa SPRRFe Si5)n metelslatahssayithing data faqtbpsgsend to define conponents of
the nepbPRidks M4l BEEARY by 155 b e, comon data and
progra%’n‘i ng %/rai ts. 6. ZAym%%% C %?éreﬁ?qakg%%g?a%gﬁo%ggﬁ% HSseagtyy
r unni Pgsturreofrtbe wetmiorul nerability 25 anal ysis prograns to obtain data

resul s perg aipi . network. system details, networ t opol ogi es, node

| ovel Zul nis Sholds SR AR PR Rip BBt iiabe sl ciisamt or
asses shagysteheolges middey dpabhderga fifterd aB@ICREKWEBTBSHSHAINE SR L ERRr Hili

creati ng a syst em obj ect nodel database representing a network, vvhertgi n the
sysPeoBB&ct nodel  dat abase supports the information data requirenents of

di spapat e PemWRION as claimed in Claim 1 characterized in exporting the system object model
database to the network vulnerability analysis programs via an mtegrated application
programming interface.

4. A method as claimed in Claim 1 characterized by modeling the network as a map on a
20 graphical user interface.

5. Amethod as claimed in Claim Icharacterized by establishing a class hierarchy to define

components of the network vulnerability analysis programs that share common data and

programming fraits.

6. A method as claimed in Claim 1 characterized by running the network vulnerability
25 analysis programs to obtain data results pertaining to network system details, network

topologies, node level vulnerabilities and network level vulnerabilities.

7. A method for assessing the security posture of a network comprising the steps of:

Creating a system object model database representing a network, wherein the system

object model database supports the information data requirements of disparate network
30 vulnerability analysis program, and exporting only the required data from the system object

model database to respective network vulnerability analysis programs to produce data results

from each program;
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30 vulnerability analysis program and exporting only the required data
fromthe system object nodel database to respective network vulnerability
anal ysi to produce data results fromeach pro

01/ 5959?@%@?{%‘%/ 02825 storing the data results from rggcg?&ol%\?}zes\gﬁetmrk
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20 14. A computer program that resides on a medium that can be read by a program, wherein
the computer program comprises instructions to cause a computer to create a system object
model database representing a network, wherein the system object model database supports the
information data requirements of disparate network vulnerability analysis programs;

export only the required data from the system object model database representing the
25 network to each respective network vulnerability analysis program;
analyze the network with each network vulnerability analysis program to produce data
results from each program;
store the results from respective network vulnerability analysis programs and the
common system model database within a data fact base and apply goal oriented fuzzy logic

30 decision rules to the data fact base to determine the security posture of the network.

15. A computer program as claimed in Claim 14 characterized by applying the fuzzy logic
decision rules by the use of a plurality of fuzzy expert rules to merge results from the network
vulnerability analvsis programs.
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20 an applications programming interface for importing the system object model database

of the network to the network vulnerability analysis programs;

a filter associated with the applications programming interface and each respective
network vulnerability analysis program for filtering data from the system object model database
and importing only the required data;

25 a data fact base for storing the results obtained from respective network vulnerability
analysis programs after analyzing the network and the common system model database, and
afuzzy logic processor for applying goal oriented fuzzy logic decision rules to the fact database
by the use of a plurality of fuzzy expert rules for merging results from the network vulnerability
analysis programs and determining the security posture of the network.

30 23. A data processing system as claimed in Claim 22, characterized in that the fuzzy logic
decision rules are based on evidential reasoning.

24. A data processing system as claimed in Claim 22, characterized in that the applications ‘

programming interface for exporting the system object model database comprises a graphical
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