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WO 2008/097198 PCT/SG2008/000040 1 APPARATUS AND METHOD
FOR ANALYSIS OF DATA TRAFFIC Reference to Related Applications

W(légi&r/gmg is made to US provisional patent application 60/%%%%4}1220@ 0(30%40
ebruary %

2007 for an invention titled: Architecture and Algorithm Tor
Signature Validation in Intrusion Detection and Prevention Systems, the
contents of which are hereby incorporated by reference as if disclosed
herein in their entirety, and the priority of which is hereby claimed. 10

Aephrod! ER KN o IRTEHOI FORIANA BV SISIOEDS BAd RS o for
defining an index in an index file representing a volume of traffic in a

computing system. The invention also relates to an apparatus and
ReftiranctanRelriad dgpaloanididate signature representing a pre-
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recent years significant progress n made in computing system
TRpudrnndeteation Eird preciteisirecesnt sgrBBmAm b gheses Nalidationie
rRRARIE Ot ideiifyiRopROVElSHIBGKS e S RRCIRINMQUPS HLHIAG Hagfiyst
minutes or even seconds of their 20 appearance, it takes considerably
RAEAFAGIE He H6imSE &8 rity el MES i8S ib GRS APy HARIRES Whth
sigioayes«dittiained attacks. One key reason for this delay is that the
signatures that these automated intrusion detection and prevention
systems generate to block attacks may also block legitimate traffic in the
Teohpitm §sddtem that is very similar to the attack traffic. When such

Placks apRsaRdhe igﬁf@%ﬂ@%@g{aﬁxati%méﬁgﬁﬁ {eibaye retuined;.
“false positives” in that t return false results of finding attacks when
TR ePARiE H PorRBEN POt Faldta i peEBUHAHIBY SisBr ddie o efpbiant Rlso relates to an

inility:Rf nibisAaBPERingine AKIRESH LG AIRpIeS AlG S pRtant to
eploy new signatures as security patches/updates to their customers -

drtrunek ESi0E WRIfG 4B P AmBERE Y Een the potentially severe

conseqguences of the generated signatures causing denial of

Background

In recent years significant progress has been made in computing system intrusion
detection and prevention technologies. While these systems are capable of identifying
novel attacks, especially worms, during the first minutes or even seconds of their
appearance, it takes considerably much more time for security companies to distribute
security updates with signatures of the new attacks. One key reason for this delay is that
the signatures that these automated intrusion detection and prevention systems generate
to block attacks may also block legitimate traffic in the computing system that is very
similar to the attack traffic. When such blocks happens, the intrusion detection system is
said to have returned “false positives” in that they return false results of finding attacks
when the traffic blocked is in fact legitimate traffic. In order to avoid the possibility of
this happening, network security companies are reluctant to deploy new signatures as
security patches/updates to their customers without extensive validation and testing
given the potentially severe consequences of the generated signatures causing denial of
service for legitimate traffic. However, the validation procedure can be extremely time

consuming, often resulting in great delays (with a duration of perhaps as much as days)
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30 service for legitimate traffic. However, the validation procedure can be
extremely time consuming, often resulting in great delays (with a duration
as much as days) WO 2008/097198 PCT/SG2008/000040 2

f
W@e@ﬁé&?ﬂ%‘e attack being discovered and the signatures rep?ggé%ﬁﬁ(f&xﬁ?go‘w

attacks being distributed to customers. Even the most effective attack
detection infrastructure is meaningless,without efficient 5 means of
reacting to the detected attacks. Discovery of a new vulnerability, whether
tereugl Helpalionon shreush cadad eniews aneotasrseffline 11 erhaniss:
is typically followed up by the distribution of software updates or patches.
‘?‘?&%ﬁ?‘ﬁ(%%ﬁmé@éﬁniques are found severely wanting in being able to
react within an acceptable time frame to new attacks. The length of time
uired to deyelop, test deploy these 10 patches is sjgnificant, thys .
B e S e R e R e R Ty v
mppro at hestiapyettthiddtdd mtokkT Aziintnesiont detewtionnierdbdtry, iwhether
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using the most reliable detection heuristics available. Microsoft's TM

SHNeHENIN B iGFERTEPR ofupiTapnivpSPet HicPaides tRErseahkpewn
{BeRigmeNied BRh & RaeIAshRY JHHEFeaRINd lD and ANalYS HTNCOMINGtime

rotocol messages. In both cases the signatures or filters to be

B8 SRS e TBaSAIRP SIS o Jsied EHlieRs AP lovaRges

patohbeisofi sit€sanantugtiehtiggsientd aeripostdhartvp ek tiffuiie.

lown_security update or patch, .H ver, the inexact.nature of these . .
e R R S e R g P B e o
ﬂdmld:@gigmmwoafﬁ@vmﬁmughmab@ma@vbtbignatgirw taff20ipeg the most
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non-attack signatures that are intended to characterize particufar nefwork

Hppredibsriibx AHstdhapom hp HRadtoaB o S FpSTE-BPY e PIEERHEY

Mﬁh@gli&'bﬁﬁi% gﬁ%&h Friebddlss PHIPOS E08Y hS i senealied PRER to be
n

Packet Inspection (DPI) systems in a similar fashion with Intrusion

st tg)}légéﬁ?ggt %@Hﬂﬂﬁé@aﬂ to be pushed quickly to a large number of sites,

and much easier to compose than a permanent fully blown security update or patch.

However, the inexact nature of these filters introduces the risk of accidentally blocking
traffic containing bona fide, legitimate traffic. Although the accuracy of signatures can
be tested, the process is time consuming. This technique may apply to non-attack
signatures that are intended to characterize particular network applications, for example,
P2P applications, which ISPs or enterprise may want to block or rate-control. For this
purpose they use so-called Deep Packet Inspection (DPI) systems in a similar fashion
with Intrusion Detection Systems.

Summary
The invention is defined in the independent claims. Some optional features of the

invention are defined in the dependent claims.

A first disclosed technique allows for definition/representation of a volume of data

traffic in an index file format. A second technique allows for the evaluation of a
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The invention is defined in the independent claims. Some optional
features of the invention are defined in the dependent claims. 30 A first

W@E?}‘BH? tQgiechnique allows for definition/representation of ay }é@ﬁ»&f/ooomo
d S for the

ata traffic in an index file format. A second technique allow
evaluation of a WO 2008/097198 PCT/3§GZOO8/OOOO4O 3 candidate
signature defining a pre-determined class of traffic with respect to an

index.flesenresenting.2 yolume of dat tatic ThedlshiechnioyeAllows.«

a volume o”f_traffic from a computing network to be 5 represented in an
Eificranessiinset VA ap pafstad difwing definition of an index in an index
file will allow creation of the index file to represent a volume of traffic in a

mputing system, The apparatus cap.be configured to receive the
IO EPETHE AT & GOITRG o Al T PSR & AR Gl 8 De
partcedardre toriicemtpuiingr Systeppanc ciiatetpddfidaofileftm index in an
represent that fj i ti or querying 10 af the index.file
el S s B Euc SR IR Al
qurepyting sistany dliniepviiticarhsaterdifiorahta revhivh heessnmeea

lgRificani imenAndo PHISES RIPR IR GEFRLERSME ISk F HEERR P Smputing

traffic mag not actually need to be stored once an index file has been =
EYeisrR LA FAy e dpohElR P Trare hatypdicsiYraipwation apdbu-aneiing

HienapRGLRAS, tprasielh 9B wetistbuladsnabwarkitnartab aemental® Rel/or
advang%glarisin]? fromfthe use a]gft index file to represent the _volume of
i e

ATEY AR RS HPAT R PR By VRCh oA Sndiraidipe- and
mec_dmmg(r&t@m—iindiﬁginertagh H‘\mhgtuaiet[a{fﬁbi;ﬁeyfnamﬂtgrm@d of the
vl Qﬁ%:tgal?ﬁ-?%’%af‘f’esﬂés Qaurely gpyonal o ﬁf"é“&%'%ﬁ”?&% Machoose to
maintain the traffic for useﬁater In queryingtne perrormance o ﬁe
felestinghatboritesl 20 theappeeten demokmicerinthdisaimigd estigniture is

evaluaiediosiptenming dts.suitRliling as %slé@PéBé‘?ﬂd%iQﬁ?e%‘%e?ﬁ%%ﬁt%a

determination of whether the candidate signature _interferes with the data
fralres R ket Srtpatn el aisnrrensivnevbitaindeididaslearibmsitbice gpet the
iadeR Mdaxfilgiregesenting.tie veksme Qb lraffigs ahesdhanditeety aith

afterwards is entirely optional. A particular user may choose to maintain the traffic for

use later in querying the performance of the indexing algorithm.

In the second technique, the candidate signature is evaluated to determine its suitability
as a proposed signature based on a determination of whether the candidate signature

interferes with the data traffic in the computing system. This evaluation is carried out

with respect to an index file representing the volume of traffic, rather than directly with

respect to the volume of traffic itself, Thus a significant improvement in performance
may be realised because of reduced processing time in querying the index, rather than
the data itself. Because the acceptable range of false positive rates is quite small (for
example, in the order of one false positive in every 10° packets) the amount of traffic
that needs to be analysed may be huge. Existing techniques provide only the option of
analysing the traffic itself directly, requiring a significant amount of time to perform the

analysis within the constraints of currently available processing technology. Thus, the
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25 respect to the volume of traffic itself. Thus a significant improvement in
performance may be realised because of reduced processing time in

. . . . PCT/S
range se positive rates is quite small (for example, in thé or

one false positive in every 106 packetsg the amount of traffic that needs
to be analysed may be huge. Existing techniques provide only the option

af3Raaabaingdbeiafiic tsel diisatly deauiring a8 '@awgafﬁd%%%@ of an
ently available

time to perform the analysis within the constraints of curr
BIEEE SBthEFRIERIGRS GF SIS Rréchespdaisrtrrimed POTISEY BUSIBbO40
4 disclosed techniques provide a real solution to the time lag between
identification of ack and deployment of security patches/updates
R At Th B R R EFA AP Eciusae Wi
teGhipige s 4o iedalubiterepcanditate sigmatuse twithicnleferencpdgsatinadex the
e fepressrilng Ay me Bl afic Aliow A fesponze,ime BE IS ) techniques
evaluation of less than one second, a response ime which
presiBnsnkpd/tapttpiasowdngmply utterly incapable of providing.
The two principal techniques disclosed propose two phases which can be
used either in 10 conjunction with one another or separately: an offline
DRESK QRSN B DRSO pRe BEORLE S B Ases SYRIsa e disadgither in
taffiglcisopwaassechioher definec.tyone MO AptIasinRN e sHlE o
é%%%fn%%ﬁfil%‘itgeé{li and an on\l/ife %gf se in which an_algarithm

CAITAfE S A AR SR Y HaAarS Mithrrefa raREa s S e s SrerRIg:
B kefrBe scaptinden fikrawingadehdieveatDnandlhn oniine lesetibedidiyan
e LS AMPIE00 u ARALIILIEIGIENS 0 e, aceompanying figuiesi,
which: Figure 1is a schemati€¢ diagram illustrating a signature
evaluation/validation system; 20 Figure 2 is a process flow diagram

BioMidiec AR e o Phafilias disclosed techniques; Figure 3 is a block
diagram illustrating an architecture for an apparatus for defining an index

ParPTHER TR G U A RS AR B B S A W rersPale ibtrat & FristisBerdp the
apempaydltigapparatsof Figure 3;

ngﬁgw%?%%e index, rather than the data itself. Because the acceé)table

e()l_()fg?00040

Figure 1 is a schematic diagram illustrating a signature evaluation/validation system;
Figure 2 is a process flow diagram providing an overview of the disclosed techniques;
Figure 3 is a block diagram illustrating an architecture for an apparatus for defining an
index in an index file; |

Figure 4 is a process flow diagram illustrating a method of operation of the apparatus of
Figure 3; ‘

Figure 5 is a schematic diagram illustrating segmentation of traffic data sequences for
use in the apparatus of Figure 3;

Figure 6 is a schematic diagram illustrating definition of an index file by the apparatus
of Figure 3;

Figure 7 is a block diagram illustrating an architecture for an apparatus for evaluating a
candidate signature;

Figure 8 is a process flow diagram illustrating a method of operation of the apparatus of

Figure 7;
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25 Figure 5 is a schematic diagram illustrating segmentation of traffic data
sequences for use in the apparatus of Figure 3; Figure 6 is a schematic

ngﬁ)gg%mwystrating definition of an index file by the apparatyéTgf(g' %%P%jm
us for

Figure 7 is a block diagram illustrating an architecture for an appara
evaluating a 30 candidate signature; Fjgure 8 is a process flow diagram
illustrating a method of operation of the apparatus of Figure 7; WO

20RRI00E 193 1R e Gia008(G00040 13 friY HE%@&%MQH@JH&HS@&@Q@E% 8;

illustrating the operation of the method of claim 8; Figure 10 is a grap

MSSHtRG & FeHbHSHeE S RE theRssslddRigtesedicabrmsre 2 is a
giamb ilustragingthiicwiuisdive eigitipution funekinn afindexcsizesfQizdwer
\églu\pg S of ch)?tf?a trz%l;fai{.;ﬁCS Detailed Description of Preferred Embodiments
e(%errlngeﬁ’rs ot&igure 1, an overview of the disclosed techniques for
signature evaluation/validation is illustrated. When, say, an internet

BREMID PREAPABOWEIEAQ- ¥ RIS A l}@gure targeted to a customer's

network, it may use the techniques 10 disclosed herein to enjoy the
Sekraine Estriaisesn iR ey giaatofcheodi séoseddtyhaphoyior derattie
BRANAK D TaBaXsi Siay iGubtrAieO MR SR LARCMPHS S ApIBNRIWE: to

development centre 102 at which a user may develop a signature to
P FELeh S B BLE RTINS A B AR ETR & b RN e g Sfor
éixalnpié harsiaaurihjatimelconanelwetka Jhelidser daakshown)bdeueigps a

grldi%%te séi ature repre g{\ti%g the ?ttack for evaluation with the

isciosed fec niques on eyuseguggmputer apparatus 104 with user
interface equipment 106. The development of the candidate signature is

i grdams jth 5;} ique e t .

?a%%? a'fglcggnatmcg) ]{_“5;4 IS tr%}?wé;hntwﬁlgggé %%n%t};% igﬁ%%?é 0q %\%?Vgglr%%%ﬁ St

ERATLHS VEDTD 1 CORAPRIFYTRYISEER S (e cistapuingg slasssyfdraffisjme ehermuting

system, for example, a security attack on a network. The user (not shown) develops a

candidate signature representing the attack for evaluation with the disclosed techniques
on the user computer apparatus 104 with user interface equipment 106. The
development of the candidate signature is made in accordance with known techniques.
Once developed, the candidate signature 114 is transmitted from the signature
development centre 102 to computing systems (or computing sub-systems) at client
networks/client workstations 110a, 110b, 110c¢, 110d, 110e over a network 108 such as
the internet. As an example, ISP A 110a runs one or more evaluation algorithms (for
example, the algorithms of Figure 2 discussed below) on the candidate signature 114
and returns a result 116 of whether the candidate signature 114 is a good signature or
not. In the example of Figure 1, IPS A 110a returns the result 116 that the candidate
signature is a good signature as it interferes with little or no traffic in the computing
system of ISP A 110a. In the illustrated example, ISP X 110d runs the same algorithms
with respect to trace traffic in computing system 110d, but ISP X 110d returns a result
118 that the candidate signature is not a good signature for computing system 110d
when the signature interferes with “good” traffic in the computing system In this
example, running of the algorithms of Figure 2 at ISPX 110d indicates false positives in

the system, meaning that an occurrence of the candidate signature in the legitimate data
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networks/client workstations 110a, 110b, 110c, 110d, 1 10e over a
network 108 such as the internet. As an example, ISP A 110a runs one or
more evaluation algorithms (for example, the algorithms of Figure 2

Wai&%éﬂgéw%elow) on the candidate signature 114 and returnS'&rE0RCP %0

of whether the candidate signature 114 is a good signature or 25 not. In
the example of Figure 1, IPS A 1 10a returns the result 116 that the

andid ignature is a good signature as it interferes with little or n
FE R et SRR . 00 S AR e St 0 Ao
Beudd d20el demiglthessavive mlgevititeaifidth respect to trace traffic in

computing system 110d, but ISP X 110d returns a result 118 that the
candidate signature is not a good signature for computig?ﬁsystem 110d 30

HEm iHEdTy AsitiPElH ek s bt 18d0d Ohatffan ikl cbifp tiapgmay dtem

Iethisiexanpigicranmingeahdneviaarib sl Higies AafdopetdQsire 102 for
indicates false positiV%s in thg system meani%ghat an occurrence of the
é%‘?w%ﬁ’é&?é‘%?g?faﬁ?fr&ai% SRR A AT W O™GBf08 I 2pparatus 104. The

RET (BE2M08/006F40 ntriratfibaoddinat sySiendd flaggkehanddhat representation
eploymens of that signature in that network would cause..
B B O T R acmassi w0
Oa, 11 Ob, 110c, 110d, 110e transmit data 5 pertaining to traffic in the

netwarkiworksiaLion to.signaitie. dexeloRmeRtGe Al L0 e th&hion across

evaluation of the candidate signature to be run on user computer

Apraitasc poaysiea 19Qtddsakiing omrificanijopeatheha srfbictarmoongimlar

Qustissnativaly gukepigseniatiopetberegt dgHvRE Mg e IMNEANES due to
disclosed herein,.or in an alternative manner. 10 As a further alternative,
R BT s CHCBP BTS TO0 Gt B RAn b i YALIR RSG5

oficsystbrs HOM: fosadty, jifssystemstO@ine pivotisabthe ptréféiclioha pasticttar

3&%&9&@ bf! h%%&%%%&é?é‘&&%% ﬁg‘vﬁ%%gg{s%%@éﬁ% AL [RISEROSINER:
owever, due to privacy issues possibly customers may desire either to

run the evaluation process themselves or to forward just a representative

RAtiopLekitsLraflicy AR At GASR IR rhR RS BEARX IR INE RYRICHR ARRERISH on

on how representative the traffic portion is. False positives rates vary for

FREICPRUER SRR bR TSE TS 35 R VeRFBtESI T8 BrARPAFRRS
RRPFRMS A ONULE tecielenmine dhabd sigRadarefsdIsAIE R PcRRRMGIIS

Furthermore, the more traffic the system captures for the target network, the higher the

confidence will be that the given signature can be safely deployed or not.

For a given candidate signature one technique checks for an occurrence/match of the
candidate signature in the index file representing traffic which is known to be legitimate
traffic. By counting the number of matches it can derive a score for the signature. If that
score is high (e.g. low false positive rate) it means that the candidate signature can be
safely deployed on the target network. If the score is low (e.g. high false positive rate) it
means that target network can expect legitimate traffic with the same or similar traffic
characteristics as that of an attack. If the candidate signature were to be deployed on the

target network, then Denial of Service (DOS) would probably result.
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implementing these techniques uses knowledge of traffic of the target
network. 20 Furthermore, the more traffic the system captures for the

tar@et network, the higher the confidence will be that the given signature

WQARHE Efely deployed or not. For a given candidate signaFuCrgSo%émmmMO

technique checks for an occurrence/match of the candidate signature in
the index file representing traffic which is known to be legitimate 25 traffic.

ThSpatng the AUt ALPRLeASR AN eI\, A 00A G QLS IO At Fas
that score is Isugtﬁ e.g. ow false positive rate) it means that the
mandichteffigtalickoan b katslgckidpoyathernvibe thargstarearsikprpdes an

SERIEHS oW fengidighilalseRositivearated Lignaansiiat lareatinamikces
expect legitimate traffic with the same or similar traffic characteristics as
watofapiQttack. If the candidate signature were to be deployed on the 30

target network, then Denial of Service (DOS) would probably result. WO
2008/097198 PCT/[SG2008/000040 7 Therefore t results will likely b
B S R e a7 TS0 OB AT e g B
sanahiecdelberiat tackriitpes Gihelihpsetheblsyistemrcorsittp tediicéngromputing
evaluation the candi I j ' hesrinaieality
it \S/v%nl'i’?l1 (%“éorsaftrgr%lo%(ffé%/. gégggﬁéﬁo%p%%‘\%ggsﬁ %L#a}ﬁ'é, in orde?for thé
Pigransdwalidedonsetispignels ARk SETSIRBICHY TeHEECh ARFIRYOUS
sheuld prafsrablyhaie arsessitbiaficin %S%H?Hg BErBYSIEIR/NSEIaK of

from a twenty-four hour period. However, this amount of traffic, for just.a
RGPPSR TGRSt I SRR BIS U LB i FE Qi R gmertted in
ramseRdRuUsoHE: a0 @hsioragepridisitieyercesisidetingtiof traffic, the use
processing burden sguch a volum O%Eggffic %esents Furthe{ the

8 eﬁ C1 € O

ORI RECTRRENASES IRASAUESSP Sahe 2

e mp?emente%cm %nﬁ%ﬁé’ networks.
T evoidhadirigdapracessthisereessiveirobmigotstaffiytide ysandicant
indexing a (Proach to represent the traffic in the or each computing

g1 ﬁ%%) LITCES.

%%/‘gPé’m work Incorporates time-space trade-off techniques to provide a

significant 15 saving in resources. Additionally, a distributed approach

@@&ﬁ%&ﬂ&g'?ﬁiﬁﬁiﬁﬂe‘ﬂ%ﬁoﬁ&% pRgas dhfiemented where the nodes of the

distributed network store only a portion of the traffic of the customers and then
cooperate to validate a signature.

Referring now to Figure 2, a broad overview of the disclosed techniques is now
provided. The specifics of the exemplary techniques are discussed in greater detail, but
Figure 2 provides a useful summary of the techniques.

The process 200 starts at step 202. The candidate signature for evaluation is loaded at
step 208, In a separate or prior process, a pre-determined type of traffic is identified at
step 204 and a candidate signature representing that class of traffic is developed at step
206 . In the example of Figure 2, the candidate signature represents a security attack on
the computing system and the evaluation is made to determine the suitability of the
candidate signature representing that attack for deployment on a target network. If the
evaluation determines the candidate signature is not a good signature — e.g. it would
interfere with legitimate traffic in the network/computing system — then the signature is

not deployed for a security patch/update.
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Wgr%g{ogyﬁr?view of the disclosed techniques is now provided.,

distributed network store only a portion of the traffic of the customers and

then cooperate to validate a signature. 20 Referring now to Figure 2, a
The

specifics of the exemplary techniques are discussed in greaﬁ(éF%g%é)ﬂ?/%ﬂtMO

Figure 2 provides a useful summary of ¢he techniques. The process 200

starts at step 202. The candidate signature for evaluation is loaded at 25

siep 2R8iditeasReRaiale MR Prasess R Riedeterminedhiyne Al Haffigis a

idtentg@d tt tste 04 g{%%a 2%andidate signature representing that class of
trame 18 dSVEBped AP RS5™ 208 CHetB e MIRGF igirEio Mife candidate
sigrativeaepresgnisaseciriteatiatic enaliei 6o mps e SYSte M Anehihes

ey 0 i etermine uitab fthe candidate signature
rep?r%?teé g':l}rl\gl ﬁ%g? gtt%gc%’(? or ﬁgﬁ(fg%%r%e%ﬁ‘frgﬁ uél%agrgié’t hETRORE JF dFeO5Brocess, the
dlasratisnglaantipgsidc dadi darrsiyed it teis 1ot amd)tdedsign e ereated
Quhrd W ORI Ied - itRtRr ar WD tqg'“m?stoﬁl%@é@kclknd@&#%@ﬂ"{ﬁ %/c(v:rg@ﬁuq rk‘()?l w with
system - then the signature is not deployed for a security patc mp ate.
WEresH'e BigEyd 198 PCT/SG2008/000040 8 The candidate signature
representing the attack is loaded to an evaluation algorithm at step 208.

t ste 4. anin file representing a volume of traffic in a
O e RS R ioag BUAMaRHon ke Fiador
algdwithen i te senibidaldsimorerdetaibwith I speetioinigorest HieBeiia
r i C trace or sample network traffic data is
S N R S Do 5356 Ming
SEBIigst BIETRE Bt 6 G9d R MesEabbd fignaore detpibbepivwitho reapeater at
tQdpiores 340 @. AE%P}I%%@)M&E@QI} dale fignaty E%g%tg&nﬁ@ HE gig\ﬁ‘%@ure is

entries in the index file for_ 10 evaluation of the candidate signature.”

SRR PR P EaRd s SR vHSH e R dedia diansighain rptivealp depded

signatlye 0t BRI TN eniUPRTLE eI eHIHRANI0 g caRdidate.sidRatEsS f,
?Qdﬁ@%}é’@’ n’glkcl)eesiggature rr(%)/ betz?ieployed to a customer at step 222

%r uSE ina securty patehiliptis EPHET e Atiiiome &/ 8and2it- e process ends

sigitratded is determined not to be a good signature, a next candidate

signature is optionally loaded

An apparatus for definition of an index in the index file is now described with reference
to Figure 3. The apparatus may be used to create and/or build up an index file

representing the traffic of a network/computing system.

The apparatus 300 for defining an index in an index file representing a volume of traffic
In a computing system comprises a data processing module 302. Data processing
module 302 comprises write module 304 which, in turn, comprises index definition
module 306 and record definition module 308. Data processing module 302 also

comprises data sequence analysis module 310 and segmentation module 312.

Alternatively, data processing module 302 is configured itself to perform the index
definition and record definition functions of write module 304, along with the data

sequence analysis 310 and segmentation 312.
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15 for analysis at step 220. If this option is followed, the process loops
around steps 216, 218, 220. One or more signature is deployed to a

W&gﬁ&%}g{g@t step 222. The process ends at step 224. An apg?/rsaé%og%r%o 10
de

inition of an index in the index file is now described with reference
to Figure 3. The apparatus may be usegl to create and/or build up an index
file representing the traffic of a network/computing system. The apparatus
30Q rdefinieeh aivi)dax &1 RbdaEe s file Jepresenting A Yolume.ofdratfic
in a computin s%stem comg es a data processing module 302. Data

SRk S RTIEHISS VAP ABRE S Modulo 304 which, in turn,

comprises index definition module 306 and record definition module 308.
c%rno%lyﬁ{g network

a cessing mo 302 also rises data sequen
B o S R S PR IR
prodbRiBEX Bleonfiyored pesifieapdHord dhespedexeB0 dpfimition 3fdklso

weiddefinition isoctierslwstamedile304.Along With, the datas
sequence analysis 310 and segmentation 312. WO 2008/097198

Pl oBsADAAO S FNERI R dredhlsive, any of modules 304, 306,

308, 310, 312, are provided as separate, stand-alone modules within

. 300. Apparatus 300 al ise 314 configured t
o B AP AP PR pA e

rom
31 Bk8rdspedivdlls NFpaatirsl300alispeamnrisestfirathiadrfes of the
ivin i tor in me 316. tionall 0
B e N o e R R e
Aedaaica 3o praerdetiftiontnide de368dufids afrdmncradxrint thewidex

2318, Theddencorsesponds o adallic dataSeauence 0f g e NG

of traffic 316. Data processing module 302/record definition module 308
Hafiifedais firSppRaranmeiererdna ifathe Gatrsenidethetiimthoriis record (paprises
sifemtmnibnrgurets phdex/ lel8athone.ieglementation, the index
created/defined for the traffic data sequence corresponds with the first
record; that is, the first record comprises 15 information about the index

dnad/ prabestnadfioadaia 38 deneeguence analysis module 310 determines a first

parameter of the traffic data sequence as a first packet number of the traffic data
sequence. Data processing module 302/record definition module 308 defines the first

packet number of the traffic data sequence in the first record (not shown in Figure 3) of
index file 318.

Data processing module 302/data sequence analysis module 310 determines a sequence
position of the traffic data sequence within the first packet. Data processing module

302/record definition module 308 defines the sequence position in the first record of the
index file 318. Thus, in this example, the apparatus 300 defines two record fields of the

record for the packet number and the position within the packet respectively.

Data processing module 302/record definition module 308 also defines a second packet
parameter of the traffic data sequence with respect to a second packet of the traffic data

sequence in a second record of the index file 318.



10

15

20

30

Data processing module 302/data sequence analysis module 310
determines a first parameter of the traffic data sequence as a first packet
ngwgg&% 8the traffic data sequence. Data processing module 302/record
définition module 308 defines the first 20 packet number of thé T gaye
sequence in the first record (not showibin‘ Figure 3) of index file 318. Data
processing module 302/data sequence analysis module 310 determines a

BSIUENGE ROSQM 3L %ﬁ&éaa;%%%%%%ﬁ% RGN NG HESL BEKE ments the

2 7 0 o = €
Data processing module 25 ecord definition module 308 defines the

Edaeltespsmiehoin indFirst ko iel o FHRCSIFER T €316 THNS e Thes pre-

Examples theanRREAHS300 defings fwoaeserehtialdspide reeardfee thaex
fg]?gket number and t%g #osition within the packet respectively. Data

EES TR G S L BBL R e P RIS nodule 308 also defines a

second packet 30 parameter of the traffic data sequence with respect to a
econd packet of the traffic data _seque in a second.record of the
T s N R S
Em'ﬂm%ﬁt@@&mﬁ%%ﬁ@&@ﬁ%&@ﬁi@é@ﬁﬁlﬁé&immdmmqm%@%ms’tep
Abg. Medis 9663 $RuE ReenR e dalR A HiG IR SRR EAHE R ER RN S14 for

sequences) ofé{)re- determined length. Segmentation module 312 alSo

s féspedife srEROtRR eHEZPETSRBGRTSHP fhBE sub-

SdReReaUANERE nHND QveraldIorAas dahoRRIgtRMCfiaPparaisiSQRidsed at
now (ileécri ed with refere%to Figure 4. Process 400, starts
i $rid

t402, .
SR A A B RS T e §Fz‘ffé‘{1§f’é’pm26&11.e&9t G dgscribed
wiatkefeodrilvetdrBffioraaiadi 6. Daetpaveddieadhtrdrte 3@ fiecyr3 Béffaition module
is. At step 4 mentation module 312 segments the packet |
R e A R R e
Sep-ae sadeir-tnddserd at sstpg L2113 Bye dastics provessin gherpatiiks. 302/ydex

deliefionmedule308.1d sz %%ﬁ&&bs%qué!ﬂ&@f&t%%ﬁ?&ﬁ!g&%ﬁiés@mps

6. Data processing module 302/record definition module 308 defines the

FERGFEStERStHE At srep adeferTdRiAm AR IO Fh B S HP WA SeHBERCe in
thepackyie saguencR fedexeaat siep Adetdsithatlast saaidensedrveeer the
;E)aac%‘? }c')a{fdgcig ts%ep 406 is the last packet for analysis. If more packets are to be
analysed the process loops around step 406, 408, 410,412, 414 and 416 until a
determination is made that all packets have been analysed after which the process ends

at step 418.

The segmentation of the packets into the n-byte sequences of the process of Figure 4 are
illustrated in greater detail in Figure 5. A first packet 500 comprises an Ethernet header
502, IP-TCP headers 504 and bytes 506a, 506b,..., 506n of payload 506. Segmentation
module 312 of apparatus 300 segments the payload 506 into a series 508 of 3-byte
sequences (or “sub-sequences”) 510. Each of the 3-byte sequences 510 comprises bytes
512a, 512b, 512c..., etc. In the alternative, segmentation module 312 segments payload
506 into a series 514 of 4-byte sequences 516. Each 4-byte sequence 516 comprises
bytes 518a, 518b, 518c, and 518d.
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15 sequence loaded at step 410 is not the last sequence to be analysed,
the process loops around steps 410, 412, 414 until a determination is

the last n-byte sequence in the packet has bee E?(q e(? t
WA oo

determination is made as to whether the pac
step 406 is the last packet for analysis.If more packets are to be
analysed the process loops around step 406, 408, 410, 412, 414 and 416

rhdladeRclede rnalian Jsgnade dhat i pasketshavgrrnianalyRed AliRhter

which the process ends at step 418, The segmentation of the packets into

H7E Bl eRgaEdEe st the'prades st MY erERRse HIRsdenndd i Brdste 022
dezail irc@gureabh Adistpacket, 500cebippises aubibgingichdaders &5a,
IP-TCP headers.504 a tes 506a, 506D.... 6n of payload 506.
RN ISR R e S e
rtonadseyids 0@ ol Jrgye dudyBEtoek{alefnuibwenodrie 869 510 cEavhlefit is

eIV IERLWBIRNCESO LORAPRHSES DYRS sRdbdhen 12Br 8% uflfaMc dara

the alternative, segmentation module 312 segments payload 506 into a.
SE8S A BiciIpyte ' SSHLURHEES %1 B2 REACASBAR B8R eABe/Beerd definition

ainpEses aerhytasbkGaraddhs SlBe. e SIEl RO ABIROALREcord 606.
E}CTJSGZOOS/OOO 40 11 The indexing of the n-byte sequence at step 412

PG TRERRL i R SRR O PSSP THE AR IS e Ao RS P 67 n
indiet filerG00 damprises dasesteadno. afiyticesen2a; c2i fouiDiArpacket

h.ndex 602a, .... 602m ¢ rises (sub)seque bytes.604a,

P B S R R A o o
368 defieesisBstianfiisding skireepro assirariaivktiag2tinde b diisitiorrd
BrRdy IR A0 SRR i1 SeeRthalindex 8098 fiiuROigsRgNdS to

3-byte sequence "exa" 510 of the traffic data sequence of Figure 5. A

s
deierningh BirescauERSs GRS Hoathatsoovrsasrd erefititin o dieraogt
dedingsea fiist:pasametes of theck aflicodatm SEEHERCE! N e HrStak8sRI6f Figure
got%% In this examiiple,i%e firs ara,meter_of_th%raffic data sequence is

e eGHE S HPSE T pACRET SHOP R FATSeE QG sy - RAence
senercer-tepa'sigifennd drPackeatkb0 00N hidlviapagkeadtivimbente aagioad 506
ta pr Si dule 302/recorgd . definitign maodule 308 defines, this
B G b moaune
310 and record definition module 308, define a second parameter of the traffic data

sequence with respect to a second packet in a second record 608 of the index file 600.

Thus an index file 600 may be made up indices and records defined by apparatus 300
and stored in partition 318 of memory 314.

Broadly speaking, in the “offline” phase algorithm 400 is able to index every n-byte
sequence appearing in the traffic captured/transmitted by a customer from its network.
For every appearance of each n-byte sequence a six-byte record is kept: four bytes for
the packet number in which the sequence was found (e.g. the packet number defining
the order in which the packets are received at apparatus 300) and two bytes for the
position of the n-byte sequence within the packet. Thus, an advantage the algorithm of
Figure 4 is that it is necessary only to retrieve the information stored on the index,

eliminating the need to perform a search on (or other manipulation of) the captured
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606 in index file 600 in memory 314. Data sequence analysis module 310
also determines the sequence position of the n-byte sequence "exa"

W (\)/vzlgr(}%r)ngt}e first packet 15 and writes this to record 606 of index file 600 in

memory]§§4. In the example of Figure 6, the sequence pog,‘ﬁ%/ﬁ%%‘ﬂ?{g%‘m“
the position within the packet of the n;byte sequence 602a; e.g. n-byte
sequence "exa" in packet 500 is found at position 1 in the payload 506 of

hasket 300rAdditionally,aRRAA: 30PNAY s ANOHIN AR SHOHSANS, be as

analysis module 310 and record definition module 308, define a second
stk ARaesip Ry tRRatBEa PO S GhmER MRS B h SAREHE paiekered
t}ti)ik %é%gﬁﬂﬁrf_ 6&&9&@&9889%%@ gﬁt{bg&?ﬁ iaf%&,eswﬂsaad@ﬁi@' Soo&lﬂiﬁ@sﬁ@lfﬁayi, 256
e made up indices and records define a atus stored in
s R e e e e SRR
GHigeritlhm 406 imalbie dexindexievefynibytedséquelicedgsearing in the
traffic captured/transmitted by a customer from its network. For every

appearance of each n-byte sequence a six-byte record is kept: four bytes
Tfornthisplrokesttaiienbeprier sokisA0tHETss dhe idiara R A8 0B fragxarory
Jemhardefining: e rrasnie whishthenacketsaie eceivad ot RRA Dy

300) and two bytes for the 30 position of the n-byte sequence within the
thaeRERCTRORESS S VAR e BT itR SRR is that it is

necessary only to retrieve the information stored on the index, eliminating

the need_ to petform a search.on (or other manipulation. of) the captured ..
RSO0 1O B S UG0S T AR I L gt
dinfermatiopréerremghagecidetcristrbellalspre featilslyn be@splitthe agspossible.

e L P A (el sepeie st b

anchs modele TRk vy dréndhe sreenblot AR IRRI &t S s BpEEA REg BISFidS
AgsaHmingd 1 GR IBRMIacEmAERR0s NN 264) RGN SONIRAIGS 2

few records, but 232 indices. In one implementation, apparatus 300 stores

RS HTO6s SRR BRI SRsiHa  (hemiory Beauls V4 Snaafl foeAtiARtRanodule
TaNKessaribgyCampecasiisiaitievedhansiorssiasreddalby Heefamite

f?lrn%ggrslgh%?%% Ig{li)g ui’gistt’d’zf%g%%,tc} @917'{8 ?771£00r9 th]ége modules may be

provided as separate, stand-alone modules within apparatus 700.

Memory 716 stores index file 600 which may be defined in a separate process (such as
the process of Figure 4) and received through module 720. Alternatively the apparatus

700 is also configured to perform the process of Figure 4.

As noted, in this example, the candidate signature is a signature representing a security
attack on a computing system. The candidate signature comprises a signature data
sequence as will be described below. Data processing module 702/comparison module
704 compares the signature data sequence with entries in the index file 600 stored in
memory 716 and makes a determination as to whether the candidate signature satisfies
an evaluation criterion. In this example, data processing module 702/identification
module 706 determines whether the candidate signature satisfies the evaluation criterion

in dependence of whether the comparison of the signature data sequence with the entries
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Referring first to Figure 7 an architecture of an apparatus 700 for

evaluating a candidate signature representing a pre-determined class of

traffic in a computing system is illustrated. The apparatus 7%)1}%0m rises
ata p?(%?:essing module 702, a memory 716 and a modulé 8,2(\/%%0@040

in the example of Fiore 7 is an input-oufput module. 15 Apparatus 700

also comprises a comparison module 704, an identification/flagging

Mosiga0e s meniatiamsmegdule do8amkeadnasidted IDuRNGbRAme of
seﬁég@gence module 714. ,?]\‘%paratus 700 may bedgﬁ%%iggred for da‘gia6 )

BroE e RS R R S8 S P YTES RETCHLHARY RS PHE1EPGEC
430 s¢dudnéd éfandhese dnedijesroinbesybrovigiedcas @epritaiequences) with
sland-lan modules wilhin a03ralys 190, 39 Memary 18 sjorss index
ﬁ?@pgf)totow IC esrnually &'detinedn a se|8arate process (suceiw as C’?Le process
of deigaineg 4)cdint iEdivatiniorolghl hoddieiTdiceyitermtpvaiethilapparatus
(09 alatheentigieed o perform e RIAcess PRI 4 ZRiaLIRtadadn

this example, the candidate signature is a signature representing a
vy 18tsrde srreardorh finisgdsysiss: The candidate signature

comprises a signature data sequence as will be described below. Data
Erocessmg_module 702/comparison mog#le 7&51{ orré?ares the si natlégs

RGeS T B AEHES TR tHEr HATER T B G SLOFBH RS AEIER)
pathimakesmaistesnirbtiondcstoyvihethentheycandid atedsigriditr satisfies
30 an evaluation criterion. In this example, data processi dul
SO R ON TS 708 AETL e W St TR SanGiat T or 2
sigmatorefshtisfimsdhd bvah desonbedtenibrrefinrdegseioddaees 8f whether the
comparison of the signature data sequence with the entries WO
2008/097198 PCT/SG2008/000040 13 in the index file flags an
desppeirserrthia Sigrdardl datiang fe AR ProResYBRIARIBI tSfREABRRE
REBEESSING dBeaHIB-¢ QAsearenialintsmosuie /O seaimerssitbe slgpature
data sequence of the candidate signature into, suﬁ-seq%en%zsggn-b te
SOREIE8STWEACT Q5 Rt iHRE IR RS THERSRAHESSE R 15 e LHiBRY in
racenteididbefaieiDatehb prpeassisirenodislecr2eaid w doudebidfieaaclst the
'Qgﬂ& alt1:3romthe index file 600 corresponding to sub-sequences of the

signha urestl:%’t%msr%quence. Additionally, read

A process flow of operation of the apparatus of Figure 7 is described in detail on Figure
8. The process 800 starts at step 802 after which a candidate signature for evaluation is
loaded at step 804. At step 806, segmentation module 708 segments the candidate
signature into n-byte sequences (sub-sequences) corresponding to indices in the index
file. This may mean that the candidate signature is segmented into sequences which are
to be found in the index and/or the candidate signature is segmented into sequences of
the same length as the indices (i.e. having the same number n of bytes in the n-byte
sequence). At step 810, reader module 710 reads indices from the index file 600 for the
n-byte sequences created by step 806. At step 812, reader module 710 reads the records
for the indices from index file 600. At step 814, identification module 706 identifies the
indices with a common record parameter which, in the present example, is common
packet numbers. At step 816, sequence module 714 determines whether the indices

having a common packet number define a sequence. If the records of the indices do not
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module 710 reads records of the read indices. Data processing module
702/identification module 706 identifies a common record 10 parameter

qg)@)s/t[;gcords which have been read by reader module %3:975'%9&%000 40
implementation, the common record parameter is a common packet

number for a plurality of the records. {ihis is described with reference to
Figure 9. Also as described in more detail in Figure 9, data processing

deslule dRRiseae e ismadite: fldwdetermtacsuvitetheldirRdacargss24

having a common record parameter comprise a seguence.of records. In

R GASERER AL ER A G ALRAD & S HETBURAHE 123 T tafiiR st SThRIShis made
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candidate signatur rocess flo i 1S, 0f
T e B T T S R BB Bl R e
80 st dreidichckcamditatehsigbreureatbed afh Afivetshepaersgsdpepe pround

804 AkSIeR 896, sLoMmantaligRedule/A8spgments the candidate

signature into n-byte sequences (sub-sequences) corresponding to
indices in the index file. This may mean that the candidate signature is

seaNentedinto seaueRersIshaIe P iedenfoiendisthedadexedna/ine
the candidate signature is segmented into sequences of the length
RS TRREEE (e PR e BARRS TSR B N Sy e B iyt e
sagentel Apsiapedio reated ihduterizyedreddsnnadices fromptiakyipditsxdind
file.600 for.the n-byte sequences create Al st r
R A s
Budeidensfioatiornderdeie 7ios ibmifissanis Soumaicds iitaniedinpigrsecond
ERCQhAREATRIErYRICh, I the RERSEOLRREINS i IS AATPROR (BAGKRE a

numbers. At step 816, sequence module 714 determines whether the
ROEHERSS. PRRI GBS FrSriTsiest K artsar et bulsganicatef i the first
cesigleRkthadaticespdeBon \Wd QR8I0 dd&8nBCabiRia 20 B/ Q0D 14e

define a sequence, the next index set_for the next packet number is

R PSR e hB R CRPST <l BT I L4 daar e

thentdj pesitsasiars eberdedadsimatenantaped 16 yeaftam efseqronsuifende:
[{sionanre data sequance J1he Xolme Rt afl AR AL R

g‘i ﬂf%f?o%%eglsthige, gt ste§ §g0?g%para s 700 de’termines

find if there is a record in second index that says “packet A position B+1”. If such a

record is found then the record of the second index is checked against the index of the

third subsequence in order to locate a record “packet A position B+2” and so on. If the

checks are successful up to the index of the last subsequence, then a match in packet A

at position B is identified.

The analysis, identification and sequence determination process steps 810, 812, 814 and

816 are now described in greater detail with respect to Figure 9.

Figure 9 illustrates traffic data sequences 900a, 900b, 900c. For example, first traffic
data sequence 900a comprises a sequence 902a of bytes as illustrated. Second traffic
data sequence 900b comprises a series 902b of bytes and third traffic data sequence

900c comprises a sequence 902c of bytes.
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5 whether the last packet number has been reached and, if not, the
process loops around steps 816, 818, 820, 824 until the process ends at
826. Thus, the "online" phase performs matching bas
nformation stored in the indices and records. Initially, the %\qé?égeég ofr;/ ﬂ%‘m
n-byte sub-sequences that form the 1@spattern of the signature are
retrieved. The retrieved information is then analysed to find packets in
Inbisirizdl oesegHences-ate foprd iaddth e pasiisnsoie adjiacemkobtang
implementati n index of a first sybsequence is.c.orcp ared wj 51
R L e e R R R . et
{@éntifybthbse et frarerexeompmon@adkist deimeethat dreinsiandefiifed by 3-
beroepLittingesdnal it thatihe Jigh S RIRIHLOGH A A0y c0s

packet A and packet A does not appear In the records of'the secon

fiedass thetrindss AOdardiscdirvpe drl sTonthrarkebPE8shPrEtiantActipsts, record

pasketinBymhehdeIPNSIBRg Chasked ieideimine wiethet gy 1ardp &

sequence. If in the first index there is a record saying "packet A position

BT dReCaig SHth AR L AE RS i TPIPRAE A Fh Qebriamhdeound
thdtsqyskpackatabreesivar Bud'sefosidcpuak20aEtosdhsstaund. then the

record of the second index is checked against the index of the third
subsequence in order to locate a record "packet A position B+2" and so
orgrifetiigioheckslaréO§ uekesshulidgtoitmingcsi0 b tinpiasng sbeamae A06 0f

iheR SmalehdnPack el atoaslion B isddenilied 2T 06 B0RNSI rospect
identification and sequence determination process steps 810, 812, 814
KnadBesiaBeadry dderita raplaibe dERARHYE SPReLReCE RIS 95
Elgie: Qi histrate s gt cdata seshianess 900 300y RABGu&RE SBaFRIR”

first traffic. data sequence 900a comprises a sequence 902a of hytes as

et PEESEAFREHIC S50 Whtal SEJERITEETSIBE doMisAse S arsiHes file 600
8682booh bytesanddhirddnatioita sedisandz060¢ tom piiska Sit6uenee in

£E Ol Qo M0 R ORL0doke rat ARO 0T RN A
COMPpriSes a series SHindices 602 as defined In, say, the process o
Higpiideed thalsebiby st ateok dls 9184 ies 68 ufur 0brdsovdmipAsitirrdesrasommon

06, 498,510 de RS R ERINGES B0 SrabRIe recad RRAHRINES the n-
that the index defined by 3-
byte sequences of candidate signature 904 are found in a common packet of the traffic

data indexed and represented by index file 600. Sequencing module 714 determines
whether the records 912 run in the sequence 3/1, 3/2 and 3/3. When sequence module
determines that the records run in sequence, a match is flagged and identification of an
occurrence of the candidate data signature sequence within the volume of traffic is

identified.

An evaluation of the techniques disclosed is performed by validating the signatures
found on Snort, a popular intrusion detection system, on a trace containing 3 Gbytes of
captured traffic. The results for 3- and 4-byte sequences are summarised in Figure 10.
For almost 95% patterns tested, the techniques achieve sub-second search time. The
preliminary results also indicate that hotspots presented in the remaining 5% of patterns
are one to two orders of magnitude more effective than traditional linear searches. The

dominant cost of the approach is the size of the indices retrieved. The size of each index
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byte sequence "exa" 604 is found in first packet 900a at the first position.
Record 608 5 defines that index 604 is also found in second packet 900b
wgtz %;.igion 1. Finally, record 610 defines that index 604 is found irzlnthi/rd 40
pac'?(e? 968c at packet position 1. Also as illustrated records 612 Ahd 614
illustrates, respectively, that index 90f;("xam"”) is found in first packet
900a at position 2 and second packet 900b at position 2. 10 Segmentation

9000 82£08;1akes repdidatr signatiise 04.cQBHMIaINGBRaieNeERE06 of

bytes and segments this signature data sequence into nétwe ot
RO IS HEERaes A HASSHRETY0 (HERES RYTHC TRHSNHE L OF SR [HRdrace
WONaHI ORI A SRNPENEENRKasT i segetesicabinia iisyi3-oyterkegdence

8a "exa", second 3-pyte sequ 908b . xac" and third 3-byte .
oL GO Y SRRl TRIe TS (e i e rass it
dhegroie séredond BLPEGriesgendintitddt tasictdsel4afropmtnayinaéd,each

ifg%%“%&m 0 dis e%rfgrﬁp%wg &Qx@%u%%ai%ﬁa@&gﬁ%\%%&bms

ntification module 706" identifies the subset of records 912 from the
fgrahpoPRaderde @10 iwRtasdiekbee SR sretdiagsardiTaRs cifaphs s also
JEEYEL ALOMIMMPAEke ALIBR K obhhis idantifieadbasiiae @:doyéss than

sequences of candidate signature 904 are found in a common packet of
W lasth i USSR AIRSh By BIPFYE% file 600. Sequencing

module 714 determines whether the records 912 run in the sequence 3/1,

/2 and. 3/3. When sequencemodule determines that the r, run.i
b oA TR A T o o AL s,
Aenditiateditasignatumensebuehoewittmibiend Sl raecofisrigfieligate a signature

ide gi@%{gﬁm?ﬂm@@@mmﬁgﬁwﬁﬁ gisaloseckispariasmeshby

validating the signatures found on Snort, a popular intrusion detection
Agerishin trkes rrmvadbreantia &3 8Hy i hsrresshls8a§Eific. The results for
3- and 4-byte sequences are summarised in Figure 10. For almost 95%
ﬁatterns tested, the techniques achieve sub-second search time. The 30

FITRI ATy FEATHES AP CRAR S SR BEL) SRS HYeTe oe?ning
RYanicpattennic Q0848 tivenoreraitmatmitididdme ségeffectivatthang this
traditional linear searches. The .dominant cost of th %%hr}ﬁ tg’c‘é‘ﬁ&%
SR HE e byt e S A0S SERy MR SR e e
RETISE2008/0eDP4dormance algorithm enables the required checks for the
validation of the candidate signatures to be performed rapidly on large datasets, in order

to reduce the statistical probability of false positives.

Although the above examples have been given with a view to analysis to a payload of a
data packet, The same techniques can be applied to index header fields, such as IP
addresses or TCP/UDP ports.

It will be appreciated that the apparatus disclosed herein may be, say, one or more
computer apparatus. The various techniques disclosed may be implemented in

hardware, software or a combination thereof.



16 for two traces is presented in Figure 11. Both traces contain 3 GBytes
of data. FORTH.webtrace is a trace captured during a portal mirroring
. : 0

W 39{(’108 0%@]1{19% MRA is a trace_ with random payload. For almo§,tc9r§s 402(309)(0000 40
séquences, up to 1 Kbyte is retrieved, although the maximum value
reaches 16 Mbytes due to some popylar sequences like 5 consecutive
zeros found in JPEG images. In the ideal case, this of random payload,

- IERADbINERASi R00HA: IO RYEREIRMEs DS G sl iBetetyaV R FRRRAISK iSily and

only a few kilobytes for the 3 GBytes trace, it is expected that time for ¢

A BT B A S PSCBRdE WL OSP S S ERBH SRR AR S ©

ﬁ@wﬂﬁ@g@eﬁ%@ few Megabytes (e.g. less than 20MB) from a local hard
disk requires almost the same time. 10 Finally, for comparison purposes
Snort was used to validate some of its own signatures. According to the
measurements Snort required around 80 seconds to validate a signature
on a 3 Gbytes trace. Doing the same validation with the disclosed
techniques the algorithm takes around 1 second for 80% of the possible
patterns. 15 Distributed signature validation enables security companies
to very quickly get feedback from their customers about the quality of a
candidate signature reducing this way the time between a signature is
found and a security update is disseminated to the customers. The high
performance algorithm enables the required checks for the 20 validation of
the candidate signatures to be performed rapidly on large datasets, in
order to reduce the statistical probability of false positives. Although the
above examples have been given with a view to analysis to a payload of a
data packet, The same techniques can be applied to index header fields,
such as IP 25 addresses or TCP/UDP ports. It will be appreciated that the
apparatus disclosed herein may be, say, one or more computer
apparatus. The various techniques disclosed may he implemented in
hardware, software or a combination thereof. 30



WO 2008/097198 PCT/SG2008/000040 17 It will be appreciated that the
invention has been described by way of example only and that variations
in detail may be made without departure from the spirit and/or scope of
the appended claims. 5 MCSLLP 18 Claims 1. Apparatus for defining an
index in an index file representing a volume of traffic in a computing
system, the apparatus comprising aldata processing module configured to
eflne the index, the index corresponding to a traffic data sequence of the
volume of traffic, the traffic data sequence having a predetermined length;
and to define a first record for the index in the index file, the first record
1 comprisHackeas fisslparaipele Rt ing HAfiQdott SeeneR s % MIRAAIE arTc
maé:ggrgdl 'gnto claim whereln the a aratus com rlses a tra%g dat
‘sequence gngsiysﬁ moc con?%u (f]tnd%é Aethedirat Fﬁ%@f*‘%‘?
the trﬁfﬁt@@méhsé@ﬁfén@@as@ﬂ r@lrpﬁei@eﬂmrﬁbért@ﬂ?ﬂqedﬂ@fﬁeqdamae of the
vmmﬁaﬂﬁ,emmwb@a&qcm defingithe firstpagket
number I the firs re(%oddir tf\epggratus cCco dlrgg tQ cI m 2, wréereln the
first recoTafurtReT (g%mrprlgés S AR K ParAt Rt oF B ér? AT sparpnsme
a Sevjperieestartd thetwifficddaregepgence analysis module is configured to
determine the second parameter of the traffic data sequence as a
sequ?nce é)ossglc%g |th|n thle flrslt cket t ea aratus beln confl %
to de ﬁ’ga{ e sequren OSI%IOI’] in't er(?lrs %faﬂls,&ﬁ s até 8‘
sq@HaRnp prevering & @Wﬁér@iﬁwétappmmsﬁmmmgm@ﬁ@d@ﬁﬁ@dm

se@@@@fﬂa@@%@k{qyaﬁketiﬁdﬁma brenadexdile yihe 2qeaRd, 'etOtdparatus being
congmg dgléggdg)ta ?Qs#ac}t e traffic. d?hagrequen with respect to a
r

L),
recurrence o affic data o sequence’in the volume of traffic. 5.
Apparatus according to any preceding claim, wherein the apparatus
3. COMMUERSaus according to claim 2, wherein the first record further comprises a

second parameter of the traffic data sequence, and the traffic data sequence analysis
module is configured to determine the second parameter of the traffic data sequence as a
sequence position within the first packet, the apparatus being configured to define the

sequence position in the first record.

4, Apparatus according to any preceding claim, wherein the apparatus is

configured to define a second record for the index in the index file; the second record

comprising parameter(s) of the traffic data sequence with respect to a second recurrence

of the traffic data sequence in the volume of traffic.

3. Apparatus according to any preceding claim, wherein the apparatus comprises a
segmentation module configured to segment the traffic data sequence into subsequences

of pre-determined length and to create respective indices for the subsequences.

6. Apparatus according to any preceding claim, the api)aratus being further

configured to evaluate a candidate signature representing a pre-determined class of
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segmentation module configured to segment the traffic data sequence into
subsequences of pre-determined length and to create respective indices
for the subsequences. 6. Apparatus according to any preceding claim, the
apparatus being further configured to evaluate a candidate signature
representing a pre-determined class of Amended Sheet IPEAIAU

MCSLLP 19 traffic in the computing /stem, the candidate signature
comprising a signature data sequence, wherein the data processing
THEWUIR BCEATEHRRG ks Hhr s e aEnsigmita o sesssce wansture data
entHes:ikesindexdie; modsdeiensine whetfenthae wandidate signature
Satlsflsélﬂ%%ﬁétﬁg&{%&é'iﬁﬁ% deCPRAAWSfOr Svalualind 3 candidate
signature representing a pre-qlet{err_nlne class of traffic in a computing
systeffF tRRaAtEHE Gyradiiste siepangal dighat e Hien seguisnce,
wherein the apparatus comprises a data processing module configured to:

- compayr, [ e with entries in_an index file, the .
7iqndex%@%ﬁeﬁ%ﬁ%%ﬂ\%%m%%ﬁﬁf%%ﬁ eccrg%r%sﬁﬁgﬁﬁgs?/ lécr"ﬁi ,c gé%:’ﬁn ed
ey CERIBTI &g car AR ST Thdbk coedpa SRS SomuTrisiemeasignature
dequeneegitherciotbmeai-iraffiorihesyaifit:tain saotig ReaIiR \ingigured to:
predelepmineienginzand 4 shsee diornedoderin e fdexlic, (e,
first record comprising a _first parameter of the traffic data seqguence; an
THRETSFAIRR Wé‘fﬁ’ér%%@ﬁ& EONGTERE EVSTRfiES PP BV SRIAPYEiterion
8. ApparatusradededingdaelainGresmiainm 7 , wheteifithestatapracessinege
Aodulsr iseenfigseitodatering. whetliet heeandidais signatuge
satisfies the evaluation criterion in dependence of whether e

comparisonoftFe Srkieh &6 Hde s &g i Rilee heiBsiAcaned semriging
filsigeramnaccof ten ce fiictieasignatitee atata sequence in the volume of

- trafficy Q. ARRataL AceoMing:te. Ay, af.claimsL 10, 8. mhereinthe .,

apparatus comprises a segmentation module configured to segment the

signature data sequence of the
8. Apparatus according to claim 6 or claim 7, wherein the data processing module

is configured to determine whether the candidate signature satisfies the evaluation
criterion in dependence of whether the comparison of the signature data sequence with
entries in the index file flags an occurrence of the signature data sequence in the volume
of traffic. |

5. Apparatus according to any of claims 6 to 8, wherein the apparatus comprises a
segmentation module configured to segment the signature data sequence of the

candidate signature into subsequences with respect to indices in the index file.

10. Apparatus according to claim 9, wherein the apparatus comprises a read module
configured to read indices from the index file corresponding to subsequences of the

signature data sequence.

11. Apparatus according to claim 10, wherein the read module is configured to read

records of the read indices.

Amended Sheet
IPEA/AU

MCSLLP



candidate signature into subsequences with respect to indices in the index
file. 10. Apparatus according to claim 9, wherein the apparatus comprises
a read module configured to read indices from the index file

corresponding to subsequences of the signature data sequence. 11.
Apparatus according to claim 10, wherein the read module is configured to
read records of the read indices. Ani#hded Sheet [PEA/AU MCSLLp 20
ﬁ. Apparatus according to claim 11, wherein the data processing module

i< CORRYaPEE I TaRSHR HelBrhnshTed fer st pTatsr srs dhitiret srad sred
thedpealy ndicesod 3scApparatusaecarchng ¢ocefaind th2 revkdendinethe
apparatus comprises a sequence module for determining the read

records having the common record parameter comprise a sequence of
tecoHIRTERs AGHRIHRY B ARG afliFkE ThcafPRIGERSHROTEPIRSE hiRgPance
voliukdofdratiicningticormpliting &ysiemg the methos reotnpsingaefioingrise
g%#g@gg,omci&qg_x corresponding to a data sequence of the volume of
traffic, the traffic data sequence having a predetermined length; and
defining a first record for the index in the index file, the first record
tomprisimgtedirst qrdrdngete hofethia tiafficidatiesseguentens b viheimngthetic

af claimdhoibamethod iuiber someriging evaluating a candidate

signaturte[lﬂr,epres‘e_nting a pre-determined class of traffic in the computing
systerfi*HREEhA dgste By Rt ecesARpRingG A St asRosdi s kes of
th&imdth odffoniaisiqgecerhpaning the signatuddedath; aaquence with
entriegdp,the Index file;ard. flaggi QCCUT f.the signature data
sequence in%the volumé of traffi%&fg %%ncgﬁl%f g?eg\%?ugtslﬁaggcanodﬁaf’éng

SRR ab eI TS AR R HATed class of traffic in a computing

system, the candidate signature comprising a signature data sequence,
ik‘em@'#ﬂ%&%%péﬁt&g 14, the metbod further comprising evaluating a candidate
signature representing a pre-determined class of traffic in the computing system, the
candidate signature comprising a signature data sequence, the method comprising:
comparing the signature data sequence with em;ries in the index file; and

flagping an occurrence of the signature data sequence in the volume of traffic.

16. A method of evaluating a candidate signature representing a pre-determined class of
traffic in a computing system, the candidate signature comprising a signature data
sequence, the method comprising:
comparing the signature data sequence with entries in an index file, the index

file representing a volume of traffic in the computing system, each entry comprising

an index, the index corresponding to a traffic data sequence of the
volume of traffic, the traffic data sequence having a predetermined length; and

a first record for the index in the index file, the first record comprising a
first parameter of the traffic data sequence; and

determining whether the candidate signature satisfies an evaluation criterion.
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comparing the signature data sequence with entries in an index file, the
index file representing a volume of traffic in the computing system, each
entry comprising an index, the index corresponding to a traffic data
sequence of the volume of traffic, the traffic data sequence having a
predetermined length; and a first record for the index in the index file, the
first record comprising a first parametgr of the traffic data sequence; and
determining whether the candidate signature satisfies an evaluation
Eritériopthmerdeths heetdPEA/AUNMGSIE R p2behTind methoc of créatimg:
QRinde Banndex file £ NG aMmE phdrafficina computing
system using the apparatus of any of claims 1 to 6. 18. A method of
evaluating a candidate signature representing a pre-determined class of
tRafficrinta cofmputingrsystamildkingitheapparatsnohanpof deimanddtad8of
d3nAiEAPRHERGRIQOLAM BIRAUEL having COMBHISE Rragem code stored
thereon comprising executable insfructions for implementing the method
of any of claims 14 to 18. Amended Sheet IPEA/AU

19. A computer program product having computer program code stored thereon

comprising executable instructions for implementing the method of any of claims 14 to

18.
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