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INTEGRATED IP NETWORK

BACKGROQUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an integrated IP
(Internet Protocol) network of an IP network for computer
communication based on the TCP/IP (Transmission Control
Protocol/Internet Protocol) technology.

2. Description of the Related Art

The IP network designed to send and receive digitized
voice data according to the TCP/IP technology (hereinafter
referred to as an "IP telephone network”) uses a communication
circuit speed of about 64 Kbps to keep the arrival time of voice
data below, for example, 0.1 second. An IP telephone network
to send and receive a compressed video image of TV according
to the TCP/IP technology .(hereinafter referred to as an "IP
vi.deo network”) uses a communication circuit speed of, for
example, 1.5 Mbps and allows a video data arrival time of a
few minutes.

The IP telephone network to transfer texts of electronic
vouchers according to the TCP/IP technology (hereinafter
referred to as an "IP electronic text network”) has a
communication circuit speed of about 128 Kbps to keep the data
arrival time less than 1 second. In this case, because the

reliability is given a greater importance than those of voice



transmission and TV video ;cransmission, the communication
error occurrence rate is kept less than one one-hundredth those
of the IP telephone network and IP video network.

Other IP telephone networks include, for example, an "IP
data multicast network" that transfers IP data such as
electronic books and electronic newspapers from one sending
source to a plurality of destinations, and an "IP-based TV
broadcast network,” an IP audio-visual network, which
transfers {or broadcasts) both TV's voice data and video data
to a plurality of destinations using multicast technology, one
of technologies. These multicast type network differ from the
preceding IP telephone networks in that they do not employ the
one-to-one communication scheme.

As shown in FIG.1l, in the conventional IP network 20 as
represented by the Internet, an IP packet 26-1, including IP
telephone déta, IP video data and IP electronic voucher text
data, is dispatched from a terminal 23-1 within a LAN 21 to
a terminal 23-2 in a LAN 22 through a router 24-1 in the LAN
21 and routers 22-1 to 22-4 in the IP network 20 and through
a router 24-2 in a LAN 22. The Internet, while it cannot
guarantee the communication speed and others during the IP
transfer, is generally called a "best effort network™ in the
sense that it makes the best effort. The IP telephone data,
the IP video data and the IP electronic voucher text data flow

in an intermingled manner through the communication circuits
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in the IP network 20, as ih this example. That is, the
conventional IP networks do not contain therein a plurality
of separated IP networks with various characteristics, such
as the IP telephone network and IP video network, the IP
electronic text network, the best effort network, the IP data
multicast network and the IP-based TV broadcast network. For
this reason and others, the IP telephone network, IP video
network, IP electronic text network, best effort network, IP
data multicast network and IP-based TV broadcast network have
been constructed separately, giving rise to a problem of an
increased overall cost of the entire IP network.

By referring to FIG.2 a multicast type IP network 27-1
that transfers data from one originating source to multiple
destinations will be explained. Reference numbers 27-2 to
27-9 represent routers, of which 27-2, 27-6, 27-7, 27-8 and
27-9 in particular are roqters to which the users' IP terminals
28-1 to 28-9 can connect via cénununication circuits and which
are also called network nodes. The routers 27-3, 27-4, 27-6,
27-7, 27-8 have a multicast-by-router table that tells each
router to send a received IP packet to a plurality of
communication circuits according to a multicast address
contained in the received IP packet. In this embodiment, the
multicast address specifies "MA1l". The IP terminal 28-1 sends
an IP packet 29-1 which has a multicast address *MA1l®" through

the router 27-2. When it reaches the router 27-3, the router



27-3 copies the IP packet 29;2, checks the multicast-by-router
table and transfers IP packet 29-3 and IP packet 29-4 onto
communication circuits. The router 27-4 copies the received
IP packet 29-3 and, according to the multicast-by-router table,
transfers IP packet 29-5 and IP packet 29-6 onto communication
circuits. The router 27-5 has no multicast-by-router table
and so the IP packet 29-4 passes through the router 27-5 to
be transferred as IP packet 29-7 to the router 27-8. The router
27-6 coples the received IP packet 29-5, checks the
multicast-by-router table and transfers IP packet 29-8 to IP
terminal 28-2 and IP packet 29-9 to IP terminal 28-3. The
router 27-7 copies the received IP packet 29-6, references the
multicast-by-router table and transfers IP packet 29-10 to IP
terminal 28-4 and IP packet 29-11 to IP terminal 28-5. The
router 27-8 copies the received IP packet 29-7 , references
the _multicast-by-router table and sends the IP pacl;et 29-12
to IP terminal 28-6, IP packet 29-13 to IP terminal 28-7 and
IP packet 29-14 to IP terminal 28-8. When the source terminal
28-1 sends electronic books and electronic newspapers in a
digital data format to the IP network 27-1, the IP network 27-1
functions as an IP data multicast network for distributing
electronic books and electronic newspapers, with the IP
terminals 28-2 to 28-8 representing IP terminals of the users
purchasing the electronic books and electronic newspapers.

When the source terminal 28-1 is replaced with a TV broadcast



audio-visual transmission équipment and a TV program (i.e.,
voice and video) is broadcast, this IP network works as an
IP-based TV broadcast network, with IP terminals 28-2 to 28-8
representing TV viewers' IP terminals with TV reception
function.

SUMMARY OF THE INVENTION

The present invention has been accomplished under the
above circumstances and the object of the invention is to
provide an integrated IP network which contains separately a
plurality of IP networks having various characteristics of,
for example, IP telephone network, IP video network, IP
electronic text network, best effort network, IP datamulticast
network, IP-based TV broadcast network or the 1like.

The present invention relates to an integrated IP network
and the above object of the invention can be achieved by an
integrated TP network including: a plurality of IP networks
and a plurality of network node devices; wherein the network
node devices are each connected to one or more of the IP networks
via communication circuits and have their network node-~points
connected to external terminals via communication circuits;
wherein, when the network node device receives an IP packet
from the external terminal, the following sequence of
operations is performed: in a first case where a network
node-point address of the network node-pocint through which the

recelved IP packet has passed is registered in an address
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management table as not spécifying a virtual dedicated line
connection, a source terminal address, a destination terminal
address and a port number registered in the address management
table are compared with a source terminal address, a
destination terminal address, a source port number and a
destination port number contained in the IP packet to find a
record containing a network identifier indicating a
destination IP network to which the IP packet is to be sent;
in a second case where a network node-point address of the
network node-point through which the received IP packet has
passed is registered in the address management table as
specifying a virtual leased line connection, a record
containing a network identifier indicating a destination IP
network to which the IP packet is to be sent is detected; after
the procedure of the £first case or the second case is completed,
the source network node-point address and the destination
network -'node-point address contained in the detected record
are used to generate an integrated IP network packet which is
then sent to the destination IP network; the integrated IP
network packet passes through an IP packet exchange point and
the destination IP network and reaches another network node
device where an integrated IP network header is removed from
the integrated IP network packet to restore the source IP packet
which is then sent to a destination IP terminal; wherein the

address management table is referenced to select a destination



IP network to which the IP pécket is to be transferred and the
IP packet is sent to the destination IP network, and the
integrated IP network packet is passed through two or more IP
networks of different communication companies within the
destination IP network and through IP packet exchange points.
Further the above object of the present invention can
be achieved by an integrated 1P network including: a plurality
of IP networks and a plurality of network node devices; wherein
the network node devices are each connected to one or more of
the IP networks via communication circuits and have their
network node-points connected to external terminals via
communication circuits: wherein the IP networks each include
a dedicated domain name server; the domain name servers each
has a correspondence relationship between IP addresses of the
external terminals and host names of the terminals; upon
receiving from an external source terminal an IP_ packet whose
destination is one of the domain name servers, the network node
device transfers the received IP packet to the destination
domain name server; the destination domain name server
retrieves an IP address of a destination terminal corresponding
to the host name of the destination terminal contained in the
received IP packet and returns the IP packet containing the
destination terminal's IP address obtained to the source
terminal; the source terminal generates a new IP packet having

the destination terminal'’s IP address obtained from the domain



name server in the above précedure and sends the generated IP
packet to the network node device; the network node device
compares a source terminal address, a destination terminal
address and a port number registered in the address management
table with a source terminal address, a destination terminal
address and a port number contained in the IP packet to find
a record specifying a destination IP network to which the IP
packet is to be sent, generates an integrated IP network packet
by using the source network node-point address and the
destination network node-point address contained in the
detected record, and sends the generated integrated IP network
packet to the destination IP network; and the integrated IP
network packet passes through the IP network and the IP packet
exchange point and reaches another network node device where
an integrated IP network header is removed from the integrated
IP network packet to restore the sending IP packet which is
.then sent to the destinatiﬁn IP terminal; wherein the address
management table is referenced to select a destination IP
network to which the IP packet is to be transferred and the
IP packet is sent to the destination IP network, and the
integrated IP network packet is passed through two or more IP
networks of different communication companies within the
destination IP network and through IP packet exchange points.
BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:
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FIG.1 is a conceptuai diagram showing an IP transfer
according to the conventional Internet;

FIG.2 is a conceptual diagram showing a multicast type
IP transfer:

FIG.3 1s a schematic block diagram showing a first
embodiment of the present invention;

FIG.4 is a flow chart showing an example operation
performed by a network node device of the first embodiment of
the present invention;

FIG.5 is an address management table used in the first
embodiment of the present invention:;

FIG.6 1s an explanatory diagram of a packet to be
transmitted and received in the first embodiment of the present
invention;

FIG.7 is a flow chart showing another example of operation
performe@.by the network node device of the first embodiment
of the present invention:

FIG.8 is another example of the address management table
used in the first embodiment of the present invention;

FI1IG.9 1s a schematic block diagram showing a second
embodiment of the present invention;

FIG.10 is a flow chart of an example operation performed
by a network node device of the second embodiment of the present
invention;

FIG.11] is an example of address management table used
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in the second embodiment of the present invention;

FIG.12 is an explanatory view of a packet transmitted
and received in the second embodiment of the present invention;

FIG.13 is a flow chart showing another example of
operation performed by the network node device of the second
embodiment of the present invention;

FIG.14 is a schematic block diagram showing a third
embodiment of the present invention:;

FIG.15 is a diagram showing an address management table
used in the third embodiment;

FIG.16 is an example of a "packet transmitted and
received" which is used in the third embodiment;

FIG.17 is an example of a "packet transmitted and
received” which is used in the third embodiment;

FIG.18 is an example of a "packet transmitted and
received®” which is used in the third embodiment;

FIG.19.is an examplé of -a "packet transmitted and
received" which 1is used in the third embodiment;

FIG.20 is an example of a "packet transmitted and
received" which is used in the third embodiment:

FIG.21 is a flow chart showing an example operation
performed by the network node device of the third embodiment;

FIG.22 is a diagram showing an IP packet used in the third
embodiment;

FIG.23 is a flow chart showing another example of
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operation performed by the.network node device of the third
embodiment;

FI1IG.24 is a timing chart showing another example of
operation performed by the network node device of the third
embodiment;

F1G.25 is a schematic block diagram showing a fourth
embodiment of the present inventilon;

FIG.27 is an explanatory diagram showing how an IP packet
used in the fourth embodiment is transmitted and received;

FIG.26 is a timing chart showing how the IP packet used
in the fourth embodiment is transmitted and received:

FIG.28 is an explanatory diagram showing how the IP packet
used in the fourth embodiment is transmitted and received;

FIG.29 is an explanatory diagram showing how the IP packet
used in the fourth embodiment is transmitted and received; and

FIG.30 is an explanatory diagram showing how the ;.'P packet

used in the fourth embodiment: is 'tranSmitted and received.

In the present invention, a plurality of IP networks
having various characteristics of IP telephone network, IP
video network, IP electronic text network, best effort network,
IP data multicast network, IP-based TV broadcast network and
others are virtually installed. An address management table
is set in a network node device installed at an input point

through which the integrated IP network is accessed from
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outside. Addresses of tenﬁinals and port numbers for
identifying application programs (AP) contained in the
terminals are registered in advance in the address management
table. The address and port number written in the IP packet
entered into the integrated IP network are compared with the
addresses and port numbers registered in the address management
table to route, inside the integrated IP network, the IP packet
to an appropriate IP network. The port number may not be used
and only the address compared.

Now, embodiments of the present invention will be

described by referring to the accompanying drawings.

1. First embodiment in which IP network is selected
according to IP address and port number:

In FIG.3, an source terminal 8-1 in a LAN 1, for example,
sends an IP packet PKO1l to a destination IP terminal 8-2 in
a LAN 2 via an integrated IP network 1. Connecf.:ing points where
communication circuits 6-X1 and 6-X2 connect to the network
node device 5-X are called "network node-points®. The network
node-point (5-X) of the communication circuit 6-X1 is given
a network node-point address "G100" used in the integrated IP
network 1; the network node-point (5-X) of the communication
circuit é-xz is assigned a network node-point address "G1107;
and the network node-point (5-Y) of the communication circuit

6-Y is assigned a network node-point address "G200". The IP
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packet PKOl1l includes an addi'ess "A100" of the source terminal
8-1, an address "A200" of the destination terminal 8-2, a source
port number "4300" (SP) for identifying the application program
(AP) in the source terminal 8-1, a destination port number "300"
(DP) for identifying the application program in the destination
terminal 8-2, and data used by the application program.

The application programs include a voice telephone
transmission/reception program, a video
transmission/reception program, an electronic voucher
transmission/reception program, and WAW (World Wide Web) data
transmission/reception program based on HTTP (Hyper Text
Transfer Protocol). The voice telephone
transmission/reception program denotes a telephone
transmission/reception program for IP telephone using digital
technology. In this embodiment, the terminal address
represents an IP address, the port number represents a port
number set in a ch (Transmi.ssion Control Protocol) type data
block or UDP {User Datagram Protocol) type data block. In the
present invention, the record in the address management table
designates lines in the table and includes a plurality of data
items.

In FIG.3, denoted 2 is an IP video network which includes
an IP video network 2-X of a communication company X and an
IP video network 2-Y of a communication company Y connected

together at an IP packet exchange point 2-1. Denoted 3 is an
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IP general purpose network wilich includes an IP general purpose
network 3-X of the communication company X and an IP general
purpose network 3-Y of the communication company Y connected
together at an IP packet exchange point 3-1. Reference numeral
4 is an IP telephone network which includes an IP telephone
network 4-X of the communication company X and an IP telephone
network 4-Y of the communication company Y connected together
at an IP packet exchange point 4-1. The integrated IP network
1 comprises the IP video network 2, the IP general purpose
network 3 and the IP telephone network 4. Further, the network
node device 5-X is connected with an address management table
rewriting device 11-1, and the network node device 5-Y is
connected with an address management table rewriting device
11-2. The address management table rewriting devices 11-1 and
11-2 can write address and port number into the address
management tables in the network node devices 5-X and 5-Y.
In this c.onfiguration, the operation of the rietwork will
be explained by referring to a £flow chart of FIG.4. FIG.4 is
a flow chart showing an example operation of the network node
device 5-X. PFirst, an IP packet PKOl is entered into the
network from the communication circuit 6-X1 via a network
node-point assigned a network node-point address "G100." Upon
receiving the IP packet PKOl (Step S100), the network node
device 5-X searches through a "source network node;point

address™ column in the address management table of FIG.5
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contained in the device to sée if there is any registered record
which has the network node-point address of "G100" and checks
if the record’'s request identification value is "3" (Step S101).
In this embodiment, the request identification value is not
"3", which means that this packet does not specify what is
called a virtual dedicated line connection (Case 1). The
network node device 5-X then reads £from the IP packet PKO1l the
address "Al100" (SA) of the source terminal 8-1, the address
"A200" (DA) of the destination terminal 8-2, the source port
number "4300" (SP) for identifying the application program in
the source terminal 8-1, and the destination port number "300"
(DP) for identifying the application program in the destination
terminal 8-2 (Step S102). The network node device 5-X then
searches through the address management table set in the device
to search records whose addresses match the source terminal
address "A100" (SA) and the destination terminal address "A200"
{DA) of the backet (Step S103). It should bé note& that
normally there are two or more records that satisfy this
condition.

Next, because among the extracted records there is one
record which has either the source port number "4300" (SP) or
the destination port number "300" (DP), it is searched and
identified (Step S104). In this embodiment, this record is
found at the first line, from the top, in the address management

table of FIG.5, which has "SA=A100, DA=A200, P=300, N-SA=G100,
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N-DA=G200" and a network identifier of NWa (Video-net)." From
this record, the device picks up the source network node-point
address "G100” and the destination network node-point address
"G200" and the processing moves to step S106. The network
node-point address may use the IP address mentioned above.
That is, it may use an address applied to a third layer of OSI
(Open Systems Interconnection), or it may use an address
applied to a second layer of the OSI, for example, an address
used in a FR (Frame Relay) exchange and an ATM (Asynchronous
Transfer Mode) exchange (e.g., telephone number according to
E.164 specification).

In the above Step S100, if other IP packet PK05 is entered
into the network from the communication circuit 6-X2 through
a network node-point assigned a network node-point address
*"G110", the network node device 5-X receives the IP packet PKOS,
searches through the address management table in the device
to see 1f there 1s any'recordzwhich has a network node-point
address of "G110" in the "source network node-point address”
column in the table and also checks whether.the "request
identification® value of the record is "3" or not (Step S101).
In this embodiment, this record has a "request identification”
value of "3" (at the second line, from the top, in the address
management table), which means that the packet specifies what
is called a virtual dedicated line connection (Case 2). Thus,

the processing proceeds to Step S105. Then the device
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retrieves the source network node-point address "G110" and the
destination network node-point address "G210" registered in
this particular record, before moving to Step S106.

Next, the device adds an integrated IP network header
shown in FIG.6 to the packet to generate an integrated IP
network packet PK1ll (Step S106). This step uses the source
network node-point address "Gl00" or "G110" (N-SA) and the
destination network node-point address "G200" or "G210" (N-DA)
obtained in Step S104 or Step S105. Next, the integrated IP
network packet PK11l generated by the above procedure is sent
out on a communication circuit 7-1 according to the specified
network identifier "NWa" (IP video network) (Step §107). This
communication circuit 7-1 is connected to the IP video network
2-X run by the communication company X within the IP video
network 2.

The above Step S105 switches between the IP telephone
network and the IP general purpése network acco::"ding to whéther
the received IP packet PKOl specifies "NWc" (IP telephone
network) or *"NwWb" (IP general' purpose network) as the network
identifier.

Next, the integrated IP network packet PK1ll is sent across
the IP video network 2-X, passed through an IP packet exchange
point 2-1 and sent across the IP video network 2-Y of the
communication company Y to reach the network node device 5-Y.

The network node device 5-Y, as shown in the fiow chart of FIG.7,
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first receives the :Lntegrafed IP network packet PK1ll (Step
$120), removes the IP network header from the received
integrated IP network packet to restore the IP packet destined
for LAN (Step S121), and sends the restored IP packet through
the communication circuit 6-Y to the terminal 8-2 (Step S122).

When the terminal 8-2 in LAN 2 sends out another IP packet
PK02 in a directlion opposite to that in which the IP packet
PK1ll was transmitted, the address and the port number in the
IP packet are reversed in order from those of the former IP
packet. That is, the IP packet has the source terminal address
of "A200," the destination terminal address of "Al00", the
source port number of "300" for identifying the application
program in the source terminal, and the destination port number
of "4300" for identifying the application program in the
destination terminal. In this case, ;an address management
table shown in FIG.8 is used and the port selection
specification 1is alsé.reversed.'

The IP packet exchange point 2-1 measures the number of
IP packets passing through this point and the length of time
taken by the IP packets to pass through the point. The
communication company X managing the IP video network 2-X and
the communication company Y managing the IP video network 2-Y
can measure and use the number and time of the passing IP packets
as data for calculating the communication charges to the IP

packet senders and receivers. It is also possible to implement
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this embodiment such that fhe IP video network 2-Y of the
communication company Y and the IP packet sxchange point 2-1
do not exist, i.e., the IP video network 2 includes only the
IP video network 2-X of the communication company X. In this
case, the communication company running the IP video network
2 is one company "X". Similarly, the IP telephone network 4
may include only the IP telephone network 4-X of the
communication company X.

Next, let us explain about a case where the terminals
are video transmission/reception device or IP telephones, and
the communication circuit connected to the logic terminals of
network node devices is connected solely to the IP video network
2-X or IP telephone network 4-Y. In FIG.3, areference numeral
9-1 isavideo transmission/reception device which is connected
to the network node device 9-3 via a communication circuit 9-2
and further to the IP video network 2-X via a communication
circuit 9-4. A reference numeral 10-1 is an IP telephone which
is connected to a network node device 10-3 via a communication
circuit 10-2 and further to an IP telephone network 4-Y via
a communication circuit 10-4. The communication company X is
running the network node device 9-3 and the communication
company Y the network node device 10-3. The address management
table prepared according to the same principle as that of FIG.5
or 8 is set in the network node devices 9-3 and 10-3.

In this configuration, an IP packet including video
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1nformationtransmittedfrmhthevideotransmission/reception
device 9-1 as digital information, for example, can exchange
the video digital information with the wvideo
transmission/reception program in the terminal 8-2 via the
network node device 9-3, the IP video network 2-X, the IP packet
exchange point 2-1, the IP video network 2-Y, the network node
device 5-Y and the communication circuit 6-Y. Likewlse, an
IP packet including voice information transmitted from the IP
telephone 10-1 as digital data can exchange the voilce digital
information with the telephone transmission/reception program
in the terminal 8-1 via the network node device 10-3, the IP
telephqne network 4-Y, the IP packet exchange point 4-1, the
IP telephone network 4-X, the network node device 5-X and the
communication circuit 6-X1.

In the first embodiment described above, the IP network
has been described to include the IP telephone network and the
IP video network. The dedicated IP networks may‘also be
provided separately for different purposes, for example, IP
facsimile network dedicated to facsimile, IP electronic
voucher network dedicated to dealing with electronic voucher,
and IP foreign exchange network dedicated to dealing with

foreign exchange.

2. Second embodiment in which IP network is selected

according to only IP address:
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As shown in FIG.9 simiiar to FIG.3, a network node-point
of a communication circuit 6-X1 1s given a network node-point
address "G105" used in the integrated IP network; and a network
node-point of a communication circuit 6-X2 is assigned a
network node-point address "Gl15". An source terminal 8-3 in
LAN 3, for example, sends an IP packet PK0O3 to a destination
terminal 8-4 in LAN 4. The IP packet PKO3 includes an address
"A105" of the source terminal 8-3, an address "A205" of the
destination terminal 8-4, and transmission data. The
transmission data is data handled by a voice telephone
transmission/reception program, a video
transmission/reception program, an electronic wvoucher
transmission/reception program, and a WWW data
transmission/reception program based on the known HTTP
protocol. The voice telephone transmission/reception program
denotes_ a telephone transmission/reception program for IP
telephone using digital technology.

In this configuration, the operation of the network will
be explained by referring to a £flow chart of FI1G.10. PFirst,
an IP packet PK03 is entered into the network from the
communication circuit 6-X1 via a network node-point assigned
a network node-point address "G105". The network node device
5-X receives the IP packet PK03 {Step S200), searches through
the address management table in the device to see if there is

any registered record which has the network node-point address
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of "G105" in the "source nei:work node-point address® column,
and checks if the record's request identification value is "3"
(Step S201). In this embodiment, the request identification
value is not "3", which means that this packet does not specify
the virtual dedicated line connection (Case 1). The network
node device 5-X then reads from the IP packet PK03 the address
"Al05" (SA) of the source terminal 8-3 and the address "A205"
(DA) of the destination terminal 8-4 (Step S202) and searches
through the address management table set in the device and shown
in FIG.11 to find a record whose addresses match the source
terminal address "Al05" (SA) and the destination terminal
address ®"A205" (DA) of the packet (Step S203). In this
embodiment, this record is found at the first line, from the
top, in the address management table of FIG.1ll, which has
"SA=A105, DA=A205, N-SA=Gl05, N-DA=G205" and a network
identifier of NWa (Video-net)."™ From this record, the device
picks up the source network no;le-point address "G105™ and the
destination network node-point addréss "G205® and the
processing moves to Step $S206. The network node-point address
may use the IP address mentioned above. That is, it may use
an address applied to a third layer of the OSI, or it may use
an address applied to a second layer of the OSI, for example,
an address used in an FR exchange and an ATM exchange (e.g.,
telephone number according to E.164 specification).

In the above Step S200, if other IP packet PK15 is entered
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into the network from the communication circuit 6-X2 through
a network node-point assigned a network node-point address
"G1l15", the network node device 5-X receives the IP packet PK15,
searches through the address management table in the device
to see if there is any record which has a network node-point
address of "G1l15" in the "source network node-point address"”
column in the table and also checks whether the request
identification value of the record is *3” or not (Step S201).
In this embodiment, this record has a request identification
value of "3" (at the second line, from the top, in the address
management table), which means that the packet specifies the
virtual dedicated line connection (Case 2). Thus, the
processing proceeds to Step S205. Then the device retrieves
the source network node-point address "Gl15" and the
destination network nod:e-point address "G215" registered in
this particular record, bef_ore moving to Step S206.

Next, the device adds an integrated IP network header
shown in FIG.12 to the packet to generate an integrated IP
network packet PK13 (Step S206). This step uses the source
network node-point address "G1l05" or "G115™ (N-SA) and the
destination network node-point address "G205" or "G215" (N-~DA)
obtained by Step S203 or Step S205. Next, the integrated IP
network packet PK13 generated by the above procedure is sent
out on a communication circuit 7-1 according to the specified

network identifier "NWa" (IP video network) (Step S207). This
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communication circuit 7-1 15 connected to the IP video network
2-X run by the communication company X within the IP video
network 2. The above Step S205 switches between the IP video
network and the IP general purpose network according to whether
the received IP packet PK03 specifies "NWc" (IP telephone
network) or "NwWb" (IP general purpose network) as the network
identifier.

Next, the integrated IP network packet PK13 is sent across

the IP video network 2-X, passed through the IP packet exchange -

point 2-1 and sent across the IP video network 2-Y of the
communication company Y to reach the network node device 5-Y.
The network node device 5-Y, as shown in the flow chart of FIG.
13, receives the integrated IP network packet PK13 (Step S220),
removes the IP header from the received integrated IP network
packet to restore the IP packet destined for LAN (Step S221),
and sends the restored IP packet through the communication
circuit 6-1} to the terminal 8=-4 (Step S222). The IP packet
exchange point 2-1 measures the number of IP packets passing
through this point and the length of time taken by the IP packets
to pass through the point. The communication company X
managing the IP video network 2-X and the communication company
Y managing the IP video network 2-Y can measure and use the
number and time of the passing IP packets as data on which to
base the calculation of the communication charges to the IP

packet senders and receivers.
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It is also possible tb implement the second embodiment
such that the IP video network 2-Y of the communicafion company
Y and the IP packet exchange point 2-1 do not exist, i.e., the
IP video network 2 includes only the IP video network 2-X of
the communication company X. In this case, the communication
company running the IP video network 2 is one company "X".
Similarly, the IP telephone network 4 may include only the IP

telephone network 4-X of the communication company X.

3. Third embodiment using individual domain name server:
As shown in FIG.14, an integrated IP network 31 has an
IP audio-visual network 32, an IP data network 33, an IP
telephone network 34 and a best effort network 35. The IP
audio-visual network 32 is an IP network similar to the IP video
network but can transfer both video and its associated voice,
such as movie and TV broadcast video and its voice. The IP
data network 33 has a function similar to that of the IP
electronic text network and can send such data as compressed
static image data in addition to the electronic text data made
up of characters. The best effort network 35 has a function
of performing IP telephone communication, IP audio-visual
communication and IP data communication and is an IP network
that 1s used@ by a user who knows that in the event of a
communication traffic congestion dquring IP transfer,

communication delays will occur or the number of IP packets
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discarded will increase. A typical example of the IP best
effort network is the Internet.

In the integrated IP network 31, network node devices
35-1, 35-2, 35-3, 35-4, 35-5 and 35-6 are connected to one of
IP networks 31 (IP audio-visual network 32, IP data network
33, IP telephone network 34 and best effort network 35) through
communication circuits 37-1 t0o 37-20. The network node-points
of the network node devices are connected to external terminals
42-1, 43-1, 44-1, 42-2, 43-2, 44-2 of the integrated IP network
31 and internal terminals of LAN 31, LAN 32, LAN 33 and LAN
34 via one of communication circuits 36-1, 36-2, 36-3, 36-
4, 36-5, 36-6, 36-7, 36-8, 36-9, 36-10. The network node
devices each have an address management table which is written
with IP addresses of registered terminals and port numbers for
identifying the applications of the termilnals.

The IP networks 31 (IP audio-visual network 32,. IP data
network 33, IP telephone networic 34 and best effort network
35) include dedicated domain name servers 45-1, 45-2, 45-3,
45-4, 45-5, 45-6, 45-7, 45-8 used in these networks. These
domain name servers have one-to-one correspondence between
host names assigned to the external terminals 42-1 to 44-2 and
their IP addresses.

The network node-point of the communication circuit 36-1
is given a network node-point address "G361" used within the

integrated IP network 31. The network node-points represent
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logical boundaries between.the network node devices 35-1 to
35-6 and the external communication circults of the integrated
"IP network 31. The network node-points are each assigned a
network node-point address. Further, the network node-point
of the communication circuit 36-2 is assigned a network
node-point address "G362", the network node-point of the
communication circuit 36-6 is assigned a network node-point
address "G366", the network node-point of the communication
circuit 36-7 is assigned a network node-point address "G367",
the network node-point of the communication circuit 36-8 is
assigned a network node-point address "G368", and the network
node-point of the communication circuit 36-10 is assigned a
network node-point address "G3610".

FIG.15 shows an example of the address management table
in the network node device 35-1. The domain name server is
assigned a network node-point address and an IP address, which
are used as an address for sending and receiﬁing IP packets.

Next, the method of communicating from an IP telephone
38-1 in LAN 31 to an IP telephone 40-1 in LAN 33, for example,
will be explained by referring to FiGs.1l5 to 23. The IP
telephone 38-1 has an IP address of "A381" and the IP telephone
40-1 has a telephone number of "T401" corresponding to the host
name of a terminal and an IP address of "A401". The domain
name server 45-3 dedicated for the IP telephone network 34 has

an IP address of "A453" and a network node-point address of
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"G453".

The IP telephone 38-1 first sends to a network node device
35-1 an IP packet PK30 containing the telephone number "T401"
of the destination terminal or destination IP telephone 40-1
(Step S401). The network node device 35-1 reads from the
received IP packet PK30 the address "A381" (SA) of the source
IP telephone 38-1, the IP address "A453" (DA) of the destination
domain name server 45-3 and a port number "25" and. then searches
through the address management table (FIG.15) set in the
network node device 35-1 to find a record whose addresses and
port number match the address "A381"™ (SA) of the source IP
telephone 38-1, the address "A453" (DA) of the destination
domain name server 45-3 and the port number "25" (Step S402).
In this example, this record is found at the first line, from
the top, in the address management table of FIG.15, which has
"SA=A381, DA=A453, N-SA=G361, N-DA=G453". From this record,
the" device picks up the source network node-.point address
"G361" and the destination network node-point address "G453",
adds an integrated IP network header to the packet to generate
an IP packet PK31, and transfers the PK31 to the domain name
server 45-3 (Step S403).

The domain name server 45-3 receives the IP packet PK31,
searches through the internal database and sends back an IP
a;idress "A401" that has a one-to-one correspondence with the

telephone number "T401" of the destination IP telephone 40-1.
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The network node device 35-i returns the IP packet 32 to the
IP telephone 38-1 (Step S405). With the above procedure, the
IP telephone 38-1 obtains the IP address "A401" that has a
one-to-one correspondence with the destination telephone
number "T401%.

Next, the IP telephone 38-1 generates a "terminal-
to-terminal IP packet PK33" which includes the IP address
"A381" of the source IP telephone 38-1, the IP address "A401"
of the destination telephone, and voice that is digitized and
stored in a payload section {(data £field) of the IP packet. The
IP telephone 38-1 sends this packet on the communication
circuit 36-1 (Step S406). Upon receiving the IP packet PK33,
the network node device 35-1 reads from the packet the address
"A381" (SA) of the source IP telephone 38-1, the address "A401"
(DA) of the destination IP telephone 40-1, and a port number
"4000™ and then searches through the address management table
(fIG.lS) set in the device to-find a record whose addresses
and port number match the address "A381" (SA) of the source
IP telephone 38-1, the destination terminal address "A401" (DA)
of the destination IP telephone 40-1 and the port number "4000"
(Step S407). In this example, this record is found at the
second line, from the top, in the address management table of
F1G.15, which has "SA=A381, DA=A401, port number=4000, N-
SA=G361, N-DA=G366". From this record, the device picks up

the source network node-point address "G361" and the
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destination network node-péint address "G366", adds an
integrated IP network header to the packet to generate an
integrated IP network packet PK34, and transfers the PK34 to
the IP telephone network 34-X (Step S408).

The packet PK34 passes through a packet exchange point
34-1 and an IP telephone network 34-Y. The network node device
35-4 receives the IP packet PK34 (Step S421), removes the header
from the received packet PK34 to restore the IP packet PK33
(Step S422), and sends the IP packet PK33 to the telephone 40-1
(Step S423). In Step S407 the two kinds of IP addresses and
the port number were used for comparison. Some records in the
address management table, however, are not written with their
port numbers. In that case, the port number comparison may
be omitted and only two kinds of IP addresses may be checked.

The network node-point address may be implemented as an
IP address applied to a third layer of the OSI, as -described
above. Further, it may be-' imﬁlerhented as an address applied
to a second layer of the OSI, for example, an address used in
the field of FR exchange and ATM exchange (such as telephone
numbers according to E.164 specification), or it may be
implemented by using a two-layer protocol based on WDM
technology. When an address applied to the second layer is
used, the "integrated IP network header" shown in FIG.22 uses
a header based on two-layer communication protocol, such as

ATM and WDM.
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Next, further explanafion.will be given by referring to
a timing chart of FI1IG.24. In FIG.24, reference numerals 49-1
and 49-2 represent terminals of various kinds installed outside
the integrated IP network 31. The IP packet 1s sent from the
terminal 49-1 to the network node device 35-1 (Step S401), from
which it is transferred to the domain name server 45-3 dedicated
for the IP telephone network 34 (Step S403). Then, the packet
is returned from the domain name server {Steps S404 and S405).
The terminal 49-1 sends the IP packet to the network node device
35-1 (Step S406), and the network node device 35-1 sends it
to the integrated IP packet network (Step S408). The packet
passes through the packet exchange point 34-1 of the IP
telephone network 34 and is received by the other network node
device 35-4 (Step S421), which in turn transfers the IP packet
to the terminal 49-2 (Step S423). The terminal 49-2 can send
back the IP packet to Fhe terminal 49-1 (Step S425).

Thé step ofisendiné and receiving the IP packet,.i.e.,
from Step S431 to Step S455 shown in FIG.24, can be achieved
by using the IP data network 33. That is, the data can be
transferred between the terminal 49-1 and the terminal 49-
2 via the domain name server 45-2 dedicated for the IP data
network 33 and the packet exchange point 33-1 in the IP data
network 33. PFurther, the step of transferring the IP packet,
i.e., Steps S461 to step 485 shown in FIG.24, can be achieved

by using the IP audio-visual network 32. That is, the data
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can be transmitted and:received.between the terminal 49-1 and
the terminal 49-2 via the domain name server 45-1 dedicated
for the IP audio-visual network 32 and the packet exchange point
32-1 in the IP audio-visual network 32.

In the above explanation, it is possible to implement
this embodiment such that the IP audio-visual network 32-Y of
the communication company Y and the IP packet exchange point
32-1 do not exit, i.e., the IP audio-visual network 32 includes
only the IP audio-visual network 32-X of the communication
company X. In that case, the communication company running
the IP audio-visual network 32 is one company "X". Similarly,
the IP data network 33 may include only the IP data network
33-X of the communication company X, and the IP telephone
network 34 may include only the IP telephone network 34-X of
the communication company X. Further, the best effort network
35 may include only the IP telephone network 35-X of the
coﬁﬁunication company X. -

In FIG.14, reference numerals 46-1, 46-2, 46-3 and 46-4
representATMexchangenetworks,47-1and47-2FRcommunication
networks, and 48-1 and 48-2 optical communication networks.
They are used in the IP network as high-speed trunk line
networks to transfer IP packets. These networks employ, for
example, technologies generally called "FR network-applied IP
transfer" (IP over FR), "ATM network-applied IP transfer” (IP

over ATM), and "Optical communication network-applied IP
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transfer" (IP over WDM).

4. Fourth embodiment selecting domain name server:

As shown 1in FIG. 25, an integrated IP network 131 includes
an IP audio-visual network 132, an IP data network 133, an IP
telephone network 134, and a best effort network 135.
Reference numbers 136-1, 136-2, 136-3, 136-4, 136-5, 136-6,
136-7 and 136-8 represent network node devices. The network
node devices 136-1 to 136-8 are connected to one or more of
the IP networks via communication circuits. The network
node-points of the network node devices are connected to
external terminals 151, 152, 153, 154 of the integrated IP
network 131 and to internal terminals of LAN 160 and LAN 170
via communication circuits 140, 141, 142, 143, 144, 145. The
network node devices have an address management table
containing the IP addresses assigned to the external terminals
and the port numbers.

The integrated IP network 131 includes domain name
servers 112-1, 112-2 dedicated for the IP audio-visual network
132, domain name servers 113-1, 113-2 dedicated for the IP data
network 133, domain name servers 114-1, 114-2 dedicated for
the IP telephone network 134, and domain name servers 115-
1, 115-2 dedicated for best effort network 135. These domain
name servers have a one-to-one correspondence between the IP

address of the external terminal and the host name of the
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terminal. A block 101-1 cofmected to the network node device
136-6 is a DNS selection server that has a function of selecting
one of the domain name servers 112-1, 113-1, 114-1, 115-1.
101-2 connected to the network node device 136-2 is a "DNS
selection server" which has a function of selecting one of the
domain name servers 112-2, 113-2, 114-2, 115-2. 137-1 in the
integrated IP network 131 represents the range of IP network
managed by the communication company X, and 137-2 in the
integrated IP network 131 represents the range of IP network
managed by the communication company Y. The IP network 137-1
includes the DNS selection server 101-1 and the domain name
servers 112-1, 113-1, 114-1, 115-1, and the IP network 137-2
includes the DNS selection server 101-2 and domain name servers
112-2, 113-2, 114-2, 115-2.

Next, the operation of these devices will be explained
by referring to FIGs.26 to 30.

Reference numerals 160-T and 1'.70-T in FIG.26 repfe'sent
terminals inside LAN 160 and LAN 170. First, the audio-visual
terminal 161 sends an IP packet 181 to the network node device
136-6 (Step S601);: the network node device 136-6 transfers the
IP packet 181 to the DNS selection server 101-1 (Step S602):
the DNS selection server 101-1 finds an IP network-specifying
code contained in "aa.bb.cc.audio-visual.jp" of the data
section of the IP packet, in this case "audio-visual", and hence

transfers the IP packet 181 of FIG.27 to the domain name server
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112-1 for the IP audio-visuai network (Step ’8603) . The domain
name server 112-1 returns to the terminal 161 the IP packet
containing an IP address having a one-to-one correspondence
with the host name "aa.bb.cc.audio-visual.jp" (Step S605).
Then, the terminal 161 sends the IP packet toward the terminal
171 that is located at the IP address obtained in the above
step which matches "aa.bb.cc.audio-visual.jp™ (Steps S606 and
S607). The terminal 171, upon receiving the IP packet,
generates an IP packet for response and returns it to the
terminal 161 (Step S608).

When the terminal 162 for IP data communication sends
an IP packet 182 to the network node device 136-6 (Step S611),
an operation performed is similar to the above. What differs
from the above operation 1s that the DNS selection server 101-1
finds the IP network-specifying code contained in
"aa.bb.cc.data.jp" of the data section of the IP packet 182
of FIG. 28, 1n'this“case "data”, and therefore transfers the
IP packet to the domain name server 113-1 for the IP data network
(Step S613). The domain name server 113-1 returns to the
terminal 162 an IP address having a one-to-one correspondence
with the host name "aa.bb.cc.data.jp"™ (Step S615). Next, the
terminal 162 sends the IP packet toward the terminal 172 that
is located at the IP address corresponding one-to-one to
"aa.bb.cc.data.jp" obtained in the above step (Steps S616 and

S617). The terminal 172, upon receiving the IP packet,
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generates an IP packet for.response and returns it to the
terminal 162 (Step S618).

When the IP telephone 163 sends an IP packet 183 of FIG.29
to the network node device 136-6 (Step S621), an operation
performed is similar to the above. What differs £from the above
operation is that the DNS selection server 101-1 £inds the IP
network-specifying code contained in *aa.bb.cc.telephone. jp"
of the data section of the IP packet 183, in this case
"telephone”, and therefore transfers the IP packet 183 to the
domain name server 114-1 for the IP telephone network (Step
S623). The domain name server 114-1 returns to the IP
telephone 163 an IP address corresponding one-to-one to the
host name "aa.bb.cc.telephone.jp™ (Step S625). Next, the
telephone 163 sends the IP packet toward the IP telephone 173
that is located at the IP address corresponding one-to-one to

"aa.bb.cc.telephone.jp" obtained in the above step (Steps S626,

S627). The IP telephone 173, "upon receiving the IP packet,

generates an IP packet for response and returns it to the IP
telephone 163 (Step S628).

When the data section of the IP packet 184 of FIG.30 from
the terminal 164 does not contain any code specifying IP
audio-visual network, IP data network or IP telephone network,
the DNS selection server 101-1 selects the domain name server
115-1 for the best effort network 135. Then, the terminal 164

uses the best effort network 135 to establish IP-communication
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with the terminai 174. In this way, the IP communications
between the two terminals can use the IP audio-visual network,
the IP data network, the IP telephone network or the best effort
network.

As described above, with the present invention it is
possible to eliminate the need to use expensive leased lines
and to construct a relativgly inexpensive large-scale
communication system, without using the Internet that does not
provide high-speed communication circuits for transferring TV
and other video data and for which there is no person
responsible for planning the expansion of its communication
¢circuit facilities. Further, because the integrated@ IP
network includes therein a plurality of separated IP networks
with a variety of characteristics, such as IP telephone network,
IP video network, IP electronic text network, best effort
network, IP data multicast network and IP-based TV broadcast

network, the overall cost canm be kept low.
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WHAT IS CLAIMED IS:
1. An integrated IP network including:

a plurality of IP networks; and

a plurality of network node devices;

wherein the network node devices are each connected to
one or more of the IP networks via communication circuits and
have their network node-points connected to external terminals
via communication circuits:;

wherein, when the network node device receives an IP
packet from the external terminal, the following sequence of
operations is performed: in a first case where a network
node-point address of the network node-point through which the
received IP packet has passed is registered in an address
management table as not specifying a virtual dedicated line
connection, a source terminal address, a destination terminal
address and a port number registered in the address management
table are comp#red with a source'terminal address, a
destination terminal address, a source port number and a
destination port number contained in the IP packet to find a
record containing a network identifier indicating a
destination IP network to which the IP packet is to be sent:
in a second case where a network node-point address of the
network node-point through which the received IP packet has
passed is registered in the address management table as

specifying a virtual dedicated line connection, a record
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containing a network identifier indicating a destination IP
network to which the IP packet is to be sent is detected; after
the procedure of the first case or the second case is completed,
the source network node-point address and the destination
network node-point address contained in the detected recorti
are used to generate an integrated IP network packet which is
then sent to the destination IP network; the integrated IP
network packet passes through an IP packet exchange point and
the destination IP network and reaches another network node
device where an integrated IP network header is removed from
the integrated IP network packet to restore the sending IP
packet which 1s then sent to a destination IP terminail;
wherein the address management table is referenced to
select a destination IP network to which the IP packet is to
be transferred and the IP packet is sent to the destination
IP network, and the integrated IP network packet is passed
through two or more IP networks of different communication
companies within the destination IP network and through IP

packet exchange points.

2. An integrated IP network according to Claim 1, wherein
only the network node-point addresses are compared and the port

numbers are not compared.

3. An integrated IP network according to Claim 1 or 2,
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wherein there is one communication company and no IP packet
exchange point that connects IP networks run by different

communication companies is included.

4, An integrated IP network according to any one of Claims
1 to 3, wherein at least one of the network node devices is
connected to an IP video network inside the IP network and,
outside the IP network, is connected through the network

- node-point of the network node device to an IP video device.

5. An integrated IP network according to any one of Claims
1 to 3, wherein at least one of the network node devices 1is
connected to an IP telephone network inside the IP network and,
outside the IP network, is connected through the network

node-point of the network node device to an IP telephone.

6. An integrated IP network including:

a plurality of IP networks; and

a plurality of network node devices:

wherein the network node devices are each connected to
one or more of the IP networks via communication circuits and
have their network node-points connected to external terminals
via communication circuits;

wherein the IP networks each include a dedicated domain

name server; the domain name servers each has a correspondence
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relationship between IP addresses of the external terminals
and host names of the terminals; upon receiving from an external
source terminal an IP packet whose destination is one of the
domain name servers, the network node device transfers the
received IP packet to the destination domain name server; the
destination domain name server retrieves an IP address of a
destination terminal corresponding to the host name of the
destination terminal contained in the received IP packet and
returns the IP packet containing the destination terminal's
IP address obtained to the external source terminal; the source
terminal generates a new IP packet having the destination
terminal's IP address obtained from the domain name server in
the above procedure and sends the generated IP packet to the
network node device; the network node device compares a source
terminal address, a destination terminal address and a port
_ number registered in the address management table with a source
terminal address, a destination terminal address and a:port
number contained in the IP packet to f£find a record specifying
a destination IP network to which the IP packet is to be sent,
generates an integrated IP network packet by using the source
network node-point address and the destination network
node-point address contained in the detected record, and sends
the generated integrated IP network packet to the destination
IP network; and the integrated IP network packet passes through

the IP network and the IP packet exchange point and reaches
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another network node devicé where an integrated IP network
header is removed from the integrated IP network packet to
restore the sending IP packet which is then sent to the
destination IP terminal;

wherein the address management table is referenced to
select a destination IP network to which the IP packet is to
be transferred and the IP packet is sent to the destination
IP network, and the integrated IP network packet is passed
through two or more IP networks of different communication
companlies within the destination IP network and through IP

packet exchange points.

7. An integrated IP network according to claim 6, wherein
only the network node-point addresses are compared and the port

numbers are not compared.

8. An integrated IP network according to Claim 6 or 7,
wherein there is one communication company and no IP packet
exchange point that connects IP networks run by different

communication companies is included.

9, An integrated IP network according to any one of Claims
6 to 8, wherein at least one of the network gode devices is
connected to an IP audio-visual network inside the IP network

and, outside the IP network, is connected through the network
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node-point of the network node device to an IP audio-visual

device.

10. An integrated IP network according to any one of Claims
6 to 8, wherein at least one of the network node devices is
connected to an IP telephone network inside the IP network and,
outside the IP network, is connected through the network

node-point of the network node device to an IP audio-visual

device.

11. An integrated IP network according to any one of Claims
6 to 8, wherein at least one of the network node devices is
connected to a best effort network inside the IP network and,
outside the IP network, is connected through the network

node-point of the network node device to an IP terminal, IP

telephone, or audio-visual device.

12. An integrated IP network according to any one of Claims
6 to 8, wherein at least one of the network node devices is
connected to an IP data multicast network inside the IP network
and, outside the IP network, is connected through the network
node-point of the network node device to an IP terminal, IP

telephone, or audio-visual device.

13. An integrated IP network according to any one of Claims
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6 to 8, wherein at least orie of the network node devices is
connected to an IP-based TV broadcast network inside the IP
network and, outside the IP network, is connected through the
network node-point of the network node device to an IP terminal,

IP telephone, or audio-visual device.

14. An integrated IP network according to any one of Claims
6 to 8, wherein an ATM network, an FR network or a WDM network
having a function of transferring IP packets is included in

the IP network.

15. An integrated IP network according to Claim 6, wherein
a DNS selection server having a function of selecting a
single-purpose domain name server in the IP network is included

in the IP network.
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