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DESCRI PTI ON I nformati on processing apparatus, information processing

met hod, and providing medium Technical Field The present
invention relates to an information processing apparatus, information
processing nethod, and providing nedium-  Mre particularly, it relates to
an information processing apparatus, information processing nmethod, and
providing mediumthat utilize encrypted information. Background Art
There are systens that encrypt information (hereafter referred to as
content) such as nmusic and send it to the information processing apparatus
of the users who have nmade a requi r ebERIFEEFEION Sso that the users can
decrypt and use the content on their information processing:

Information processing apparatus, information processing method, and

providing medium

Technical Field

The present invention relates to an information processing
apparatus, information processing method, éndjproviding'medium. More
particularly, it relates to an information processing apparatus,
information processing method, and providing medium that utilize

encrypted information.

Background Art

There are systems that encrypt information (hereafter refefred
to as content) such as music and send it to the information processing
apparatus of the users who have made a required.agreement, so that the
users can decrypt and use the content on their'information.procesSing
apparatus.

If a user possesses two or more information processing apparatus,
he/she must buy content énd pay its usage charge for each infqrmation
processing apparatus. Even if content has been bought once, it must
be bought again for the same charge if it is to be used on (bought for)

a different information processing apparatus.



appar at us. | f a user possesses two or nore infornmation processi-ng
apparatus, he/she nmust buy content and pay its usage charge for each

i nformati on processing apparatus.. Even if content has been bought once, it
must be bought again for the same charge if it is to be used on (bought

for) a different information processing apparatus. Di scl osure
of the Invention The present invention has been nmade in view of the
above circunstances. It allows the user to buy the same content again at

di scount pri ces. To solve these problens, the present invention

provi des Dhrscliodureradfi drheriwesst ign appar at us whi ch conprises first

preparation neans for preparing first usage control status which

identifies fiThe presgetddnaidnd icdes drasbibeprpuracieasied viigphtost arite tdlsoywe i ci ng

details corresponding to the first usage details; storage neans for

storing ditEvsrsrarptesd. | Aftorddiowsn theheisfar $to Umageheomams ciratars; agaisaget
discount prices.

To solve these problems, the present invéntion provides an
information processing apparatus which comprises first preparation
means for preparing first usage control status which identifies first
usage details describing purchased rights and the pricing details
cbrresponding to the first usage details} storage means for storing

~ the encrypﬁed information, the first usage control status, a usage
control policy that contains a second use type that describe the rights
that can be purchased again based on the details of the purchased rights,
price tags that contain the pricing details corresponding to the second
usage details, and the key needed to decrypt the encrypted information;
second preparation means for preparing second usage control status
which identifies the second usage details and the pricing details
corresponding to the second usage details, based on the usage control
policy and price tags, when rights are purchased again through another
information processing apparatuses; and sending means for sending.the
second usage control status prepared by the second prepération means
as well as the engrypted.informatibn and the key stored on the storage
means to the other information processing apparatuses. |
Also, the present invention provides an information processing

method which comprises a first preparation step of preparing the first

usage control status which identifies the first usage details



control policy that contains a second use type that describe the rights

that  can be purchased again based on the details of the purchased rights,
price tags that contain the pricing details corresponding to the second
usage details, 'and the key needed to decrypt the encrypted information;
second preparation neans for preparing second usage control status which

I dentifies the second usage details and the pricing details correspondi ng
to the second usage details, based on the usage control policy and price
tags, when rights are purchased again through another information

processi ng: sPis g $8% pardhaeed nighearnnd whespadchggt detasis ook wssyending

control status prepared by the second preparation neans as well as the
encrypt ecd nfras nii 4 o e hetkeyl st estaraddies tsérafestomwans thoe térecoymieed
i nformati on processi ng appar at uses. Al so, the present invention
provi des aifdériat imi,j dhepfaeessinggenesivodo W it wpnyphiesasagef cogtrol policy
preparation step of preparing the first usage control status which
i dent i fi eshdthecdrtrasinsisage setorid ise type that describes the rights thap.can
be purchased again based on the details Qf the purchased rights, the
price tags that contain the pricing details corresponding to the second -
- usage details, and the key needed to decrypt the encrypteld information;
a second preparation step of preparing the second usage control status
which identifies the second usage details and the pricing details
correspdnding to the second usage details, based on the usage control
: poliéy and price tags, when rights are purchased again through the other
information processing apparafuses; and a sending step of sending the
second usage control status prepared by the second preparation step
as well as the encrypted information and the key stored on the .storage
means to the other information processing apparatuses.

h Furthermore, the providing medium of the present invention
provides a compﬁter—readable program for executing the process which
comprises the first prebaration'step of preparing_the first usage'
control status which identifies the first usage details describing the

- purchased rights and the pricing details corresponding to the first
usage details; the storage step of storing the encrypted information,
the first usage control status, the usage control policy that contains
the second ﬁse type that describes the rights that can be purchased
again based on the details of the purchased rights, the price tags that

contain the pricing details corresponding to the second usage details,



describing the purchased rights and the pricing details corresponding to
the first usage détails; a storage step of storing the encrypted
information, the first usage control status, the usage control policy that
contains the second use type that describes the rights that can be

pur chased ‘agai n based on the details of the purchased rights, the price
tags that contain the pricing details corresponding to the second usage
details, and the key needed to decrypt the encrypted information; a second
preparation step of preparing the second usage control status which

I dent i fi esnd hthe doonchasdge tetda disypindeideenet g ned dixt £ tma t Tom f eslpenslieagnd
to the second usage details, based on the usage control policy and price
tags, Wheprepapdisian esipep chfsedepaping t theousdcohe wiage comtoeohastabus which
processi ng- appar atuses; and a sending step of sending the second usage
control siddénisifieparlesl dycohd seazgaddptephsaandntheepriasngetketad lishe
encrypted informati on and the key stored on the storage neans to the other -
i nf or mat i corpzspesding taprheasesond usage deikahbs mrased o pheviidagg eentued
of the present invention provides a conputer-readable programfor

execut i ngpahiecy rodassi omitalys cehpn ikiahttshareipwichasgdpgeiontkrepglyfthe other
preparing the first usage control status which identifies the first usage
det ai | s digskermahion Herogrs ehag cabpaghtysand and Precsepdiegastepr of sending
corresponding to the first usage details; the storage step of storing the

encr ypt edcheBecead wpage control status prepared by the second preparation step
as well as the encrypted information and the key stored on the storage
means to the other information processing apparatuses.

-Furthermore, the information processing apparatus, information

processing method, and providing medium of the presént ilnvention.
prepare the first usage control status which identifies the first usage
details describing the purchased rights and the pricing details
corresponding to the first usage details; store the encrynted
information, the first usage control status, the usage control policy
that contains the second use type that describes the rights that can
be purchased again based on the details of the purchased rights, the
price tags that contain the pricing details corresponding to the second
usage details, and the key needed to decrypt the encrypted information;
prepare thc second usage control status which identifies the second
usage details and the pricing details corresponding to the secondl usage
details, based on the usage control. policy 'ancll priCe tags, when rights
are purchased acjain through the other information processing

apparatuses; and send the second usage control status prepared as well



the first usage control status, the usage control policy that contains the
second use type that describes the rights that can be purchased again
based on the details of the purchased rights, the price tags that contain
the pricing details corresponding to the second usage detail's,
-3- and the key needed to decrypt the encrypted information
the second preparation step of preparing the second usage control status
which identifies the second usage details and the pricing details
corresponding to the second usage details, based on the usage control

pol i cy an@ phiecentagpredhenfbirghtioar enfuthbakey sigared tdn otlgh stheragdiareans
I nformati on processing apparatuses; and the sending step of sending the

second ugsageheorithelr Sheflcrmatriemanatdesdirey sgmuah tusgrar at i on step  as

wel |l as the encrypted information and the key stored on the storage means

to the ot her Fokthemmbee, ptheessiownappan gingesssing apparatus of the present
invention comprises receiving means for receiving, from the other
information processing apparatuses, .the encrypted information, the key
needed to decrypt the encrypted information, and the usage control
status which identifies the usage details descr.ibing the rights as well
as the pricing details corresponding to the usage details; and execution
means for executing the processes needed to use the information based
on the rights described by the usage details identified by the usage
control status. | |

Furthermore, the information processing method of the present
invention comprises a receiving step of receiving, from the other
information processing apparatuses, the encrypted information, the key
needed to decrypt the en.crypted information, and the usage control
status which identifies the usage details describing the rights as well
as the pricing details corresponding to the usage details; and an
execution step of executing the processes needed to use the information
based on the rights described by the usage details identified by the
usage'control status.

Furthermore, the providing medium of the present invention
provides a computer;readable program for executing the process which
comprises the receiving step of receiving, from the other information
processing apparatuses, the encrypted.information, the key needed to

decrypt the encrypted information, and the usage control status which



Furthernore, the information processing apparatus, information processing
met hod, and providi ng nmedi um of the present invention prepare the first
usage control status which identifies the first usage details describing
the purchased rights and the pricing details corresponding to the first
usage details; store the encrypted information, the first usage control
status, the usage control policy that contains the second use type that
describes the rights that can be purchased agai n based on the details of
the purchased rights, 'the price tags that contain the pricing details

cor r espofdiend itfd gheh s ecer@ desayes dekeairdidinanthé e ghey aeeddd dotHeq@nipting

the encrypted information; prepare the second usage control status which

i denti fi eietidid sseoardspunddagdedaths. wsubd ket le ngndethel sxeout ksposidema £
to the second usage details, based on the usage control. policy and price
tags, whexeduilirsy the @rpuecizasote eded totis® il imEotdeion bhsedatn the rights
processi ng apparatuses; and send the second usage control status prepared
as wel |l described by the usage details identifidd by the usage control status.

Furthermore, the information processing apparatus, information
processing method, and providing medium of the present invention
receive, from the other informafion processing apparatuses} the
encrypted information, the key needed to decrypt the encrypted
information, and the usage control status which identifies the usage
details describing the rights_as well as the pricing details
cofresponding to the uSagé details; and execute the processes needed
to use the information based on the rights described by the usage details
identified by the usage control-status.

Furthermore, the information processing apparatus of the present
invention comprises storage means for storing the encrypted information,
the usage control policy that éontaiﬂs the usage details that describe
purchasable rights, the price tags that.contain the pricing details
corresponding to the usége details, aﬁd.the key needed to decrypt the
encrypted informatién; preparation means for preparing the usage
control status which identifies the usage details and the pricing
details corresponding to the usage detailé, based on the usage control
policy and price tags stored on the storage means; and'sending means

for sending the usage control status prepared by the preparation means

as well as the encrypted information aﬁd the key stored on the storage



as the encrypted information and the key stored on the storage neans to
the other information processing apparatuses. - Furthernore, the

i nformati on processing apparatus of the present invention conprises
receiving nmeans for receiving, fromthe other information processing
appar atuses, the encrypted information, the key needed to decrypt the
encrypted informati on, and the usage control status which identifies the
usage details describing the rights as well as the pricing details
corresponding to the usage details; and execution neans for executing the

processemdwpsiand theusehéhein fd el b0 olmsass i ddparatgides dhenr thedrbyhts
the usage details identified by the usage control status.

Further nuss gure-hadad mrjaion byr chessthgrnehformat idheppoesesning i appataomses .
conprises a receiving step of receiving, fromthe other information

processi ng apprarcthesemre,hechen cmyfu rewh t idro rpesd ¢ s i idnenddigyod nef delte tpresent

decrypt the encrypted information, and the usage control status which -

i denti fi esntdret imagemgetiaielssa deésragbkisited b€ stiqhirsy dkewrldrydsed hefpringtign,

details corresponding to the usage details; and an execution step of

execut i ngchidhaisagec esstsohaeakiicy dhade cohgaiinSothatusage daded lenthht déegbx sbe

descri bed by the usage details identified by the usage control status.
purchasable rights, the price tags that contain the pricing details
corresponding to the usage details, and the key needed to decrypt the
encrypted information; a preparation step of preparing the usage
control status which identifies the usage details and the pricing
details.cofresponding'to the usage details, based on the usage control
policy and price tags stored by the storage step; and a sending step
of sending the usage control status prepared by the preparation step
as well as the encrypted information and the key stored by the storage
step, to the other information processing apparatuses when the rights
are purchased again by the other information processing apparatuses.

Furthermore, the providing medium of the present invention
provides a computer-readable program for executing the process which
. comprises the storage step of storing the encrypted information, the

usage control policy that contains the usage details that describe
purchasable rights, the price tags that contain the pficing details
corresponding to the usage details, and the key needed to decrypt Ehe
encrypted information; the preparation step of preparing the usage
control status which identifies the usage details and the pricing

details corresponding to the usage details, based on the usage control.

policy and price tags stored by the storage step; and the sending step



Furthernore, the providing nmediumof the present invention provides a
conput er -readabl e program for executing the process which conprises the
receiving step of receiving, fromthe other information processing
apparatuses, the encrypted information, the key needed to decrypt the
encrypted information, and the usage control status which

-5- I dentifies the usage details describing the rights as well
as the pricing details corresponding to the usage details; and the :
execution step of executing the processes needed to use the information

‘based on ¢hesén@ing thesmyddeddntddie sty gelepared Bgnthei pdepirbbieotisapep
control status. Furthernore, the information processi ng appar at us,

i nf or mat | @ welrlo@ss sheagenet ywotled airdf qrromatt tbmgntedhenkef dthered ésethe storage
i nvention receive, fromthe other information processing apparatuses, the
encr ypt edstep primatthenpthke keforneetiedntpraess yphg tappareryggedhen the rights
| are purchased again by the other information processing apparatuses.

| Furthermore, theiinformation processing apparatus, information

processing method, and providing medium of the present invention store
fhe encrypted information, the usage control policy that contains the
usage details that describe purchasable rights, the price tags that
contain the pricing détails corresponding to the usage details, and
the key needed to decrypt the encrypted information; prepare the usage
control status which identifies the usage details and the pricing
details corresponding tq the usage details, based on the stored usage
control policy and price tags; and send the prepared usage control status
as well as the encrypted infofmation and key stored, to the cher
information processing apparatuses when the rights are purchased again
by the other information processing appératuses.

Furthermore, the information processing apparatus of the present
invention comprises receiving means for receiving, from the other
informationpuocessingapparatuses,theencryptedinformation,thekey-
needed to decrypt the ehcrypted information, and the usage control
status which identifies the first use type describing predetermined
rights and the pricing details corresponding to the first use type;
storage means for storing a usage control policy that contains the second

usaige details that describe the rights that can be purchased again based

on the rights described by the first usage details identified by the



I nformation, and t he usage control status which identifies the usage _
details describing the rights as well as the pricing details correspondi ng
to the usage details; and execute the processes needed to use the _
information based on the rights described by the usage details identified
by the usage control status. Furthernore, the information processing
apparatus of the present invention conprises storage means for storing the
encrypted information, the usage control policy that contains the usage
details that describe purchasable rights, the price tags that contain the
pricing detagé scomtreespraidisngdaritves kyaghedekaieivingndebhe, kaypdnpeded tags
decrypt the encrypted information; preparation means for preparing the
usage cothablcentails Whe chridengi fdebsilbecasagepdatianhstanthehesepoind ngage
details corresponding to the usage details, based on the usage control
pol i cy areprile; vagsfsrat erepandtd st neage freapsepand ngeseicond msane coéntrol
sending the usage control status prepared by the preparation means as me[l
as the ert¥dptewhishoident bhilesdhehsegeyd sisaigeddebai he agidothg@ricing details
-6- ’

corresponding to the second usage details, based on the usage control

policy and price tags stored by the storage means.

Furthermore, the information processing method of the present
invention comﬁrises a receiving step of receiving, from the other
information processing apparatuses, the encrypted information., the key
needed to decrypt the encrypted information, and the usage control
status which identifies the first use type describing predetermined
rights and the pricing details corresponding to the first use type;

a storage step of storing the usage control policy that contains the
second usage details that describe the rights that can be purchased
again based on the rights described by the first usage details identified
by the usage control status received by the receiving step, and price
tags that contain the pricing details corresponding to the second usage
details;anda;ueparationstepofrmeparingsecondusagecontrolstatus
which identifies the second usage details and the pricing details
corresponding to the second usage details, based.pn the usage control
policy and price tags stored by the storage step.

Furthermore, the providing medium of the present invention
provides a computer-readable program for executing the process which

comprises the receiving step of receiving, from the other information

processing apparatuses, the encrypted information, the key needed to



means to the other information processing apparatuses when the rights are

purchased again by the other information processing apparatuses. :

Furthernore, the information processing nethod of the present invention

conprises a storage step of storing the encrypted information, the usage

control policy that contains the usage details that describe purchasable

rights, the price tags that contain the pricing details corresponding to

t he usage details, and the key needed to decrypt the encrypted

i nformati on; a preparation step of preparing the usage control status

whi ch i'defdddyrets the ersageoited aihformalt i dwe, pthei ngagdetantsotostaspsndhigh

to the usage details, based on the usage control policy and price tags

st ored byiddmetistieadghestfep;stande at geea dlewr sitieing gfir eskridimg ridee rigadge and the

control status prepared by the preparation step as well as the encrypted

i nf or nat ipori cing detdidys soaredponding sbothgefissepisd dyides theestorage step
i nformati on processi ng apparatuses when the rights are purchased again by

t he ot herofl rftamind drthrozzssi centpphrpelbey. that cortiaiher hheesechsd usage

provi di ng medi um of the present invention provides a conputer-readable

progr am fagtaddet (tiaty delsergbectbe whobhs Coaprearede purchassgeageép bésed on

storing the encrypted information, the wusage control policy that contains
t he usagéhfetaiohs st dascribedilpethe first usage details 1dentified by the usage

control status received by the receiving step, and price tags that
contain.thé pricing details corresponding to the second usage details;
and the preparation step of preparing second usage dontrol status which
.idenfifies the second usage details and the pricing details
corresponding to the second ﬁsage details, based on the usage control
policy and price tags stored by the storage step.

Furthermore, the information processing apparatus, information
processing method, and providing medium of the present invention
receive,_from the other information processing apparatuses, the
encrypted information, the key needed to decrypt the encrypted
information, and the usage control status which identifies the first
use t&pé describing predetermined rights and the pricing details
corresponding to the first use type; store the usage control policy
that contains the second usage details that describe the rights that
can be purchased again based 6n the rights d_escribed by the first usage

- details identified by the usage control status received, and price tags
that contain the pricing details corresponding to the second usage
details;.andgprepéres the secondlasagé control status which identifies

the second usage details and the pricing details corresponding to the-.

- 10 -



purchasabl e rights, the price tags that contain the pricing details
corresponding to the usage details, and the key needed to decrypt the
encrypted information; the preparation step of preparing the usage control
status which identifies the usage details and the pricing details
corresponding to the usage details, based on the usage control policy and
price tags stored by the storage step; and the sending step
-7 of sending the usage control status prepared by the
preparation step as well as the encrypted information and the key stored
by the stswmagsl uster detatihe, dvasedini dhwatisagepeonessi ngp laippafaaidiped ceheags
the rights are purchased again by the other information processing
appar at usgxred. Furthernore, the information processing apparatus,
informati on processing nethod, and providing nmedi umof the present
I nvention store the encrypted information, the usage control policy that
contains the '
Brief Description of Drawings
Figure 1 is a system diagram illustrating a EMD system.
Figure 2 is a system diagram illustrating the major information
flow in the EMD system.
Figure 3 is a block diagram showing the functional configuration
of an EMD service center 1.
Figure 4 is a schematic diagram illustrating the transmission of
delivery keys Kd at the EMD service center 1.
Figure 5 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 6 is another schematic diagram illustrating the
transmission of delivery keys Kd at the EMD service center 1.
Figure 7 is another schematic diagrém illustrating the
transmission of deliﬁerylkeys Kd at the EMD service center 1.
Figure 8 is a chart illﬁstrating‘an example of system registration
information.
Figure 9 is a block diagram showing an example functional
configuration of a content provider 2.
Figure 10 is a chart showing an example UCP.

Figure 11 is a schematic diagram illustrating control transfer

of content.

- 11 -



usage details that describe purchasable rights, the price tags that
contain the pricing details corresponding to the usage details, and the
key needed to decrypt the encrypted information; prepare the usage control
status which identifies the usage details and the pricing details
corresponding to the usage details, based on the stored usage control
policy and price tags; and send the prepared usage control status as well
as the encrypted informati on and key stored, to the other information
processi ng appar atuses when the rights are purchased again by the other
informati on prBigsseny2appasasusenatic diafuamheélloserathag fiesteyed@ration
processi ng apparatus of the present invention conprises receiving neans
for receidipgicbtaont.he other information processing apparatuses, the
encrypted information, the key needed to decrypt the encrypted
i nformati on, alidguhe Lkdger comemalticstiabgsamhsidwirdent conesnt erdviddr geeure
type describing predeterm ned rights and the pricing details correspondi ng
to the fifentageerype; storage neans for storing a usage control policy
that contains the second usage details that describe the rights that can
be purchased affbgwreddeds pachhRBaitighdbageamn shived ngyan exdnipls aushgetication
details identified by the -8--
certificate of the content provider 2.
Figure 15 is a block diagram showing the functional configuration
of a service provider 3.
Figure 16 is a chart showing example PTs.
Figure 17 is a schematic diagram showing a service provider secure
container.
Figure 18 is a schematic diagram showing an example authentication
certificate of the service provider 3.
Figure 19 is a block diagram showing an example functional
configuration of a receiver 51 in a user home network 5.
Figure 20 is a schematic-diagram s_howing an example authentication
certificate of SAM 62 of the receiver 51.
Figure 21 is a chart showing an example of UCS.
Figure 22 is a schematic diagram illustrating the internal
structure of the usage information storage 63A in the external storage
63 of the receiver 51.
Figure 23 is a chart showing an example of accounting information.
Figure 24 is a chart showing the information stored in the memory
module 73 of the receiver 51.

Figure 25 is a chart illustrating reference information 51.
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usage control status received by the receiving neans, and price tags that
contain the pricing details corresponding to the second usage details; and
first preparation neans for preparing second usage control status which
identifies the second usage details and the pricing details corresponding
to the second usage details, based on the usage control policy and price
tags stored by the storage neans. Furthernore, the information
processi ng nethod of the present invention conprises a receiving step of
receiving, fromthe other information processing apparatuses, the
encrypted i nf gigRirieons ibeakdartnesdedip adeexypbleheeghstyptedn list of the

i nformati on, and the usage control status which identifies the first use
- type. desarddaingpridet ermined rights and the pricing details corresponding
to the first use type; a storage step of storing the usage control policy
t hat cont ai ns Filgaires@goric us&je aketdidgy arhatholdsey idre dxtemplghfndthiaanain
be purchased againbased on the rights describedby the first usage details
i denti f i esbnfygured icragef contecdiwimt2Bl riateivedudsr theme egetwonl 8t ep, and
price tags that contain the pricing details corresponding to the second
usage detail Figame 28prispar athiaort Stldmsdfrgirieysn rmefe reaumn dinBeages tion rol .
st at us '
Figure 29 is a chart showing an example registration list of the
receiver 201.
Figure 30 is a block diagram showing an example functional
configuration of a receiver 301 in the user home network 5.
Figure 31 is a chart illustrating reference information 301.
Figure 32'i$ a chart showing an example registration list of the
receiver 301.
Figure 33 is a flow chart illustrating process for utilization
of content.
Figure 34 is a flow chart illustrating the process of sending
delivery keys Kd from the EMD service center 1 to the content provider
2,
Figure 35 is a flow chart illustrating a flow of mﬁtual
authentication between the content provider 2 and EMD service center
1.
Figure 36 is a flow chart illustrating another flow of mutual

authentication between the content provider 2 and EMD service center

1.
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whi ch identifies the second usage details and the pricing details
corresponding to the second usage details, based on the usage control
policy and price tags stored by the storage step. Furt hernore, the
providing medi um of the present invention provides a conputer-readable
program for executing the process which conprises the receiving step of
receiving, fromthe other information processing apparatuses, the
encrypted information, the key needed to
- 9- decrypt the encrypted infornation, the usage control
status which Fidpmte f3'esid he flowtchset t ypbudsesatihgngnpthdet élowned mughtad
.and the pricing details corresponding to the first use type; the storage
step of subhémpicatiosdgeteeanridhe pointognt atocicdnihandheEMdeserndiveagenter
details that describe the rights that can be purchased again based on the
rights debkeribed by the first usage details identified by the usage

Figure 38 is a flow chart illustrating the process of sending a
content provider secure container from the content provider 2 to the
service provider 3.

Figure 39 is a flow chart illustrating the process of sending a
service provider secure container from the service provider 3 to the
receivér 51.

Figure 40 is a flow chart illustrating the process in which the
receiver 51 receives the service provider'secure container.

Figure 41 is a flow chart illustrating the process in which the
receiver 51 reproduces content.

Figure 42 is a flow charf illustrating an account settlement
process.

Figure 43 is a flow chart illustrating a repurchasing process.

Figure 44 is a chart showing another example of Ucs.

Figure 45 is a chart showing another example of accounting
information.

Figure 46 is a flow chart illustrating another repurchasing .
process.

Figure 47 is a chart showing another example of UCS.

Figure 48 is a chart showing another example of accounting

information.
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control status received by the receiving step, and price tags that contain
the pricing details corresponding to the second usage details; and the
preparation step of preparing second usage control status which identifies
t he second usage details and the pricing details corresponding to the
second usage details, based on the usage control policy and price tags
stored by the storage step. Furthernore, the information processing
apparatus, information processing nmethod, and providi ng medi um of the
present invention receive, fromthe other information processing
appar at uses; FHeurenddyptsed ifiifow redtardn,i I lhes thest imese deb tloe d eceypt chaging
encrypted . information, and the usage control status which identifies the
first ugerdogmss describing predetermned rights and the pricing details
corresponding to the first use type; store the usage control policy that
contai ns the Fegonrd $dages detchdrs tdiawides @ndithaeheexdmghte ehadfCScan be
purchased agai n based on the rights described by the first usage details

i dentified by Filganesdde icomt rajlanst sthesvimar einafthemrkpmpbe ehgaccewating
contain the pricing details corresponding to the second usage details; and
prepareslﬂﬁpﬁmﬁiWQnusage control status which identifies the second usage
details and the pricing details corresponding to the

- 10 - .

Best Mode for Carr-ying Out the Invention

An embodiment of the present invention will. be described below.

(1) Information distribution system

Figure 1 illustrates an EMD (ele.ctronic music distribution) system
by the application of the present invention. The EMD system consists
of the EMD service centér 1 that manages individual pieces of equipment,
content provider 2"that provides content, service provider 3 that
provides predetermined services corresponding to content, and user
network 5 composed of the equipment (receiver 51, receiver 201, and
receiver 301 in this example) on which content is used. |

The content in an EMD system is digital data whose information
itself has a value. 1In this example, one piece of contentﬁ corresponds
to music data equivalent to one piece of music. Besides music data,
however, content can be video data, game programs, computer programs,
literary data, eté.

The EMD service center 1 sends the delivery keys Kd needed to use
content to the user homé network 5 and content provider 2, as shown

in Figure 2, which shows the major information flow in the EMD system.
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second usage details, based on the usage control policy and price tags

st or ed. Bri ef Description of Draw ngs Figure 1 is a systemdi agram
illustrating a EMD system Figure 2 is a systemdiagramillustrating
the major information flow in the EMD system Figure 3 is a block

di agram show ng the functional configuration of an EMD service center 1.
Figure 4 is a schematic diagramillustrating the transm ssion of delivery
keys Kd at the EMD service center 1. Figure 5 is another schematic
diagramillustrating the transmission of delivery keys Kd at the EMD
servi ce celder the EMD sefvijte edhtier anpébet ves hereduict th@drafonnd tisin ahdnghe
the transm ssion of delivery keys Kd at the EMD service center 1.

Fi gure 7 lxkanttdrertlsehhes@at | bomée age twork| bsandt adgushechargesm ssi on of
delivery keys Kd at the EMD service center 1

The content provider 2 possesses the content (encrypted with a
content key Kco) to be provided, content key Kco (encrypted with a
delivery kéy Kd) needed to decrypt the content, and usage control policy
(abbreviated as UCP hereafter) thaﬁ describes the usage details of
content, and supplies them in the form called a content provider secure
container (described later) to the service provider 3.

The service provider 3 prepares one or more price tags (abbreviated
as PT hereafter) according to the usage details contained in the UCP
supplied by the content provider 2. The service provider 3 sends the
prepared PT (s) together with the content (encrypted with a content key
Kco), content key Kco (encrypted with a delivery key Kd), and UCP
supplied by the content provider 2, in the formcalled a service provider
secure container to the user home network 5 through a network 4
consisting of a private cable network, the Internet, or communications
satellites.

The user home network 5 prepares usage control status (abbreviated
as UCS hereafter)'according to the supplied UCP and PT (s) and performs
the process of using the content based on the prepared UCS. Also, the
user home network 5 prepares accounting information, timed with the
preparation of UCS, and sends it together with corresponding UCP and
PT(s) to the EMD service center 1, timed with, for example, the provision

of the delivery keys Kd.

(2) EMD service center
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Figure 8 is a chart iIIuStrating an exanpl e of systemregistration

I nformati on. Figure 9 is a bl ock diagram showt ng an exanpl e
functional configuration of a content provider 2. Figure 10 is a
chart show ng an exanpl e UCP. Figure 11 is a schematic diagram
illustrating control transfer of content. Figure 12 is a
schematic diagramillustrating first-generation duplication. Fi gure

13 is a schematic diagram showi ng a content provider secure container.
Figure 14 is a schematic diagram showi ng an exanpl e aut henti cati on
certificate offitgurec8nisnd ek dbragtam showikiggthe f¥ncsiendl omdn i quyrainion
showi ng the functional configuration of a service provider 3. Fi gure
16 is a cifarthesEYN agretaspten®ds.1. The service provider management section
11 supplies profit-sharing information to the service provider 3. The
lcontent provider management seétién 12 sends delivery keys Kd and
supplies profit-sharing information to the content provider 2. .
The éopyright management section 13 sends information about the
usage of content by the user home network 5 to the appropriate éopyright
management body, for example, JASPAC (Japanese Society for Rights of
Authors, Composers and Publishers). |
The key server 14 stores delivery keys Kd énd supplies it to the
content provider 2 through the content provider management section 12
or to the user home network 5 through the user management section 18.
The delivery keys Kd supplied to the user home network 5 equipment
and content provider 2 from the EMD service center 1 will be described
with reference to Figures 4 to 7. |
Figure 4 shows the delivery keys Kd possessed by the EMD service
.center 1, the delivery keys Kd possessed by the content provider 2,
and the delivery keys Kd possessed by the receiver 51.in January 1998
when the content provider 2 starts to provide content and the receiver
51 composing the user home network 5 starts to use the content.
in the example of Figure 4, a delivery key Kd is valid ffom the
first day to the last day of a calendar month (both inclusive). For
example, the delivery key Kd version 1 with a value of "aaaaaaaa"

consisting of a fixed random number of bits is available from January

1, 1998 to January 31, 1998 both inclusive (i.e., the content key Kco
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Figure 17 is a schematic diagram showi ng a service provider secure

cont ai ner. Figure 18 is a schematic di agram show ng an exanpl e
authentication certificate of the service provider 3. Figure 19 is a
bl ock di agram showi ng an exanpl e functional configuration of a receiver 51
In a user hone network 5. Figure 20 is a schematic di agram showi ng an
-exanpl e authentication certificate of SAM 62 of the receiver 51.

Figure 21 is a chart showi ng an exanpl e of UCS. Figure 22 is a

schematic diagramillustrating the internal structure of the usage

i nf or mat i thnistaiagep e rcdrteereix tdidatilsiioedgeo e aiséhehdome eneewobi. 5 via

Figure 23 is a chart show ng an exanple of accounting information.

Fi gure 24lies sexhard rsihowd degre t hef ror ofamba oy Bf o @E8 1 hot Genuenyr §1, nbdaBeis

73 of the receiver 51. Figure 25 is a chart illustrating reference

I nf or mat ienmcBipted with the delivery key Kd version-1)12 -The delivery key Kd
version 2 with a value of "bbbbbbbb" éonsisting of a fixed random number
of bits is available from Februéry 1, 1998 to February 28, 1998 both
inclusive (i.e., the content key Kco that'encrypt the content
distributed to the user home network 5 via the service provider 3 during
the given period is é-ncrypted- by the delivery key Kd version 2).
Similarly, the delivery key Kd version 3 is available during March 1998,
the delivery key Kd version 4 is available during April 1998, the
delivery key Kd version 5 is available during May 1998, and the delivery
key Kd version 6 is available durihg June 1998.

Before the content provider 2 starts to provide content, the EMD
service center 1 sends six delivery keys Kd —- delivery keys Kd versions
1l to 6 -- available from January 1998 to June 1998 (both inclusive)
to the content provider 2, which receives and stores the six delivery.
keys Kd. The reason why six months"delivery keys Kd are stored is
that a certain period of tiIhe is required fo.r the content provider 2
to make preparations such as encryption of the content and content keys
before starting to provide the content.
Before the receiver 51 starts to use content, the EMD service center

1 sends three delivery keys Kd -- delivery keys Kd versions 1 to 3 --
avéilable from January 1998 to March 1998 (both inclusive) to the

receiver 51, which receives and stores the'three delivery keys Kd.

Three months' delivery keys Kd are stored in order to avoid the situation
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Figure 26 is a chart showing an exanple registration list of the .receiver
51. Figure 27 is a block diagram show ng an exanple functional
configuration of a receiver 201 in the user home network 5. Figure 28
is a chart-illustrating reference infoormation 51. Figure 29 is a chart
showi ng an exanple registration list of the receiver 201. Fi gure 30

is a block diagramshowi ng an exanple functional configuration of a
receiver 301 in the user honme network 5. Figure 31 is a chart
illustrating reference information 301. Figure 32 is a chart show ng

an exarrpllen réyich repntent ivtubd nde be exedvabBOleven duFiggrth83tésmaot| ohe
chart illustrating process for utilization of content. Figure 34 is a
fl ow chargontirast rdud ity threuplecénstivat stdmelimgreidet ecpnkeysbkdcbnoarthd to
EMD service center 1 to the content provider 2. Figure 35 is a flow
chart il lthe FMD mpevicoweritemt Lar @mmntr@@bl@ramweemdmcbheehmd on

provider 2 and EMD service center
the user home network 5 by decreaSJ.ng the number of connections to the

EMD service cehter 1.

During the period from January 1, 1998 to January 31, 1998, the
delivery key Kd version 1 is used by the EMD service center 1, the content
provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of' delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on February 1, 1998 will -
be described with reference to Figure 5. The EMD service center 1 sends
six dellvery keys Kd -- delivery keys Kd versions 2 to 7 —-- avallable
from February 1998 to July 1998 (both inclusive) to the content provider
2, which receives the éix delivery keys Kd and store them overwriting
the existing ones. The EMD service center 1 sends three delivery keys
Kd -- delivery keys Kd versions 2 to 4 —-— ava.ilable' from February 1998
to April 1998 (both inclusive) to _the receiver 51, which receives the
three delivery keys Kd and store them overwriting the existing ones.
The EMD service center 1 stores the delivery key Kd version 1 as it
is. This' is done to make past delivery keys Kd available for use in
case of unexpected trouble or in casé an illegal act is committed or
detected.

' -During the period from February 1, 1998 to February 28, 1998, the

delivery key Kd version 2 is used by the EMD service center 1, the content

- 19 -



1.

Figure 36 is a flow chart illustrating another flow of nutual

aut henti cati on between the content provider 2 and EMD service center 1.

- 13-

Figure 37 is a flow chart illustrating another flow

of mutual authentication between the content provider 2 and EMD service

center

1. Figure 38 is a flow chart illustrating the process of

sending a content provider secure container fromthe content provider 2 to
the service provider 3. Figure 39 is a flow chart illustrating the
process of sending a

provider 2, and the receiver 51 that composes the user home network
5.

Now the transmission of delivery keys Kd from the EMD service center
1 to the content provider 2 and receiver 51 on March 1, 1998 will be
described with reference to Figure 6. The EMD service center 1 sends
six delivery keys Kd -- delivery keys Kd versions 3 to 8 —-- available
from March 1998 to August 1998 (both inclusive) to the content provider
2, which receives the six delivery keys Kd and store them overwriting
the existing ones. The EMD service center 1 sends three delivery keys
Kd -- delivery keys Kd version 3 to 5 —- évailable from March 1998 to
May 1998 (both inclusive) to the receiver 51, which receives the three
delivery keys Kd and store thém ovérwriting the existing ones. The
EMD service center 1 stores the delivery keys Kd versions 1 and 2 as
they are.

During the period fromMarch 1, 1998 to March 31, 1998, the delivery
key Kd version 3 is used by the EMD service center 1, the content provider
2, and the receiver 51 that composes the user home network_5.

Now the transmission of delivefy keys Kd from the EMD service center
1 to the content provider 2 and feceiver 51 on April 1, 1998 will be
described-with reference to Figure 7. The EMD service center 1 sends
six delivery keys Kd —-- delivery keys Kd versions 4 to 9 —- available
from April 1998 to September 1998 (both inclusive) to the content
provider 2, which receives the six delivery keys Kd and store thém
overwriting the existing ones. The EMD service center 1 sends three

delivery keys Kd -- delivery keys Kd version 3 to 5 —-- available from
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service provider secure container fromthe service provider 3 to the

recei ver 51. Figure 40 is a flow chart illustrating the process in
which the receiver 51 receives the service provider secure container.
Figure 41 is a flow chart illustrating the process in which the receiver
51 reproduces- content. Figure 42 is a flow chart illustrating an
account settlenent process. Figure 43 is a flow chart illustrating a
repur chasi ng process. . Figure 44 is a chart show ng anot her exanpl e of
UCS. -Figure 45 is a chart show ng anot her exanple of accounting

i nformat ipgril 1998 RigWimeld 338 a(ddithw halusiveé usts athagrevotver 51, which
repurchasi ng process. Figure 47 is a chart show ng anot her exanpl e of
UCS. redegitess 4hd Shareshaid] isheny riey A danéxsioplt e dhemcovenvriging the -
i nfornation. - 14 -

existing ones. The EMD service center 1 stores the delivery keys Kd
versions l., 2, and 3 as they are.

During the period from April 1, 1998 to April 30, 1998, the delivery
key Kd version 4 is used by the EMD service center 1, the content provider
2, and the receiver 51 that composes the user home network 5.

In this way, if delivery keys Kd are distributed several months
in advance, users can purchase content even if they do not access the
EMD service centef 1 at all for a month or' two, and later they can access
the EMD service center 1 and receive keys at a convenient time.

Returning to Figure 3, the log data management section 15 stores,
the accounting information output by the user management section 18,
PTs corresponding to the content, and UCP corresponding to the content.

The prqfit—sharing section 16 calculates, the respective profits
of the EMD service. center 1, content provider 2, and service provider
3 according to the information provided by the log data management
section 15 and outputs the results to the service provider management
section 11, content provider management section 12, cashier section
20, and copyright management section 13.

The mutua-ll authentication section 17 performs mutual
authentication with the content provider 2, service provider 3, and
user home network 5 equipment.

The user management section 18 manages the information (hereafter

referred to as system registration information) about the equipment
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Figure 49 is a flow chart illustrating another repurchasing process.

- Figure 50 is a chart show ng another exanple of UCS. =~ Figure 51 is a
chart show ng anot her exanple of accounting information. Best Mode for
Carrying Qut the Invention An enbodi ment of the present invention wll
be descri bed bel ow. (1) Information distribution system Figure 1

illustrates an EMD (el ectronic nusic distribution) system by thel
application of the present invention. The EMD system consists of the EMD.
service center 1 that manages individual pieces of equipnment, content
provi der inttles yweaildere cetwertk SseheitCeapr bei gegidtbhall in the EMD system.
provi des-predet erm ned services corresponding to content, and user network
5 conposethotyshensrd rtart {ordeifoenation enetabns 20 orand i ohecet ¥&5pSding
in this exanple) on which content is used. The content in an EMD
syst em i stalitgiet dtenat SAMdsedurfcappliocatibhsebdubals ID,ValrBquiphentiismber, "
exanpl e, one piece of content corresponds
"Settlement ID," "Account-Settling User Information," multiple
"Subordinate User Information," and "Use Point Information," as shown
in Figure 8.

"SAM ID" contains the_SAM (described later) ID of the manufactured
equipment composing the user home network 5. The "SAM ID" row of the
system registration information in Figure 8 contains the SAM 62 ID of
the receiver 51, SAM 212 ID of the receiver 201, and SAM 311 ID of the
receiver 301.

"Equipment Number" is the number assigned to the user home network
5 equipment that possesses SAM. If a piece of equipment .in the user
home network 5 has the capability (communications block) to communicate
directly with the service provider 3 and EMD service center 1 through
a network 4 and has, for example, the capability to output (present)
the contents of UCP and PT to the user or the capability (a display
unit and operator panel) to allow the user to select.the usage details
in UCP, an equipment number of 100 or higher is given to that piece
of equipment (hereafter, the pieces of equipment that have such
capabilities are referred to as master equipment). The piéces of
equipment without such capabilities (hereafter, the pieces' of such
equipment are referred to as slave equipment) are assigned an equipment

'number of 99 or lower. In this example, the receivers 51 and 201, which

have the above—mentioned capabilities are considered master equipment
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to music data equivalent to one piece of nusic. Besides nusic data,
however, content can be video data, game prograns, conputer prograns,
literary data, etc. The EMD service center 1 sends the delivery keys
Kd needed to use content to the user hone network 5 and content provider

2, as shown in Figure 2, which shows the major information flow in the EMD

system o .- 15 - Al so, the
EMD service center 1 receives accounting information and the |ike fromthe
user hone network 5 and adjust charges. The content provider 2

possesseardigs §0gheftan emeiynéet nunble reo £ 100t cdétXEYs Kda) bodbecpibeddester) .
content key Kco (encrypted with a delivery key Kd) needed to decrypt the

cont ent, candhes agheyoiarml, pdie wecdiabdyr €30 Bt achach W hancafhave that
descri bes the usage details of
above-mentioned capabilities, are regarded as slave equipment and
"assigned an équipment number of 25.

"Settlement ID" is the settlement ID assigned to the user
(hereafter referred to as account—settling'usef) who settles accounts.
In this example, "Settlement ID" for the receivers 51, 201, and.301,
for which user F has been.registered as the account-settling user,

~contains the settlement ID of user F.

"Account-Settling User Information" contains, the name, address,
phonenumber,settlementinstitutioninformation(e.g;,thecreditcard
number), date of birth, age, sex, ID, password,'etc. of the
account—-settling user. The name, address, phone number, settlement
institution information; date of birth, age, and sex of the
account-settling user are provided by the user when an application for
registration is filed by the user (hereafter the items contained in
"Account-Settling User Information" is referred to as user's general
information if there is no need to handle them individually). Of these
items, the name, addfess, phone number,'and-settlement institution
information must be accuraté (e.g.,:the information registered in the
settlement institution) in this'example because they are used for fhe
user-crediting process. On the other hand, the date of birth, age,
and sex in the user's general information' are not used for the
user-crediting process and need not be accurate in this example.

Besides, the user is not necessarily required to'provide them. The
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content, and supplies themin the formcalled a content provider secure
contai ner (described later) to the service provider 3. The service
provider 3 prepares one or nore price tags (abbreviated as PT hereafter)
according to the usage details contained in the UCP supplied by the
content provider 2. The service provider 3 sends the prepared PT (s)
together with the content (encrypted with a content key Kco), content key
Kco (encrypted with a delivery key Kd), and UCP supplied by the content
provider 2, in the formcalled a service provider secure container to the
user homadwiuMi-sdt tilhinopgbea ' selDvankl Pas swosd stontg iofechipriAateircaiettling
network, the Internet, or communications satellites. The user hone
net wor k Hsprre fJarfesrmatdgm "c dst mels ighaiduanfabbrevhahethe asséCSi heregiseeyed in
according to the supplied UCP and PT (s) and perforns the process of using
t he cont eaite EMeGywtdmhe prepared UCS. Al so, the user hone network 5
prepares accounting information, timed with the preparation of UCS, and
sends it togef'Recounth Seditildmgodiery ludeaned-idPl” (Br tthe HAMEM2 sEP vwEethe
center 1, tinmed with, for exanple, the provision of the delivery keys Kd.
(2) EMD smosicerbhi &AM 212 ID of the receiver 201, and SAM 311 IPgf the receiver
301 in the system registration information of Figure 8 contains the
user's general information provided by user F as well as the ID and
passwerd of user F.

"Subordinate User Information" contains the name, address, phone
number, date of birth, age, sex, ID, .password, etc. of the user who
does not settle his/her account for-himself/herself (hereafter such
users are referred to as subordinate users). In other words, it
contains the ihformation contained in "Account-Settling User
Information" except the settlement institution information.

The subordinate user's name, address, phone number,. date of birth,
age, and sex contained in "Subordinate User Information" need hot be
accurate because subordinéte'users are not subject to a crediting
process. For example a nickname may be used for the name. Although

' the name is used to identify the user, the other information is not
necessarily required. The subordinate user's ID and password contained
in "Subordinate User Information" is assigned and set when the
subordinate user is registered in the EMD system.

In this example, since uéer A is registered as the subordinate

user for both receivers 201 and 301, "Subordinate User Information"

for the SAM 212 ID of the receiver 201 and SAM 311 ID of the receiver
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Figure 3 is a bl ock diagramshow ng the functional configuration of the
EMD service center 1. The service provider managenent section 11 supplies
profit-sharing information to the service provider 3. The content provider
managenent section 12 sends delivery keys Kd and supplies profit-sharing

I nformation to the content .provider 2. The copyri ght managenent
section 13 sends information about the usage of content by the user hone
network 5 to the appropriate copyright mnagenent body, for exanple, _
JASPAC (Japanese Society for R ghts of Authors, Conposers and Publishers).
The key s¥¥Vein lizhestoysisen atéyistyrXieyen Kinhformstpphi 15 Fighoet feconvairat the
provider 2 through the content provider nanagenent section 12 or to the
user honmauset Wwrgeretdl olmgfothet User (aroagenthe settilemet8. instituthen
delivery keys Kd supplied to the user honme network 5 equi prent and content
provi der Infoomatien ENDpmEridd dyceseerAlasvvdllbaesdeberIbethd wiatslswoefdeoéngser

to Figures 4 to 7. Figure 4 shows the delivery keys Kd possessed by
the EMD dher viSd@cec ayet eyubprdimataelusesr yi k esme idf pad st ethdyredei vent 8ht
provi der 2,

"Subordinate User Information" for the SAM'62 ID of the receiver 51
does not contain any information.

"Use Point ;nformation" is the use point information output by .
the_profit—sharing-section 16. "Use Point Information" for the SAM
62 ID of the receivef 51, SAM 212 ID of the receiver 201, and SAM 311
ID of the receiver 301 in the system registration information in Figure
8 coptains the use point information of the respective receivers.

In addition to managing this system registration information, the
user management section 18 prepares registration lists for
predetermined processes and sends them together with the delivery keys
Kd to the user home netWork 5. |

The billing section 19 calculates the amount charged to the user
based on, for example, the accounting information, UCP, and PTs supplied
by the log data.management section 15, and supplies the results to the
cashier section 20, which then settles accounts in communication with
external banks orlthe like (not shown), based on the amounts of usage
fees to be.paid.or charged to the user, content provider 2, and service
provider 3. Also{ the cashier section 20 informs the user management
section 18 about the results of the settlement. The audit section 21

checks the validity of the accounting information supplied from the
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and the delivery keys Kd possessed by the receiver 51 in January 1998 when
the content provider 2 starts to provide content and the receiver 51
conposi ng the user hone network 5 starts to use the content. In the
exanpl e of Figure 4, a delivery key Kd is valid fromthe first day to the
| ast day of a cal endar nonth (both inclusive). For exanple, the delivery
key Kd version 1 wth a value of "aaaaaaaa" consisting of a fixed random
nunber of bits is available fromJanuary 1, 1998 to January 31, 1998 both
inclusive (i.e., the content key Kco

17 - equipment tiwmtthee cuygt h&mecm@twmrdeSasIWmﬁbda$Oth@evaEd1hpnef PTs
network 5 via the service provider 3 fromJanuary 1, 1998 to January 31,
1998 is amtryGr eli veth checkiel forrgnkeylKdgaeracbh.1). The delivery key
Kd version 2 with a value of "bbbbbbbb" consisting of a fixed random
nunber of - bi t(8)i SomtaErntaldmfidan February 1, 1998 to February 28, 1998

bot h :

Figure 9 is a block diagram showing a functional configuration
of the content provider 2. The content server 31 stores the content
to be supplied to the user and supplies it the watermarking section
32, which then watermarks the content supplied by the content server
31 and supplies it to the compression section 33.

The compression section 33 compresses the content supplied by the
watermarking section 32, by ATRAC2 (Adaptive Transform Acoustic Coding
2) (a trademark) or another method, and supplies it to the encryption
section 34. The encryption section 34 encrypts the content compressed
by the compression section 33, by common-key cryptography such as DES
(Data Encryption Standard) by‘using the random number supplied by the
-random number generator section 35 as a key (hereafter this random number
is referred to as a content key Kco), and outputs the results to the -
secure container preparation section 38.

The random number generator section 35 supplies the random number
consisting of a fixed number of-bits for use as the content key Kco
to the encryption sections 34 and 36. The encryption section 36
encrypts the content key Kco by common-key cryptography such as DES
by using the delivery key Kd supplied by the EMD service center 1, and
outputs the results to the secure container preparation section 38.

DES is an encryption method that encrypts 64-bit blocks of plain

text by using a 56-bit common key. The DES process consists of the
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inclusive (i.e., the content key Kco that encrypt the content distributed
to the user honme network 5 via the service provider 3 during the given
period is encrypted by the delivery key Kd version 2). Simlarly, the
delivery key Kd version 3 is available during March 1998, the delivery key
Kd version 4 is available during April 1998, the delivery key Kd version 5
is available during May 1998, and the delivery key Kd version 6 is |
avai |l abl e during June 1998. Before the content provider 2 starts to
provi de content, the EMD service center 1 sends six delivery keys Kd --

del i very peats (§hteendixdng séctdhofl) - thavacdmbéet § nodn itaruearty tb988pherJtert by
1998 (both inclusive) to the content provider 2, which receives and stores
t he six delstirey yit keytsh Kihe They raxad orhevhyast x (kent bsbcedesingr gekbyonKdthat
stored is that a certain period of tinme is required for the content

provi der ¢=ndmaimek el dEar dteixpesisiwoh kay)efory pseohyothéhdataminingnelection

content keys before starting to provide the content. Before the _
recei ver Hromsttdre ssamnars&kegont 8af, thReDESDatgoyvithmaeareropansendshe lpwelic.
delivery keys Kd -- delivery keys Kd versions 1 to 3 -- available from

January I0ggrefong: cmlodde besid progsissdnat ént hbe deteindxing, segiton will
receives and stores the three delivery keys Kd. Three nonths' delivery
keys Kd dre dasrribed hepwrerbrieBlvi d the situation:
18 First, 64 bits of plain text is divided into high-order 32 bits
H, and low—ofder'32 bits LQ Using, as input,-fhe 48-bit expansion key
K, supplied from the key proceséing section and the low-order 32 bits
L,, the output from an F function is calculated by mixing the low-order
.32 bits L,. The F function consists of two basic conversions:
"substitution".for substituting numeric values in a prescribed manner
and "transposition" for transposing bit positions in a prescribed
manner. Then_ﬁhe high-order 32 bits H, is XORed.with.the output from
the F function and denoted as IL,. L, is denoted as H,.
After 16 iterations of the above process based on the high-order
32 bits H, and low-order 32 bits L,, the resulting high-order 32 bits
H,, and low-order 32 bits L,, are output as cipher text; For decryption,
the above procedures are reversed using the common key used for the
encryption.
The policy storage section 37 stores the UCP set for content and
outputs it to the secure container preparation section 38. Figure 10
shows.UCE'A.which.has been set for content A kept in the content server

31 and which is stored in the policy storage section 37. A UCP contains

predefined information regarding "Content ID," "Content Provider ID,"
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I n which content woul d not be available even during the termof the
contract due to trouble in that the receiver 5 cannot be connected to the
EMD service center 1 or other trouble and to reduce the |load on the user
home network 5 by decreasing the nunber of connections to the EM service
center 1. During the period fromJanuary 1, 1998 to January 31, 1998,
the delivery key Kd version 1 is used by the EVMD service center 1, the
content provider 2, and the receiver 51 that conposes the user hone

network 5. Now t he transm ssion of delivery keys Kd fromthe EMD
service ceuCerIDL"t BUCRevadntieny peevbder 2Usader €otidieronk,on anebrumayel,
1998 will be described with reference to Figure 5. The EMD service center

1 sends Bekailkbi VerYChetyentKdIB" cehtatny kKkeysIBdofetbéoosnPeh® ¥o-which the
avai l abl e- from February 1998 to July 1998 (both inclusive) to the content
provi der g2yemiliCh irscapplésdt he" Gont elet i IEY p fkEgR KaoatdinisothetIi®mf content
overwiting the existing ones. The EMD service center 1 sends three

delivery Reys : ’
"Content Provider ID" contains the ID of the céntent provider that
provides the content. -"Content Pro&ider ID" of UCP A contains the ID
of the content prqvider 2. "UCP ID" contains the ID assigned to the
given UCP: "UCP ID" of UCP A contains the ID of UCP A. "UCP Validity
Period" contains information about the validity peribd of the UCP: "UCP

Validity Period" of UCP A contains the validity period of UCP A.
"Usage ConditionS" contains predefined information regarding

- "User Conditions" and "Equipment Cbnditions." "User Conditions"
contains the conditions for the user who can select the given UCP.
"Equipment Conditions"™ contains the conditions for the equipment that
can select the given UCP."
In the case of UCP A, "Usage Conditions 10" is specified. "User
Conﬁitions 10" of "Usage Conditions 10" contains information ('200
_Points or Higher') indicating that the use points given according to
the frequency of use of the EMD system are 200 points or higher.
"Equipment Conditioﬁs" of "Usage Conditiohs 10" contains information
("No Condition') indicating that there is no condition. Thus, UCP A
can be selecfed only by the users Who have 200 or higher use points.
"Usage Details" contains predefined information regarding "ID,"

"Type," "Parameter," and "Control Transfer Permission Information."

"ID" contains the ID assigned to the information contained in "Usage
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Kd -- delivery keys Kd versions 2 to 4 -- available fromFebruary 1998 to
April 1998 (both inclusive) to the receiver 51, which receives the three
delivery keys Kd and store themoverwiting the existing ones. The EMD
service center 1 stores the delivery key Kd version 1 as it is. This is
done to make past delivery keys Kd available for use in case of unexpected
trouble or in case an illegal act is conmmtted or detected. - During
the period from February 1, 1998 to February 28, 1998, the delivery keyKd
version 2 is used by the EMD service center 1, the content _ :
- 19 Details." pr'tiypkt cdntaichs hefoemaitien Shathihdtoapeseshé hssaitgpe of
home network 5. Now the transm ssion of delivery keys Kd fromthe
EMD ser vi tlee camtteant such ase epaodaict ipmoot dirp 12l caidi orec ei™Parr afik tery "Maonhains
1998 will be _

- the predefined information corresponding to the use type contained in

"Type."

"Control Transfer Pérmission Information" contains information-
which indicates whether control transfer of the content is possible
(permitted or not). In the case of a content control transfer, fhe
content is copiedﬁto the destination equipment while being kept on the
source equipment, as shown in Figure 11 (A). In other words, the content
is used both on the source and destination equipment. In this respect,
control transfer differs from normal content transfer in which content
is removed from the source equipment and moved to the destination
equipment,. only where the content is stored and used, as shown in Figure
11(B).

During a control transfer of content, the source equipment cannot
transfer the control of the content to any third equipment (not
permitted), as showh in Figure 11(A). Thus, the content is kept only
on the two pieces of equipment: the source equipment and destination
equipment. In this respect, content control transfer differs from the
first-generation duplication which can produce multiple duplicates
(first-generation) from the original content, as shown in Figure 12 (A).
Also, content control transfer differs from the one-time duplication -

shown in Figure 12(B) in that content control can be transferred to

third equipment if the content is returned from the source equipment.
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described with reference to Figure 6. The EMD service center 1 sends siXx
delivery keys Kd -- delivery keys Kd versions 3 to 8 -- available from
March 1998 to August 1998 (both inclusive) to the content provider 2,

whi ch receives the six delivery keys Kd and store themoverwiting the

exi sting ones. The EMD service center .1 sends three delivery keys Kd --
delivery keys Kd version 3 to 5 -- available fromMarch 1998 to My 1998
(both inclusive) to the receiver 51, which receives the three delivery

keys Kd and store themoverwiting the existing ones. The END service
center 1 stor&turaide} te@riyueeys0 KUOreh hiagnsid "acig2 Dstaihey fdredds: "Usage
During the period fromvarch 1, 1998 to March 31, 1998, the delivery key
Kdver si orbeta sl suskel byo t Hes&dd Betaite ténfer"ID 1k abri@sdgerbeialels 21"
and the receiver 51 that conposes the user hone network 5. - Now t he
“transn sstantainslethe eIy &eybomed f tonfUbag&MetetiscilcBntElypd 11" tdentains
content provider 2 and receiver 51 on April 1, 1998 will be described with
r ef er encethe Mfprmat7ion Tired B bey vike weatkypd sEntRurchaseeindeRgpkreggce’
Kd -- delivery keys Kd versions 4 to 9 -- available fromApril 1998 to

Sept enbermgUNq Hoat | Hee ueovednt owihke kenpenchapedvandr reprogdiicedr ecBy ves
the six delivery keys Kd and store them overwiting the existing ones. The
EMD ser viRErGai g therdohty dor dblei veey tiregs 'Rurchage| andrjeregdugg, ' the

version 3 to 5 -- available from . . ,
user can reproduce content A without limit. "Parameter 11" contains

the predefined information corresponding to 'Purchase.and.Reproduce.'
"Control Transfer Permission Ipformation 11" contains the information
indicating that the control ﬁransfer of the content is permitted
('Permitted').

"ID 12" of "Usage Details 12" contaiﬁs the ID assigned to "Usage
Details 12." "Type 12" contains the information indicating the use
type of 'First-Generation Duplicate' meaning that first-generation
duplicates will be inroduced. By purchasing the rights for the use type
'"First-Generation Duplicate,' the user can produce multiple first-
generation duplicates from the original content A as shown in Figure
12{(A). However, it is not possible to produce second-generation
duplicates from first-generation duplicates (not permitted).
"Paramefer 12" contains the predefined information corresponding to
'First-Generation Duplicate.’ "Control Transfer Permission
Information 12" contains the information indicating that the control
transfer of the content is not permitted ('Not Permitted').

"ID 13" of "Usage Details 13" contains the ID assigned to "Usage

Details 13." "Type 13" contains the use type of 'Limited-Time
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- 20 - April 1998 to June 1998 (both inclusive) to the
receiver 51, which receives the three delivery keys Kd and store them
overwiting the existing ones. The EMD service center 1 stores the _
delivery keys Kd versions 1, 2, and 3 as they are. Buring the period
fromApril 1, 1998 to April 30, 1998, the delivery key Kd version 4 is used
by the EMD service center 1, the content provider 2, and the receiver 51
t hat conposes the user home network 5. In this way, if delivery keys
Kd are distributed several nonths in advance, users can purchase content
even if tReprdduobionctesBy phechBsbngetive ed ghdrst Bor that uaéltypw ' Bimboel-Time
two, and later they can access ‘the EMD service center 1 and receive keys
at a convReproaduttien,' the Retur oangréprédgoe eechtdrte Al gr datspendfagenpatiod
section 15 stores, the accounting information output by the user
managemen{ tieel i orl" Begramdtiar clo? 't esprotaiimg tloe t earbnt éme, anddetEPtime
corresponding to the content. The profit-sharing section 16
cal cul at esorrpepprdpedt toe'pivited-Time Reproduction.’ "Control Transfer
Permission Information 13" is set to 'Permitted.’
""ID 14" of "Usage Details 14" contains the ID assig_ned to "Usage
Details 14." "Type 14" contains the use type of 'Pay Per Copy N.' By
purchasing the rights for the use type 'Pay Per Copy N, ' the user can
produce N number of duplicates from the original content A (permitted).
However, it is not possible to produce duplicates from duplicates (not
permitt_ed) , as shown in Figure 12(B) in the case of "Pay Per Copy N."
"Parameter 14" contains the predéfined information corresponding to
'Pay Per Copy N.' "Control Transfer Permission Information 14" is set
to "Not Permitted.'’
"ID 15" of "Usage Details 15" contains the ID assigned to "Usage-
Details 15." "Type 15" contains the use type of "Type 13 — Type 11.'
The user can purchase the rights for this use type if he/she has already
purchased the rights for the use type 'Limited-Time Reproduction.'
This allows the user to use content A according to the use type 11
'Purchase and Reproduce.' "Parameter 15" contains the predefined
information corresponding to "Type 13 — Type 11.' "Control Transfer
Permission Information 15" is set to 'Permitted.'’ |
"ID 16" of "Usage Details 16" contains the ID assigned to "Usage
Details 16." "Type 16" contains the use type of 'Type 11 — Type 11.°

The user can purchase the rights for this use type if he/she has already
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of the EMD service center 1, content provider 2, and service provider 3

according to the information provided by the | og data managenent section
15 and outputs the results to the service provider nanagenent section 11,
content provider managenment section 12, cashier section 20, and copyright

managenent section 13. The nmutual authentication section 17 perforns
mutual authentication with the content provider 2, service provider 3, and
user hone network 5 equi pnent. The user managenent section 18 manages

the information (hereafter referred to as systemregistration information)
about t hepefphag@dithe rights for the use type 11 'Purchase-amdilReproduce.' This
in the user hone network 5 that can be registered in the EMD system The .
syst em r el kdwsatthenusetotoratseonontrhéi Asdadmiireg itontberusshypd hdy 'RPurchese
items "SAM (secure application nodule) ID " "Equipnment Nunber,”
and Reproduce' again. The rights for this use type are purchased, for
example, if the user has already been using content A on the receiver
51, having purchased the rights for the use type 'Purchase and Reproduce’
for the receiver 51, and wants to 'Purchaée and Reproduce" content A
on the.receiver 301 or 201. "Parameter 16" contains the predefined
information corresponding to 'Type 11 —» Type 11.' "Control Transfer
Permissioh Information 16" is set to 'Permitted.'

Returning to Figure'9, the secure container preparatibn section
38prepareszicontentproﬁidersecurecontainerconsisting,foréxample,
of a content A (encrypted with a content key KcoA), a éontent key KcoA
{encrypted with a deliﬁery key Kd}, UCP A, and the content provider's
signature, és.shown in Figure 13. The signature is obtained by
encrypting a hash value with a secret key (the secret key Kscp of the
content provider 2 in this case) in the public-key cryptosystem of the
content provider. The hash value, in turn, has been obtained by
applying a hash function to the data that needs to be sent (content
A in this case (encrypted with the content key KcoA) ), content key KcoA
(encrypted with the delivery key Kd), and UCP A.

The secure container preparation section 38 sends the content
provider secure container to the service provider 3 by attaching the
authentication certificate of the content provider 2 shown in Figure

14. The authentication certificate consists of its version number,

its serial number assigned to the content provider 2 by the certification
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"Settlement ID" "Account-Settling User Information," nultiple ,
"Subordi nate User Information," and "Use Point Information," as shown in

Fi gure 8. "SAM I D' contains the SAM (described later) ID of the

manuf actured equi prent conposi ng the user honme network 5. The "SAM I D' row
of the systemregistration information in Figure 8 contains the SAM62 ID
of the receiver 51, SAM 212 |ID of the receiver 201, and SAM 311 ID of the
recei ver 301. "Equi pnrent Nunber" is the number assigned to the user
hone network 5 equi pnment that possesses SAM If a piece of equipnent in

t he user aheneynethwrdl dordidhnt Bedcppahinkbitby s( GOSHAUNG € aiH ORI ghladtlce ,t @he name

communi cate directly with the service provider 3 and EMD service center 1
through af nétevoektd faodthas, afencexas ealtibd tgapabibdtyf theoatiphéntication
(present) the contents of UCP and PT to the user or the capability (a
di spl ay certifndabperandrtipanmaine,t puddliewkielye Kpeer, tndseignatthe ysageypted
details in UCP, an equi pnent nunber of 100 or higher is given to that
pi ece ofwethipreecihetr dedy dsca o fhec esrafi féqaitpoentgehat ) hafetbachontent
capabilities are referred to as master equipnment). The pieces of equi pnent
wi thout spredvideubZlities (hereafter, the pieces of such equipment are
referred to as slave equi pnent) are assigned an equi pnent nunber of 99 or
| ower. | n thisThe&ignaturiselpaeeed dros checknforOfialshit¢aticive tMeis produced
above-nentioned capabilities are considered master equi pnment
by computing, by means of a hash function, a hash value from the data
to be sent and encrypting the hash value with the secret key of public-key
cryptography.
. Hash functions and signature authentication will be described
below. A hash function accepts as input the data to be sent, compresses
it to data of a specific bit length, and outputs it as a hash value.
Hash functions are characterized in that it is difficult to predict
the input from the hash wvalue (output), that if one bit of input data
changés, many bits of the hash value change, and that it is difficult
to find out input data that have the same hash value.
The receiver that has received the signature and data decrypts
"the signature by the cryptographic public key to obtain a resulting
hash value. Then the hash value of the received data is calculated
and compared with the hash value 6btained.by“decrypting the signature,
to check whether the two hash values are identical. If they are
_determined to be identical, the received data has not been falsified
and it has been sent by the sender that has the sécret key corresponding

to the public key. Examples of the hash functions used for signatures

include, MD (Message Digest) 4, MD5, SHA (Secure Hash Algorithm), etc.
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- 22 - and assigned an equi pnent nunberof 100 (details wll be
described later) On the other hand, the receiver 301, which does not have
the above-nentioned capabilities, are regarded as slave equi pnent and

assi gned an equi pnment nunber of 25. "Settlement ID' is the settlenent
| D assigned to the user (hereafter referred.to as account-settling user)
who settles accounts. |In this exanple, "Settlenent ID'" for the receivers

51, 201, and 301, for which user F has been registered as the
account-settling user, contains the settlenent ID of user F. _
"Account - Set t INowgplb &1 ctRégramgp o r sty aiild, bé ke staibhedaddiassont ph®heo the
nunber, settlenent institution information {(e.g., the credit card nunber),
date of bicunmn-egey cexptddrapagswivich eses bdhet hameakeguritemmbhl keg)user.
The nane, address, phone nunber, settlenent institution information, date
of birt h,erageyptaioh sexi déctypetion, public-key cryptography uses different keys
for encryption and decryption. In public-key cryptography, one of the
keys' is made public, but the other key can be kept secret. The key
that can be made public is called a public key whiie the key that is
kept secret is called a secret key.
Now a typical public-key cryptosystem, RSA (Rivest-Shamir-
Adleman), will be described briefly. Firsf, two significantly large
primes p and q are determined, and then their product n is deter_mihed.
The least commbn multiple L of (p - 1) and (g - 1) are computed, and
the value e that is equal to or larger than 3 and less tha_n L and that -
is 'relatively prime to L is determined (i.e., the value that will go
into both e and L, which is enly 1). |
Inmodulo L arithmetic, themultiplicative inverse d of the element
e is determined. In other words, the relationship ed=1mod L existls_
among, d, e, and L, where d can be calculated by Euclid an algorithm.
Here, n and e are public keys and p, q, and d are secret keys.
Cipher text C can be calculated from plairn text M by equation (1).
C=Memodn ... (1)
The cipher text C is decrypted into the plain text M by equation
(2).

M = ¢ mod n | ' | | ce. (2)
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account-settling user are provided by the user when an application for
registration is filed by the user (hereafter the itens contained in
"Account-Settling User Information" is referred to as user's ‘general
information if there is no need to handle themindividually). O these

itens,

t he nane, address, phone nunber, and settlenent institution

I nformati on nust be accurate (e.g., the infornation registered in the
settlenment institution) in this exanple because they are used for the

user - crediting process. On the other hand, the date of birth, age, and sex
in the user's @ﬁmmmsirahi@mnaslumlatednotﬂusembésmntWMy p$&incteﬁttca@ be
process and need not be accurate in this exanple. Besides, the user is not
necessari C?nveqtledeunto Pipve e dadtemy R‘.Bheand cipher text can be decrypted is

- 23 -

account-settling user’ 1D and password contained in

" Account - ’Q@@tlﬁéﬁglsmed oioFermnatbhs ﬁlsrsisthgneémammld téta twaguat henus®r hodds.
registered in

M=C"=(Me)d=Med=Mmodn - ce. (3)
If one knows the secret keys p and q, he/she can compute the secret
key d from the public key e. However, if the number of digits of the

public key n is increased to the extent that the unique factorization

of the public key n is difficult in terms of the amount of computation,

the secret key d cannot be computed from the public key e and the cipher
text cannot be decrypted based simply on knowledge of the public key
n. As described above, the RSA cryptosystem can use dlfferent keys
for encryptlon and decryption.

Now another public-key cryptosystem, Elliptic Curve Cryptography,
will be described briefly. Let lB denote a point on the elliptic curve
V2= x*+ ax + b. To define additions of points on the elliptic curve,
let nB denote 'the result of n additions o'f B. Similarly, subtractions

will be defined. It has been proven that it is difficult to compute

n from B and Bn. Suppose, B and nB are public keys and n is a secret

‘key. Using a random number r and the public keys, cipher text Cl1 and

C2 are computed from plain text M by equations (4) and (5).
Cl =M+ rnB | coe (4)

C2 = rB R &)

Cipher text Cl and C2 are decrypted into plain text M by equation

(6)

M = Cl - nC2 | cee (6)
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the EMD system "Account-Settling User Information"” for the SAM 62 ID
of the receiver 51, SAM212 | Dof the receiver201, andSAM311l | Dof the
receiver 301 in the systemregistration information of Figure 8 contains
the wuser's general information provided by user F as well as the ID and
password of user F. "Subordi nate User Information"” contains the nane,
address, phone nunber, date of birth, age, sex, ID password, etc. of the
user who does not settle his/her account for hinself/herself (hereafter

such users are referred to as subordinate users). In other words, it
contai ns the iDefcaryEtiican iGopbaisiddd pnlAcahent thet skcpgtUrRey nl h§odvallable.
except the settlenent institution informtion. The subordi nate user's

nane, addiesan peoseenufiben ,titkhtaboofe Histclussiage, EAhdpséx Cantai Ceybtography
"Subordi nate User Infornmation" need not be accurate because subordinate
users ar elndws Uhjecctset ofadtfEdrénhgke ps aires Endwyp tedcanpinel denirghtdorR, My is
be used for the nane. Although the nane is used to identify the user, the
ot her i nfdreretdasm witinothe RSB scuyptysestened.

Thesubor di nat euser' sl Dandpasswor dcont ai ned in "Subordi nate User _

| nf ormati on" Retagwiigedariisute vherthehanutndbralitteret ication segiborrad of
In the EMD system In this exanple, since user Ais registered as the
subor di ndthe eastertoreiritiderceiperforns matuadblautisentidahacs wigh the EMD

| nf ormati on” 3
service center 1 before receiving delivery keys Kd from the EMD service

center 1. It can also perform mutual authentication with the service
provider 3 before sending the content provider secure container to the
service provider 3. In this example, however, since the content
provider secure container does not contain secret information, this
~mutual authentication is not necessarily fequired.

(4) Service provider

Now, the functional configuration of the service pfovider 3 will
be described with reference to the block diagrém in Figure 15. The
content server 41 stores the_cdntent (encrypted with the content key

~ Kco), content key Kco (encrypted with the delivery key Kd), UCP, and
a signature of the content provider 2 contained in the dontentjprovider
secure container supplied by the content provider 2 and supplies them
to the secure container preparation section 44.

The pricing section 42 checks the authenticity of the content
provider secure container based on the signature contained in the
content provider secure container supplied by the content provider 2.
If the authenticity is confirmed, it prepares PTs according to the UCP

contained in the content provider secure container and supplies them
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for the SAM 212 I D of the receiver 201 and SAM 311 ID of the receiver
- 24 - 301 in the systemregistration information in Figure 8
contains the wuser's general information (except the settlenent institution
i nformati on) supplied by user A as well as the ID and password of user A
Since no subordinate user is specified for the receiver 51 "Subordinate
User Information" for the SAM 62 ID of the receiver 51 does not contain
any information. "Use Point Information"” is the use point informati.on
output by the profit-sharing section 16. "Use Point Information” for the
SAM 62 |{f>» dfhd EedeceicmrtdherSAMedbdrdtd caf ddus iracdidver F28hreabd SAE1dwo
I D of the receiver 301 in the systemregistration information in Figure 8
cont ai ns piEceswmgy T Arflof Fhgupe D6 (Ahp amsd B Ri-2e (Fégareel 6§ (B) ), prépared
addition to nmanaging this systemregistration information, the user
managenerdcceEcding 18 PCRphres tkgi BEigatreohOli A sPT crontains the information
to be specified in "Content ID}" "Content Provider ID,"™ "UCP -ID,"
"Service Provider ID,™ "PT ID," "PT Validity Period," "Pricing
Conditions,"”" and "Price."
"Content ID," "Content Provider ID,"™ and "UCP ID" of PTs contain
the information specified in the corresponding items of the UCP. That
is, "Content ID" of PT A-1 and PT A-2 contains the ID of content A,
their "Content Provider ID" contains the ID of the content provider
2, and their "UCP ID" contains the ID of UCP A.
"Service.Prévider ID" contains the ID of the service provider 3
that has provided the given PT. "Service Provider ID" of PT A-1 and
PT A-2 contains the ID of the service provider 3. "PT ID" contains
the ID assighed to the given PT: "PT ID" of PT A-1 contains the ID of
PT A-1 and "PT ID" of PT A—Z contains the ID of PT A-2. "PT Validity
Period" contains information about the validity period of the given
PT: "PT Validity Period" of PT A-1 contains the validity period of PT
A-1 and "PT Validity Period" of PT A-2 contains the validity period
of PT A-2.
"Pricing Conditions" consists of "User Conditions" and "Equipment
Conditions," as is the case with "Usage Conditions" in UCP. "User
Conditions"” contains information about the conditions for the user who

can select the given PT. "Equipment Conditions™ contains information

about the conditions for the equipment that can select the given UCP.
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pr edet er m ned processes and-sends'then1together with the delivery keys Kd
to the user hone network 5. The billing section 19 cal cul ates the
anount charged to the user based on, for exanple, the accounting
i nformati on, UCP, and PTs supplied by the |og data managenent section 15,
and supplies the results to the cashier section 20, which then settles
accounts in conmmunication with external banks or the |like (not shown),
based on the anobunts of usage fees to be paid or charged to the user,
content provider 2, and service provider 3. Also, the cashier section 20
informs the ugertRerEgeltPT 8etl i 'Fr ilSind adhditd onesudY Sl 0épebefied. "User
settlenent. The audit section 21 checks the validity of the accounting
i nf or mat iGondiuppdned Of'raf"Plré cing Conditions 10" contains information ( 2ale’)
equi prent in the user hone network 5 as well as the validity of PTs
indicating that the user is male. "Equipment Conditions" of "Pricing
Conditions 10" is set to "No Condition.' Thus, PT A-1 can be selected
oﬁly by male users.

In the case of PT A-2, "Pricing Conditions 20" is specified. "User
Conditions 20" of "Pricing Conditions 20" contains infofmation
("Female') indicating that the user is female. -"Equipment.Conditions“
of "Pricing Conditions 20" is set to "No Condition.} Thus, PT A-2 can
be selected only by female users.

"Price" of PTs contains the usage charge for the use type (i.e.,
the price of the rights to use the content according to the specified
use type) specified in "Type" of "Usage Details" of the corresponding
UCP. '2000 Yen' in "Price 11" of PT A-1 and '1000 Yen' in "Price 21"
of PT A-2 are the charges for using content A according to the use type
'Purchase and Reproduce' (price of the rights for the use type "Purchase
and Reproduce').

"600 Yen' in "Price 12" of PT A-1 and '300 Yen' in "Price 22" of
PT A-2 are the prices of the rights to use the content A according to
the use type "First—generation Duplicate" as indicated by "Type 12"
of "Usage Details 12" of 'UCP A. '100 Yen' in "Price 13" of PT A-1 and
'50 Yen' in "Price 23" of PT A-2 are the prices of the rights to use
the content A according to the use type 'Limited—Time Reproduction’

as indicated by "Type 13" of "Usage Details 13" of UCP A. '300 Yen'

in "Price 14" of PT A-1 and '150 Yen' in "Price 24" of PT A-2 are the
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and UCP (i.e., checks for any illegal act). (3) Content provider
Figure 9 is a bl ock diagram showi ng a functional configuration of the
content provider 2. The content server 31 stores the content to be '
supplied to the user and supplies it the watermarking section 32, which
then watermarks the content supplied by the content server 31 and supplies
it to the conpression.section 33. . The conpression section 33
conpresses the content supplied by the waternarking section 32, byATRAC2
(Adaptive Transform Acoustic Coding 2) (a trademark) or another nethod,

and supplpescés 6D the ehghypttonussethéotodentfhe gocoypingntsetheonsd4dtype
encrypts the content conpressed by the conpression section 33, by

conmon- keYPzy ypengtaphyNsuad asdDESted Daya" Eppeypt!' oof StusdgedPebyilisi hg" of
t he random nunber supplied by the random nunber generator section 35 as a
key (herdd@@RBeik.this random nunber is referred to as a content key Kco),

and outputs the results to the secure container preparation section 38.

The random nun'tlét5> Qe 'atior "Fauitdeord B5 ofupd! Red thd [ AR86nYeortbén "Price 25"
consisting of a fixed nunber of bits for use as the content key Kco to the
encrypt i o?f SREtRAohsaBe tine BoicdheoEnchyprigntseteivse3bheepenypnt aheording
content key Kco by common-key cryptography such as DES by using the

del i very keythel uagpiviced ' ByprchaseMndeRepredeeal evhan tHml usan patss threrights
results to the secure container preparation section 38. '

for "Limited-Time Reproduction" as indicated by "Type 15" of "Usage
Details 15" of UCP A. '1000 Yen' in "Price 16" of PT A-1 and '500 Yen'
in "Price 26" of PT A-2 are the prices of the rights to use the content
according to the use type 'Purchase and Reproduce' when the user has
the rights for 'Purchase and Reproduce' as indicéted by "Type 16" of
"Usage Details 16" of UCP A}

In this example, when the prices on PT A-1 (applicable to male
users) and the prices on PTA-2 (applicable to female users) are compared,
it can be seen thét the prices on PT A-1 are twice as high as the prices
on PT A-2. For example, while "Price 11" on PT A-1 for "Usage Details
11" of UCP A is '2000 Yen,' "Price 21" on PT A-2 for "Usage Details
11" of UCP A is "1000 Yen.' Similarly, the prices specified in "Price
12" to "Price 14" on PT A-1 are twice as high as the prices specified
in "Price 22" to "Price 24" on PT A-2. In short, female users can use
content A at loWer prices.

Returning to Figure 15, ‘the policy storage section 43 stores the
content's UCP supplied by the content provider 2 and supplies it to

the secure container preparation section 44.
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DES is an encryption nmethod that encrypts 64-bit blocks of plain text by
using a 56-bit common key. The DES process consists of the .
- 26 - part (data mxing section) that converts plain text to
ci pher text by mxing it with the key and the part (key processing o
section) that generates the key (expansion key) for use by the data m xing
section fromthe comon key. Al the DES algorithms are open to the
public. Therefore, only the basic processing in the data m Xxing section
will be described here briefly. First, 64 bits of plain text is
di vided into Hilgh-sedere 3@omhid sneH grepapadidbnvsertion 324 bbrephkesr b. service
Using, as input, the 48-bit expansion key K[err] supplied fromthe key
processi nergetdénsandre heohbaivedecoB?ibting, LEerr gxatbkepubfiuthér aonaenk A
function is calculated by mxing the loworder 32 bits L[err]. The F
function teomcr¥ptediwitip ehaontentnkeysKood), dontbent they dcolf dencrypted with
substituting numeric values in a prescribed manner
a delivery key Kd), UCP A, signature of the content provider 2, PT A-1,
PT A-2, and signature of the service provider, as shown in Figure 17.
Also, the secure container preparation section 44 supplies the
prepared service provider secure container to the user home network
5 by attaching an authentication certificate, such as the one shown
in Figure 18, consisting of its version number, its serial number
assigned to the service provider 3 by the certification agency, the
algorithm and parameters used for the signature[ the name of the
certification agency, the validity period of the authentication
certificate, the name and pubiic key Kpsp of the service provider 3,
and the signature of the certification agency.
Returning to Figure 15 again, the mutual authentication section
45 performs mutual authentication with the content provider 2 before
receiving the content provider secure container from the content
provider 2. It also performs mutual authentication with the user home
network 5 before sending the service provider secure container to the
user home network 5. However, this mutual authentication is not
performed if, for example, the network 4 is a communication satellite
network. In this example, since the content provider secure container
andserviceprovidersecurecontainerdonotcontainsecretinformation,

the service provider 3 need not necessarily perform mutual

authentication with the content provider 2 and user home network 5.
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and "transposition"” for transposing bit positions in a prescribed manner.
Then the high-order 32 bits Herr] is XORed with the output from the F
function and denoted as L1. L[err] is denoted as HI. After 16
iterations of the above process based on the high-order 32 bits Herr] and
| ow-order 32 bits L[err], the resulting high-order 32 bits H16 and
| ow-order 32 bits L[err] are output as cipher text. For decryption, the
above procedures are reversed using the common key used for the
encrypti on. The policy storage section 37 stores the UCP set for
content and off)puWser thdnte trivetweckir e cont ai ner preparation section 38.
Figure 10 shows UCP A which has been set for content A kept in the content
server 31 and(5sili)ctReceitareslin the policy storage section 37. A UCP
contains predefined information regarding "Content ID, " "Content Provider
D" Figure 19 shows an example corfiguration of the receiver 51 in
the user home network 5. The receiver 51 is stationary equipinent
consisting of a communications block 6.1, SAM 62, external storage 63,
-decompression section 64, communications block 65, interface 66,
display controller 67, and input controller 68.

The communications block 61 of the receiver 51 communicates with
the service provider 3 or the EMD service center 1 through the network
4, sending and receiving necessary information.

SAM 62 consists of a mutual authentication module 71, accounting
module 72, memory module 73, encryption/decryption module 74, and data
check module 75. It is made up of single-~chip ICs designed exclusively
for cryptographic use. It has a mlilti—layer cohstruction in which the
memory cells inside are sandwiched by dummy layers of aluminum and the
like. Since it operates at a small range of voltage or frequency, it
is difficult to read data illegally from outside (tamper-proof).

The mutual authe'ntication module 71 of SAM 62 sends SAM 62
authentication certificate (shown in Figure 20) stored in the memory
module 73 to the partner of mutual authentication, performs mutual
authentication, and supplies the temporary key Ktemp (session key)
consequently shared by the partner of mutual authentication to the
encryption/decryption module 74. The authentication certificate of

SAM contains information that corresponds to the information contained

in the authentication certificate (Figure 14) of the content provider
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"UCP ID," "UCP Validity Period," "Usage Conditions," and "Usage Details."
"Content I D" contains the ID of the content to which the given UCP is
applied. "Content ID'" of UCP A contains the ID of content A .

"Content Provider ID'" contains the ID of the content provider that

provi des the content. "Content Provider ID'" of UCP A contains the ID of

the content provider 2. "UCP ID' contains the ID assigned to the given

UCP: "UCP I D' of UCP A contains the ID of UCP A "UCP Validity Period"
contains information about the validity period of the UCP. "UCP Validity
Period" o ddidP oA tdenttdicest iidre cealtiidiitoa tieer(iFdduafe UBP Af the seiibageprovider
Condi ti ons" contains predefined information regarding "User Conditions"

and " EquipreTheafdirte,ornid.s' dddsariptdmdi tisonstittoaht ai ns the conditions for
the user who can select the given UCP. "Equipnent Conditions” contains the
condi ti ons foThehaceguingrimgt mbHale C2arpsepaces tumagy vomtWOR. status (HWCEheand
case of UCP A "Usage Conditions 10" is specified. "User Conditions 10" of

. "Usage Cawfteumhisnd @'hicomediien basednen itdre ('s2Q@ dfbahls of thHieghelerted UCP.
i ndicating that the use points given according to the frequency of use of
the EMD shistwirg ZleshRowspan mxamprlenpg§Hees whemyGhenehohOankin icomd ends havedeeen
Condi tions 10" contains information ('No Condition') indicating that there
i s no coBiGhAsedmaconima te dhepaiseetypeedlinifedyTine Bepredupbinavé It

200 or higher use points. , _ .
shows UCS A generated based on the usage details 13 in UCP A shown in

Figure 10 and "Price 13" on PT A-1 shown in Figure 16(A). As shown
in Figure 21, UCS contains the information specified in "Content ID,"
"Content Provider ID,"™ "UCP ID," "UCP Validity Period," "Service
Provider ID," "PT ID,"™ "PT Validity Period," "UCS ID," "SAM ID," "User
ID,"' "Usage Detai_ls," and "Usage History."

"Content I.D," "Content Provider ID," "UCP ID," "UCP Validity"
Period, " _"Service Provider ID, " "PT ID," "PT Validity Periéd" of UCS
contain the information specified in the corresponding items of the
PT. Thus, in the case of UCS A in Figure 21, "Content ID" contains
the ID of content A, "Content Provider ID" contains the'ID of the content
provider 2, "UCP ID" contains the Ib of UCP A, "UCP Validity Period"
contains the validity period of UCP A, "Service Provider -I.D" contains
the ID of the service provider 3, "PT ID" contains the ID of PT A- _
1, and "PT Validity Period" contains the validity period of PT A-1.

"UCS ID" contains the ID assigned to the given UCS, and thus "ucs
ID" of UCS A contains the ID of UCS A. "SAM ID" contains the ID of

the equipment and "SAM ID" of UCS A contains the SAM 62 ID of the receiver
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"Usage Detail s" contains predefined information regarding "ID," "Type,"

"Paraneter," and "Control Transfer Perm ssion Information." "ID' contains
the ID assigned to the information contained in "Usage
- 28 - Details.” "Type" contains information that indicates

the use type of "the content such as reproduction or duplication.
"Paraneter" contains the predefined information corresponding to the use
type contained in "Type." "Control Transfer Perm ssion |Infornmation”
contains information which indicates whether control transfer of the
content i3%1 poggiddre IN'peioritidiatk dhaAtD) .of Ithd hesensehofuse s othientonbeht ohnd
transfer, the content is copied to the destination equipnment while being
kept on tMHgsesoIDtecBqUCPnEntonbsishothei DDFofuueetlF(A). In ot her words,
the content is used both on the source and destination equipnment. In this
respect, cont'fUdage detfadr]l s tbasd stsoof notaerad "ddnt"e T yoeafisf Baranetkrg and
cont ent
"Control Transfer Status."” Of these items, "ID," "Type," and
"Parameter" contain the information specified in the corresponding
items of "Usage Details" of the selected UCP. Thus, "ID" of UCSA
contains the information (ID of Usage Details 13) specified in "ID 13"
of "Usage Details 13" of UCP A, "Type" is set to '"Limited-Time
Reproduction' specified in "Type 13" of "Usage Details 13," and
"Parameter" contains the information (Start Time and End Time)
specified in "Parameter 13" of "Usage Details 13."

"Control Transfer Status" of "Usage Details" contains the
respective IDs of the source equipment (equipment that has purchased
the content) and destination equipment if "Control Transfer Permission
Information" of the selected UCP ié set to "Permitted' (i.e., control
transfer is poSsible). If no control transfer is performed, the ID
of the source equipment is used as the ID of the destination equipment.
If "Control Transfer Permission Information” of the UCP is set to "Not
Permitted, ' "Control Transfer Status" should be set to "Not Permitted."’
In that case, control transfer of the content-is not performed (not
permitted). In "Control Transfer Status" of UCS A, the IDs of both
source and destination equipment are set to the ID of SAM 62 because
"Control Transfer Permission Information 13" of "Usége Details 13" of

UCP A is set to 'Permitted' and because the control of content A is

not transferred.
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is removed fromthe source eqUipnent and noved to the destination

equi prent, only where the content .is stored and used, as shown in Figure

11(B). Buring a control transfer of content, the source equi pnent

cannot transfer the control of the content to any third equipnent (not

pernmtted), as shown in Figure 11 (A). Thus, the content is kept only on
the two pieces of equipment: the source equi pment and destination

equi pnment. In this respect, content contr.ol transfer differs fromthe

first-generation duplication which can produce nultiple duplicates

(first-generat'lUsggd rHis tdey 'drégiteinsortientiisesrghonuse tvpeserd2 €Ay same

Al so, content control transfer differs fromthe one-time duplication shown

in Figurecd¢&)tin Grilat icoiumwdticontithdt ceepbeséntnstBimbtedorimgird

equi prent if the content is returned fromthe source equi pnent.

- 29 - Reproduction' is stored now in "Usage History" of UCS A. For example,
if the receiver 51 has used content Abefore, information that represents
the then use type is also stored.

In the case of the UCS described above, "UCP Validity Period" and
"PT Validity Period" have been specified. However, these items may
not be specified fbr the UCS. Also, although "Content Provider ID"
has been specified for the above UCS, it may not be specified if the
UCP ID is unique enough to identify the content provider. Similarly,
"Service Provider ID" may not be specified if the PT ID is unique enough
to identify the service provider.

The UCS prepared is sent to the external storage 63 and stored
in its usage information storage 63A, together with the content keys
Kco (encrypted with a save key Ksave) supplied by the decryption unit
91 of the encryption/decryption module 74 of the receiver 51. As shown
in Figure 22, the usage information storage 63A of the external storage
63 are divided into M number of blocks (1 MB each, for example): BP-1
to BP-M. Each block ]_BP, in turh, is divided into N number of usage
information memory areas: RP-1 to RP-N. The content keys Kco (encrypted
with a save key Ksave) and UCS supplied by SAM 62 are stored, in matched
pairs, in the appropriate usage information memory areas RP of the usage
information storage 63A.

In the example of Figure 22, the UCS A shown in Figure 21 and the

content key KéoA_ (encrypted with a save key Ksave) are stored, inmatched
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Returning to Figure 10, UCPAhas six "UsageDetails" fields: "Usage Details
11" to "Usage Details 16." "ID 11" of "Usage Details 11" <contains the ID
assigned to "Usage Details 11." "Type 11" contains the information

i ndicating the use type of 'Purchase and Reproduce' neaning that the
content will be purchased and reproduced. By purchasing the rights for the
use type 'Purchase and Reproduce,' the user can reproduce content A
without Iimt. " Par aneter 11" contains the predefined information

corresponding to 'Purchase and Reproduce.' "Control Transfer Permi ssion
| nf or mat ipanidd, tTontlae nssa@e information mémdrgabreg RhaBd dfiethenbiotk BP-1.
transfer of the content is permtted ('Permtted). "I D 12" of

"Usage Dedfties ckfitarontkaivssKebé dimd d&si)nethanyptdshye thDetsave K Ks'atgdeand
12" contains the information indicating the use type of 'First-Generation
Dupl i cat etsagandottdbtstfatss -Hher andR adepbitoakdsini thebespgedinédrmByion
purchasing the rights for the use type 'First-Ceneration Duplicate,' the
user can pRRRKYcreds kR el fandRP-afertdts dd odkpBPcdt.esTheousapie tnfgimation
content A as shown in Figure 12(A). However, it is not possible to produce
second- gERRIRQREY @rirea@u%Prga&rést sh@wnﬁ |¢@BPgéTn@fd1ha)hldG|]slBR:'al es yabl as blocks
perm tte?%q.’ "Paranmeter 12" contains the predefined information

corresporRf TRy (ROt Fhown) CepcPRrY oPuEXpRt LYt 40 notontese Fruncpefent key Kco

Per m ssi on
or usage control status UCS and contain the 1n1t1al information which

indicates that they are empty. Hereafter, the content keys Kco
(encrypted with a save key Ksave) and UCS stored in the usage information .
memory areas RP will be collectively referred to as usage information
if there is no need to treat them separately.

Figure 23 shows the accounting information A prepared together
with UCS A shown in Figure 21. As shown in Figure'23, accounting
information contains "Content ID," "Content Provider ID," "UCP ID,"
"UCP Validity Period," "Service Provider ID," "PT .ID," "PT Validity
Period,™ "UCS ID," "SAM ID," "User ID," and "Usage Details."

"Content ID," "Content Provider ID," "UCP ID,". "UCP Validity
Period," "Service Provider ID," "PT ID," "PT Validity Period," "UCS
ID," "SAM ID," "User ID," and "Usage Details™ of the -accounting
information contain the information specified in the corresponding
items of the UCS. Thus, in the case of the accoﬁnting information A
in Figure 23, "Content ID" contains the ID of the content A, "Content
Provider ID" contains the ID of the content provider 2, "UCP ID" contains
the ID of UCP A, "UCP Validity Period" contains the validity period

of UCP A, "Service Provider ID" contains the ID of the service provider
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I nformation 12" contains the information indicating that the control

transfer of the content is not permtted ('Not Permtted ). "I D 13" of
"Usage Details 13" contains the ID assigned to "Usage Details 13." "Type
13" contains the use type of 'Limted-Tine _

- 30 Reproduction.' By purchasing the rights for the use type

'"Limted-Tine Reproduction,' the user can reproduce content A for a
specified period (tine). "Parameter 13" contains the start tine and end

time corresponding to 'Limted-Tine Reproduction. " "Control Transf er
Per i ssi o8, | "PDr IBYi oont8insstEet IDOOEPRINMALLRA"PT Validith bériel"” Usag@ins
Details 14" contains the ID assigned to "Usage Details 14. Type 14

cont ai ns the skidipe peridhy Per Kepy NCS By cowteliasi rbet bp 6f gus #,0rsam
the use type 'Pay Per Copy N ' the user can produce N number of duplicates
fromthe Bpf gtortatontite 1D (qfeiSEM 6&d) "UsEeWEDEr contaiss noie MBS hhesdO F of
produce duplicates from duplicates (not
the receiver 51, and "Usage Detalls" contains the 1nformatlon specified
in "Usage Details 13" of UCS A.
_ Iﬁ the accounting information descried above, although "UCP
Validity Period" and "PT Validity Period" have been specified, they
may not be specified for the UCS. Also, although "Content Provider
ID" has been specified in the accounting.information described above,
it may not be specified if the UCP ID is unique enough to identify the
content provider. Similarly, "Service Provider ID" may not be
specified if the PT ID is unique enough to identify the service provider.
Returning to Figure 19, the memory module 73 stores keys such as
the public key Kpu of SAM 62, the secret key Ksu of SAM 62, the public
key Kpesc of the EMD service center 1, the public key Kpca of the
certification agency, the save key Ksave, and three months' delivery
keys Kd, the authentication certificate of SAM 62, accounting
information (for example, the accounting informétion.A.in Figure 23),
reference information 51, and M number of verification values HP-1 to
HP-M, as shown in Figure: 24.
The verification value HP-1 stored in the memory module 73 is the
hash value obtained by the application of a hash function to all the
déta stored in block BP-1 of the usage information storage 63A (Figure

22) of the external storage 63. The verification values HP-2 to HP-M

are hash values obtained by the application of the hash function to
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permtted), as shown in Figure 12(B) in the case of "Pay Per Copy N."
"Paraneter 14" contains the predefined information corresponding to 'Pay

Per Copy N.' "Control Transfer Permission Information 14" is set to ' Not
Permtted." "I D 15" of "Usage Details 15" contains the ID assigned to
"Usage Details 15." "Type 15" contains the use type of 'Type 13 [err]

Type 11.' The user can purchase the rights for this use type if he/she has
already purchased the rights for the use type 'Limted-Tine Reproduction.'

This allows the user to use content A according to the use type 11

' Pur chasetlsndaRaps ooltied .in tRarcnetespdiidirmpblaicks Be2 iieeBPFMnedl the external

i nformation corresponding to 'Type 13 [err] Type 11.' "Control Transfer
Perm ssi stdrdge ned | cas 158 filse seds¢ owlEeroheétedrificatiolll BalGe HP-1Usage
Details 16" contains the ID assigned to "Usage Details 16." "Type 16"

contai ns the wsgunege5SoshoWy pehd reffemencky paféimatidhedlisdaromwsh iputbkasemory

the rights for this use type if he/she has al ready

- 31 - module 73. The reference information contains predetermined
information specified for each of the items of "SAM ID," "Equipment
Number, " "Settlement ID," "Charge Limit," "Aécount—Settling User
Information," "Subordinate User Information," and "Use Point
Information.”

"SAM ID, " "Equipment Number," "Settlement ip," WAccount—Settling
User Information,"'"Subordinate User.Information," and."Use Point
Informafion" of the reference information contains the information
specified for the items corresponding to the ID of SAM 62 in the system
registration information.managed,by the user management section 18 of
the EMD service center 1. Thus, the reference information 51 contains
the ID of SAM 62, equipment number (100) of SAM 62, settlement ID of
user F, account-settling user infbrmation of user F (general
linformation'(the name, address, phone number, settlement institufion
information, date of birth, age, and sex), ID, and password of user
F), and use point information of the receiver 51.

"Charge Limit" contains the upper limit 6n amounts charged, which
varieé depending on whether the given equipment is registered formally
or teﬁporality.

"Charge Limit" of the reference information 51 contains the upper
limit on amounts charged for formally registered equipment ('Formal

Registration') because the receiver 51 has been formally registered.
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purchased the rights for the use type 11 'Purchase and Reproduce.' This
allows the user to use:content A according to the use type 11 'Purchase
and Reproduce' again. The rights for this use type are purchased, for
exanple, if the user has already been using content A on the receiver 51,
havi ngpur chased the rights for the use type ' Purchase andReproduce' for
the receiver 51, and wants to ' Purchase and Reproduce' content A on the
receiver 301 or 201. "Paraneter 16" contains the predefined information
corresponding to 'Type 11 [err] Type 11." "Control Transfer Perm ssion
| nf or mat i on. 1Returrsieig tiw 'Feyudd 113, 'the enciRaituron fdedcoydt jom endduide’4 of
secure contai ner preparation section 38 prepares a content provider secure
cont ai nerSAM sbnsgstiorf exaneloryptdforaunant @ht reandow mypled gehkrator unit
content key KcoA), a content key KcoA (encrypted with a delivery key Kd),
UCP A, amt hendomeryppiovideitsd3si dgites deryptisinwnin ¥ gleervsts Thee
signature is obtained by encrypting a hash value with a secret key (the
secret kegngeypted cortembnkeyitKepe owiterthiei delhveryakey Kd and pubbussképe
cryptosystem of the content provider. The hash value, in turn, has been
obt ai ned 18sulppl o idien eyt it @3.heThat handen nevdert geperabar unit
(content A in this case (encrypted with the content key KcoA)), content
key KcoA 2% gfiisfrieas W tandedr aambear yikdyprayletggmiped digits during mutual
authentication, generates a temporary key Ktemp as required, and
outputs them to the encryption unit 93.

The encrjzption unit 93 encrypts the decrypted content key Kco again
with the save key Ksave stored in the memory module 73. The encrypted
content key Kco is supplied to the external storage .63. When se_nding
the content key Kco to the decompression section 64, the encryption
unit 93 encrypts it with the te_mpora'ry key Ktemp generated by the randoxﬁ
number generator unit 92.

The data check module 75 checks the data in a block BP of the usage
information storage 63A of the external storage 63 for falsification
by comparing the haSh value of the data stored in the block BP with
the corresponding verification valﬁe HP stored in the memory module
73.

The decompression section 64 consists of a mutual authentication
module 101, decryption module 102, decryption module 103, decompression
module 104, and watermarking module 105. The mutual authentication
module 101 performs mutual authentication with SAM 62 and outputs the
temporary key Ktemp to the decryption module 102. The decryptionmodule

102 uses the temporary key Ktemp to decrypt the content key ch.encrypted
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The secure container preparation section 38 sends the content provider
secure container to the service provider 3 by attaching the authentication
certificate of the content provider 2 shown in Figure 14. The

authentication certificate consists of its version nunber, its serial
nunber assigned to the content -provider 2 by the certification
- 32 - agency, the algorithmand paraneters used for the

signature, the name of the certification agency, the validity period of

the authentication certificate, and the nane, public key Kpcp, and

Si gnat ur eby ety yWemgpebramyt ketynEtempy ebnéleyuisehis dfthé hreesadrits ftiocgheodeageptydon
of the content provider 2. The signature is used to check for

fal sificatvdimle 103 s Fiheddeed ypiyi oo modiileg 1 0By deeayptsef thehashtEunhcteoordad

hash value fromthe data to be sent and encrypting the hash value with the

secret keyn ofheulbb c5keywith yphegraphgnt key Kco, and outputs the results to

the decompression module 104. The decompression module 104 further
decompressesthedecryptedcontentbyanmthodsuchasAERACZandoutputs
the résults to the watermarking module 105. The watermarkiné modulé
105 watermarks the content for identification of the receiver 51 and
outputs the results to speakers (not'shown) to reproduce music.

The communicatioﬁs block 65 communicates with the receivers 201
and 301 of the user home network 5. The interface 66 converts the
signals from SAM 62 ahd the decompression section 64 into a specified
form and outputs the results to the HDD 52. It also converts the signals
ffom'the HDD-52 into a specified form and outputs the results to SAM
62 and'the decompression section 64. ’

The display controller 67 controls the output to a display unit
(not shown). The input controller 68 controls the input from an
operator panel .(not shown) consisting of various buttons.

The HDD 52 stores registration lists like the one shown in Figure
26 in addition to the content and the like supplied by the service
provider 3. The registration list consists of the list section that
stores tabulates information and the SAM information section that
stores specified information about the equipment.that possesses the
given registration list.

The SAM information section stores (in:the "SAM ID" field) the

SAM ID of the equipment that possesses the given registration list,
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Hash functions and signature authentication will be described below A
~ hash function accepts as-input the data to be sent, conpresses it to data
oft a specific bit length, and outputs it as a hash value. Hash functions
are characterized in that it is difficult to predict the.input fromthe
hash value (output), that if one bit of input data changes, nany bits of
t he hash val ue change, and that it is difficult to find out i nput dat a
t hat have the same hash val ue. The receiver that has received the
signature and data decrypts the signature by the cryptographic public key
to obtainim tlessldxdangpld)ashey ShMe62 TR0 hhehasbeiakueSdt the alereistededathe
is calculated and conpared with the hash value obtained by decrypting the
si gnat ur eyalidithepéribet bér thaeregbshashival déstar(éni daet "Vallidilly teayiod"
are determned to be identical, the received data has not been falsified -
and it hafiekdh, yentsilon nhwbeendethe hatgilsdy athers s et ( ikeyhe dWeaspicmdNogber”
to the public key. Exanples of the hash functions used for signatures
i ncl ude, firldkssene mimgun o4 equipnedAcosnemtedHd$hcAugddnigt hhjis eguipment)
- 33 -
(in the "Number of Equipment Connected" field), which is three in total,
in this example, including the receiver 51 itself and the two receivers
201 and 301 connected to it.

The list section consists of nine items "SAM ID,"™ "User ID,"
"Purchasing," "Accounting," "Equipment Billed," "Master Equipment,"
"Status Flag," ﬁSignature to Conditions," and "Signature to
Registration List" and, in this example, stores the registration
‘conditions of the receivers 51, 201 and 301.

"SAM ID" stores the SAM ID of the equipmenf. In this example, the
SAM 62 ID of the receiver 51, SAM 212 ID of the receiver 201, and the
SAM 311 ID of the receiver 301 are stored. "User ID" stores the ID
of the account-settling user. 1In this example, the ID of user F is
‘stored in "User ID" for receivers 51, 201;'and 301.

"Purchasing" stores information ('Yes' or '"No') which indicates
whether the equipment can purchase content. In this example, since
the receivers 51 and 201 can purchase content, 'Yes' is stored in the
appropriate rows of the "Purchasing" column. However, the receiver
301 cannot purchase content, so 'No' is stored in the appropriate row
of the "Purchasing” column.

"Accountlng" stores 1nformatlon ('Yes' or 'No'). which indicates

whether the equipment cangperform.accountlng'1n conmmunication with the
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" Now public-key cryptographyw || be described. 1In contrast to the
common- key cryptography which uses the sane key (conmon key) for

encryption and decryption, public-key cryptography uses different keys for
encryption and decryption. In public-key cryptography, one of the keys is
made public, but the other key can be kept secret. The key that can be

made public is called a public key while the key that is kept secret is

cal l'ed a secret key. Now a typical public-key cryptosystem RSA
(Rivest-Shamr- Adl'eman), will be described briefly. First, two
significaifibyséaviee ¢entes P. arlth qhdarse eteingrld, nethe ardetiferst 158 angr @dactan
nis determned. The |east common nultiple L of (p - 1) and (q - 1) are
conput ed, panfliornhheceoahneirg tdad thusedis apprapdiatgerowsap £3tard"Aessuhhang™
L and that is relatively prime to L is determned (i.e., the value that

will go ¢olembpaitore dNdéslk, wondihe stbelryhdnd, the retrimedud®l lcanricthperiform
the multiplicative inverse d of the elenent e is determned. In other

wor ds, theceelnrtingshsp ik apprarkiatxisivw ofarmbey"Adcoaptang "L colmnestiores
can be calculated by Euclid an algorithm Here, n and e are public keys

and p, q, ¥®d'd are secret keys. Ci pher text C can be cal cul ated from

plain text Nlby equation (1).
Equipment Billed" stores the SAM ID of the equipment with which

accounts are settled. 1In this example, since the receivers 51 and 201
can perform accounting for themselves, their own SAM IDs are stored
in the appropriate rows of the "Equipment Billed" column. Since the
receiver 301 neither purchases content nor performs accounting, the
appropriate row of the'"Equipment Billed“ column stores 'None.'

"Master Equipment" stores the SAM ID oflthe connected equipment
that can provide content if the given equipment receives content ftomi
other equipment connected rather than from the service provider 3. 1In
this example, the receiver 51 receives content from the service provider
3, so "Master Equipment" stores information ('None') which indicates
that there is no equipment providing content. The receivers 201 and
301 receive content from the receiver 51, end thus "Master Equipment"”
contains the SAM 62 ID of the receiver 51.

"Status Flag" stores any restrictions to the operatlon of the
equipment. If there is no such restriction, appropriate information
('No Restriction') is stored. If there are any restrictions or if there
is any condition that will stop the operation, appropriate information
("Restricted' or 'Stop,’ respectively) is stored. For example, if

settlement of accounts has failed, "Status Flag" of that equipment is
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C =M nod n | ... (1) The

ci pher text Cis decrypted into the plain text Y by equation (2) M =
Clerr] nmod n .. (2)
- 34 Denonstration is omitted. The reason why plain text

can be converted into cipher text by RSA and cipher text can be decrypted
is that RSA is based on Fermat' s first theorem and that equation (3)
hol ds. - M=0Cd = (Merr])[err] = Merr] = Mnod n I f one knows
the secret keys p and q, he/she can conpute the secret key d fromthe
publ i c keyet.tdl0Owmedrridtfed e Innbhisoéxainpglées tie tdmigment wikay imsi 8status
I ncreased to the extent that the unique factorization of the public key n
is difficblaglnseeris 'Hedthel armihtcaof usemihteatioatent already purchased, but
cannot purchase new coiltent. In short, certain restrictions are placed
on the equipment. Besides( if illegal acts such as illegal.duplication
of content are detected,. "Status Flag" is set to 'Stop' and the operation
of the equipment is stopped. Consequently, the equipment can no longer
receive any service froﬁ the EMD system. |

In this example, no restriction is placed on the receivers 51,
201, or 30l and their "Status Flag" is set to 'No Restriction.' The
.statuses, such as "Restricted' and 'Stop, ' which restrict the operation
of the receiver will be collectively referred to as operational
restriction information if there is no need to address them
individually.

"Signature to Conditions" storee the signature of the EMD service
center].totheinformationstoredj11“SNMID,""UserID,""Purchasing,"
"Accounting," "Equipment Billed," "Master Equipment,”" and "Status
Flag." "Signature to Registration List" stores the signature to the
entire data specified in the registration list;

(5-2) Receiver 201

Figure 27 shows an example configuration of the receiver 201. The
components  from the_communications block 211 to input controller 218
ofthereceiver201havefunctionssimilartothosecﬁfthecommuﬁications=
block 61 to the input controller 68 of.the receiver 51. Thus, their

detailed description is omitted where possible. However, the memory

module 223 of the reeeiver 201 stores reference information 201 such
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t he ‘secret key d cannot be conputed fromthe public key e and the cipher
-text cannot be decrypted based sinply on know edge of the public key n. As
descri bed above, the RSA cryptosystem can use different keys for

encryption and decryption. Now anot her public-key cryptosystem
Elliptic Curve Cryptography, wll be described briefly. Let B denote a
point on the elliptic curve y[err] = x[err] + ax + b. To define additions
of points on the elliptic curve, let nB denote the result of n additions

of B. Simlarly, subtractions wll be defined. It has been proven that it

is difficas ttheooaenphidbwen im Fiemre 28d Brhe StasicBiatdraBtdoa pObI ¢enkeinss

and n is a secret key. Using a random nunber r and the public keys, cipher

text Cl atite iGPFfcarmes tCioorp wpest iffricsd foad mhieedtt eMsbyoegeapondingdroabtde(SAM 212

Cl :( g/l) ' IanIfn(ﬁk@eystemtre&‘jllancht(ﬂ)mliafdemyqibadnamH@eqbb&l tghei e:sterl\mgag_exasnt

equation (6) M= Cl -nC2

(6) section 18 of the EMD service center 1. 3%hus, the reference information

201 contains the ID of SAM 212, equipment number (100) of receiver 201,
settlement ID of user F, account-settling user information of user F
(general information (the name, address, phone number, settlement
-insti-tution info'rmation., date of birth, age, and sex), ID, and password
of ﬁser F), s.ubordinate user information of user A (general information
(the name, address, phbne number, date of birth, and sex), ID, and
password of user A), and use point information of the receiver 201.
"Charge Limit" is set to 'Formal Registration.'

HDD 202 stores information similar to that stored in HDD 51, and
thus description thereof is omitted. It stores the registration list
of the receiver 201 as shown in Figure 29. The SAM information section
of the registration list stores the SAM 212 ID.of the receiver 201,
the validity period of the registration list, version number of the
registration list, and number of equipment connected (which_is two in
total, including the receiver 201 itself and the receiver 51 connected
to it). The list section stores the registration éonditions of the
receiﬁers 51 and 201 shown in the registration list of the receiver
51 in Figure 26.

(5-3) Receiver 301

Figure 30 shows an example configuration of the receiver 301. The

.components from SAM 311 to the communications block 314 of the receiver

- 53 -



Decryption is possible only when the secret key n is available. As can be
seen fromthe above discussion, Elliptic Curve Cryptography allows the use
of different keys for encryption and decryption, as is the case with the
RSA crypt osystem Returning to Figure 9, the nutual authentication
section 39 of the content provider 2 perfornms nutual authentication with
the EMD service center 1 before receiving delivery keys Kd fromthe EMD
service center 1. It can also performnutual authentication with the
service provider 3 before sending the content provider secure container to
the ser\3@e havevbdsticdlliynthdisanex fplct.id@VagesAMAIX ¢ ot BReCOMBiications

provi der secure contai ner does not contain secret information, this nutual
aut hent i datoain 216 afitthne reswdnidry20kqui Hewkever, thd £pcBéneirc@0prandsgdant have
Now, the functional configuration of the service provider 3 will be
descri bedany tfunetf sorentclea t ocd e ponds dtagthen comkugicetidns Bheckcahlent
server 41 stores the content (encrypted with the content key Kco), content
key Kco (erueyfacel 24id hdibpldyl comtyokbgr K7, 680E inpdt corstgmnhter 1@ offhehe
content provider 2 contained in the content provider
receiver 201 because it is portable equipment.
Figure 31 shows the reference information 301 stored.in.the:nemory'
‘module 323 of the réceiver 301. The reference information 301 contains
the information specified for the items corresponding to the SAM 311
ID in the system registration information managed by the user management
section 18 of the EMD service center 1. Thus, the reference information
301 contains the ID of SAM 311, equipment number (25) of SAM 311,
settlement ID of user F, account-settling user information of user F
(geheral_information (the name, address, phone nﬁmber, settlement
institution informatiori, date of birth, age, and sex), ID, and password
of user F), subordinate user information of user A (general information
(the name, address, phone number, date of birth, and sex), ID, and
password of user A), and use point information of the receiver 301.
"Charge Limit" contains the'upper'limit for formally registered
equipment ('Formal Registration') because the receiver 301 has been
registered formally.
The registration list of the receiver 301 shown in Figure 32 is
stored in the memory module 323. The SAM information section of the
registration list stores (in the "SAM ID" field) the SAM 311 ID of the

receiver 301 that possesses this registration list, validity period

of the registration list (in the "Validity Period" field), wversion -
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secure container supplied by the content provider 2 and supplies them to
the secure container preparation section 44. The pricing section 42
checks the authenticity of the content provider secure container based on
the signature contained in the content provider secure container supplied

by the content provider 2. |If the authenticity is confirmed, it prepares
PTs according to the UCP contained in the content provider secure '
cont ai ner and supplies them - 36 -

to the secure container preparation sectlon 44. Flgure 16 shows two price

tags, PTrAwmbddicfuttcled)istaadiBh Ai3t( Rigutke 16V &) 3 ioprmabed” Hitebd)d) nond

to UCP A of the Figure 10. A PT contains the information to be specified

i n " Cont entmde®; "of' Gontipmerfr cwmdeectdd " (IniCRuding tHBereqeipPent) déin| Dhe

"PT ID," "PT Validity Period,” "Pricing Conditions," and "Price."

" Cont ent "NDnberCorft Bguipmeunt deonhdértedhdE1'dleP | Phigh PFstwortmaitetal, in this
example, including the receiv.er 301 itself and the receiver 51 connected
to it. The list section stores the registration condit.ions of the
receiver 301 shown in the registration list of the receiver 51 in Figure
'26. However, the "Signature to Conditions" and "Signature to
Registration List" columns have been deléted. They were deleted after
the signature to the lregistrat"ion. list was confirmed. This saves
storage space in the memory module 323. In this example, one signature |
requires 40 bytes.

(6) Purchasing and utilization of content

Now the processing in the EMD' system will be described with
reference to the flow chart in Figure 33. Here it is assumed that user
F purchases and uses content A via the receiver 51. |

(6-1) Transmission of delivery keys from EMD service center to
content provider

In Step S11, the delivery keys Kd are 'supplied to the content
_provider 2 by the EMD service center 1. Details of this process is
shown in the flow chart of Figure 34. 1In Step S31, the mutual
authenfication section 17 of the EMD service lcenter 1 pérforms nmutual
authentication with the mutual authentication section 39 of the content
provider 2. When the authenticity of the content provider 2 isverified,

the content provider management.section 12 of the EMD service center

1 sends the delivery keys Kd supplied by the key server 14, to the content
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the information spebified in the corresponding itens of the UCP. That s,
"Content ID'" of PT A-1 and PT A-2 contains the |ID of cont ent A, their .
"Content Provider ID'" contains the ID of ‘the content provider 2, and their
"UCP I D' contains the I D of UCP A : "Service Provider |ID'" cont ai ns t he

| D of the service provider 3 that has provided the given PT. "Service
Provider ID'" of PT A-1 and PT A-2 contains the ID of the service provider

3. "PT ID'" contains the ID assigned to the given PT: "PT ID of PT A-1
contains the ID of PT A-1 and "PT ID'" of PT A-2 cont ai ns ;he I D pf PT A-2.
"PT Val i dptypviBeri 2d" Dordii o fi mhitoedt huﬁhehﬁmbathenVHilH!He_l dﬁdﬁdasﬂ lalter
given PT: "PT Validity Period" of PT A-1 contains the validity period of

PT A1 andthPTeVekidceytPeFigdtesf 3BTtA-37contains the validity period of
PT A-2. "Pricing Conditions" consists of "User Conditions" and

"Equi pnent  Cobali $temps$32asthe eherymbioni shctibongd86CofidtheonshtientUsPovider
“User Conditions"” contains information about the conditions for the user
who can 3erFeeeivhe §heedebivergqkieymeKd Sendi firomstheoRMRi seriviter meniter 1,
about the conditions for the equi pnent that can select the given UCP.

- 37 and stores them in Step S33.

When the encryption section 36 of the content provider 2 stores
the delivery keys Kd, the process of Step S11 finishes and Step S12
in Figure 33 begins. Before explaining the process of Step S12, the
‘mutual authentication (process of checking for spoofing) in Step S31
of Figure 34 will be described, taking the case in which one common
key is used (Figure 35), the case in which two common keys are used
(Figure 36), and the case in which a public key is used (Figure 37).

Figure 35 is a flow chart which describes the use of one common
key in common-key DES cryptography for the operation of mutual
authentication between the mutual-authentication section 39 of the
content provider 2 and mutual authentication section 17 of the EMD
service center 1. In Step S41, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1 (it may
also be generated by the random number generator section 35). 1In Step
S42, the mutual authentication section 39 of the content provider 2
DES-encrypts the random number R1 with a prestored Common key Kc (it
is also possible to make the encryption section 36 perform the
encryption). In Step S43, the mutual authentication section 39 of the
content provider 2 sends the encrypted random number Rl to the mutual

authentication section 17 of the EMD service center 1.
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In the case of PTA-1, "Pricing Conditions 10" is specified. "User

Condi tions 10" of "Pricing Conditions 10" contains information (' Mle')

i ndicating that the user is male. "Equi pnent Conditions"” of "Pricing
Conditions 10" is set to."No Condition." Thus, PT A-1 can be selected

only by mal e users. In the case of PT A-2, "Pricing Conditions 20" is
specified. "User Conditions 20" of "Pricing Conditions 20" contains
information ('Female') indicating that the user is fermale. "Equi pnent

Condi tions" of "Pricing Conditions 20" is set to 'No Condition.' Thus, PT
A-2 can Dbe sehest@sisenl ilyniegal eautdsirstication sBetdeh 0 oPTheBMDaarsrice
t he usage charge for the use type (i.e., the price of the rights to use

t he cont eintaecordkdagypios tthe speeitreddrantdem hypdersReoriftiled presigped afmmon
"Usage Details" of the corresponding UCP. '2000 Yen' in "Price 11" of PT
~A-1 and 'kE30BcYenIni $itéprs4s, dHe moftudl AuZhend idadicohmasgesibor ldsphgthe EMD
content A according to the use type 'Purchase and Reproduce' (price of the
ri ghts f eemticausentgpe 1 Rardmses anBRdpriodtaoeddm number R2. In Step S46,
themutual authentication section 17 of the EMD service ceﬁter 1 replaces
the low-order 32 bits of the decrypted 64-bit random number R1 with
the random number R2 to generate a concatenation R1,||R2, where Riy is
the high order n bits of Ri and A|B is a concatenation of A and B (the
low~-order n bits of A and m—-bit B are concatenated to produce n+m bits).
In Step S47, the mutual authentication section 17 of the EMD service
center 1 DES-encrypts R1,|R2 with the common key Kc. In Step S48, the
mutual authentication sec.tion 17 of the EMD service center 1 send's the
encrypted R1,J|JR2 to the content provider 2.
| In Step S49, the mutual authentication section 39 of the content
provider 2 decrypts the received R1,[|R2 with the common key Kc. In Step
S50, the mutual authentication section 39 of the content provider 2
checks the high-order 32 bits of the decrypted R1;|R2 against the
high—order 32 bits R1l, of the random number R1 generated in Step S41,
and if they match, it certifies that the EMD service center 1.is
legitimate. If the generated Rl, and received Rl, do not match, the
process is terminated. If they match, the mutual authentication
section 39 6f the content provider 2 generates a 32-bit random.nﬁmber
v R3 in Step S51. 1In Step S52, the mutuai authentication section 39 of

~ the content provider 2 produces a concatenation R2|R3 by placing the

random number R2, which is the low-order 32 bits taken out of the received
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'600 Yen'

in "Price 12" of PT A-1 and 300 Yen' in "Price 22" of PT A-2

are the prices of the rights to use the content A according to the use
type "First-generation Duplicate" as indicated by "Type 12" of "Usage
Details 12" of UCP A. "100 Yen' in "Price 13" of PT A-1 and '50 Yen' in
"Price 23" of PT A-2 are the prices of the rights to use the content A
according to the use type 'Limnted-Time Reproduction’ as indicated by
"Type 13" of "Usage Details 13" of UCP A '300 Yen' in "Price 14" of PT

A-1 and
- 38 -

"150 ' Yen' in "Price 24" of PT A-2 are the

and decryptpdi Beg|RE, the theghhbgheobdertpestohbrRNand pLaeidynghko

the use type 'Pay Per Copy N as indicated by "Type 14" of "Usage Details-

14" of

UgPnérated -rahdemOn¥mberi R3" Bni ¢hel3dowobrderApbsdnd onl98@nY8hepi 853

"Price 25" of PT A-2 are the prices of the rights to use the content
accor di ngtheomuhvaliseuthpetibPatdbaseeandoRepSodic ¢hemoon tend peen s the

rights

DES-encrypts R2||R3 with the common key Kc. In Step S54, the mutual
authentication section 39 of the content provider 2 sends the encrypted
concatenation R2|R3 to the mutual authentication section 17 of the EMD
service center 1.

In Step S55, themutual authen.tication section 17 of the EMD service
center 1 decrypts the received concatenation R2 |R3 with the common key
Kc. InStep S56, themutual authentication section 17 of the EMD service .
center 1 checks the high-order 32 bits of the decrypted concatenation
R2|R3 against the random number R2. If they match, it certifies that
the content provider 2 is legitimate. If they do not, it terminates
the process, determining that'the content provider 2 is illegitimate.

Figure 36 is a flow chart which describes the use of two common
keys Kcl and Ke2 in common—kely DES cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
serv_ice center 1. In Step S61, the mutual authentication section 39
of the content provider 2 generates a 64-bit random number R1. In Step
S62, the mutual authentication section 39 of the content provider 2
DES—encrths the random number R1 with a prestored common key Kcl. 1In
Step S$63, the mutual authentication _se_ction 39 of the content provider

2 sends the encrypted random number Rl to the EMD service center 1.
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for "Limted-Ti ne Reproduction” as indicated by "Type 15" of "Usage _
Details 15" of UCP A. '1000 Yen' in "Price 16" of PT A-1 and '500 Yen' in
"Price 26" of PT A-2 are the prices of the rights to use the content
according to the use type 'Purchase and Reproduce’ when the user has the
rights for 'Purchase and Reproduce' as indicated by "Type 16" of "Usage

‘Details 16" of UCP A In this exanple, when the prices on PT A1
(applicable to male wusers) and the prices on PTA-2 (applicable to female
users) are conpared, . it can be seen that the prices on PT A-1 are twi ce as

hi gh as the primxé&iepmdefT tAekuutial axahpht icattiilos s&ttien 17 o ORhBEMD $ekdtice
"Usage Details- 11" of UCP Ais "2000 Yen,' "Price 21" on PT A-2 for "Usage

Details ¢ehter JUCGRCcAYPEs 1HOCretamived Samdoar hymbéhRPpwiithsa spestio el cBbmmon
"Price 12" to "Price 14" on PT A-1 are twice as high as the prices

speci fi edkeyrKePr i da 82ept 865 Prike mituadn aRthant idatisosectienal e e etee EMD
can use content A at |ower prices. - Returning to Figure 15, the policy

storage s®ervénesenter dsenkeyptsnteatrandi@ rsubsy 81 ®yth e presttented common

provider 2 and supplies it to the secure container preparation section 44.
- 39 - key Kc2. 1In Step S66, the mutual authentication section 17 of the EMD

_service center 1 generates a 64-bit random number R2. In Step 567,
the mutual authentication section 17 of the EMD service center 1 encrypts
the random number R2 with the common key Kc2. -I'n Step S68, the mutual
authentication section 17 of the EMD service center _1 sends the encrypted
random numbers R1 and RZ2 to the mutual authentication section 39 of
the content provider 2.

In Step S69, the mutual authentication section 39 of the content
provider 2 decrypts the received r.andom numbers Rl and R2 with a
prestored common key Kc2. In Step S70, the mutual authentication
section 39 of the content provider 2 checks the decrypted random number
Rl against the random number R1 generated in Step S61 (the random number
R1 before encryption). If they match, it certifies that the EMD service
center 1 is legitimate. If they do not match, it terminates the process,
determining that the EMD service center 1 is illegitimate. 1In Step
S71, the mutual authentication sectlon 39 of the content provider 2
encrypts the decrypted random number R2 with the common key Kcl. In
Step S72, the mutual authentication section 39 of the content provider
2 sends the encrypted random number R2 to the EMD service center 1.

In Step S73, themutual authentication section 17 of the EMD service

center 1 decrypts the received random number R2 with the common key
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The secure contai ner preparation section 44 prepares a service provider
secure container consisting, for exanple, of the content A (encrypted with
a content key KcoA), content key KcoA (encrypted with a delivery key Kd),
UCP A, signature of the content provider 2, PT A-1, PT A2, and signature
of the service-provider, as shown in Figure 17. Al so, the secure
contai ner preparation section 44 supplies the prepared service provider
secure container to the user home network 5 by attaching an authentication
certificate, such as the one shown in Figure 18, consisting of its version
nunber, iKslserlmlStraprigtd, asse gnethdD dineheet icaeipnoyedeiol DY dHethe EMD
certification agency, the algorithmand paraneters used for the signature,
the name sérvhee ceartterfl cakicks dyedeyryphedvadndbn pupber®R afjathet the random
authentication certificate, the name and public key Kpsp of the service
provi der Bumban®2t penargined incsStodp 6hé CiErd randamimmizgeR2hefore en®eyptnony.
to Figure 15 again, the nutual authentication section 45 perfqrns nytgal
aut hent i ckf itdreyvmeltchheitoreehif peoitddr thebebotent provider 2 is legitimate.
If they do not, it terminates the process, determining that the content
provider 2 is illegitimate.

Figure 37 is a flow chart which describes the use of a 160-bits
length elliptic curve in.public;key cryptography for the operation of
mutual authentication between the mutual authentication section 39 of
the content provider 2 and mutual authentication section 17 of the EMD
service center 1. In'Step S81, the mutual authentication section 39
of the contentjprovidef'Z generates a 64-bit random number R1. In Step
S82, the mutual authentication section 39 of the content provider 2
sends the random number Rl as well as an authentication certificate
(acquired in advance from the certification agency) containing its own
public key Kpcp to the mutual authentication section 17 of the EMD
service center 1.

In Step S83, themutual authentication section 17 of the EMD service
center 1 decrypts the signature of the received authentication
‘certificate (encrypted with a secret key Ksca of the certification
agency) with the secret key Ksca of the certification agency acquired
in advance and takes out the hash value of a public key Kpcp of the
content provider 2 and a name of the content provider 2. It also takes

out the public key Kpcp and name of the content provider=2 contained

as plain text in the authentication certificate. If the authentication
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recei ving the content provider secure container fromthe content provider
2. It also perfornms nmutual authentication with the user hone network 5
before sending the service provider secure container to the wuser hone
network 5. However, this nutual authentication is not perforned if, for

exanpl e,
exanpl e,

the network 4 is a communi cation satellite network. !n this
since the content provider secure container and service provider

secure container do not contain secret information, . the service provider 3
need not necessarily perform nutual authentication with the content
provider-@eahﬂfueetehbseanbeqbtkméte one issued by the certification age#éQy,

(5) User hone network ~ (5-1) Receiver 51

F| gure 19ituams bandezayptedcand itiier aesuhtohgthesh ecdiue o f5the rpulihic egr Kpcp
hone network 5. The receiver 51 is stationary equi pnent consisting of a
comuni caanr@dnkhe| ngke6af SA®l 6Ontertepnaividenr ageh681d match the hash value

obtained by the application of a hash function to the public key Kpcp
of the content p_rovider 2 and the_name of the content provider 2 contained
as blain text in the authéntication certificate. This proves that the
public key Kpcp is the legitimate one that has not been faisified. If

the signature cannot be decrypted, or even if it can be, if the hash

values do not match, the public key or provider is illegitimate. 1In

that case, the process is terminated.

If the authentication is successful; the mutual authentication
section 17 of the EMD service center 1 generates a 64-bit randonlnumber
R2 in Step S84. 1In Step S85, the mutual authentication section 17 6f
the EMD service center 1 generates a concatenation R1||R2 of the random
numbers R1 and R2. In Step S86, the mutual authentication section 17 .
of the EMD service center 1 encrypts the concatenation R1||R2 with its
own secret key Ksesc. In Step S87, the mutual authentication section
17 of the EMD service center 1 encrypts the concatenation Rl"R2 with
the public key Kpcp of the content provider 2 obtained in Step S$83.
In Step S88, the mutual authentication section 17 of the EMD service
center 1 sends the concatenation R1[|R2 encrypted with the secret key
Ksesc, the concatenation R1]R2 encrypted by the public key Kpcp, and
authenticatibn certificate (acquired in advance from the certification
agency) containing its own publié key Kpesc to the mutual authentication

section 39 of the content provider 2.
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deconpressi on section 64, comunications bl ock 65, interface 66, display
controller 67, and input controller 68. ~ The communi cati ons bl ock 61
of the receiver 51 conmunicates with the service provider 3 or the EVMD
service center 1 through the network 4, sending and receiving necessary
I nformati on. ~ SAM 62 consists of a nmutual authentication nodule 71
accounting nodule 72, nenory nodule 73, encryption/decryption nodule 74,
and data check nodule 75. It is made up of single-chip I Cs designed
exclusively for cryptographic use. It has a nulti-layer construction in

which the nemar gtepl §89) nshélemane s andhicshadanyi ctusryctiayess of dhenianirent
and the like. Since it operates at a small range of voltage or frequency,

it is digddwiddr 1D deadstas achd |sigmd yufe onf otisi tecé i wepeauphentjcation
The nutual authentication nodule 71 of SAM 62 sends SAM 62 aut hentication
certifi cajert(ishiovetd rwiitguree 263csétorlesly i Kpddneo fretime ycenbilfii ea¥Bon oaghecy
partner of mutual authentication, performs mutual authentication, and
suppl i es ddyitmnpdnaagvieye Ktamp ifsessiomright), tekrsequerftie pybdiedkpy Kprsc
partner of mutual authentication to the encryption/decryption nodule 74. .
The aut hefitdmc &hieoneckifitatat e THis PAMcsm® dsnthée famearasi oh Sten S83 and thus
corresponds to the information contained in the authentication certificate
(Fi gure WBsafipthieondiersoprwiilkdre omitted. In Step S90, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1[|R2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the mutual
authentication section 39 of the content provider 2 decrypts the
concatenation R1“R2 encrypted with its own public key Kpcp, by using
its own secret key Kscp. ‘In Step S92, the mutual authentication section
39 of the content provider 2 compares the 'cor}catenation R1 ||R2 decrypted
in Step S90 and the concatenation.Rl“RZ decrypted in Step S91. If they
match, it certifies that the EMD service center 1 is legitimate. If
they do not match, it terminates the process, determining that the EMD
service center 1 is illegitimate.
- If the authentication is successful, the mutual authentication
section 39 of the content provider 2 generates a 64-bit random number
R3 in Step S93. In Step 594, the mutual authentication section 39 of
the content provider 2 generates a concatenation R2||R3 of the random
numbefs R2 obtained in'Step S90 and the random number R3 generated in
Step S93. In Step S95, the mutual authentication section 39 of the
content provider 2 encrypts the concatenation R2||R3 with the public

key Kpesc obtained in Step S89. 1In Step S96, the mutual authentication
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- 41 - 2 and authentication certificate (Figure 18) of t he
service provider 3. Therefore, its description is omtted. The
accounti ng nmodul e 72 prepares usage control status (UCS) and accounting
i nformati on based on the usage details of the selected UCP. Figure 21
shows an exanple of UCS when the rights for content have been purchased
according to the use type 'Limted-Time Reproduction.” It shows UCS A
generated based on the usage details 13 in UCP A shown in Figure 10 and
"Price 13" on PT A-1 shown in Figure 16(A). As shown in Figure 21, UCS
contai ns sketiohoBfaifi thespenténtprovidantesendb, tliie encanipidd Boavatehation
ID," "UCP ID " "UCP Validity Period," "Service Provider ID" "PT ID" "PT
Validity Rél"RBdtd thdCButbDal awBAMNE dat isersedtoh 1 Usaf)ehleeEMD| ssr'viadwl center
"Usage History." “Content ID" "Content Provider ID" "UCP ID " "UCP
Validity lPeriod," "Service Provider ID" "PT ID" "PT Validity Period" of
UCS contain the information specified in the corresponding itens of the
In Step S97, themutual authentication section 17 of the EMD service
center 1 decrypts the encrypted concatenation R2||R3 with its own secret
key Ksesc. In Step S98, the mutual authentication section 17 of the
EMD service center 1 checks the decrypted random number R2 against the
random number R2 generated in Step S84 (the random number R2 before
encryption). If they match, it certifies that the content provider
2 is legitimate. If theydonot, it terminates the process, determining '
that the content provider 2 is illegitimate.
As described above, the mutual authentication section 17 of the
EMD service center 1 and the mutual authentication section 39 of the
content provider 2 perform mutual authentication. The random numbers
used for the mutual authentication are temporary keys Ktemp valid only
for the processes subsequent to thehgiven mutual authentication.
(6-2) Transmission of content from content provider to service
provider
Now the process of Step S12 in Figure 33 will be described. 1In
- Step S12, the content provider secure container is supplied from the
content provider 2 to the service provider 3. Details of the process
is shown ;'.n the flow chart of Figure 38. 1In Step S201, the watermarking

section 32 (Figure 9) of the content provider 2 reads content A from

the content server 31, inserts a predetermined watermark that
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PT. Thus,

in the case of UCS Ain Figure 21, "Content ID' contains the ID

of content A, "Content Provider ID' contains the ID of the content

provi der

2, "UCP ID'" contains the ID of UCP A, "UCP Validity Period"

contains the validity period of UCP A, "Service Provider ID'" contains the
I D of the service provider 3, "PT ID'" contains the ID of PT A- 1, and "PT
Validity Period" contains the validity period of PT A-1. ~ "UCS I D"
.contains the ID assigned to the given UCS, and thus "UCS |ID" of UCS A
contains the ID of UCS A. "SAMID' contains the ID of the equipnent and

"SAM | D
- 42 -

rdprdSert < orfiai dentdet SMNGORd¢D Df 4he sepelies content A to the
51. "User I D' contains the ID of the user who uses the

cont ent arudpr'ddssion FeofidCI3 3\ contains the I D of user F. "Usage

Det ail s"
Tr ansf er

consists of itenms "ID " "Type," "Paraneter,” and "Contr ol
St at Us. Stép 5AE8e thenmomprdssidmMygentiand3 of the content provider

2 compresses the watermarked content A by a predetermined method such
as ATRAC2 and supplies it to the encryption section 34. In Step 5203,

the random number generator section 35 generates a random number for

‘use as a content key KcoA and supplies it to the encryption section

34. _

In Step S204, the encryption section 34 of the content providei:
2 encrypts the watermarked and compressed content A by a predetermined
method such as DES by using the randoxﬁ humber (content key KcoA)
generated by the random number generator section 35. Then in Step 5205,
the encryption section 36 encrypts the content key KcoA by a
predeterzﬁined method such as DES by using the delivery key Kd supplied
by the EMD service center 1.

In Step S206, the secure container prebaration section 38 of the
content provider 2 computes a hash value by the apblication of a hash
function to the content A (ehcryptéd with the content key KcoA), content
key KcoA (encrypted with the delivery key Kd), and UCP A for cénten_t
A, ahd encrypts the hash value with its own secret key Ksesc, to geherates
the signature shown in figure 13. |

In Step S207, the secure container plrepa'ration section 38 of the
content provider 2 prepares the content provider secure container,

shown in figure 13, which contains content A (encrypted with the content
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"Paranmeter" contain the information specified in the corresponding itens

of "Usage Details" of the selected UCP. Thus, "ID' of UCSA contains the
information (I D of Usage Details 13) specified in *ID 13" of "Usage
Details 13" of UCP A "Type" is set to 'Limted-Tine Reproduction'
specified in "Type 13" of "Usage Details 13," and "Paraneter" contains the
information (Start Time and End Time) ‘specified in "Paraneter 13" of

"Usage Details 13." "Control Transfer Status" of "Usage Detail s”
contains the respective IDs of the source equi pnment (equi pnment that has
pur chasedkeyhtcehnt erttg camteatdstkieyaKcoA ¢qncpppbediwitiCortie ele Ifransf ey Kd) ,
Perm ssion . Information” of the selected UCP is set to '"Permtted (i.e.,
control WEBNAfeandsthessibhefrurkf generanedolint Saepf &20i6s perfornmed, the ID

of the source equipnent is used as the ID of the destination equipnent. If
"Control Transkreistes 6298 ohhé miwruesl iaortheoft itdat ildDPsiestien 88 ¢fNdthe content
Permtted,' "Control Transfer Status" should be set to 'Not Permtted." I n

t hat casePrewheesdl 2t panspemsohuthalcepnthenticandonperithr be Mudual
permtted). In "Control Transfer Status" of UCS A, the IDs of both source
and dest i dathentitgatrpaanseatéonetStof tihe |rfigAMBY demse Theoprogess of
Transfer Perm ssion Information 13" of "Usage Details 13" of UCP Ais set
to ' Perni trbaMUuip bassheatikatden i 81sigti bvntenthatidesewtbed aridgfreregdrence
to Figures 35 to 37 and thus description thereof is omitted. 1In Step
52009, the-secﬁre container preparation section 38 of the content
provider 2 sends the content provider secure container prepared in Step
5207 to the service provider 3 by attaching the authentication
certificate issued in advance by the cértification agency.

When the content provider secure container is supplied to the
service provider 3 as described above, the process of Step S12 finishes
and Step S13 in Figure 33 begins.

(6-3) Transmission of content from service provider to receiver

In Step 513, the service provider secure container is supplied
from the service provider 3 to the user home network 5 (receiver 51).
Details.of the process is shown in the flow chart of Figure 39. 1In
Step S221, the pricing section 42 of the service pfovider'B checks the
signature contained in the authentication certificate attached to the
content provider secure container sent by the content provider 2. 1If
the authentication certificate has not been falsified, the pricing

section 42 takes the public key Kpcp of the content provider 2 out of

the authentication certificate. The verification of the
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- 43 - ' "Usage Hi story" contains the history of use types
for the sanme content. Only information that represents 'Limted-Tine
Reproduction' is stored now in "Usage Hi story" of UCS A For exanple, if
the receiver 51 has used content Abefore, information that represents the
then use type is al so stored. In the case of the UCS described above,
"UCP Validity Peri.od" and "PT Validity Period" have been specified,
However, these itenms may not be specified for the UCS. Al so, although
"Content Provider ID'" has been specified for the above UCS, it may not be

speci f i echutthdrdtel cd#idr Rd st 1 chtee e ugini Dat denttiy pheceontehtSpspvse@rin

Simlarly, "Service Provider ID'" nmay not be specified if the PTIDIis

uni que ermiuglire t37 iaehttiiys tdesseiyt ben priwtreef . is omitTaé. UCS prepared is

sent to the external storage 63 and stored in its usage information

storage 63A, Tagsitteer S&22h) tthe gomntcdmtg kemection 42 of the service provider 3
decrypts the signature in the content provider secure container sent
by the content provider 2, by using the public key Kpcp of the content
provider 2. It checks the content provider.éecure container for
falsification by determining'whether the resulting hash value matches
the hash value obtained by the application of a hash function to the
content A (encrypted with the content key KcoA), content key KcoA
_{encrypted with the delivery key Kd), and UCPA. If the two hash values
do not match (falsification is detected) the process ‘is terminated.
In this example, however, it is assumed that fhere is no falsification
of the content provider secure contaiﬁer and Step $223 is performed
next. |

In Step S223, the pricing section 42 of the service provider 3
takes content A (encrypted with the content key KcoA),‘the content key
KcoA (encfypted with the délivery key Kd),' and the signature of the
content provider 2 out of the content provider secure container and
supplies them to the cbntent server 41, which then sfores them. Also,
the pricing section 42 takes UCP A out of the content provider secure
container and supp}ies it to fhe secure container preparation section
44,
In.Step S224, the pricing section 42 of the service provider 3

prepares PT A-1 and PT A-2 based on the extracted UCP A and supplies

them to the secure container preparation section 44.

- 66 -



Kco (encrypted with a save key Ksave) supplied by the decryption unit 91
of the encryption/decryption nodule 74 of the receiver 51. As shown in
Figure 22, the usage information storage 63A of the external storage 63
are divided into M nunber of blocks (1 MB each, for exanple): BP-1 to
BP-M Each block BP, in turn, is divided into N nunber of usage
information menory areas: RP-1 to RP-N. The content keys Kco (encrypted
‘with a save key Ksave) and UCS supplied by SAM 62 are stored, in matched
pairs, in the appropriate usage information nenory areas RP of the usage
I nformati on stim &det3225, the sacthe @mmimeﬁfpﬁmaz?&; deter 4TS 44 sifothe
in Figure 21 and the content key KcoA (encrypted with a save key Ksave)
are st or egervicegirchedler 3 prepares the service provider secuddcontainer shown
pairs, in the usage information nerory area RP-3 of the block BP-1. O her
content kdysikpote difdfkKon2céeheny R dendrtyptedsend ehkele ksavtegniandky K8agg, the
control -status UCS 1 and 2 are stored in the usage information
content key KcoA (encrypted with the delivery key Kd), the s1gnature
‘of the content prov1der 2, UCP A, PT A-1, PT A-2, and the signature
of the service provider 3.

In Step S226, the mutual authentication section 45 of the service
provider 3 performs mutual authentication with the mutual
authentication module 71 of the receiver 51. The process of this mutual
authentication is similar to that described with reference to Figures
35 to 37 and thus description thereof is omitted.

In Step S227, the secure container preparation section 44 of the
service provider 3 sends the service provider secure container prepared
in Step S$225 to the receiver 51 of thé user home network 5 by attaching
the authentication certificate of the service provider 3.

When the service provider secure container is supplied to the
receiver 51 by the service provider 3 as described above, the process
of Step S13 finishes and Step S14 in Figure 33 begins.

(6-4) Recording of content by receiver

In Step S14, the service prdvider secure container sent by the
service provider 3 is received by the receiver 51 of the user home network
5. Details of the process is shown in the flow chart of Figure 40.
In Step S241, the mutual authentication module 71 of thg.receiver 51

performs mutual authentication with the mutual authentication section

45 of the service provider 3 via the communications block 61. If the
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menory areas RP-1 and RP-2 of the block BP-1. The usage information nenory
areas RP-4 (not shown) to RP-N of the block BP-1 as well as blocks BP-2
(not shown) to BP-Mcurrently do not store any content key Kco or usage
control status UCS and contain the initial information which indicates
that they are enpty. Hereafter, the content keys Kco (encrypted with a
save key Ksave) and UCS stored in the usage information nenory areas RP
will be collectively referred to as usage information if there is no need
to treat them separately. Figure 23 shows the accounting information
A pr epar edutogét hathewittilkatt@8nA ishewe des sHigyr & hdl .cofsnstieMt ichFiklE ek 281
accounting information contains "Content ID," "Content Provider I'D," "UCP
ID," " UCPevelivest fheesieati'te"’ paoviiderPseduder ddntainkRlr f2om "tk \&driwide/
Period,” "UCS ID," "SAMID," "User ID " and "Usage Details." " Cont ent
| D," " ConpeaviBesvidéhatDparticRpabed 'idCRhéalmutiday aRenhientti'ca'tSeyvi cE€f the
Provider ID " "PT ID " "PT Validity Period,"."UCS ID " "SAMID," "User

I D," and auShgatbeaiiipy" fofi lishe thec puoicesg iisnftemmeriadredconiai thtilse example,
i-nformation specified in the corresponding itens of the UCS. Thus, in the
case of thewa¥esuntitngsi assumed that the Fuguwed 23itheBdritcerttidrDhasoiiesms
the 1D of the content A "Content Provider ID' contains the ID of the
content pfB¢rE8Efnl apdpSkpp &8ARailss Performpdomedthk A, "UCP Validity
Period" contains the validity period of UCP A "Service Provider ID
contains the |%pO§t@meS%@$viggepggmmg@ications block 61 of the receiver 51

receives an authentication certificate of the secret key from the
service provider 3 that participated in the mutual authentication.

In Step S243, the encryption/decryption module 74 of the.receiver
51 checks the signature contained in the service provider secure
container for falsification received in Step S241. If falsification
is detected, the process ié terminated. In this example, héwever, it
is assumed that there is no falsificqtion and Step S224 is performed
next.

In Step S244, the UCPs that satisfy the usage conditions and the
PTs that satisfy the pricing conditions are selected, based on the
referencé information 51 stored.in'the:memorylnodule 73 of the receiver
51, aﬁd displayed on the display unit (not shown) through the display
controller 67. The user selects the usage,defails of one of the UCPs
by manipulating the operator panel (not shown) with reference to the
details of the UCPs and PTs displayed. Then, the input contfoller 68
outputs, to SAM 62, the signals that correspond to the user operation

input from the operator panel.
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- 45 - 3, "PT ID" contains the ID of PT A-1, "PT Validity
Period" contains the validity period of PT A-1, "UCS ID' contains the ID
of UCS A, "SAM ID" contains the ID of SAM 62, "User ID' contains the ID of
user F of the receiver 51, and "Usage Details" contains the information
specified in "Usage Details 13" of UCS A In the accounting
informati on descried above, although "UCP Validity Period" and "PT
Validity Period" have been specified, they my not be specified for the
UCS. Also, although "Content Provider |D' has been specified in the
accounti ng i nfIor ntiisoexadempde, bednaleoV8se PoimhyIndbrhatipadi bfethef réferé&life
IDis unique enough to identify the content provider. Simlarly, "Service
Provi der irformgt o Jile haspbeen eeti tot Acudd pdints amizfie penatghbe more, UCP
i dentifythe serviceprovider. " Returning to Figure 19, the nenory
modul e 73 shorlks dedyesctsadth Besides, since "Account-Settling User Information”
of the reference information 51 has been set to '"Male' users, "Pricing
Conditions 10" of PT A-1 are satisfied. Therefore, in this example,
out of PT A-1 and PT A-2 prepared in accordance with UCP A, PT A-1 is
selected and details of UCP A and PT A-1 are displayed on the display
uIiit. Also, in this example, it is assumed that the user has selected
usage details 13 of UCP A (price 13 of PT A-1).
In Step S245, the accounting module 72 of SAM 62 of the receiver
51 preparee UCS A and accounting information A, based on the entry of
"Usage Details 13" of UCP A (entries of "Usage Details 13" of UCP A-1)
selected in Step S244.
In Step '8246, content A (encrypted with the content key KcoA),
UCP A, PT A-1, PT A-2, and the signature of the content provider 2 are
taken out of the service provider secure container, output to the HDD
52, and stored there. In Step S247, the decryption unit 91 of the
encryption/decryption unit 74 decrypts the content key KcoA (encrypted
with the delivery key Kd) contained in the service provider ‘secure
container, with the delivery key Kd stored in the memory module 73.
In Step S248, the encryption unit 93 of the encryption/decryption
unit 74 encrypts the content key KcoA decrypted in Step S247, by means
of the save key Ksave stored in the memory module 73.

In Step S249, the data check module 75 of SAM 62 searches the usage

information storage 63A of the external storage 63 for the block BP
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t he public key Kpu of SAM 62, the secret key Ksu of SAM 62, t he public key
Kpesc of the EMD service center 1, the public key Kpca of the
certification agency, the save key Ksave, and three nonths' delivery keys
Kd, the authentication certificate of SAM 62, accounting information (for
exanpl e, the accounting information Ain Figure 23), reference information
51, and M nunber of verification values HP-1 to HP-M as shown in Figure
24. The verification value HP-1 stored in the nmenory nodule 73 is the
hash val ue obtained by the application of a hash function to all the data
stored i mtildacha3Pfieef spheeuangein hoirarattion condremde keJAKEBGAgemer y2Redokith
the external storage 63. The verification values HP-2 to HP-M are hash
val ues obtrss revrdkehKsepye | tatStep @24handhfcd haprepated in Step S245 are
- 46 - ' . the data stored in the correspondi ng bl ocks BP-2 to
BP- M of tdimmed ematatciiimqgee B8s. adn $hike ccasw et olidek \BR+¥ icht tlom usage
val ue HP-1. _ .
information storage 63A is detected. 1Incidentally, in the usage
informat.ion storage 63A of Figure 22, the usage information memory area
RP-3.0of the block BP-1 is shown to already store the content key KcoA
and UCS A. 1In this example, however, they are not stored at this point
and the usage information memory. area RP-3 of the block BP-1 is free,
~containing predetermined initial information.
In Step S250, the data check module 75 of the receiver 51 obtains
a hash value by applying a hash function to the block BP-1 data (all
the data stored in the usage information memory areas RP-1 to RP-N)
detected in Step $249. Then in Step S251, the data check module 75
compares the hash value obtained in Step S250 with the verification
value HP-1 that is stored in the memory module 73 and that corresponds
to block BP-1. If they match, the block BP-1 data is free of
falsification and Step S252 is performed next.
In Step S252, -SAM 62 of the receiver 51 stores the usage information
(the content key KcoA encrypted with the save key Ksave in Step S248
and UCS A prepared in Step S245) in the usage information memory area
RP-3 of the block BP-1 in the ﬁsage information storage 63A (of the
external storage 63).
In Step $253, the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to the block BP-1 data in the

usage information storage 6327, including the usage information stored
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Fi gure 25 shows the reference information 51 stored in the menory nodule
73. The reference information contains predeterm ned information specified

for each of the itens of "SAMID," "Equi pnent Nunber," "Settlenent ID"
"Charge Limt," "Account-Settling User Information," "Subordinate User
Information," and "Use Point - Information."” "SAM I D, " "Equi pment
Number," "Settlenment ID," "Account-Settling User Information,"

"Subordi nate User Information," and-"Use Point Information" of the
reference information contains the information specified for the itens
correspondi et 9shfe 1AXOfnSAM S ZndnivtharsssREAFB trgEisép A5 | Thoshapi 8254,
managed by the user managenent section 18 of the EMD service center 1.
Thus, theahetatancketRimodmle O S¥eewnt aeBsthé heedil¥ iafatSAWM 62 1veqiPphesitored
nunber (100) of SAM 62, settlenent ID of wuser F, account-settling user

i nf or mat iion Wife wsatory (mgehekel 73 iwd it nelté dma$lh hea haee, Tadditegs,S3Hhpnethe
nunber, settlement institution information, date of birth, age, and sex),

| D, and passowrtdingd meshrle AR sdodesse ipothe mahorganddnlef 73 hethecxteeynsing
"Charge Limt" contains the upper limt on amunts charged, which varies
dependi ngroformedtimer A herepamed ebjui Premt S2457 egiidt Bhedofoceas| §ingphes.
tenporality. "Charge Limt" of the reference information 51 contains
the upper |i @t Seepa®@dit,s idhdtgedater dhagiainaduls)i 52 deleyingsehiat the

- (" For.mal _
. computed hash value and the verification value HP-1 do not match, the
block BP-1 data has been falsified. Consequently,thedatacheckmodule
75 goes to Step $256, where it determines whether all the blocks BP
in the usage information storage 63A of the external storage 63 have
been checked. If it determines that not all the blocks BP. in the
external storage 63 have been checked, it goes to Step S257 and searches
for uncheéked blocks (other blocks with free space), returns to Step
S250, where the rest of the process is executed.

‘In Step 5256, if the data check module 75 determines that all the
blocks BP in the usage information storage 63A of the external storage
63 have been checked, there is no block BP (usage information memory
area RP) that can store usage information. Consequently, the process
finishes.

When the service provider secure container is thus received by
the receiver 51, the process of Step S14 finishes and Step S15 in Figure
33 begins.

(6-4) Reproduction of content

In Step S15, the contents A supplied is used by the receiver 51.

In this example, according to the usage details 13 of UCP A selected
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Regi stration') because the receiver 51 has been formal | y registered.
- 47 Returning to Figure 19, the encryption/decryption
nmodul e 74 of SAM 62 consists of an decryption unit 91, random nunber
generator unit 92, and encryption unit 93. The decryption unit 91 decrypts
the encrypted content key Kco with the delivery key Kd and outputs the
results to the encryption unit 93. The random nunber generator unit 92
generates a random nunber with predeterm ned digits during nmutua
authentication, generates a tenporary key Ktenp as required, and outputs
themt o -t he: Strep W0 LU gud3.40, the Ubegerypepbifosonbent I8 igneeypbauthton.
decrypted content key Kco again wth the save key Ksave stored in the :
nmenory- no@bte, 78epThduehtoppbédcontiphént kdy lkbe dessufipleidediexd .t hBetails of
external storage 63. Wen sending the content key Kco to the deconpression
secti on 6#het hepeadugptionnis shown in the flow chart of Figure 41.
cimesssnTneStep S261, the data check module 75 of the receiver 51 computes 
- ~a-hash'value by applying a hash function to the block BP-1 data in the
susagesinformation storage 63A of the external storage 63, including
. .~Ehe content key KcoA (encryptedwith the save key Ksave) and UCS A stored
“in the 'usage information memory area RP-3 in Step S252 of Figure 40.
';;n¢agg;ingstep S262, the data check module 75 of the receiver 51 compares
crurvthel hashovalue computed in Step'526l:With.the hash value (verification |
s valueHP=l) computed in Step $S253 of Figure-40:and stored in the memory
voicimodule’s 3 in Step S254. If they match; the.block BP-1 data is free
of falsification and Step S263 is performed next.
s iziasxi raiddn: Step 8263, it is determined whether contents A is available,
w¢mbased50nythe information contained in "Parameter" of "Usage Details"
v For-UCS:& (Figure 21). For example, as "Type" of "Usage Details" for
i »UCS Iisiset:to 'Limited-Time Reproduction, " "Parameter" of the UCS stores
wirlobhe . start time and end time of'usage. And: it is determined whether
~u.the present time is within the limits. That is, if the present time
~:is:within: the limits, the content is judged to be available and if it
-~ 1is not within the limits, the content is judged to be unavailable. On
‘~the other hand, if "Type" of "Usage Details" for UCS is set to a use
. type'that allows reproduction (duplication) up to a certain number of

--times,. "Parameter" stores the information about the remaining number

. of times the content can be used. If the available number of times
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unit 93 encrypts it with the tenporary key Ktenp generated by the random

nunber generator unit 92. The data check nodule 75 checks the data in

a block BP of the usage information storage 63A of the external storage 63

for falsification by conparing the hash value of the data stored in the

bl ock BP with the corresponding verification value HP stored in the nenory

nodul e 73. The deconpression section 64 consjsts of.a nmut ual

aut henti cation nodule 101, decryption nodule 102, decryption nodule 103,

deconpression nodul e 104, and waternarking nodul e 105. The nut ual

aut henti catopad imdUbPerdfdteel f bsnBobutend &0) hethécadbroospohdivgMoAtantd is

out puts the tenporarykeyKtenpto thedecryption nodule 102.

Thedecrypju@geddtbebe192am$ablehe(Menmmeamvhanyhxmenplfotmecayailabbe number

content key Kco encrypted 48 -

by the teopotiamgskiy KeBup(Oandthetpursespendengltsntenthesdgudmpﬁjan be
unavailable.

"Type" of "Usage Details" for UCS A is set to 'Limited-Time
Reproduction.' In this example, the present time is assumed to be
within the limits and thus in Step S263, contents A is judged to be
available. Consequently, Step S264 is performed next.

In Step S264, the accounting module 72 of the receiver 51 updates
UCS A. Although UCS A does not contain any information that should
be updated, the available number of times stored in "Parameter" is
decremented-by 1 if "Type" of "Usage Details" is set to a use type that
allows reproduction up to a certain number of times.

Next, in Step S265, the SAM 62 of the receiver 51 stores the UCS
A updated in'Step 5264 (not actually.updated in this example) in the
usage information memory area RP-3 of the block BP-1 in the usage
information storage 63A of the external storage 63. In Step S266, the
data check module 75 computes a hash value by applying a hash function
to the block BP-1 data in the usage information storage 63A of the
external storage 63, including the UCS A stored in Step S265 and .
overwrites the verification value HP-1 stored in the memory module 73
with the hash value.

In Step 5267, the mutual authentication module 71 of SAM 62 and

mutual authentication module 101 of the decompression section 64

perform mutual authentication and share temporary keys Ktemp. The
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nodul e 103. The decryption nodul e 103 decrypts the content recorded on the
HDD 52, with the content key Kco, and outputs the results to the :
deconpressi on nodul e 104. The deconpression nodul e 104 further

deconpresses the decrypted content by a method such as ATRAC2 and outputs
the results to the watermarki ng nodul e 105. The wat er mar ki ng nodul e 105

wat ermarks the content for identification of the receiver 51 and outputs
the results to speakers (not shown) to reproduce nusic. The

conmmuni cati ons bl ock 65 conmmuni cates with the receivers 201 and 301 of the
user honmpretedws ko fSthikeniiniadr hatkefificanient Bs tshienilsirghal thdt desSaloed witdh
t he deconpression section 64 into a specified formand outputs the results
to the HDR2fE2rende dlsFigomeer 38 td87sagdatisus fdemnrtipt MDD th2rientfoia omitted.
specified formand outputs the results to SAM 62 and the deconpression
secti on 6Gthe randonmamtiests &} ,cBAt rahdeR3 601 ditaisd sombd naditijpms used for the
display unit (not shown). The input controller 68 controls the input from
an oper awruphreltient ichbiwl) zoasstered af tampousrpukeyasKtemp. The HDD
52 stores registration lists |like the one shown in Figure 26 in addition

~ to the contentItafiieph'2$8 keha gecraptipn weitse?Viodethprencudet gon/fecryption
registration list consists of the list section that stores tabul ates

i nf or mat iAERI ThaeSavmtH dhecost eide kegh Kepdt (eBesvpsespuithi Ehe save key

i nformati on about the equi prent that possesses the given registration
list. Ksave) stored in block BP-1 (the usage information memory area RP-

3) in the usage information storage 63A of the external storage 63 in
Step 5252 of Figure 40, by using the save key;Ksave stored in the memory
module 73. |

Next, in Step S269, the encryption unit 23 of the
encrypfion/decryption module 74 encrypts the decrypted content key KcoA,
by using the temporary key Ktemp. - In Step S270, SAM 62 sends the
encrypted content key KcoA encrypted with the temporary key Ktemp to
the decompression section 64.

In Step S271, the decryption module 102 of the decompression
section 64 decrypts the.content key KcoA'by using the temporary key
Ktemp. In Step S272, the decompression section 64 receives the content
A (encrypted with the éontent key Kco) recorded on the HDD 52 through
the interface 66. In Step 5273, the decryption module 103 of the
decompression section 64 decrypts content A (encrypted with the content
key Kco) with the content key KcoA.

In Step S274, the decompression module 104 of the decompression
section 64 decompresses the decrypted content A by a predetermined

method such as ATRAC2. In Step S275, the watermarking module 105 of
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The SAM informati on section stores (in the "SAMID" field) the SAMID of

t he equi pnment that possesses the given registration |ist,

- 49 - in this exanple, the SAM 62 ID of the receiver 51. It
al so stores the validity period of the registration list (in the "Validity
Period™ field), version nunber of the registration list (in the

"Ver si onNunber” field), and nunber of equi pnent connected (including this
equi prent) (in the "Nunber of Equi pment Connected" field), which is three

in total, in this exanple, including the receiver 51 itself and the two
recei ver £he?décompradkionnsect tdnt® watermarksThhel detomercs s oed cansieatts Aofor
nine itenms "SAMID," "User ID " "Purchasing," "Accounting," "Equipnment

Bill ed," idéstiefidapignrent the r8tatisrerFbag, "In StpmtS7e,t coburditt Aons, du gt
"Signature to Registration List” and, in this exanple, stores the
regi stratiomrspeakers or the like (not shown) and the process finishes.
| In Step S277, if it is-determined in Step S262 that the hash value
computed in Step S261 and the hash value stored in the memory module
73 of the receiver 51 do not match, or if the content is judged to be
unavailable in Step S263, SAM 62 runs predetermined error processing
to display an error message on tﬁe display unit (not shown) through
the display controller 67 and the process finishes.
In this way, when content A is reproduced (used) on the receiﬁer
51, the process finishes, and so does the entire process in Figure 33.
(6-5) Account settlement
Now the processing procedures for settling accounts with the
receiver 51 will be described with reference to the'f_low chart in Figure
42. This process is started when the amount posted exceéds a preset
ceiling (the limit charge for formal br temporary registration), or
if the version of delivery keys Kd becomes obsolete, making it impossible,
for example, to decrypt the content key Kco {(encrypted with the delivery
key Kd) in Step S247 of Figure 40 (and thus impbssible to receive the
service provider secure container).
In Steﬁ S301, mutual authentication is performed between the
receiver 51 and EMD service center 1. This mutﬁal authenticatioﬁ is
similar to that described with reference to Figures 35 to 37 and thus

description thereof is omitted.
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conditions of the receivers 51, 201 and 301. "SAM | D' stores the SAM
I D of the equipnent. In this exanple, the SAM 62 ID of the receiver 51,
SAM 212 | D-of the receiver 201, and the SAM 311 ID of the receiver 301 are

st or ed.

"User ID'" stores the ID of the account-settling user.' In this

exanple, the ID of user Fis stored in "User ID'" for receivers 51, 201,

and 301.

"Purchasing" stores information ('Yes' or 'No') which

i ndi cates whether the equi pment can purchase content. In this exanple,

si nce

the receivers 51 and 201 can purchase content, 'Yes' is stored in

the appropri 8lextr,ovisn BteheS30F2Yy c3AMI 62)"o £ cthienredtbiveser 51t hendecenver

301 cannot purchase content, so 'No' is stored in the appropriate row of

t he. " Pur chakhemt icat iom. certifidaice dumtiheg Usstromenaigeinenitasect ibnY28' (Bigure
'No') which indicates whether the equipnent can perform accounting in
conmmuni cad) orf Wilteh BEMie service center 1. In Step S303, SAM 6250f- the receiver

51 encrypts the UCP that corresponds to the account (accounting
information) to be settled, by means of the temporary key Ktemp shared
with the EMD service center 1 in Step S301, and sends it to the EMD

service center 1 together with the version of deiivery keys Kd,

accounting information (e.g., accounting information A in Figure 23},

and registration list stored in the memory module 73.

In Step'S304, after the information sent by the receiver 51 in
Step S303 is received and decrypted, the user management section 18
of the EMD service center 1 checks the réceiver 51 for any illegal act
that would make "Status Flag" in the registration list to be set to
'Stop."' |

In Step $305, the billing section 19 of the EMD service center
1 analyzes the accounting information received in Step S303 to éalcUlate
the amounts to be charged to the user. Then, in Step S306, the user
management section 18 checks to see if the accounts were settled
‘successfully in Step S305.

Next, in Step S307, the user management section 18 of the EMD
serVicé center 1 sets the registration condifions of the receiver 51

based on the results of checks run in Steps S304 and S306, and attaches

- a signature to it to prepare a registration list of the receiver 51.

For example,' if an illegal act is detected in Step S304, the "Status

Flag";is set to "Stop,' which stops all the subsequent processes. 1In
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EMD service center 1. In this exanple, the receivers 51 and 201 can
perform accounting and thus the appropriate rows of the "Accounting"

colum store 'Yes.- On the other hand, the receiver 301 cannot perform
accounting, so the appropriate row of the "Accounting” colum stores 'No.'
"Equi prrent Billed" stores the SAMID of the equi pnent with which accounts
are settled. In this exanple, since the receivers 51 and 201 can perform
accounting for thenselves, their own SAMIDs are stored in the appropriate
rows of the "Equi pnent Billed" colum. Since the receiver 301 neither

pur chaseshrortt,erthenaecpévkar it car auntliongert hecedprer epyi aeeviow dfomhghe EMD
"Equi pnent Billed" columm stores ' None.' ' "Mast er Equi pnent" stores

t he SAM |sysdfent.he Onohhectheeduanshrentt ithbs aonfipmed dbacobhensettlehent has
gi ven equi pnent receives content from other equi pnment connected rather

t han froMaileddryistepridlder’ Fatius Elag' ebaargrte ta "Resdosiakgd 51 in which
receives content fromthe service provider 3, so "Master Equipnent" stores
i nf or mat iASY,' NdgeTpCRivelr Phdfazmtis longgr phachase ABYeQel prRiktept @didiaigh
content. The receivers 201 and 301 receive content fromthe receiver 51
and t hus i'tveane reRuadimntal reasht Hurchazedgpmen of the receiver 51.

"Status Flag" stores any restrictions to the operation of the e%ui pnent .
If there is n¥estehthesd¢sinbetddimmant REOCesFoPARE| It StEemM§308, where the

Restriction') is stored. If there are any restrictions or if there
user management section 18 of the EMD service center 1 encrypts the

latest version of delivery kéys Kd (the latest three months‘l delivery
keys Kd) and the registration list prepared in Step 8307} by using the
.temporary key Ktemp, and sends  the resulté to the receiver 51.

In Step S309, SAM 62 of the receiver 51 receives the d_elivery keys
Kd and registration list sent by the EMD service center 1, through the
communications block 61, decrypts them, and stores them in the memory
module 73. The existing accountj;ng information is deleted and the
registration list and delivery keys Kd are updated in the memory module
73. Besides, the signature to the registration list received is checked
to verify that the registration list is free of falsification. This
process of signature verification is similar to the process of Step -
S83 in Figure 37 and thus description thereof is omitted.

(6—6)- Repurchasing of rights (receiver 51)

Now the processing procedures for répurchasing the rights to use
the content on the recei!ver 51 will be described with reference to the
flow chart in Figure 43, taking the case in which the receiver 51 that

has the rights to use content A according to the use type of 'Limited~-Time
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is any condition that will stop the operation, appropriate information
("Restricted” or 'Stop,’' respectively) is stored. For exanmple, if
settlement of accounts has failed, "Status Flag" of that equipnent is

- 51 - set to "Restricted.” In this exanple, the equipnent
with its "Status Flag" set to 'Restricted’ can use the content already
purchased, but cannot purchase new content. In short, certain restrictions
are placed on the equipment. Besides, if illegal acts such as |Ilegal
duplication of content are detected, "Status Flag" is set to 'Stop'  and

t he oper aRepmodottiiba'egurphesesi shet opghtls fé&ponsieguesd [typd REF equindI¥e and

can no longer receive any service fromthe EVMD system In this
exanpl e, Bepreduciect'ion is placed on the receivers 51, 201, or 301 and
their "Status Flag"” is set to 'No Restriction." The statuses, such as

'Restricted abd StSpE40hhitdle coestentt At HECPer &1 31. and PT A-2 stored on
| the HDD 52 are checked for falsification. Spe'cifically, the |

encryption/decryption module 74 of the receiver 51 decrypts the
signature stored together with content A, UCP A, PT A-1, and PT A-2
on the HDD 52 in Step 5246 of Figure 40, by using the cryptographic
public key, and compares the resulting hash value with the hash value
of content A, UCP A, PT A—l,’_ and PT A-2 taken together. If the_y are
proved to be identical, the data is judged to be free of falsification
and the repurchasing.process goes to Step S402.

In Step S402, the usage inforx_nation (content key KcoA and UCS A)
of content A is checked for falsification. Specifically, the data check
module 75 of the receiver 51 computes a hash value by applying é hash
function to the data in the block BP (block BP-1, in this example) that .
contains the usage information of cohtent A and that is located in the
usage information storage 63A of the external storage 63, and checks
if it maf:ches the verification value HP (HP-1, in this example) that
is stored in the memory module 73 and that corresponds to the given
block BP. If they match, the usage information is judged to be free
of falsification and the repurchasing process goes to Step S403, where
SAM 62 of the receiver 51 takes UCS A out of the usage information storage.
63A of the external storage 63.

Next, in Step S404, SAM 62 prepares UCS and accounting information.

Specifically, the display controller 67 displays details of UCP A, PT
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of the receiver will be collectively referred to as operati onal

restriction information if there is no need to address them individually.
"Signature to Conditions" stores the signature of the EMD service <center 1
to the information stored in "SAMID,” "User ID " "Purchasing,"
"Accounting," "Equipnment Billed," "Mster Equipnent," and "Status Flag."
"Signature to Registration List" stores the signature to the entire data
specified in the registration |ist. (5-2) Receiver 201 Fi gure
27 shows an exanple configuration of the receiver 201. The conponents from
t he commapijgatimons-l egld 2ids 120 diitie cidpdy ein 28 8(nof $iewn pceifhemn,20from
have functions simlar to those of the communications block 61 to the

i nput comteothet o' Type et eUsayeTetdhls! folrelCS Adies aidtetloddsioni {xd-dhime
is omtted where possible. However, the nenory nodule 223 of the receiver
201 st or geprefdicticm | Nflgpwiidon @8érsHchearns the price (Price 15 of PT A-1)

- 52 -

and the like as well as the fact that the user can use the content
according to "Type 15" of "Usage Details 15" of UCPA. In this example,
the user F selects "Usage Details 15" of UCP A and PT A-1 by manipulati'ng
the opefator panel (not shown) of the receiver 51. The input controller
68 receives the signals (ID of "Usage Detaiis 15" of UCP A and ID of
PT:A—l) that correspond to the user operation, from the operator p:;lnel
and outputs them to SAM 62.' 'Then, the accounting module 72 of SAM 62
prepares UCS B and accounting information B with "Usage Details"
containing the information specified for "Use Type 15" of UCP A, based
on the ID of "Usage Details 1" of UCP A and ID of PT A-1 received from
the input controller 68, as shown in figurés 44 and 45.

Next, in Step S405, SAM 62 of the receivér 51 stores the accounting
information B prepared in Step S404 in the Iﬁemory module 73, and in
Step S406 stores the UCS B prepared in Step S404 in the usage information
storage 63A of the external storage 63 replacing UCS A with it..

In Step S407, the data check module 75 of the receiver 51 computes -
a hash value by applying_a hash function to the data in the block BP
where UCS B was stored in Step S406 and which is located in the usage
information storage 63A .of the ext_ernal storage 63. In Step S408, the
data check module 75 writes-the hash value over the verification value - -
HP that is stored in the memory module 73 and that corresponds to the

given block BP. This ends the repurchasing process.
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as the one shown in Figure 28.- The reference information 201 contains the

i nformation specified for the itens corresponding to the SAM 212 IDin the
systemregi stration informati on managed by the user managenent section 18
of the EMD service center 1. Thus, the reference information 201 contains
the ID of SAM 212, equi pnment nunber (100) of receiver 201, settlenent ID

of user F, account-settling user information of user F (general

i nformati on (the name, address, phone nunber, settlenment institution
information, date of birth, age, and sex), ID, and password of user F),
subor di nat e uger itnfiey ticamiofedisier SAdme3rial thaif orormt eon A/ tBEP nATePT A-
addr ess, phone nunber, date of birth, and sex), ID, and password of user
A), and use gl PT BrPohawei baenffaheifiediaeri 20t is" Geéegmiben ih Stepe$d 02
to 'Formal Registration.' HDD 202 stores information simlar to that
stored i rtH4D t9ile’ cadterith ke W&o phidofCShar batrei beeni fakdifiedst thesprdeess
registratton list of the receiver 201 as shown in Figure 29. The SAM

i nf ormat il temimatedf the registration |list stores the SAM 212 ID of the
receiver 201, the validity period of the registration list, version nunber
of the registhicdtliawind dthe abardires deseuifpmbeovancthedr¢epiveri 81t wo
in total, including the receiver 201 itself and the receiver 51 connected
to it). MRPUNchasestilom sighes tpecusegrenrkeRtdnPeonditions of the

receivers 51 and 201 shown in the registration |ist of the receiver
The amount posted based on the accounting information B prepared

in Step S403 is settled through the account settiement process described
with reference to the fiow chart in Fig\ire 42, That is, in this example,
the user.can purchase content A at a_lower price (1,980 yen) than when
purchasing it newly (2,000 yen).

(6-7) Repurchasing of rights (receiver 301)

Now the processing procedures for repurchasing the riéhts to use
the content dﬁ the receiver 301 will be described ﬁith reference to
the flow chart in Figure 46, taking the case in which the receiver 51
that has the rights to use content A according to the use type of |
'Purchase and Reproduce' as described with reference to the flow chart
in Figure 43 further purchases fhe rights to use content A on the receiver
301 aécording to the use type of 'Purchase and Reproduce.’

In Sfep S421, SAM 62 of the receiver 51 (equipment supplying the
content) and SAM 311 of the receiver 301 (equipment receiving the
content) checks whether repurchasing is possiblé, referring to the
registration .conditions in the respective régistration lists they
possess. Specifically, the SAM of the master equipment supplying the

content (SAM 62 of the receiver 51, in this example) checks to see if
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51 in Figure 26. (5-3) Receiver 301 Fi gure 30 shows an exanpl e
configuration of the receiver 301. The conponents from SAM 311 to the
comuni cations bl ock 314 of the receiver . '
- 93 - _ 301 have basically the sane functions as SAM 212 to the
communi cations block 215 of the receiver 201. However, the receiver 301
does not have any function that corresponds to the communications bl ock
211, interface 216, display controller 217, and input controller 218 of
the receiver 201 because it is portable equipment. - Figure 31 shows
the ref eqercewhnfeogiattanidAll séoroehtainheheereyystratiba 888dbdtiohe of the
receiver 301. The reference infornmation 301 contains ‘the information
speci fi eglhae Ehmipmet cecedshiondithe contentSARARM B11 D theheeysitvan 301,
regi stration informati onmanagedby the user managenent '
in this example) and if "Master Equipment” in the registration
conditions is set to its own SAM ID. The slave equipment checks to
see if the desired equipment that will provide the content is specified
as "Master Equipment" in its own registration conditions in its own
registration list.

In this example, the registration list of the receiver 301 is
specified in the registration list of the receiver 51, and the ID of
SAM 62 is specified as "Master Equipment"” in the regi'stration conditions
of the receiver 301 in the registration lists of both receiver 51 and
receiver 301. Thus, it is confirmed that repurchasing is possible and
repurchasing process goes to'Step S422,

In Step 5422, mutual authentication is performed between the
receiver 51 and receiver 301. This mutual authentication is similar
to that described with reference to Figure 37 and thus description
thereof is omitted. As a result of the mutual authentication, the
receiver 51 and receiver 301 share temporary keys Ktemp.

In Step S423, the receiver 51 checks the content A, UCP A, PT A-1,
and PT A-2 stored on the HDD 52 for falsification. Specifically, the
encryption/decryption module 74 of the receiver 51 decrypts the
signature stored together with content A,.UCP A, PT A-1, and PT A-2
on the HDD.52 in Step S246 of Figure 40, by using the cryptographic

public key, and compares the resulting hash value with the haéh value

of content A, UCP A, PT A-1, and PT A-2 taken together. If they are
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section 18 of the EVD service center 1. Thus, the reference information

301 contains the ID of SAM 311, equi pnent nunber (25) of SAM 311,

settlenment I D of user F, account-settling user information of user F
(general information (the nanme, address, phone nunber, settl enent
institution information, date of birth, age, and sex), ID, and password of
user F), subordinate user information of user A (general information (the
nane, address, phone nunber, date of birth, and sex), ID, and password of
user A), and use point information of the receiver 301. "Charge Limt"

cont ai ns piweverper bei didéntbeal prited Idatraedissiedgdd eobepifree 0fFahal fication
Regi stration') because the receiver 301 has been registered formally.

The regi dndttilem testrciasimg rprecoss §6dsshowbtep Fégdre 32 is stored in
the menory nodul e 323. The SAMinformati on section of the registration

list stores (iIm $hep'S3aM,l Dhefrardal)varhbl IAdKs thD wfagdénfogueition 0dntent
that possesses this registration list, validity period of the registration
list (in ke Koehiand yiRrBbdoffcentgnt vArEppnfalsification.

- 54 - : : '

Specifically, the data check module 75 of the receiver 51 computes
a hash value by applying a hash function to the data in the block BP
(block BP—l, in this example) that contains the usage information of
content A and that is located in the usage information storage 63A of
the external storage 63, and checks if it matches the verification value
HP (HP-1, in this example) that is stored in the memory module 73 and
that corresponds to the given block BP. If they match, the usage
information is judged to be free of falsification and the rgpurchasing
process goes to Step S425.

In Step S425, the receiver 51 prepares UCS and accounting
information. Specifically, the display controller 67 displays details
of UCP A, PT A-1, PT A-2, and UCS B on the display unit (not shown).
Then, from the fact that "Type" of "Usage Details™ for UCS B is set
to iType 13 - Type 11' (the user currently has the rights to "Purchase
and Reproduce' content A), user F (or user A) learns the price (Price
16 of PT A-1) and the like as well as the faét that the user can use
the content according to "Type 16" of "Usage Details 16" of UCP A. 1In
this 'exampl_e, the user selects "Usage Details 16" of UCP A and PT A-1
by manipulating the operator panel (not shown). The input controller

68 receives the signalls (ID of "Usage Details 16" of UCP A and ID of

PT A-1) that correspond to the user F operation, from the operator panel
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nunber of the registration list (in the "Version Nunber"” field), and

nunber of equi pnent connected (including this equipnent) (in the "Nunber
of Equi pnent Connected"” field), which is two in total, in this exanple,

i ncluding the receiver 301 itself and the receiver 51 connected to it. The
i st section stores the registration conditions of the receiver 301 shown
in the registration list of the receiver 51 in Figure 26. However, the
"Signature to Conditions" and "Signature to Registration List" colums

have been del eted. They were deleted after the signature to the

regi st r atdreh cuitpluteasheantor sEM. 67hi Tisay,ethes hecayga tipac aodoleh@2neffiosaM 62
nodul e 323. In this exanple, one signhature requires 40 bytes. (6)

Pur chasi nreputrad itds at iaand dcommiteirig informohi dheC pwbtlesSUsggenDehai EVD
systemw || be described with reference to the flow chart in Figure 33.
Here it icorassimiedy tthat infermafipur shaséfiaddfos dWsage dettad ha d ad"hef UCP A,
recei ver 51. (6-1) Transm ssion of delivery keys from EMD service '
center tdasmhbentheriviodeFUsage DétaiSted é810f §CR AdehidvEDR ok FsAKH rzgeeived
supplied to the content provider 2 by the EMD service center 1. Details of
thi s prodasa ithe sinpout igontmwo¥lewy ¢haras oshewgyuie Biigures Stépasd148t he

mut ual '

Next, in Step S426, the content A, UCP A, PT A-1, and PT A-2 stored
on the HDD 52; the content key KcoA proved to be free of falsification
in Step S423; the UCS B prepared in Step S425; and a signature (signature
to the UCS B and content key KcoA) are sent to the receiver 301. The
UCS B, content key KcoA, and signature are encrypted with a temporary
key Ktemp and sent to the receiver 301 by SAM 62 through the
communications block 65. After having been sent to the receiver 301,
UCS B is deleted to prevent propagation of rights.

As described above, the feceiver 301, which is slave equipment
receiving content from other equipment, does not have a display unit
for displaying the contents of UCP, PT, and UCS to the user or an operatdr
panel for alloWing the user to select usage details and the like.
Therefore, it cannot prepare UCS or accounting information by itself.
In such cases, UCS and accounting information are prepared in Step S425
by the receiver 51, which supplies content. Also, since the receiver
301 cannot run accounting processes as described above, the accounting
information is held by the receiver 51 instead of being sent to the
receiver 301, and processed later by the receiver 51.

Next, in Step S427,'SAM 311 of the receiver 301 receives the data

sent by the receiver 51 in Step S426. The UCS B, content key KcCoOA,
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aut henti cation section 17 of the EMD service center 1 perforns nutual
aut hentication with the nutual authentication section 39 of the content
provider 2. Wen the authenticity of the content provider 2 is verified,
the content provider nmanagenent section 12 of the EMD service center 1
sends the delivery keys Kd supplied by the key server 14, to the content
- 55 - provider 2. Details of nmutual authentication wll be
described later wth reference to Figures 35 to 37. In Step S32, the
encryption section 36 of the content provider 2 receives the delivery keys
Kd sent farodngigndiirsesiveéegptedtweiti, thantemporasyt ke Khefipepn833ent are
When the encryption section 36 of the content provider 2 stores the
del i very desyrsygdckd tunetiprideessemapoSiep B4¢ Ktamphes and Step S12 in Figure
33 begins. Before explaining the process of Step S12, the .
' In Step S428, the encryption/decryption module 324 of the receiver
301 checks the UCS B and content key KcoA for falsification by verifying
the signature attached to the UCS B and content key KcoA received in
Step S427. This process of signature verification is similar to the
process of Step $83 in Figure 37 and thus description thereof is omitted.

If it is determined in Step S428 that UCS B and content key KcoA
have not been falsified, the repurchasing process goes to Step 5429,
where SAM 311 of the receiver 301 stores the content A, UCP A, PT A-1,
and PT A-2 received in Step S427, in memory module 323.

In Step S430, the data checkmodule 325 of the receiver 301 searches
the usage information storage 312A of the external storage 312 for the
block BP that contains the content key KcoA. Then, in Step S431, it
computes a hash value by applying a hash function to the data in the -
block BP detected in Step S430 in the usage information storage 312A
of the external storage 312, and checks if the hash value matches the
verification value HP that is stored in the memory module 323 and that
corresponds to the given block BP. If they are proved to be identical,
i.e., the block BP data detected in Step 5430 is free of falsification,
the data check module 325 goes to Step S432 and stores in matching pairs
the UCS B and content key KcoA (received in Step S427) in the block
BP.

In Step S433, the data check module 325 of the receiver 301 computes

a hash value by applying a hash function to the data in the block BP
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nmut ual aut hentication (process of checking for spoofing) in Step S31 of
Figure 34 will be described, taking the case in which one common key is
used (Figure 35), the case in which two conmon keys are used (Figure 36),
and the case in which a public key is used (Figure 37). Figure 35 is
a flow chart which describes the use of one cormbn key in common-key DES
crypt ography for the operation of nutual authentication between the nutual'
authentication section 39 of the content provider 2 and mutual
aut hentication section 17 of the EMD service center 1. In Step S41, the
mut ual authebt staredntbectiCdHnB38ndotohbentokegnKcpRovhdsted geBer ahdsthat is
64-bit random nunber R1 (it may also be generated by the random number
gener at orlseztednidihe usageepniSéBatibe stonabeait2knif dild erteenkilostdgage
of the content provider 2 DES-encrypts the random nunber Rl with a - _
pr est or ed3Bonmand kel ks (the hiashavedupossebl ehe oremidl ¢dtei @noraipte MP that is
section 36 performthe encryption). In Step S43, the nutual autheqtlcatlon
secti on 3%9te¥edHa themererpmndules 323sendshaie conreppoadsr hadure guveer bRock
to the mutual authentication section 17 of the EMD service center 1.
- 56 - BP. This ends the repurchasing process.
If it is determined in Step 5428 that the data from the receiver
51 has been falsified, the repurchasing process goes to Step S434, where
SAM 311 of the receiver 301 notifies the receiver 51 of the falsification
_ and takes other necessary measures. Then the repurchasing process
returns to Step S424. That is, the content A, UCP A, PT A-1, PT A-2,
UCS B, content key KcoA, and signature are sent again to the receiver
301. In this example, this transmission from the receiver 51 is retried
onlya;uesetnumberoftimes.~Whenthatnumberisexceeded,theprbcess
is terminated.
If it is determined in Step S421 that repufchasing'is impossible,
if it is determined in Step S423 that content A, UCP A, PT A-1, and
PT A-2 have been falsified, if it is determined in Step S424 that the
content key KcoA and UCS B have been falsified, or if it is determined
in Step S431 that the detected block BP has been falsified, the process
is terminated.
(6-8) Repurchasing of rights (receiver 201)
Now the processing procedures for repurchasing the rights to use
the content on the reéceiver 201 will be described with reference to

the flow chart in Figure 49, taking the case in which the receiver 51

that has the rights to use content A according td the use type of
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" In Step S44, the nutual authentication section 17 of the EMD service

center 1 decrypts the received random nunber R1 with.-a prestored conmon

key Kc. In Step $S45, the nutual authentication section 17 of the EMD

service center 1 generates a 32-bit random nunber R2. In Step S46, the

mut ual aut hentication section 17 of the EMD service center 1 replaces the

| ow-order 32 bits of the decrypted 64-bit random nunber R1 with the random

nunber R2 to generate a concatenation Rl[err]R2, where Rlerr] is the high

order n bits of R and Alerr]B is a concatenation of A and B (the

| ow- or der' pPutitiss ®@fand Regrodhce ' Badrde scnnidadde mdttédr & 6e pendacieo tha liilbw) chart

In Step S47, the nutual authentication section 17 of the EMD service

center 1 iDEBigneeyd SuRtherrdiRXrhadds the igghtontkeysacontan Sifepn 4% redeiver

mut ual aut hentication section 17 of the EMD service center 1 sends the

encrypt e Rl[aredRRing thethomeattyevofletP@rchase ahd Beppo8dee.the

mut ual aut hentication section 39 of the content provider 2 decrypts the

recei ved R1[ edr] 8Repi3451 heADARONE Kine Kecelimest &b angb0AMt k2 mift the receiver

aut hentication section 39 of the content provider 2 checks the high-order

32 bits &0} hehs yhethed [eepiRchaginasisthesshbga, ordéerg2ngi te Rihperr]

of the random nunber Rl generated in Step S41, . and if they match, it

certifi esradiftratel Everdiftieng el ckhe respective registration lists they
possess. The specific process is similar to the process of Step S421
in Figure 46 and thus description thereof is omitted. In this example,
it is assumed that repurchasing is possible and the repurchasing process
goes to Step S452.

In Step S452, mutual authentication is performed between the
receiver 51 and receiver 201. This mutual authentication is similar
to that described with reference to Figure 37 and thus description
thereof is omitted. As a result of the mutual authentication, the
receiver 51 and receiver 201 share temporary keys Ktemp.

In Step 5453, the usage information (content key KcoA and UCS B)
ofcontent}kischeckedforfalsification. Specifically, the data check
module 75 of the receiver 51 computes a hash value by applying a hash
function to the data in the block BP (blockIBP—l, in this example} that
contains the'usage information of content A and that is located in the
usage information storage 63A of the external storage 63, and checks.
if it matches the verification value HP (HP-1, in this example) that
is stored in the memory modulé 73 and that corresponds to the given
block BP. If they match, the usage information is judged to be free

of falsification and the repurchasing process goes to Stép S454.



legitimate. |If the generated Rl[err] and recei ved Ri[err] do not match, the

process is termnated. If they match, the nutual authentication section 39

of the content provider 2 generates a 32-bit random number R3 in Step S51.

In Step S52, the nutual authentication section 39 of the content provider

2 produces a concatenation R2[err] R3 by placing the random nunber R2,

which is the |loworder 32 bits taken out of the received o

- 57 - and decrypted Rl[err]R2, in the high-order position and

placing the generated random number R3 in the | ow order position. In Step

S53, the nut dExtautirerBtiemts 4 sethé orodBent AheUCPrALNPTpReYj dBT 'B-2, and

DES-encrypts R2[err]R3 with the common key Kc. In Step S54, the mutual

aut hent i caigateeet (st wfe thethe moariterdr Ay | GER A2 RBidY,t hadePE By{)edtored

concatenation R2[err]R3 to the mutual authentication section 17 of the EMD

servi ce canptidre HDD 52 of the receiver 201 in Step S246 of Figure 40; and the
UCS B, content key KcoA, and signature (signature to the UCS B and content
key KcéA) proved to be free of falsification in Step S453 are sent to
the receiver 201.  The UCS B, content key KcoA, and signature are
encrypted with a temporary key Ktemp and sent to the receiver 201 by
SAM 62 through the communications block 65 by SAM 62.

Next, in Step S455, SAM 212 of the receiver 201 receives the data
sent by the receiver 51 in Step S454. The UCS B, content key KcoA,
and signature encrypted with the temporary key Ktemp and sent are
decrypted with the temporary key Ktemp.

In Step S456, the encryption/decryption module 224 of the receiver
201 checks the UCS B and content key KcoA for falsification by verifying
the signature attached to the UCS B and content key KcoA received in
Step S455. If they are judged to be free of falsification, the
repurchasing process goes to Step S457. This process of signature
verification is similar to the process of Step S83 in Figure 37 and
thus description thereof is omitted.

In Step S457, the encryption/decryption module 224 of the receiver
201 checks the content A, UCP A, PT A-1, and PT A-2 received in Step
S455 for falsification. Specifically, the encryption/decryption
module 224 of the receiver 201 decrypts the signature (signature tb

content A, UCP A, PT A-1, and PT A-2) received in Step S455, by using

the cryptographic public key, and compares the resulting hash value
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In Step S55, the nutual authentication section 17 of the EMD service

center 1 decrypts the received concatenation R2[err]R3 with the common key
Kc. In Step S56, the nutual authentication section 17 of the EMD service
center 1 checks the high-order 32 bits of the decrypted concatenation

R2[ err] R3 agai nst the random nunber R2. If they match, it certifies that

the content provider 2 is legitinmate. If they do not, it termnates the
process, determ ning that the content provider 2 is illegitinate.

Figure 36 is a flow chart which describes the use of two common keys Kcl
and Kc2 iwniclotrimerhksty vBESecs § poateantty, UaP A heTdpdr,aahdPTohA-2 matkeal together.
aut henti cati on between the nutual authentication section 39 of the content
provi der Pf arideyndrmlprondbrita dat iiaterddatalgn the dfatiahe sEfDdgeer tbcbecfnterof
1. In Step S61, the nutual authentication section 39 of the content

provi der Rabehficaetom &Sddbther medonchasirg RtockasSgeps £625tepe SdbBual

aut hentication section 39 of the content provider 2 DES-encrypts the
random nunber IRL Stigrh Sdt 38,e SPd €d 2c ofnbhekepckd Yer| A01Ssepre8683theheonbentl A,
aut henti cati on section 39 of the content provider 2 sends the encrypted
random nu¥RrARIPT Athe &MD BEBrAt2ereepivedlin Step S455 in the HDD 202 with
- .58

its own signature attached.

In Step $459, the data check module 225 of the receiver 201 searches
the usage information storage 213A of the external storage 213 for the
block BP that contains the content key KcoA. Then, in Step S460, it
computes a hash value by"applying a hash function to the data in the
block BP detected in Step S459 in the usage information storage 213A
of the external storage'213, and checks if the hash value matches the
verification value HP that is stored in the membry'module 223 and that
corresponds to the given block BP. If they are proved to be identical,
i.e., the block BP data detected in Step S459 is free of falsification,
the data check module 225 goeslto Step S461.

In Step S461, SAM 212 of the receiver 201 prepares UCS and
accounting information. Specifically, the display controller 217
displays details of UCP A, PT A-1, PT A-2, and UCS B on the display.
unit (not shown). Then, from the fact that "Type" of "Usage Details"
for UCS B is set to '"Type 13 — Type 11' (the user currently has the
rights to "Purchase and Reproduc_:e' content A), user F (or user A) learns -
the price (Price 16 of PT A-1) and the like as well as the_fact that
the user can use the content according to "Type 16" of "Usage Details

16" of UCP A. In this example, the user F selects "Usage Details 16"
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In Step S64, the nutual authentication section 17 of the EMD service

center 1 decrypts the received random nunber RL with a prestored comon

key Kcl. In Step S65, the nutual authentication section 17 of the EMD
service center 1 encrypts the random nunber R1 with a prestored common key
Kc2. In Step S66, the nmutual authentication section 17 of the EMD service
center 1 generates a 64-bit random nunber R2. In Step S67, the nutual

aut henti cati on section 17 of the EVMD service center 2 encrypts the random
nunber R2 with the common key Kc2. In Step S68, the nmutual authentication
secti on 19f diCR e aBNDPJeRvilchy ceam Bpulasingd sthideomrcatypt ethnaland@d shwwkensof
Rl and R2 to the mutual authentication section 39 of the content provider

2. the Stepe B56Qr 20k. mithealinputh@ohiteatliler 246t reced9esf thiee sconhdst (ID
provi der 2 decrypts the received random nunbers Rl and R2 with a prestored
common ke9f KtUsage BeepiBdz0] 6t hefni€Rah amtdh&bt ofaPToA-1lethabtnc8®rebpbhd to
content provider 2 checks the decrypted random nunber Rl against the
random nubperusar geewdesedd.om Srop Ebe ¢paratandoanelrdred owRpuisf dihem to SAM
encryption). - If they match, it certifies that the EMD service center 1 is
| egi ti mat 1241 Ty dha@coantiing tmodihe rR22s0f heAMrdt2serepares UCS D and

accounting information D wlth "Usage Details"™ containing the
information speeified for ﬁUsage Details 16" of UCP A, based on the
ID of "Usage Details 16" of UCP A and ID of PT A-1 received from the
Ainput controller 218, as shown in figures 50 and 51.- After UCS.D is -
prepered, the UCS B supplied by the receiver 51 is deleted to prevent
propagation of rights.

Next, in Step S462, SAM 212 of the receiver 201 stores the
accountiﬁg information D prepared in Step S461 in the memory module
223. | |

‘Since the receiver 201 has its own.display'unit and.operator'panel
asdescribedabove,itpreparesUCSandaccountinginformatianbyitself.
Also, since the receiver 201 ean run accouﬁting processes, it holds
the accounting information prepared, and processes it at a
predetermined time.

In Step S463, SAM 21 of the receiver 201 stores in.matching:pairs
the UCS D and content key KcoA prepared in Step S461, in the block BP

- detected in Step S459, in the usage information storage 213A of the
external storage 213. _

In Step S464, the data checkmodule 225 of the receiver 201 computes |

a hash value by applying a hash function to the data in the block BP
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determning that the EMD service center 1 is illegitimate. In Step S71,
the nmutual authentication section 39 of the content provider 2 encrypts

t he decrypted random nunber R2 with the common key Kcl. In Step S72, the
mut ual aut hentication section 39 of the content provider 2 sends the
encrypted random nunber R2-to the EMD service center 1. In Step S73,
the nmutual authentication section 17 of the ENMD service center 1 decrypts

t he recei ved random nunber R2 with the conmmon key _ _ _
- 59 - Kcl. In Step S74, the nutual authentication section 17

of the EMbhatestpredctheeVUCSE DhenHdscoheedéckypt BdoRandogtepnBd63RaAndgahast is

the random nunber R2 generated in Step S66 (the random nunber R2 before

encrypti ohpcated imdherstselge infoempitfiomssthatgeh2l 8B Brithepeatiedeal? siorage

“legitimte. |If they do not, it term nates the process, -determ ning that

t he cont eAl3, prvivilertes ithe hlasyi vedueeover the verification value HP that is
stored in the memory module 223 and that corresponds to the given block
BP. This. ends the repurchasing process.

If it is determined in Step S456 that the data from the receiver
51 has been falsified, the repurchasing process goes to Step S465, where
SAM 212 of the receiver 201 notifies the receiver 51 of the falsification
and takes other necessary measures. Then the repurchasing process
returns to Step S454. That is, the content A, UCP A, PT A-1, PT A-2,
UCS B, content key KcoA, -and signature are sent again to the receiver
201. In this example, this trarismission from the receiver 51 is retried
only a preset number of times. .When that number is exceeded, the process
is terminated.
| If it is 'de_termined in Step S451 that repurchasing is impossible,
if it is detérmined in Step S453 that the UCS B and conteﬁt key KcoA
have been falsified, if it is determined in Step S457 thatl content A,
UCP A, PT A-1, and PT BA-2 have been falsified, or if it is determined
in Step S460 that the detected block BP has been falsified, .the process
is terminated. | |
Although as an illustration; a case has been cited above where

the receivér 201 receives content from the receiver 51 (Step S454),

it is also possible to make the receiver 201 to receive content otherwise

(e.g., directly from the EMD service center 1).
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Figure 37 is a flow chart which describes the use of a 160-bits |ength

el liptic curve in public-key cryptography for the operation of nutual

aut henti cati on between the nmutual authentication section 39 of the content

provider 2 and nutual authentication section 17 of the EMD service center

1. In Step S81, the nutual authentication section 39 "of the content

provider 2 generates a 64-bit random nunber RlL. In Step S82, the nutual

aut hentication section 39 of the content provider 2 sends the random

nunber RL as well as an authentication certificate (acquired in advance

fromthe certhfisoat Hescagpttyghschatraibeay divemwboyukhiseskéy Wpipht the hesexr

mut ual aut hentication section 17 of the EMD service center 1. I n

- St ep S83,thate has udle atitdrard itwatisn cactémn ddcofdime BV servseetypenvér 1

decrypts the signature of the received authentication certificate

(encr ypt ed.imitteds Taer ®Repreydddardf pureheeras ftheatriightsafencihevnsé tywe of

secret key Ksca of the certification agency acquired in advance and takes

out the Hasirochalsecantl Regpuidice kendkpapesfin whichdthensepr ovatddas2thad ights
name of the content provider 2. It also takes out the public key Kpcp and
name of tHee usententepitoricderdingomvathedusastypai of t Bur¢haséeand Reproduce’

“authentication certificate. If the authentication .

- 60 - purchases the rights for the use type of 'Purchase and Reproduce' again
for other equipment. However, combinations of other use types can also
be used.

Also, in the above description, when "Usage Details" of UCP (e.g.,
Usage Details 15 or Usage Details 16) indicating the rights for
repurchase was selected, "ID" of "Usage Details" of UCP was set to the
ID of "Usage Details 15" or ID of PUsagé Details 16." However, it is
also possible to set it to the ID of "Usage Details 11."

Also, although the public key Kpu and authentication certificate
of SAM was stored in SAM (a memory module), they can be stored on an
HDD.

Besides, although the content in the above description was music
data, it can also be moving'picture data, still image data, text data,
or program data. Then in using a different type of content, a
compression method suitable for the content type can be selected: for
example, MPEG (Moving Picture Experts Group) can be used if the content
is image data. The type of watermark suitable for the content can also
be selected.

As to common-key cryptography, DES which is a block cipher was

used. However, FEAi,proposed.by"NTT (trademark), IDEA (International
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certificate is a legitimate one issued by the certification agency, it can
be decrypted and the resulting hash value of the public key Kpcp and the
name of the content provider 2 should match the hash value obtained by the
application of a hash function to the public key Kpcp of the content
provider 2 and the name of the content provider 2 contained as plain text
in the authentication certificate. This proves that the public key Kpcp is
the legitimte one that has not been falsified. If the signature cannot be
decrypted, or even if it can be, if the hash values do not match, the

publ i c keDaba Enawypleron Alddeigitn)vate. al strehat ciplser theet mroosgsts @ bit or

t erm nat ed. If the authentication is successful, the nutual .

aut hent i ca¢venal seitts onf 1dabé aheaEwtmeecahcbecempéoyédgasewaﬂés a 64-bit

random nunber R2 in Step S84. In Step S85, the nutual authentication

section 17 of AYtHoUEND csamprekaietryptoggephivaves asedivatearatyipin cBRblent] &8d

of the random nunbers Rl and R2. In Step S86, the nutual authentication

secti on 1gongent hkeEnKeer vheklienkey ¢ryntegpephiheanondabehat used.

Ri[err]R2 with its own secret key Ksesc. In Step S87, the nutual -

aut henti cati otz ddlg giresent specification, a system means entire equipment
consisting of two or more equipment items:

As for providing medium for use in providing users with the computer

| programs for running the processes described above, in addition to
recording media such as magnetic discs, CD-ROMs, or solid state-
memories, communications media such as network or satellites can also
be used.

Since the réceivers according to the embodiment of the present
invention described above can store the usage control policy that
contains second usage details that describe the rights that can be
purchased again based on purchased rights, second usage control status
which identifies second usage details and the pricing details
corresponding to them can be prepared.

Also, since the receivers according to the embodiment of the
present invention can receive usage control status, information can
beutilized based on the rights described by the usage details identified
by the usage control status.

Besides, since the receivers according to the embodiment of the

present invention can prepare usage control status which identifies

fii“st usage details describing purchased rights and the pricing details
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17 of the EMD service center 1 encrypts the concatenation Rl[err]R2 with

the public key Kpcp of the content. provider 2 obtained in Step S83. In

Step S88, the nutual authentication section 17 of the EVD service center 1
sends the concatenation Rl[err]R2 encrypted with the secret key Ksesc, the
concatenation Rl[err] R2 encrypted by the public key Kpcp, and

aut hentication certificate (acquired in advance fromthe certification
agency) containing its own public key Kpesc to the nutual authentication
section 39 of the content provider 2.

61 - correspondlng'ﬁ01tﬁheﬁ188ﬁ'uiégerﬁﬁu&ﬂlsauthenmsa@eIduntmﬁmIstat&% oﬁn
the content provider 2 decrypts the signature of the received :

aut henti ca¢i sentcetot otheat enfibrinat hensproeeskéngKpgaiphentie certification
agency acquired in advance, and if it is right, takes out the public key
Kpesc from t BuxiEhernonat einkds Shy oressiver 8 e coms ngs tion tBeepmBedimedt of
t hus

the present invention can prepare the second usage control status which
identifies second usage details about the rights that can be purchased
again based on the rights identified by the usage details contained
in the usage control'status received from another information
processing apparatuses as well as identifies the pricing details

corresponding to the second usage details, information can be used based

on the rights described by the second usage details.

Industrial Applicébility
The present invention can be applied to information processing
systems that encrypt and distribute information such as music dafa,‘

moving picture data, still image data, text data, or program data.
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description thereof will be omtted. In Step S90, the nutual

aut hentication section 39 of the content provider 2 decrypts the
concatenation Rl[err] R2 encrypted with the secret key Ksesc, by using the
public key Kpesc obtained in Step S89. In Step S91, the nutual

aut henti cation section 39 of the content provider 2 decrypts the ,
concatenation Rl[err]R2 encrypted with its -own public key—Kpep;- -by~us+ng__
its own secret key Kscp. In Step S92, the nutual authentication section

of the content provider 2 conpares the concatenation Rl,gﬂmumnﬁﬁ

in Step S90 and the concatenation RI1[erCLERZM8ecrypted i m” ,ﬂﬂey
match, it certifies that the EVD service center 1 is Iegltlnafe "Ifs they
do not match, it term nates the process, determ ning that the EMD service
center 1 is iIIegitinate - If the authentication is successful, the
nmut ual adthenincaniformasdon prod@ssefingheppembéns phaochdes Qog@aetadetoaother
64-bit random nunber R3 in Step S93. In Step S94, the nutual

aut hent i datfoomastsicim Eraefing r@mm’elmse@r@nddvehlehgpuechaessarights to
concatenation R2[err] R3 of the random nunbers R2 obtained in Step S90 and
t he randcirgniierarRB upmannrbtied iSifgrsosionn apgosrizerkd byteemprising:
authentication section 39 of the content provider 2 encrypts the

concat enat i on fR2[sé&r prRRa%etAoOnhBepnd| for Wpapiaxt fhisd Héagencgtlb}SOSS@tatlhs

Step S96, the nutual authentication
'which identifies first usage details. descrlblng purchased rlghts and

the pricing details corresponding to said first usage details;

storage means for storing said encrypted information, said first
usage control status, a usage control policy that contains a second
use type that describes the rights that can be purchased again based

- on the'details of said purchased rights,-price,tags that contain the

pricing details cprresponding to said second usage details, and the
key needed to decrypt said encryptéd information;

second preparation means for preparing second usage control status
that identifies said second usage details and said pricing details
corresponding to said secbnd usage.details, based on said usage control
policy and said price tags, when rights are purchased -again through
said other information processing apparatuses; and

sendingmeansforsendingsaidsecondusagecontrolstatusprepared
by said second preparation means as well as said encrypted.information
and said key stored on said storagé means to said other information

processing apparatuses.
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section 39 of the content provider 2 sends the encrypted concatenation
R2[err]R3 to the mutual authentication section 17 of the EMD service center
1. In Step S97, the nutual authentlcatlon sectioni7—of the EMD
service center 1 decrypts the encrypted c err]R3 with its
own secret Kkey Ksesc. In Step S98, the nu ygﬂ mﬂ_ﬂl{ n section 17 of
the EMD service center 1 checks the decryptede R2 agai nst the
random nunber R2 generated in Step S84 (the random nunber R2 bef ore

encryption). If they match, it certifies that the content provider 2 is
| egi ti mat2. | fThéein flormot ion tptetds nbhgSapbharataseascodairgntoi sfaimhayl
the content provider 2 is illegitimate. As descri bed above, the

nmut ual authenéctetisedsecfuohhé? aufmpriiesirfgVbi set \d@xxecwdeiiremeananibt BRecuting
mut ual authentication section 39 of the content provider 2 perform nutual
aut hent i capirocesEheo ndnddmensab? i formad ibar, haeedonusd ideehentiwsgononteol
tenporary keys Ktenp valid only for the processes subsequent to the glven
nmut ual authabuscareépared by sa1d second preparation means.

3. The information processing apparatus aécording to claim 1,
characterized by further comprising:

third preparation means for preparing accounting info:.;mation that
corresponds to said first usage control status and second usage control
status; and |

| second execution ineans for executing an account settlement process
to éettle the amounts posted based on said accounting information

prepared by said third preparation means.

4, An information processing.method for.an information brocessing
apparatus which is connected to other information processing
apparatuses and which purchases rights to decrypt and use encrypted
information, characterized by comprising:

a firét preparation step of preparing first usage control status
which identifies first usage details describing purchased rights and
the pricing details corresponding to said first usage details;

a storage step of storing said encrypted information, said first
usage control status, a usage.control policy that contains a second
use type that describes the rights that can be purchased again based

on said purchased rights, price tags that contain the pricing details
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(6-2) Transm ssion of content fromcontent provider to service provider
Now t he process of Step S12 in Figure 33 will be described. In Step S12,
the content provider secure container is supplied fromthe content

provider 2 to the service provider 3. Details of the process is shown in
the flow chart of Figure 38. In ET Eﬁﬁﬂ mumilermarki ng section 32
(Figure 9) of the content provider mm Illu A from the content
server 31, inserts a predetermni ned Wat®errar® tHfat*

- 63 - represents the content provider 2, and supplies content
A t0 the coraE¥RI iy BeshidnséSond usagel detSiths SA0F, thdkegargerdsstomdecrypt

section 33 of the content provider 2 conpresses the waternmarked content A
by a predatier mnwed/ptrichddfuradation; '

a second preparation step of preparing second uségs control status
that identifies said second usage details and said pricing details
corresponding to said second usage details, based on said usage cohtrol
policy and said price tags, when rights are purchased again‘thrbugh
said other information processing apparatuses} and

asendingstep<xfsendingsaidsecondusagecontrolstatusprepared
by said second preparation step as well as said encrypted'information
and said key stored by said storage step to said sther information

processing apparatuses.

5. | A providing medium, which provides a computer-readable program
for executing a process to an information processing apparatus which
is connected to other information processing apparatuses and which
purchases rights to decrypt and use encrypted information,
characterized in that the process comprises: |

a first preparation step of preparing first usage control status
which identifies first usage details describing purchased rights and
the pricing details corresponding to said first usage details;

a storage step of storing said encrypted information, ssid first
usage control status, a usage control policy that contains a second

use type that describes the rights that can be purchased again based

on the details of said purchased rights, price tags that contain the
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as ATRAC2 and supplies it to the encryption section 34. In Step '8203, t he

random nunber generator s Lon 35 generates a random nunber for wuse as a
content key KcoA and suppffttQTT‘TB—Tﬁé“éntryption section 34. In
Step S204, the encryptionlﬂummm content provider 2 encrypts

t he wat er marked and conpr Y m#mf a predeterm ned nethod such as
‘DES by using the random number (tontert key KcoA) generatedbythe random
nunber generator section 35. TheninStep S205, the encryption section 36
encrypts the content key KcoA by a predeterm ned nethod such as DES by

usi ng t heprlistimverdetkeelyl Keatpgepatdity tdhesdMD serond ensage edetlails, andnthe
Step S206, the secure container preparation section 38 of the content

provi der Reyxomedad o hdesdryet usaiy ¢hergpbédcabfommatianhash function to
the content A (encrypted with the content key KcoA), content key KcoA
(encrypt ed wi ehsehendairepmnatdon Kiep ahdrepRrriAngpsecondarmageicoatgdol status
encrypts the hash value with its own secret key Ksesc, to generates the

si gnat ur eelsHovwrdent ifige esa3d second |gsmyepdshaylst ardsesideptbainpndetails
preparation section 38 of the content provider 2 prepares the content

provi der FuHRIPFVHRY fersaid mndwusagar@eu@u&m%me@oﬂnaﬁw vsagengontrol

(encrypted with the content . ) _ :
policy and said price tags, when rights are purchased again through

said other information processing apparatuses; anq

a sending step of sending said second usage control status prepared
by said'second preparation step as well as said encrypted information
and said key stored bylsaid storage step to said other information

processing apparatuses.

6. An information processing apparatus, which is connected to other
information processing apparatuses énd which purchases rights to
decrypt and use encrypted.information, characterized by comprising:

receiving means for receiving, from said other information
processing apparatuses, said encrypted information, the key needed to
decrypt said.encrypted.information, and the usage control status which
identifies said usage details deécribing said rights.as well as the
pricing details corresponding to said usage details; and

execution means for executing the processes needed to use said
information bésed on said rights described by said usage details

identified by said usage control status.
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- 64 - key KcoA), the content key KcoA (encrypted with the
delivery key Kd), UCP A, and the signature generated in Step S206.

I n-Step S208,—the rmutual—authentt cati on section 39 of the content provider
2 perfornms nutual authentication with the nutual authentication section 45

of the servi cjmum,wuuﬂmnnm process of this. nutual authentication is
simlar to thdts 4 [ ' reference to Figures 35 to 37 and thus
description theredf i's Bnitted. In Step S209, the secure container
~preparation section 38 of the content provider 2 sends the content
provi der Becuha derfioximadriq eparcesd indSmeithdsl Ko i hien S@fvd op revd cles's Bhg
by attaching the authentication certificate issued in advance by the
certifi capmaragesiovhich is Mreredted cont ethepr infodemasbonrprooasaingr i s
supplied to the service provider 3 as described above, the process of Step
S12 fi ni spmarab st endihhich Purls S8 heigghniss to decxpd)arid anssn erseoypiodd
content fromservice provider to receiver

information, characterized by comprising:

a receiving step of receiving, from said other information
processing apparatuses, said encrypted information, the key needed to
decrypt said encrypted.information, and the usage control status which
identifies said usage details describing said rights as well as the
pricing details corresponding to said usage details; and

an execution step of executing the proeesses needed to use said
information based on said rights described by said usage details

identified by said usage control status.

8. A providing medium, which provides a computer-readable program
for executing a process to an information processing_apparatus whicn
is connected to other information processing apparatuses and which
purchases rights to decrypt and nse encrypted information,
'characterized in that the process comprises:

a receiving step of receiving, from said other information
processing apparatuses, said encrypted information, the key needed to
decrypt said encrypted information, and the usage control status which
identifies said usage details_describing said rights as well as the

pricing details corresponding to said usage details; and
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In Step S13, the service provider secure container is supplied fromthe
service provider 3 to the user hone network 5 (receiver 51). Details of
t he process i s—shown—+n—theftowchart of Figure 39. In Step S221, the
pricing section 42 of the service provider 3 checks the signature

contai ned in tUIu Hl Lﬂﬂ certificate attached to the content
provi der securE¥ fllby the content provider 2. If the

aut hentication certificate has not been falsified, the pricing section 42
takes the public key Kpcp of the content provider 2 out of the

aut henti cat i orarc exedutdare stepe ofeekbctdtingnthk phécesses needed to use said
- 65 authentication certificate is simlar to the process of

Step S83 inforfiajuien Fased dhusatescigptsodesbeibofl by saitit adage detalins
Step S222, the pricing section 42 of the service provider 3 _
identified by said usage control status.

9. An information processing apparatus, which is connected to other
information processing apparatuses and which purchases rights to
decrypt and use encrypted information, characterized by comprising:

storage means for storing said encrypted information, a usage
control policy that contains the usage details that describé
ﬁufchasable rights, price tags that contain the pricing details
corresponding to said usage details, and the key'heeded.to decrypt said
encryptéd information; |

prepafation means for preparing usage control status which
identifies said usage details and the pricing details corresponding
to said usage details, based on said usage control policy and said price
tégs stored on said storage means; and

sending means for sénding said usage control status prepared by
said.preparétion.means as well as said encrypted information and said
key stored on said storage means to said other information processing
apparatuses when the rights are'pufchased again by said other

information processing apparatuses.

10. An information processing method for an information processing

apparatus which is connected to othér ihformation processing
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decrypts the signature in the cont ent provi der secure container sent by
the content provider 2, by using the public key Kpcp of the content
provider 2. It checks—the content—provi der secure container for

falsification by de } fid the resulting hash value matches the
hash val ue obt ai ned“ﬁl‘ﬁlﬁﬂm HLon of a hash function to the content. A
(encrypted with the s ), content key KcoA (encrypted with

the delivery key Kd), and UCPA. |If the two hash values do not match

(falsification is detected) the process is termnated. In this exanple,
however , apparstassastethd hdtidhenerdimsus fulgtitfs aad idecryit tdred agsy esticrypted
provi der secure container and Step S223 is perforned next. In Step

S223, thdnficimyiatg euctdhmarattafi zdk Iseraomer psvgder 3 takes content A
(encrypted with the content key KcoA), the content key KcoA (encrypted
with the del i aesyokegeKdrepand tlitoringnatlice erfcrypted dntformatrion des Ps gk
of the content provider secure container and supplies themto the content
server 4roniiodh RHdcstidrads adming dhe usmgprdetail sethaondd2ct dkes UCP
A out of the content provider secure container and supplies it to thg
secure cHHrEhasadceFadtisoon prdoe dimgsi4hat contiairstidpe S2Ricingedptatlag
section 42 of the service provider 3 prepares PT A-1 and PT A-2 based on
t he extr §OFEESBORIANgh ot Usage: Aehnibst and dher ke orederd topdepnyat isaid

ection 44. )
S encrypted information;

a preparation step of preparing usage control status which
identifies said usage details and the pricing details corresponding
to said usage details‘, based on said usage control. policy and said price
tags stored on said storage step; and

a sending step of sending said usage control status prépared by
said preparation step as well as said encrypted information and said
key stored oﬁ said étorage step to said other information processing
apparatuses when the rights are purchased again by said other

information processing apparatuses.

11. A providing medium, which provides a computer-readable program
fdr executing a process to an information prbcessing apparatus which
is connected to other information processing apparatuses and which
purchases rights to decrypt and use encrypted information,
characferized in that the,pfocess comprises:

a storage step of storing said encrypted information, a usage
control policy that contains the usage details that describe

purchasable rights, price tags that contain the pricing details
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- 66 - In Step S225, the secure container preparation
section 44 of the service provider 3 prepares the service provider secure
cont ai ner showmn in Figure- (encrypted with the content
key KcoA), the content ke with the delivery key Kd), the
signature of the content mmf@ﬁtﬁgmﬁﬁﬁiﬁ PT A-1, PT A-2, and the
signature of the service p#o0 g UM In Step S226, the mutua

aut henti cati on section 45 of the service provider 3 perfornms mnutual

aut hentication with the nmutual authentication nodule 71 of the receiver
51. The pbeeespodldinky BomMHihisaget HebaiTa) oM itheSkaV Infedad] thadedegst idaaidi
wth reference to Figures 35 to 37 and thus description thereof is .

onmi tted. encrypted Sndflormdtdor;he secure contai ner preparation section 44 of
the service provider 3 sends the service provider secure container
prepared in &tppepazattiont Beepeodi peepatialg tsageseontamd dtatrk whimnh
attachi ng

identifies said usage details and the pricing details corresponding
to said usage details, based on said usage control policy and said price
tags stored on said storage step; and

a sending step of sending said usage control status prepa?ed by
said preparation step as well as said encrypted information and said
key storéd on said storage step to said other information processing
apparatuses when the rights are purchasgd agéin by said other

information processing apparatuses.

12. An information processing apparatus, which is connected to other
information processing apparatuses and which purchases rights to
decrypt and use encrypted information, characterized by comprising:

receiving means for receiving, from said other informatioﬁ
processing apparatuses, said encrypted information, thé key needed to
decrypt said encrypted information, and the usage control status which
identifies the first use type describing predetermined rights and the
pricing details corresponding to said first use type;

Storage means for storing a usage control policy that contains
the second usage details that describe the rights that can be purchased
again based on said rights described by said first usage details

identifiedbySaidusagecontrolstatusreceivedbysaidreceivingmeans,
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t he authentication certificate of the service provider 3. When t he
service provider secure container is supplied to the receiver 51 by the
service provider 3 as described above, the process of Step S13 fifishes———

and Step S14 in Figure 33 begins. (6-4) Recording of
receiver In Step S14, the service provider secure conmﬂll ”II!’,’
the service provider 3 is received by the receiver 51 of theu
network 5. Details of the process is shown in the flow chart of F|gure %20.*
In Step S241, the nutual authentication nodule 71 of the receiver 51
perfornms and gadiceutthest thati contaih tie pnitaialg alettladits catirespsadingntoddaid
of the service provider 3 via the comunications block 61. If the
- 67 - second usagendeidihst hemdi cation is successful, the communications
bl ock 61 receives the service provider secure container fromthe service
' first preparation means for preparing second usage control status
which identifies said second usage details and the pricing details
corresponding to said second usage details, based on said usage control

policy and said price tags stored by said storége means.

13. The information processing apparatus according to claim 12,
characterized by further conprising:
Secondpreparationneansforpreparingaccountinginformationthat
corresponds to said second usage control status prepared by said first
preparation means;‘and
execution means for executing an account settlement process to
settle the amounts posteld based on said accounting information prepared

by said second preparation means.

14. An infofmation ﬁrocessing method for an information processing
apparatus which is connected to other information processing
apparatuses and which purchases rights to decrypt and use encrypted
information, characterized by comprising:

a receiving step of receiving, from said other information
processing apparatuses, said encrypted information, the key needed to
decrypt said encrypted information, and the usage control status which
identifies the first.use type describing predetermined rights and the

pricing details corresponding to said first use type;
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provider 3 that participated in the nutual authentication. If the
authentication fails, the process is termnated. In this exanple, however,

it is assunmed that the nutual authentication has been suceessful and Step
S242 is performed next. ~ In Step S242, the comuni cations block 61 of
the receiver 51 receives an authenticati ' mﬁIHt he secret key

fromthe service provider: 3 that partici aglmmmrnﬂﬂ I

aut henti cati on. In Step S243, the encryptidn/ decfyption nodul e 74 of

the receiver 51 checks the signature contained in the service provider

secure cont aigneytJrafgd dtsdy igRtdtprihfel \ashdd BrerdP4dolidy fehst féertaDns
Is detected, the process is termnated. 1In this exanple, however, it is

assuned tfid skhend 15age detdsils eakitode 8881156 athS224hits Piest aarebe pexdhased
In Step S244, the UCPs that satisfy the usage conditions and the PTs that

satisfy tdwea i isdsed comndsii@nsighies sebect Bdedbagedand Fhestrabagendetails
I nformation 51 stored in the nenory nodule 73 of the receiver 51, and
di spl ayedidemt i®i el byl seyi dinishgenodn tshwlvs i attlusanede 1 hed tysgd By receditviold gtep,
67. The user selects the usage, details of one of the UCPs by manipul ating
t he oper adrot ppared tegst thhtwodntaih thed gneintieng dettlad 1sdebairkespohdting tePsaid
and PTs displayed. Then, the input controller 68 outputs, to SAM 62, the
si gnal s tsetorcbrusspondetaiise amadr operation input fromthe operator
panel . ' _
a first preparation step of preparing second usage control status
which identifies said second usage details and the pricing details
corresponding to said second usage details, based on said usage control

policy and said price tags stored by said storage step.

15. A providing medium, which provides a computer-readable program
for executing a process to an information processing apparatus which
is connected to other information processing apparatuses and which
purchases rights to decrypt and use encrypted information,
characterized in that the process cbmprises:

a recéiving step of receiving, from said other information
processing apparatuses, said encrypted information, the key needed to
decrypt said encrypted information, and the usage control status which
identifies the first use type describing predetermined rights and the
pricing details corresponding to said first ﬁse type:;

a storage step of storing a usage control policy that contains
the second usage details that describe thé rights that canﬁbe,purchased
again based_on said rights described by said first usage details

identified by said usage control status received by said receiving step,
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- 68 - - In this exanple, since "Use Point |Information"” of
the reference information 51 has been set to a use point of 200 points or
nore, UCP A can be sel ect ed—Bestdes;—simnce—"Account-Settling User

I nformation” of the referencgg ' has been set to 'Male' users,
"Pricing Conditions 10" of djlm m HB@J ed. Therefore, in this
-exanple, out of PT A-1 and PTVA accordance with UCP A PT

A-1 is selected and details of UCP A and PT A-1 are displayed on the
display wunit. Also, in this exanple, it is assuned that the user has

sel ect ed ariés 38 céetaighkstAdt odordi M\ HHY ipdd cihbelPiiAslorrespontingt €9 said
S245, the accounting nodule 72 of SAM 62 of the receiver 51 prepares UCS A

and accowddoidl iudaydredetodt ¥s; base®ed on the entry of "Usage Details 13" of
UCP A (entries of "Usage Details 13" of UCP A-1) selected in Step S244.
a first preparation step of preparing second usage control status
which identifies said second usage details and the pricing details

corresponding to said second usage details, based on said usage control

policy and said price tags stored by said storage step.
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In Step S246, content A (encrypted with the content key KcoA), UCP A PT
A-1, PT A-2, and the signature of the content provider 2 are taken out of
t he service provider secure container, output to the HDD 52, and stored
there. In Step S247, the decryption unit 91 of the encryption/decryption
unit 74 decrypts the content key KcoA (encrypted wth the delivery key Kd)
contained in the service provider secure container, with the delivery key
Kd stored in the nmenory nodul e 73. In Step S248, the encryption unit
93 of the encryption/decryption unit 74 encrypts the content key KcoA
decrypted in Step S247,. by neans of th@symaetkey Ksave stored in the

menory nodul e 73. In Step S249, the data check nodul e 75 of SAM 62
searches the usage information storage 63A of the external storage 63 for
t he bl ock BP - 69 - whi ch

has free spaceé arsbn whahiich purehaariinentthee s alieo Aocatenyphedin thn buy it at a
discount price. "Accounting History" of accounting information B
prepéred when the content is repurchased is set to 'Discount Price.’
Since accounts are settled baséq on the accounting information with
"AccountingHistory"setto'IﬁscountPrice,'theuservﬂm>ispurchasing

the same content again can buy'it at a discount price.
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the save key Ksave in Step S248 and UCS A prepared in Step S245 are stored
in matching pairs. In this exanple, block BP-1 of the usage information
storage 63A is detected. Incidentally, in the usage information storage
63A of Figure 22, the usage information nenory area RP-3 of the block BP-1
is shown to already store the content key KcoA and UCS A In this exanple,
however, they are not stored at this point and the usage information
menory area RP-3 of the block BP-1 is -free, containing predetern ned

initial
receiver 51 obtain
BP-1 'data (all th
to RP-N) detected
75 conpares the h
value HP-1 that is
bl ock BP-1. 1f the
and Step S252 is p
51 stores the usag

i nf ormati on.
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sh value hy applvinn

o

the data check nodule 75 of the

a hash function to the bl ock
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a hash val ue by applying a hash function to the block BP-1 data in the
usage infornmation storage 63A, including the usage information stored

- 70 - in the usage information nmenory area RP-3 in Step S252.
In Step S254, the data check nodule 75 overwites the verification val ue
HP-1 stored in the nenory nodule 73 with the hash value. In Step S255, the
accounting nodule 72 stores, in the menory nodule 73, the accounting

i nformation A prepared in Step S245, and the process finishes. ~In
Step S251, if the data check nodule 75 determi nes that the conputed hash
val ue and the verification value HP-1 do not match, the bl ock&BP-1 data

has been ‘fal si fH4-ed—Consequently _the data check nodule 75 gges to Ste
S256, where it]determ nes whether alll the blocks BP in the usgge
i nformati on st prage 63A of the exterrnal storage 63 have been $hecked. |f
it determnes phat[not JafT e bl ockg BP in the external st ordgge 63 have
been checked, |E gpes tlo|$EEp| S257 ang searches ' - '
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for unchecked bl ocks (other blocks with free space), returns to Step $S250,
where the rest of the process is executed.
check nodul e 75 determnmi nes that al

storage 63A of the external

st or age

t he

In Step S256,
bl ocks BP in'the usage information
63 have been checked,

bl ock BP (usage information menory area RP) that can. store usage

i nformati on.

Consequent |y,

t he process

provi der secure container is thus received by

Reproduction of conte

finishes.

if the data
there is no
When t he service

t he receiver 51
of Step S14 finishes and Step S15 in Figurg4 33 begins,

t he process

(6-4].

the contents A supplbgd I's used
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in Step S224 of Figure 40, the usage type of content A is reproduction.

4/53

Thus, reproduction of content A will be described next. Details of the
reproduction is shown in the flow chart of Figure 41. In Step S261,
the data check nodule 75 of the receiver 51 conputes - a hash val ue by
applying a hasp function to the block BP-1 data in the usage
i nfornmation st age—-§3A—-ot—ths, rnal storage 63.._including t he
content key Kc&l LendiFRes VB e save key Ksavg) and-{gg8 Al stored
in the usage i%f|d®ngai|id O] a RP-3 in Step BZp2 PHIRi|qHfe 40.
In Step S262, o apReey & 75 of the rede| @ =pb|adiBpres. the
hash val ue congt®d i@ﬁegﬁ th the hash val (iE (VeI 8|} ion value
HP--1) conput edd =St ¢p—S2531of] re 40 and sto@dgn el ry nodul e
73 in Step S2%94.5 i TiHey T he bl ock ,BP—lnda'ga,_j_ e of |
falsificati on EndoSedpISR}iZ | >~ 2 =i rpBe@h S263, it is
det er m ned whe asv;c@eg; §/§ g\'{&l‘@%f@rmtl,on
contai ned in "#®dr amet| et —pF|"H r~ucq & EHiBure 21). For
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type that all ows-reproductioh (dupli cation) up to a certain nunber of

tinmes, "Paraneter"” stores the information about the remaini ng nunber of
times the content can be used. |If the avail able nunber of tines
- 72 - stored in "Paraneter” is not zero (0), the

correspondi ng content is judged to be available. On the other hand, if the
avai l abl e nunbéa‘r of tinmes is zero (0), the corresponding content is judged
to be unavail@bl e. "Type" of "Usage Details" for UCS Ais set to

Co . . = ) .
Li m ted- Ti me ZRepr oquciibpo [ STA[H.S| exanpl e, the prESEMIATOFIS assuned
to be within Phegli MRUSSalY CHAFQYW2t ep S263, cont gihs AL EL[ &Yged to be
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process of this nutual
reference to Figures 35 to 37 and thus description thereof

random nunbers Rl1l, RZ2,

decryption unit 91 of the encryption/decryption

and R3,

or their
aut hentication are stored as tenporary keys Ktenp.

conbi nati ons used for the
In Step S268,
nodul e 74 decrypts the

authentication is simlar to that described with.
Is omtted.

The
nmut ual
t he

content key KcoA (encrypted with the save key Ksave) stored in block BP-1
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key Kco) with the content key KcoA. In Step S274, the deconpression
modul e 104 of the deconpression section 64 deconpresses the decrypted
content A by a predeterm ned nethod such as ATRAC2. In Step S275, the
wat er mar ki ng nodul e 105 of - 74 -

-the deconpression section 64 waternmarks the deconpressed content A for

I dentification of the receiver 51. In Step S276, content Ais output to
speakers or the like (not shown) and the process finishes. In Step
S277, if it is deternmined in Step S262 that the hash valuye conputed in

Step S26f and SAMelDash fval u® 6F SAM62i n {he hRrOBr AMZIAUI e| 73 IDFOR SAM311

U TR b P it R B AR,

control | "rSF_Ef’I Tt {18 P SEELEMENTONUMBER. | SETTLEMENT: NUMBERay, SkhELEMENTHNSMBERA

's reprofucey EMP OfY * WAME UFCUSER F NAME_OF USER F NAME OF USER F
ADDRESS | ADDRESS OF USER F | ADDRESS OF USER F | ADDRESS OF USER F
<> PHONE NUMBER " PHONE NUMBER PHONE NUMBER
£ne3 [PHONE NUMBER) —  OF USER F OF USER F OF USER F
—=| SETTLEMENT SETTLEMENT SETTLEMENT SETTLEMENT
= 7'| INSTITUTION INSTITUTION INSTITUTION INSTITUTION
S| INFORMATION | [NFORMATION INFORMAT |ON [NFORMAT | ON
=5 OF USER F OF USER F OF USER F
== [DATE OF BIRTH|  DATE OF BIRTH DATE OF BIRTH DATE OF BIRTH
=5 - OF USER F ~OF USER F OF USER F
AGE __AGE OF USER F | AGE OF USER F __AGE OF USER F
SEX ~ SEX OF USER F SEX OF USER F_ |  SEX OF USER F

USER 1D USER ID OF USER F | USER ID OF USER F | USER ID OF USER F

PASSWORD | PASSWORD OF USER F | PASSWORD OF USER F | PASSWORD OF USER F

NAME _ NAME OF USER A NAME OF USER A'

[ pDRESS ADDRESS OF USER A | ADDRESS OF USER A
= PHONE_NUNBER PHONE_NUNBER
5| ONE NABER OF USER A "OF USER A
S | "~ DATE OF BIRTH DATE OF BIRTH
= = [DATE OF BIRTH OF USER A |  OF USER A
—_— )
S| SKX SEX_OF USER A SEX_OF USER A
R USER ID USER ID OF USER A | USER 1D OF USER A
PASSWORD PASSHORD OF USER A| PASSWORD OF USER A
USE POINT ~ USE POINT ~ USEPOINT | USE POINT
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OF RECEIVERS 51 | OF RECEIVERS 201 | OF RECEIVER 301
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51, ‘the process finishes, ‘and so does the entire process in Figure 33.

(6-5) Account settl enent Now t he processing procedures for settling
accounts with the receiver 51 will be described with reference to the flow
chart in Figure 42. This process is started when the anount posted exceeds
a preset ceiling (the limt charge for formal or tenporary registration),
or if the version 6f delivery keys Kdbecones obsol ete, naking it

i npossi ble, for exanple, to decrypt the content key Kco (encrypted with
the delivery key Kd) in Step S247 of Figure 40 (and thus inpossible to
receive the service provider secure container). In Step S301, nutua
~authentication is perforned between the receiver 51 and ENMD service center
1. This nmutual authentication is simlar to that described with reference
to Figures 35 to 37 and thus description thereof is omtted.

- 75 -

K] I 32 33 34
fJ YA A
CONTENT WATERMARK ING COMPRESS | ON ENGRYPT I ON

SERVER [ | SECTION [ ] SECTION [ ] SECTION

T

35 36 o

RANDOM NUMBER/J | ENCR;:}ION Céﬁ¥%¥ﬁ%R

| GENERATOR SECTION [ - SECT ION | PREPARATION
SECT 10N

POLICY
STORAGE SECTION
39
~

MUTUAL
AUTHENT | CATION
: SECTION

37 g -
/\/ I

~ CONTENT PROVIDER 2

- FIG.9
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. Next, in Step S302, SAM 62 of the receiver 51 sends an authentication
certificate to the user managenent section 18 (Figure 3) of the EMD
service center 1. In Step S303, SAM 62 of the receiver 51 encrypts the UCP
that corresponds to the account (accounting information) to be settled, by
means of the tenporary key Ktenp shared wth the EMD service center 1 in
Step S301, and sends it to the EMD service center 1 together with the
version of delivery keys Kd, accounting information (e.g., accounting

i nformati or ygure 23),] and regrsirat T red n tne mengry
nmodul e 73. C&“ﬁNﬁH@ eP—S34—ai-ter—ihe ii qﬂ;b ﬁ&ﬂ? ent—by—t-he—+eceHver
51 in Stej CANTENT; RQVéDER and decr yDeOF GONBENTsBROVHBRR ferent sectidn 18
of the EMD|$)gPvilre center 1 checks the recei vigy gpycdpor any illegal act
SN T A T VS T Y A
center 1 3gnal yzeUSAGEe accol HSERﬁGONDiﬂcbﬁNﬁatlDon rmeZ@(bﬂOlNlTSSOEMISBEB tq
cal cul ate |t h€ONDHIUONS 100 bermNpmEgdcid ITIeNSU$6] - TheRo oNDPt RN S306 the
user nanag@ﬂeﬁr—secrrvn—ts CHELKb L% ?,e T thE iheﬁyuég Dt E§
successfullly in Step S305. D {f, Step ska GE-DPE] g t
section 18|of the EMD TYPE 11 PURCHASE AND REPRODUCE
USAGE GONDITIONS 11 PARAMETER 11 X X X X
. CONTROL TRANSFER
PERMISSION |NFORMATION PERM|TTED
1D 12 ID OF USAGE DETAILS 12
- TYPE 12 FIRST-GENERAT ION_ DUPL | CATE
USAGE DETAILS 12 PARAMETER 12 X X X X
| CONTROL TRANSFER
PERMISSION |NFORMAT ION PERMITTED
ID 13 ' ID OF USAGE DETAILS 13
_ : . TYPE 13 LIMITED-TIME REPRODUCT |ON
USAGE DETAILS 13 PARAMETER 13 X X X X
__CONTROL TRANSFER '
PERMISSION INFORMATION| ~ PERMITTED
ID 14 ID OF USAGE DETAILS 14
TYPE 14 Pay Per Copy N
USAGE DETAILS 14 PARAMETER 14 N TIMES
| " CONTROL TRANSFER ' .
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PERMISSION INFORMAT ION - PERMITTED
: UcPA
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service center 1 sets the registration conditions of the receiver 51 based
on the results of checks run in Steps S304 and S306, and attaches a
signature to it to prepare a registration list of the receiver 51. :
For exanple, if an illegal act is detected in Step S304, the "Status Flag"
is set to 'Stop,' which stops all the subsequent processes. In

- 76 - _ short, the receiver 51 can no |onger receive any
service fromthe EMD system On the other hand, if it is confirned that
the settlenent has failed in Step S306, "Status Flag" is set to
'Restricted,' in which case, the receiver 51 can no | onger purchase any
new content although it can reproduce al ready purchased content.

Next, the account settlenent process goes to Step S308, where the user
managenent section 18 of the EMD service center 1 encrypts the | atest
version of delivery keys Kd (the latest three nonths' delivery keys Kd)
and the registration list prepared in Step S307, by using the :
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tenporary key Ktenp, and sends the results to the receiver 51. ~In
Step S309, SAM 62 of the receiver 51 receives the delivery keys Kd and
registration |ist sent by the EVMD service center 1, through the

comuni cations bl ock 61, decrypts them and stores themin the nenory
nodul e 73. The existing accounting information is deleted. and the
registration list and delivery keys Kd are updated in the nenory nodul e
73. -Besides, the signature to the registration |list received is checked to
veri-fy that the registration list is free of falsification. This process
of signature verification is simlar to the process of Step S83 in Figure
37 and thus description thereof is omtted. (6-6) Repurchasi ng of
rights (receiver 51) Now t he processing procedures for repurchasing
the rights to use the content on the receiver 51 will be described with
reference to the in Bgiee 43, taking. the case in which the

recei ver 51 that AN ‘\\ ri ghts Qse;gnte accagding to the use type

of . Llﬁlted-Tlﬁ? N §§& - 77
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- Reproduction' purchases the rights for the use type of " Purchase and

Repr oduce. ' In Step S401, the content A, UCP A, PT A-1. and PT A-2
stored on the HDD 52 are checked for falsification. Specifically, the
encryption/decryption nodul e 74 of the receiver 51 decrypts the signature
stored together with content A, UCP A, PT A-1, and PT A-2 .on the HDD 52 in
Step S246 of Figure 40, by using the cryptographlc public key, and
conpares the resulting hash value with the hash value of content A UCP A,
PT A-1, and PT A-2 taken together. If they are proved to be identical, the

data is judged to be free.pf falsificaiion he regur chasi ng process
goes to Step $402. Ih Ste bﬁiﬁg%&g Rﬁnforrration (content key
KcoA and UCS A) of contenf A is che A faIS|f|cat|on. Speci fically,

the data check nodule 75 pf the receiver 51 conputes g hash val ue by
applying a hash function fo the deiNgENT KEREKQJAOCK PP (bl ock BP-1, in this
exanpl e) that contains the ugageTmtormatTom of topterjt A and that - is

| ocated in the wusage infofmt|i on sto Pé@ of the efternal storage 63,
and checks if it matches the ver|f|c N lue HP| (HR-1, in this exanple)
that is stored in.the menpry lnodule 73 and that- corregqponds to the given

DELIVERY KEY Kd

D

CONTENT KEY KcoA

UcPA

SECRET KEY Kscp OF
CONTENT PROVIDER 2

S1GNATURE
HASH FUNCT 0N

CONTENT KEY KcoA
CONTENT A

72272227
CONTENT KEY Kd

CONTENT Kcoh
77

UCPA
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bl ock BP. If they match, the usage i nformation is judged to be free of
fal sification and the repurchasing process goes to Step S403, where SAM 62
of the receiver 51 takes UCS A out of the usage information storage 63A of

t he external storage 63. Next, in Step S404, SAM 62 prepares UCS and
accounting information. Specifically, the display controller 67 displays
details of UCP A PT =18

A-1, PT A-2, and UCS |A on the dA TCHEN(%N ilON (CRRT | HIGATE) . T_he_n, from the
fact that "Type" of "|Usage Detail 6F WIDERs2t to Lln}tgg-;|2$ .
Reproduction' (Type 13), [usery ) i 5 T A- ~an
the like as well as tjhe Iact t aI@HQ%BE%%gUTﬁﬁ%@EH]@ﬁCOM ent | accordi ng
to Type 15" of "Usage t-att+s—15 HeP—A—+A—t+-ht+s CV"”“': the user F

sel ects "Usage Detaills &i" g L U|at ngl the
operator panel (not showh) of d%# ut contrcller 68
' IFﬂCA?I

receirves the signals |(IDjof UsagQ | D |of

FOR SIGNATURE
NAWE OF CERTIFICATION AGENCY

VALIDITY PERIOD OF AUTHENTICATION
CERTIFIC. TE

NAME(ID) OF CONTENT PROVIDER 2
PUBLIC KEY Kch OF CONTENT
PROVIDER 2

ALGORITHM AND PARAMETERS USED

SECRET KEY Ksca OF CERTIFICATION
AGENCY

SIGNATURE
HASH FUNCT ION

VERSION NUMBER OF
AUTHENT ICATION CERTIFICATE
LU T 7077 g
SERIAL NUMBER OF AUTHENTICATION

CERITIFICATE ASSIGNED BY

CERTIFICATION AGENCY
LA LT T 700777707 QUL 7772,
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USED FOR SIGNATURE

YAAIAA LI, 777
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PT A-1) that correspond to the user operation, fromthe operator panel and
outputs themto SAM 62. Then, the accounting module 72 of SAM 62 prepares
UCS B and accounting information B with "Usage Details" containing the
information specified for "Use Type. 15" of UCP A, based on the ID of
"Usage Details 1" of UCP A and ID of PT A-1 received from the input
controller 68, as shown in figures 44 and 45. Next, in Step $S405, SAM
62 of the receiver 51 stores the accounting information B prepared in Step
S404 in the nenory nodule 73, and in Step S406 stores:-the UCS B prepared
in Step S404 in the usage information storage 63A of the external storage
63 replacing UCS Awith it. In Step S407, the data check nodul e 75 of
the receiver 51 conputes a hash value by applying a hash function to the
‘data in the block BP where UCS B was stored in Step S406 and which is

| ocated in the usage information storage 63A of the external storage 63.
In Step S408, the data check nodule 75 wites the hash val ue over the
verification value HP that is stored in the nmenory nodul e 73 and that
corresponds to the given block BP. This ends the repurchasing process.

- 79 - . .

41y CONTENT

SERVER . ’
| | M
1 | |
42  PRICING | SECURE CONTAINER
~ SECTION PREPARATION SECT1ON
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If it is determined in Step S401 that content AL UCP AL PT A- 1, and PT
A-2 have been falsified or if it is deternmined in Step S402 that the
~content key KcoA and UCS A have been falsified, the process is term nated.
Fol | owi ng the procedures described above, the receiver 51 repurchases. the
rights to use contents A The anmount posted based on the accounting
information B prepared in Step S403 is settled through the account .

settl ement process described with reference to the flow chart in Figure

42. That is, in thisjejanple, |t e_l;serusan plirchakefcontent A at a | ower
price (1,980 yen) than|wpen|.dqurch nggt he y1 (B, QO0} yen). (6-7)
Repur chasi ng of rights |Elecerer B 2| w |t he projcessi ng procedures
for repurchasing the|rij¢hlt s | g usﬁmhe onfent lon|the feceiver 301 will be
described with referende&ft o||he[ fllow cBgrt]im Higlrd , taking the case
in which the receivef 98| th&| hESHiqe—Hghl= |Lo 2B |eontent A according to
the use type of 'Pu p_‘ré’se. W ReBY Squce’ [ dEbich | g wi th reference to
the flow chart in FlgiE 4p8|ur [Eee p}__u&@%sgrﬁ L@l s to use content A
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301 according to the use type of 'Purchase and Reproduce.’ In Step
S421, SAM 62 of the receiver 51 (equipnent supplying the content) and SAM
311 of the receiver 301 (equipnent receiving the content) checks whet her
repurchasing is possible, referring to the registration conditions in the
respective registration lists they possess. Specifically, the SAMof the
mast er equi pnent supplying the content (SAM 62 of the receiver 51, in this
exanpl e) checks to see if - 80 -

its own registration |ist -contains the reglstratlon conditions of the

sl ave equi pnent receiving eceiver 301, in '
this exanple) and if "Mast ermp%re@qy ﬁ%#‘l‘ﬁ@%ﬁém@u bn  conditions is
set to its own.SAMID. Thg sl ave equi pnent checks to seelif the desired

equi prent that will provide the CONEGNTENT KEYPRSIAT' €0 |as [Master Equi pment”

inits owm registration cqndifrons Tn.its own registrjati on |ist.
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In this exanple, the registration list of the receiver 301 is. specified in
the registration list of the receiver 51, and the ID of SAMG62 is
specified as "Master Equipnment" in the registration conditions of the
receiver 301 in the registration |I'ists of both receiver 51 and receiver
301. Thus, it is confirnmed that repurchasing is possible and repurchasing
process goes to Step S422. In Step S422, mut ual - authentlcatlon S

per formed between the j ual

aut hentication is sinilar AlHHENﬂ@RTﬂJNSGERTHF%A’Y'EtbFVSERW(E”CG tloFi.gure 37 and
thus description thereof Is omtted . pRBYIPER @sult of the nutya

aut hentication, the fecdiv £V tenpdrary keys

Kt enp. In Step [S423, Eﬁﬂ@@ﬁ&%& lﬁUTH@IEﬂCﬁ @Ngom ent] A, UCP A PT
A-1, and PT A-2 storged omtte+HBB52—tor lollbllibclLlUll peclifically, the
encryption/decryptionf modul eg @ AUTIENT® 1qgﬂryp s tlhe signature
stored together with contfent gﬂ%T ,|(ﬂ( EASEIG PT A-2] onf the HDD 52 in
Step S246 of Figure 4P, Ry usi ngBYt-OERTdFdeQNaWENCY publi ¢ key, and
conpares the resulting haSh value with the hash value _oif_content A UCP A

PT A-1, and PT A-2 taken |t ogeAPGORITHM ANDERARAMETERS USED
- 81 - FOR SIGNATURE
NAME OF CERTIFICATION AGENGY

VALIDITY PERIOD OF AUTHENTICATION
CERTIFICATE

NAME(ID) OF SERVICE PROVIDER 3
PUBLIC KEY Kpsp OF SERVICE PROVIDER 3

SECRET KEY Ksca OF CERTIFICATION AGENCY
SI1GNATURE
HASH FUNCT | ON

VERSION NUMBER OF AUTHENTICATION
CERTIF ICATE
70 ///////W/////

SERIAL NUMBER OF AUTHENT|CATION
CERTIFIGATE ASSIGNED
BY. CERTIFICATION AGENCY

77272
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proved to be identical, the data is judged to be free of falsification and

t he repurchasi ng process goes to Step S424. In Step S424, the
recei ver 51 checks the usage information (content key KcoA and UCS B) of
content A for falsification. Specifically, the data check nodul e 75

of the.receiver 51 conputes a hash value by applying a hash function to
the data in the block BP (block BP-1, in this exanple) that contains the
usage i nformation of content A and that is |ocated in the usage :
i nformati on storage 63A of - the external storage 63, and checks if it

mat ches the verification value HP (HP-1, in this exanple) that is stored
i.n the nenory nodule 73 and that corresponds to the given block BP. [|f"°
they match,| the usage information is judged to be free of falsificafro
and the repurchasing process goes to Step S$S425 HRStep S425, th
receiver 51 prepares UCS and accounting i nf@qatém . Bpddifically, the

4
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to 'Type 13 [err] Type 11' (the user currently has the rights to 'Purchase
and Reproduce' content A), user F (or user A learns the price (Price 16
of PT A-1) and the I|ke as well as the fact that the user can use the
content according to Type 16" of "Usage Details 16" of UCP A In this

exarrple the user selects "Usage Details 16" of UCP A and PT A-1 by
mani pul ating the oper gtor—panet—{hot—show)——Fhe—+nput—eentreyl er 68

receives the signals (1D of AUTHENUECADEONUCERT FFACATE 0BGRAMAG62Nd | Djof  PT A-1)
that correspond to the user F operation, fromthe operator pangl

- 82 - -ahd qut puts t heyYERSOOIPANUMBER OFhen, the gccognting nodul e
.72 of SAM 62 prepares$ C andUEHENDLGATIION GERT LFIGATE on” C Wi t h|" Usage
Details" containing {the Imiornmation specitied for usage Detalls 16" of

UCP A, based on the Do'( " USERIAL DUMBER SOFLAUTHENT U 16N and |I D ¢f PT A-1

‘received fromthe input control ICERTFACATHS ASBIGNEDI BY fi gureq 47{and 48.
Next, in Step S426, the content A,CEBT:FFI,CATF&\I AGBNCYand PT A-|2 s{ored

ALGORITHM AND PARAMETERS USED
FOR SIGNATURE

NAME OF CERTIFICATION AGENCY

VARIDITY PERIOD OF AUTHENTICATION
- CERTIFICATE

"NAME (ID) OF SAM 62
PUBLIC KEY Kpu OF SAM 62

SECRET KEY Ksca OF CERTIFICATION AGENCY
SIGNATURE
HASH FUNCT|ON

Z

VERSION NUMBER OF
AUTHENT ICATION CERTIFICATE
LT 7 d T T L

SERIAL NUMBER OF AUTHENTICATION

CERTIFICATE ASSIGNED BY .

CERTIFICATION AGENCY
L, Y7z QUi
ALGORITHM AND PARAMETERS USED
FOR SIGNATURE
LA T iy o ey
NAME OF CERTIFICATION AGENCY
QLA rr g i 2 T,

VARIDITY PERIOD OF AUTHENTICATION
CERT|FICATE
I

NAME (ID) OF SAM 62
7222
PUBLIC KEY Kpu OF SAM 62
7

PARAMETER INDICATING WHETHER GIVEN
4 SAM IS SUBORDINATE TO OTHER SAM
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- on the HDD 52; the content key KcoA proved to be free of falsification in
Step $423; the UCS B prepared in Step $S425; and a signature (signature to
the UCS B and content key KcoA) are sent to the receiver 301. The UCS B,
content key KcoA, and signature are encrypted with a tenporary key Ktenp
and sent to the receiver 301 by SAM 62 through the comunications bl ock

. 65. After having been sent to the receiver 301, UCS Bis deleted to
prevent propagation of rights. As descri bed above, the receiver 301,
which is slave equi pnent receiving content from other equi pnent, does not
have a display unit for displaying the contents of UCP, PT, and UCS to the
user or an operator panel for allowing the user to select usage details
and the like. Therefore, it cannot prepare UCS or accounting information
by itself. 1In such cases, UCS and accounting information are prepared in
Step S425 by the receiver 51, which supplies content. Also, since the
receiver 301 cannot run accounting processes as described above, the

accountl ng | nf or rTB.tI af : o hnl r~| h + hn ra'\nl V2=V l-_\1 | an n::rl nf bn' ng Sent to -
the receiver 301, ancMséBd later by| dBeF GONFENGIA 51. Next, in .
Step S427, SAM 311 of |tODRTENTCPROGIDEROID r €F €D VOFS CONFENTpROY I BN DY t he
receiver 51 in Step 1&P npe UCS B, COHIﬂTb mpz RLUA,
- 83 - - i '

UGP VALIDITY PERIOD VALIDITY PERIOD OF ucpA

SERVICE PROVIDER lD ID OF SERVICE PROVIDER 3

PT ID _| 1D OF p1A-1

PT VALIDITY PERIOD VALIDITY PERIOD OF prA-1

ucs ID ID OF ucsA

SAM ID ‘ ID OF SAM62

USER iD ' ID OF USER F

1D ID OF USAGE DETAILS 13

= TYPE - LIMITED- TIME REPRODUCTION

Eg PARAMETER X X X

& | CONTROL TRANSFER SOURCE: ID oF SAM62.

- STATUS " | DESTINATION: ID OF SAM62
USAGE STATUS X X X
UcsA
F16. 21
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and signature encrypted with the tenporary key Kitenp and sent are
decrypted with the tenporary key Ktenp. In Step S428, the
encryption/ decryption nodul e 324 of the receiver - 301 checks the UCS B and
content key KcoA for falsification by verifying the signature attached to
the UCS B and content key KcoA received in Step S427. This process of
signature verification is simlar to the process of Step S83 in Figure 37
and thus description thereof is omtted. ' If it is determined in Step
$428 that UCS B and content key KcoA have not been falsified, the '
repur chasi ng process goes to.Step S429, where SAM 311 of the receiver 301
stores the content A, UCP A, PT A-1l, and PT A-2 received in Step S$427, in
menory nodul e 323. In Step S430, the data check nodul e 325 of the
recei ver 301 searches the usage information storage 312A of the external
storage 312 for the block BP that contains the content key KcoA. Then, in
Step S431, it conputes a hash value by applying a hash function to the
data in the block BP detected in Step S430 in the usage information

st arage 312A

- USAGE INFORMATION STORAGE 63A

FIG. 22

USAGE INFORMATION MEMORY AREA Re-N

USAGE INFORMATION MEMORY AREA Re-1 |
USAGE - INFORMATION MEMORY AREA Rp-2
USAGE INFORMATION MEMORY AREA Rp-3 Y
USAGE INFORMATION MEMORY AREA Re-1
USAGE INFORMATION MEMORY AREA Rp-2
USAGE INFORMATION MEMORY AREA Re-N

BLOCK Br-1
BLOCK Br-M
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of the external storage 312, and checks if the hash value matches the
verification value HP that is stored in the nmenory nodul e 323 and t hat
corresponds to the given bl-ock BP. |f they are proved to be identical,

i.e., the block BP data detected in Step S430 is free of faIS|f|cat|on

the data check nmodul e 325 goes to Step S432 and stores in matching pairs
the UCS B and content key KcoA (received in Step S427) in the block BP.

In Step S433, the data check nodul e 325 of the receiver 301 conputes a
hash val ue by applying a hash function to the data in the block BP .

- 84 - _ + that stored the UCS B and content key KcoA in Step $S432
and that is located in the usage information storage 312A of the external
storage 312, and wites the hash value over the verification value HP that
is stored in the nenory nodul e 323 and that corresponds to the given bl ock
BP. This ends the repurchasing process.

CONTENT 1D {D OF CONTENT A

CONTENT PROVIDER ID| ID OF CONTENT PROVIDER 2
UCP ID ID -OF ucpA -

UCP VALIDITY PERIOD | VALIDITY PERIOD OF ucPA '
SERVICE PROVIDER ID| 1D OF SERVICE PROVIDER 3
PT ID ID OF pTA-1"

PT VALIDITY PERIOD | VALIDITY PERIOD OF PTA—]
UC_S ID ID OF ucsA

SAM |D ID OF SAM62

USER ID ‘| ID OF USER F

§ . ID ID OF USAGE DETAILS 13
=2 TYPEl N LIMITED-TIME REPRODUCTION
E PARAMETER | x x x

;; fﬁ%ﬂggﬁk SOURCE: ID OF SAM62.
o STATUS DESTINATION: ID OF SAM62

ACCOUNTING | NFORMAT [ON A

FIG. 23
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If it is determned in Step S428 that the data fromthe receiver 51 has
been falsified, the repurchasing process goes to Step S434, where SAM 311
of the receiver 301 notifies the receiver 51 of the falsification and

t akes ot her necessary neasures. Then the repurchasing process. returns to
Step S424. That -i.s, the content A, UCP A, PT A-1, PT A-2, UCS B, content
key KcoA, and signature are sent again to the receiver 301. In this
exanple, this transm ssion fromthe receiver 51 is retried only a preset
nunber of tinmes. Wen that nunber is exceeded, the process is terninated.
If it is determined in Step S421 that repurchasing is inmpossible, if it is
determned in Step S423 that content A, UCP A, PT A-1l, and PT A-2 have
been falsified, if it is determned in Step S424 that the content key KcoA
and UCS B have been falsified, or if it is determined in Step S431 that

t he detected bl ock BP has been falsified, the process is termnated.

(6-8) Repurchasi ng of ri ghts—{+eeeirver °“4‘ New-t+-he—progessi ng
procedures for repurcha3|na the rif éCﬁEYdﬁélﬂfﬁﬂMﬁbntent on |t he receiver

201 will be described wi tih refer erSEGRED KEYhigsf DPVsApBrt in Fidure 49,
taking the case in which [ 5 to use
ot o A e i ma ot PO IEHEY KSTso0F THEEND SERVICE GENTER
PUBLIC KEY Kpca OF THE CERTIFICATION AGENCY
SAVE KEY Ksave
THREE MONTHS DELIVERY KEYS Kd

AUTHENT ICATION CERTIFICATE OF SAM62

REFERENGE INFORMATION 51
ACCOUNTING INFORMATION

VERIFICATION VERIF!CATION

VALUES Hp-1 VALUES Hp-2 | *=*** ceees
Ceeerenees VERIFICATION
VALUES Hp-M
FIG. 24
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- 85 - " Purchase and Reproduce' as described with reference to
the flow chart in Figure 43 further purchases the rights to use content A
on the receiver 201 according to the use type of 'Purchase and Reproduce.’
In Step S451, SAM 62 of the receiver 51 and SAM 212 of the receiver 201
checks whet her repurchasing is possible, referring to the registration
conditions in the respective registration |ists they possess. The specific
process is simlar to the process of Step S421 in Figure 46 and thus
description thereof is omtted. ‘In this exanple, it is assuned that

repurchasing is gossibre aﬁl!tgv repurchasT g pr mﬁam es—to—Step S452.
In Step S452, nut L-Lg-n_is_ipjrfnr ned \A the rdceiver 51

and receiver 201.| Thi s EGUIERMENT NWMBERt i cat|i orEQUEPMENT NUMBER ¢1@00hat| descri bed
with reference tq Figure 37 and thus desdripti &h REGEEYERSf 51s onijtted. As a
result of the nutjual aut t N, thefr Ner 201
o opor o el %;ﬁﬂﬁﬁf B SETYLERMENT> 1D TFCUSER' F |
ARGE LIMIT FORMAL REGISTRATION :
NAME ' NAME OF USER F
e __ADDRESS ' ADDRESS OF USER F
Eﬁgg PHONE NUMBER - PHONE NUMBER OF USER F
S| SETTLEMENT. INSTITUTION |  SETTLEMENT INSTITUTION
== INFORMATION INFORMATION OF USER F
§£ DATA OF BIRTH DATE OF BIRTH OF USER F
5._:__-'-' AGE AGE OF USER F
35 SEX SEX OF USER F
USER ID USER ID OF USER F
PASSNORD PASSWORD OF USER F
. NAME
S ADDRESS
=3 PHONE NUMBER
[ 5 Bl
= DATA OF BIRTH
= .
gm . SEX
==§§ ~ USER 1D
0 ~ PASSWORD
USE POINT USE POINT - INFORMAT ION
INFORMAT I ON ~ OF RECEIVERS 51

REFERENCE INFORMATION 51
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In Step S453, the usage information (content key KcoA and UCS B) of _
content Als checked for falsification. Specifically, the data check mnodule
75 of the receiver 51 conputes a hash val ue by applying a hash function to
the data in the block BP.(block BP-1, in this exanple) that contains the
usage information of content A and that is located in the usage

i nformation storage 63A qfj sq-hg(}ﬂm?rnal storage 63, and checks if it

mat ches the verification valu HP-1, |n this exanpl e) that is stored

in the menory nodulre—#3—and—that—eorresperds to the given block BP. If
they match, the usclggfﬁi nformation is judggd to be free of falsification
and t.he repurchasi rg—-p'r ocess goes to Step |S454. :
- 86 - NExt, in Step S494, the cBtent A, UCP A PT A-1,
PT A-2, and si gnatg (si nature to the dontent A= UCP A PT A-1, and PT
A-2) stored on the*%@ﬂ) 5270of the receiver| 201 in gtep S246 of Figure 40;
and the -UCS B, contzn ke§ KcoA, and signature (sLgnature to the UCS B and
cont ent Lo S . :
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key chA) proved to be free of falsification.in Step S453 are sent to

recei ver

201. The UCS B,

content key KcoA, and signhature are

t

encrypted

he

with a tenporary key Ktenp and sent to the receiver 201 by SAM 62 through
t he communi cations bl ock 65 by SAM 62.

t he receiver

201 receives the data

Next ,

FI1G. 27

in Step S455, SAM 212 of
-sent by the receiver 51 in Step S454.

cks

The UCS B, —cantent key KcoA and signature encrypted with the tenporary
key Ktenp Bnd sent are decrypted with the t enpqrary key Kt enp. I n
Step $456, | the encryption/decryption nodul e 224 |&§ the refeiver 201 che
the UCS B pnd content key KcoA for falsificationd ying the
signature pttached to the UCS B and content Rﬁy% A, ¢l ved in Step
S455. If they are judged to be free of faIS|fVc Ll bl repur chasi ng
process gops to S£££ S457.This_process FZresEBe leation is
simlar to|the proceEeMN|CATANSBROCK Fijgure 37 LHA¢| description
thereof isjomtted. I nhStep S457, |t he encriypti-em-défrypti on nodul ¢
224 of the|receiver 201 chegks the contyent A, wﬁg A PT A1, and PT A-2
received iph Step B455 for falsificatign. Spec]fically, the
encryptionfdecryptjon nodule 2g4 |0 the receiyer 201 decrypts the
signature [signatufe to content A YUK A PT A-1, agd PT A-2) received |
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- 87 - ~ wth the hash value of content A UCPA, PT A-1, and PT
A-2 taken together. |If they are proved to be identical, the data is judged
to be free of falsification and the repurchasing process goes to Step
S458. In Step S458, SAM 212 of the receiver 201 stores the content A,
UCP A, PT A-1, and PT A-2 received in Step S455 in the HDD 202 with its .
own signature attached. In Step S459, the data check nodul e 225 of
the receiver 201 searches the usage-information storage 213A of the
external storage 213 for the block BP that contains the content key KeoA.
Then, in Step S460. it copnputes a hash value by applying a hash function
to the data in the blsanHBP det ected in Sted GFL%AMthhe usage information -

t 213A f |
mt ches the  ver iWeHEAl UINBE VROt UENT, MBER QD). I HESELVERS, 201401 o223
and that corresfonS TLEMEMe Qi vien bl ocREEHREMENT dBGF HSER fr oved tlo be

identical, CHARGE LIMIT FORMAL REG|STRATION
| NAME NAME -OF USER F -
ADDRESS ADDRESS OF USER F
525 | PHONE NUBER PHONE NUMBER OF USER F .
~S| i THeNT, SETTLENENT INSTITUTION
Z3'| INFORMATION INFORMATION OF USER F
=71 DATE OF BIRTH DATA OF BIRTH OF USER F
== AGE AGE OF USER F
=S s SEX OF USER F
USER 1D USER 1D OF USER F
PASSWORD PASSWORD OF USER F
., | NANE | NAME OF USER A
_ | ADDRESS . ADDRESS OF USER A
= | PHONE NUMBER | PHONE NUMBER OF USER A
= |DATE OF BIRTH|  DATA OF BIRTH OF USER A
= SEX | 'SEX_OF USER A
=%|  USER ID "USER ID OF USER A
| PASSWORD PASSWORD OF USER A
USE POINT USE_POINT INFORMATION
~ INFORMAT 10N | OF RECEIVERS 201

. REFERENCE INFORMATION 201
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i.e., the block BP data detected in Step S459 is free of falsification,
‘the data check nodul e 225 goes to Step S461. In Step S461, - SAM 212 of
the receiver 201 prepares UCS and accounting information. Specifically,
the display controller 217 displays details of UCP A, PT A1, PT A-2,. and
UCS B on the display wunit (not shown). Then, fromthe fact that "type" of
"Usage Details" for UCS B | BSTSSECTIION' Type 13 [err]_Type 11' (the user
currently has the__rights to _Rurchaseand Reproduc&® contentA), user F (or

user A) learns the—prihce—(Prtee—t6—oef—FFA-1) and5the like as well as the
fact that the usa?__ar use the content acgording gp "Type 16" of "Usage
Details 16" of UIRHA. [In txhi S exarrpl e, the user Fzsel ects "Usage Details
tai _ =z
16 Sxo - 8 of UCP A and PT
A-1 by mani pul ati hgvehe opé‘r ator panel (no shovvn) ';_of the receiver 201.
The input control |&®218 ré&ceives the signpls (1D Zf "Usage Details 16" of
UCP A and I D of PA& 1) that correspond to 2
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~the user F operation, fromthe operator panel and outputs themto SAM 212.
Then, the accounting nodul e 222 of SAM 212 prepares UCS D and accounting
information D with "Usage Details" containing the information specified-
for "Usage Details 16" of UCP A, based on the |D of "Usage Details 16" of
UCP A and ID of PT A1 received fromthe input controller 218, as shown in
figures 50 and 51. After UCS Dis prepared, the UCS B supplied by the

receiver 51 is deleted to prevent propagation of rights. Next, in
Step S462, SAM 212 of the receiver 201 stores the accounting information D
prepared in Step S461 in the nenory nodule 223. "Since the receiver

201 has its own display unit and operator panel as described above, it
prepares UCS and accounting information by itself. Also, since the

recei ver 201 can run accounting processes, it holds the accounting
“information prepared, and processes it at a predetermned tine. In
Step S463, SAM 21 of the receiver 201 stores in matching pairs the UCS D

and cont ent [key—KeoApreparet—r—Step—S46+—n—the—block—BR—detected—n
Step S459, | n the usage information storage 2g3A—ef—tHhey external storgge
213. In Step S464, the data check nodf e 225 ot ¢ recei ver 201
conputes a} hash val ue by applying a hash Fﬁhqggéhutﬂgt1e data in the Pl ock
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- 89 - ‘that stored the UCS D and content key KcoA in Step S$S463
and that is located in the usage information storage 213A of the external
storage 213, and wites the hash value over the verification value HP that
is stored in the nmenory nodul e 223 and that “corresponds to the given block -
BP. This ends the repurchasing process. If it is.determned in Step
S456 that the data fromthe receiver 51 hasbeen falsified, the

repur chasi ngprocess goes to Step S465, where SAM 212 of the receiver 201
notifies the receiver 51 of the falsification and takes other necessary
nmeasures. Then. the repurchasing process returns to Step S454. That is, the
content A UCP Al PT Aggly |pT A-2) UGS B, cop oPtsApgY1 KCoA, and gignature

o the & Soel ver| BODTPAEICTEMUEER | CAl1 pMENT, MR Bk REGE TERSe30 Uponr ¢ hat

number is exceeddd, SEHGEMENTC 4B s "~ SETTLEMENT ID OF USER F

CHARGE LIMIT __FORMAL REGISTRATON
NAME NAME OF USER F
- |__ADDRESS _ ADDRESS OF USER F
| &2 | PHONE_NUMBER __PHONE NUMBER OF USER F
|22 SEITEMENL 1 SETTLEMENT INSTITUTION
Z7'| INFORMATION | INFORMATION OF USER F
| Z3{DATE OF BIRTH DATA OF BIRTH OF USER F
== AGE AGE OF USER F
|=* SEX - SEX OF USER F
USER ID USER ID OF USER F
PASSWORD PASSWORD OF USER F
o | NAWE NAME_OF USER A -
_S|  ADDRESS ADDRESS OF USER ‘A
=3 | PHONE NUMBER PHONE NUMBER OF USER A
22 [DATE OF BIRTH _DATA OF BIRTH OF USER A
S SEX SEX OF USER A
=&|  USER ID USER ID OF USER A
=1 PASSWORD PASSWORD OF USER A
USE POINT USE POINT |NFORMATION

INFORMATION - OF RECEIVERS 301

REFERENCE INFORMATION 30t
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i s termnated. If it is determined in Step S451 that repurchasing is
inpossible, if it is determned in Step $S453 that the UCS B and cont ent
key KcoA have been falsified, if it is determned in Step S457 that
content A, UCP A PT A1, and PT A-2 have been falsified, .or if it is
determined in Step S460 that the detected bl ock BP has been falsified, the

process is term nated. Al though as an illustration, a case has been
cited above where the receiver 201 receives content fromthe receiver 51
(Step $454), it is also possible to nmake the receiver 201 to receive

content otherwise (e.g., directly fromthe EMD service center 1).

- 90 - Al so, descriptions have been given about cases in
which the user that has the rights to use content according to the use
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"Limted-Time Reproduction' purchases the rights for the use type of

" Purchase and Reproduce' and cases in which the user that has the rights
to use content according to the use type of 'Purchase and Reproduce
purchases the rights for the use type of 'Purchase and Reproduce' again
for other equipnent. However, comnbinations of other use types can also be

used. Al so, in the above description, when "Usage Details" of UCP

(e.g., Usage Details 15 or Usage Details 16) indicating the rights for
repurchase was selected, "ID'" of "Usage Details" of UCP was set to the 1D

of "Usage Details 15" or ID of "Usage Details 16." However, it is also :
possible to set it to the ID of "Usage Details 11." Al so, al though the
public key Kpu and authentication certificate of SAMwas stored in SAM (a
menory nodul €), they can be stored on an  HDD. Besi des, al though the
cont.ent in the above gESCripLion Wwas Nus CanT ot be novi ng
picture data, still i@wTdBFd:Rof}ESﬁ FQ&tUaTIUZﬁTIQNﬁr QGNT&HiTaA Then in using

a different type of content, —a —ctonpressiorm nmethod—surtabteT or t he cont ent
type can be selected: for exanple MPEG{ Movi ng Picture Experts G oup) can

be used if the content rk suitable for
the content can al so b% Ek%gﬁé%?gkd Ag&%ﬁg%ﬁgw% W%PF‘LPBWWDW DES

which is a bl ock cipher

CONTENT PROV I DER SECURE CONTAINER |S
SUPPLIED FROM GONTENT PROVIDER 2 TO |1 312
SERVICE PROVIDER 3

&

SERVICE PROVIDER SECURE CONTAINER IS _
TRANSMITTED FROM SERVICE PROVIDER 3 |}-_-Si13
~ TO RECEIVER 51

SERVICE PROVIDER SECURE CONTAINER ||, o1y
IS RECEIVED BY THE RECEIVER 51 ||~ S!4

;

UTILIZATION OF CONTENT [}~ 815

END
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used. However, FEAL proposed by NIT (trademark), | DEA (I nternational

- 91 - Data Encryption Algorithm, or _a stream cipher that
encrypts a bit or several bits of data at a tinme can be.enployed as well.
Al t hough common- key cryptography was used to encrypt content and content

keys Kco, public-key cryptography can al so be used. In the present
specification, a system neans entire equi pnent consisting of two or nore
equi pnent itens. As for providing nediumfor use in providing users

with the conputer prograns for running the processes described above, in
addition to recording nedia such as magnetic discs, CD ROV, or solid
state- nenories, comunications media such as network or satellites can

-al so be used. ~Since the receivers according to the enbodi nent of the
present . '

(START OF PROCESS FOR SUPPLYING DELIVERY KEYS l@

'PERFORM MUTUAL AUTHENTICATION WITH |} s31
CONTENT PROVIDER

'

CONTENT PROVIDER RECEIVES DELIVERY KEYS Kd{—$32

y

CONTENT PROVIDER STORES DELIVERY KEYS Kd - $33

FIG. 34
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i nvention described above can store the usage control policy that contains
second usage details that describe the rights that can be purchased again
based on purchased rights, second usage control status which identifies
second usage details and the pricing details corresponding to themcan be
pr epar ed. Al so, since the receivers according to the enbodi ment of the
present invention can receive usage control status, information can be
utilized based on thg rightsescid bed,py the usage details jdentdfied by
the usage control stgfusgy & Be@hdesg)since the receiversi@ccoiding to
the enbodi ment of the ppesent inyentidn can prepare usage contrgl status
which identifies fifrsl] hge dgtfar] F depcri bi ng purchased |ri d the
pricing details ' - 92 -
correspondi ng to thg t he usage contr ol

w
TED
©

F

[GENERATES 32-bit RANDOM NUMBER R2

[ an

z

i

EMD SERVICE CENTER
_DECRYPTS RECEIVED RT .
REPLACES LOW-ORDER 32bits
R1 WITH RANDOM NUMBER R
TO GENERATE R1#||R2 <
ENCRYPTS R1n || R2 WITH KEY e
SENDS ENCRYPTED -R1H
TO CONTENT PROVID
DECRYPTS RECEIVED R2 || R3
CERTIFIES CONTENT PROVID:
IF HIGH-ORDER 32bits OF DECR
R2 || R3 MATCHES THAT OF R2

8

FIG.35
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be sent to other information processing equi pnent. Furt hernore, since
the receivers according to the enbodi nent of the present invention can
prepare the second usage control status which identifies second usage
details about the rights that can be purchased again based on the rights
identified by the usage details contained in the usage control status
received from another information processing apparatuses as well as
identifies the pricing d tails'\corngsponding to the secgnd usage details,

I nformati on can be d aséﬁ @n thg rights descriﬁ?d by the second usage
det ai | s. Industri%ﬁ '

Appligab Iityé . The present ipvention can be
applied to infornmation pPre¢eEsSt sysiens that engrt —armddi stri bute
PTPIER 2 p
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i nformati on

An
I nformati on processing

1

CLAI V5

93 | |
processi ng apparatus which is connected to other

appar atuses and whi ch purchases rights to

decrypt and use encrypted
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pricing details corresponding to said second usage details, and the Kkey
needed to decrypt said encrypted information; second preparation
means for preparing second usage control status that identifies said
second usage details and said pricing details corresponding to said second
‘usage details, based on said usage control policy and said price tags,
when rights are purchased again through said other information processing
appar at uses; and sendi ng neans for sending said second usage control
status prepared by said second preparation neans as well as said encrypted
information and said key stored on said storage neans to said other

i nformation processing apgar aSRISOF PROCESS FOR PROVIDING . i
Rty according to

94 - 2. The \nf QONTENT CPROV BIFE SECURE BONTA]
claim1, . i
WATERMARK THE CONTENT - $201
COMPRESS CONTENT hso02

!

GENERATE RANDOM NUMBER FOR USE AS CONTENT KEY|~_ 5203

ENCRYPT CONTENT WITH CONTENT KEY | S04
| ENCRYPT CONTENT KEY WITH DELIVERY KEY | so05

!

GENERATE SIGNATURE - - S5206
PREPARE SECURE CONTAINER - 5207

!

PERFORM MUTUAL AUTHENTICATION WITH SERVICE PROVIDER | o_- 5208

!

* SEND SECURE CONTAINER o 5209

F1G. 38
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characterized by further conprising first execution neans for executing
aprocess to utilize said informati on, based on said secondusage contr ol
status prepared by said second preparati on neans. 3. The information
processi ng apparatus according to claim1l, characterized by further

conpri si ng: third preparation nmeans for preparing accounting
information that corresponds to said first usage control status and second
usage control status; and second execution nmeans for executing an
account settlenent process to settle the anobunts posted based on said
accounting information pr f t ~QNn neans. 4. An

i nformation processing metfhod $WRT0F PRECHSSak R RROVIDING siyvg appar at us
whi ch is connected to oth iSERW%PR@HDﬁR&E@HBE NT&I@ﬁﬁgr tuses and. whi ch

purchases rights to decrypt and use€ encry?ted. rnfornmation, characterized
by conpri sing: a first preparation gtep of preparing first usage

control status which ijdefXiRACTS FUBL$C KEYBROMIRUEHENS|GHIIONI bL
rights and the pricing J$ERTIF$CATEr AFFAGHERI TOOSEGURE CONTA | NER
a storage step of storinggs N
- control status, a usage control policy thﬁt.contains a second

VERIFY THAT SECURE ‘CONTAINER 1S FREE OF FALSIFICATION |, 5299

EXTRACTS UCP FROM SECURE CONTAINER - $223

!

chased
sagé detail s;
rst usage

PREPARE PT $204
PREPARE SECURE CONTAINER e

l

PERFORMS MUTUAL AUTHENTICATION WITH RECEIVER - S226

T

SEND SECURE CONTAINER L, $207
( RETURN )

F16. 39
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‘use type that describes the rights that can be purchased again based on
said purchased rights, price tags that contain the pricing details

- 95 - corresponding to said second usage details, and the key
needed to decrypt said encrypted information; a second preparation
step of preparlng second usage control status that identifies said second

usage details a t=e—pt i E onding to said second usage
details, based @%ﬁﬁgﬁ ?%S\Q M}d said price tags, when
rights are purc E & i nformati on processing

appar atuses; and a sendl step of sending said second usage contr ol
status pre Y. P as said encrypted
i nformat i or%ggldv%j%mﬁgy@?gmg E@fgﬁ}y'g?ﬁﬁ?@"p@%ﬂsai d ot her
i nformation SSi ses. - ‘
RECEIVE AUTHENTICATION CERTIFICATE OF | $242

PUBLIC KEY FROM SERVICE PROVIDER

— 1
CHECK SIGNATURE CONTAINED IN SECURE CONTAINER | 5243
T ,
[SELECT USAGE DETAILS WITH REFERENGE TO UGPs AND PTsj-S244
- [SEL ; _
UCS AND ACCOUNTING INFORMATION BASED ON UCP AND PTs|§245
STORE UCP, PT, CONTENT, AND SIGNATURE ON HDD |- 5246
DECRYPT CONTENT KEY WITH DELIVERY KEY | 5247
R
ENCRYPT CONTENT KEY WITH SAVE KEY __ |-S248
SEARCH EXTERNAL STORAGE FOR FREE BLOCKS _|r 5249
#&* . -
COPUTE HASH VALUE OF FREE BLOGKS TN EXTERNAL STORAGE |- 5250
! | 5251
~DOES COWPUTED AASH VALUE_X"'io
MATCH CORRESPONDING VERIFICAT1ON
VALUE OF MEMORY MODULE? =/ l
STORES CONTENT KEY, ETC. IN EXTERNAL STORAGE| yes / FAVE ALL BLOCLS
1 53 IN EXTERNAL STORAGE
' BEEN CHECKED?
COMPUTE HASH VALUE OF BLOCKS IN EXTERNAL [0 5957
STORAGE CONTAINING CONTENT KEY,ETC. W e
T 57— | | SEARCH FOR OTHER FREE
. 5254 BLOCKS IN EXTERNAL STORAGE
WRITE_COMPUTED HASH VALUE OVER

CORRESPONDING VERIF |CATI1ON
VALUE OF MEMORY MODULE

! . 8255

STORE ACCOUNTING |NFORMATION
IN MEMORY MODULE

-
FIG. 40
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5. A providing nmedium  which provides a conputer-readable program for
executing a process to an information processing apparatus which is
connected to other information processing apparatuses and which purchases
rights to decrypt and use encrypted information, characterized in that the
process conpri ses: a first preparation step of preparing first usage
control status which ((%ART ﬂFeIEPRDBlﬂITIONd%\RéCEBﬁﬁl | s describing purchased
rights and the pr|C|ng detalTls cor&espondlng To said first usage details;

a storage step of—stori +—ehe +ed—-Rforrat+enr—sai d first usage
control status, la usaaeéb‘yg Ay HASH VELUE Q6 (BLOGK Bl ns a fsectfdl  use type

t hat describes the rights that can pe purchased again based on the detalls
of said purchased rights, price L hat cqg%aln t he

- 96 - DOES COMPUTED

HASH VALUE MATCH HASH
ALUE IN SAM?

YES _y
i3 $263 ERROR PROCESSING 5277
< REPRODUCT | ON
POSSIBLE?
ES |
UPDATE UCS - $264
| v |
“ STORE ucs IN EXTERNAL STORAGE - §265
- _ _
COMPUTE AND STORE VERIFICATION VALUE Hp |- $266
y
SAM -AND DECOMPRESSION SECTION PERFORM MUTUAL] |- $267
AUTHENTICATION AND_SHARE' TENPORARY KEYS
v
DECRYPT CONTENT.KEY WITH SAVE KEY - $268
v -
ENCRYPT CONTENT KEY WITH TEMPORARY KEY  |»_-$269
SEND CONTENT KEY TO DECOMPRESSION SECTION |=-$270
DECRYPT CONTENT KEY WITH TEMPORARY KEY |- S271
! | -
DECOMPRESSION SECTION RECEIVES CONTENT  |=_$272
v
DECRYPT CONTENT WITH CONTENT KEY - $273
T
DECOMPRESS - CONTENT 8274
WATERMARK THE CONTENT - 8215
OUTPUT THE CONTENT $276
RETURN )

FIG. 41
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pricing details corresponding to said second usage details,
needed to decrypt said encrypted i nformation;
step of preparing second usage control status that identifi
usage details and said pricing details corresponding to sai
details, based on said usage control policy and said price
rights are purchased agai n through
appar at uses; and
status prepared by said as
information and said key(: sSTdRBcDFbﬁC@)iMl SHTALEMFNTSPROCESD ) sai
I nformati on processing apparatuses.

apparatus, which is connected to_ot.her

formati on- processi

and the key

a second preparation

es said second
d second usage
tags; when

said other information processing
a sending step of sendlng sai d second usage control

sai d encrypted
d ot her

An 1 ntornmatron proceSS|ng

ng apparat uses

and whi ch pur chases ri %?uALOAUﬁEWrY@AHBNdls“P
characterized by conprlifSI nRECE|VER 51 ﬁNDeEMD 1S
encryple ]

H

EB/I%EW rLIE301

ormati on, :
fron1sa|d
t he

i
formati on,

other information pra
sai d encrypted |nfornat|on

knncanl
~J A

and t he usage control

key ‘needed to decrypt

status which identifiEes—sard-tusage—detati-s—deser
REGBVERS ho il

EWDo SRRV GE GRY

executi on neans for eXecuting tﬂg EBRd to use sql

rights as well
and
giter S30Af or mat i on

as the pricing detail NDS; NU&HE‘H‘IGADI&ONQ@ERT&FHINTE
based on said rights described by sard uiage Oe[aIIS

RECEIVER 51 SENDS DELIVERY KEY VERSION,
ACCOUNTING |NFORMAT |ON, REGISTRATION LIST, AND
ENCRYPTED UCP TO EMD SERVICE CENTER 1

y [~ 8303

EMD SERVICE CENTER 1 CHECKS “STATUS FLAG”
OF RECEIVER 51

- S304

!

EMD SERVICE CENTER 1 ANALYZES ACCOUNTING
INFORMATION AND SETTLES ACCOUNT

- $305

!

EMD SERVICE CENTER 1 CHECKS IF ACCOUNTS
- WERE SETTLED SUCCESSFULY

- 5306

N

EMD SERVICE CENTER 1 PREPARES REGISTRATION LIST

- S307

!

| EMD SERVICE CENTER 1 SENDS REGISTRATION LIST
AND. DEL IVERY KEYS ENCRYPTED WITH TEMPORARY

75308

KEY AS WELL AS RETURN MESSAGE TO RECEIVER 51

'

RECEIVER 51 DELETES EXISTING ACCOUNTING
INFORMATION AND UPDATES REGISTRATION LIST
AND DELIVERY KEYS

-1 8309

END

FIG. 42
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i dentified by said usage control status.

- 97 - 7. An information proceSS|ng nmet hod for an information
processing apparatus which is connected to other information processing
appar atuses and whi ch purchases rlghts to decrypt and use encrypted

i nformation, characterized by conprising: a receiving step of

recei vi ng, fronlsald ot her i nformati on processing apparatuses, said
encrypted information, the key needed to decrypt said encrypted

i nformation, .and the usage control status which identifies said usage
details describing said rights as well as the pricing details
corresponding to said usage details; and an execution step of
executing the processes needed to use said

( - START OF REPURCHASING PROCESS )

YES ' ' '
. _{‘IAVE CONTENT, UCP, AND PTs BEEN FALSIFIED?)"’S401

‘|,No

YES
<———( HAS CONTENT KEY Kco BEEN FALSIFIED? )~s402
: ino -

"EXTRACT UCS 8403

PREPARES UCS AND ACCOUNTING INFORMATION {— S404

;

STORE ACCOUNTING INFORMATION IN MEMORY MODULE 73 j-S405

!

STORES NEW UCS IN EXTERNAL STORAGE 63 406

¢

COMPUTE HAS OF BLOCK Bp “/340?

'

WRITE COMPUTED HASH VALUE OVER VERIFICATION VALUE Hp [~ S408

FIG. 43
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i nformati on based on said rights described by said usage details

i dentified by said usage control status. - 8. A providing nmedium which
provi des a conputer-readabl e program for executing a process to an

i nformati on processing apparatus which 1is connected to other information
processi ng apparatuses and which purchases rights to decrypt and use
encrypted information, characterized in that the process conprises:

a receiving step of receiving, fromsaid other information processing
apparatuses, said encrypted information, the key needed to decrypt said
encrypted information, and the usage control status which identifies said
usage details describing said rights as well as the pricing details

-~ corresponding to said usage details; and

_98_

| CONTENT ID -~ ID_OF CONTENT A

CONTENT PROVIDER ID [ID OF CONTENT PROVIDER 2
uce 1D ID OF ucPA

UCP VALIDITY PERIOD VALIDITY PERIOD OF ucA
SERVICE PROVIDER |D |ID OF SERVICE PROVADER 3
PT 1D ID OF pTA-1 |
PT VALIDITY PERIOD |[VALIDITY PERIOD OF PrA-1
1'ucs 1D ID OF ucsA

SAM 1D ID OF SAM62

USER 1D _|ID"OF USER F

)’z,,f 1D ID OF USAGE DETAILS 15
= TYPE TYPE13—TYPEI1

= PARAMETER | X X x

=| CONTROL TRANSFER SOURCE: ID OF SAM62
™ STATUS DESTINATION: ID OF SAM62
USAGE HISTORY X X X

' ucsB
FI1G. 44
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an execution step of executing the processes needed to use said
“information based on said rights described by said usage details
.identified by said usage control status. 9. An information processing
apparatus, which is connected to-other information processing apparatuses
and whi ch purchases rights to decrypt and use encrypted information,
characterized by conpri sing: storage neans for storing said encrypted '
information, a usage control policy that contains the usage details that
descri be purchasable rights, price tags that contain the pricing details
corresponding to said usage details, and the key needed to decrypt said
encrypted. i nformati on; preparation nmeans for preparing usage control
status which identifies said-usage details and the pricing details
corresponding to said usage details, based on said usage control policy
and said price tags stored on said storage neans; and sendi ng neans
for sending said usage control status prepared by said preparation neans
as well as said encrypt gg—rFerrator—anrarsat-d—key—stored—oen——sai d st orage

means to said other inf rmﬁﬂEwhgﬁjoceSS|nclﬂagbéiﬂtﬂﬂéé when t hie rights are
~purchased agai n by said [(3NGENT PROVIDER IDPT] Y OF CONTENT RRPADER UBES .
| UGP_ID ] ID OF ucPA _

UCP VALIDITY PERIOD | VALIDITY PERIOD OF ucpA
SERVICE PROVIDER {D | ID OF SERVICE PROVIDER 3
PT ID ID OF pTA-1 1
PT VALIDITY PERIOD | VALIDITY PERIOD OF pTA-1
ucs 1D ID OF ucsA
SAM 1D ID OF SAM62
USER ID | ID OF USER F
Z ID ID OF USAGE DETAILS 15
2 TYPE TYPE13—TYPE 11
<|  PARAMETER X X X
ES CONTROL TRANSFER SOURCE: ID. OF SAM62
oA STATUS DESTINATION: ID OF SAM62

ACCOUNT ING INFORMATION B

FI1G. 45
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10. An information processing nethod for an information processing
apparatus which.is connected to other information processing

- 99 - appar atuses and whi ch purchases rights to decrypt and
use encrypted information, characterized by conprising: a storage
step of storing said encrypted infornation, a usage control policy that
contai ns the usage details that describe purchasable rights, price tags
that contain the pricing de 'W i d usage details, and
t he key needed to decrypt s[ﬂﬂmbo%(k?t §(£B%&S§ a preparation
step of preparing usageNd:ontroI status %I ch identifies said usage details

and the pri ci ngrdet-ai--s—<0rS ABPURGHASEI PROGESSING POSSIBLE? ) S421
- JYES

MUTUAL AUTHENTICATION 1S PERFORMED BETWEEN
RECEIVER 51 AND RECEIVER 301 L5422

L)

- _-<+——-——4( HAVE CONTENT, UCP, AND PTs BEEN FALSIFIED77>1,/S423
NOg= _
YES |
--&————4(HAVE CONTENT KEY Kco AND UCS BEEN FALSIFIED? y-S$424 -
yNO
RECEIVER 51 PERPARES UCS AND ACCOUNT ING INFORMATION-ﬂ,/S425

v

RECEIVER 51 SENDS CONTENT, UGP. PTs, UGS,
AND CONTENT KEY Kco TO HECEIVER 201" [ S428

TR
RECEPTION - |- S427
5428 Al
o~ e,
@AVE UCS AND CONTENT‘JI KEY BEEN FALSIFIEP [PROCESS ING}—
NO
RECEIVER 301 STORES CONTENT, UCP, AND PT -
IN MEMORY MODULE 323 ° f-s429
!

RECEIVER 301 DETECTS USAGE INFORMATION STORAGE
312A BLICK Bp THAT CONTAINS CONTENT KEY Kco [ S430

| YES ; '
le FAS BLOGK By OF USAGE_INFORMAT | ON 431
_ STORAGE 312A BEEN FALSIFIED?
| y NO

RECEIVER 301 STORES UCS AND CONTENT KEYL. «,
Kco IN EXTERNAL STORAGE 312 - 5432

!

RECEIVER 301 COMPUTES AND STORES HASH | s
" "VALUE OF BLOCK Bp (3433

F1G. 46

46/53



to said usage details, based on said usage control policy and said price
tags stored on said storage step; and a sending step of sending said
usage control status prepared by said preparation step as well. as said
encrypted information and said key stored on said storage step to said
other information processing apparatuses when the rights are purchased
again by said other information processing apparatuses. 11. A providing
medi um whi ch provides a conputer-readabl e program for executing a process
to an information processing apparatus which is connected to other
information processing apparatuses and which purchases rights to decrypt
and use encrypted infornmation, characterized in that the process

conpri ses: a storage step of storing said encrypted information, a
usage control policy that contains the usage details that describe
purchasabl e rights, price tags that contain the pricing details

- 100 - '
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corresponding to said usage details, and the key needed to decrypt said
encrypted information; - a preparation step of preparing usage control
status which identifies said usage details and the pricing details
corresponding to said usage details, based on said usage control policy
and said price tags stored on saird storage step; and a sending step
of sending said usage control status prepared by said preparation step as
wel |l as said encrypted information and said key stored on said storage
step to said other information processing apparatuses when the rights are
purchased again by said other information processing apparatuses. 12.
An information processing apparatus, which is connected to other

i nformation processi ng apparatuses and whi ch purchases rights to decrypt
and use encrypted information, characterized by conprising: recei ving
means for receiving, fromsaid other information processing apparatuses,
said encrypted information, the key needed to decrypt said encrypted

i nformation, and the usage—eertrol—status—mwhi-ch—i-dentifiesthe first use
type descri bing predeter1§@@§ Tildhts and thkd OprGONTENT det ai | s cprr espondi ng
to _Sai d first use type; CONTENT PROVIDER [D | ID OF CONTENT PROVIDER 2
' ' ’ UCP ID ID OF ucPA

UCP VALIDITY PERIOD |VALIDITY PERIOD OF WPA
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stofage means for storing a usage controlhpollcy that contains the second
usage details that describe the rights that can be purchased again based
on said rights described by said first usage details identified by said

usage contro

.- 101 -

status received by said receiving nmeans,
and price tags that contain the pricing details

corresponding to said second I rst preparation
means for preparing second usgimewu GI-LASE! BQCESFJ
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characterized by further conprising: second preparation neans for
preparing accounting information that corresponds to said second usage
control status prepared by said first preparation neans; and

execution neans for executing an account settlenent process to settle the
anounts posted based on said accounting information prepared by said
second preparation neans. 14. An information processing nethod for an

i nformati on processing apparatus which is connected to other information -
processi ng apparatuses and which purchases rights to decrypt and use
encrypted information, characterized by conprising: a receiving step
"of receiving, fromsaid other information processing apparatuses, said
encrypted information, the key needed to decrypt said encrypted

i nformati on, and the usage control status which identifies the first use

t ype describing predetermned rights and the pricing details corresponding

to said first use type; - 102 -
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a storage step of storing a usage control policy that contains the second
usage detail's that describe the rights that can be purchased again based
on said rights described by said first usage details identified by said
-usage control status received by said receiving step, and price tags that
contain the pricing details corresponding to said second usage details;
and a first preparation step of preparing second usage-control status
-which identifies said second usage details and the pricing details
correspondi ng to said second usage details, based on said usage control
policy and said price tags stored by said storage step. 15. - A provi di ng
medi um whi ch provides a conput-er-readabl e program for executing a process
to an information processing apparatus which is connected to other

i nformati on processi ng apparatuses and which purchases rights to decrypt:
and use encrypted information, characterized in that the process

conpri ses: a receiving step of receiving, fromsaid other information

processi ng appar at uses, sa-e—enerypted—irfornation—t-he-key needed to
decrypt said encrypted i GONEMt Ibn, and thdDBFaGENTRMItAol stat us which
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identifies the first use type describing predetermned rights and the
pricing details corresponding to said first use type; a storage step
of storing a usage control policy that contai,ns the second usage details
that describe the right's that can be purchased again based on said rights
described by said first usage details identified by said usage control
‘status received by said receiving step, _ Co-
103 - and price tags that contain the pricing details :
~corresponding to said second usage details; and ~a first preparation

step of preparing second E§§g§nggmgﬁogfskg§g§enwgignmgggqgifies sai d second
usage details and the pricing details corresponding to said second usage

~details, jbasegMBsesatitkdisageeent [0l cdiptdity p2bdigiaird Pr i, cesdPgscs beosd day,

sai d storage step. o : .

-5 ... user home network, 11 ... service provider management.section,
12 ... content_provider'management section, 13 ...copyright]nanagement
section, 14 ... key server,. 15 ... log'data management section, 16 ...
profit-sharing section, 17..... mutual authentication section, 18....
-user management section, 19 ... billing section, 20 ... cashier section,
21 ...auditsection,Bl ... content server, 32 ...watermarking section,
33 ... compreséion section,.34 ... encryption sectioﬁ, 35 ... random
number generator sectioh, 36 ... encryption seetion, 37 ... policy
storage section, 38 ... secure container preparation section, 39 ...
‘mutual authentication section, 41 ... content server, 42 ... pricing
section, 43 o poliey storage section, 44 .;. secure container
preparation section,'45 ;.. mutﬁal authentication section, 51
receliver, 52 - HDD, 61 ;..commuhicetion block, 62 ... SAM, 63 ...
external storade,.64 ... decompression section, 65 ... communication
biock, 66 ... interface, 67 ... display controller, 68 ... input.
controller, 71 ... mutual authenticétion module, 72 ... accounting
module, 73 ... memorymodule, 74 ...encryption/decryﬁtionmodule,75...
data check module, 91 ...deeryptionunit,92...iandomnumberéenerator
unit, 93 ... ‘encryption unit; 101 ... mutual authentication module,
102 ... decryption module, 103 ... decryption module, 104
decdmpression module, 105 ... watermarking module, 201 ..._receiver,.

202 ... HDD,
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104 - !

211 ... communication block, 212 ... SAM, 213 ... external storage,
214 ... decompression section, 215 ... communication block, 216 ...
interface, 217 ... display controller, 218 ... input controller, 221 ...

mutualauthenticationmmdule,222 ...adcountingnwdule;ZZB ... memory
module, 224 ... encryption/decryptionmodule, 225 .g.datachéckmodule,
231 ... decryptionunit, 232 ... randonlnumber generator unit, 233 ...
encrypfion unit, 241 .;. mutual authentication module, 242

decryption module, 243 ... decryption module, 244 ... decompression

module, 245 ... watermarking module.
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