1 Software Copyright Protection And Licensing System Using RFID Field of

I nvention [0001] The present invention relates to software copyright
protection and |icensing system using radio-frequency identification.
Background [0002] Most commercial conputer softwares are distributed with
| i censes. For exanple, in a retail shop,1 softwares are distributed in
packages that are shrinked- wapped. A so-called "shrink-wap" |icense
acconpani es each software package. Such software licensing is based on a

| i censee's trus§ofigrB HohOPARL y ibdifgh ent r
exanpl e, by breaking the’s r%nﬁ-wagﬁ%ﬁoﬂd;%ée% ng ég};s?\(g@?gﬁg%g@ of the
software in only one conputer. In a simlar manner, a "site" |license allows

a licensee to install a predeterm ned nunber of copies of a software in

many conputers, for exanple, at a Bildfvaigani sation. [0003] To enable a
i censee to install a software package 10, a product installation key 14,

as shown i n[¢00aE. | A &ftet fuBsertyipivaaiohyretaas is tsoftgrags cbﬁyl_ﬁé}ﬂhﬁx@w&'ﬁbﬁ Cand
characters, js  also included in the software package. To begin

i nst al | at i oACERsingwsEar ysieg e divalcdaugrsy identificatsamal | ati on manager pronpts a
| i censee to enter the product installation key 14. The installation
manager then authenticates the software to ensure that the software is

genui ne before the software is instalnéecg int(i) t he conputer. [0004] These
software product installation keys intHe P8t m of al phanumeric characters

are visible and, thus, cannot prevent a software frombeing installed in

more than t [ppo2pai&edcatimbRIal MonfRire Sof kb O £ MBI iled QRH! | 1?‘%5 &f fpese
sof twares depends very nmuch on the |icensee's organizations AL oWl t hese
sof twares. &xamyde,olnva eetail tshap, softwares are distributed in packages that are shrinked-
wrapped. A so-called “shrink-wrap” license accompanies each software package. Such
software licensing is based on a licensee’s trust and honesty to abide by the license
agreement, for example, by breaking the shrink-wrap and agreeing to install a copy of
the software in only one computer. In a similar manner, a “site” license allows a licensee

to install a predetermined number of copies of a software in many computers, for

example, at a site or organisation.

[0003] To enable a licensee to install a software package 10, a product installation key
14, as shown in FIGs. 1A and 1B, typically consisting of 16 alphanumeric characters, is
also included in the software package. To begin installation of the software package, an
installation manager prompts a licensee to enter the product installation key 14. The
installation manager then authenticates the software to ensure that the software is

genuine before the software is installed into the computer.

[0004] These software product installation keys in the form of alphanumeric characters
are visible and, thus, cannot prevent a software from being installed in more than the
agreed number of copies. Enforcement of copyright of these softwares depends very

much on the licensee’s organizations that own these softwares. It is obvious that



2 enforcenent of copyright of softwares installed in homes or small

busi nesses is less effective. [0005] To ensure nore effective enforcenent
of softwares copyright and licensing, attenpts have been nade to
distribute softwares that require dongles., Each dongle is connected to one
of the 1/O ports of a conputer. Such a pr%tected software queries the 1/0
port to which a dongle is connected at start-up and at predeterm ned tine
interval s dgg i i .0 j .l i.censee ¢ only run one
copy of ¢ he. SRPRURPASIRRYALACE: sof e ERRTCE jp pRERR I BRI Smteckb e St

t hi s does nogffgetigyent a user from making copies of the software in other
machi nes and operating the software therefrom [0006] It can thus be seen
that there exists a need for another systemfor protecting the copyright
of softwares and ensuring nore effective |licensing control. The present

i nvention al 88033 he engrevaere crffective enffosamtheah bdgofwatest dupysghts tnd fo@isingy

art. Summary 000 The fol] owing presents a sinplified summary to provide
a basic undeartfse['“fi’g%;%\éf besp tﬁ,dé%% te jspifwiatasothat Tquite dovgles: Eatks dprgle &n

ext ensi ve oy, ' f ' nti.on and js not intended to identjfy key
features of cﬁﬁ}ééc?é#v@notﬁ%gﬁtﬁ%z(ﬁﬁgw of ¢ cpupp f-ﬁ@@@nﬁmteg@ﬁé%fm%@mﬁ% ive
concepts of 1St kWA 1) i ar.al.i for aprel.ude.to. the
detail ed descr !bpti on ti ﬁéﬂg&tlgcgﬁ&f)ﬁ%a& ?%8‘0@? %%ﬁﬁreedgtﬁﬁ%?%m@ﬂ?’éﬂé
present i nvehtingits pperufiste This &b Waen6OBM bﬂgtan RhELEEY bPtheAdRvlakE G NI
system using radio-frequency identification (RFID). T system conpri ses:
a RFID tag acdwglsaswplied avithothenasfewpac kRgeyves ahty RidsDhdtagrevad g akdiSfiain

| east a product installation and |icensing key of the software; and a RFID

reader in c QORiSs 9 the o warcisrnthesmashimes sad eppratinigtthd ©PtWarothesefimanput er
and the

[0006] It can thus be seen that there exists a need for another system for protecting the
copyright of softwares and ensuring more effective licensing control. The present

invention also aims to overcome the disadvantages of the existing prior art.

Summary

[0007] The following presents a simplified summary to provide a basic understanding
of the present invention. This summary is not an extensive overview of the invention,
and is not intended to identify key features of the invention. Rather, it is to present
some of the inventive concepts of this invention in a generalised form as a prelude to

the detailed description that is to follow.

[0008] In one embodiment, the present invention provides a software copyright
protection and licensing system using radio-frequency identification (RFID). The
system comprises: a RFID tag accompanying a software package, said RFID tag
contains at least a product installation and licensing key of the software; and a RFID
reader in communication with a central processing unit (CPU) of a computer and the
RFID tag; wherein during execution of the software into the CPU, the RFID reader

interrogates the RFID tag for the software’s product installation and licensing key; said



RFID tag; wherein during execution of the software into the CPU, the RFID
reader interrogates the RFID tag for the software’'s product installation
and licensing key; said 3 systemgenerates an installation signature
(ISigtg) fromthe product installation and |licensing key and allow ng
execution of the software when the 1Sigt,3 tallies with the ~installation
signature (ISigpc) stored in the CPU when the software was first installed,

i i he i : [ ' t d t.tally. [0009]
'n anothor oy rneg e REAtARh Vg Bhi? STl Bl ER BB Blrden et o1 h

sof tware copl¢engiig ke dndl LIORRE ckQURGL oF B sSHPRLWEE: B nggh@%s {[}gltﬁeat i on

software package, said RFID tag containing at least a pr I'ns .
and | i censi nipsteBytion Sgmatumi(tsig i ngored MthOOPERGREN MelsbfrRae skt iRFARAS 8F NY
unit (CPU) of a conputer and the RFID tag; allow ng installation of the
sof tware in demeseresytiontwhenphoistetlationrsigraturest domothally. i s val i d, ot herwi se
denying installation of the software package; during installation of the
software, pronpting a licensee for licensee infornmation, encrypting the

| i censee inf t4.on, ..sendi.ng th ncrypted licensee infornmptjon to the
RFI D tag ar#gﬁdg@nfgr aolthr?ﬁ eglrli’ogiﬁréef’gltfea’t”i% ts‘flﬁ‘?ﬂ{oﬂ;@o(’ﬂﬁq @)m‘lglg‘?‘i Sf 8?@&@1& [1
the CPU, an L r - Qper. ! al Lation signature
obt ai ned frgsr?]ﬁ'lt“}ﬁgémlg I [r)} agantafachIe%%eés&)VIJlIl [‘?ﬁ&%t ﬁsgb ﬁ ngiga?{%%‘lﬁééa;g?ﬁza? ﬁPﬁ;{’g’feor ed
in the CPU, mtheews£e RPID! tapkohAmiiOht Wastea PREIRY |iR%allat liceHside key;
anot her enbopc?i lkr%nt, the pr egent i nvention p?ngi des a conputer pr o%%c_t).{ The
conput er pr eduuumaipg 2 SRFED readen fiither eenpral fragessing (R @ A0 ERARREYATI t he
sof tware package, said RFID tag containing at |east a produc.t instal lation
and |icensi tée R fiag allosting instedlatitie of ofhevsafoyaranih ﬁr;e SPBUNT the pu@bld_etsu ve
for attaching.t ID.tag,, onto .a casing, of a centra rocessing uni
(CPU) of a é‘gﬁ‘&]gﬁ&‘ _WWﬁ_%éhOfﬂlﬁléM%f‘o engeinsialiatipneetathe so rReckegs: REIND
reader in C QRUIHANGR LY Ak %ﬁvparé,hﬁor%g%ijng ra{ciictegseé\:e F%E} Bcén%ge information, encrypting

the Jicensee information, sending the encrypted licensee information to the REID tag

and generating an installation signature (ISig) for storage in the CPU; and allowing the

software to operate if an installation signature obtained from the RFID tag tallies with

the installation signature stored in the CPU, otherwise exiting the software operation.

[0010] In yet another embodiment, the present invention provides a computer product.
The computer product comprises: a software package; a RFID tag accompanying the
software package, said RFID tag containing at least a product installation and licensing
key for installing the software; and an amount of adhesive for attaching the RFID tag
onto a casing of a central processing unit (CPU) of a computer in which the software is
operable; wherein a RFID reader in communication with the CPU and the RFID tag

allows installation of the software if the RFID tag is valid.

[0011] In a further embodiment, the installation signature (ISig) comprises a unique
identification and a product identification of the software in addition to the licensee
information. Preferably, the licensee information comprises one or more of the

following: a license number and licensee’s name, address and/or contact numbers.



allows installation of the software if the RFIDtag is valid. [0011] In a
further enbodinent, the installation signature (I1Sig) conprises a unique
identification and a product identification of the software in addition to
the licensee information. Preferably, the |icensee information conprises
one or nore of the followi ng: a license 4unber and |icensee's nane,

address and/or contact nunbers. 4 [0012] In yet a further enbodi nent, the
RFID tag has a |ine and/or an area of weakness surrounding a mniature
conponent of the RFID tag. Preferably, the mniature conponent of the RFID

tag may be i i: I Lo rief Lption
of t e 0r auitoee (855 TR e EhaLA LRI e nRAPR flior s b o FRRRR
non-1 i ni ti nguesheiigrankgniafurd PmpEBLEREBE hEVRRAID 0By, Pdiltab§! GheNERidiGret e
acconpanyi ng drawi ngs, in which: [0014] FIG 1A I%ust rate$ a conventi onal
shri nk- wr appetpsudnt whthe RiEiEkiag enayieid reembityGhip, aBedidtbiugid/cataeapaitepnvent i onal
product installation key acconpanying the software package; [0015] FIG 2A
illustrates a software copyright protection systemusing radi o- frequency
identification in accordance with an enbodi nent of the present invention;
and FIG 2B illustrates a conputer with a radi o-frequency identification
reader built onto a nother-b ccordi ng..t g, anot her enbodi nent of the
present invention; [0016] FI G%%gnl%ﬁr{?gﬂlg?@seq%r&ments of a product
installation and licensing key according to another enbodi ment of the

present inv Wols Lldustrates an .instal.atio nager
gener ating gibtsﬂggg Plesaflﬁg'glﬁgﬁ ‘é’ﬁ?&’%@%‘ﬁ?ﬁ‘ﬁ‘ﬁe""ﬂ &f gy ¢t ?%F’??go‘{!’%‘eﬁ‘%oqfhtg?
enmbodi ment  gfesdMEnREESE it RYGSHH ﬂle[z{ggérﬁl)ar}grirgd éwfnh%,lﬁ? Whdpes an
installation process of a software package acc r i ng-to
[0014] FIG. 1A illustrates a conventional shrink-wrapped software package, while
FIG. 1B illustrates a conventional product installation key accompanying the software

package;

[0015] FIG. 2A illustrates a software copyright protection system using radio-
frequency identification in accordance with an embodiment of the present invention;
and FIG. 2B illustrates a computer with a radio-frequency identification reader built

onto a mother-board according to another embodiment of the present invention;

[0016] FIG. 3A illustrates components of a product installation and licensing key
according to another embodiment of the present invention; and FIG. 3B illustrates an
installation manager generating a secure installation signature (ISig) according to another

embodiment of the present invention;

[0017] FIG. 4 illustrates an installation process of a software package according to

another embodiment of the present invention;

(0018} FIG. 5 illustrates an installation process (B) of a new software package

according to another embodiment of the present invention;



anot her enbodi nent of the present invention; [0018] FIG 5 illustrates an
installation process (B) of a new software package according to another
enbodi ment of the present invention; 5 [0019] FIG 6 illustrates a
re-installation process (C) of a software package according to another

enbodi nent of the present invention; [0020] FIG 7 illustrates an
installation signature (1Sig) regeneration process (D) according to
anot her enbodi nent of the present invention; [0021] FIG 8 illustrates a

|l i censing control system according to another enbodi ment of the present

i nvention; 2k : Id I I j

sof twar e anWiQL gﬁgi &r%glgl Hg%tf g?nké g‘g‘%‘g‘ﬁ‘ﬂf“ﬁg"%{‘# SWQ%W gfeﬁ%dﬁg% a%é?{?ﬂgftot he
present i nveRbtheNembRiimbhtasd thesiesdnplnvertid9023] One or nore specific and
alternative enbodi nents of the present invention will now be descri bed
with reference to the attached figures. It shall be apparent to one
skilled in the art, however, that this invention may be practised w thout
such speci f il@Q020HdHGi |7s ilhsatss ofn instalidbenisignaey (Hg) ibegetersiion Ipeetest (Déngt h
so as not to obscure the invention, For ease of reference, conmmon

ref erence nd@ffErHpPe iy ieg’?og‘fﬂ%ﬁ%‘ihﬁﬂ’éesﬁﬁtl“ﬂ"enﬂémused t hr oughout t he
figures when referring to the sane or simlar features comon to the
figures. [0024] FIG 2A shows a software package 100 with a radi o-frequency

i dentificat i{_dr?g*i]RﬁEIR[E).' @liukﬁaes]alﬁce%%%%gﬁt% sgﬁf@%ﬁmﬁggﬁﬁém&f erh}?kﬁlixﬂérﬁi?”t

i nvention. tag 110 1s schematic a nenory chip 118
connect ed t ¢hepre®at MveritiochZdnd @ capacitor 126 and an antenna 130. In one
enbodi ment, the RFID tag 110 around the

[0022] FIG. 9 illustrates various applications of the software and licensing system

according to yet another embodiment of the present invention,

Detailed Description

[0023] One or more specific and alternative embodiments of the present invention will
now be described with reference to the attached figures. It shall be apparent to one
skilled in the art, however, that this invention may be practised without such specific
details. Some of the details may not be described at length so as not to obscure the
invention. For ease of reference, common reference numerals or series of numerals will
be used throughout the figures when referring to the same or similar features common to

the figures.

[0024] FIG. 2A shows a software package 100 with a radio-frequency identification
(RFID) tag 110 according to an embodiment of the present invention. The RFID tag
110 is schematically made up of a memory chip 118 connected to a resistor 122, a
capacitor 126 and an antenna 130. In one embodiment, the RFID tag 110 around the

memory chip 118 is weakened, for example, by a perforated line. In another



menory chip 118 is weakened, for exanple, by a perforated line. In another
6 enbodi ment, the backing behind the nmenory chip 118 is thinner conpared
to the rest of the RFID tag 110. In yet another enbodinment, a |line or area
of weakness surrounds the mniature conponents of the RFID tag such as the
menory chip 118, resistor 122 and/or capgacitor 126. It is also possible to
provide a |ine of weakness across one or nore coils of the antenna 130.

[ 0025] Duri ch.ur f e f tware pack , 100, the nmenpry chip 118
of the rel AR e bictee bea e RoRSORRR A it PuPRRY A Mreling

li censi ng key ldirID Ahab. § | i | &
recommended retail p%gce, dlgg?tlr %g{ﬂ?ég%@#g%keglﬁ ’aqu%gyfrgagéagd;]ft@%%cgg‘stglsggo%ds
encrypted i rthé hgnismroEomsodentslokGhe RFID Y sichfQthRheRdry cRYCH saesistrengee

i nformation, nunber of avail able |icenses, associated ‘conputer 3eV| ce
nunber, nmay dodoncapacdor 136 dt ishalsRBbBililado Itovidé a line Rl Brakeageicrddnehen t he
tag 110 is in use. FIG 3A shows the product installation and |icensing
key 114 is ouEpgelds fithhantgnana Bdst the fol | owi ng i nformation: uni que
identification 114a; product identification 114b; product information
114c; and licensee information 114d. [0026] After purchasing a software

Kk 100, o | Gl to the t f _the |].
Ror covent . 1ot Rripb B ikl o IR B bl LT A meinte e B B oo
t 110 t ' tekh ' " [ d
28 FIG 25 arece il L PR it § Rk IRoRe) maat il M ekt ey

RFI D reader Cih@ infirhiation sudthes MenbREnENR dete ] RomARnSIOMIRIl Prifd, Qest®Bitioh he
RFID tag 110 and RFID reader 158 are in close proximty to each other. In

an enbodi mentarket redRPI0D, ek rkods catryateden ihermerhorgaphintd8. Fupthérciafdrnaergund
13.5 MHz, and,t hel, di stance between the RFID tag 110 and reader 158 is
subst ant i al FYchi 3% ligenser gafoppatione srmber ef avaidable licentrsuassodsied domalutaradsiige t he

number, may be written into the RFID tag 110 via a RFID reader 158 when the tag 110

is in use. FIG. 3A shows the product installation and licensing key 114 is encoded with

at least the following information: unique identification 114a; product identification

114b; product information 114c; and licensee information 114d.

[0026] After purchasing a software package 100, a user implicitly agrees to the terms of
the license agreement, tears off the shrink-wrap from the package and sticks the RFID
tag 110 onto a side of a computer’s casing 150, as shown in FIGs. 2A and 2B. FIG. 2B
also illustrates the computer having a mother-board 154 and a RFID reader 158 built on
the mother-board 154. As shown in FIG. 2B, the RFID tag 110 and RFID reader 158
are in close proximity to each other. In an embodiment, the RFID operates at a medium
frequency, typically around 13.5 MHz, and the distance between the RFID tag 110 and
reader 158 is substantially in a range of from about 2 e¢m to about 20cm. Preferably, the
plane of the RFID tag 110 is perpendicular to the radio-frequency flux radiating from
the RFID reader 158 such that the radio-frequency flux and the antenna 130 are

optimally coupled.



pl ane of the RFID tag 110 is perpendicular to the radio-frequency flux
radiating from the RFID reader 158 such that the radi o-frequency flux and
the antenna 130 are optimally coupled. 7 [0027] After a licensee (user)
has renoved the software nmedium such as,_ a conpact disc and inserted it
into an optical drive, an installation néhager in the software package 100
I nvokes the RFID reader 158 to read the product installation and |icensing

key L4 1T qubime Affet @ 1Rkl Kol IR Aot dent ISGRATR MBI Qich %as! 30nBRE

manual |y enter product i'nstallation and i censing Kéy

FIG 3B, thediftFinD ineadéit idb8n ofted deise, b ensdiIREUE inahilh 3l HRtdoBvaitghekage
licensing key 114. The installation nmanager then extracts the unique
i denti fi cat il®R mvokgs therRidDoeadeal d 68 itd fead theoproddet instalthtion cad dieensiigridepriat i on

114c, and creates %II} installation hash or signature (I1Sig) 116. The
i nst al | at i orff¥adle HFIQ; g dd Oreithqusithy licarses baving bxaead 41d magvallyeentérnthehe

conputer and_i used to verify.the copyright and_Jicensing of the software
package 100;pr?%§glélmﬁ%tr“?nﬁr@aﬁci%ﬁ§ggﬂ be S%F‘@‘&Pé? Fl\)&:!eg t H§ BpfeatlP8n and
execution of : ' rese l.nvention.is
cxeout | o Olaoh ot Ry gaRkANRio AEGLELAR K8, 4P PRGN et vl
protecti on aRfadtd GBASIGleS Y&RhBMdiRnt P8fa, $H8u r%ﬂﬁﬁcdt{(}ﬁt ?Mbata'nﬁ’ N @Rde
licensing key 114 is in an electronic formand cannot be visually read. By
storing the ipbooaton i bt adndatieates amd ihdtalkibioh NGaskeyr Jighatute t(IgTEM®r The chi p
118 of the RFID tag 110, the present invention helps to enforce software
copyri ght pistaietiophash er sghainure GiSig) Ud éris a seeurp iy eteretinf thenednmsiial dnidrig

unaut hori sed cg(gi es,.of the saoftware in separate machi nes. Thus,
enf or cement UFY LOFYEHEY dhe | opnaehigand dicening o thee pofbwarey packpgy (188y theag t h

the |i f [ t he, t hi,n .backi t he. RFI D t 110, these
foaturos nelBne g ALR: Bk Tt e RO gt hsERare Package

according to the present invention is described in FIG. 4.

[0028] An advantage of the present copyright protection and licensing system is that
the product installation and licensing key 114 is in an electronic form and cannot be
visually read. By storing the product instaflation and licensing key 114 in the memory
chip 118 of the RFID tag 110, the present invention helps to enforce software
copyright protection. In addition, users are prevented from installing unauthorised
copies of the software in separate machines. Thus, enforcement of software licensing
becomes more effective. Further, with the line of weakness and/or the thin backing on
the RFID tag 110, these features help to discourage a licensee from tampering with the
RFID tag 110 after it is attached to the casing 150 of a computer’s CPU,

[0029] FIG. 4 illustrates an instaflation process 200 of a software package according to
another embodiment of the present invention. As shown in FIG. 4, the installation
process 200 is started by a user initiating, in step 204, to install the software package
100 into a computer, For example, the user removes the software medium, such as a
compact disc and inserts it into an optical drive in the computer. Upon the computer’s

operating system detecting the installation medium and executing the installation



RFID tag 110 after it is attached to the casing 150 of a conputer's CPU.
[0029] FIG 4 illustrates an installation process 200 of a software package
according to another enbodi mnent of the present invention. As shown in FIG
4, the installation process 200 is started by a user initiating, in step
204, to install the software package 108 into a conput er. For exanple, the
user renoves the software nmedium such as a conpact disc and inserts it

Lo an oDt et il ¥l BUANG CATBULE e URIDLI NEGSATRULEL 1S RISBSLALL Oy

system detecting the 1ns Ium and ‘execut’i ng

command, _an ih Bgh 2l bakbisesh RSN tas" 10hBatSRshyRIA ﬁﬁﬂﬂ%dfﬂ#&ggﬁcﬁa 1681 D
reader 158, in step 210, to scan the RFID tag 110 that iIs suppliéd wth
t he sof t war &\ paddiag M4, in stepolEicl, Sihether She'REED tdgh ISt ie predéde. IMRIRIEID tape
RFID tag 110 is present. If the RFIDtag 110 is attached to the

r ecommended 14 @éfi attacknd ta the rgeoromended reginp wnersideaef thg cosPuandasing 150 4k is
interrogation_range of the RFID reader 158, the decision in step 214 is
posi tive, athie gatier tanee pt be &ddDpeakcedad the desigipn sogiep 20439 positive,he
deci si on in.stteg,,Zlé Ls "no", the ig)stal# i on manager issues a nessage to
the user, ih step D¢ PIOSHSAPGSEhE (9e7<% 0 attach the REID tag 110 at a
recomended position. After elapse of atine interval, the installation
manager again requests the RFID reader 158 to interrogate the RFID tag

110. I'n ano{deso] eMBedbdEIBh in §88 2REDnd MY MIEBIGA mhfigbERARE @dnd@lgedo
predeterm ned period of time, after which, the installation nmanager exits

t he instal | dteiuser, pn step248, promypehg draisheto aablo e talghd 0 4134 etdmadémaiad
manager pronpts the user whether to continue with the installation process;
i f the user POosom Afiess elapseeof pdimeg indgrveln theainaiglationemenage again pepseis sthet eps
210 and 214 not , e .installati manager _exi sfs the jnstallation
process. | Oggh]# rWﬁjt@’ﬁ ISQFQ:FWIT%&J‘% 9 Ddfégelggeﬁl BYOthefecTRpdtmERts ther REﬁ%, in
step 214, t Dl?elrogation is repeated for a predetermined period of time, after which, the installation
manager exits the installation process. In yet another embodiment, the installation
manager prompts the user whether to continue with the installation process; if the user
so wishes, the installation manager re-executes process steps 210 and 214. If not, the

installation manager exists the installation process.

[0031] When a RFID tag 110 is detected by the RFID reader 158, in step 214, the
RFID reader 158 sends out a burst of radio-frequency waves and interrogates the RFID
tag in step 220. Powered by the radio-frequency waves inducting the RFID tag’s
antenna 130, the RFID tag 110 responds by encrypting the product installation and
licensing key 114 from it memory chip 118 and sends a burst of return radio-frequency
waves through the antenna 130 back to the RFID reader 158. In step 224, the
installation manager requests the RFID reader 158 to decrypt the product installation
and licensing key 114 from the RFID tag 110.

[0032] A decision is then made, in step 230, whether the product installation and
licensing key 114 is successfully transmitted by the RFID tag 110 and decrypted by

the RFID reader 158. If the decision in step 230 is negative, ie. “no”, the installation



RFI D reader 158 sends out a burst of radio-frequency waves and interrogates
the RFID tag in step 220. Powered by the radio-frequency waves inducting
the RFID tag's antenna 130, the RFID tag 110 responds by encrypting the
product installation and I|icensing key 114 fromit menory chip 118 and
sends a burst of return radio-frequency ves through the antenna 130 back
to the RFID reader 158. In step 224, the installation manager requests the

RELD peader hhabodiReNhe A RIORNEL ARl Ali3hl A0 ') D6 Mak fe 14

fromthe RFID tag 110. [0032] cisioni1s t her
t he product insaliatidnairbedzs 300] Ilcen5| ng key 114 is successful I y transmtted
by the RFID tag 110 and decrypt ed by the RFID reader 158. If the decision
in step 230 is negative, ie. "no", the installation 9 manager considers

the RFID ta to be invalid, and proceeds to step 298 and ends the
i nst aI I at| 0 c‘g&e %@1011[19@@3]2%118 POl e ¢d. SY@F\), they lrg;tz’élpt@sman@ep@mmtsve

ie. es install.a xtr e licensee informati on 114d

from %/he pr ogﬁélfeqsﬁs%?mﬁﬁp%ﬁ%ﬁ Er?él?‘?}tft R%?aqlf‘:?]% ap, Heensing ey ! ﬂéé?4
de-crypted th n en ,

- whet h)érIo the%ﬁscégﬁgggh?ﬁ ?eqq:{ |%§§ﬂ1§5932% gF g [(%6@211 5 E%flﬂlga% ﬂﬂf% 4,

package 100 w&tmmeﬂi&nééé%fohﬁﬁf&ﬁ%%@I:i@fsmit' on 114d does not exist, the

i nstal l ati on manager proceeds to step 250. In step 250, a new instal | ation

process B is started. If the decision in step 244 is positive, the

instal lation mana? proceeds to process C. In process C, the software

package 100 [9034} di thetsaftwere paskageciO 300w 1A0BE Jlicés inforiakius tid 4d dsesanaiew

software installation process B according to another enbodiment of the
present i nvERSH dﬁ g Hemmanpeerprgeesds ichstep ey Os dn tsigmr 850, a new installation

process B is started. If the decision in step 244 is positive, the installation manager
proceeds to process C. In process C, the software package 100 is reinstalled in step

300.

[0035] FIG. 5 illustrates a new software installation process B according to another
embodiment of the present invention. As shown in FIG. 5, the new software
installation process B starts from step 250, In step 252, the installation manager
requests the user (licensee) for the licensee information. The licensee information may
inctude the licensee name; address; and telephone, facsimile and/or email contact. As
soon as the required licensee information is entered by the licensee, the installation

manager proceeds to step 254.

[0036] In step 254, the installation manager installs the software package 100 into the
licensee’s computer. At the end of the installation process, a decision is made, in step
256, whether the installation is successful. If the decision in step 256 is negative, the
installation manager determines, in step 258, that the installation has failed. As a result,
the installation manager executes, in step 278, an installation roll-back and removes the
software components that were installed by the installation manager, before ending the

installation process in step 298.



installation process B starts fromstep 250. In step 252, the installation
manager requests the user (licensee) for the licensee information. The
licensee information may include the |icensee nane; address; and

t el ephone, facsimle and/or email contact. As soon as the required
licensee information is entered by the |l8ensee, the installation manager
proceeds to step 254. [0036] In step 254, the installation manager installs
t he software package 100 into the |licensee's conputer. At the end of the
installation process, a decision is nmade, in step 256, whether the
install ati ongg eaRs nlkfenbRE ; I (5] ' [ ' he
installati OEOGng]ngger de{tsewrrl %nﬁ%g,zaigﬁsdgﬁ é%lleg@}éé {ﬂsﬁgﬁﬁlﬁg&dﬁ%}%ﬁ?‘%@% ‘éoﬁstﬁa S

failed. As @60ehustep 260htheiingilaiban@peReABChe i@t e8forhRich BRd2iBihean
installation roll-back and renoves the software conponents that were

i nstal |l ed byRiilRerdadent K8 &iritbe licenseq énfornmefonr H 4dndi g updered iimst @k podad
process in step 298. 10 [0037] If the decision in step 256 is positive,
the instal | #B11AR 8 drensing keg dd 4t Bhe ppdated gonduphinstabiptisand ticensing key
installation nager send he. lice e i.nformation 114d to the RFID
reader 158 fltggr%tﬁlgn FP%R*&@»@%‘HP&F%%@r?nﬂifmsmﬁfeééoJ BEHd e W.tinstepsoduct
installatio i i 13 T d.phredyct installati nd

[ censi ng kay 2308 20 ol findhifiate gAML A5 nee BiBimion B0

the RFID tag chtSptédarkt @RHmiR&HoINIREHS tag fhECi SiON is then made in step
270 whet her the licensee information 114 I's encrypted and transmtted to

the RFID tag 110. [0038] If the decision in step 270 is negative, the
installation manager pronpts the |icensee, in step 274, whether to retry
encrypting K888k Hgthgnﬁ[l)qcmiqmgint ftep 12i76 én siegativenthorinstaliasion IrhdihptroptoneptRAKD t ag
110. If the,licensee's decision in step 274 is positive, the installation

manager rephSHSeenIBCUER StlepRheeny, top geiry, pCHpEng cindr HangRifing rihe isetree
information 1144 to the RFID tag 110. If the licensee’s decision in step 274 is positive,

the installation manager repeats process steps 260, 264 and 268 accordingly. In another
embodiment, a number of retry in step 274 is predetermined. If the decision in step 274
is negative, the installation manager performs an installation roll-back in step 278 before

ending the installation process in step 298.

[0039] If the decision in step 270 is positive, the installation manager proceeds to step
280. In step 280, the instailation manager creates the installation signature (ISig) or hash
116 from the unique identification 114a, product identification 114b and licensee
information 114d. The installation signature (ISig) 116 is then stored in the licensee’s
computer, in step 284, The installation signature stored in the computer is identified as
ISigy, in step 288. A decision is then made, in step 290, whether the generation and

storage of the installation signature ISig,, 116 is successful.

[0040} If the decision in step 290 is negative, the installation manager prompts the
licensee, in step 294, whether to retry storing the installation signature (ISigy) 116. If
the licensee’s decision in step 294 is positive, the installation manager re-executes the

process steps 284 and 288 accordingly. In another embodiment, a number of retry in



enbodi ment, a nunber of retry in step 274 is predetermned. If the decision
in step 274 is negative, the installation nanager perfornms an installation
roll-back in step 278 before ending the installation process in step 298.
[0039] If the decision in step 270 is positive, the installation manager
proceeds to step 280. In step 280, the ilAstallation manager creates the
installation signature (1Sig) or hash 116 fromthe unique identification

et ai | ati on'h Geactire e plegiedy 16 uRCBeR 8 Gip, 204 °f REbPR ReChsgllon
computer, | Madagét j#8¢oedd R sibP9r8lcha eBrhl ARHWIRLS] RIILL: lérbefo?ge@?%gr s

identified as igp, in step decision 1s then nma Ins

whet her t he iggaldatmhiproceanth stgt 208ge of the installation signature 1Sig,, 116
is successful. [0040] If the decision in step 290 is negative, the

instal lati on manager pronpts the licensee, in step 294, whether to retry

storing the jns l.atjon, si.gnature (I1SigP0) 116. If the licensee's
deci sion in {@(p‘éiﬁg@‘& 435131’?8% Ben €70 isrositigs Brelingtallstioprifragesssiub -Aocerdingds t he

process steps. ; nd. 288 accordi,ngly.,ln anather .enbodi t, a nber of
Petry i 11t FEAISHHh AERGPERBICHT dio P e Rutaledtt peerE bt wd S 1 <
negative, the installation mnager proceeds to step 278 and perfornms an
installation roll-back before ending the installation process in step 298.

[0041] I|f tionddp@IGi Onilistrates @Pre2BOtallftiRPOPIdcbsCaf 4 E@ﬁw&%tﬁ&aﬁfe'é&&rgﬁ to
successful. Accordingly, the installation manager proceeds to en he new
i nst al | at i oanghercesbodinem tteppIit inf@01%A] AklsGowh ih IFIGS 6] tHees-istallation
re-installation process of a software package according to another

embodi nent  BYOceHe Cpplarie nfrom rijem 300n In Ateps RO theninkiatbatio, miahper selects the

re-installation cess starts fromstep 300. In step 302, the
installatio Cﬁ%%gt&esgﬁsﬁg?@”t ﬂgnat‘i“ﬁc@t%lgbllm?%fp’lf iefaulis the nslell@ionssignasirer e

(1Sig) 116. (I§ngseif1§lig focatbd'f o @ér%&! "f‘\;e', Sltns rl)%% drive “C” of a computer. In step

304, the installation manager retrieves the ISig, from the storage drive. A check is then

made, in step 306, whether the [Sig, is found in the computer.

[0043] If the decision in step 306 is positive, the installation manager requests the
RETD reader 158 fo extract the unique identification 114a, product identification 114b
and licensee information 114d from the RFID tag 110. An installation signature (18igy,g)
is then generated from the RFID tag 110 in step 310. The I8igy,, is compared to the

ISigy. in step 320 and a decision is made, in step 324.

[0044] If the result of comparison in step 320 is positive, meaning that the installation
signatures from the computer and RFID are identical, the decision in step 324 would
also be positive. Accordingly, the installation manager proceeds to complete the
installation of the software package 100, in step 330, before ending the re-installation
process C in step 394,



(1'SigP0) 116 is located in a storage drive, such as a boot drive "C' of a
conputer. In step 304, the installation nmanager retrieves the |Sigpc from
the storage drive. A check is then made, in step 306, whether the |ISigp,
is found in the conputer. [0043] If the decision in step 306 is positive,
the installation manager requests the D reader 158 to extract the

uni que identification 114a, product identification 114b and |icensee

i nformation : b at i -S| r i.gt)
is then gené%%?g&%P?gﬁ$@ﬁ8ﬁgéﬁgh%gg%%%%qf?2gEi%a%k%%t@%é&#gﬁg%gsﬁ%gcoﬁpared
to the |Si §8ig,landISRy, #Uetn@ined 46 Ge Shwlld i sPdR4. AR SRRl 384 inkDPAdh | f
the result of conparison in step 320 is positive, neaning that the

i nst al | at i omangggreatisithesnstaltation lpeocesniputepr3vand RFI D are identical, the
decision in step 324 would also be positive. Accordingly, the installation
manager proceeds to conplete the installation of the software package 100,
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step 324 is negative, the installation pronpts t I censée

whet her to imtallgtibhahgger pedcaddsab end tHerreiasgBationfprodel€Clih 6@PS68. SO W shes,
the installation nmanager proceeds to step 340. If not, the installation
manager proceeds to end the reinstallation process Cin step 394. [0047] |If
the ISigp0 is not found in step 306, the installation nanager proceeds to

p st . .
step 340. 19948 Hghshng,.dhaot lgedm siep 9RO ntn dnwallation mpmegar soderdeitser
whether to SEAME %ttepr%, He instatlatiOn }n%lnalag%tr Iproo?ng;stsl; g?llcglgs%é whether to request for a

new installation signature,

[0048] If the licensee declines, in step 340, to regenerate a new installation signature,
the installation manager proceeds to end the re-installation process C in step 394, If the
licensee wishes to regenerate a new installation signature, the installation manager
proceeds to step 350. In step 350, process D for re-generating a new installation
signature is initiated. Process D will be described under FIG. 7. A decision is then rﬁade,

in step 380, whether the new installation signature is successfully re-generated.

[0049] If the decision in step 380 is positive, the installation manager prompts the
licensee, in step 382, to choose a location to store the new installation signature. Upon
the licensee entering a requested location, the installation manager stores the new
installation signature (ISig) in the computer in step 384, and replaces the previous
installation signature (ISig,,) in step 386. Accordingly, the software re-installation

process C continues from step 302.

[0050} 1f the decision in step 380 is negative, the installation manager prompts the

licensee, in step 390, whether to re-try executing process D. If the licensee wishes, the



[00481 If the licensee declines, in step 340, to regenerate a new
installation signature, the installation manager proceeds to end the
re-installation process Cin step 394. If the licensee wishes to
regenerate a new installation signature, the installation manager proceeds
to step 350. In step 350, process D for rlé-generati ng a new installation
signature is initiated. Process Dw Il be described under FIG 7. A

decision is ; i , er, e i .allatio i.gnature
e successt U aeR Bansa b, 3, 4 IE o WA IR Rl BspBRe B

posi tive, theakdpst &lds M RihsiABAGLHroBER TPitep B0 | icensee, in step 382, to
choose a location to store the new installation signature. Upon the

| i censee entering a requested | ocation, the installation nanager stores the
new installation signature (1Sig) in the conputer in step 384, and

repl aces t hdoﬁlﬁ"ie\ﬂlﬁug lpsteates tha tinstallagion signatuee eRSiegyidy provest Bpacd@8ing to
Accordingly, the sl%gt&are rf-i nstallation, process C continues fromstep
302. [0050] #PPiehemiedmental ithe prespntzgryentiom diginstallation 1 4 seftware anobe
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instal | ati on cebgoaihelSigled abEb&hicoficRodeSttableazRer A Hbvilin FABOY NBE ISig
enbodi ment of the present invention. Reinstallation of a software may be
requi red, foe-gencetipperoast & stans' Somangutsd. hasep dixk tht dsdidRtion tmamgeral So
happen when _a conputer operating systemneed to be reinstalled, for

exanpl e, af ©cBecka the pefwork perék ferrahy retwotkycaphection, mSl g dbeisiom it mbdeein dopi ed
on a portabl the ISig re-generating process D

starts frobm3§%=g@%€%.aﬁ%w§§%nﬁﬂ§§%@i@ﬂ@7i nstal |l ati on manager checks the

network ports for any network connection, and a decision is made, in step
[0052] If none of the network port is connected and the decision in step 354 is
negative, the installation manager prompts the licensee, in step 370, to provide a
network connection and the process control then jumps to step 374. Accordingly, the
re-installation process continues through steps 380 and 390 (as shown in FIG. 6) and

steps 352 and 354. In another embodiment, as shown in FIG. 7, the process contro}

Jjumps to steps 352 and 354 from step 370.

[0053] If the decision in step 354 is positive, the installation manager proceeds to step
356. In step 356, the installation manager extracts the product installation and licensing
key 114 from the RFID tag 110, encrypts the key and sends it to the licensor’s server.
With the information returned from the licensor’s server, the installation manager
verifies, in step 360, the product installation and licensing key 114 retrieved from the
RFID tag 110. A decision is then made, in step 362, whether the product installation
and licensing key 114 from the RFID tag 110 is valid.

[0054] If the decision in step 362 is positive, the installation manager keeps a log, in

step 364, for each attempt in re-generating a new installation signature (Sig). The



354, whether a network port is available. [0052] If none of the network
port is connected and the decision in step 354 is negative, the
instal l ati on manager pronpts the licensee, in step 370, to provide a

net wor k connecti on and the process contrgl then junps to step 374.
Accordingly, the re-installation proces 4conti nues t hrough steps 380 and
390 (as shown in FIG 6) and steps 352 and 354. In another enbodi nent, as

hown in FI ' i - T f t
o[ 0055 TrsiabR bR 85 HOQAD geh S k0. iftERFoT Mo ilfe @b, b HS! ©F

nmanager pro@eedand eetin€ Ppro@ed cohtiols e Bte 5574, kb Qtdpn S8R sh@hh @ FIBNBIE the
extracts the product installation and l1censing key 114 fromthe RFID tag

110, encr yptdscition ikejepall demdgative, the inkilliicenmoages isterrugs . the ihsthlldtion
information returned fromthe licensor's server, the installation manager
verifies, i RERaREe Bgoneralim pperssand pipseess taendprogesd D inceesiMg key 114
retrieved fromthe RFID tag 110. A decision is then nmade, in step 362,
whet her the product installation and licensing key 114 fromthe RFID tag
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installatio Keeps a
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manager then proceeds to generate a new installation sfTgnature Sig), in

step 368, amgtutegtatifegalappRdeBani@odiniavals] shdsdlRwvs3/Hoenkce 16 tcoptidRbpehding i n
FIG 6. If the decision in step 362 is negative, the installation manager
i nterrupts thesoftmategpdchiageor(0 asilgmpasuthe indgktion atgnetargsrioare bsthathd compateeds t o
end process D in step 394. [0055] FIG 8 illustrates the |licensing control
of a sof t vafd BEHR tagel 1ovatel ehdithy. As shawpiihdiGekbbailivensingofontmbssten ent

or edet er i nath PGSR SpaR: BF roRaty’ Thedomuut® Fiticp ol mstotpeRarssiges
the installation signature (ISigy,) from the computer. At substantially the same time, the
licensing system 300 also retrieves the unique identification 114a, product information
114b, and licensee information 114d from the RFID tag 110 in step 820, and generates
the installation signature (ISigyg) from the RFID tag 110. In another embodiment, the
licensing system 300 retrieves the installation signatures (ISigy) directly from the
memory 118 of the RFID tag 110 in step 825, instead of re-processing the ISig from the
RFID tag 110.

[0056] In step 840, the installation signatures from the computer and RFID tag are
compared, and a decision is made, in step 844, whether the software license is still
valid. If the decision in step 844 is positive, the licensing system 300 allows the
software package 100 to continue operating. The licensing system 300 periodically
repeats its control from step 800 after elapse of a predetermined time interval. In
another embodiment, the licensing system periodically ends by executing step 870 after

each cyelic licensing loop execution.

[0057] If the decision in step 844 is negative, and the installation signatures (ISig) from
the computer and RFID tag 110 do not match (in step 848), the licensing contro]



the software package 100 as long as the installation signatures from both
the conmputer and RFID tag 110 match each other. As shown in FIG 8, the

| i censing control system 300 starts fromstep 800. In step 810, the

| i censing system 300 periodically retrieves the installation signature
(I'Sigp,) fromthe conputer. At substantiéﬁly the sane tine, the licensing
system 300 al so retrieves the unique identification 114a, product

lep 520, and oana0gPROGRE Ry COPITRERORG AL HEaST Bl 300 SRR M

tag 110. In sfistafefo &ipad @e MtensidiesystehCR0MoRAd $Y §ibSPYB00 retrieves the
installation signatures (1Sig) directly fromthe nenory 118 of the RFID

tag 110 in step 825, instead of re-processing the ISig fromthe RFIDtag
110. [0056] In step 840, the installation signatures fromthe conputer and
RFID tag ar d0088bnWaHedhis pegyreiaupiccton isystemde desanibed eyithed RFIdhreatierr 1 $8he
software |lice is still. vali f the decjsion i,n step 844 is positive,
the |icensi dﬁ@&&%ﬁ%db"*ﬁ?fﬂ%ﬂ%ﬁﬁ the praseptr BVenorRAg 80 o limited o hhg RFED
operating. ! I peri odi cal | [ a jt.s control . from
oFep 800" ar resiet SR BPaT kb Al fe AhisRH fiBneoferuf GERE Py 'S SRR va
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after each cycl ilpc Iicenrsl}si ng | oop _exeéci%fltrﬁ%na{té/Fglggﬁf}a?{flﬁ?ﬁééﬁgéer%?ﬂsbﬁgﬁgﬁn?f step
844 i s negatiavenitdmglaridngoringsthélib@isbOmfshniah us fat bf Sledhsthllh hhiceRFRUL er
and RFID tag 110 do not match (in step 848), the licensing control 15

syst em 300 &pbé &b isthe megtospcl8bd 18 discetrege 86605 frérh endkinpannpies gf s ysftennc30d
causes the software to exit, and the licensing system 300 to end in step
870. [0058] M'HREke CApES WEBpPR§ARAchSE.ect i on system i s described with a

RFI D reader 158 installed on the nother-board 154, the present invention
is not so limted. The RFID

[0059] Where a software package 100 is sold with multiple licenses, or so called site
licenses, a number of RFID tags 110 corresponding to the number of licenses is included
in the package. Each license number is stored as part of the licensee information 114d in

the installation and licensing key 114,

[0060] So far, the present invention has been described with respect to users installing
and executing licensed copies of software packages. The present invention, therefore,
provides protection of software copyrights and ensures more effective licensing control.
With the present invention, other areas of application such as software asset and
licensing management, as shown in FIG. 9, as part of an entire enterprise management
system is also enabled. In such asset and licensing management, a licensee carries a
portable RFID reader, interrogates each RFID tag 110 to extract each software product
installation and licensing key 114 and sends the product identification and licensing

information to a computer for administrative purposes.

[0061] While specific embodiments have been described and illustrated, it is understood
that many changes, modifications, variations and combinations thereof could be made to

the present invention without departing from the scope of the invention. For example,



reader 158 may be an external device, which is connectable to the CPU, for
exanple, via a USB port or any I/O port with an appropriate port driver.
In the later enbodinent, transmtting and storing the |licensee information
as part of the installation and Iicensin% key 114 in the menory chip 118
di scourage users from maki ng copi es of al8oftware and running the copies
in separate machi nes. [0059] Where a software package 100 is sold with

[ tipl [ i A , b f RFID. 110
o  eCponal pHPRETPAR | DR bk B R R R e FRe ey
license nunbgkydukd %ﬁfﬁgt&%&%ﬁx}&%mtm% ﬁﬁrﬁgﬂé%m rﬂtaﬂg R Qg TG Would he

installation and |icensing key [ 0060 o far, e prese I 'nventl on
has been desdisichespewitteinptsas pRcimyent YsRware cdpyaditiphg@ectind executing |icensed
copi es of software packages. The present invention, therefore, provides
protection of software copyrights and ensures nore effective |licensing
control. Wth the present invention, other areas of application such as
software asset and |icensing managenent, as shown in FIG 9, as part of an
entire enterprise managenent systemis also enabled. In such asset and

| i censi ng managenent, a |licensee carries a portable RFID reader,
interrogates each RFID tag 110 to extract each software product
installation and licensing key 114 and sends the product identification and
licensing information to a conmputer for adm nistrative purposes. [0061]
Whi | e specific enbodi nents have been described and illustrated, it is
understood that many changes, nodifications, variations and conbinations

t hereof could be nade to the present invention without departing fromthe
scope of the invention. For exanple, 16 the RFID tag 110 nay be provided
wi th an area of weakness such that tanpering with it would separate the
menory chip 118 fromthe other parts of the tag. This woul d



di scourage attenpts to circunmvent software copyright protection. 17

CLAIMS: 1. A software copyright protection and |icensing system using

radi o-frequency identification (RFID), said systemconprising: a RFID tag
acconpanyi ng a software package, said RFI? tag contains at |east a product
installation and licensing key of the sofl ware; and a RFID reader in
comuni cation with a central processing unit (CPU of a conputer and the
RFI D tag; wergimsduri ng execution of the software into the CPU, the RFID
reader interrogates the RFID tag for the software's product installation
and licensing key; said systemgenerates an installation signature (1Sig)
fromthe product installation and |icensing key and all owi ng execution of
the sof t war d-wher shwpiSi epryaight psotedtion vk licénsmp adyktati asing irgdiatiiagecncy
(1Sigp,) stored_.in,th U when the software was first installed, or

deni es execd‘ﬁ?@ﬁcmﬁﬂ:ﬁ)aisﬁ’éitsélﬁtleﬁlt(ioﬂpr@i@hatur es do not tally. 2. A system

di t | ai wh in the i |l ati i | Si i
2 n que’ i dent 1 1 FQUEPARE B bapy G acuT el FEF e T DALY o eoncons A pn
addition to Mﬁl@%ﬁﬁﬂé@n"#ﬁ?ﬁcﬁ@ﬁﬁng %%,ébftﬁé(%%gca%ar ding to claim2, wherein

t he Iicenseg I nformation nprising ome or nore of the foll ow ng:

a license nunber @D r&EBSBECSNMBABaLRMHESS cerd né%"v?ﬁ% ek @ﬁi@:&% 4. A

system according to any one of the preceding clai erein a

weakness surowmpwedsargl theo Rpdeang; of the RFID tag. 5. A system according to

any one of claims | - 3, wherein an area of weakness

wherein during execution of the software into the CPU, the RFID reader

interrogates the RFID tag for the software’s product installation and licensing key; said
system generates an installation signature (ISigy,) from the product installation and
licensing key and allowing execution of the software when the ISigy,, tallies with the
installation signature (ISig,) stored in the CPU when the software was first installed, or

denies execution when the installation signatures do not tally.

2. A system according to claim 1, wherein the installation signature (ISig)
comprises a unique identification and a product identification of the software in

addition to licensee information.

3. A system according to claim 2, wherein the licensee information further
comprising one or more of the following: a license number and licensee’s name, address

and/or contact numbers.

4. A system according to any one of the preceding claims, wherein a line of

weakness surrounds a component of the RFID tag,

5. A system according to any one of claims 1 - 3, wherein an area of weakness

surrounds a component of the RFID tag.



surrounds a conponent of the RFID tag. 18 6. A systemaccording to claim4
or 5, wherein the conponent of the RFID tag conprises one or nore of the
followi ng: nmenmory chip, resistor, capacitor and antenna. 7. A method of
enforcing software copyright and |icense gorrpri sing: supplying a RFID tag
with a software package, said RFID tag cdft ai ni ng at | east a product
installation and licensing key; conmmunicating a RFID reader with a central
processing ugit ( &ERB t tag. al i

installati o;mof t%gs%tg?{ \%%Pre I'n tq%g&(ﬁﬁdlsf kl{ﬁﬁlelgk:ﬂpﬁloeduc pclﬁlfclsf}g# F}%tll{gInD Iza is
valid, othersingeiseesnd drgnéf dlelfalléwing Ohembsy &R, reaLEr, BAEKAGSnd Atfehg
installation of the software, pronpting a licensee for |icensee
information, encrypting the |icensee information, sending the encrypted
licensee information to the RFID tag and generating an installation
signature (1% g) 4&ecthadniggtorsing sofvanpeppyaight and linensecontmsisingf t ware to
operate if an instal/lati [ gnat.ure aqbt ai ne fromg{ﬁ RFID tag tallies
with the instal | alPRKIEg LPE W %’gtwaﬁei’ agerepid G By tag sentaningiah fpagth e

sof tware Op%r}ﬂ)éi&@%'ns%élaé\frg%{ﬁ)c%g%ﬁ Qg}gi ng to claim?7, wherein the
g

install ation“signatur riées a unique identification and a

product identifi GamnAmiQtn *&eR%f)tf@!ﬁ&e%]ng a asddltr lie?fbcéé%ir{gieﬁﬁ?s(%‘im cof @

information. 9. A nethod according to clalmS§, elnt cens
i nf or mat i on comppter s therRFIDowg;nore of the followi ng: a |icense nunber and

| i censee's nane, address and/or contact nunber. 10. A nethod according to
any one of cl ai mgllgwingdpstaliasioniof the doiftmarein the EPhE she product installation key is
valid, otherwise denying installation of the software package;
during installation of the software, prompting a licensee for licensee information,
encrypting the licensee information, sending the encrypted licensee information to the
RFID tag and generating an installation signature (ISig) for storage in the CPU; and
allowing the software to operate if an installation signature obtained from the

RFID tag tallies with the installation signature stored in the CPU, otherwise exiting the

software operation.

8. A method according to claim 7, wherein the installation signature (ISig)
comprises a unique identification and a product identification of the software, in

addition to licensee information.

9. A method according to claim 8, wherein the licensee information comprises one
or more of the following: a license number and licensee’s name, address and/or contact

number.

10. A method according to any one of claims 7 - 9, wherein a line of weakness

surrounds a component of the RFID tag.



surrounds a conponent of the RFID tag. 19 11. A nmethod according to any
one of clains 7-9, wherein an area of weakness surrounds a conponent of
the RFID tag. 12. A nethod according to claim10 or 11, wherein the
conponent of the RFID tag conprises one or nore of the follow ng: nenory
chip, resistor, capacitor and antenna. 3. A nethod accordi ng to any one

f cl i+ 12, | )
of clains yr A el rhc d rlsi?o%#f%h@%f %'Ia%%?é WHéI%’IﬂFgﬁgr 2ol X egkness

allowing reinstallation tware provi

conmmuni cabdueronndsa t(h‘ﬂp(REhfbﬁtthﬂEtagA met hod according to claim 13, further
generating an installation signature when the previous installation
signature cannot be located in the CPU provided that the previous software

installatipn wag rﬁa%&aaroﬁdéngw& aafnh% | qqnméreﬁq §RIY onéré of%héﬁtfﬂ?:&a%f

product conprising: a software package; a RFI tag a corrpanyl hg t

sof t ware paokules orabrdn@EloDiltcalgllcwimgameimogy eltip, tesiatst, capgeitodarct anterstal | at i on
and licensing key for installing the software; and an anount of adhesive
for attaching the RFID tag onto a casing of a central processing unit

(CPU) of al3onpatngsthddadebidihl fohySafetoFal Bmks 5- pp%@pdlﬁanm%ﬁh@na Bﬁh@
reader in caomrunication with the CPUlnterrogates the RFID tag fgor t he

sof twar e' s pounduiatthg ﬁgﬂalalla\ﬁnénelaﬁmllﬂlll@eﬁsfhﬁgofk\é@re anyidpenbe RFED reader is
installati %pnmgdlg% Mtﬁ il Iﬁ?ﬁ) %g) fromthe product installation and

| i censing Ckey, cution of the software when the |Sig, ag
tallies with the |nstaIIat|on signature (1Sig",) stored in the CPU when
the software was first |nstal | ed, or denies execution when the

install atildn SM@ﬁg@th?%gac% iRt tog %{pqng, 13, further generating an installation signature

when the previous installation signature cannot be located in the CPU provided that the

previous software installation was registered with the licensor’s server.

15. A computer product comprising:

a software package;

a RFID tag accompanying the software package, said RFID tag containing at
least a product installation and licensing key for installing the software; and

an amount of adhesive for attaching the RFID tag onto a casing of a central
processing unit (CPU) of a computer in which the software is operable;

wherein a RFID reader in communication with the CPU interrogates the RFID
tag for the software’s product installation and licensing key and generates an instailation
signature (ISigng) from the product installation and licensing key, and allowing
execution of the software when the ISigg, tallies with the installation signature (ISigp)
stored in the CPU when the software was first installed, or denies execution when the

installation signatures do not tally.

16. A computer product according to claim 15, wherein an installation signature is

written into the RFID tag and CPU.

17. A computer product according to claim 15 or 16, wherein a line of weakness

surrounds a component of the RFID tag.



16. A conputer product according to claim15, wherein an installation
signature is witten into the RFID tag and CPU. 17. A conputer product
according to claim15 or 16, wherein a |line of weakness surrounds a
conponent of the RFID tag. 20 18. A conputer product according to claim 15
or 16, wherein an area of weakness sur4‘ounds a conponent of the RFID tag.
19. A co er pr r I r 1 erein t onent
of the D ta[g cggl'#%{er &CRICF&&%I‘&]I?%&! §1 mlliéeoc%f & thcwnlb atl Blea o w%eﬁﬁ”g
resistor, suapamdstmon@ident&rftt@hﬁm tag.

19. A computer product according to claim 17 or 18, wherein the component of the
RFID tag comprises one or more of the following: memory chip, resistor, capacitor and

antenna.



