;e3eJ#l X "6" TI#T. Q 3 MAY 200 DESCRI PTION TECHNI CAL FI ELD The pres&&é ¢
invention relates to a nethod of verifying an el ectronic signat ure3 emnz
particularly, the present invention relates to a nethod in which a degree

of difference (cumul ative error) between registered signature
signature date to be verified is obtained during verification,ﬂﬂ”ﬁ”ﬁﬂﬂmmwmu
is authenticated on the basis of the degree of difference, as well as {0 a
met hod and apparatus for el ectroni PEEGRBEBTICNrrecti on. BACKGROUND ART A
handwritten character recognition nethod by which witten char r
recogni zed has been utilized as an input nethod for word pr oceﬂﬁlﬂﬁlﬁwmwu
signature verification nethod for specifying a witer. Under a
char act er MEEE8EnANP oA Y REEMoHORNFERCRANG aPE e RBAL beEANATURE ual use *%800%H
i nput nmethod, characters are input under specified constraints on the style
of typeface (e.g., in the style of Kaisho in the case of Japanese), and the
t hus-input _characters_are converted into coordinate information. The
t hus- conveEtBYIERLr BTBYPe i nformation is verified by conparison with
coordi nate inf%&nation r Iatin% to character data whjch have been stored
bef or ehand. As T3S BEGFENS Lpvengionprayasgsotoer PREAPHoAT YRELIEKARCt ers
are recognizeg ag mat ched. I% charqgters are carefully witten in the

Betd

kai sho st §fte® APAFaB L UBRYUERP ow YRR P A HE dFd¥ive it B BR&RANYus| v

d i bed, th h b ficient ized t h f

onTy Coor APKAREIPR! BPNAE RSNt BeBalBE aaLE SOLRP conp ot s b e ohes

strokes of the cgiracters ?eﬁoges cl ear bg viétue oftvisu$ltfeed ack to the

writer andCHBHLBLERE SHABE! oPCHHECRNAPEETEPEC Bt bR UT ALt R A% ont r ast

i wh th t ARA hod i lied t i t
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time of 'QBHtapEi§H§£a§Ee%ﬁtB%nE90 tEHQBHF?§8 M&éi%'&ﬁtfﬁg Egéfgg’o%here
only ¢ yle

must be recogni zed not on aracters witten in the kaisho ut al so

cursi vel yd#%%k%ﬂc%haéé%gii- aﬁﬁ@ EhﬁE@ﬁBﬁfén&‘r%%ﬁ&féi:MS' i’?f‘“ tten,

witing no econes faster does not i nvol any substantial visual

f eedback %?e&@?oﬁﬁhtﬁébléﬂ EBE?eE@iSn.the characters becone | ess
an

i dentifiable, Separation of a resultantly acquired pattern into strokes
becomes difficult. Further, due to a | arge expansion or contraction of the
pattern in the direction of the tinme axis or in the direction of stroke
and/ or tthghgﬁgﬁgﬁchQetmeen the input pattern and a pre-registered
pattern in these directions, a matching rate is extrenely |ow, rendering

recognition OfACH%ha%EQE%eﬂiEEBQHE&erAFQEBEEiEEBHOQeEﬁo&Ob§”@Hk@h

recogni tion of characters w thout involving the separation of characters
into strokestby¥nappbiraateen Qket rBBo§RLZEE BROrBedAt€tinifeavA508naNd 2

input method for word processors or a signature verification
method for specifying a writer. Under a handwritten
character recognition method which has already been in actual
use as an input method, characters are input under specified
constraints on the style of typeface (e.g., in the style of
Kaisho in the case of Japanese), and the thus-input
characters are converted into coordinate information. The
thus-converted coordinate information is verified by
comparison with coordinate information relating to character

data which have been stored beforehand. As a result of



o

techni que call ed dynam c programm ng (DP) matchi ng, which takes 0 ot
consideration variations in the coordinate information stenm ng from
variations in witing action. In the DP matching technique, variations in
the witing notion are corrected with regard to the tinme axis or the arc
| ength axis through use of a skew function which mnimzes a cunul ative

error betyeelr et £6Rs tRe bensheskess &ad LRSS fodraishtk Mdd. eaeh ot her
on the basis of the coordinates and witing pressure that have been

correct edo@rast éHs CAPPENsBELuYBY | vEt1©F6n | Th tHies Wi 1dHW 1Ot t hereby
enabling recognition of cursively handwitten characters. Verification
based on &hepacativeny oflowi §bagd PLeSEhE endiiexr NEd i e odd Ige- seri es

coordi nate information or normalization of input patterns by DP matching
contri but@ss¢pibed | nplievenRhictars hean aso osit £ 0dh ¢t By ofe didtthdd t en
characters. However, in the case of application of the DP matching

t echni quethoougle 0gse t o-Pnowliy cossrdthaytaw int@mathisdeaiaisyd WAt slich
verification, a false signature nay be erroneously recogni zed as a genui ne
Si gnat ur ecordiet s eeacn of Sthe esendkdoraf the RmredtdrnpdEsigg que cannot
be put into practical use. Japanese Patent No. 1,822,532 [Japanese Patent
Publ i cat i ohedkohkpkalrtoe &F 3¢79831 efedback "o Mt odriofeRerod) tiam axy
Handwritten Characters Online" describes a practical technique that is
based on Ore nshape ngf Unelechahasters hoelcondens takelelegr ee of di fference
between a registered 3 0 3 MAY 2002 pattern and an input pattern of
handwri tten chinaceetsaft, cincal aped wyengetlnd CRaYACdr ngecodmbtieni es
coordinate information and writing-pressure information are simultaneously
pr ocessedngihed el ssapphhedt tof anpinpwen nethod i vl doeddesinalt 0oL tanRy
time-series coordinate information and witing-pressure information. As a
resul t, thestEri¢eiemcenitheegtivbd, ofihiypeface iath Cunthingitel inpwh of

i nprovenent in the verification rate of authenticity and a reduction in
processi ngharagtens e@nkt? cRctigretnbRsYSTiftention irthede Hiexmdnesf
characters which cannot be separated into strokes, processing of the
time-seriRk E2ePIRhaee RAF oPRAHY | GRARBECOFT t Y HbPFES skt L f/er e oft¥ 8 at i ng
to handwitten characters_enables recognition of the characters. Further,
even in tABEcALEO oFUEEHERVE| YT hERE I FREERCEIET ac el PREAFIETECEESs can be
recogni zed in practice, as a result of a further inprovenent_in the DP

mat chi ng TRERRTHE YRhtteBnpBRELIRg HAFIAR i RFROTSE wratterg A i RPT POk der
to correct cunulative errors, . In a sta}aig silg%eﬁure verification system an
i mage scahme?lo? a0V FRRRtAERIAL Vidwrhsteediith i thedimhtehardters. In
contrast,, in a dynanjc signature verificatjon syste a stylus pen is

gener al | yERLE4oa50" bR aPERLECHETS WRACaRa, T L& (e YerttEcat i on
systemutilizin us_pen. | en.characters are witten on a
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tabl et ¢ nrorarebedh oh¥ A sr i AR Remil € IR G TPl raltites s are
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verificatron 13" péer
contraction of the pattern in the direction of the time axis

~ ~~~Y 290 witin ressure. This nethod enpl oys a pattern natchi
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or in the direction of stroke and/or the difference between
the input pattern and a pre-registered pattern in these
directlons, a matching rate is extremely low, rendering
recognition of characters difficult.

Another method is to enable recognition of characters
without involving the separation of characters into strokes

by application of time-series coordinate information and



Such a tablet and stylus pen are inportant devices that affect qnsifgss/(0?
use. Therefore, recently these devices have been inproved. For exanple, a
tablet fornmed froma liquid-crystal panel and a wirel ess stylus pen having
no signal cable have cone into use. Further, in place of a piece of

har dwar e dedi cated to signature verification, a personal conputer has cone
into use. In this case, signature verification is perfornmed by software.
The processitippapfessmwoe i n Thies wertibfodc ampdoyseet part tiesnc oapredddigof t hree
steps; i.e., pre-processing/normalization, character extraction, and
recogni t i eeghnibgiencalled odvmanbn preowmrameing y(RR) peatdiniciadeshiadl ati ve
coordinates (x, y) relative to the start point of a signature, and witing
pressur e ke nkrto e lderat tomrwrrtliene Wotthreossedinateonsi stent
verification of a signature involves difficulty caused by variation in the
di rect i ont®FOXPIEIORy FERMMHNG| TROM AvR IR R el ozl imheaaction.
pre-processing/normalization renoves these variations and noise and

per f or ns nor mel® zBR® PP | Rabelabrgt beehabuee covpala khansy ith Braridaking
character patterns. Specifically, in the pre-processing, there are

per f or red"¢ R AT DFCeRERSEE L ¥R TRIPA S Kraanpinan @Hes QF dheaarimt  of
relative novenent), renoval of random noi se that depends on hand shake and
resol ut i ofPRATR ¥5hF EPTARFBL BFHPE R GHERN | TIF ST tYhiGhmbininizies sd at ed
data caused by erroneous operation of the tablet, and |jke_operations.
After 5 CENBLJLVE RO PHEEEERPIFLEIRS 1 RHrfasdEhy, Pardesife and

position of i nput ccgar cters are nornmalized. Subseﬁent to the
Reds

abovedes 3D T Y, CRPAr ALY | At i e AR ThdMtRTHRSEE r act ed)
d iti j ud t i i f d. Th bove-d i bed
mothod {4 rFHHG R eetvon DOoF greeneeet STEATSt SRt fract i cal
e of 1 HOBF B TE Y Thena T itk e I e TRt R e e e
Handwri ting of atsi nat ur e varigz delg)cala“rlldj ng, on, tape Jrent al state of the
person SI](—:] (f’cﬁ%manjdm?hoe CTFeThEe B AT et i 53R epresr'son signs. How can
t henti t . | b I . pati 2 Ho id
& possibi 11ty Trattecahiol befed S8 Sl RN P O e TR S
certain PELAAM,LS) SHIGNEL AL el A5, LG CEIJ AL AERANT Tless. di T cul ties
result |g_ﬁ§wo types of errors inrelation to silgnature verification; i.e.,
Coxcl usi Qi EELOEoF Tet 08 Erid P e St Mn BARRe 9 &
certain pgf SofpiSvémegedif orhe FOEGEIL AN PEFs We (AUHAEN Gl i on of

anot her person In signature verification, a person Inputs signature data

by si gni nghHFadfe s eCHAMVer ABIELtHY da3R off appalieskion ofPehe W ch data
are collated with previously registered signhature data of the person by

means of [RSRLEH FEChhNEY CFo B6HEGn PPN the shane,ffy ansignai ure is

collated in conventional signature verification schemes, 6 0 ~ MAY ~~3~
char act erdisd &St Of s adbr e £ghd OOEE V&Pl £icatbm) £|RLldON igmetuddangy naf t er

referred to as a "signing device") have not been taken into consideration.
be erroneously recognized as a genuine signature. Therefore,
in 1ts present form, the DP matching technique cannot be put
into practical use.
Japanese Patent No. 1,822,532 [Japanese Patent
Publication (kokoku) No. 5-31798] entitled "A Method of
Recognizing Handwritten Characters Online” describes a

practical technique that is based on DP matching. Under this

method, when the degree of difference between a registered



The size, inclination, etc., of characters are not affected by HES MAY 2002
characteristics of the signing device, because corresponding in

signature data are normalized. However, because the handwiting of a
signature is easily imtated in shape, signature verification on the basis
of only shape is not safe. One nethod for solving such a problemis
addition of witing-pressure information to shape information. Witing
pressure pasnaeirnbandeanr mpad paemerheodppendrncetofi eéhsrgopédseiand
depends on characteristics of a signer. Witing pressure is difficult for
ot her persahsullatedi bgt aseThAspDPcaabehefdglseing - wetriéfHgePoLishtite

i nformati on and shape information enables stricter authentication of a
person. | hnfoehataen, addf veleéhngsprasshacathformation aabag si gni ng devi ces
cause a problem Although no problem arises when the sanme signing device is
used, a psdbh2baaebselyi probessadr bpt thal asskgnaerphvof oopeiumn whi ch each
person uses a signing device of a different manufacturer. In this case,
writing-pwesghténgnfoefiiicdantar testepthnengenhes heooypenatea si gni ng
device. In an exenplary case in which a person uses a signing device A for

i nputti nginégrmatabhoandi ynatdng-gaeasseevinjorsabiorf erfence feggulst gnat ur e
verification and uses a signing device B for inputting signature data to be
verified, thaedsFg§aragcdelsceedncadd Bhoghpin thfhecentributes to-4r' | ~j ~
.y, Witing-pressure information even when the person has signed with the
sane forcémprR¥eELBEelnwEle| HgThEesatieni ARbenaf | snthdnEhcl Yy eapfloged
because of inherent difficulty in imtation by other persons-excludes a
true pers®AdBSther| 1BsPEPREFSHBASEABE- An obj ect of the present invention is
to provide a nethod which solves the above-described probl ens and enabl es
st abl e si gnat uPé PeRtipagd pFeNRCYs 1yr oéVaBsih KhghersAnPEnPRgleAT
verification rate. DISCLOSURE OF THE | NVENTION I n order to solve the

above- des€ppBeatBESLIBATIpFEPRPAL PENSBPAFREPSt £REP ORLEPHRRL UPECBAEAININput
of signature data to be verified gverif[cation signature data), and
verificat Ponth&kther ALE1E6nSPAEAARASR &RAPERRELPRt #RY BFLRLRIgni ng device
(an electronic pen_or. an el ectronic tablet%ﬁare Eerforned in the foll ow ng

manner. TRAESFUret hBERTMELLPByFREATARTFBCRABAVELEF§RaERRBAGERFFi cat i on

met hod in whjch data of handwritten character stri of a signher, are

fot ched: PBAPLEFafPORIBLEARAUPE. UAPACBRTARESER gnar ied m SR the
retrieved; the %ata of, tEe BanamﬁL%%en cEarac er st&'ng ﬁée cgngared W th
the regi stfafi 8h SPOR&VGE dBP&Y"Tand®h GBPFRFcEtFfon “ﬁdﬁ hEC 8- PefPBr ned
by use of segarate.regions including_a region %n fhic tgg signature is
recogni zel®t 5°E8IP-A8akl BTSSR i ASwhi ERSPHE 8F gRat UFERPE not recogni zed
to be true, Wen th i.gner t .regi i | gha t he
registratﬁgﬁrgvemsng %RY@§80§$3§8%§§ﬁP§ Eg%éggéggsg¥ggbégéﬁﬁggéﬁﬁgte neans,
froma pl ' Logpatuce d sets f gi st ' i in

whi ch the Brunbiohe ThIREALARA BGRB8, Tn BRabRO] ROy JORIENINS o
t he distrggggk n of cunulative errors between the registration signature
data and the plurality of signature data sets for registration, such that
the region in wai ghgthe ;9 gFnEeires ve242dBL%ednt 8yBeeh! UanPERmAGRS W der
when the distribution is wde and becones narrower when the distribution is
narrow. Thekfnk$ BHrhhe&mﬁﬁngdﬁdi§nu§bachéoalQo@lgfakuféaaﬁﬁgflcatlon

met hod in which data of a handwitten character string of a signer are
fetched; pRdrabiairsQN BhObGhtF&sEAt 8n 04 dPfaki@neigietutd) Pevafteatien
retrieved; the data of the handwitten character string are conpared with
the regi skkatien 8 gRytlusepeat as gedezalaf hisedt i on jasigr@dnds ¢erf or med
by use of separate regions including a region in which the signature is
recogni zeguta hedyheticashiggatre’ oniifékathenssgsaenr atisinahgr acogni zed
to be true, and an internediate region in which re-signing is requested due
t 0 i nposskhiyllusy peh [jiedghemt. Thikenntkanecdiats argiwittemhorha reaislghi ng
is requested is determ ned on the basis of the distribution of curulative
errors betiwenghhaseegifsar attiyduss ipgnat signddsarapdesbatphgr ehatrpcters
signature data sets for registration, such that the internediate region

becones wader sehd¢n tohe diestifillcattiion isecwiide ,anwtebecsignabareower when t he
distribution is narrow.



The above-described two nethods are conbined so as to 9 0 3 MAY, 200
provide an el ectronic signature verification nmethod in which dat atl
handwritten character string of a signer are fetched; registration
signature data of the signer set in advance are retrieved; the data of the
handwritten character string are conpared with the registration signature
data; and a verification judgnent is perforned by use of separate regions

i ncl udi ngvériegtatibn WBi pBrEBemeagnature i s recogni zed to be true, a
region in which the signature is not recognized to be true, and an

i nternedi ate rggthAnai Bavlieehana- skgnuBgpes acquespedtane deviopesshht! ity
of judgnent, wherein the region in which the signature is recognized to be
true and abeecht easkdeateofegson iTheMdfdrd e-18dNUlY ithdseRstietkaAr e
determ ned on the basis of the distribution of cunulative errors between

t he regi shawéi baesi jmproveddatBomrekaniyel o) w alallye toff cxingydatiinee dat a sets
for registration, such that the region in which the signature is recogni zed
to be trukipetdresystddrpaheh ahé di sirebess ontybusi pken dnalv bweg omes narr ower
when the distribution is narrow and such that the internediate region
becones wsilgnabheablaehaiet cobeat inhoi ssei déwmrithebecdme o limarer @mfera when t he
distribution is narrow Further, in the above-described nethods, data of a
handwri t t phechaoficherdsarendedicatedgher s hguasiymarer &f ted bicert saf or

regi stration may be corrected on the basis of correction information for
each of dpéfeeomal sogpithgrdbascesmenintdenseo diss i sdidafser.erclamadmorg t he
i nput devices. As described above, when signhature data are to be

regi st er ederiafpepsdansignpenfprued| byysoftvanes by use of a 10 0 3 MAC
'~2 signing device. The thus-obtained data are fetched as tineseries

si gnat ur e dat aThacbudragswnpt PegLpresduin theovenifopatipnraectbipntises
which are peculiar to the signer and necessary for personal authentication
are extraepPBEofRdoplethreecFEaps: régPst r BEFPORCQEYPRIRG AnQEnalizgtione
thuscreated registrati on signature data are_reg[stered in a master file. At
this ti meCharacEesi S¥ERRFEAOBI gRRUFECAaRAt bR/ $eiyBeRE- addifPTRaH.QR
plurality of signature data sets_to obtain cunulative errors (degree of

di f f er encEFOMORREhELEAYFSPBR LRELHASE FRURTHVE oFCRFEbRRteS CBcu¥ity | evel
and a grag zone (interpediate region) corresgondiqg to the stability of

si gnat ur eSebRtEKE §PghBP SFETHePRIRFNRE AndlyRyFerer cPAFtFihtRd at this
tinme, wwiting-gressure i nformation--which varies depends on the type of a
si gni ng dBYPEE"hSeB is converted into witing-pressure information of a

| gni ng. oGt | : i ting re | |
nf or At 1 on 1 oF 1B4Eh LGPCRF EF SR ehar gt aBsrcae® FReSPRRETbRTa nod

cor r ecti 0.} 0f QLORL| Ohel5 cLEALSLET 8. ol B3 bhe: SLONAL YL ¥ eT albEaLE PR Of the
present | Aventr on, t he 'sum of ‘absolute varues o | erences betwee

di nat | i i G i Lon _si , dat i nat
val ues conPAeREayn T rFLon: o theghPkbETal, SR GG Spdltn B0EE, " ©

val ues ar 6oavRL2ERAr80n83 b0 Al B AL RSCOLe 10N/ AN S frP dovdlle

t hus-obtarned error 1's ca ive err erence). On

the basisiRlsbhga0edee6n8f afldl h85EBCEna2pb PEGPRE nbEnARHLa 8BS0k 011

Y iz

order to enable comparison with standard character patterns.
Specifically, in the pre-processing, there are performed
removal of excess serles of points (sampling based on amount
of relative movement), removal of random noise that depends
on hand shake and resolution of a tablet (smoothing through
load shift), removal of isolated data caused by erroneous

operation of the tablet, and like operations. After



p ~ ~~Y 2002 whether a signature is a true signature (i.e., a silhdeMAYs2002
recogni zed to be a true person)) or not a true signature (i.e., the signer
is rejected as a person other than the true person). At this tine, a
relatively high clear line is set for a person who signs at high stability,
and a relatively lowclear line is set for a person who signs at |ow
stability. This clear line is called a "true-person exclusion line." The

| ower thecasplealior of $dbehtpoe-peocass gl uhosiieeand modigier dhe
security level that can be obtained; and the higher the set val ue of

t rue- per smpek ctharastérseare heotrakizede Subseduentevel thiearaboane-be
obt ai ned. Data for the abovedescri bed signature verification are stored for
each per stesemtbedrpbecessingyecharactrrishcofofeilid idmyarter @re is a
di agram showi ng a cumul ative-error frequency distribution and a true-person
excl usi orekxtrectathe dipeeeanltkor/ Hdgmentc RNQiTRRINS st amriarmesdnt s t he
degree of difference (cunulative error) in which the higher the value, the
| ower the probBhe| abgvefdaserijhed methedafer veepefsbig @keg¢tieoniiwer the

val ue, the higher the probability of a signer being a true person. The
origin 0 $hgnajuresthe TRk hbe c2RY SRR T LCRL 1 eflOWeNeE .pSPR r epresenti ng
registration signature data thensel ves. Wien the degree of difference

bet ween v&l9Ratare ofeslfhadtiten dbREo hYRE M Bt3zavRArks driathf esdkied becones
zero, the verification signature data are judged to be identical with the
regi stratPR® of ghle weawRaeks 135 that a signgfgare (MR MEFTRHIHY t he
cunul ative-error frequency distribution (hereinafter referred to as a

"di ffer ene@$H8¥#2buti on curve") is normalized such that the area bel ow the
curve equals 1. A_point which bisects the area below the curve is a
centroid and i 2RYBFLEERY PEcat B4INALERR VREISF t9eRFPL DR i bRe

corresponding to the peak of the curve. Wien the area of a region on the
left sidé"SRtehestate-Qkr EBf BREFORI HHIPRHR §2d HH SHREFHIQS and the
area of a region (hatched portion) on the right side of the true-person
excl usi on"} ¥ ?%p?%%eﬂgﬁﬁoﬁyséﬁ?sa 5§Bbé%ﬁ "y P LCATE Serson bei ng
excluded can be obtained as follows: r = S7/ ( 51 + Sz ) - S2,  hecause Sl +
S -1 erept MRLTr [EREFRlRY SR hRRtSEPIRT e Fruvsarheh at the
probability r t hough_th i fferen i | buiio i anong persons,
t he true-%é?%%%féﬁc ug?%% ig%lﬁg %%g%géi%ﬁégcﬁﬁ% %ﬁggtﬁiﬁﬁrobability r
becones c I hereb k of.s gﬂﬁ t abl igners to
be recognﬁ%@%ég%téﬁgrég %e?ggﬁggﬁg%gg%ﬁgt%%téﬁg%%é| |%%ﬁ;€%ﬁgﬁgr, in a
simpl e sc i ' 3 sjpaner 4 peIefelelpl t .an er, on the
right si dgg]g?aifﬁeg\%%g{lbe?fson %Xc% ufsll ongﬁeflsg(}aensgﬂi_ttg l?legy&nitgggstsgkbe a true
person ongtpgr-keih féﬂ&Fﬁ?BntPS b1 Yfia PRES O £X Lust 00n ] D€ . I he €obSoR high
risk that a signature of a person having a relatively |ow security level is
imtated by @h0Eh REESPPEinFbErsdnSNOWGudgsifisrisncanEindFibekson of person
A who can sign stably and a difference diStribution of person B who 13 Q
3 MAY 2002.%8mf8iofi 88 shabtyue! Pei-56n§Faged Odn t &BoLXBi Pk ch Na Op&lesoh O
i ncrease the signature matching rate of person B, the trueperson excl usion
line for pereentBahSadeavBastCPetBah 1Hejaagadotothe tigi @srvainhe |eft
side of the true-person exclusion |ine becones wder. This increases the
possi bi | i p¥ribat (aayhehbecapeosoofWanothet apessen pi gnature of the true
person is recogni zed to be the true person. Accordingly, there is a risk
t hat ot her persansigaamrairebeeeiclivdedohy aepersse dhpatsrsegpatsoa
exclusion line--which is introduced in order to increase the probability of
a true pedaba bgi sfjgaihpenhi aat elleahdoniicchabhkesbgease i ¢§ amvel into
consi derati on.

electronic pen, which data are collated with previously

registered signature data of the person by means of DP
matching. However, since only the shape of a signature is

collated in conventional signature verification schemes,



In order to solve this problem the present invention enploys an

ot her-person exclusion line. FIG 3 shows the relationship betmee@qag Y 2002
ot her - person exclusion line and a true-person exclusion line. A redi A ¢
sandwi ched between the two lines is called a gray zone. In FIG 3, a region
on the right side of the true-person exclusion line is called a true-person
exclusion region. Wien a result of signature verification indicates that a
cunul at i veharacteftegyiee of dnfébeehredi¢atsbled tdnd ameelecerpeisopen
exclusion region, the signature is recogni zed to be signed by a person

ot her thabheheinafiteperebarredehoi &stae" sigeiperdeni¢a’l) shgnediotveaeeni | e,
a region on the left side of the otherperson exclusion line is called an

ot her - per t@kerxéntei epnsédesatidecause signatures whose cunul ative errors
fall within this region can rarely be imtated by other persons. 14 p ~
~pY 20~~ Wen The &éABlatnediBpEdpnt apts. wi 0Hi pharhagtery dre RAE signer is
determ ned to be_a true person. The neani ng of exclusion_of other person
wi |1 becorBfertad bpokheerbpepcterdsH G af e chighng Wl $¢ erence
distribution for the case in which a person other than the true person

si gns. | nP@FRUFR apATEESPPRILIAG ANPRBUFHIRAEURR| (Rt DfAFS RREPRYLERES not
reach zero even on the left side of the other-person exclusion |ine, the
val ue i ndi@%eERT byPeraBseetReshangwhi b dof o2 | FEIRAFTHES WkF t$ R PY essure

i nformation becones substantially zero. The gray zone sandw ched between
the true-PB+EBRhe@xinushanreri ALIRARUFReVRThEtCPRIQDPRXEIYSPIH FiPe is a
vague area in which it is inpgssible to judge whether a true person signed
or a persoRlbt FRRPEhLH PRE g?ﬁ%-pé?%ﬁ“%‘wg(fowva}%amh & signature

ification jndicateg.that the d f diff falls within th
Jone, 1o BPORLRG 18 ROAMECPBUCEAGLLI BRGPETESVET | THEaTTOnLPS HorTapREa

ure. On the basis of .a.result of, t e

e, | | .
S N, cor thRSrBSE S W P g (e Iaing e Hheaan il IS |
the t . F I th | f t i 1 \ ifi ti

o that B8P&REaRcer of AP edratiEs o1 ASEI o Ma Tt P EHE B T o
th t her - J i i ih 1.0 i i d t b he t
berson. - auo0REn (e v hEeeRe AL GRS S R Hennd e Tal o

erson, a _ i _ th _ _ a
anot her  pertbaEelnaiffy e CRAlLA0LLed B i Sl liFeqdnd MR 7y
zone. 2 1ing, Sngplein200ak UAONEOLL) 55 UL OTBLLE bl i ASE] SR 29814 I

this case, the sfgner I's prefera udged to be anot her person If
i nportancgef§opl aced on strictness. The present invention enploys a nethod
for performng total judgnment by use of a concept of security level and a

concept of graynpzapeni Badel ehakedraRBREr ifU6hakhate-N8tiydg0aRBRgf Or the
gray zone is changed in accordance with the security level. This point wll

be descri begnifgdataitesnNch@kat hoprbp1an. EMIGHI®IH .nd HrdElem arises
above-di scussi on, passage or failure of a verification test (whether the
si gner isyBRehl YRePSERBNSOENNAY) dbgidat @sMised, 08 phébhani Srofed iRILRS I N
whi ch the degree of difference falls. However, the foll ow ng point nust be
consi der edutrpehel atileAmbaiveenfiieahineAtSignebicre dath. p&H6R uses a
writing-pressure information varies depending on the performance of an
el ectroni eipanngr deivécer ofii @ tHabfetrensedahofastgneng, Ih filersenges= i n i nput
characteristics nust be corrected in the case in which verification
si ghat ur ewtdadtangrpkadeumnet iofibymahape ariebsdepending pnetker Eypasofn t he
present invention. In general, as shown in FIG 5, a proportional

a signing device. In an exemplary case in which a person

uses a signing device A for inputting registration signature
data serving as a reference for signature verification and
uses a signing device B for inputting signature data to be

verified, the signing devices A and B output different



rel ationship exists between actual witing pressure and nmeasured writing
pressure as read froman el ectronic pen or electronic tablet. Wéhs MEY 99
el ectronic tablets or pens A B, and C output nmeasured witing pressures
pA, p$, and p~, respectively, for actual witing pressures p, correction
val ues aA, aH) and a~ for the neasured witing pressures pA, 16 0 ~ P SAY
2002 pe, and p~ with respect to a measured witing pressure pN froma

r ef er ence"el eERY ORTRS$AEE el NEPTPREL AN a2 €2 SRl et e P IES I | hawss bgned pA/

Pr, as = PB/_Pr, ac = Pc/ PN Wien the relationship between actual witing
pressur e %heh nEag uF@Be WEPFFRg prieafase c & ifd nghpresisvgced by use of
straight lines as shown in FIG 5 and the lines pass through the origin O,
t he corretRrfogbloe—a Woichbndsasmpleyaddbesausp pheinheyensf p. Therefore,
measured witing EFE$SU(6 can be corrected by use of a correction val ue
obt ai ned 6 ¢RECELIY 1BAHREEIN OPE. ORRF PRTUSQRMET acHeLlufag pré&ssare Ps
which is applied on ap electyonic pen or tablet S at a certain time and
which is P ?%%eﬂ?éﬂeg§ @%r?%?%ﬁt? SAtYnature data is represented as
follows: Ps = ( xst.. Yst e a corrected witing, pressure Ps' is

repr esent ed asﬁ?oPﬁéﬁEF ?fsgﬁe(£§§F39tY%?Ve%%%°n 5 SQAEE%YH@%g?y, when
corrected verification signature data Ps' arge c ared with corrected

regi st ratTdn™e gm%ﬁ?es‘a%\?%? g%?i%?%‘é??‘iﬁs%ﬁfp%‘gr&?tﬂo‘?%oaﬁtw $Rgard
to the type of an,electronic_tablet.,or pen to be used. In the follow ng
descr pt | ShebLe) SLEGERES et EDett b R o RRTHESE 12 iR cour o moans
measur ed ww{tﬂ g pressu§$f£g£££ing-%{essure i nformation). Although
correcti ol ts g £ 3r mea- Tor “Headlre %ﬁiting pressure output from an

electronic tablet or an 17 0 3 ~1AY 2002 el ectronic pen, in the follow ng
description such correction will be sinply referred to as "tabl et

correcti IéCT@?UQQOHE'?ﬁﬁcfﬁpﬁﬁTiéﬁlet correction assunmes that the
I'p %e

rel ati ons between actual witing pressure and measured witing pressure
can be apprOXIEHtgng¥ HéeSBEVé %ﬁéaéggee—described problem,

preparation of registration signature data, input of
slgnature data to be verified (verification signature data),
and verification taking into consideration characteristics of
a signing device (an electronic pen or an electronic tablet)
are performed in the following manner.

That is, there is provided an electronic signature
verification method in which data of a handwritten character
string of a signer are fetched; registration signature data
of the signer set in advance are retrieved; the data of the
handwritten character string are compared with the
registration signature data; and a verification judgment is
performed by use of separate regions including a region in
which the signature is recognized to be true and a region in
which the signature is not recognized to be true. When the

signer sets the registration signature data, the registration



| i ne. However, when a tablet whose characteristics cannot be appipgjﬁﬁvﬁﬂ
by use of a straight line is used, a curved-line approximtion o 02
correction table my be used. However, the basic concept is the sane as in
the case of straight-line approximtion. BRI EF DESCRI PTI ON OF THE DRAW NGS
FIG 1 is a graph used for description of a cunulative error frequency
distribution (difference distribution) and a true-person exclusion line in
t he Meanssign&@bhive dataPppdl eaf, sert approprite meams grépdmused f or
description of a relationship between stability in signing and a
true- per sphueatitizi of $igeaturenhdateassts of Sol vegiserdriodn endheection; FI G
3 is a graph used for description of a relationship between a true-person
excl usi ont¢ghenapl whiekhkhepaignatexe| 4s| vecoymizedistoudre tmue fsay zone,
in the Means to Solve the Problens section; FIG 4 is a graph used for
descri pt i éatermipedneri therbpsisecptethe Gistnbbpeigvrofxeruglabtivéne in the
Means to Solve the Problens section; FIG 5 is a graph used for description
of tabl etedporsobgtypsnobpe registration signature data and the

plurality of signature data sets for registration, such that

the region in which the signature is recognized to be true

becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow.

There 1s further provided an electronic signature
verification method in which data of a handwritten character
string of a signer are fetched; registration signature data
of the signer set in advance are retrieved; the data of the
handwritten character string are compared with the
registration signature data; and a verification judgment is
performed by use of separate regions including a region in
which the signature is recognized to be true, a region in
which the signature is not recognized to be true, and an
intermediate region in which re-signing is requested due to
impossibility of judgment. The intermediate region in which
re-signing is requested is determined on the basis of the
distribution of cumulative errors between the registration
signature data and the plurallty of signature data sets for
registration, such that the intermediate region becomes wider
when the distribution is wide and becomes narrower when the

distribution is narrow.

The above-described two methods are combined so as to



correction in the Means to Sol ve the Problens section; FIG 6 shows an
exenpl ary structure of hardware used in an enbodi nent of the prespat MAY 2002
invention; FIG 7 is a graph used for description of a nethod for
determining a rank in accordance with security level in the enbodi nent of
the invention; FIG 8 is a diagramused for description of a nethod for
separating characters on the basis of witing-pressure information in the

embodi menpref1iBeahnyestitedniktl Giglatara geaphicgtabgdnéenbieignhagiAent of
the invention and used for description of a relationship between the nunber

of tines ghtai gAi Aghandweiptebabhbirbytatr whirchgt be degiggeof adifference
successively falls within the gray zone; FIG 10 is a flowhart show ng

si gnat ur efeechbiigaregspracesa sggpatheenadtanothenenboghaenseef ihhe
invention; FIG 11 is a graph related to the enbodi nent of the invention
and used hdrvadeecairpt renrakvad:eltaki dashi pfbehweranthei oveheehafatitges of
signing and a probability at which the degree of difference successively
falls w thitemihbeageagompaeedf althhéheasegistwht fbnaspenadaret Qetat hanga
true person imtates the signature of the true person; FIG 12 is a diagram
rel ated tea tvheiftbedinentudhmehé ievearformaddbgcheandf cabbyrabewi ng an
exanpl e of a system configuration used for verifying the owner of a credit
card t hrougbiengnahoiledilegi hi caegion; ikl $hidéB tkeaspgmphurel ased to the
enbodi mrent of the invention and used for description of a nethod of
treating recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
wherein the region in which the signature 1s recognized to be
true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors between the registration signature data and
the plurality of signature data sets for registration, such
that the region in which the signature is recognized to be
true becomes wider when the distribution is wide and becomes
narrower when the distributlon is narrow and such that the
intermediate region becomes wider when the distribution is
wide and becomes narrower when the distribution is narrow.
Further, in the above-described methods, data of a
handwritten character string of a signer and signature data
sets for registration may be corrected on the basis of
correction information for each of different signing devices
in order to absorb differences among the input devices.

As described above, when signature data are to be

registered, a person signs a plurality of times by use of a

10



19 0 3 MAY 2002 the gray zone; and FIG 14 is a flowhart shovviwg
signature verification processing in the enbodi nent of the invent HHNEEEWQ
MODE FOR CARRYI NG OQUT THE | NVENTI ON Handwritten character recognition
according to the present invention involves acquisition of coordinate
information and writing-pressure information relating to characters to be
verified; and arithnetic processing of these sets of information. To this
end, ther@lgnéngedgedcCheanhd dittfehtidined fatecoard fatehad @shdtiimear and
witing-pressure information relati ng%to handwitten characters, and
ari t hmet | 2epteteSsgngtuEandatar 1pebedsny ngriking e HIEe ned sanpl e dat a.
The coordinate i nformation and witing-pressure infornmation neasured by
sanpl i ng {RECTRRELen; cRBrERFERSLat1ps cWich | ke  Pe@tlAs QKENe helgRe of
t hree-di nensional tine-series data. However, these sets of information are
pref er abl §09 cPPESEREEY EQT (RPESQBA] caUERERE] SR HELR AFR SXERRFERBALR seri es
and witin ressure series. The neans for neasuring the_coordinate
i nf or mat i BhASRdtr FEPAGS pFReLBFEAF hPRr FhIRBFIERINPR FResand . e Ehesy| us pen
having a built-in gressure sensor, and a_digitizer for detecting the
coor di nat 853FeLnECPIPLERRIGR FHENRERTe WRHE r2r e s t9eedntR okt er s used
as the standards_for verification and characters to be collated, data are
obt ai ned ’B?/SFr%ﬁnglg?' sdhpl Y ot it TSHSRRGIOR SHenAtiuEendadfeed
i nformation at ual .tine,intervals..The. thus-obtai ned dat 0 0 Y
UM T ket 2 ST LT Wit bt SREL et St it ph T RN
are further elimnariply normaliz with reg to posjtiagn and size. For
exanpl e, PHERHS CHRBTRH Ve, BFEPEys [edbed of SRLEFeTolRs) ot Wopen s
noved fromleft to, right.,Such, constant_notion_may hinder verjfication of
the char a@%ﬁfg.OtOF{‘?hﬁq’isFﬁgé%,lo?to?seﬁE%’f? ab?es%/%u%&f%u]r%‘f% EMhitForm
stroke co e r n thus-.obtai ned uni form
st roke coﬁ%%ﬂe%%n%rg%#%ggmgg%%g%nﬁ%gg?%?o$§§%%%ﬁé%%gﬁﬁfggégggﬁth regard to
position i t kN t] etiin | st ion
si gnat ur egg%?gi%gypé?f %?grlég&ggg?o?#oggfg %ﬁ?’?\géipé e%%ﬁérerﬁlﬁ%%rérrlgcﬁi on is
obt ai ned ect i a t410f Al es ~:SeNsy e and is
register e%j_égﬂbgéggé\'/e_rﬁ@ergefﬁl g‘i@_Gr)tgcsoﬁ:_nlg{:eﬁ_eﬁigcl???rfﬁl%nai via a
communi ca 85k BEon SLORAIE w42l GaLLAAS 3pPERLOLTRE bR hNessguker. and
one or nore correction values for respective tablets are measur [ _
advance agd.{ggi §t8aed Lig SomRlbd ihEol Brlienb0bELAbuRCONEbARL BLUS (I
the case of a single constant correction value belng usea) or 1nthe form
of a tablgs(ansihrifgs@ePicei EELTENY &8T Aepbi@PeN@é Uesn betder ussd) . Wien
regi stration signature data are set, a person who w shes to resister his
Si gnat ur eobtgDf doprecdliohyinfotm8€sohNEOF d€éich Oo£r @Rk Lot &ft SE1GhiNg
signature data. Subsequently, there are perfornmed the steps of: (1)
aver agi ngaehecpbur afhd ytinds solgteind® chdreseian forfgmwgitsiiomtiison in order to
cal cul ate a candidate set of registration signature data; 21

registered.

In the signature verification of the present invention,
the sum of absolute values of differences between coordinate
values contained in registration slgnature data and
coordinate values contained in verification signature data is
calculated and the values are averaged so as to obtain an
error for each sample point. The thus-obtained error is
called a cumulative error (degree of difference). On the

basis of the degree of difference, a judgment is made as to

11



p ~ ~pY 2002 (2) collating the candidate set of registration sig a;m%h?
with each signature data set for registration; (3) when no unacc ¢
di screpancy is found as a result of verification between the candi date set
of registration signature data and the signature data sets for
registration, treating the candi date set of registration signature data as
regi stration signature data; and (4) when at | east one unacceptable
di scr epantye tiseif cansigisatiee r esud t tofe verdddoatd o bet weens tdreecangi dat e
set of registration signature data and the signature data sets for
regi stratrexngnipedt tagbast @pbrid ) pemsbr{ P) om rovtdes tmad i idyreatoarli dat e set
of registration signature data for which no unacceptabl e discrepancy is
found as @iresulthefsienéfi tatroieoted ahen germinuretidat atlsat stHiortrue
registration, and treating the candi date set of registration signature data
as regi stpemsem) si gnature data. |Instead of the above-described method in
whi ch data creation is repeated until a desired result is obtained, there
can be enpl oyelt atlnks hbimeonpr Felativéaky shikghs ofeax Ninweragiely Soplaral ity
of signature data sets in order to calculate a candi date set of
regi stratberrsen grae s egesitat High cotakitlhty + nd andiadattel sty dfow
registration

clear line is set for a person who signs at low stability.

This clear line is called a "true-person exclusion line.*"

The lower the set value of the true-person exclusion line,

the higher the security level that can be obtained; and the

higher the set value of true-person exclusion line, the lower

the security level that can be obtained. Data for the above-

described signature verification are stored for each person

and can be retrieved at the time of verification.

FIG. 1 is a diagram showing a cumulative-error

frequency distribution and a true-person exclusion line. The

horizontal axis of the coordinate system represents the

degree of difference (cumulative error) in which the higher

the value, the lower the probability of a signer beilng a true

person, or the lower the value, the higher the probability of

a signer being a true person. The origin O (0, 0) of the

coordinate system 1s a reference point representing

registration signature data themselves. When the degree of

difference between verification signature data and

registration signature data becomes zero, the verification

signature data are judged to be identical with the

registration signature data.

12



signature data with each signature data set for registration; (3) when no
unaccept abl e di screpancy is found as a result of verification bd]@eﬁﬁYtﬂﬁz
candi date set of registration signature data and the signhature data sets
for 22 0 3 ~~N ~ ~uu~ registration, treating the candi date set of

regi stration signature data as registration signature data; and (4) when at
| east one unacceptabl e di screpancy is found as a result of verification

bet ween the camdcdate seprekeneghst thki oumalgoaverroet araguéh€ysi gnat ure
data sets for registration, inputting an additional signature data set for
regi stratdbstrivationg éhereitnbftyrofefeobepd eacds consdstfaemde Si gnat ure
data sets for registration selected fromthe increased nunber of signature
dat a set sdistriegtionatuoneychst hatméhezadndech ofhst gited wircalabelswet s. f or
registration in each group is less than the total nunber of signature data
sets for tlegisurati egunatsl Lat imgodrnth wiaicth digeatts ehtataxresetbelaw the

regi stration a candi date set of registration signature data that is
obt ai ned ¢tyregeiagangenheotdganduis twpidcakbly locazbed imotpe ahcinienting,
as registration signature data, the candidate set of registration signature
data of t®€ gyrpoplithen pevdespsndbmgbbst therpéakarf orthe esudve. Thihen

regi stration signature data may be registered as they are or may be

regi st er ethe ogeeferf witt heghent gpetloé¢ ieabtesidseceff the ttreud cpemsorase,
signature data are corrected by use of a correction value. determned with
respect texalugienchieet hp| represented bHiuS:.c andedhed aggea odr @ megiiomer ed
as the registration signature data. Therefore, correction of the

regi strat{ontehehaperelenl acluthagriehnt f$tde i oh Hhockses mereomot required.
In the latter case, during the verification processing, the registration

si gnat ur ee¥atashee topeectfecleByesRtef BAY cBrr dcProhabiildd 2 ofpa-,

0~~~j 2U02 corresponding to the tgpe of the tablet. The former case is

gener al | ytT3@dPPEFOR cBPLRF abFERUdRE ¢RR RanPidhred £ F9lSre

di stribution (cunul;}ive error distribution) is neasured, and a true-person
excl usi on |ineFafid® nsﬁtﬁeﬁlberson exclusion |ine are determ ned and

regi st ered. Furthﬁg, §§ shown jn F G 7, one of three security levels LA,
LH, and L~ is s€t T REC6MF&nSe Wi th tHe val ue of the true-person excl usion

l'ine. Si t f wh t - . | usj | fall it hi
the ievel LA afBefulifeds bH8 RFGRPY) SEabPeodnteal ith: EQoPF RatFHSr ank A

Tever Lo Breoeh BEoPREHESRE L RER E, n dO A 28 e hose
i n-rank CiahyEbHELO0 ThRTee pPnd bRkl Ry R TGS UM over.

Next, i ORRRUT EaXChL! hEal O0uth! tnbe fRschibgh: They st anatyre, verifi cati on

is perforned on the basis of a cunulative error e verification

sionature.gale,ged LE-LAQ! Shisiifg shoRaby oo fid-afd! Gl alypd for the
ghature verification 1s perforned in the follow ng nmanner.
signers to be recognized as a true person at a constant
probability. However, in a simple scheme in which a signer
is recognized to be another person on the right side of the
true-person exclusion line and is recognized to be a true
person on the left side of the true-person exclusion line,
there is a high risk that a signature of a person having a
relatively low security level is imitated by other persons.

FIG. 2 shows a difference distribution of person A who

can sign stably and a difference distribution of person B who

13



Cumul ative error D (sumof normalized degrees of difference (in bl;fwzﬁﬁ?
I nvention, sinply called "degree of difference")) is calculated

the follow ng Equations 1 and 2. Equation 1 represents the degree of

di fference between the mth character of registration signature data A and
t he correspondi ng character of verification signature data set B. 24 0 3
~1AY 2002 Le (in ) (l-w)~lz""g(k)-z'a(i(k)) ~2 +Wr "I P~A(k)-P~B(i(k)) ~Z
dl Sz (m cannots sHgn Rbly L s@m thel cege. of Ehist psAMRleepipsentert fte
overall degree of difference of the signature; i.e., a normalized degree of
di f f er endenatnaghddra gt ure aaighiinorate Wi censied Sumtdfe timiedegr ees
of difference for the respective characters is divided by the total nunber
of data RATRAN jeXGHSiMmrkaterker Merseny i is Grawn sudhstiat: the p(A, B M
(Le(m - Ls(m + 1) Eq. 2 where Le(m, L,(m respectively represent the
start and®af Poithes TBIIEMe R tHeHREctEde Nh dhcedames REFEBunber of
characters, wp represents a weighting coefficient, i(k) represents a skew
functi on SCEHELW t KN RALHRT W1IHT + hdhdeh inRELaEREr thgnBOSSLRAA1EY
respectively represent normalized positional coordinates and a nornalized
writing privds A QGIRE RaESoTHRe ddtfiaiame i Batudre &F the ftgiueow ng
relation: 0 s w, s 1 Through_ adjustnment of this coefficient, the effect of

Wi ti ng- PSR €9 RS EZRA o RR Nt i1 ARG dgnefECPEAVREILY .

there is a risk that other persons cannot be excluded by mere
use of a true-person exclusion line——which is introduced in
order to increase the probability of a true person being
authenticated and which takes security level into
consideration.

In order to solve this problem, the present invention
employs an other-person exclusion line. FIG. 3 shows the
relationship between an other-person exclusion line and a
true-person exclusion line. A region sandwiched between the
two lines is called a gray zone. In FIG. 3, a region on the
right side of the true-person exclusion line is called a
true-person exclusion region. When a fesult of signature
verification indicates that a cumulative error (degree of
difference) falls within the true-person exclusion region,
the signature 1s recognized to be signed by a person other
than the true person, even if the true person has signed.

Meanwhile, a region on the left side of the other-
person exclusion line is called an other-person exclusion
region, because signatures whose cumulative errors fall

within this region can rarely be imitated by other persons.
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Further, z* represents the follow ng conplex coordinates: * * z - X & w\.}i
= SQRT(-1) (the square root of -1). 25 0 3 MAY 2002 The skew Buh&ToRl<
is a function for mnimzing the cumulative error of handwitten signature
data. The positional coordinates and witing pressure coordinate of the
signature data B corrected by use of this function are z*H (2(k)) and
p*B(i (k)). In other words, the cumul ative error can be mnimzed through
sel ect i olWhen athoo aruhuid Bl ywienrdr (a1l (withirk thi)s Cepfildn(,i thek ) ) of the
signature data B that corresponds to a coordinate point { ( z*A(i(k) ) ,
p*A(z(k) sigifent hiss dafrermimedat@a be dEactueofpddsony | Thagmpaasayr ef
information p*A(2(k) and the witing-pressure information p*H(i(k)) used
here i s @xdiusdaufcitden EamEdretwiddr restdnmen.cleathepomnierf eofercieartact er s
can be obtained fromthe witing-pressure information, an exanple of which
i s shown B¢ .FI4G v&ridks sitowh 4 mMidf@reg)ces RHrstotidng imme foapadiat echder dm one
anot her while a portion where the witing pressure P becones zero is used
as a sepatitqlom msraon ke rthathdihg Heutl peased Isdigmson 3dj dbent st rokes
(e. g., second and third strokes of the second character) is less than a
pr edet er rAGRRR vafl JELG ¢ He tadd-haudk ddhearviniuey ofd &g epsivosigiesg o a si ngl e
character. The start and end points of each section obtained through
separ at i Gieasth ARTREES A £ laft |sside @fpddrs wiher-ged segor di nat es
(including the pressure conponent) are provided for each section. Next, the
net hod f GXSiUHAM e ARy i Fhe afalote Windlgnt edeor itH@e - sler ietfe sHEnagnngy
description, as shown in FIG 9, the degree of difference of an
ot her - per®i SRFHRI AT 1V 509 TRIFER dddpFmatiomeegomiese of difference
of a true-person 26 D ~ i ~AY 2002 exclusion line is represented by D2;
t he degr e?é'PQﬁtadWJfaelrJéfnczee’%ﬂ' verification signature data is represented by
D, and security level is divided jnto.level LA qr rank A, |level LB or rank
1 Grigh 5

B, and level L=*%rdT@hi@ Y st ef .badyeery RS of security
evel LSRN, 4 PR LIPLRS IO MBS Bl 8 AN (e
LI | St ALl Dl G R ! SRR o T
signed or a person other than the true person signed. When a
result of signature verification indicates that the degree of
difference falls within the gray zone, re-signing is
requested, and signature verification is performed again for
the new signature. On the basis of a result of the signature
verification, a signer is judged to be a true person or a
person other than the true person. For example, when the
result of the signature verification for the new signature
indicates that the degree of difference falls within the
other-person exclusion region, the sigﬁer is recognized to be
the true person, and when the result indicates that the
degree of difference falls within the true-person exclusion
region, the slgner is recognized to be another person. When

the degree of difference again falls within the gray zone, a

15



pur pose of the other-person exclusion |ine and the trueperson excl usion
line. However, signatures falling in the gray zone are treated ir gq‘qmofzuuz
di fferent manners in accordance with situation and purpose. For exanple,
the gray zone has different neanings for persons having different security
| evels. That is, in the case of a person having a high security level (a
person in rank A in the abovedescribed definition), since the gray zone
itsel f i sudigaeent iish ahtoag tdcaMliyC perE dited yAgaiviadetn othifecpes sovhse
signature is less likely to be imtated, the gray zone itself can be

r egar ded sa gelre -ipe @t aretagni judyed agi e aby thert pasison Aft he case of a
person having a | ow security level (a person in rank Cin the

above- dedampiorachnebef iim tpl@ded tdre sirdytnese.i S a regi on which the person's
signature is easily imtated, and is therefore regarded an ot her-person
recognition rdé@jieorprnaseyitt ulatvertsiomhianp royguia enetthoide thioes perXdrmithg- MAY
2002 In view of the above, re-signing is requested when Dis not |ess than
D1 and ndiotgrle gtuergnteman 7 usend v er idoncaipito fi Separfiaymadvedaiand ar a new y
i nput signature. In this verification, judgnment is nade in the follow ng
manner, depeegitngfograye zecurin v rallateid eanneanlsush Bhadr t8e. \Wen t he
degree of difference of the newy input signature is represented by D,

j udgnent Jiusigpenftorfiesd tie faravowsner dgacilaagsdofins ecgroirgpnicey ol thwWidre D <
D1, a signer is recognized as a true person (passes a verification test).
Wien D >sBzurdtsi gesieli.s FBdsgRpiad Wslanbehdespribed infdetsiinén
verification test ) . However, when D1 s Ds D2; i.e., when D falls within
the grayr2dddiom oel@nenbpfdment criteria are set for a person whose
security level_is rank A a person whose security level is rank B, and a
per son whose sétuiti® PRAMANATZICYSHICTG. REPSaEH °F pFéldsrewedsé security

| evel is rank A: if DL s Ds D2, the person is reco%nized as a true person.
(2) For ¥eFeidSRtiindsdesdcdmhainesd &ng $1988% BS ff TBYesPATSOB1PT( Dz-D )
/2 , the person is recognized as a_true person; and if not, the system

ent r ust s "&F Jopgér é]tetﬂert“lﬁ‘r?éixé’r] JAEARS 18s oo 2 F691eRarP ¥R iGhethEr

re-signi nmust be request ed. ). For__a person whose_ security level is rank
C the syeERRe s & SatMser HOWPVEE. nkkE FOMUNERSABOLBE f or

exanple,a@g%igg Jé%é? ryégJfR“%efgiﬂﬁyqg?%%gification signature data.

Since writing-pressure information varies depending on the
performance of an electronic pen or electronic tablet used
for signing, differences in input characteristics must be
corrected in the case in which verification signature data
include not only shape but also writing pressure, as in the
present invention.

In general, as shown in FIG. 5, a proportional
relationship exists between actual writing pressure and
measured writlng pressure as read from an electronic pen or
electronic tablet. When electronic tablets or pens A, B, and
C output measured writing pressures p,, Dy, and pc.
respectively, for actual writing pressures p, correction

values a,, 05, and o, for the measured writing pressures p,,
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28 Ovi ii~~ 1" 2002 In the above-described exanple, an anbi guous
expression "entrusting an operator" is used. However, such opera8ﬁthNhQﬂMb
performed nmechanically such that when a value of D falls within the gray
zone, the signer is repeatedly requested to sign; and when the value of D
enters either the true-person exclusion region (in which the signer is
determ ned to be anot her person) or the other-person exclusion region (in
whi ch t hevssi gndr pi swilth erefpedt t bo ba measweedpersin)ng pyessmentpy Soorde as
to whether the signer is'the true person or a person other than the true
person. Fhateferenge kectronigghantett ar rempdt fayrarerkine swedresi afs a

j udgnent net hod shown in the flowhart of FIG 10. It is assuned that ranks
have beerfek®f$i ned at the time of creation of registration signature data
(but may be nodified later). The flowchart shows processi ng which enbodi es
t he above- desc¥i Fe®.frePhod. The processing will be described in a

summari zed manner. For a person whose security level is rank A (a highly
stabl e signer)% t=h®:4rBy zone is regarded an ot her-person exclusion region
(in which the signer is determined to be a true person) to thereby | ower

t he pass |evel®of thé Rerification test. For a person whose security |evel
is rank B (an internediatelg_stab!e signer), the value of the other-person
excl usi on |iné"ien | tRe eyt 1onehip R gD 3 dae bt It IRERESHER chi ng
rate. However, the signer. is requested to re-sign repeatedly until the

i nequal i t3PP NeHuLRd WELFRG Bigpessures jogn be a%l??"&‘tlt‘%tr?éjd.by B5Te £%erson
whose securit Iegg{ IS ranﬁ}C (unstabl e signer), the signer i s requested
to re-si g%tliae%‘ghif BPYAT ISRIE i it i 13 P& drinss>B5s g LhRughed.
The reason why the signer is requested to re-sign repeatedly so long as the
val ue of B9 HAFLIIR (P nERHELYLRF Hee ¥atde ve et Leardess Fl G

9, it is & Stlh”eEdvéﬂiiet c;pe ar eofe or]1:eot r[}leer-s er onrexcl usion region_is S1;
the area of a gray zone ﬂ%'Sg; he “aréa o £ ug-%g%ggnpgﬁgﬁﬁ Foﬁapegion
is SZ, a e. ho .zed such t.hat +S9+ =1 ..lnthis
case , t%gc}jera]:S nte(ad]ﬁlbi,%lsgé,og %r@e%lfee%eln s Vf%lé‘l%proc%t])ta %ﬁ%%zyfrc?f’“ iy degree
of differ j ficati signat ur at a. i Lthinsth
corresponag:lnjfl\;gae %e roé/ns'eg cE:rzzé(:)'rdill‘[rilllg ty,l%mg#e?lhg g?é%ﬂzlénggﬁgség?e?rgﬁ ﬁgécpo
account f ~ | ess it I il "'_.at. which
all of ml'(sgetazsb%o]’f{%gfﬁ; i%gt?géncél:a%%gaét L#eerl gj\gleatafgl}alﬁ @W%thﬁi@n dtert%:}(a{tag?laytl?&eone IS
0. 4" adenefciP £y  refieds it &u (bf%éri S-Sttt adeans that
only two of about 100 signatures fdall wthin the gray zone. However, since
the ot herrdifsuh €&l i@ TG On (in which the signer is determned to be
a true person) for each of ranks A and B is w dened, the matching rate

i ncreases conspglexapky, ag cogpared with the case in which judgment is
sinply made by D < D1. Since the gray zone is w dened, the person whose
security leewirdecteakd {iH it s B ey") 1Y dseautes! o tr 1Nws :gn
repeatedly. However, this is inportant fromthe viewpoint of 30

Ps' = (X5, Ystr Pse'Og) .«

Accordingly, when corrected verification signature data
Ps' are compared with corrected registration signature data,
verification can be performed without regard to the type of
an electronic tablet or pen to be used. In the following
description, unless otherwise specified, the term "writing
pressure" means measured writing pressure (writing-pressure

information). Although correction is performed for measured

writing pressure output from an electronic tablet or an
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0 3 MAY 2002 necessity of excluding other persons. As shown in FIG 11, a
signature of a person initating a signature of an unstable signat g MAY 12802
within the gray zone for the unstable signature at a high probability. Wen
the probability (area) of such an imtated signature falling within the
gray zone is represented by Sg', the probability of two i mtated signatures
falling within the gray zone is represented by Sq'z. Wien Sg' - 0.05 (=5~),
the probabléctyomictpen mihatked Sobhewimegsddsadtipigian tduah tdergayic@one i s
0. 0025, or two signatures anpong about 1000 signatures. The probability

decr easeswekpopensimply mefeheedetsi goi hoabket epmateadtidtheh t he present
invention utilizing tinme-series data including witing-pressure information
i s enpl oyed, i|iThéesboes-deasrileedbtgblietfcortection cadeumeersoas tioei mtate
a registered signature such that an imtated signature is judged to match

t he regi steladicngmbp upetween acbbabivriying Bresdure nd mdasurede
probability decreases exponentially as the re-signing is repeated, the
possi bi | i ¥Hlbinghpeessupersan be heppromimated ey psoif i stovghiived to be
the true person is alnost zero. This denonstrates the inportance of the
gray zonelimpe dawesienf wheadntd righled ghwper shares tegt sitilgst cannet: fe
above-descri bed manner, and may be nodified in accordance with a field in
whi ch si gtRRIPRIN2Fed | BRt 1SR PE @astbrakeht heljirpvsised. A gHEeE line
verification. Such an exanple will be described as an enbodi nrent of the
present i ARRFP¥FHRALION 0T X aFPFESSEENR nkRSe (Y i dtiefent HOWeMeE .pr esent

31 n ~~~ ~Y z~flz invention, signature verification is perforned when a
cust omer EROPRABYC FRRFEPEFE BRC aSAPHraS vt CHIRRFR CTorehai gl vkine

Regi stration signature data are registered in a server at the conmpany which
has i ssuePRFXER2E P card. An electronic tabl et of a pressure-sensing type
is provided in the store. Signature data are converted into verification
signature data at a termnal and are sent to the server via a conmmuni cation
line. FI S nf L ousati he system Different stores may
use diffg%%%%Ft€%%§R%$ﬁ£§§cé#od$€ @@@Wﬁ@%§ However, it is assumed that
correction val for.different tablets have already been neasured and
stored in a mbter 1i1e BfSFREPSEPOR: FOTHIRe G LRETTETE dhy S ur ot GoBas

or ~servic redi [ erm nal . r card jnfornmation
From the core Eifdadich, FLE8HRSFloh, [afel & O S R LB of e
credit co i he, car v I SS for
an el ectr brS RA RSN FROPREESD (ELAE K A eSS Biat 7 I r N

si gns. Sﬁgg@{yéﬁ,data are sent, as verification signature data, to the
server and verified therein, and a result of verification is reported to
the termnal. Phgthe basisgPhphh8s¥8T FHECALEOR: hEPM tor 8q Cl erk judges

whet her the custoner can uSe ?he card. When the verification result

| ndi cat esp& 13t i 6hen P59566wOEn AL EABL B1ES Th T disin LA 4 her @ e =g son

exclusion region, the custoner is recognized as a true person, and the

credit caggcindDSRCiing 18 PRE MbARE. tyVEhFderve PRl @811 ;
i ndicates that the degree of difference D falls within 32

FIG. 3 1s a graph used for description of a

relationship between a true-person exclusion line and an
other-person exclusion line, as well as a gray zone, in the
Means to Solve the Problems section;

FIG. 4 is a graph used for description of the merit of
presence of a true-person exclusion line in the Means to
Solve the Problems section;

FIG. 5 is a graph used for description of tablet
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~~u'r; ~ 2@ the true-person exclusion region, the custoner is

recogni zed as another person, and the credit card transaction ij]geﬂh d? Vi
When the degree of difference D falls within the gray zone, re- n g [@
requested. Wien a signature produced as a result of the re-signing is again
judged such that its degree of difference falls within the gray zone,
re-signing is requested again. Wien a signature produced as a result of the
second receryecngon siagbihe Medgedtsudtlvdathe tRroekpmee sgctidrierence falls
within the gray zone, the clerk determ nes whether the credit card
transaction i SFIG.bé sbowpt ad exewphary. sitwucesece i bechahdware tieed in
probability of an imtated signature falling within the gray zone decreases
exponent i af | gmbod gt repebipedrresennipenTeking this i nto consideration

t he ot her-person exclusion region is w dened as the nunber of tinmes of
re-signing i ncFe&sed, 1gnaoggapht usedcfensdeparinthon raf ca inethe@sfeet to
the true person while excluding other persons. That is, as shown in FIG

13, the gﬁg‘a\}/elz‘fbhlélﬁlg 2obarkyingi 9rdeBdanrt® WhikesodHekty akrivehel®tHe per son
exclusion line used for Audgnent is shifted rightward by d each tine

re-si gni ngMpapBerbraedthe &1ventipdins a fl owchart of the above-described
processing. The_processing of FIG 14 is basically the same as that of FIG
10 except thatFFank8 bF 2efipfr9m BFef 5pE HARFcEikblonr nef g Hethe is
divided into three zones in order to increase matching rate every tine
re-si gni ngPF sSPREFREHRY: CRAHACHETS | Al thedipehe 9% %ﬁ&?%&ﬂ%ﬁF?%ﬁ%ﬁ% clerk.

e ey ol LIS kLRS8O Bl B S 0100 3,
veri1LFon Legk, ! 80 SoEbgh! eifel 2oL g rogIh ke 40 A0 cose of o0
B oot e Bt P S, P UEHELERLLED 8L LELECR MBI RIS

e ST, PeLOR SRR 615 BikeL 8B bLEpHEa PRI SBRREEETES I Shplohnellthe
0t e Bk R, SR SEER IO S, FEREh NA D fod g
P oYl {0, e, SeiBe eGSO, BNERAR hnbl b Dy g e LiKEosie

praCtiCa'P£8&?§%§B§Z§ekfo£H8dnﬁhhE eUéﬁﬂoafhé§§ @ﬂegggtiﬁy@ﬁéigﬁnt1

securi ty Teve en 1 nto consideration on erm ni ng t he

true-person eXﬁ&é$ig@ ikng. gFhshetaigtekl thNendr 8ipd@NRehE §8tthe account
for the sane ratio for a pefson having a |ow security level (unstable

signer) affyEREi18nPERE0NsBAVERY 8eBbBNpEe6NT bF Ya | pyEht{Shal s BéEREEN, the
degree of difference falls within the gray zone at the sane rate regardl ess

of the typReOhuRBEE0BEWEOMEEI8EUsidhifgCaNSes Srab&RL BLtProb! @HLLR t£Rbation
to true-person exclusion than in relation to otherperson exclusion.

Accor di ngh¥gréBeocnaneE e 9EnbHdg1BOE s BRYe NpELal Ds bei ehbmoesle | gragcosdance
with the type of signer, through the above-described nethods, such as a

met hod i ngvhi eher 8akken@ni ¥hpehf ar pedsaacotléngthan sectiraé ypeeyeh and a 34
0 ~ ~~~~ 2002 nmethod in which, for a stable signer the other-person

excl usi onihipates shef segnhouaedofhehér veupepeosorxcl usion line in order to
narrow the gray zone to thereby w den the true-person recognition region.

Si nce the grayFignelenpkopediagraerpilesedt tbntkat embodsmenhsofletkd to be a
fuzzy portion, the gray zone may vary depending on the field in which

si gnat ur eiueentioat and sshemetiaeadlihehpwipgsanoéxanphatof caveysteéwati on.
For exanpl e, when signature verification is used to control entry into a

| abor at or gohfitgngasihnghsedvébrofecdfiyidgnthal ovyerjofigaearedit peatrdr abl y
performed nmechanically as in the exanple nentioned in the enbodi nent. By
contrast, thitengh edgdaturer deirdfgseyiian;a store having a clerk who can
personal ly identify custoners in nmany cases, there is needed a nethod in
whi ch nechani c&1Gor 1dutismat io& aphd Fedateds teofbenenbaiineptdgiesbeby a
human. Especially, in the |latter case, provision of a gray zone--which is a
fuzzy por ipgantépabrad used: fex éesgririieni Afwai BAtPAdgRENETBFtA Human is
performed with ease. However, in this case, it is naturally required that
there be devised a nethod of setting a gray zone, as well as a processing
met hod, in order to reduce situations i@ which judgnent nust be nade by a
hurman. | NDUSTRI AL APPLI CABI LI TY



In a conventional signature verification technique, judgnment as to whether
a signer is a true person or not has been performed on the basj

absol ute value of a 35 | ~ i ~~~~ 20D2 cumnul ative error (a cunnf%ﬁ%tzngror
val ue which is constant regardl ess of the stability of signatures). Such a
conventional nethod involves a problemin that a person who cannot sign
stably (an unstable signer) is not recognized to be a true person. Wen an
attenpt ishend®ayozphereadd the overall matching rate, a line which is set
for a person who can sign stably (a stable signer) and which prevents other
persons from i FiBat LAgisha §ilgiWaharé FbaWisg eigbBphygra YerLfi€egtpesbl em
The concept of security |evel of the present invention has solved these two
conflicti R§opeeplagsinTRBE PEPofhBEREeSENERP niRYIERBRORNDI Oys a true- person
exclusion line which changes depending on security level. Since the
true-person exclusion line--which is a pass line (a border |ine
(true-person_excl usi |1 e or_recqQanition of a true person) is

det er m nef®Ph %@BﬁrHﬁﬁcghﬁﬁ%ﬁﬁéth&e@HFiF§9P§$E?Nor the stability of a
signer, matchin ratﬁ goes gpt dg end on the stability of the signer.
However i nce HAREWELS&SPo BN G EF USPORIPFEAORORCEOBE BB RathRg & | over
security level (an uns%gble_sigier IS set,go as %o inc&g&se the mat chi ng
rate, it BEEBABS JPYPPEUPPR LBVEXYPUJIBCBLHEL THRF sBhsCOPTIHPAE? to sol ve this

bl h i L on I he, , of L hed f

bt her - per SBROBRETTSRORRE: RE L ENBSABEPRE S B e TRER P oboLeF Bhdokon gray
, ich jud t t h i I t t

cannot | beCRRFPGEHES. Tanks 2824ENERscnRR: 267 s tEanpT PEE P RERT nBF obafeR s:
e an LOgLegse. B ohietoher sl gXELUsien fale and. aLddic AR g -
~ MAL' 206? r ue- person recogni tion rate. The conventiohal sighature
verificatpon.issR rEBE”EQogEiBQ%ebgﬁrérBBt§Qﬂp§nﬁn%¥itiﬁgfS%Qﬁgur&he type
of an el ectroni'c pen or tablet used for signing has not be taken Into
PO”S'der?Eh?BerﬁéSﬁ”EEi?Eing”tbhﬁaﬁﬁ$§§95eh”¥ﬁ2£?8@er¥f'éh g-pressure
information I's added to factors of signature verifrcation. This

Wi ting- pLessngtli Bf B&H@EE@@PB[ ﬁgﬁgésferpﬁféeasgmsr thbapn@s L 5HEa PREGON

fromlmtatlng a sighature o rue person, ecause witing pressure is

i nfor mat i QomPhECRAEANNOFhDCcOBER ASL LK AL ORREr UM 1AM Ofn P s HALM €,

al t hough the " shape of the signature can be obtained visually. The tabl et

Cofr?CtioﬁnESEHEQEBH heaénﬁeersgeehmgmyﬁatkﬁe %§iH§8H_éHa£9&E@E§ 59? )
writing-pressure information and enabl es use of the signature verification

met hod of pi-Bgepr @3MBt 1hRveRhNaN theaatdbegsrAl okhehiyeeqdhesb€6haQNI C pen or
tablet to be used. Accordingly, a user can use a type that the user has

grown accysinenBdrliesOfadl . NBIPERST Y ethyPe. sdtd pfigimddend teidn "dedl et
correction” is used in the description, it neans "correction of

wri ting- ppeeserabilef eepebisentedndsedatapassesscoonpeisongf oomplex
witing-pressure information froman electronic pen and correction for
writing- peesgdiaaitef eemakisoantr aniahngl peesenre tablies. 3The n2ahdW022002
CLAIMS 1. An electronic signature verification nmethod in which

measuring the coordinate information and writing-pressure

information comprises, e.g., a stylus pen having a built-in

pressure sensor, and a digitizer for detecting the

coordinates of the tip end of the pen.

With regard to the characters used as the standards for
verification and characters to be collated, data are obtained

by means of sampling coordinate information and writing speed

information at equal time intervals. The thus-obtained data
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data of a handwitten character string of a signer are fetched,

regi stration signature data of the signer set in advance are retuﬁpp?ﬁ;gﬂmp
data of the handwritten character string are conpared with the registration
signature data; and a verification judgnment is performed by use of separate
regions including a region in which the signature is recognized to be true,
a region in which the signature is not recognized to be true, and an

i nt er redi are neginahiradwhpchorsespgniingoi snrequasteenbere oD sappdindility
of judgment, characterized in that il) when the signer sets the

regi strat PernssgaRfupEediuatharagyané@inandly egpsnabizeh wiyharegardata are
set, by appropriate neans, froma plurality of 'signature data sets for
registratgﬁnpoﬁhﬁlPE)aﬂﬁesiﬁﬁenﬁﬁﬁeﬁ%ﬁ@&%ﬁ&niﬂrfhﬂﬂQQ$QW9ﬁﬁ%ﬁﬁQﬁFIs
requested is determ ned on the basis of the distribution of cunulative
errors, sWERtiRdtackéonnt éRnBANYL aFe§i anpeRchieBoVRdckrohehefheto
distribution is wide and becones narrower when the distribution is narrow,
wher ei n 3B19hy- 3 Juch s tart dpkienr iNaY drrvley er fHvatdgey of ridre
obt ai ned t hrough cal cul ation in which a sum of the absolute value of the

di f f er enceNBERRERRSt hd ooreh AR uekt oS 1465 81t @ iITH IR Fre data
and the coordi nate val ues of each of the plurality of signature data sets
for regi s¥RAEPBR FETEKGI deBPBperhetRORDERS PR EFGRAL PR Bt SURBFRCE nthe der

to obtain the averaged err An_el ectronic signature verification

. 2.

mot hod | nERRF cRO BRI Bo01 WAL AORBAPEFOER CHOPSRERF ST9T nghorcoEibpatear e
f et ched, istrati i d f th i . Set i d
Fotr i oved AP REMA L AROROFHBLAARGPLER R aRER ALY cPOSLTLTRY BPE Tofbarod with
th istrati i t ta; d ificati I N f d
A M T T
be true.  SHERAROFRL BFheata: BoFBgFORY AW LRV E s I TGS PHASHIEA od due (o
PSS! bi |k 0.} YOFENLy ShALACKeLh2 S Lick Pal, () D, the g1 gner sets

e registratron signature data I n advance, e regirstration Slgnature dat a

are set, P%eéBH g%%ﬁgﬁn&?%{)ﬁe LhE™ 8 BLYISLLE¥aOlnSLOPREYLE fale FeLs for

regi stratton; an
6) connected to a terminal via a communication line.

Signature verification is performed in the server, and one or
more correction values for respective tablets are measured in
advance and registered in a master file in the form of a
constant value (in the case of a single constant correction
value being used) or in the form of a table (in the case of
different correction values being used).

When registration signature data are set, a person who
wishes to resister his signature signs a plurality of times
in order to create registration signature data.

Subsequently, there are performed the steps of:

(1) averaging the plurality of signature data sets for
registration in order to calculate a candidate set of

registration signature data;
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39 0 3 MAY 2002 (2) the region in which the signature is recognized to be
true and the internediate region in which re-signing is requestlﬁg @6@ 200%
determ ned on the basis of the distribution of cumul ative errorsy h™t hat
the region in which the signature is recognized to be true becones w der
when the distribution is wde and becones narrower when the distribution is
narrow and such that the internedi ate regi on becones w der when the
distribution i $§2W delaatiibgcthescandidate mbtnof heedistrabidnon i s narrow,
wherein the cunulative error is an averaged error obtai ned through

cal cul at i shghatwhecfiatiasuhthbf eabk abguhtire vddte sdt tfier diddis erakidri ween
the coordinate values of the registration signature data and the coordi nate
val ues of each(8? whenpparuhpegeptablgndiacrcepaneayséssféendragiatration is
di vided by the nunber of signature data sets in order to obtain the

aver aged EpfBit of warifieaksanchetryaen ukke verndidate osesystemin which
data of a handwitten character string of a signer are fetched;

regi stratFedlstgakioresdanaterer fataj gndrthetsignaiemcdatd esetsrfeved; the
data of the handwitten character string are conpared with the registration
signaturerﬂﬁ%ﬁFrQHHOHrvEF?ﬁFéBQiBhejGﬂﬁgéﬁ@t¢ssggr@%r%@QFQSEQ@%O%f separat e
regions including a_region in which the signature is recognized to be true)
a regi on FRINATURCtARLE| RaFBPFLSTE2REPT  REGYRT YRR 13tde 38de, and an
internediate region in which re-si ning is requested due to inmpossibility
of judgnent, cﬁ29aﬂpéPi§§leﬁthaP 4Bnacgeptaple Z4p3crapanmEnts hEouRgner
sets the registration signature data in advance, the registration signature
data are §%tFhﬁyrﬁﬁb}Bp??aY%rﬁEéﬁgFl??oﬂ?%W%@%r%??t?aQﬁlQ?B%aﬁﬁFeoﬁata sets
for regisial (oM el {ZhnkDert "hStTmEhe nl o9l QR drath sl TS OBl 1

registration, repeating steps (1) and (2) in order to find a
candidate set of registration signature data for which no
unacceptable discrepancy is found as a result of verification
with the signature data sets for registration, and treating
the candidate set of registration signature data as
registration signature data.

Instead of the above-described method in which data
creation is repeated until a desired result is obtained,
there can be employed a method comprising the steps of:

(1) averaging a plurality of signature data sets in
order to calculate a candidate set of registration signature
data;

(2) collating the candidate set of registration
signature data with each signature data set for registration;
(3) when no unacceptable discrepancy is found as a

result of verification between the candidate set of

registration signature data and the signature data sets for
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requested is determined on the basis of the distribution of cunulative
errors, such that the internedi ate regi on becones w der when the )
distribution is wide and becomes narrower when the distributionli® Mdr zow
wherein the cunulative error is an averaged error obtai ned through
calculation in which a sum of the absolute value of the difference between
the coordinate values of the registration signature data and the coordi nate
val ues ofregétodtiom, ptoeating tlfie scgmdidate dedta setredistragicsiration is
di vided by the nunber of signature data sets in order to obtain the

aver aged sigmrture datalastregistsayhen uskgnaturfe ctatiaon aydtem i n which
data of a handwitten character string of a signer are fetched;

regi strati on sighaviher dht deasttomesigaccepbable dtvcrepance istféwvadd; the
data of the handwitten character string are conpared with the registration
si gnat ur eaglad areswbt aof eveF1£heabion Ukigjiern | the egdnulidak &seails o Hf

separate. regions including a region in which the signature is recogni zed
to be trueegbstegtiboni slomathre ndats gred ubhe isigmatureciptizatets rtrue,
and an internediate region in which re-signing is requested due to

i npossi biFegisbrafiepnehmputtingrart 2ddbetonal thignafure Pataeepobar (1)
when the signer sets the registration signature data in advance) the

regi stratFeslstEpblere fRFBLIRY 2 sRIUTBIL EpRHIHFTUIRS RAGE CIMD LM ural ity
of signature data sets_for registration; and (2) the region in which the

si gnat ur e°F S SRBERTS cd2FR BLS  fRT AFeoisEra it e et eed i dh ¥ whi ch
re-signing is requested are_determ ned on the basis of the distribution of
cunul at i vBREFeRFey RuBReYhaf shenakerendatd viflh 1% ¢t AEI9R such

recogni zed to be true becones, wi der when the .
that the number of signature data sets for registration in

each group 1ls less than the total number of signature data
sets for regilstration; collating with each signature data set
for registration a candidate set of registration signature
data that is obtained by averaging the signature data sets in
each group; and treating, as registration signature data, the
candidate set of registration signature data of the group
that produces the best verification result.

The registration signature data may be registered as
they are or may be registered together with the type of
tablet used. In the former case, signature data are
corrected by use of a correction value. determined with
respect to a reference tablet, and the thus-corrected data
are registered as the registration signature data. Therefore,
correction of the registration signature data during
verification processing is not required. In the latter case,
during the verification processing, the registration

signature data are corrected by use of a correction value
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distribution is wde and becones narrower when the distribution is narrow
and such that the internedi ate regi on becones wi der when the distribution
is wide and becomes narrower when the distribution is narrow, vpergiy 2002
cunmul ative error is an averaged error obtained through cal culation in which
a sum of the absolute value of the difference between the coordi nate val ues
of the registration signature data and the coordi nate val ues of each of the
pluralitycofrgsponding tat theetypéoofrehgestahbieon iThedifiomied mageha smunber
of signature data sets in order to obtain the averaged error. 5. A

recor di nggeeeirahlyousadcbapuregishirahienores a programfor perforning an

el ectronic signature verification nmethod in which data of a handwitten
character strihff§ theasame tdmg,\pvdRoferengacdistribetioed{cunyglativei on
signature data of the signer set in advance are retrieved; the data of the
handwr i t t @RrehafhetELPEEEPRY dFemeanpbedd andhatHeue cRpE3Pmt¢BHRLES HP@AL ur e
data; and_a verification judgnment is perforned by use of separate regions
includinglén@egpénaﬂnoﬁh?EhP?ﬁéoéi3%9£ﬁ$é0msli%%o©ﬁ¢z@%ﬁ@%ﬂ dragred a
region in which the signature is not recogni zed to be true, and an

i nter medi B8SLFEYTOR- i F WHIRAT r A% iAWY I Fléqudst @med @E ttdrbaspossibility
of judgment, characterized in that (1) when the signer sets the

regi strat PoPUEiERalevel8abe iln-a8Pdnte, 1% Heh dg SGCaRdARCg gHdtturtdhelata are
set, by appropriate neans, froma plurality of signature data sets for

regi stratYohueapd Eb§ FﬁBeTHFEFﬂ%dgéf%u$%%?o%l??rvwﬁ%9¥%§¥§ﬁ%yﬂﬁm?is

requested is determ ned on the basis ff t he distripftion of
person whose true-person exclusion line falls within the

level L, are judged to be highly stable and are categorized
in rank A; signatures of a person whose true-person exclusion
line falls within the level L, are categorized in rank B; and
signatures of a person whose true-person exclusion line falls
within the level L, are categorized in.rank C. This
operation is called ranking on the basis of security level.
Next, signature verification will be described. The
signature verification is performed on the basis of a
cumulative error between the verification signature data and
the registration signature data. Calculation for the
signature verification is performed in the following manner.
Cumulative error D (sum of normalized degrees of
difference (in the present invention, simply called "degree
of difference")) is calculated by use of the following
Equations 1 and 2. Equation 1 represents the degree of
difference between the m-th character of registration
signature data A and the corresponding character of

verification signature data set B.
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cunul ative errors, such that the internedi ate regi on becones w der when the
distribution is wide and beconmes narrower when the distribution j fﬁ WAV%Y]
wherein the cunul ative error is an averaged error obtai ned throug 2
calculation in which a sum of the absolute value of the difference between
the coordinate values of the registration signature data and the coordi nate
val ues of each of the plurality of signature data sets for registration is
di vi ded by the nypgpher of signature data zets in order to obtain the
averaged error. O_ Y (002" (r(£Y))F[€GGp dil g conputer

whi ch stor&i §£g§n1f6 peggorn?hé 24 eIébJ ?quﬁgﬁ%?LI verification
met hod i ndwi? ﬁ data of a handwri (%5—?ﬂ§ﬁﬁffer String of a S|gné?baﬂe
fetched; registration signature e Signer set in advance are
retrieved; the data of the handwitten character string are conpared with

t he~regi strati Bgustgnnat dr cedaeaengadthevevefatat degré¢edgfedifferenceéor ned
by use of separate regions including a region in which the signature is
recogni zedft bhgesignatusnerefji on. i a nhrvalined siegreeeref i ¢ifiteremcegni zed to
be true, and an internediate region in which re-signing is requested due to
i npossi bi PPEgined| thgaeah, achataeleriordinnwhhelr the swenof hkhei gner sets
the registration signature data in advance, the registration signature data
are set, ®§9BEppsopfidiéfarange f%ntlaepmmwty%fclsmgmt%ﬁ Bata sets for
reglstratlon and (2) the region in which the signature is recognized to be
true and @h%lﬂﬁ@ebﬁe hat Botadi BAMPArwhf cAat2a-Re gt higlh sthe earagtars.
determ ned on the baS|s of the dlstrlbutlon of cumul ative errors, such that
the region in whi< hpf fk atE§ recogni zed to be true becomes wi der
when t he dlstrlb é be onmes narrower when the distribution is
narrow an® regi on becomes wi der when E%e 2
dlstrlbutlon |s wi d ahMmbedm@nb+ﬁnrromer when the distribution is narrow,
wherein 44 03 2002 - the cunulative error is an averaged error

obt ai ned through ca%culgtlon in which a sumof the absolute value qf the

di f f er encBPBEE wkel HérHFﬁBFEt§¥F6¥sr8PrFﬁ%nFeb?%t?B?FBnaEFgﬁﬁgure dat a
dth I f h I I t f t t t

for regi SoPRbFBnoFs RPVRaLh sﬁgfﬁa ol PSP e il oS PR re n or der

to obtain the averaged error. . %¥§?

Al E. AY. ACRAFaAtaras o Aﬁe%ﬁ%ﬁnﬁ %I’ TANE ROSAFREFRE AT (R Af . Ay. A A

A A AL repggAénésAN sﬁNwA§uné%ioéFa€ @ReAﬁ @stéhpie point of the m-

th character, and z' and p’ respectively represent normalized

positional coordinates and a normalized writing pressure
coordinate. The coefficient w, satisfies the following
relation:

0 =w, s 1.
Through adjustment of this coefficient, the effect of
writing-pressure information on authentication judgment is
varied.

Further, 2z’ represents the following complex
coordinates:
z' = x" + iy’

i = SQRT(-1) (the sguare root of -1).
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"10% u& ()-"10% U& ()- MVILO% u& ()-f10% u& ()-!, F$10%UuYU& () - 3940% u& ()-1"

'ddE:/ 10tme distance between adjacent strokes (e.g., second and third
10-u <t 10% u& ()-&910% u& ()-F7!10% u& () - S5-10% u&' ()-%"10% u& ()- @10% u
& ()-n stivdked 068 (LtHOYERBONA - SRATAOUER) ()s SBEdDURar )a A OIM@INL] -
FF"10%@&' ()- %40%&& ()-F 10-u
value, the two strokes are regarded as belonging to a single
character. The start and end points of each section obtained
through separation of characters are L, and L,, respectively,
and coordinates (including the pressure component) are
provided for each section.
Next, the method for signature verification will be
described. In the following description, as shown in FIG. 9,

the degree of difference of an other-person exclusion line is

represented by D,; the degree of difference of a true-person
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10@s10%&’' ()-uj _@10!'!19% 10%& ()- 10T 10T 03 MAY 2002

10T<s10%0& ()-3"10%& ()-'F'G'10%9 7] 7& ()- F'G' 10%& ()- fhi}"?4@ 10

10b<” 10%& ()-- "10%& ()-M F'10%#(#( & ()-&F"10%& ()-& F 109 () - MF

10%& ()-Mjk}BPf H@ 10 10b! "10%fu#u& ()- "10% u& ()-

!F!109@”'gééfaéf%&ofgﬁé(lé8%83§3§éé%é§ by D,; the degree of difference
of verification signature data is represented by D; and
security level is divided into level L, or rank A, level L,
or rank B, and level L, or rank C (see FIG. 7). Basically,
regardless of security level, judgment is performed as
follows.

When D < D,, a signer is recognized as a true person
(passes a verification test).

When D > D,, a signer is recognized as another person
(fails the verification test).

The above judgment is natural from the viewpolnt of the
purpose of the other-person exclusion line and the true-
person exclusion line. However, signatures falling in the
gray zone are treated in one of different manners in
accordance with situation and purpose. For example, the gray
zone has different meanings for persons having different
security levels. That is, in the case of a person having a
high security level (a person in rank A in the above-
described definition), since the gray zone itself i1s present
in a region which is hardly invaded or the person's signature
is less likely to be imitated, the gray zone 1ltself can be
regarded a true-person recognition region. By contrast, in
the case of a person having a low security level (a person in
rank C in the above-described definition), the gray zone is a
region which the person's signature is easily imitated, and

is therefore regarded an other-person Trecognition region in

situations which require strictness.
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In view of the above, re-signing is requested when D is
not less than D, and not greater than D,, and verification is
performed again for a newly input signature. In this
verification, judgment 1s made in the following manner,
depending on the security rank (i.e., rank A, B, or C). When
the degree of difference of the newly input signature is
represented by D, judgment is performed as follows,
regardless of security level.

When D < D,, a signer is recognized as a true person
(passes a verification test).

When D > D,, a signer 1s recognized as another person
(fails the verification test).

However, when D, = D = D,; i.e., when D falls within the
gray zone, different judgment criteria are set for a person
whose security level is rank A, a person whose security level
is rank B, and a person whose security level is rank C.

(1) For a person whose security level is rank A:

if D, = D s D,, the person is recognized as a true
person.

(2) For a person whose security level is rank B:

if D, s D = D,+(D,-D,)/2, the person 1is recognized as a
true person; and if not, the system entrusts an operator to
make judgment as to, for example, whether re-signing must be
requested.

(3) For a person whose security level is rank C:

the system always entrusts an operator to make judgment

as to, for example, whether re-signing must be requested.
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(lentrué@§hg)an gpegg%o%B ig?uged. However, such operation

may be performed mechanically such that when a value of D
falls within the gray zone, the signer is repeatedly
requested to sign; and when the value of D enters either the
true-person exclusion region (in which the signer is
determined to be another person) or the other-person
exclusion region (in which the signer is determined to be a
true person), a judgment is made as to whether the signer is
the true person or a person other than the true person.

That is, mechanical judgment can be performed by means
of a judgment method shown in the flowchart of FIG. 10. It
is assumed that ranks have been determined at the time of
creation of registration signature data (but may be modified
later). The flowchart shows processing which embodies the
above-described method. The processing will be described in
a summarized manner.

* For a person whose security level is rank A (a highly
stable signer), the gray zone is regarded an other-person
exclusion region (in which the signer is determined to be a
true person) to thereby lower the pass level of the
verification test.

* For a person whose security level is rank B (an
intermediately stable signer), the value of the other-person
exclusion line is increased to D,+(D,-D,)/2 to thereby
increase matching rate. However, the signer is requested to

re-sign repeatedly until the inequality D < D, or D > D, is
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* For a person whose security level is rank C (unstable
signer), the signer is requested to re-sign repeatedly until
the inequality D < D, or D > D, is attained.

The reason why the signer is requested to re-sign
repeatedly so long as the value of D falls within the gray
zone will be described. As shown in FIG. 9, it is assumed
that the area of an other-person exclusion region is S;; the
area of a gray zone is S;; the area of a true-person
exclusion region 1s S,; and S,, 5;,, and S, are normalized such
that S,+S;+8, = 1. In this case, the area S, (n=1, g, 2)
represents the probability of the degree of difference D of
verification signature data falling within the corresponding
region.

Accordingly, when the gray zone is determined to
account for 40% regardless of security level, the probability
S; at which all of m sets of verification signature data
fall within the gray zone is 0.4". Therefore, when m=4, S;
becomes 0.0256, which means that only two of about 100
signatures fall within the gray zone. However, since the
other-person exclusion region (in which the signer is
determined to be a true person) for each of ranks A and B is
widened, the matching rate lncreases considerably as compared
with the case in which judgment 1s simply made by D < D,.
Since the gray zone is widened, the person whose security

level is rank C (unstable signer) may be requested to re-sign

repeatedly. However, this is importanﬁ from the viewpoint of
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As shown in FIG. 11, a signature of a person imitating
a signature of an unstable signature falls within the gray
zone for the unstable signature at a high probability. When
the probability (area) of such an imitated signature falling
within the gray zone is represented by S;', the probability
of two imitated signatures falling within the gray zone is
represented by Sg'ﬁ When S;' = 0.05 (=5%), the probability
of two imitated signatures falling within the gray zone is
0.0025, or two signatures among about 1000 signatures. The
probability decreases exponentially as the re-signing is
repeated. When the present invention utilizing time-series
data including writing-pressure information is employed, it
becomes considerably difficult for other persons to imitate a
registered signature such that an imitated signature is
judged to match the registered signature at a probability of
5%. Further, since the probability decreases exponentially
as the re-signing 1s repeated, the possibility at which a
person other than a true person is recognized to be the true
person is almost zero. This demonstrates the importance of
the gray zone.

The manner of treating the gray zone is not limited to
the above-described manner, and may be modified in accordance
with a field in which signature verification is used and the
purpose of signature verification. Such an example will be

described as an embodiment of the present invention.

In an example serving as the embodiment of the present
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J11bC 10 server at the company which has issued the credit card. An
electronic tablet of a pressure-sensing type is provided in
the store. Signature data are converted into verification
signature data at a terminal and are sent to the server via a
communication line. FIG. 12 shows the configuration of the
system. Different stores may use different types of
electronic tablets. However, it is assumed that correction
values for dilfferent tablets have already been measured and
stored in a master file of the server.

When a customer pays for goods or services by used of a
credit card, the terminal reads card information from the
card. Subsequently, the terminal is connected to the server
of the credit company which manages the card, and the server
lssues a request for an electronic signature. In accordance
with the request, the customer signs. Signature data are
sent, as verification signature data, to the server and
verified therein, and a result of verification is reported to
the terminal. On the basis of the verification result, a
clerk judges whether the customer can use the card.

When the verification result indicates that the degree
of difference D falls within the other;person exclusion
region, the customer 1s recognized as a true person, and the

credit card transaction is permitted. When the verification

result indicates that the degree of difference D falls within
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When the degree of difference D falls within the gray zone,
re-signing 1s requested. When a signature produced as a
result of the re-signing is again judged such that its degree
of difference falls within the gray zone, re-signing is
requested again. When a signature produced as a result of the
second re-signing is again judged such that its degree of
difference falls within the gray zone, the clerk determines
whether the credit card transaction is to be accepted or
denied. As described above, the probability of an imitated
signature falling within the gray zone decreases
exponentially through repeated re-signing. Taking this into
consideration, the other-person exclusion region is widened
as the number of times of re-signing increases, in order to
increase matching rate with respect to the true person while
excluding other persons. That is, as shown in FIG. 13, the
gray zone is equally divided into three zones, and the other-
person exclusion line used for judgment is shifted rightward
by d each time re-signing is performed.

FIG. 14 shows a flowchart of the above-described
processing. The processing of FIG. 14 is basically the same
as that of FIG. 10 except that ranks of security level are
not used; the gray zone is divided into three zones in order
to increase matching rate every time re-signing is performed;

and the final judgment is entrusted to the clerk. The reason

why the final judgment is made by the clerk is as follows.
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the case of an unstable signer, his signatures may involve
variation greater than that represented by an actual error
distribution (difference distribution registered at the
beginning). In this case, the probability of the true person
being recognized not to be the true person becomes higher
than the probability of another person successively imitating
the signature in order to i1llegally use the card. In such
case, when the card holder is a regulaf customer and is
familiar to the clerk, or when the card holder can be proven
to be a true person by means of his ID card or the like, the
customer is judged to be the true owner of the card. This
procedure is practical for stores.

In the method used in the present embodiment, security
level is taken into consideration only in determining the
true-person exclusion line. Therefore, if the gray zone is
set to account for the same ratio for a person having a low
security level (unstable signer) and for a person having a
high security level (stable signer), the degree of difference
falls within the gray zone at the same rate regardless of the
type of person who signed. This causes a greater problem in
relation to true-person exclusion than in relation to other-
person exclusion. Accordingly, the manner of judgment may
need to be changed in accordance with the type of signer,

through the above-described methods, such as a method in

which ranking is performed according to security level and a
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exclusion line is shifted toward the true-person exclusion
line in order to narrow the gray zone to thereby widen the
true-person recognition region.

Since the gray zone employed in the present invention

is considered to be a fuzzy portion, the gray zone may vary
depending on the field in which signature verification is
used and the purpose of signature verification. For example,
when signature verification is used to control entry into a
laboratory having a high level of confidentiality, judgment
is preferably performed mechanically as in the example
mentioned in the embodiment. By contrast, when a credit card
is used at a store having a clerk who can personally identify
customers in many cases, there is needéd a method in which
mechanical or automatic judgment is combined with judgment by
a human. Especially, in the latter case, provision of a gray
zone——which is a fuzzy portion——enables creation of a
state in which judgment by a human is performed with ease.
However, in this case, it is naturally required that there be
devised a method of setting a gray zone, as well as a

processing method, in order to reduce situations in which

judgment must be made by a human.

INDUSTRIAL APPLICABILITY
In a conventional signature verification technique,
judgment as to whether a signer is a true person or not has

been performed on the basis of the absolute value of a
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conventional method involves a problem in that a person who
cannot sign stably (an unstable signer) is not recognized to
be a true person. When an attempt is made to increase the
overall matching rate, a line which is set for a person who
can sign stably (a stable signer) and thch prevents other
persons from imitating the signature lowers, causing a
security problem. The concept of security level of the
present invention has solved these two conflicting problems.
That is, the present invention employs a true-person
exclusion line which changes depending on security level.

Since the true-person exclusion line——which is a pass line

(a border line (true-person exclusion line) used for

recognition of a true person) is determined in accordance

with the security level or the stability of a signer,
matching rate does not depend on the stability of the signer.
However, since the true-person exélusion line for a
person having a lower security level (an unstable signer) is
set so as to increase the matching rate, it becomes difficult
to exclude other persons. In order to solve this problem,
the present invention employs the concept of combined use of
an other-person exclusion line and a gray zone. The
introduction of a gray zone, in which judgment as to whether
a signer is a true person or not cannot be performed, enables
achievement of two conflicting improvements; i.e., an

increase 1in other-person exclusion rate and an increase in
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The conventional signature verification is performed on
the basis of shape only. Therefore, the type of an
electronic pen or tablet used for signing has not be taken
into consideration. By contrast, in the present invention,
writing-pressure information is added to factors of signature
verification. This writing-pressure information prevents a
person other than a true person from imitating a signature of
the true person, because writing pressure 1s information
which cannot be obtained through observation of a signature,
although the shape of the signature cah be obtained visually.
The tablet correction according to the present invention is
used to correct the writing-pressure information and enables
use of the signature verification method of the present
invention regardless of the type of electronic pen or tablet
to be used. Accordingly, a user can use a type that the user
has grown accustomed to or an inexpensive type. Although the
term "tablet correction" is used in the description, it means
"correction of writing-pressure information" and encompasses
correction for writing-pressure information from an

electronic pen and correction for writing-pressure

information from an electronic tablet.
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CLAIMS

1. An electronic signature verification method in which
data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are compared with the registration signature data; and
a verlfication judgment is performed by use of separate
reglons including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and

(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors, such that the intermediate region becomes
wider when the distribution is wide and becomes narrower when

the distribution is narrow, wherein
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the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute value of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration is

divided by the number of signature data sets in order to

obtain the averaged error.

2. An electronic signature verification method in which

data of a handwritten character string of a signer are
fetched: registration signature data of the signer set in
advance are retrieved: the data of the handwritten character
string are compared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets

for registration; and
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(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors, such that the region in which the
signature is recognized to be true becomes wider when the
qistribution is wide and becomes narrower when the
distribution is narrow and such that the intermediate region
becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow, wherein

the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute value of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration is
divided by the number of signature data sets in order to

obtain the averaged error.

3. An electronic signature verification system in which
data of a handwritten character string of a signer are
fetched; registration signature data of the signer set in
advance are retrieved; the data of the handwritten character
string are compared with the registration signature data; and
a verification judgment is performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,

characterized in that
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data in advance, the registration signature data are set, by

appropriate means, from a plurality of signature data sets
for registration: and

(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors, such that the intermediate region becomes
wider when the distribution is wide and becomes narrower when

the distribution is narrow, whereln

the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute wvalue of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration is
divided by the number of signature data sets in order to

obtain the averaged error.

4. An electronic signature verification system in which
data of a handwritten character string of a signer are
fetched: registration signature data of the signer set in

advance are retrieved; the data of the handwritten character

striﬁg are compared with the reglstratlon signature data’ and
a verification judgment 1s performed by use of separate
regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of Jjudgment,

characterized in that
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(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by

appropriate means, from a plurality of signature data sets

for registration; and

(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of

cumulative errors, such that the region in which the

signature is recognized to be true becomes wider when the
distribution is wide and becomes narrower when the
distribution is narrow and such that the intermediate region
becomes wider when the distribution is wide and becomes
narrower when the distribution is narrow, wherein

the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute wvalue of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration is
divided by the number of signature data sets in order to

obtain the averaged error.

5 A recording medium for a computer which stores a
program for performing an electronic signature verification

method in which data of a handwritten character string of a
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signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwritten
character string are compared with the registration signature
data: and a verification judgment is performed by use of
separate regions including a region in which the signature is
recognized to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of Jjudgment,
characterized in that
(1) when the signer sets the registration signature
data in advancé, the registration signature data are set, by
appropriate means, from a plurality of signature data sets
for registration; and
(2) the intermediate region in which re-signing is
requested is determined on the basis of the distribution of
cumulative errors, such that the intermediate region becomes
wider when the distribution is wide and becomes narrower when
the distribution is narrow, wherein
the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute wvalue of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration 1is

divided by the number of signature data sets in order to

obtain the averaged error.
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method in which data of a handwritten character string of a
signer are fetched; registration signature data of the signer
set in advance are retrieved; the data of the handwritten

character string are compared with the registration signature

data; and a verification judgment is performed by use of
separate regions including a region in which the signature is
recognlzed to be true, a region in which the signature is not
recognized to be true, and an intermediate region in which
re-signing is requested due to impossibility of judgment,
characterized in that

(1) when the signer sets the registration signature
data in advance, the registration signature data are set, by
appropriate means, from a plurality of signature data sets

for registration; and

(2) the region in which the signature is recognized to
be true and the intermediate region in which re-signing is
requested are determined on the basis of the distribution of
cumulative errors, such that the region in which the
signature is recognized to be true becomes wider when the
distribution is wide and becomes narrower when the
distribution is narrow and such that the intermediate region
becomes wider when the distribution is wide and becomes

narrower when the distribution is narrow, wherein
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the cumulative error is an averaged error obtained
through calculation in which a sum of the absolute value of
the difference between the coordinate values of the
registration signature data and the coordinate values of each
of the plurality of signature data sets for registration is
divided by the number of signature data sets in order to

obtain the averaged error.
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