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BACKGROUND :

The optical compact disc (CD) is universally recognized as a
superb medium for storage of digital data. Its high packing
density, low manufacturing cost and relative immunity to

20 mishandling are unmatched by other media. The guccess of the CD
as a carrier of high fidelity audio is likely to be repeated in
the realm of Multimedia, where the technology has been adapted tc
the broader task of storing digitized audio, video and
alphanumeric information for a variety of purposes, conforming to

25 a plethora of standards such as DVD, CD-ROM, CD-Video, CD-I, etc.

To date, CD ROM software copyright owners have not had to
contend with the rampant piracy (unauthorized copying) that
afflicts the videocassette and audiocassette media. This is

_ almoét entirely due to the large capital investment costs

.30 assoc:.ated with mastering and replicating CDs, which creates
substant:.al financial ba.rr:.ers to piracy. However, compact disc
‘recording machines capable of making perfect copies of data from
pre-recorded CDs are now available for professional users for
about two thousand dollars and it is very likely that a few years

35 from now, consumer affordable player-recorders will be widely
available. This will create a serious conflict between software
producers' needs to sell their product for $50+ to make a profit,
and the consumers' resulting ability to make a perfect copy for
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special anti-copy circuitry within cD- recorders, mandated by |
general agreement between the manufacturers, similar to the
Serial Copy Management System (SCMS) developed for the Digital
Audio Tape (DAT) medium. With this scheme the CD-recorder would
15 look for a special copy-prohibit instruction in the dig:.tal data
and on finding it, would stop record:l.ng. However, such a system
offers very limited protection. Even when the SCMS system was _
first proposed for the DAT medium, it was fully a.pprec:l.ated that
it presented little protection from p*ofessional or even amateur
20 pirates, who, khowing the data format, could, and subsequently
d:.d build inexpensive "black boxes" (electronic circults) to
remove the copy-prohibit instruction thereby enabl:mg the
recorders to make unlimited copies.
The applicants believe that all anti-copy Systems ‘relying on
25 copy-prohibit instructions inserted in the data stream can be
defeated by black boxes of the same order of complexity and cost
at that of the circuitry within the CD-recorder that looks for
these instructions. Such systems are therefore of limited
effectiveness. The black box would be connected in line between
30 a CD-player and a CD-recorder and would look for the special
copy-prohibit instructions in the data stream and simply remove
or modify these instructioms. It is to be expected, therefore,
that if this kind of anti-copy system were adopted, inexpensive
black boxes would proliferate.
35 A further difficulty with this approach to copy protectioh 'i_.s
the need to ensure that all CD-recorder manufacturers include the
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2 15 Disks. Since the invention to be described is applicalbile to many
different media and one of average skill in the art could readily
adapt the teachings of this invention to other media, the
description which follows will describe its application to the
Digital Video Disk (DVD) medium a version of compact disk media.
20 ' The invention overcomes the disadvantages of the above- _
described system. The Conditional Play System does not attempt
to prevent DVD-recorders from copying the data from protected
DVDs. Instead, it is a method by which DVD-players can determine
whether a'particular DVD is a legitimate original or an illicit
25 copy. If legitimate, the player plays the DVD normally. If not,
the playér shuts down and may display an appropriate copyright
varning message.

. During manufacture of the master d:.sk an Authenticating

Signature is impressed on the disc in a manner that cannot be

30 read by a DVD-player's normal optical pickup, but which can
easily be detected by other means. The nature of this
Authenticating Signature is such that it is faithfully -
transferred to all production disks made from this master.
However, if an illicit copy of a production disk is made using a

35 DVD-recorder, the copy may contain a faithful replica of the
disk's program data, ‘but the Authenticating Signmature is not
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ayer complexity by taking advantage of the player's existlng
radial tracking servo system, as will now be described.

In all DVD-players, the optical'reading head is maintained on
track by a sophisticated error detection systems, as a normal
part of the player's function. If, for example, the head moves
slightly. toward one or other side of the track. or the track
moves from under the head due to an off center -pindle, an error
is detected and, after amplification, is: applled to the radial
actuator to re-center the head of the track. Since the optical _
reading head must also track a deliberately induced radial
position-modulation defining an Authenticating S;gnature, this
error voltage therefore contains a signal- camponent correspondlng
to this, along with other signals correspcndlng to elliptical
errors and the like. Therefore, by appropriate processing of
this error voltage, the Authenticating Signature can be detected.

The position-modulation signal may be a-simple siﬁusoid of
frequency such that either an integral number'Of cycles is
1mpressed during each’ revolution of. the dlsk, or one complete
cycle is impressed during an integral number of revolutions of

the disk. In either case, extraction of the Anthentlcating

' Signature from the various other tracking error signals is

simplified. A relevant type of abnormal scanning is described in

US Patent 5,247,507 by Morimoto (incorporated by reference) that
describes a wobble of the normal tracking signal causing the
tracking to meander in a sinusoidal path about a mean frequency.
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10 would in effect be advertising the illegality of their product
and inviting prosecution.

Three forms of such a Conditional Play Systems are described
herein. A common element of all three Conditional Play Systems
is the use of the special Authenticatlng Signature described

15 above, which is 1mpressed on legitimately manufactured DVDs or
other media, in a manner such that this Authenticating Signature
~ is not part of the recorded "program" signal and is ‘therefore not
passed on to an illicit’ copy. -
' The first of these Conditional Play Systems requires that all
20 DVD players conforming to the particular standard in question -
DVD, for example - must look for Authenticating Signature on each
individual DVD' to be played. The DVD player's control system
would be designed to stop playing the DVD if the Authenticating
i Signature were missing. Since, as stated earlier, an illicit
25 copy of a DVD would not have the Authenticating Signature, such
copies would in effect be useless. Effective copy-protection is
therefore accomplished even though the illicit copy may contain a
perfect replica of the program information.

The disadvantage of this first system is that all legitlmate

30 DVDs which are intended to be played on these special DVD-players
must have an huthenticating Signature added. This system is
therefore only suitable for:closed systems wherein a systems
controller can mandate thatza;l DVDs . be copy-protected. However,

. it is desirable from a commercialization viewpoint to be able to
35 offer and'charge for copy-protection on a program-by-program
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path about themage bfespieme of this "Look For An Authenticating Signature
And Play Only If Found" instruction.
However, although this second Conditi§m1 Play System allows
the copy-protection feature to be offered on a program-by-progr_am
20 basis, it could in principle be compromised by special black
boxes connected in the signal line between the DVD'-plajre_r and the
- DVD-recorder. These black boxes would search for this "Look For-
--" instruction in the data stream from 't:-h_e DVD-player and remove
or modify it so that the resultant’ illicit cbpy would not trigger
25 the authenticating procedure in DVD-players. _
A thirad Conditidnal Play System, calle'd.th_e Ptogramable
Conditional Play System (PCPS) overcomes the :disadvantage of the
~above described systems and provides a 'copy'-pfqtection. scheme
which can be activated on a program-by-program basis and which is
30 also highly resistant to black box attack. This was fully
described in the “983 application. | |
The concepts in the ~983 applicatiozi a.ré_ a_,pplica.l;lé to a
system wherein only licensed, so called iégitintate manufacturers,
could actually make disks. The status of the system rests on
35 the need to encrypt the data going on the disk ‘under a public
encryption and the private key. These keys have to be kept at
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10 recording that just happened to be able to play on these machines
then the purpose of this system would be defeated.

However, most new Digital Video Disk (DVD) formats being
discussed are more open formats so that anybody should be able to
make disks play in the players. 'It is. anticipated that the next

15 generation of digital formats will be have a consumer recorded
product within five years. Consumers .will be able to use it as
they currently use their VHS Machines. ' Therefore any system
requlrlng the data be la:l.d down under only secret key as needed
is less desirable. :

20 A sl:Lghtly different approach is needed called Finger Print
Conditional Play System. To overcome the deficiencies of a

" closed system, one needs to add a flag in the video system that
says the player is to play a disk only if you see a wobbly track
or play the disk uncohdition_a-lly. This signal cannot be easy to

25 remove. This flag would replace the encryption / decryption
system described in application 08/267,635. A method of
accomplishing this flaé is to add a video finger print signal to
the ipput video at a low level. A similar video finger print
system is described in the 983 application, filed 08/24/94

30 entitled A Video Finger Print Method and Apparatus by Gregory
Copeland. The important el_em_ex_it_s of this video finger print are
1) low visibility in the video signal, 2) ease of detection and
3) difficulty of bypass effect._ One can't just add a bit in the
vertical blanking space because it is easily removed. .In a video

35 signal the viewer caﬁ_ toj.e_ré.te a certain amount of noise or

. error. The finger print system like that described in the “983
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encoded dwmaih32)Most relevant digital video systems will use one or more
versions of the Motion Picture Experts Group format. These
formats involve video compression techniques for more efficient

15 data transfer. Thére is no way of looking at MPEG data and
locating something. ‘MPEG is a non linear system Therefore,
there is nothing to which you can po:.nt in the MPEG data that
would tell you that the video is being lifted or not lifted. A
pirate would have to decode the MPEG signal to baseband video. At

20 this point the finger print could be removed, _' but now the pirate
has to recode it again to MPEG to ma.ke your disk. Encoding is a
major operation. It is not a 'trivial thing.' This is not a
foolproof system, if somebody has access to an MPEG encoder.

Such a device costs hundreds of thousands of Dollars.

25 _ To implement the video finger print a Video Finger Print
Signal is added to the.video prior to MPEG encod:.ng. The video
finger print signal is implemented by adding a small amount of
lift to field one, approximately one milli-volt to field one ‘and

| subtract:.ng a milli-volt of 1ift from field two This would be

30 done all the way through the movie or other video recording. The
receiving device, would continuously store field one and then
subtract it from field two. Because you are subtracting two
opposites the Video Finger Print Sig_nals add .and,ithe video signal
subtracts out. The result is integrated oirer a 'period of time, a

35 few seconds would suffice. A voltage will build up that can be
detected. The player detects this s:l.gnal after MPEG decoding. If
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i stributi eS [ a t
f&gbﬂfg?r i @Qgtﬁe”Bé‘Pé % Ecgﬁ‘i a.uLbes #f% ga?theneans

signature Ki'ng p r &0 of ~Sal o la'to be cop
for inputtvideprayften gays C22rheaPhR¥es. $QPlaydiandigk pngm ifrittsesisgaal

g 0t sal( Clii ?rﬂﬂéﬁéﬁ@f&&idhzhlg&ﬁiDSIfOﬁoeﬂf@éb rI@i.éﬁy?rd Pfrh.ﬂﬁeSJ.QﬁaIlth(i program
ata rdin i n ata a

means for gggeﬁg?% e( el ti' Tnga ?ﬁgfé)%g%a u %Htg ﬂ‘gafﬁgb?réﬁés)“f‘%) a
neans for aedem-lh@hw dmcé’@dﬁ-ﬁéﬁné%lﬁded data from said nmedia, a neans for
]96000“ ng Sa;.d d?ﬁéqwl%e;?meﬁdﬁdptdibﬁ igﬁﬁaasf’ftﬁ S:Iieo réﬁigégﬂ;i&: SHed

i nger pri characteriz a

|np8tte8 tglﬁﬁdg?'gi% %lﬁar&g gea\/vmfﬁ .y Qjog%aglt ?‘Fﬁgg&’-gﬁ C(gdjsﬁd
sai d fildgemaprbatused for Ct8pusey dastacbecause \M‘ﬁerthedrdgt‘eagedatpﬂl nt si gnal

i's not detgghgélin ca.pac:.ty. However/ El:a:’lbaﬁﬁce”l@p%hﬁw%hé%st majorit
copy- protectlon o ra di stribution ne | rst’, det &ctor

for detect PﬁgaHH §°§‘P&HQFUP€°$?%"Q-%& é&ﬁpnbgBB?'Y oftdRC-sai d
media (38), a 'Blm@cdekciﬁptd.bnr bébow describes an embodiment of the’

Fingerprznt Conditional Play System in a DVD system.

15
BRIEF DESCRIPTION OF TBE DRAWINGS
Fig. 1 is a block diagram of the mastering process hardware
J.ncorporating some elements of the invention; and
Fig. 2 is a block diagram of the compact disk playback device
20 incorporating further elements of the invention..

DETAILED _DESCRIPTION OF THE INVENTION
The present invention relates to a method and apparatus for
copy-protecting various program distribution media, such as the
25 Digital Video Disk (DVD). This invention is applicable to all
' disk media and the principles may be extended by one of ordinary
skill in the art to other media such -a's' magnetic tape. The
invention offers a high level of protection to software rights-
owners, is immune to black boxes and will not be compromised by
30 the refusal of a few hardware manufacturers to comply with the
standard.

As mentioned earlier, it is desirable to be able to offer -
copy-protection to copyright holders on a program-by-program
basis and to receive a per-program fee or a per-disk fee in

35 return. This is accomplished in a Finger Print cOnditioria_l Play
System (FPCPS) using a combination of a video finger print system



detecting recorded encoded data fromsaid nedia, a decoder for decoding
sai d detected encoded data (36), a third detector for detecting the
presence of finger print signal within said decoded data, a fourth det ect or
for detecting the presence of said authenticating signature and said finger
print or the absence of said finger print signal (54), characterized in

that a sel e g)MP‘E%roI | ed by said fourth detector to per mptcTamsesmas?put of
sai d decoded ans for inputting said decoded data to a data out put

devi ce whemababhasthentidieitig adignag togpetmie tirel DV- glayagetopmanﬁleare .

detected g tile gagg "fotlerdd bl ABRoBy L Blol Sl ALRY in & nather

nmet hod for prOV| stering prqcess of a recordlng

protectlon
nedi a comstRsi 4§ BHEL ‘é%’s tﬁge&yd%*%e%ﬁir"éaﬁndl RABEt FPRSIIMS ger
print sigrd c‘ambhbm:.sel dxsﬂa'@ mta&awéa) encodi ng said finger printed

data sgream (A4 “?ﬁg?&m ed h dr@;@id n :
characterized I'n N %taf'lt%glalg ?B% gllgé msfé%a?a ﬁ%ﬁ%%?gg}{ded on
sai d r eco™aSE§ringi Aevier &8 dmftiguxe dagp ga%‘?fé?ﬁﬁ PEEtiPEni® @ PWoupl ed to
a time baggagertrak ﬂgctﬁguganzﬂ= a recording device to nDdlfy sai d tlne

base control 0 S hent LG n nat ur.e na
e et hodTBe FRoRY UAEK MR Ra® Bas U Ier b 1F Sl ez ce a8
optical cewssedingsapparatus g0 thatrBCRERtasa radec@ionad| Arom ccheher e| n
sai d 1eCOIHREntRE8hHIN sSured)VR dfutc terminal %2, thateiBoEnpstE&s| ﬁceduaao

oL O, WISl s ehd FECl oG aeRelPRIEL BB gz e,
in a 525/60 format or a 625/50 format. Additionally, Video Finger
Print Inserter 12 z__'e_ceives Copyright Material Command Signal 22
from Switch 20 to insert a Video Finger Print Signal into the
15 video signal prior to MPEG encoding. The Video Finger Print
. . Signal is implemented by adding a small amount of 1lift to field
one, approximately one mill-volt, and subtra.ct:.ng a i volt of
l1ift from field two.- This alternate field :.nsertion is done all
the way through the movie or other video recordlng. The Video
20 Finger Print Inserter would insert the video finger print signal
only when Switch 20 Iis. in the Copyrighted position as shown in
Figure 1. When Switch 20 is in the Not COpyi:i__ght'ed position, no
video finger print insertion takes place. The output of Video
Finger Print Inserter 12 is coupled to MPEG Encoder 14. MPEG
25 Encoder 14 converts the conventional video signal with or without
a video finger print s:mgnal to an MPEG - Format signal. The output
of MPEG Encoder 14 is coupled to the pPisk Master Device for
maklng master disks. : : .
Sw:.tch 20 is also coupled to an input of Authentication
30 Signature Generator 24. Authentication Signature Generator 24
'generates an Authenticating Signature 18 the nature and purpose
: of which was described earlier. Line 18 connects the output
Authenticating Signature Generator 24 to the radial actuator
within the disk master system (not shown) only when the
35 Copyrighted mode is selected by Switch 20.

|
|
|
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application adds a small anount of low level lift that you cannot see,
but that you can extract rel i_abl y. Wth such a finger print system
the goals listed above can “: " be achieved. In the' case of digital data

one bit or one single 5 error in one bit can destroy a conplete conput er
program  Thewo9eéuddestruction can be anything from m nor t o FEXUSVP3hi c.

I n video youy can have_mang errors in the signal as Iong a he net
picture is perftett|SPHARE 25 COBY egﬁoyeﬁté;(%lappa atus 30 ¢pg %eéi)
print is eashet DVDeplayeny tis mshowa indBbgdbe Zi.orrMBEG programedata rﬂl'cmt ithel y

easy to rempyg bp ihge i Ef?pro n&hdﬁg 88 ézIroE:S c@rl‘@&ﬁ’e&“ fatfecult

torem)velgﬁthe VPEG vant I gital vi eossemsvm I
use one or rpPBtted %@%?WW@%Y’P&PW%‘@%%!@ BEP9¥aR ifata

- These 5 fuorratv:.deacﬁ:gnam ovdi chompyyessi mayy trethnirgpledief ar viidee £idgent ent
15 data trgg.g_;lﬁ gfre Is no way of |ooking at MPEG data and .

| ocati ng i ng- I\/PEG i s a_non-linear, system Therefore, there is

not hi*ng to whi c'ﬁh?dt}“'é%‘ BEEG Derotse IPES Eaupledato an jppwg Qe [Swikeh
that the vi deocand beiay ingitcdOVided Fihger. Prikt Detjictaire48oul Videwve to

decode the ﬁﬁ&e@ e x ttﬁ%tb?&%@a thébﬁﬁ‘fnuéﬁsﬁp %t:tcﬁle% ReLRl LRE éﬁ&‘gﬁ{ent

pri nt could e~renove recode 1t a
MPEG t o 1k 8upstRcEF skt from fdield t§’°a°f each | ramsher FideR. Finger Prigt a

trivial thi pgtectbksassidaiubtractingokbrbooppogiietiddo Fangkedyrh@s access

to an MPEG 0] f s of

Dol | ars. %Q%Bgi'Tohle wrsdj&n%rﬁ' r&?gp\%gggo%%%qﬁ%fﬁ h% iﬁgg a]'Pr| nt
Signal is a(ﬁ%’&rﬁ6t9 h@u"ﬂ d&bildaq c?inSGrI\/PE@"erRQﬁﬁ‘#g)r ?ﬁeiw-esaates tfhmger
print si gnalre\sﬁltn'b{rémtﬁéﬁ:‘ibd I itieq anpék sudvtitls abuld shEficéo fael d

one, apﬁ 'bﬁﬁﬁ 0981{%#& dCF\leoptso.Fﬁ?hgl dag rlge Uit ecteaSUPTEAERE Wi dbo

milli- vo woul
:Lnger Pr:.nt Signa.l is present, the player knows that the disk

contains copyrighted material. The output of Video Finger Print
Detector generates a Copy Protection Signal 52 which is coupled
to a first input of AND Gate 54. -

20 The error 81gna1 from the DVD-player's radial tracking servo
amplifier on line 34 is inputted to Authenticating Signal
Detector 38. As explained earlier, this signal will have a
component corresponding to the Authenticating Signature.
Anthenticating Signature Detector 38 is designed to generate a

25 binary output on line 50 corresponding to the presence or absence
of the Authenticating Signature at its input. For example this
output may be a logical 1 in the presence of the Authenticating
Signature and a logical 0 in its absence. . .

The loglc levels are chosen so as to cause AND Gate 54 to

30 cause an output when the Authenticating Sigmature is detected.

- 'RAND Gate 54 outputs a signal 56 to OR Gate 58 when both the video
finger print signal and the Authenticating Signature are
detected. The second input to OR Gate 58 is output from Video
Finger Print Detector only when no video finger print is

35 selected. The output of OR Gate 58 is coupled to the selector of
Switch 40 to connect the output of the MPEG Decoder to Video and

11



30 done all the way through the novie or other video recording. The

recei ving device, would continuously store field one and then subtract
it fromfield two. Because you are subtracting two opposites the Video
Finger Print Signals add and the video signal subtracts out. The result
is integrated over a period of tine, a 35 few seconds would suffice. A

vol tage w || t hat can be det ected. The pl ayer petressmaTari s
signal after %E@lﬁodl ng. |If 8

WD 96/ 41468audio Output System only when both the VRGEHUBOGEET Fatint Sighal

signal is prgse 0 a c
530 e PEERCERS MR it At KaelpigRi, ST

the servo si Ej; f‘ﬁ B PreSF%ay system says to the  °
pl ayer to play maohauk e appi:eciateetsharop[era&dbheofl this dingegn®rintf no

ot S EoRBLPLoR Oy Byarofi°hfobithidliy Bl Spppbhbe nGhad 0 riRERD
descri ptloncF-§cB‘§§’é%n‘Eﬁﬁ)n the prem se that the . :disk would be carrying a .
vi deo signab. Maten chzg|otﬁb5.uameoqdysﬂmoﬂéttamysrbnouseoqurrmmuﬂemdatﬁ
?ﬁ;ﬁ“fﬁeoiatsthe' %Feecf‘t et Bresencga&glaﬂ&n%p@&' Ele” VEOYEY Findelr pRihtKelY
S:Lgnal causes Switch 40 to’ correctly select: the MPEG Decoded
10 Video. Consequently, all orig:l.nal d:.sks will be played
normally.

0 When a copy of & non copy- protected d:.sk is played, the
absence of the ‘Video Finger Print a.lso causes switch § to
correctly select the MPEG Decoded V:.deo, agaln allowing such

15 discs to play: normally
o However, when an illicit copy of a copy protected disk is
played, the absence ‘of the Authent:.cat:.ng Signature causes
switch 8 to correctly not select MPEG Decoded Video signal.
The security of the Video Finger Pr:.nt makes it very
20 d@ifficult or uneconom:.cal for a pirate to make playable copies of
" protected disks. - '
To make playable copies of copy protected discs, i.e., to
defeat this scheme, a pirate must do orie of the follow:mg.
1. Detect and remove the Video Finger Pr:.nt sz.gnal
25 2. Re-encode. the video signal to an’ MPEG signal. As
discussed above, this is very expensive. -
3. Add a viable'Authenticating Sigz'ia_tu-rie to illicit copies
~as the disks are being recorded, so. that compliant DVD-players
will play these disks "inormally. This is possible, but to do so
30 the pirate needs to make major'modifications to a DVD-recorder to
enable it to lay down radially position- modulated tracks. Such
modifications are. well beyond the capab:.l:.ties of consumers and
software dealers. However, it is unrealistic to insist that a
well-financed pirate operation could not find a way to do it.
35 There are various ways to make it more d:.fficult for a pirate to
"forge" an Authentlcating Signature, but these all depend to

12



¥

of applications, the conputer progran1mn4| élso"lhvolve vi deo. The

descri ption bel ow descri bes an enbodi nent of the Fi nger pri nt

Conditional Play Systemin a DVD system 15 = BRI EF DESCRI PTION OF THE
DRAW NGS Fig. 1 is a block diagramof the mastering process hardware
I ncorporating sone elements of the invention; and Fig. 2 is a block
di agram of t havaeaMieest di sk pl ayback device 20 incor por at i ngPETE$687376

el ements of the invention. ... DETAI LED DESCRI RTLON OF THE | NVENTI ON

The present SFRIERT | O Jassftcxten ARt bbe e¥rrtaspRAbidities of the radial
copy- pr ot ecsepgovaystes @OALYN ShsavabLibDe Drrirecoriebsas roe Ranple,t a

Vi deo Dok CENCModilSed GO0, EngPRLLEANE Sl Qudllio spflbelofediaand

t he principles na e exte
ot her nedlatgﬁéhaa§1m55héﬂmﬁspé » b tha¢H#EhﬂﬁéﬁaéfﬁéFSOaOEﬁgh Ievel of
protecti®n temmetéi®lly rdvglilable DUDREeSorder imiighte nbe .beaskido@rang Wl |

ot De compuan sef yilh, Uiewecbitals 0hid mANIMCECORGH] SRLULET S 1 O

conply with I er 'S desirable

to be’abl e £30BPFERl resQuynesyr BecEPPif LBVeshyin ghPrREpEsianah Gisk
program by- pasgesing sydifen andntake thechscessars mpoagieatiessor a per-di sk

fee in 35 retur T dltlon Pla
System (IFPCPS) ﬂ%l nlg}‘L Isa‘éﬁr?% %%?E‘x? g‘aé‘?ﬁ%e ﬂh%g%%ﬁ%? ?l{:oﬂ‘ é’Pﬁs and
9 method to ellminate plracy at the consumer, dealer and
technically knowledgeable professional level, should be extremely
valuable. _ _
While the above embodiments have described a Finger Print
Conditional Play System for DVDs and other compact disc formats,
15 the principles are also applicable to a magnetic tape format.
For such applications, the Authenticating Signature Signal could
be added to the control track of the tape.
While the invention has been described in connectlon with
preferred embodiments, it will be appreciated by those skilled in
20 the art that various changes can be made without departing from
its spirit. The coverage afforded applicants is defined by the
claims and their equivalents.

13



WD 96/ 41468 PCT/ US96/ 07376 and an

aut henticating signal to pern1t the DVD- pl ayer to handl e ei t her copy
protected or non-copy- prot eeted—di-sks—ma mENner that is difficult or
prohi bitively expensive and jii® & ROHL to conprom se, using black
boxes. 5 An enbodi ment o onpasses a portion of a disk
mast eri.ng deybegqass i N Fi gure Wﬁl port ion in a De@ruseenrzbayer,
as in Figure 2. The F ring facility includes a copy
protection recordi ng apparatus 10 that accepts a video signal fromthe
10 conventional source, input. tern1na| that: is inputted to Video

Fi nger Print Enserter 12, This conventlonal vi deo source nmay be in a
525/ 60 foM$aCi8i™3 625/ 50 format. Additionally, Video Finger Print '

I nserter 12 reaej vasm@ongm@tpﬂchﬁaingl cGoyvpurateSitdonl £82 a prdgr@m Switch

20 to Ens ﬁ@&ﬁhl dﬂﬁ? a 15 video signal prior to *
MPEG egco |1%§§1¥Hg§§}1 eo Fi.nger “Pri ntB Lhéséx?e %]%Fs I npl enent ed by adding a

smal | anount of9PiRE B Fyhepticatdng. saﬁﬁﬁEﬁﬁQn%9e5916n@eﬁ4¢ItQHMQ:COEnd
subtracti pyoaectedit of . - lift fromfield two: This alternate field

insertion is dope.ali. hrough the novie or other video
recordi ng. The 5?8e% 3% EFé ger rlht Inserter would insert the video finger

print signal @& d&ﬁﬁyawﬁﬁﬂ9Q§MHR§¥t29 pRal nte RIS pYPEEAN R Rsi ti on as
shown 10n Fepeb@idg SHRD RAderh p2éntedi prodraniNabt&opyri ght ed position,

no vi deo fE@%b%dEﬁééai&%%ctcd‘%g PQE%P‘I’:%%%" g%ggﬁout put of Video

Fi nger Print I|-nser 4. MPEG 25 Encoder 14
converts the c@ﬁﬁéﬁ?i@ﬁaﬁa%ﬁ(ﬂ&?h?ﬂ@h&ﬁtiﬂgkﬁkﬂna&PFﬁoéﬂ a media player; '

detecting said recorded ‘encoded data from sa1d media;
decoding said detected encoded data;’

15 detecting said finger print-signal;l

— . inputting said decoded data to a data output device when

n s

- ' said authenticating signal and said flnger print signal are
detected; and ' -
, .inputting said decoded data to sald flnger print signal is
20 not detected. ' S
2. A method as recited in cla1m 1 whereln said program data
comprises a video signal.
3. A method as recited in claim 2 wherein said finger print
comprises a small additiomal lift to said video signal on a first
25 field and a small lower 1ift a second field during multiple
frames of said video sigmal. |
4. A system of copy-protection for a program distributzon
medium comprising: . :
means for adding an authentzcating 51gnature to said media
30 to be copy-protected;
means inputting program data;
means for adding a fingef print signal to said program data;
- means for encoding said finger printed program data;
means for recording said encoded data ‘on said media;
35 means for detecting said authenticating signature in a media
player;

14
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a video finger print signal to an -MPEG Format”:si gnal . The oftjt put of

MPEG Encoder 14 is coupl ed to thehisy B&etMsbarR.q dce for “ maki ng naste

di sks. Switch 20 is also ¢ nput of Aut hentication 30
Signature Generator 24. Authentica Generator 24  generates
an Aut henticating Signature 18 the na ure an purpose of which was
descri bed ear| Wx96/4l46Be 18 connects the output - Aut hent i c ROVEFINTFat ur e

. . Withi t
Shony onl s wihon g3 808 aBPRHELE, ansq HebOrded Sutbdnt Ghtecfray sald ("
10 medla:v\o 96/ 41468

PCT/ USO6/ 07376 _means aaeoegﬁ@aéam dé%@%t@&oéﬁéédéﬁ' ghparatus 30 cont ai ned
wi t hin t he DVD- i s s égure 2. MPEG pro%ramdatafromthe

DVD on |ine 32, Pﬁt 8F§ BERE PTARY &hgddliar e i nput t ed
to MPEG Becoder 3@amsi Ehrcinpetting mwaecpde@]rmaiaicaanata auvputeo

si gnal whi chadPieed wndRY sB9H ABCH t\ihgegléhé‘.‘ﬂec{n? sail Fihger9pRine |
The out put NPEG qg%%e?&etecéedPme to"an Tnput o tch

"means for inputting said decoded data to said finger print
signal is not detected. _

10 5. An playback apparatus for copy-protection of a program
distribution medium comprising:

an authenticating signature detector;

a first detector for detecting recorded encoded data from

- said media; _
15 a decoder for decoding said detected encoded data;

a second detector for detecting the presence of finger print
signal within said decoded data;

a third detector for detecting the presence of said
authenticating signature and said finger print or the absence of

20 said finger priné signal; .

a selector controlled by said third detector to permit an
output of said decoded data means for inputting said decoded data
to a data output device when both said authenticating signature

"and said finger print are detected or the absence of said finger
2> print is detected.

6. A method for providing copy protection in a mastering
process of a recording medium comprising the steps of:

inputting a data .8tream

inserting a f:.nger print signal wit:hin said data stream;

30 encoding said finger printed data stream;
recording said finger print data stream on said record:.ng
medium;

generating an authenticating signature signal; and

coupling said authenticating signature sigmal to a time base
35 control mechanism of a-disc mastering device to modify said time

15
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40 and to an input of Video Finger Print Detector 48. Video Fi nger,

Print Detector 48 continuously stores field one and then 10 subtracts it

fromfield two of each frane. Video Finger Print Detector 48 is

subtracting two opposite video finger print signal, the video

fingerprint signals add and the video signal subtracts out. Video

Fi nger Pri ntwgg{vgﬁké)r 48 integrates the result over a perusdodhsti ne, a

f ew seconds woual'd suffice. A 15 build up voltage devel ops that can be

det ect ed. base tdumticlemechantsmostcdirding Sogsaid i authendrhtinhgespimamire -

knows thatsﬁ‘;‘i‘aﬂj sk contains copyrighted nmaterial. The output of Video

Fi nger Print Det ect or generates a Copy Protection Signal 52 which is

coupl ed to & fify PEthAGURS oFe 2Nt %ﬂ.‘mZ@' whergio gPF’Sr TRERFAADS r oy

t he DVD- pl mg@ium isndinabptieaki cgnsertvadisc. anplifier on line 34 is inputted

to Authenticatifg § . :38 expl.ai eatl:j.e ' i gnal »

will h;%e a _. Qb_o%pg‘%g%?#c%? E%és%é\% r?'g1 F%é?ﬂeéﬁuﬁét}%[qlnc%t&lk Egggf:%%’?‘ﬁ e.

Aut hent i capedumsigh& BVE @t8ector 38 is designed to generate a 25 binary

output on line £0 @ meChHANES NBeditdd drpcRatiiCe, GihalifitnNeaid refbrdiiny

Aut hent i c%é@%ﬁi&ngt %gngg#tﬁ%ﬁ put. For exanple this “output may be a
e t

logical 1 71hn pr esente 0 \ut henticatin Si gnature and a | ogi cal
0inits absenckd- A methodTas rerfited dicicdaimes chaneiso sadd: dataaireanD
CGate 510t 0igCa <eidieee sagnaut put when the Authenticating Signature is

det ect ed. AND Gate 54 outputs a signal 56 to OR Gate 58 when both the
vi deo finger print signal and the Authenticating Signature are
detected. The second input to OR Gate 58 is output from Video Fi nger
Print Detector only when no video finger print is 35 selected. The out put
of OR Gate 58 is coupled to the selector of Switch 40 to connect the.
out put of the MPEG Decoder to Video and : '

.. .
heet Has Been Re‘laced

i
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present or when the int Si gnal is not present.

henticating Signature signals are

PCT/ US96/ 07376 WO o 4146 h Audi o Qutput System only when both the

Vi deo” Fi nger Print Signal \"
1" h| s Finger Print 5 Conditional

W can now appreciate the

Play System by examning its response under different ci rcunst ances.

o Wen an ori QNOeEM4488py- prot ected or non zé)y-prot ect ed di-skPGRUS96/07376
pl ayed, the presence or absence of the Vid Fi nger Print Si gnal
causes Switch 40 to Eorrectiy serect—tie—PEG Becoded—16 \A-cteo-
Consequently, all orfginal disks will be played normal | y. D
When a copy of a non} copy-protected disk is played, the “absencp
the Video Finger Prijnt al so gauses—sw{ch S to correctly sel ec
MPEG Decoded Vi deo, jagain al fowi ng such 15 discs to play normally
0 However, when anijillicit ,opyng‘ copy-protected disk is

pl ayed, the absence |of the A[I‘t he ﬁ'at

to correctly not sel ect "MP
t he Vi‘deo Finger Prijnt make |t‘.L’v,'¢_!-_'rE 20 difficult or unecononical fof

pirate to make pl aygbl e copi ¢ pr ot ect ed di sks. To makp
pl ayabl e copi es of dopy-protegcte |scs, i.e., to defeat this schp
pirate nust do one the fofl owTrg: 1. Detect and renove thg
Vi deo Finger Print dignal
i
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ng Si ghature causes swytch S
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25 2. Re-encode~fhe—v+deﬁ-s+gﬂaL~to an MPEG signal. As

above, this is very eyxpeq 3. Add a viable Authenticating

Signature to illicit c akﬁ%B&mReaﬁ% di sks are being recorded, so that
[umﬂl"ﬂ" m hese disks normally. This is
e needs to nake major nodifications to

di scussed

conpl i ant DVD- pl ayers

possi ble, but to do so
a DVD-recor enable it to Iay wn radially posi tpcprusssaisneat ed
tracks. gﬁ{m*&mﬁndlflcat|ons ar e me?ﬂfbeyond the capabllltles of
consumers and ‘ ﬂ-- I nsi st
that a “wel | -fli doit. 35
There are vari ous it nnre-difficult for a pirate to )
"forge" an Autherjticating}{Si gpature, but[tThese arT _depgnd to :
12 WO 96/ 41468 - .
PCT/ US96/ 07376 gr eat -l esser exfjent on t act—cppabi | ifti es of
t he radi al sqgrvo systeém (if any) on gvail abl e DVD-recorFers. Ror
exanpl e, si gnat ur be in thefform of functijon
(rather thanja si npl e{sindisoid), such that th¢ g sehvo off a 5
commerci al ly availl abl e DV order m ghy not. be’ bIe tra it. O
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financial resources, he could invest in 4 pr(’REBIsA@EEl SHﬁEﬂQ’S 8&sterjng

systeém and nmake the necessary m)dl ficatign a practical natfer
however, the abili tHis and :5‘ Rescrigfignt: @a@ﬂdl - -rratf &3ged aey nt

t he consuner, deal er u I i cal | y [EhClaingsigealphgedpr.&f etsmgmal evel , -
shoul d be extrenely EVbiaWﬁlg ?1 pgm,v_e_:e_r}‘gadugant's have

-

describ Fi nger Print Cond| tional emior BVDs ‘and, othe
conpact eg, “éanIBr mat s, 15 t he principles Ee%trgéo{t apﬁl"i’eclabl G dn'dgh efic
tape format. ;1 FArmatdd dRRoVidRh! b hBRLr6 s’t'rm\/ﬁi gnal
could be added to the contorol F?g?:%ipo CﬁH L «? éifdrﬂgh l'e the

i nventi omeﬂm;cdmapmsdeg addingjam nucbenmmnmsngmajnure to prtedoking goetibwdi ment s,

it will be.a £eci those_skilled in 20 th t hat..vari gus changes
can be i ‘glﬁort?tab‘d‘”e‘ﬁﬁyﬂ HfgctefoiRputtingnrogEam, ataﬂtg gFBgHr deg
appl i canggnt §i 360 (P2t P¥ail Program Hath EnRthd B&id ffige ¥ARENM Brogram

data (14), recording said encoded data on said media (16), detecting said

authenticating signature in a media player (38), detecting said recorded

- encoded data from said media, and decoding said detected encoded data (32),
detecting said finger print signal (48), characterized in that inputting said
decoded data to a data output device (42) is accomplished only when said
authenticating sigxial (50) and said finger print signal (48) are detected or
when said finger print signal (48) is not detected. |

2. A method as recited in claim 1 wherein said program data
comprises a video signal. . .

3. A method as recited in claim 2 wherein said finger print signal
comprises a small additional lift to said video signal on a first field and a
small lower lift on a second field during multiple frames of said video signal.

4. A system of copy-protection for a program distribution medium
comprising a means for adding an authenticating signature to a tracking
portion of said media to be copy-protected, a means for inputting program
data (22), a means for adding a finger print signal to said program data (12),
means for encoding said finger printed program data (14), a means for
recording said encoded data on said media ( 16), a means for detecting said
authenticating signature in a media player (38), a means for deteeting said
recorded encoded data from said media, a means for decoding said detected
encoded data (36) and means for detecting said finger print signal (48)

characterized in that said decoded data is inputted to a data output device_
when said atithenticating signal (50)and said finger print signal (48) are
detected or when said finger print signal is not detected.”

AMENDED SHEET

A



13 1. A nethod of providing copy-prot amtslsmetﬂaaBeenmzﬁaced

program di stri bution media conprising adding an authenticatin
a tracking portion of said nedia to be copy-protected, inputt

data (22), adding a finger print signal (12) to said program ata encodi ng
said finger printed programdata (14), recording said encoded data on said

medi a (16) dé&t ect iApl a;'gaag k apphasatus rpw-prghﬁatxgn@flanpmgmm a pl ayer (38),

detectin aJ d.recorded en ecodi n aid

det ect ed SETHAPHIE ‘Eé%‘}‘p”&é‘ﬁ%é?qt-‘ﬁbd%%@‘rﬁ%&@?“&‘?%?“é“&ﬂﬁ?“ﬁ% g

characte pHEtRal t t deV| ce
(42) is g%:%%égt?gdg%taoﬁﬁa%en sglﬁdd!zggﬁg%??%gﬁ)ﬁg %cg?lglﬂfe?%cg?li fz:iblr]1!d sai d

finger pdetdactsigyrerbordednendeddidtadten said weshasaiddécédergior decodingssagghal (48)
s not Olﬁteteecctte(i| encoded data (36), a third detector for detecting the presence of
finger print signal within said decoded data, a fourth detector for detecting
the presence of said authenticating signature and said finger print or the
absence of said finger print signal (54), characterized in that a selector
controlled by said fourth detector to permit an output of said decoded data
means for inputting said decoded data to a data output device when both said
authenticating signature and said finger print are detected or the absence of
said finger print is detected. |
6. A method for providing copy protection in a mastering process of
a recording media comprising the steps of inputting a data stream, inserting
a finger print signal within said data stream (12), encoding said finger
printed data stream (14) and generating an authenticating signature signal
characterized in that in that said finger print data stream is recorded on said
recording media and said authenticating signature signal is coupled to a ﬁme
base control mechanism of a recording device to modify said time base control
mechanism according to said authenticating signature signal.
7. A method as recited in claim 6, wherein said recording medium

is an optical compact disc.

8. A method as recited in claim 6, wherein said recording medium
is a DVD disc.
9. A method as recited in claim 6, wherein said recording mechum

isa magnetm tape.
10. A method as recited in claim 6, wherein said data stream is a

video signal.

AMENDED SHEET

. e

o



2. A nethod as recited in claim1 wherein said programdata conprises a
vi deo signal . 3. A nethod as recited in claim?2 wherein said finger
print signal conprises a small additional lift to said video signal on a
first field and a small lower |ift on a second field during nultiple franes
of said video signal. 4. A systﬁﬁ1of copy-protection for a program
di stribution nmedium conprising a neans tor addi ng an authenticating
signature to a tracking portion of said nedia to be copy-protected, a neans
for inputting programdata (22), a neans for adding a finger print signal
to said programdata (12), nmeans for encoding said finger printed program
data (14), a neans for recordHE? sai d encoded data on said nedia (16), a
means for detecti'ng sai d 0T he |cat|ng signature in-a nmedia player (38), a

means for detegting said recorded enggded data fromsaid nedia, a neans for
decodi ng said fletected enc ) and ne 4or detecting 3 I d
finger print s{gngipgd8) ¢har sgpeO zed in ' eco
inputted to a HatgwyRul] NG pm\gr sady'\f Cat i pesgi gndl
(50)and said f n%p i nt |g@%?—dél§ dEN&QBEHo whemsRrERiNGYer
print signal i DEVICE
This is the realace&%n:ggheet _
15 5. A pl ayback apparatus for copy-protectjiion of a program
ANy AUTHENTICATING
SIGNAL GENERATOR
| 42
32 _—36 ~40 [ vioeoano |44
EF?(-I)-I\AA MPEG |7, | AUDIO OUTPUT
i [ ]
DISK DECODER| | [s SYSTEM NS
I
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di stribution nedia conprising a first detector for detecting an AWV ccann
aut henticating signature froma tracking portion of said nedia (38), a
second detector for detecting recorded encoded {dat REPLACESAENT REEERS A §G
decoder for decoding said detected encoded datg (BPkscriptibRh psbedet-ef) Bhacior,

detecting the presence of finger print signal ighrhisghd dgsd emqg)a@;;daxs

fourth detector for detecting the presencg of satpm%ﬁ%@ i: ggteidng. | gt}g,}tziul’—e

and said finger print or the absence of said fi n@erbggéc‘p s'__gngl"'.'( 4y, d
4ot gracrol PEe

characterized in that a selector controlled by |sal urth’
permt an pyt. of said decoded data neans forf ihputting said 0 a
to a data WF&EF%W ce only when both said autih ?"%&E gﬂi@i@ﬁg‘e&ﬁﬁgnﬁ%
said finger prinf areAqRbafdEst providifgadpenRdtedticintdt grodosm Mstibutidn |

det ect ed. _ 6. A method for providing copy protection in a mastering
process of medizcoomip nigime dddingam aushenticdzng segrsatuire ito putrbckimgap ektian of
stream inserting,a finger print signal w thin said, dat tregm (12),

encodi ng. oSt FReIa: Lok FARYAPIANESIods FRHASER oS, ARG G Dnadame a Bnger
aut henti caty J 5 | % rj ﬁ’%"j’ i 1.d _finger
print dat aﬂsrgh?teglﬁlgﬁggt(?'é)ggof%%g%cfﬁ sal Zﬁﬁtgb%rr} | nggﬁégr?gnggﬁbgﬁtga%r%gmm

aut hent i catdag (34l recordingisaidienecdedodaacsh saidumedi® (16)s detediitngosaidechani sm
of a recording device tqQ nodify said tinme base control mechani sm according -

to said aut3tdpeptisating sigaatireia amadaa playen @B detentingisaid seeordedg i s

I d I i CE. f ' t h | t t ed
P om sar . SoRdRRaa Sk B QA MR Recding SETER LA Reed gBlA i, 51
sald, fi ngerdd@éém&%%ﬁi flaber pebht ¥igr d1948P @G actirized i fHatdfbubtihBlsai®
det ect ed. . A nmethod as recited in claim6, wherein said
recor di ng rdegpded datato apdataaiutputrdaviced#8ris accomplished onlx whehsdidis

recited in cl.aime, .wher.ei Ld recqordi ng nmediumis VD di sc. 9.

A met hod aé’“’rtgegbﬁauﬁg %%&@5 Wﬂﬁ%&f&%&&%@%%%@ Magnet i c

itgpg. Ui deo vglil%igg,rﬁ.db‘ﬁg%pgm%iéﬁal (4851i§ BoChdietfy. Wherein said data stream
- 2. A method as recited in claim 1 wherein said program data

comprises a video signal.

3. A method as recited in claim 2 wherein said finger print signal
comprises a small additional lift to said video signal on a first field and a
small lower lift on a second field during multiple frames of said video signal.

4. A system of copy-protection for a program distribution medium
comprising a means for adding an authenticating signature to a tracking
portion of sa}id media to be copy-protected, a means for inputting program
data (22), a means for adding a finger print signal to said program data (12),
means for encoding said finger printed program data (14), a means for
recording said encoded data on said media (16), a means for detecting said
authenticating signature in a media player (38), a means for detecting said
recorded encoded data from said media, a means for decoding said detected
encoded data (36) and means for detecting said finger print signal (48)
characterized in that said decoded data is inputted to a data output device.only
when said authenticating signal (50)and said finger print signal (48) are

detected or when said finger print signal is not detected.

This is the replacement sheet.
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control nechani sm according to said authenticating signature si gnal .
7. A nethod as recited in claim6, wherein said recording - mediumis an
optical conpact disc. 5 8. A nethod as recited in claim®6, wherein
sai d recording mediumis a DVD di sc. 9. Anethod as recited in
claim6, wherein said recording medi]L?m IS a magnetic tape. 10.
A method as recited in claim®6, wherein said data stream 10 is a video
signal . 5. A playback applaratus for copy-protection of a program
distribution media comprising a first detector for detecting an authenticating
signature from a tracking portion of said media (38), a second detector for
detecting recorded encoded data from said media, a decoder for decoding said
detected encoded data (36), a third detector for detectin;g the presence of
finger print signal within said decoded data, a fourth detector for detecting
the presence of said authenticating signature and said finger print or the
absence of said finger print signal (54), characterized in that a selector
controlled by said fourth detector to permit an output of said decoded data
N | means for inputting said decoded data to a data output device only when both said
authenticating signature and said finger print are detected or the absence of
said finger print is detected.

6. A method for providing copy protection in a mastering process of
a recording media comprising the steps of inputting a data stream, inserting
a finger print signal within said data stream (12), encoding said finger
printed data stream (14) and generating an authenticating signature signal
characterized in that in that said finger print data stream is recorded on said
recording media and said authenticating signature signal is coupled to a time
base control mechanism of a recording device to modify said time base control
mechanism according to said authenticating signature signal, wherein when said
recording is played on a playback device an output of said decoded data will outputted
from said playback device only when both said authenticating signature and said finger
print are detected or the absence of said finger print is detected.

7. A method as recited in claim 6, wherein said recording medium

is an optical compact disc.

8. A method as recited in claim 6, wherein said recording medium
is a DVD disc.
9. A method as recited in claim 6, wherein said recording medium

1s a magnetic tape.
10. A method as recited in claim 6, wherein said data stream is a

video signal.
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(87) Abstract

A method and apparatus for copyright protection for various recording media such as Digital Video Discs (DVDs) uses a combination
of a Video Finger Print Signal and an Authenticating Signature to permit the player to handle either copy-protected or non-copy-protected
media, in a manner that is difficult to compromise. Both a Video Finger Print Signal and an Authenticating Signature are recorded on the
media only when copy-protection is required. The nature of this Anthenticating Signatore is such that it will not be transferred to illicit

copies made on CD recorders. When ecither an original protected or an original non:

~protected disk is played, the presence or absence of the

Authenticating Signature causes the player to correctly play the program video. Al original DVDs therefore play normally. When a copy

of a non-protected CD is played, the absence of the Video Print Signal

also causes the player to corvecly playback the video signal data.

Howwer.whenaoqpyofapxowctedCDlsplayed.theabsenceoftheAuﬂlenucaﬁngSignamrecansesﬂleplayermprohibxtmedlskﬁ-om

playing nomally.




