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pCT/ EPO 82143427 BROADCAST AND RECEPTI ON SYSTERC Ai§37/02117

RECEI VER/ DECODER AND REMOTE CONTROLLER THEREFOR
The present invention relates to a breallcast and reception system in
particul ar (but not exclusively) to a mass-market digital

i nt eracti ve BROADCASTtANBVRECEP EIGN SYSTEM, AND RECEBERDECODER a
recei ver/ decoder and a ,reqnq Mor e
particularly the presei ¥ rETH pect to a so-called
5 pay radi o and/ or teI evi si on system V\/nere a user/w ewer selects a
programe/ fil nf game to be viewed for which paynent is to be nade,

this being ref eﬂheqbrdsentausvmtiaayellams-to a broadcast auil evcepBBlVysemanin wirticulat he

case of data to be .downl paded a so-cal l.e Per- File,. .. (PPF)
el Gerpa R listcleyision pstea.

event . (but not exclusive W 19,2 JASHTR
user /vi evele 1%, gl (£ d@ivtidecoder ahdhGeAGle idlidlRk tterfolh Lhe system in

order not only to sefect a product to %e l'ivere
sone cases to eMaetpapiopharlytthé cprcssntcxhvdﬁiqmm}ayt:s ifreembizr aspégirto dispi-taliesd
here _used to denot e, an m or . at her &F?nt or data,fo, be

transmit t e§ay radio and/or ﬁeﬁ %tsgstpﬁzewgqaaggg(wgw?reqe ssﬁ?fﬁg?é‘?mﬁ/rfﬁlﬂéﬂaé‘lfnal
conput er assge vadvd 1ok th&}hgaﬁ &Mo be madc, thls bcm% refCRed | 't6“é§ 'ﬂtPaQ'DP@ﬂ—SO

relates to a tel e-shopping temor a tel e-banking system1

whi ch a cr &ldew (BPVhawdnt cannl thescass efl data to doejdomad dasied i sOhcblthm)aé’ter—Fxlc

I nformat i O?ﬂ% effect a transaction, for exanple purchase of an
adverti sed 6Pt ser vi ce. The present invention provides

apparat us incl udvin sick a&BWYEPPVISSOPRF skOemdStBe end user/viewr!8GeRkikNtPf a
television or radio rogranme or a data’file, the apparatus including

meard® for imeechinitiaily with thesystsan in oz apt only tbsalectaprodust tachel deliesedrat i on
carried by

2 . the . n ran
facilitat ebﬂgalrsr@rﬂ] SPB %a%% cffécmvﬁa?' Fem Ror%Fh %’éﬁberay ﬁ%?eé'ﬁ’acffméﬁcwzsqw red
by a user. here used to denote anyl Bfoge@ftacPfilfr @dothelC 8V¢ht RYd£A RS Ye! thihsgakél On a
magnetic stripe (or other passi ve" data carrier However, nost

preferably, eitheretogheend user's tslavisiomsal OoF pexsPpal campytergssociated withitks 3)15?6@12 Jessor
(or other "actiwvg, 1&19%?{0%%@%9%1&:5%%qgled?ﬁ’ :fsﬁ?g &ggn% Qfe g%a%(ysga ySte

arranged to interac i Croprocessel Iy TS rraﬁ’ged to

provisde  in which hRkedined baik ¢apd ﬁheseml i e aeiss avith bfiadcas inaablich
hi gher | evel of security to be mal ntai ned, and may facilitate
transfer ofefieq »frantacten, for example purchase of %éd‘aﬁfﬁé‘-’rda’ct% Brs8Fefabl y furt her

includes means fgfe b Lans HvkhbdPploidds b PRas including a receiver/decoder for use

in reception of a television or radio programme or a data file, the apparatus including
means for interacting with a user’s credit or bank card to read information carried by
20 the card.
Such an arrangement may facilitate payment for products with minimal
interaction required by a user.
The bank or credit card may carry the data on a magnetic stripe (or other
"passive” data carrier). However, most preferably, the credit or bank card incorporates
25 a microprocessor (or other "active" information storage device) and the apparatus is
arranged to interact with the microprocessor, and preferably is arranged to provide
information to the microprocessor. This may enable a higher level of security to be
maintained, and may facilitate transfer of information.

The apparatus preferably further includes means for transmitting to a remote



-2- ntre a debit instruction, based on the information carried
by the cgllpd(",S/“Pgﬁeffect debiting of the user's crePcﬁ?EIE?FmHér%k
account . In one preferred arrangenent, the apparatus is
preferably arranged to receive —futhorization information fromthe
renote centre, and to control decoding and/or 5 ~descranbling of the
Programve Odentre! £debit IRRARHSHCHased dnhthedihtiRidtioat ddfed BYOLERLIO N, effect

This may facilitate provision of PPV or PPF services. In a
preferred adebitingofethe userrecradib or dank acemumher i ncl udes nmeans for interacting
with a smartcard, contai ni ng subscriber, i nfor ion, .decoding o .
descranbl i ng bei H’ggne prefertéd aérgzmg BEMs P ﬁpp&é%g%gewegcrgbﬁy taﬁég%"[ﬁo@cﬁgf:%g?

i nf or mat i onautdREzaS6R ihformetioR fromh e Fomote: centi@PAhAitd &0V Aeédink @4d/or
information_and information concerning channels to which the . user
has sdbscr i @rsarambling of the programmerprdfile imgenendente aagpeauthorization sxfoamatian. t o
store receptd.on_ credit infor.nati representing credits avail able
for purchagtﬁlceifmgr 5%?@ HI%VI%M?@’P%gEEPSfSCWgCS. - smartcard, and it
preferably incl ugespiesng drﬁp@&ﬂéﬁt)’th%faﬁgirﬁﬁl_@%ﬂtm ifidl@dbistmdané erTieta@tingd 5

to reduce the available credits by a determ ned anount in response to
recepti on owith a smartcard ceptaigingnsabseribef iinformation, iegoding or desesamblingnbeingr e
credits for rahase of S (P “ s .ogr or PPE files) on
he. smar t cafatonied I8 peRIRE Shi ibscrioer intprmBhGg AR ot enid mad S Ls T s
arranged t ocftiid ddeyption Ry Inf6m 40906, and informatiomPédicernaid shaafels esluasch thy a
user, to the renote centre, and to nodify the reception 20 credit

i nf or mat i onUSSF $ARAULSATIPEE snartcard, preferably on receipt of authorization
information, to i e rs redifs o] .. Si in
dependence Pﬂ‘fér%ﬁ@ é@%g?&%@?@%ﬁgﬁ &jttheﬂﬁrtgn{?@%’r&g r gélg{t T arréj.%a{)% this
way, a user repaosesting lessiéts available forrpadtitase wei prgdectbdnkmermotyr etbahs @drtle to
be stored on the imart,car referably,

9 f(i-r _Ici\;‘t}(qer use. i . Most, ?

the appar at $8afcarg,angigRrgiarapl g faciedes maaph i mogily tasciptntion cpalit informaipri t s
Furl gt ent | krebbPMeRliB tddte O, PAATRSA KOl BLISHARE S (AkpSatht s
centre; thi progeamme du€ite. t Inethiswdyea user can store ofedits forgacdacasf produdts CRPW t h
the renote centre, and I pr g\fxe security by reducing t he nunber

y...i pro
of occasi onBTOSHATRRFE AT FEE fieslionothe smagicerdear 4 det ai I's need to be
transmtted. 30 1qapreferred arrangBmef, e HRARERNE aH%%édqygn?fdl d’ebﬁ%étﬁﬁh@g é?;

t el e- shoppi ng, the apparatus I'ncl udes neanhs processl ng
r epr esent at prederablyt dre raguest' by bauskr, do the @ethotecemmtte, and to modifiygthe Iteception h

recebyed datRqfeREGRNbE dorea%h @R datllafd, SERAIIT & [EeRY oAb S ation

information, to increase the number of credits stored on the smartcard in dependence

on payment by means of the bank or credit card. In this way, a user can purchase
credits using a bank or credit card, to be stored on the smartcard for later use.
Most preferably, the apparatus is arranged to effect purchase of reception
25 credits sufficient to allow a plurality of products to be purchased for each transaction
in which a debit instruction is sent to the remote centre; this may reduce the number
of transactions required with the remote centre, and may improve security by reducing
the number of occasions on which the bank or credit card details need to be
transmitted.
30 In an arrangement particularly suitable for tele-shopping, the apparatus
includes means for processing data representative of the user's bank or credit card

together with received data representative of an item or service offered, and for



- 3- transmtfing an order request to a renote ce
pr ocessi N@”WW such a system ordering and payi %E&S %élzdvert I sed
products nmay be sinplified.- Preferably nmeans are provi ded for

inputting a request froma user to purchgse a di spl ayed product or

. service; this may sinplify purchasing to"the extent of only requiring a
user to confir e
e abmar o e o Pt 10 m01 PRSP (SURELEEC B o sy,

| denti fi cat bflering and paying Fomndtvert{sed bfoduetsahey ablsimplifial | Prefegably infeahb are
credit or bank card, preferably transmtted froma renote

control | er pmvadeéietqir@pﬂté@m pAcqued HOThGr ISSE ‘8 PYTghassce jdisplayed product or
The appar at us. f T s 10
preferably & cIcf lfhgo%? lél&rllﬁepgﬁ g%l {éﬂgsoﬂrll gglqn}%n o%i‘gpm g ﬁd@éé%‘;dk@{e% I ng
circuistry. they wish to'ﬁhfbham)ﬁilspédﬂﬁed’mym however be int egrat ed into a
“television, video recorder, uter appar at us

The invention is Theeppyaws maamivheapmlv%mmfeewﬂvm pPesenal [qenfification

ool l te o@D, SHARRE” fkiadd Shin 80 LRARCH Wil e Biiehably

transm ssi ofragémitel &roxﬁlatﬂaﬁmgdﬂc@ftmmeu ise seacure Sastlion toptliosisblaaramaction.
cable and terrestrial use. A particul arl y preferred feature

is that the appar’@Fu@HaFﬁﬂl%G@eféblquFaﬂcﬁ%rthe form of aj spteioncbedn SHBAnDAt i%r

i nt ery geting . 04

carri ed by P ﬁeéé gdé@a% 03) neans g?ﬁ’gg‘sg‘%% C(rag%q éﬂgg&anggé\ﬁﬂg c1rcu1try

i nteracti ng Tiet fppathtus may, howa@Er, SbeC irtelratedr nhar‘d( telawdman:dHoowcdrd&g, or
effectively two card readers, the useful ness of the apparatus can
be further iCABPBEES @gparatus. This inportant aspect is provided

I ndependent|y. HeRGey,, @rﬁﬁ) 'rﬁ'&‘t% Qe fBrabfl Q‘%}ﬁﬂaél to receptiol®SPERNIRY trdfihiELSent
i nvention, there s prOV| apparatus ‘i ncluding a

recei ver/ deqm@amim:s audeﬁles) anéde paitimlafdigitidleaellit progammesdao tipse gffandre or

a data file, appar at us _i pcl ugi.n ns for, i.nteract with a
ser 15 cr eciusch chRasy B (apunisan of date, nbflgl G faurrt cRAP P

card, and, sepRrAliSefEeAySALd Means, a further interacting means,
for interacting wth a user's card to read information carried by the card.
Preferably, the fArpardcularly qnaictnedgfemans13| thafirthanggpdrates iimtledesca furthler a
card |nco oratf a n.croprocessor 8nd tlhe ccgrd i a, SO cal |l ed
"smart car d" INEASH ng eans, for interagting, With 3 Psers (aditjonal);car FOrEFﬁaéH BBy de
i nformation &gidd ey MeCELB AP aREAs bemg separate from sald REGRS Sritdractiglwith her
aspect of the present i nvention a recéi ver/decoder for uSse in a
di gi t2) sat e user’s cregditavibank nardy Hyeprovidingieffectiveieouieard apaderse thesefulness

of the apparatus can be further increased.

This important aspect is provided independently. Hence, according to a related
aspect of the present iﬁ\;ention; there is provided apparatus including a
receiver/decoder for use in reception of a television or radio programme or a data file,
25 the apparatus including means for interacting with a user's credit or bank card to read
information carried by the card, and, separate from said means, a further interacting
means, for interacting with a user’s card to read information carried by the card.
Preferably, the further interacting means is arranged to interact with a card
incorporating a microprocessor, and the card is a so-called “smartcard”. More
30 preferably, the apparatus is arranged to provide information to the microprocessor.
According to a further aspect of the present invention a receiver/decoder for

use in a digital satellite television system includes a decoder and means to



-4 - accommopdate a credit or bank card carrying a m croprocessor,
and nmearo®ve43aat er act W th said m croprocessor weemwErhwoxiaedi t or
bank card is inserted into an operative position in said ) '
recei ver/ decoder in order to enable data carried by said credit or bank

card to be read and data to be input to 4% e m croprocessor carried by said

dit 5 bank d. . A di t f d
feat ur e of FHIBMPGRERHEGE B bpnl fard carmying A MCIPRPERSOhpd medss to Tntpc

recei ver | dagRdehiaGhR bk APIPRE Tridit BF BRSNS iBscHE A MASHRDY

I nsertion of the smartcard by the end user into the receive
enabl es t heposition in saidseewiterdiecoden in nider frenable data darrieddiywsaid credibdebankher eby

duct selected by, t 0. : be deli d_to sajid
ool ver | daeBht DRt 9o B iaput tp ABS FicTopipesiorgrimied 6 sid i

conpu er t yapkicaky.t he receiver/ decoder is adapted to be connected.
According to another aspect of the present invention, there is provided a

di gi t al According ite a prefeired frature o€ dhis furthes pspastnof thei preseat piventdon ty of

end user tegm nat.ons each ,of . whi,ch_incl ud a recejver/decoder as
ot i ned i n 1BF (REPVSRERER ok, ingludes, meply 15, apshEmietle 3 SRERLIEWASERF®

i nvention fid§drien ofrthYisestcliie bpfthe dhidetécr By theOfed2il/decder leRaley thd
conjunction with apparatus for receiving or decoding radio or television

signal s, smartcard {6y intesaciin yaid geeqiveridecodar avheselyna pregdust selected py dhe end

I nfo tion enabhli . r's.c Lt Pk bapk account .to be debited
on difand 1e5e By BoodiveRR ol Rlbrerdocoder endlron®end 68 by 180

In a nmet hodpeasopal tomputer toWhithithe rqvebict/desoder ieddapebdoto Wb cophnadtedlg a
progranmme or making available a file for downl oading, conprising,_ at a

recei ver/ decoderAGordine snanqikesaseect oh theqessnhinvention there ismipvideds digitek | s
received, o Liite radiB%?Qélmsikgfs%t%tﬂagﬁnga{] ?{%a?}tig’g %{19 hs&rtgxgdihatf s%ach of

determ ni ng Whet Rar & User 0 receive € program or
file, and, whichitdhodesaatceivbriietader ag defisedoinadthenvi2the previousttivorpakigraptishe
file avail abl e d issSui,ng .a debit jnstruction to debit the user's credit
or 15 bank 1 &gRtio Wliqwrgwérwffee}mmfr@ff or gk £2¢d reader in

debiting fr ' LaRist i d Nr {edevisisg! arried
out before ﬁ%ﬁ?ﬁgﬁ? %gﬁprrgogrgfnrgcr:mr,rlg%i ﬁ{:} ?ﬁ?ﬁlﬁ%a ‘ felfﬁdéﬁavaslk%ﬁggf e.
I n a furt hepreferatilp datallite telgvisibe signalsntd provideoinfatemtian rmaebling afusgrisoswredit ng an

30 order for an itemoy,sefvice co ising, at a recejver/decader at
whi ch i nf or SFapasyaccount o Be Gepited, On Srgramniotar, & Agramm, il Ham GO
readi ng i nfggdpgi on froma bank or credit card, generating an

order request containing information identifying the itemor service
20 In a method aspect, the invention provides a method of displaying a

programmé or making available a file for downloading, comprising, at a
receiver/decoder at which information concerning the programme or file is received,
reading information from a bank or credit card, determining whether a user is
authorised to receive the program or file, and, if authorised, displaying the program
25 or making the file available and issuing a debit instruction to debit the user's credit or
bank account. In the preferred embodiment, in fact, the debiting from the user’s credit -
or bank account is usually carried out before displaying the program or making the
file a\}ailablc.
In a further method aspect, the invention provides a method of providing an
30 order for an item or service comprising, at a receiver/decoder at which information
concerning the item or service is received, reading information from a bank or credit

card, generating an order request containing information identifying the item or service



- 5- d informati on representative of the bank ' ard

I nf or na?‘foo%s,mé%g transmtting order information ?%Tgpﬁg%%'g centre
for processing. The nethod preferably further conprises, at
the renote centre, processing the -5~ order information and

determ ni ng whether to authorise the transaction on the basis 5 of
the bank of;qGhfftirati6R FébrésehQENBLE 13- bank or credit card infornfRion! AMrdRndithBy
apparatus as aforesaid, preferably the apparatus further cofpri ses

a renote cander Difommationrtota remet¢ centryfar preegssi®gPer sonal | dentification (PIN)
Nunber to the rgceiver/decpder,. re preferab the rempte control]er

ncl udes. 6 megd Mg erith SR OEIRIGH Al SRR RS STOR Gk e,
These feat 46885 iiFbRAnAVY 4 determinBigSWHEEEE D AuthBYi® GettAinkaction on the basis

In the aspect of the invention now described, the present invention also
rel afes  of the bank@rarediteard informetddn.er for an item of equi pnent and nore
particularly to and- hel d renot e .controller,used to cqntyol

t el evi si on set sgaage%i R?eﬁ)“’u_eaEB%FéF“é 7% AIQUsMy jRrgferably” the aqp@faggﬁ 3\1‘(&5 o
systens, apgnpifea Rufdle E6utkdlER Bér trdmmitting a user’s PerSbidl Ia@ﬂiﬁ&tibﬁgmper ate
on the basis of transmtgleg;; a signal fromthe hand- hel

cont r ol | er Numbeh o ithe reasivesgacqsieent Mosh @redasablf, theiramotenrentidiendndlydaseans
of an .infra-red be - . di S earlie in
order to effEHPY éne@%rt%f o’°8§°mr“3% %S “EeRSPBISTIoY %lcr?ﬁ%' ﬁ%gg E’g%'ﬁ i AG how
trangact i ogsclsdédudhmord detatdi um of a tel evision systemit woul d be
necessary 20 for the user to input a so-called Personal

| denti fication KuHiseaspgiokithy inventinsy nqvp described, the prasenitinveniionfalsoaatates|
transactiop. _The Pl N .a U ; f S

confidenti & af%n?tﬁé:to n{égl?%}ﬁéﬁ?%?tgws%fé ug&{? %na@ nfj ﬁllqél% p%&?@%?@aan%%d'}l 51r(éove
funds fromdhi@t controller ustde' Bontedlktekddsivntsety) RBeivBrddcadersSRA saeIies .
Wth known renote controllers, the information transmtted from
t he handsetelewdsipheystemsangi herssich cquipseentnt er cepted; this 25

presgnts a probl i | ' 113 fS . ) Qresent
vantion | Sath chEalfbd GRthictn R fholeor Rl fbbd Hom MEnRIE
nature of fgldradhtrolier fothd ftemasfrdgaibment, one wapof dbingtthis behgybyameaisngfiam as
possi ble. This aspect of the present invention is

concer ned P¥rarediP&my with providing a hand-hel d renote
controller whic | I LN e ] | el Si.QR:n30.

syst em t hr ough SY\%ﬁL%Jgﬁi%ﬁg&g’ngl g%%g?bf %ﬁg%c?a%% P%nsa tf&}gniﬂogglf}ébaend
carried oubanking transactions throughAhe nrediumg of o téléwisioaspstem ibotlichepmeeessaty

I nvention renote controller -for an .. I tem.of equi nt has, neans
by il ch o Tofsthe usepdo depiia serealied FemongidpfificitioRpyumber (PIN) 1 order to

execute the financial transaction. The PIN num_bcr of a user must of course be kept

confidential to that particular user so that third parties cannot remove funds from that
user's bank account in an unauthorised manner.  With known remote controllers, the
information transmitted from the handset to the television set can be intercepted; this
25 presents a problem if confidential data is to be transmitted. The present invention
aims to alleviate this problem, whilst keeping the nature of operations to be carried
out by the user as simple as possible. '
This aspect of the present invention is concerned particularly with providing
a hand-held remote controller which will be capable of being used with a television
30 system through which banking and other financial transactions may be carried out.
According to this aspect of the present invention a remote controller for an

item of equipment has means by which a user's Personal Identification Number may



- 6- wo 9Pl ansnitted to the itemof equipment, the coufrpdlBiy

I ncorporating security nmeans for rendering said transm ssi on
secure. In a closely rel ated aspect, the invention provides
a renote controller for an i teméf equi pnent, conprising neans
defining a body for said controller, means for 5 transmtting a

user's Per sobatransiaitted to thet itom ofigabipment thaicantreléan ineorpomatipgsecurity gneans
security neaps for rendering said transm ssion secure.

Preferably, tRECRITRE TR ENSESWpri ses means for generating an infra-
red beam this prgyphdeses &mgyp_eat, tHEeRREN N proRiteliSknttie chhtréller TBY ae

l ess liable to interception than other transm ssion nedia. 10

The securi t yitmafsqpipaiest, diomprismgoneanssiefininga body dercsajd conigolianempany for
nunber ;. this may .i.hhibit detecti of..t he PN nunber ..f. the.transm ssion is
i nt er cépt ed. transmitting @ “Scrsefgcmméf)&%{l%{ho&nkﬁﬁlgﬁg 3id dtem, Pfs“@“’r?géﬁ?g aflgr
corbi ni ng th&cﬁky meBRefor rendering said tidhsAidstd@cupunber (or a pseudo-random
nunber); this may render unauthorised 15 decryption nore difficult.
Means for enabl i ngreftreblysthe transindgsion mpansreomeprises means forogenomtingani inkd-

provi si on of er input may render .input of .the random number h% S pr.gne to
i nt ercept i on.’etélsb"'am'%s provides a GegyG qéﬂ?alnf/ ,Ofit‘r?gsrf‘ﬁf)’ﬁf” W@gﬁbsmiyo fcls§§§l§lgt
| east one keyy {rtércéptionithaf othbetr@@mission meddom nunber and a further key,
the controller being arranged such that the PIN nunber is onlﬁ

transdltted via t Abetseawslyi meangyy prefaradlib comppisess snesms ofor t ¢nsrypiinghthe P
key. Such an_arrangenent mavy. L npl e t reliable, conpagt
and secure. num'i)er, Lt may lmfglgf%lltﬁr%lpnt&tg ‘gﬁ?%ﬁ“ﬁ%ﬁegng%g’ﬁﬁq‘%@g}? %ans

for storing tdtercepteglom nunber in the controller; this facilitates
codi ng of a subsequently input PIN nunber. 25 .. The security
‘means nmay conpri s&bAEAAEPHOR MASAR MAY eRMBrissumBaRs {0 momhinipg dhe FIN number  of

the indivi du&ithcé)%n;dglngﬁfmlﬁefég{)r_ 5@8%1@3‘;&%8& ¥liodt ![tﬂlr?; @Eﬂ?{ﬂe&r& iﬁﬁéﬁg@%ﬁ to

the item equi pm n-arrangene

securitsy, andet@ptied fmores diffieult.o ~ prevent use of unauthorised renote
controllers. Simlarly, to increase security, the |
encryption means AMSATS fe1 GRRDLIRE 4hs upgytogigput the raﬁa‘i‘f@r‘&’t"iﬂ?‘i’@ By, bepgpvided;

characteristi ; L adisyidual o r eifeatdsoly.e f t
conbi ni ng saipgoﬁﬁgltrl rabgt {égré?sl%‘#‘g-ﬁﬁ%b%ﬁ@%ﬁ%’%gsa({fd Hre a{;\aggreng’ngg gﬁr alm ard Pl N
nunber . interception. In a preferred arrangenent, the encryption nmeans

conpri ses nmeans fq ) . . .
P éonvcmently, the input means comprises at least one key for input of the

20 random number and a further key, the controller being arranged such that the PIN
number is only transmitted via the transmitting means on depression of the further
key. Such an arrangement may be simple to operate, but reliable, compact and secure.

Usefully, the encryption means comprises means for storing the random
number in the controller; this facilitates coding of a subsequently input PIN number.

25 The security means may comprise means for generating a number characteristic
of the individual controller, for transmission via said transmitting means to the item
of equipment. Such an arrangement may offer higher security, and may also serve to
prevent use of unauthorised remote controllers.

Similarly, to increase security, the encryption means may include means for

30 generating a number characteristic of the individual remote controller and means for
combining said characteristic number with said random number and said PIN number.

In a preferred arrangement, the encryption means comprises means for



-7- recei ving a random nunber fromsaid item of equipnent and
neans foM@8HH*AT ng that random nunber with the uggr"""g’gﬁpﬂlhunber
for transmi ssion via the transmtting nmeans to said item This may
render encryption nore secure, by providing a random nunber only
when needed for encryption. 5 The controller preferably al so
Compri Ses NEARS 10 kA Hudnbbl BofP 8ili Hom of equipmenP SHEMEARS %br Ldifbining

equi pnent, and preferably has 1 nput nmeans sel ectively operable, 1n
dependence ghat pindompuimisdravich tfe dshes PENmumbeo firr toddsarissia@i viaehe transomiptitig sai d
PI N nunber .or to_input a cdontrol ¢command for the equipnent, the

i nput st at eMSARS Orsaifl eBeiTiis Way render encrypiion BYOXG, SefiFe ORI YidiNg 3 Hetomnput
means. The hiRHL GB9hdfeelel i rpddimer | ¢ 10 i nput key and the
control conmmraind nmay”conprise a progrdam or channel selection _
commapd. The f ur Ther comiier nprefiesablypyalsoprimises hearnshéor transhitiing loeptrol

The invention al so provides a conbination conprising a renpte control]er as
clainmed in GPRM3AES g?f the, eqypEEHl ARE PEIfeiRE RAtdnRY, means spleatv Ay OPFFARiSt I sai d
i tem of ' | | M : F \ er.
15 e B R o P P B e
means for or to input geortraltdongmand fandberequipdent, redinpeaststefppefecallypbeing et sai d
random nunber to isplay unit; _thjs facilitates input of a,

) d
r andom nunb# a%qor&@éctvm’eﬁafheéwﬁ?aeﬁ. The input means may CPRRPIISE @rfiugperic
equi nt rj ' g ; . s and
moantDt or ¢ Epuf REP AntnE ol SipBan rhly, BPnPs ] IRORANTBE Ehanne) selectidl
may 20 comumand. tTie fuether fnpot neansimag womprist at fusthenfidiotiomkaper .
A further aspect_of, the i n\fention grovi es a digital television S}/stem
conprising an it RCIRVEEIOBAIN RFRVIAGE B HREHRISAIOT; CPRRTENG & PRI eroRHElIFIRS
recei vi Nng a,ja; : ' I 3 ai ; ; : ¢ ned
dbove, | °claimed in an}'3FE oF e o BRI ol e o e e U
tel evi si on sysipernt havipg insiang f@&Sreceiving ansar's AiNofiuthbérevi si on equi pnent,
sai d i.t em havi ng _neans for recejving a Pl N.nunber, and a renpote
cont Sl ler, sai dPeftsPe? CORTIRAND, tg%r’rtﬁm SEnFANRERY My FORRIISE J5AYS oY
sai d controlgbgdratif@ANfnth AdAPGMAdd hitdns 1665 QhtphrtilgNs8 TREdorh Gudded thtem of
equi pnent .and security nmeans for rendéring said transm ssion
secure. display unit; this faeilitatesdinpeif oft @ randpsi Bembefuatithe timenef/edreyption.
tel evi sion set Orma Jf ec§'k\éer./ deéctodgr c§0 rise me ;[1s0 obe ccouPI ed toda tel \éi si on
set. ! FRVBAFT o 45 S8 PERT 8ids F(f ETPRst'Ae & ToPCERLEA nrg a
PI'N nunber a8 @neétns for transmittBlgLsHi® riody StRBLE ATRIE SEMBteCdtiRtOYEN dhi8 hANDt €

controller as defined_above. -
20 avoid the need for manual entry of the random number.

A further aspect of the invention provides a digital television system,
comprising an item of television equipment, said item having means for receiving a
user's PIN number, and a remote controller as defined above.
A closely related further aspect provides a digital television system, comprising
25 an item of television equipment, said item having means for receiving a PIN number,
and a remote controller, said remote controlier comprising means defining a body for
said controller, means for transmitting a user's PIN number to said item of equipment
and security means for rendering said transmission secure.
The item of television equipment may be a television set or a receiver/decoder
30 to be coupled to a television set.
The invention also extends to a method of entering a PIN number into a

television system comprising employing a remote controller as defined above.



- 8- Preferred features of the present invention will now
be descr¥*PHlrely by way of exanple, with ref SHeHER7{03 i he
acconpanyi ng drawi ngs i n which: Figure 1 shows the overall
architecture of a digital television sygtem according to the
preferred enbodi nent of the present invention; 5 Figure 2
shows the archi trepfete® foftuds @0 bieghidt! indGaRMSWAY sbRMBOlestABedlighkd1flby
tel evi si on system Figure 3 shows the structure of” an
‘Ent i t | enentwaybofoaeyempir, Vitls sderencesiocthe gccompanying drawingmiai whishal access

system . Figure 4.is schenat i i.agram of the hardware of
a Subscriber Autf@FF }afpp‘gﬁ%ﬁovemﬂ arc@'\}esc?%rﬁ]o §£§%’%@%B¥la’i°ﬁ5¥?t8ma?°ﬁ?f P& r ed
enbodi nent tgfhd PRfd¥eas@bodin¥RNif the present invention, Figure 5is a
schematic diagram of the architecture of the SAS; Figure 6
showsS t he ar chi tEgurarleshotwsathe janghiteature o0& asipadisionak agoses shistsim F theedigiteki on
syst em of Iiilgure 1. tem: Figure 7 is a schematic diagramof a
renote cont'PHYEEP SYEEH: i n the di gital 15 tel evi si on system

Figure 8 is a dipgirem@&ows thebeRaeTe ofeanVERNIdtherd MegdeiRhl NRSQEE sl FOr di ng
to the ‘present invention, Figure 9 is a diagrammtic

r epr esent atthegougditiensd apeess sYs¥®; used i n end user paynents by
credit/bank card;, . ..+ gu i i || ar, Flgure 7
but showi ng 1 n GHBEE 1 Sasmatis Upgra bt ind Baldvage ¥ ENuiclog pltrich ol
cont{®! | er ;System (SAS) according fd §prefertdd embadingdne B the prtsagiavenioni ng t he
key internal conponents of the . recei ver/ decoder;

Figure 12 is a dfiggeahited fhemaps dirgramtaf dhe grchitestures of hsctADt i on

arrangement - 25 gigure 6 AG6RH %%}e%t&r@%igﬂ ﬁ&g&i\icn%ﬁ i 68Yhe digital television

Figure 13 is a view simlar ure ~a Sec encryp
ar r angenentsystem of Figure 1; Figure 14 is a viewsimlar to Figure 12 of a
third encryption_arrangenent; and Figure 15 is Vi ew

- 3 . a . ]
sinmilar to FigurBgure 6fs 8 sohemptie diagiamni ¢fna dpmaisgeomraller used in the digital  ap
over yi¢ ew of b Ql .el evi si on broadcast and reception system 1000 30
acco¥%i ng ttgﬁ'y ?a&pg?g{seg%t invention is shown in Figure 1. The invention
i ncludes a Figuren® & 4 diageamvaatic perspeddivgivial dfad peeiserdecoiiat aooddil)
whi ch uses the known MPEG 2 conpression systemto transmt
conpr essed @it PESCH; §HEAOD; | n nore detail, MPLEG 2

Figure 9 is a diagrammatic representation of the protocols used in end user
payments by credit/bank card;
20 Figure 10 is a view similar to Figure 7 but showing in ghost the key internal
components of the controller; _
Figure 11 is a schematic diag,ram showing the key internal components of the
receiver/decoder;
Figure 12 is a diagrammatic representation of a first encryption arrangement-
25 according to the present invention;
Figure 13 is a view similar to Figure 12 of a second encryption arrangement;
Figure 14 is a view similar to Figure 12 of a third encryption arrangement; and
Figure 15is a view similar to Figure 12 of a fifth encryption arrangement.
An overview of a digital television broadcast and reception system 1000
30 according to the present invention i$ shown in Figure 1. The invention includes a
mostly conventional digital television system 2000 which uses the known MPEG-2

compression system to transmit compressed digital signals. In more detail, MPEG-2



- 9- & essor 2002 in a broadcast centre recei vespargpdiialr

si gnal st PEAR typically a stream of video signals). The conpressor
2002 is connected to a multipl exer and scranbl er 2004 by |inkage
2006. The nul tipl exer 2004 receives a pluPatity of further I nput

signal s, assenbles one or nore transport styeans and t,ragrs]m'ts %or’r{)rﬁssed 5
digital signabmpressas 2002nisng OrRAdCRHFEDGE 18958 eH B diglak sismal stream, (yPicalK #ge
2010, which . u b € j fenf ] ugiqng
el ecom | nkstzeah o AL sEpEe  THE Coffesql0P: K EbSeKieg] o PRERUpEEt Shd

signal' s via Ygainbler2002 bydiskags 2606 alied muttipldveaddfpbrateives a plurality @fsther
where they are electronically processed and broadcast?r\r/d a notjonal do I nk

2016 to eart inpuscignads: QM@?lC%Sﬁ?éﬁt’P%aFFV?Pﬁ Yo Effm%{méq SAMBLHTEAS or
rent ed by 10 gicital sightf BhrbiRiteer ADESO ORIt REGI dBlte Rifa LiRRAIVET1 02 AHAIAT ©

transm-tted t egrate recei ver/ decoder 2020 or rented

by the end usgs oRREuLONARCE @ddd Qaridte oe fomssiec!uding telecom linlesl eVhes tramsnsigter
2022. The receiver/decoder 2020 decodes the _co_r‘r,prs{ssed JgPEG % d
signal into 2008tensmitypleaionaanctissighpls ViRl Ty tewards gsatellite transponder

A condi ti onal Ces$sS..S L , ot i sand
the 15 o 3EcRDEe HEb S EROBoh B ARRENFS o SORICH ViemdteRl obaC,
centre and pamtibyo efrth heceiver 2018, cofeamidaally int therfabh @f atdish ewdedioerentad by

access digital television broadcasts fromqne f@é .{;Bre br_oadcas&
suppl i Hts. A thensnd veard, Theapgmale I6eivad OF yIBETIVY TS aag dansmjticd; tp pnyigtegrate

T aoiibBdiferfdeBderz020 B3BeRbr AEHEI R tnk B LU a8 CHERAIAITTR: S0 heby

t he br oadcast . can be’inserted into the recei ver/decoder )
2020. Using ttblevidiomosker202020TlancecBer/decodes 293Q degadies tthe comprassest MREG-2

purchase. events in either,a subscription node_ or pay- per-vi ew
node. signal into 2 g VF%"R’b?’&E"ﬁiflé’éa'%ey?[éémofoﬁg,zog?‘so connected to the

mul tipl exer 2004 aRq bBfional access syst&f B0VE1d dpceded t?enatiglexer20v4d Laaned
partly in the broadcast centre and partl n t he decoder enabl es

the entlsuser reoeiverfdecadsr 2020hancaisi locatedhpattly dntibo hepadiast gemtse and partlygadhered
back channel 400 ndi ti onal Acce

The conditi on@ﬂcog‘éfcels'senél}lg? & %‘g&é}sef o0 ﬁf)?ﬁsﬁgb%rraf g%%{?slhg [EB?%"%%? Fom one or

Wth referenc b GASE sifoplibft. OXEdnYirRcd, hepana & ideayptind GEaSSzes Yelatlifig 3900
I ncl udes a Su g%:c(r)P%er E\Uts%grli zation SystemI(DSAS) 3002. The SA% 3002&%

connect ed 30 commerciad offiees Grat iy 08 Suseyeral irlevisian aereremmesgelddysthe SpaAcan o4,
o ote 5006 SEPliER b Rl I aRE et RB b &bu= 2028, "GARE B! dBoddrB0bF and
20 smartcard, the end user may purchase events in either a subscription mode or a pay-
per-view mode.
An interactive system 4000, also connected to the multiplexer 2004 and the
receiver/decoder 2020 and again loca:ed partly in the broadcast centre and partly in
the decoder, enables the end user to interact with various applications via a

25 modemmed back channel 4002.

Conditional Access System

. The conditional access system 3000 is now described in more detail.
" With reference to Figure 2, in overview the conditional access system 3000
includes a Subscriber Authorization Svstem (SAS) 3002. The SAS 3002 is connected
30 to one or more Subscriber Management Systems (SMS) 3004, one SMS for each
broadcast supplier, by a respective TCP-IP lickage 3006 (although other types of



10 - l.i nkage could alternatively be used). A terl,ra.tl.ép\écl%yl,l.,one
or “one

SVB coul dMS%E ?izr'ed bet ween two broadcast suppliers,
supplier could use two SMSs, and so on. First encrypting

units in the formof ciphering units 3088 utilising "nother"

smartcards 3010 are connected to the SAS by |inkage 3012. Second encrypting
units 5 lipk A4 %ollid detDRivERTIRRED)C | ABGhARG L Bk SV Lulli bk shbd BerwtRh her
smartcards 3016 are connected to the multiplexer 2004 by |inkage
3018. The r éxebradtakt suptdicr ®2@ne supplier conklceievan SMSdaamghsceoi. smart car d

3020. It is connegcted directly to the SAS,.3002 b . Conmuni cat i, ons
Servers 3022 Vi a%frﬁﬁemmﬁa‘ﬁ}gsdeﬁhﬁﬁ%é’lf y .né‘l"r?étséggss}‘é\%’élg mother
anongst ot hep{Bi AP0 RHRR CohRdckéto'the BAS 69 lihkeB1ah iREoRd B FHrE udits
request. 10 The smartcards -contaim the secrets of ‘one or nore
comrersci al apanainotle. foftwe of ciphering unitst M4 utilising caoder smagtpards B0 earent

ki nds of nessages .and_.the "daughter” rtcar dec t, t
messages, i]co. g;dhft&gmet H)éxltm?a%ﬂog @gfi :axge %618. The recelvcxlpﬁgodfef P‘@lzoand
second ci phegdeRgs UMidafoROOSsnitar03dR0: ONDE i cdBnéetéPBifectBMo the SAS 3002 by

el ectronic VMB (VME berng an ICL proprietary operating sgsten) card with

sof t war e 15 Communicatisas Sarvars I02RREMhe mpodemma] kdckchamnel 4062 rTe Sl sende

smartcard 3010 and 3016. . ..respectivel f.or each e]ectronic card,
one. (card GTSPERAHEIigs Fphssriptr BERS h {f Yaueer SRGtaR S5 0) 1 or
encryqying the EMyR.smartcards contain the secké8 o®RBE 3F nffte @bmhfRecifipeLdtd RN athe
access system 3000 of the digital tel evision systemw || now be
descri bed i imutreg" steartdakd ericrypts ifferant kinds of misesages arsithe Kanghas smartzards
of the tel ev%%égg@ﬁ%g%e%?%qhgynHa‘t’eht?ie?négrﬁqw ﬁg?‘lé'f access system 3000.

Ml tipl exer o _ erence to Figures 1 and
2, in the broadcagie fif¥itdnd, secbfd @iptetiny uhi@e3008 and 3014 Sdotprise| 6 rddkl Sh
conpressed (or bit rate reduced), using the MPEG 2 conpressor 2002.

Thi s conpr esiestrosicgiE (VAMErhsing andf3 npropeerapoopareting sysiept) ekt with sofswamgnbl er
2004 yia 25 he |4 j Lot | ti ' thar

dat a, ilgs uch ggor(c)c} hré ranc%grr%gggls} (%a‘gqg iondg&po%é%{c%dp%%n% sﬂa%%% é/m%]hhaéﬁsi(’:@gnbl er
gener at es a respatuivdly,Wof dadlselectianid berds onicy(dakd 391 6)r foe @asryptifig the ECMs and
included in the MPEG. 2 streamin the_pultiplexer 2004. The control word is

generated i rﬂnér(ﬁ%(Fll%plgthfeﬁ?&’iﬂPé@gtﬂI*FeEMMS-user' s integrated receiver/decoder
2020 to 30 ARS G ot (AE cBﬁ&giBchss system 3000 of the HERASS1ebfsidn®r |

i ndi cati ng how t he priogramre 1's comerciall se
system will now be described in more detail with reference to the various components

20 of the television system 2000 and the conditional access system 3000.

Multiplexer and Scrambler

With reference to Figures 1 and 2, in the broadcast centre, the digital video
signal is first compressed (or bit rate reduced), using the MPEG-2 compressor 2002.
This compressed signal is then transmitted to the mdltiplexcr and scrambler 2004 via

25 the linkage 2006 in order to be multiplexcd with other data, such as other compressed
data. | '

The scrambler generates a control word used in the scrambling process and
included in the MPEG-2 stream in the multiplexer 2004. The control word is
generated internally and enables the end user's integrated receiver/decoder 2020 to

30 descramble the programme.

Access criteria, indicating how the programme is commercialised, are also



- 11 - added to the MPEG 2 stream The progranme nmay be

comrer ci aWOB#342%7 ei t her one of a nunber of "subs®GIFERIITDdes
and/ or one of a nunber of "Pay Per View' (PPV) nodes or events. In
t he subscription node, the end user subscribes to one or nor e

commercial offers, or "bouquets", thus“g’é‘tt‘i ng the rights to watch every

channel 5 I Nsi ose bouguets. In the preferred enbodiment, up to
960 connerc?gﬁedotPRg? g&%@—fstrcam. ﬁ%@%?‘ﬂ?ﬁéﬁ& E%H‘?‘ﬁmﬁ_fﬂ"g-ﬁé RFItheR el s.
In the Pay Ber Mxﬁw&rr&d%ubéétﬁgﬁsadmes ahd/or one of a nixhBY4! GEH teﬂ(}rt\hw

capability to purchase even as he w shes. This can be achie
by either p(RRVpoiodesor beenty el the subsiviption n{odsy thetrmdiusensidsiribesrto e or

pur chasi ng t he . ent _as _soon, ,t 1.5 hroadcast ('inpul se node").
In the pref 8?9‘880183}96?}?%?’ Al F’o‘i‘b’e& Jthus gg@%%%&éﬁﬁ%ﬂ%ﬁcbg &y ‘i%ﬁ’é‘ﬁier or
not t Bey watgdidd MO%M%@I IrPfhc%efE’Ré/d Eﬁ@@dini&f, u@fto 960 commer&iSlLbfiees BB)/

vi ewers need not necessarily be subscri bers. Bot h t he

cont rol wor $esplécted drom actanquet afeohiannels.e In thedPayoPéruView modenthe iend sen is

Cont1 o1 AP R0RaLE A it B FRSBA ST  WR4H, S30 o B

al lows for bbeeitﬂeﬁpfeamuiﬁ@rﬁﬁfevéﬁt in advhie (PpreIbEcR mader)f hiebppeRRssiny theer | a
of the broadcast program The access criteria and control word are

transmi tt ed eventtasesogn@s ibisdmeadepsti (ignnmer made’). Jn she preforradkembodine, all
N TGS UM e 80 ElstAbdtE MG br nSP RV RbAh BPAEARRN &l Abdk bt

broadcast byoarsk PP ¢RsiersHdddl ot metddsaild dedubsdrita. conpri ses a 20
nunber of distinct conponents; for exanple a televisi OEI grigdgr anme i ncl udes
q o

a vi deo ‘Bashbemegntrol serd and thecasspasifaiteria areqised ab Fptitkmentand
so on. Each .C viee. | S kndiVvi

scranbl ed arg’gi ngtr?g %%tsae% %?Mgh bg@%gé;%% éssgée §mﬁe%lr %:gaqc,g)gsyitpoéx%eh%fﬁhi)%d
transponder p2égrdm; kthie messpge tomiine acbniol woddl @hictoatiowefor tied désefambling of
service, a separate ECM s required. Ir3r ogranme Transmi Ssi o

2
The il ti pl dheProgemm) nddhe %S%war?_pwe%?@%ﬁte BB ﬂéﬁeﬁgcveﬁ%&rlwgews
fromthe SA : - ;] i and
conpr essed aarwoRLEEHbGH uid SIbA e RN bR SRS B fika S
scranbl es  In this unit{ arE@Migrganereted perdryptechamd transiitedson tnthk emlilfiplexerammdes,
the encrypted EW 30 the encrypted ECMs as electric signals to a
transmtter e broadcast centre via |inkage 2010. The

transmtter 2008 gl@namits bﬂa@&e{sf— By BIBBhAGsShPpRESIn £ Watad¥rehfiComprises a

20 number of distinct compohcnts; for example a television programme includes a video

component, an audio component, a sub-title component and so on. Each of these
components of a service is individually scrambled and encrypted for subsequent
broadcast to the transponder 2014. In respect of each scrambled component of the

service, a separate ECM is required.

25 Programme Transmission

The multiplexer 2004 receives electrical signals comprising encrypted EMMs
from the SAS 3002, encrypted ECMs from the second encrypting umnit 3014 and
compressed programmes from the compressor 2002. The multiplexer 2004 scrambles
the programmes and transmits the scrambled programmes, the encrypted EMMs and

30 the encrypted ECMs as electric signals to a transmitter 2008 of the broadcast centre
via linkage 2010. The transmitter 2008 transmits electromagnetic s'igna'ls towards the



- 12 - satellite transponder 2014 via uplink 2012.

Pr ogr anmew8asapf2iron The satellite transponmrmﬁﬁmumecel yes
and processes the el ectronagnetic signals transmtted by the’
transmtter 2008 and transmts the signals on to the earth 5

recei ver 2018, conventionally in the farppof a dish owned or rented by the

end user, via downlink 2016. The signals received by receiver 2018
are transm tdaellifeQranggonder 2014 viaiuplia@r20l2d recei ver/decoder 2020 owned or
rented by the end user and connected to the end user's tel evision
set 2022. The receiver/decoder 2020 denul ti pl exes the signals to
obtain scra with encrypted EMVs and encrypted ECVs. 10

If the progﬁpo afinieR i%nrrbled that is, no ECM has been transnitted
with the’[‘nPEﬁcHnstnraﬁepmdémeowem/ adc prieessed ke drcomagrties t he
data and transfornms nal into a video signal for

transmi ssi orSigRals HpasmRitied HY%? "2832!2 itter 2008 ‘and transmits tthﬁEW’?Ls of tyihghaehi s

scranbt ed, e ng
S TSl | ARHEBCT EONRRAARN A H, R G4 Bish Bomed or rented B9 M GRAM,
smartcard 3048 duwilink 2016. uThe sxgihllsSrcsém&ds by neceivert201Si arg trzmsmﬁtebd to the
recei ver/ decoder e dau hter smartcard 3020 control s

whet her t he Btfgrafed F°°ﬁ§’§f/fl?Fé’%F’i rie wme or rented by theyend we5E BRRgted o
access the pHROLRA&Rys tElebRion &t rmgt | ¥Re Shetivks/deSodRa R0 &a% ultiplexes thet he

recelver/decoder 2020 to indicate at the programe cannot escranbl ed.
mgmletujohtmarscmﬂﬁemmgraxﬂmesrwghbm;rypthéBMMsmsddacwmndacMs;d t he

SOt 47,0 e e e I Ao B A
deconpr essedyaNPEGAN Stredd dhé Péc@xv@r/&édiﬁ@r 020 RkorhBresses the data aft¥&sforms
transm ssion to tel evisi on set ubscri ber Managenent

Syst em ( S\VB) the signal into a video smaaslfostmmssmatm@mn S 2082 ( SI\/B) 3004
i ncl udes a dat aba 3024 which 25

f th
end user files, cHmid Proga xB?nl‘ger‘ss Sermbie d:a‘ ‘P’Err}&cgacr WG, edttra s'ag (he
promotions), c&%&ﬁ@xﬁdlﬁg EONS froffPie MPBGL 3 stradf aﬂ@iaasseeaﬁrEttMQoem"daagmtcr"

consunpti on and aut horization. The SM5 nmay be physically renote
from dhe sAssmartcard 3020 of the end user. This slots mto a housing in the receiver/decoder
2020. The daughter smartcard 3020 controls whether the end user has the right to
decrypt the ECM and to access the prbgrannne. If not, a negative status is passed to
the receiver/decoder 2020 to indicate that the programme cannot be descrambled. If
the end user does have the rights, the ECM is decryp_ted and the control word
20 extracted. The decoder 2020 can then descramble the programme using this control
word. The MPEG-2 stream is decompressed and translated into a video signal for

onward transmission to television set 2022.

Subscriber Management System (SMS)
A Subscriber Management System (SMS) 3004 includes a database 3024 which
25 manages, amongst others, all of the end user files, commercial offers (such as tariffs
and promotions), subscriptions, PPV details, and data regarding end user consumption
and authorization. The SMS may be physically remote from the SAS.
Each SMS 3004 transmits messages to the SAS 3002 via respective linkage
3006 which imply modifications to or creations of Entitlement Management Messages
30 (EMMs) to be transmitted to end users.



Each SM5 3004 tga}nsm'ts nmessages to the SAS 3002 via respective |inkage
3006 .whi CWQ%‘ﬁsﬁ nodi fications to or creations of Entitl ene‘?‘ﬁ'rw{%%nt

Messages 30 (EMVB) to be transmitted to end users.
- 13 - The SM5 3004 also,{ransmits nmessages to the SAS 3002
which inply no nodi fications or %reations of EMVs but inply only a

granted to the e en or ts or to
that the endnedificativink lor weeatibas g EMMs tut imply only a chakgedasmr étieuset'sistate t he

SAS 3002 sends [essages (typically requesti i.nfornpation such as
cal | - back i r(f"i‘?‘f?&ttpdgc Bﬁ‘tg‘ﬂ‘%‘(%t’l"fi@%/”ﬁ?‘gﬂ’n@fi%H)q"s?row{‘ﬂé"@ﬁﬂn%@ pucts or to the o)
that it wll n@m&@ﬁi@ggﬁ%@)pn between the two i s two-way.

Entitl enent nagemnent The EMM i s a nessage
dedi cated to an individual end user (subscriber), or a 10 group of

end users, only (|[n gontrast wt which is dedicated .o one ,
scrant? ed progranélfe AfType r}aéFrségc ?Agg@%%@épwﬁ?ﬁe@mﬂbamwf%e
Sane {ﬁf&ﬁ}m 6hl asOlaliSbick FAGIARUSt BiRh rilatiofl) £ UiRNSNISMEURE, Of
end users. 'S organi sation as a group ains at optimsing the
bandwi dt h; tsoahat it will beespparent that cgmoupication betweenahe o s two+weay.eachi ng of

a great nunber of end users. 15 _ Various specific types of EMM
are used in putting the present invention into practi ce.

| ndi vi dual m,&ﬁ&gﬁ;hggﬁghﬁmeg@ggy@ms}subscri bers, and are typically
used in the provision of Pay Per View services; these contain the group
identifier and The EMMiti$a mpssdgei dedicated toeansindividuad end usert (sultscrjben)por a
So-called "G oup" .subscriptign EMVs . arededi.cat ed {q. grqups of,
cay 6" ncrOteS SRS S R oppitcith, L EER AR 5 edicdled ok
admi ni strat i fapitiled PiBEraMRRColPIdroN s@tesfv sca@nbledproglaMvhéPF parfbP Ui same
identifier and a subscribers' group bitmap. Audi ence EMV are

dedi cat ed t ccommeéncial afignlenEech group may containrg glvenfmymbegr fpénd bsersis dthivy a
particular o era

"audi ence" | ¥&H i“ {ogiaglaip%ﬁ/é)gﬁgsﬁ ;otgfiirxﬁ%ifpé?ﬁea ﬁi‘?‘@ﬁ?’?&%ﬁr a%ce%ﬁoéqqleﬁg\#p t he

A _ g , . . . :
change In an en r}gﬁ:ﬁélg% 3\?‘@ flso ﬁﬁsr#étsééxgﬁg%ésn& e Shtsh:goﬁdﬂ%k&afnha@gun&

sane canQee@i tBE réRingi Jfi £reaClimberofé@ld dsers2 " uni que” EMMi's
addressed to the unique 25 identifier of the spartcard. | L.
15 : Various specific types of EMM are used in putting the present invention into

practice. Individual EMMs are dedicated to individual subscribers, and are typically
used in the provision of Pay Per View sefviccs; these contain the group identifier and
the position of the subscriber in thzit' group. So-called “Group”l subscription EMMs
are dedicated to groups of, say, 256 individual users, and are typically used in the
20 administration of some subscription services. This EMM has a group identifier and
a subscribers’ group bitmap. Audience EMMs are dedicated to entire audiences, and
might for example be used by a particular operator to provide certain free services.
An “audience” is the totality of subscribers having smartcards which bear the same
Operator Identifier (OPI). Finally, a “unique” EMM is addressed to the unique -
25  identifier of the smartcard.
| The structure of a typical EMM is now described with reference to Figure 3.
Basically, the EMM, which is implemented as a series of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The héadcr 3060 in turn
comprises a type identifier 3066 to identify whether the type is individual, group,
30 audience or some other type, a length identifier 3068 which gives the length of the



The struc f typical EMMis now described with refer ure 3.
W fbf, typical EM . g%gggégg( {1,9

Basi cal Iy, which is inplenmented as a series of di a bits,
conpri ses a header 3060, the EMM proper 3062, and a signature
3064. The header 3060 in turn _c‘pprises a type identifier 3066 to
i dentify whether the type is individual group, 30 audi ence or sone

other type. AMMERA dbriollaNdaldse5070 Bpeialt HERGHD 3872608 2 ke

- 14 - pti1ona ress an operatOIy
identifier 3631ﬂ1fﬁ:lﬂ60'a4 k'ﬂye EMM propelr 3662 bf cmrseB@ﬁibs ﬁkmly%qdlir\;g)mntsa@ﬁé’. of
course varies greatly according to. its Fi nal | the signature
3064, whi ch Higally ﬁht‘ca@gﬁuar?’oé%v@@ iy &F@ga%ﬁr‘g\ﬁ Bgss Jong, ﬁ{smge@fa number of
checks agai t tadpt EMM 5

Subscrit bgrbﬁfﬁorgﬁigmg@%&&%%ﬁd@ 1Hi'n§|9da ) hb:)f:f:het Eessages
gener ated by e are passed via |inkage o the

Subscgl%ber Autbr;olr'lbzatlon Syste (SAS) 3802 whi ch in turn generates
messages UDSCIID el RNEIITIERAI0R, biipObhf t he nmessages generated by the
AS shown | n Flgur oo RREss e s OF Rt P ad
fashi on a neSubkcdimne Aoﬂhpntmoﬁﬂfﬁﬂcr(x|(SAISbe3QﬁZeﬁrdncbdneuuhncgemaﬁcs anﬂé&cs
machi ne)

onnected t.o, one or nore 0 f or data
Coeng i npucknelsdghE Tatat of e Messagr A Bneraisd By 25 DM 200 B o h o or
di spl ay of ﬁg&ﬂgﬂ}pgdgﬁmg ﬁ,gga st orage means 3056 Sone
e

redundancy in re may provi ded. 15 At the software
| evel 18 he SAS runAs shown lie figwetet, raedhehbmﬁwamerhdzvebmhaSASaMapmbes in known open

VMBS operating system suite of I t.ectur
docor P hed YR a ihinfoB OBt DHIo) AP Ricre e erhpEnant & PEG Packine)
under st 0od thQahedtb® t550hd H\Qﬁx%recﬂybgards 3052 for dhd ﬁﬁdi&dnﬁﬁlla}{d u't aecsrERbRd 1N

har dwar e. - I'n ovérview the SAS conprises a Subscription
Chai n area BYGﬁahBlsgiayéJmnsg(NDélsQGOS4 for dlspcbary eﬁmspmtl ipformatiomelad datel stovageenew

the rights auto eadl n Pa Vi ew Chain area
3200 to gi veé™f rT‘?Fttdss%f créf&‘l’fw 9‘2%%?% h B B Eﬁ%q%ﬁ”%}%’ 3300 for

passi mg EMVs creaAedaemsftwlafe 1%&1@&3&5!:@:&5 athe Praferbdicmbodasnt bR als@dard

mul ti pl exer and scranbl er 2004, and hence to feed the MPEG stream

with EMVs. |9peat K4S ppegaiing syptem, a suite of safpvase whosn architeaurers agwrisgcrivad Fi | e
(PPF) rights; '(fb ét}@wf@ re?éreﬁ "Y’&'ﬁ%ﬁca : g EQAPYL %Edgrgﬁood that tﬁé’g&f%&% odif

user's Persol er si areas are a
alteratively be implemented in hardware.

In overview the SAS comprises a Subscription Chain area 3100 to give rights
20 for subscription mode and to renew the rights automatically each month, a Pay Per
View Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for
passing EMMs created by the Subscription and PPV chain areas to the multiplexer and
. scrambler 2004, and hence to feed the MPEG stream with EMMs. If other rights are
to be granted, such as Pay Per File (PPF) rights in the case of downloading computer
25 software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
programmes, available as commercial offers in subscription mode or sold as PPV
events according to different modes of commercialisation (pre-book mode, impulse
mode). The SAS 3002, according to those rights and to information received from the

30 SMS 3004, generates EMMs for the subscriber.
The Subscription Chain area 3100 comprises a Command Interface (CI) 3102,



One function of the SAS 3002 is to manage the access right | si on
pr ogr amme¥0 984474?1 abl e as commercial offers in subscri pti ongﬁ@%g&g(}ﬁgol d as
PPV events according to different nodes of comrercialisation
(pre-book node, inmpul se node). The SAS 3002, according to those
rights and to information received fromlfhe 30 SMS 3004, generates

EM for th bscri pber. The S i pti ' 100
conpri gres af églhqu;y%rarl fgﬁr@;qaée@neg}ryexgﬁﬁ‘}\{) sc?vcr%q%)ﬁ,r zlz R’&ésg;gc%gﬂc?atgrr 8\%6?

- 15 - ' iccal Managenent (STM server 3104, a
Message Gen%}%,g?d?&%?fﬂﬂcﬁﬁé ﬁﬁg?%%sc and the G phering Unit 3008.

The PPV Chai n ar §he PPO0 Chainpares 8208 cofwptrises hx a{uthoriZtion Ser¢cdAIAS) 23202, a -
rel ati onal database 3204 for storing relevgnt, defails of the en sers, a
| ocal bl ackfalaions! database 33_8‘5958%0%?56‘55{ doae Sk sasos 146 blge
dat abgse, ap, (¥ @@26?,”[?%%%5%?%6?% 4866 for the datadb®eanBdér CRntrRi 48 Sehfr

Progranmme Broadcaster a Message Cenerator {I\/G) 210
whose funct (00S) 3207 i Seavdryfot RepgsammedBronticustet (SPB)1820R lashessage Genéatirn

A R S eI ST
Message Em E}f%ﬁ}ﬁ%’?@rgf%t described $0dher3A My wﬁta%Hth’%e?@g %QW e

Mul ti pl exers 10 and 3312. In e pre odi ment,
there are two METhe B dAmectd83300 montphisedvespapdity of MessageGEnmitters (MBs)06,

5210 10vs 33802 04 06 S DRrmATo s NHEPKEER SUBSI T 5518508 and

3308 are CORNEpigthdd BBl fddeare tWe MEs, BBOETAA! Y0 RS URMMessage

An interactive system 4000, al'so connected to the nultiplexer 2004 and the
r ecei ver/ de Epdenat2 3106 awithabe other swatMBs 3306 lapd 3308 Her BreoMdssagt Gramtatar and

partly in t ec enabl es -t he, e It e t..,th
various appPriht m%éargp 85 a2 %%%F%HWW ﬁaﬂﬁ&hl ﬁb@.cs 32%"4 and
Figure 6 shauwpg hhecqagbacdko afeCtifioeBeie of the interactive television
system 4000 of the digital television system 1000 of the present

I nventi on. The interactive system 4000 conprises in

overvjiew foyr maitnveée nts: an authoring tool 4004 at the
br oadcast CMMEF e) for enabling a broadcast suppl i er
to create, devel o jfi@Btikeiten®IDOGPASI EdrineefRS; o the multiplexer 2004 and the

receiver/decoder 2020 and again located partly in the broadcast centre and partly in

the decoder, enables the end user to interact with various applications via a
modemmed back channel 4002.

20 Figure 6 shows the general architecture of the interactive television system

4000 of the digital television system 1000 of the present invention.

The interactive systcm_4000 comprises in overview four main elements:

an authoring tool 4004 at the broadcast centre (or elsewhere) for enabling a
broadcast supplier to create, develop, debug and test applications;

25 an application and data server 4006 the broadcast centre, connected to the
authoring tool 4004 for enabling a broadcast supplier to prepare, authenticate and
format applications and data for delivery to the multiplexer and scrambler 2004 for
insertion into the MPEG-2 transport stream (typically the private section thereof) to
be broadcast to the end user;

30 a virtual machine including a run time engine (RTE) 4008, which is an

executable code installed in the receiver/decoder 2020 owned or rented by the end user



25 an application and data server 4006 the broadcast centre,

connect e¥Q $/43wE aut horing tool 4004 for enabl i n§CA/BEPH¥Id ast
supplier to prepare, authenticate and format applications and data
for delivery to the nultiplexer and scr | er 2004 for i nsertion

into the MPEG 2 transport stream (typicalTy the private section thereof to
be broadcast to.the end wuser; 30. - . ' I ' inel uding a
run tinme ergf GRAYUBEMSD- Gdgiser InFesriveauthenticate, déco\ﬁeértg%%taggﬁlgﬁc élclgt(rfé#al | ed
in the recehuPi0R6AGE nrlrily 2028 bfOthe 'eBdieet/dbrotidre26a0d forsexecution. The

16 - for enabling an end user to receive, authenticate ,
deconpr ess, engint $@8dalsg perisczesidents general-purpopg aPPURALIART-ki TG W@%m of

t he receiver/,decqder 20 f.or execution. ) engi ne 4008 al so, runs
resi dent, d@ﬂ%&&'&?ﬁé@%@“&&ﬁﬁ@?Pgﬁégﬁ%ﬁ;g‘%’é‘ngar“ﬁe 4008 i s

i ndependent of thedaemewarsicRHamiREr00] baweys tigdTrecaivdr/Becoder 2020 and thea
nodemed back channel 4002 between the recei ver/decoder 2020 and the

appl i cat i onapplidatitat zndglatassrves 086 toocnahlersignaly BRAVEIngISe serey HWortpdnses ver
ety oam at s e appticatign® i (BT SPRREL CAbOR Srddh 81 i e e Bnk ERTIAC!

stream at t eractiv

‘tel evision systemhopRéattde tkvRibn'syPRH 65drates asingiMagpliestiohs"okhich control  t he
functions of the receiver/decoder and various devices contained therein. 10
Appl i cat i ontheafunctions eafe thee detaivaridecedesi ard Ag0RuUE s devieaso gprigined| Higreina
"nodyle" is,a . .. set of resour [ 10! . var U may
be r hui redAPBII‘F‘F&QES 6% rﬁﬁrcsenf‘cg m tggg(pﬁ)%ﬁg éggg 8% g&ggﬁg%%’ g&o%?riwgoffseats he
recei ver / degQds rebSurée Filedr agk dspacseviersl modules maynbelutqsredAo thiakd epface” is
used to downl oad nodul es. Modul es may be downl oaded, i nto tt}e

recei ver / degprlisatioRo A "siemaie W2 0f F%§fpﬁ§%vtcf/g??@§hls Postorage space for o

t he purposes hiys | f.hcatd | iSO LEGE debmcaARt er
code for como(rag\e%'i ‘r% ﬁfﬁgﬁé‘{"‘evﬁé"ﬁ'ﬂ%ﬁ’;@%@g@o &%ﬁééf e’l;_t 21%1158 xélhgﬁ

recei ver / deggelic R0&Per/de@bde 2020 from thx MPEG-2 Waaspdrhetreamdl user positions
the focus of a renote controller, 2026 1(»?25 showmn .. . . i.n nore detail in
Fi guld 7) on a bEPE 8iF BBPRCE of dhis sperifi ’°§p?’ééﬁpB‘FatPHe‘S ePIER g{ EomRYET .
2022 and pressefy @oﬂt?d}\liﬁ?ﬁi’ Neef Yunclibfs GErbitkabds BRCIcaLi0E/McblertdDg0 bybE On i s
run. 20 n Tnteractive applicati on proposes nenus and executes
commands at ekdsple, when the ené gser positions the fegus of egrmatricqntrolieti2026das shavat at ed
to the purpose of the applicagtion . plications be eithe

resi dent apph MOa% fi?fﬁ’i In B e ?)s?n a byter obirch %@gﬁa@? grreen of the td%?f SRES

ot her non-v ' r ' SRSt a8 nied wiBide baftoRisoRgdcast and
downl oaded ?g?%h{lﬁg%%%%algﬁgﬂﬁ?{éﬁy %1[ alt he recei ver?dec%der 2020. 25

Exan®@0es of appl iAmmintemstiver application proposes menus and executes commands at the

request of the end user and provides data related to the purpose of the application.

Applications may be either resident applications, that is, stored in the ROM (or

FLASH or other non-volatile memory) of the receiver/decoder 2020, or broadcast and

downloaded into the RAM or FLASH memory of the receiver/decoder 2020.

25 Examples of applicatidns are:—

° An Initiating Application. The receiver/decoder 2020 is equipped with a
resident initiating application which is an adaptable collection of modules (this
term being defined in more detail hereunder) enabling .thc receiver/decoder
2020 to be immediately operative in the MPEG-2 environment. The

30 application provides core features which can be modified by the broadcast
supplier if required. 1t also provides an interface between the resident

application and downloaded applications.



An 'Wdéﬁz&kﬂg Application. The receiver/decoder 2020 is~SgpdRREG W th
resident initiating application which is an adaptabl e

col l ection of nodules (this term being defined in nore
detail hereunder) enabling the receiver/dggoder 2020 to be
I medi ately operative in the MPEG 2 environnment. The 30
appl i cation pgovi dgs [ a
supplier if réqw r%dSﬁﬁgls(ﬁ 0 %Ecgl\sll esﬁg?lﬁékﬂg%?g%gh%%‘?ﬂg{e?% %’Efe?c%’g.
application and dodownladést a'makxderat toorum. on the receiver/decoder 2020. This apphcatlon

- 17- A Startu lication tartup a atjon al | ows
any application, ' ePEtheas a boots ra xecute m‘@g&zda 5?”5)@35’8(95 €T 0o Stafhnthen
the recei ver/ decodg %p&%&l. §th9 A AOWERLAG into and thcrefor@@%x? beSuplated

n arriva

boot strap executed service Ih order to start
appl i cagi on. Start egsilys Itdcambcaaohﬁmgurcﬂ so R¥aY thndntehetive @pplicaionb evejabit ed 5

easily. It can be conf | gur at the.interact.ive | i at i,ons, avai |l abl e
on r?ﬁ’é °€ FCtp ag%pgbpggerdﬁgn?ﬁﬁg fcﬁéPme?gmgeﬁ’el y

af ter downl oadi ng 9 rcloadmlgsh} the ca fo*f‘?frel@?}cﬁh@%h%phwlohh@ 16884 igfo t <,

prel oadi ng, the app |c tlon oade i nto menory
and is activated bynenirey 024 tang 13/\bnarvateekp1;r thedktartup when required. A Program

Gui de. The Program Gyide is [ ctive Ilcatlon ' . .
gives full infor mat't gg%u{}aﬁp 3&‘ g™ t‘eksaﬁwgterquﬁgypgwgn which

i nf or mgi on about, %ﬁ% esktich t&oaY nhRg! FgreS
channg‘llEi a di g|t f‘ggﬁgl on %nuqugt %gglglepre si ng axﬁxﬁgréon tﬂg rgﬁﬁte
controll er 2026 t Imufosmtxa:saboua(sap,ssmmnk'addeumoscpregtamrmsepﬂoaldctdcnn tdvh

event sho t.he scree t el EVISIO set 2022. This
add-on screen is achﬁ‘mcp of a &gltal tcleB?sb‘Ws e\E/hﬁﬁ dlcﬂ‘fcé‘?%ta % 8R g gemote

current and next evwgpkSIL?2086GHRe Eﬁ@ﬂi&@'ac&fsses an add-on screen, ovteﬂﬁldddrgﬂhte%lvcﬁv
bouquet .- By depressing anot her key on the renote control | er

2026, the end user showrswetheascregmpbf ¢he itelavigioncset R02BI dpis add+aa serken is a

i nfor I Oon . . on_events r one wee user .can aI

searcmnd sort ev&FQ¥se&Yine information on the CUTCR S %‘H{gcgﬁgf 8&%@5%3,}1}1?1?

The end user can ahgddRGEETY BduqRet. By derressded afbtB& key on the remote CdaoRer
A Pay Per Vi ew a%@tlﬁl cati or?(a Tr?ely pa‘f}’eégév i ew Apgl ication i s an

i nteractive 2026, the end year apesssenAal 4P@bF@}9“o‘ﬁh1§_héilfﬁphWadlféﬁﬁélmmatt%e
digital TV bouguet on.rthvgntg oyer, ong week. THO Shd BEe!' Al o Pealéhea&fﬂ% 81?%1

access system 3000. r can CEess I cat'i on

using a TV guide 0rs1rﬁ%9l 31aRe cudbaivee tritefd0The ombhidey cart 4160 2&ress directly a selected
appli ca?fol on starts au omatlcal |y as soon as a PPV event is detected on the
PPV channel.

° A Pay Per View application. The Pay Per View Application is an interactive
service available. on each PPV channel of the digital TV bouquet in
-conjunction with the conditional access system 3000. The end user can access
the application using a TV guide or channel browser. Additionally, the
25 application starts automatically as soon as a PPV event is detected on the PPV
channel. The end user is then able to buy the current event either through his
daughter smartcard 3020 or via the communication server 3022 (using a
modem, a telephone and DTMF codes, MINITEL or the like). The application
may be either resident in the ROM of the receiver/decoder 2020 or
30 downloadable into the RAM of the decoder 2020.
® A PC Download application. On request, an end user can download computer

software using the PC download application.



channel . _Th /%r‘\‘% user is then able to buy the current event either through

hi s wo 38 daught er smartcard 3020 or via the conffe™MERH{®YT server
3022 (using a nodem a tel ephone and DTMF codes, M NI TEL or
the like). The application - 18 -y be either resident in the
ROM of the receiver/decoder 2020 or 30 downl oadabl e into the

RAM of the qgcodeg nvefdaBine Browser agplication. ﬂéﬁ%@ﬂﬂﬂr@@&r%ﬁﬂhég@?#&ﬁ@gn@g

request, an end user can downl oat” conput er usi ng

t he PC downl oad appydlicatides broadcast of images with end user navigation via on-screen

- 18 - ’ : A Magazi ne Browser application. The nagazi ne browser
application corrprt?“é'@§s' a cyclic video broadcast of imges

with end useg nav 7 LRioAN TRE R application j ferabl Ribhised with

A Quiz appl 'ie‘(;at [ o%%%gjﬁagﬁoapp | cat i (a)%p ?cs? lgrrl el? grrea%ﬁay yts)%{‘::ﬁr o%igiﬁsewél1 vviat h a
5 5 brirasticastt qujai prograogueanfie .anAsxamplex amitiple alicei giestiansoamrce
guestions are n.t.he the tel e\{iczi on

) di spl d .
2022, and the usefisRiaypdsen &he scékgrp of thie television ﬁ%éﬁg{r}]\%g;‘%é‘ﬁﬁgc@hg Bt e

control ler 2026. JRGeflutide apPlehiond EQitrotaN202%. O 2 application can inform tHéSer
whet her the answer is correct or not, and can keep count of the user's

score. 10 . user whethet dchanswends sppeétcert nasnand gam keepegeunsiof thé users
t el eshoppi ng application, of fers of goods for sale are
transmtted to t h&¥%%cei ver/decoder 2020 and di spl ayed on

the tepevisi gn 2022relldpb gg LAE@E@&E‘{BB.%C&% ERIRE ,ofttﬂ@tdl’&;ﬁbp;ﬁﬂ% application,

select a particular ite The order for the itemis 'sent Via the
modenmed back chaofie of0ge0ds fot Iseleaamel iransmitied 40 dhelateeivmidecodes MP200andt 0 15

t I ySt t he tel eph | whi h d | oaded
Co the recer ver/ COEIRER haus R PRZAnOoradee FEaELalE: Aot gaf or o

credit select a Gaftftukhi €din NRSbBEEThe NrBEL 6k iR GteNgs Qbntt bR aRr d
readers' 4036 of the recei ver/ decoder 2020.

Tel ebanki i ng app! nodemmad bagk channek 4087 G applicatianednsnddts serapmpAQQsaen ton,
the 2

s036 0F the @ soostit OO R BARERSRL ubBbOor Ak inal BEof RpdaloRRdr

2020 dials up thetgkaekectiveiBkcoder, possibly with an ordefto\gebit the hedpffr AdRS
stored in the bank card or stored in the recei ver/ decoder,

and then the appl Fardt Whishphasy bepais inseriedviiato ape fodicihei ¢ard srepdnre (4036 of the

can be sel ected u?ejc@ﬂc}/&%oﬁgrr%ﬁ controll er 2026, for exanple for
downl oadi ng 25 via the tel ephone line a statenent of account,

transferri ngef undg Delebaming application. In one example of the telebanking application, the

20 user inserts a bank card into one of the card readers 4036 of the

receiver/decoder 2020. The receiver/decoder 2020 dials up the user's bank,

using a telephone number stored in the bank card or stored in the

receiver/decoder, and then the application provides a number of facilities which

can be selected using the remote controller 2026, for example for downloading

25 via the telephone line a statement of account, transferring funds between
accounts, requesting a cheque book, etc.

° An Internet Browser épplication. In one example of the Intermet browser
application, instructions from the user, such as a request to view a web page
having a particular URL, are entered using the remote controller 2026, and

30 these are sent by the modemmed back channel 4002 to the application and data
server 4006. The appropriate web page is then included in the transmissions

from the broadcast centre, received by the receiver/decoder 2020 via the uplink



account swg ®adest i ng a cheque book, etc. . Anp pESENEL 1 BT owser
applicati-on. In one exanple of the Internet browser

application, instructions fromthe user, such as a request to view a web

page havi ng a particuha19URL are entered using the renote
control |l er 2026, and 30 ese are sent_ by the nodemmed back
channel 4002 t o 20A&, tippApPRdari 20 4and Qﬂi"(ldmk 2016, and dlsplayeds@ﬂ Ve teloyision The
appropriate web e is then included in the transm ssions

fromthe broadcasSt centre, received by the receiver/decoder 2020 via the
upl i nk - 19 -

2012, transponder 2014 ‘and downlink 2016, and dj spl ayed on the television
2022. Applicationsxgrp stased inomemers: lacationsiin; the segedvey/degeder 2028 and)  he

recei ver/ dqgég&rmgcpgsorc@ og fles, The xre'§ é?i'i'és él}n?%lsreaﬁgb‘ﬁ]g%b&éc ﬁés?cnylﬁn

resource fi S conprise J EC ESCI’I ptl

vari apl es hinixcHlesinvaridbidsetsiock Gait file| invirustion eéqente iitss, applidationtfiles ahd | es
and data files. The graphi c object description
unit files %@kﬁbe t he screens, the man-nachi ne i nterface of the

appl i cation. t UL es
handl ed by t he app féﬁ@rﬂ:@ﬁ e@ﬁ;ﬁc@&ﬁisﬂtnrul?féﬂtélgid%gﬁﬁéF]Cgsc*&ﬁ%gﬂ%gmsa (ﬁ;rfng{?ﬁxki%
processi ng inferface of thamppﬁtatms’rhé vaﬂilaﬁaleqoubclc ahit diles deBbgba il datastnasturdes | es

provide the entry paints for th plicatj.ons. The
appl i cat i orangisAshY thet BRPLCRIqm| Jhevays%%sssqwa flpy describgcthe psosessing

i br | i f |

i 1eD ana BYiope.cf T prlRdtfors! | B aﬂﬁ?ﬁ?"e%‘&ﬁtﬂép‘ﬁf ?3‘5? PR 1y

obt ai n on- Iapvphcattuna by effecting inputs and/or outputs. The

engi ne 4008 onIy ad I nto ry..those resoyrc f|Ie | t. needs at
Ol ven t e, Thewlt BRiGPucon it ab Fib FoF o oo B Elh sty iegh Horery
descri pti ongdg)i fma lﬁc files, chaiact&smnt Bds! U6louP Rabi€ Q&N SRd FASCH RdERBP! Agat i on
files; variabl'es uni t | es are stored in nenory following a

call to a pntaunﬂnrcepplmatxbnaan algo obtdin en-lineddatzbypieffecting inputs dnd(dmdtpultser e

until_.a specific.call .to du or unl oading nodul es
& et card Fact T goginy 8o oy oulyinic ti mEmsRy ke TG pleR A Bieda st
Figure 8, egghn @itk UTREseOlesdu?e Fitest £8)196S HonP€he Bhdphic object descHffiGd ange to
the preceding figures is provided with a set-top- box 2019 i ncluding a
files, mstructlon sequence files and application files; variables block umit files are
stored in memory following a call to a procedure for loading modules and remain

locked there until a specific call to a procedure for unloading modules is made.

20 Credit Card Facility for Set—po-Box

With reference to Figure 8, each end user of the system described with

reference to the prcccdixig figures is provided with a set—top~box 2019 including a
receiver/decoder 2020 by which the end user can interact with the digital satellite
‘television system and by means of which products selected by the end user can be
25 transmitted to the user's television set 2022 or the user's personal computer for'
downloading onto it. .
The set-top-box 2019 houses, among other items, the decoder 2020 and the
modem 2021, the decoder 2020 including a memory 4022.
Slots 2023 and 2025 are provided in the front of the set-top-box 2019 into
30 which a smartcard 3020 and/or credit/bank card 3017 may be inserted, respectively.
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2019 with the sﬂg’#s %aaﬁagf%gﬁﬁgé%nﬁé%ﬁgss ¢ {7 ProYiding he sz fPTRES der t o
enakyige 2019 withthe 512 12005 @0 S86Uciat HiRakOwithirei@ Gbca drficbbter Sy ShivRe @S @
whol e. The recei ver/decoder in this enbodi nent includes a -

convent i on&tc wisreproeesger 3017a to interagewitbdhe wysteh ass wholer overal | control by
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interaction with ' the snartcard.

can readi | detiee,| whiskds tgder ofarallidogtrobby tHtesaplerproeasser which cverbetd &dol
credits. , This interaction involves the credit/bank card in
ef fect bei R§dIpsdineg angpoaHols dnteraction with ghe gmattestd. i Inghisovaye debitinstyuctionpi r y
dat g s<and V\%g Fis [P0 QY T g A i ' | 3G ... hol der has
beeﬁlsexcee edptg‘rc]lgg!t’b %elﬁﬁ(t%g t{):leéﬂla 1{’ eﬁgf:}%o%ﬁ?&?%& %Pcaﬁa{twgalccgf%nsrel ates (via
i ts microproces&his inftera¢tidnsinsolyesmtiecaredit/amk tdrd inedffecabtinpdnteidgate@tavor k)
for the 20 . mount charged for th roduct selected. In the case of a
" dunb" - mag FEEPSh gHthepticity, ekpiry date,and, WssE iy redit Simitjasspaated with it
Figure 9 ihbiet hay Ben! dkcidRd HaEMRAN 6 &bt B | &g to
enabl e ) _ the (r:lr egi t/ bank card SO{L@%%&Pn%@%;{@?H\}MWh&?%??ﬁ e?n t he
obj ect of ttemjsreprocessar et iy a smartcard and the geledant fbhankingi adtweeufor ttite Thi s

pr Otﬁ)cm | %m%%xsxte g:a?é‘edt Po?' the 8rto ﬁgtl scPerc(tac’,Sél(.a nltnl %e uc%seedo. 2 "dumb" magnetic card, a
similar procedure is adopted.

Figure 9 illustrates in diagrammatic form the protocol which is used to enable
the credit/bank card 3017 to interact with the syétcm, the object of the protocols being
to provide financial security. This protocol is based on the protocol presently used in

25 the MINITEL system which operates in France. -

The protocol operates in rclation to three distinct areas, the end user or
subscriber's termination area generally indicated at A, the system provider's area,
generally indicated at B and the bank's area generally indicated at C. In Figure 4 the
areas A, B and C are intended to indicate the operational division of the system réther

30 than any physical characteristics.
As indicated earlier with respect to Figure 8, the user has a credit card 3017

which includes a microprocessor 3025, in the form of an integrated circuit chip. This
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3029) and ﬁns for processing data relating to authentication and
integrity gg iown at 3031). Area A also includes a public key.

The area B whi ciTheSred Bevhidhie vadet the kcostioltdfehsysteipioviter tietludes elel8MS t he
SMS 10 3004 and conmuni cations server 3022 described presently with

respfct t 03PP4and sommunications segwer 30221descEbed, piesentlyowith respectntel Kigereti Ler ypt o

server 302 i i (= o C b i . The
area C i nc%ﬁgsﬁgm&gﬁgg@ Zgénﬁ?ﬁﬁgﬁlﬁéé/? %{fﬁo 583? 3@;%?%15 ubcgm(orantg%g?/gtcof
whi ch are %Bpwn at 3033, 3034 and 3035. The network 3032 incorporates a 15

t el epayment manager 3036 which incorporates a "npther" k 3037.
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ing th it 0,7 24 | i-aad w ; 9
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car rifi ng otélepdyenquaymanagers8036 which incorperateasi 'mysther deyilogd7t he rel evant EMM
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20 2020. .
| nsertion of thelPesYFHPERCEr °V€'P_E°‘dw 1478 BTG H 8 sgrfgée f’é‘é’é‘?‘%‘i’%@‘ﬁ’é’_&ep
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to be noted tf%gtﬁ all of the st eps t!pl cally occur 7in real tine,
unl ess ot héheviasrowst indieteh Bicomarious steps involved in carrying out the payment and
releasing/injecting the relevant EMM to be received by the end user's receiver/decoder
20 2020. _

Insertion of the "sn'xartcard"'. credit card 3017 into the receiver/decoder 2020
causes the following to occur as described hereunder; it is to be noted that all of the
steps typically occur in real time, unlesé otherwise stated below:

a) Initial information is collected from the card 3017 by the receiver/decoder
25 2020. This information includes the card number, information on the card
validity date, the cbuntry language, the money unit and so on. This
information is loaded into the RAM memory of the receiver/decoder. '
b) Once loaded, a check on the information is made. If the information is
correct, the procedure continues; otherwise the transaction is aborted.
30 c) The user’s PIN number is entered using the remote controller 2026, in a
manner described later.

d) The card verifies the PIN number. If the number is correct, the procedure



I ni ormation is collected fromthe card 3017 th

recel ver/gj&egoé“gg% 2020. This information i n%&ﬁw{]ﬂycard
nunber, information on the card validity date, the country
| anguage, the noney unit and so on. Thigg — information is

| oaded into the RAM nenory of the receiver/decoder. b) Once

| oaded, a check @BnfidiRsi M &icoRbOthel ardBFvides| sdyl@wb b AhdBifiRRer! sitempts.
correct, the procedure continues: otherwi se the transaction is aborted. 30

c) The user' s IPthe mumbssris sl énvomeetdon) iese) further raétemipts, St the tHapsaczion6, i n
a tm}_ge{aer described | ater. d) The card
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limt. d?le%gn‘i ec{}t gﬁ%ﬁr ve (i.e. not over the relevant limt), the
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neans of a [)ot ocWithwhisdifornstion; ki ¢ardnsmptitenn fast memeritegertificate validating
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1) 15'he transa i X d

i) iI'he card i gﬁl e%gédfrfbgl @%&SV& é rg{bgb?g%%&hgf%?{éké P{S?%Mr?o@?%eg?yr’ abl e
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k) Connection is established with the co nj cations servers 3022 of the
SAS Benera 0oty HEAiSe “OHCh R OYTIGUBh 40 9508 RoFeR iRaFaibo s

1) In ordgr fofnd gmsanl dekilsdE Woiffentifo Bk bhXicLRRISARY, @ random number

(or

i) The card is tumed off; thls is important, since.it is not desirable that the card
20 be kept open for any of thc further steps.
k) = Connection is established with the communications servers 3022 of the SAS

3002 by means of the modemmed back channel 4002.
1) In order for the receiver/decoder to verify the SAS, a random number (or
ALEA) is generated by the receiver/decoder-and sent to the communications
25 servers 3022.
m)  The random number is encrypted using an encryption algorithm by the crypto .

server 3023 and sent back to the receiver/decoder.

n) The receiver/decoder decrypts the random number to check that it is correct.
0) Provided that the SAS is verified, the SAS (and in particular the Order
30 Centralized Server 3207 (see Figure 5)) checks with the SMS 3004 to confirm

that the particular subscriber is not on any blacklist.

P An optional check is made against a database held, perhaps, in the broadcast
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rel evant the selected PEWKpR3d3at o8 highhé tebidion tset 3000 o€ tb i‘caiwrn@am&nt
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20 u) Not in real time, the SAS sends a signal to the SMS 3004 advising of the
transaction.
v) Not in real time, the SMS sends the transaction information to the relevant

bank 3033 3034 or 3035, to advise that payment has been accepted. The bank
takes the necessary action.

25 Details have been provided above of how PPV or PPF can be implemented
using a credit or bank card. In addition to this, the same bank or credit card reader
can be used to authorise other transactions, for example purchase of goods or services
in association with the Teleshopping application and to enable the end user to view
and modify details of his or her bank account in association with the Telebanking

30 application.

Remote Controller
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the number being tfansmittcd, in particular by calculating a random number sequence.
20 Encryption is particularly important in the context of using a credit or bank card with
the receiver/decoder.

As far as providing security for the transmitted PIN number is concerned there
are a number of ways that this can be done. In particular, various protocols can be
adopted and various different ways of actually effecting the encryption can be used.

25 Reference is now made to the description of the system with reference to
Figure 2 and in particular that part of the system which involves the so~called mother
and daughtcl; smartcards. Reference is also made to the schematic diagram of internal
components of the receiver/decoder shown in Figure 11.

The particular features of the hand-held infra-red controller of relevance in

30 the present context are concerned with the accessing of the daughter smartcard 3020
and or credit/bank card 3017 by the receiver/decoder 2020. The receiver/decoder 2020

is under the control of control means 2100 which is located in the decoder and is
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message i s display requesting the uSer to enter the random nunber into

the 20 messager 5 displag©® Gequesting the user to entefhthedrangdomy ngmbeniistontheber
and associ at ed. mal?saz%a is indicated at step 501.
controller 6.

The display of this number and associated message is indicated at step 501.
The user then views the random number a,,3,,23,3, on the television screen
2022 at step 502 and enters that number into the remote controller 2026, at the same
25 time as depressing the Mute key 2032, at step 503.
In the preferred embodimcnt, cﬁtry is by means of the numeric key pad 2034.
Alternatively, entry may be by means of any suitable input means such as by voice
activation.
Again acting on a message from the television screen, the user then enters his
30 own PIN number, using the numeric keypad 2034, into the controller 2026. The PIN
number is also a four digit number c,,c;,c;,c, and is the PIN number which also

applies to the daughter smartcard 3020 and/or bank or credit card 3017. The steps
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activation. Agai n acting on a nessage fromthe television
screen, the user then enters his 30 own PI'N nunber, using the nuneric
keypad 2034, into the controller. 2026. .Th nunber also a
four digit nunmbemede¥s P H’[VQL"F]; the gonoliey ZP% 1, fffest copybinipg N‘%Wf’og)r” I%hi ch
g;g 2017 digit o8 n@xﬂsérb %,,az,ég,ag hfd d2eghtE o SrBatGAE HRAMANHUPLdiBR Hiner CT €di t
-26 - QJZQJ4 503 and 504 are carried out while the nute key 2032 is

hel d depressed

t he . . The pe es the
cont ol | er 2026bﬁf"ﬁ f‘B& lgb%'dﬁﬁlﬁévbﬁea%a‘iﬁd@}"“?atcywxl HOW% %ﬁ nmber s
aferr]. alerr], alaen lof aheuidis a8 Larliéd in ﬁicegaeﬂe %?rt{&:&fé%&f&]ls tnewpmgiuce
t he encryptedfour- 1git [err]tlerr],t[err],t[err] 5
The way i nmddech digiet,di gits t[err],t[err], t[err] and t[err] are cal cuI at ed
will now be descrlbe its is cal cul ated
in the same way 'biftc? E‘@%aéerdeﬁ%‘ the digts *br’ﬁ“)‘}‘ & in accordan%\aigh s HPGFS %Pt err] .
tferr] is calculated fromthe digid g, af @)thodAd clerr] in accordance with
t he expression: tlerr] =
(a[eldr] + oflmm]r)xoqlrﬁl[mcm}smatlmc base 10vmeadule b, #0¢,) isctaken; tihather wordmse 10

Coni 11 cantbaigr b pieh bl BEGPund BhdthntR Flegen, 17T

As i ndi cat ed earAd Rbicaledichdicr Sialilad calchlaA6nPdre nitiden kddpe@ PGt amd t,, The
t[err],t[err] and t[err]. The digits c[err],cl[err]c[err] and

c[err] are digitssc;sh,phandeti s thus ciphesesk %g%ﬁawaéwﬁréﬂgaﬂmthem mteseepbioniadn as
2 Tesultof, 105 LPER! £ SAPLERkAR d:bBRRILL WL Bel Ao BBl RN © e

decoder 1527
i ndipated &@p2B05 in Figure 12. The encrypted nunber
tlerr],t[err],t[err],t[err] is then transm tted fromthe renote controller

to the decoder, Thsi SemmisheesshbRshisiipdicated 26485 iim Frgwgeirle- 12.

U f |
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clerr],c[ ertb]thsbecroﬁ]:r,, (t}[uelbél]ng shbwa msw;boﬂm imyFigatecld.at i ng each of the

Upon receipt of the encrypted four—digit number the decoder in effect extracts

20 the original four~digit PIN number c;,¢,,c5,c,. This is done by calculating each of the
digits c,,c,,c;,c, from t,,t,t; and t,, this step being shown at 507 in Figure 12. The
calculation is performed, with reference to digit c,, as follows.

¢ = (t; - a; + 10) mod 10
A corresponding formula applies to the other digits.

In the case of the daughter smanicard 3020, the next step is for the

7

receiver/decoder to compare the extracted PIN number with that already stored in the
“decoder and representative of the daughter smartcard 3020. In fact each of the digits
€,,C,,C5,C, are compared in tumn with the corresponding digits stored in the decoder.
This step is shown at 508 in Figure 12.
30 The final steps shown at 509 and 510 in Figure 12 involve access being gained

to the system if the two four—digit numbers match (step 509) and access being denied



digits c%%[)grg]“&gerr],c[err],c[err] fromt[err],[err],t[errdec 7hob BB 1

this ste I'ng shown at 507 in Figure 12. The calculation is
performed, with reference to digit c,, as foll ows.

clerr] = (t[err] - a[err] + 10) nod 1Q_27__ A correspondi ng fornul a
applies to the other digits. 25 In the case of the daughter
smartcard 3 { ¢ for the recei ver/ decoder to
conpar e the9§§F¥g@?gggﬁéﬁfﬁsﬁ%%$DMAth that already stored in the

decoder and repr &s ¢t @ist é tef barkeordaedjhtand IAr havamglits 0@ migropracessen(zh of
the digits cletx],clerr],clerr],c r re c in.t ith
t he cl)?lrespmaﬂafi a$xagxit£ar§"§1§r@gf%mphp edu O;agtl%_[l.olveg. S?é}})géﬁ?%cl g’fté%gel%sw
shown at SO8p{hybidichaléed Bhe smartcard for colfinle! 43 WA (BOPIN rinbedf and

510 in Figureée I nvol've access being gain . 0 the systemif
the two fouraldd.gilf itnisnibep SOt aithdriatipn F00}hearctk vant tassdstipmgs geimeddnd a

- 27 - I f they do not patch (step.510) e e I he
case of therelavaat Jfirgt) Sentiticatg, is seped, ﬁ’g\ﬁseﬁg”lﬁ‘g aBRYF- mi X rib g5 oL stsP %]laPS=
so-called " rts fferent procedure is followed. In step 508 the
extracted %mo}&ﬁh&%d%ﬂ%‘g'er I's passed to the smartcard for checking as to
whet her the PI N rithgtveay inswhich the stepsa$03dto 306 are eixscited ®pll 209) be desctibed mat i on
for the relevant, transaction i s g)iligned &EP a . b rel evant (fi rstﬂz
certificat e mereidgtailavith rgargde ths fllgwingiable nWiich agayfa@yfrutady 284 By are the

aut hofyj zat i g { e ich is between "0MGnd@Y" | B WY Gfdr hhigastt SRSmRES O
506 g];de exe?&%@%‘%gﬁ%s %S\l}vogewﬁggéﬂ)%ege?n 8 . nore d(rat aiIa with regard
to the foll doktog 2038| during tifei fllowing steps shown in the table the unfolding of the

oot i codssaeaeh Kbk ol i ShLbiEsR b TepeRts thE WIS sBeruply s
the nute noted th?tﬁgﬁ 94 MPS 2084 tRGsiiteed @ﬁn%dc@gc &h BRSpa¥Of¥he uertdfand abl e

the unfol ding o sequence is halted. It is then necessary to

reconmmence tMetewteyl e operation. It is noted that the trial Mite

code is transmtted upaon release on the nart of the ysor of thg
Mite key. 15 BUTTON SEL }'f,:" SEL B R TRANINITTRA TTED B
CONTROLLER € | CONTROLLER
Mut e Mite + (al ) None
Mite + (aferr]) Mute ' None Mute
Mute + (a,) : None
Mute + (a,) . None
Mute + (a;) None
20 “ Mute + (a,) None
“ Mute + (c,) t, = modulo 10 of (a,+c,)
Mute + (c;) t, = modulo 10 of (ay+c,)
Mute + (c;) ) t; = modulo 10 of (as+c,)
Mute + (c,) | t, = modulo 10 of (a,+c,)
25 None (release Mute key) Mute

With reference to Figure 13, there is herein illustrated a second encryption
protocol which is basically the same as that already described with reference to Figure
12. However in the protocol of Figure 13 an additional security step is added.

This is shown at 511 and involves an additional random number being stored

30 in the memory both of the remote controller and the control means 2100 of the



Mite + (a%) None 20 Mut e
+ (ad) 0 98/43427 None PCT/EPYT/020{it ¢ +

(c[err]) t[err] = nodulo 10 of (a[err]+c[err])
Mute + (c[err] t2 = nodul.ggl0 of (aferr]cl[err])
Miute + (c[err]) t[err] = nodulo 10 of (a[err]+c[err])

Mite + (C[er tdokiver/decoder 2020. Such® fimber sl on 32t 8 sloréEtyplcan) ¥hlyl on ARt
None (rel ease Mite key) Mut e th

ref erence tou$d glithe codfrotlérere is herein illustrated a second encryption
protocol which is, basically.the sane as t, gl ready. .described w th
reference to Fi guggls acfcﬁlt;or}al faﬂ%?m Ws?fe‘ilﬁﬁwah@ ‘?IBE%W%ftg?iﬁéﬂrrémioén an

addi tional s ' eR. i Ca t ARk Shé $ et 1
and invol vesﬁg?l%g%g’i’%?a'ﬁbﬁ ginycjigfrjnNI rxllﬁrrlr]t?gl; cb'(é?'l’- 54 s? grmed 30h n&@ﬁ%@ﬁ tﬁneb%%

menory Sbot h oft,tlte renpte controller and the control means 2100 of the

-28 - recei ver/.decoder_.2020. . Such .a nunber uld in, fact be
stored typically ﬁmaﬁ{{ufq §tt5p_51% t%creby LP§%V1§7S ?‘ﬂ‘gnﬁ"dﬁ%“tiﬂ‘iyew‘“ compated

Thi s addi ti oRaty m@%&%amg‘n@[gy_r] ,dlerr],d[err],d[err] is conbined with
the first random nunber aferr],aferr],aferr],aferr] and the PIN

nurber c[err], c[ efigyre[léillysirafes arthird enqsypsthncprotagel whichipsubstantiatyethe same
tlerr]tferr],t This additional step 511

t her eby pr oviaa%ggr"ré%ﬂggpg’réé‘li@e%&wﬁ St#ReH 2c onpar ed with the

protocgql of FigurgpkBis protocol the remote contfdl@HE Snekdork! 2033t KRt R -AofeBiihdt a
encryption protocol which is substantially the sane as Figure 12

but with a ffeurrdigitsewpbdie,e,, 948, Which is characteristicrofi th Sdentidy of that tpagiquiatot e
controller's _nmenpr §0§6 pre-stored init a four-digit- nunber
e[err]e[err] J&PR r%g,n PEFY ich is characteristic of the identity of that

particular _ This a88®ibAalCidBhtit)| hlibez (i Ccombined at step 505 with thei Bndom
additional identity nunber is conbined at step 505 with the random

nurber a[ er r nuajber ra},asd:e randathe ruspr'sufiNt Bsnbesee;) %, cRe Nt grasiuee the encrypted
c[err]lf[err]n?u berE]t, flL,err] to produce the encrypted 15 nunmber
t[err] [ err PFTEE M 2B err] . The control neans 2100 of
the receiver/ decodie &4l haans B0sofhe k&deivet/decoder 2020 has megidtwhetetutHaer

of the specific renote controller e[err],e[err],e[err],e[err] can be
conpar ed wi t Hd¢giiy number of the specific remote controller ¢;,e,,¢5,¢, Can be compared with that
of the receiver/decoder in the system so that, if it does not match, it means that the
controller is not the correct one for that particular receiver/decoder which means in
20 turn that the daughter smartcard 3020 and/or bank or credit card 3017 (as the case

may be) cannot be accessed by the receiver/decoder 2020.

Although Figure 14 illustrates the addition of the step 512 to the steps shown
in Figure 12 it could also provide an additional step to the protocol shown in Figure
13 thus even further enhancing the security being provided. Thus the encryption
25 protocols illustrated in Figureé 12, 13 and 14 provide successively increasing degrees

of security. | | .
A fourth encryption protocol is now described which combines the additional
random number feature and the additional identity number feature described above.
One particular advantage of the combination is that it pcﬁnits more than one remote
30 controller (each with a different additional random number) to be used with the same

receiver/decoder, given that a distinct additional identity number is available for each

such controller.



of the receiver/decoder in the systemso that, if it does not nmatch, it
means t hatvQ@ pfsi3427 controller is not the correct one YOFEFHAR?
particul ar receiver/decoder which nmeans in 20 turn that the daughter
smartcard 3020 and/or bank or credit cargg3017 (as the case may
be) cannot be accessed by the receiver/déecoder 2020.

Al t hough Figure %d nhiheed A tvesch e adslifédieres Gire tBRbieAPis ey desdribed ShiPs

shown in Figure 12 it could also provide an additional step to
t he prot ocolrefeenon fonthei srquence of remote r@ntrpller butten faperations eshlowmc imdhe he
security bEIan \gr ovi ded. Thus the encryption 25 protocols illustrated
~in Figures ¥87° HELAMC14 provi de successively increasing degr ees
of security. A fourth encryption protocol is now
descri bed whi ch conbi nes the additional random nunber feature and
the additio | dent | i:: nunoer 1e hove. One
parti cul ar \lgﬁn@éﬂ SELE(I EBn D] TEBrWt S nor¢ than one
renote 30 controller (each w t additional rapdom nunber)
to be used fith the sane recel ver/ decoder, given thafl a distinct
addi tional ifgemtTTy number 15 avattaplre 1or _eacn such controller.
- 29 -5 Mute The manner}in which theM#® features aré conbined is
now descri bgd—wii-h Fef-or-ehee—t-o—the—sequenece—oi—eaptefcontrol | er
button operdtiMie sQyn in the fol |l ow N@néabl e.
BUTTON SELE TRANSM TTED BY
CONTRCOLLER Mit e Mut e
Miute + (afer ]M‘1te + () Nolr\lié)ne Nﬁt e +
(af[err]) Norre Mrte—(qd[ err)
None Mute + (a,) None
Mute + (a,) . None
10 Mute + (c,) o t, = modulo 10 of (a,+c,;+d,)
Mute + (c,) t, = modulo 10 of (a,+c,+d;)
Mute + (c5) | t, = modulo 10 of (ag+cy+dy)
Mute + (c,) t, = modulo 10 of (a,+c,+d,)
Mute One time Mute
15 Mute One time ¢,
Mute One time éz
L' Mute One time e,
Mute One time e,
None (release Mute key) One time Maute
20 It is noted firstly that compatibility with the first encryption protocol (described

with reference to Figure 12), is provided, so that the remote controller can if desired

communicate with a receiver/decoder which is only capable of operating according to



Mite + (a4 None 10 Mit e +
(c[err]§W 98/43427 t[err] = nmodulo 10 of (a[err]+c[l’e¢yfgrﬁﬁ'§ﬂ7])
Mute + (c[err]) t[err] = nodul o 10 of
(al[err]+c[err]+d[err]) Mute38¢ (Cerr]) tlerr]
= nmodul o 10 of (a[err]+c[err]+d[err]) Mite + ((Jerr])

t[err] = nothelfirstl énarypticadprotbedU(by setting d, to d, tvree). Compatibility is provided

S[tr ? i e Mjlt)j? aut%%ati%{yérans%&igg the Mute code immediately t, etc. have bec&g@nw% gzt ‘e

Mite Thus a decoder operating according to the fifSféndriptRonStotocol will receive Mittige
One tine e4 -Non€ (rel ease Mute key One tine

Mite 20 code necessary fortit fosfunetiasdsuceessfully. t hat conpatibility with the

5 ot vt ded o (Blet s bisSRE ot Bt Mute command Tof thelseigiRe hecdatter 12
; 22?#3: ﬁgt fg%gxﬁhsame Q88&k¥eAl idatRARImBEY & btd. ShBleYeveaRANY SraRimARSS 'altﬁnaggo

Cennt 1B 1ty e B L e Ly n L Mit &
cogg I mredi a%/el yhf[ﬂécr ﬁu"glt gnerypioe %8%’1%8#'](‘ %éﬂ? xpgﬂ?’random numbsfh ch;. d&coder

operating aggmbitedGvitPtHeGrst kdndbmemMahyaitd, OetcPamd @ROPINVnbinbe£ESie¥e iflthe t he
code necessary for it to function successfully. 5 After the

trandfi ssi ofollowing enavmee(vo8nredsrandedhy, wenof s&aBpl¢ toitpe, the control ler
transmts the additional identjty n r.e r] etc., before eventually
transmtting a final -(Ll¥c1'=f-na?moc{?5

The additional random number is retrieved by the receiver/decoder in. the

following manner (with reference by way of example to c,)
¢ = (t; - (a; + dp + 10) mod 10
15 Still with reference to the above fablc, description is now provided as to how
the additional random number and additional identity number are first generated and
stored.
The random number is generated by the receiver/decoder in the same way as
the first random number (a,, etc.). However, the additional random number (e,, etc.)
20 is only generated once; it is subsequently stored in the flash memory 4024 of the
decoder for use whenever it is sought to input a PIN number using the remote
controller. |
The additional identity number (e,, etc.) is generated by the receiver/decoder
as a further random number, and again stored in the ﬂash memory 4024 for future use.
25 The first time that the remote controller is used (and any initial time after a
change of battery has erased the memory 2036), d, etc. and e, etc. are set to zero.
The control means 2100 of the receiver/decoder compares the value of e, etc. with
zero and the result of the comparison is positive. Hence the control means generates
a message for display on the television screen requesting the user to input values,

30 always with the Mute key depressed, according to the following table.
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@EDE TRANSM TTHD BY €
Mut e : Mutjle
3 PI T ot
Mute + (e,) ore
Mute + (e,) €,
Mute + (e,) e,
Mute + Progr Progr

None (release Mute key)

One time Mute

——

The "Pilote” and "Progr” keys 2031 are chosen because they have no function

relevant to the present exercise. However, any other suitable keys could be chosen.

It will be noted from the table that the user is requested to input the values of

d, etc. and e, etc., as output from the control means and read from the television

screen. On depressing the Progr key for the second time, the memory 2036 of the

remote controller stores these two sets of values (that is of the additional password

and the additional identity number).



]

Miute + (d[err 5 Miute + (d[e d
4 taerry vt BSVERTRIH ) G et 1

Mite + (W9)98/4

Mute + (e[err])e[err] Mite + (e[err]) 10 Mite +
(e[err]3)ef[err] Mite + (e[erhlle[err] Mut e + Progr
Prog'r' _ None (rel ease Mite key? One tinme Mute

The "Pilote" ango HOHconkaHE sa3dudt Grsoman thermite coRey1GaY ise® thenction

15 rel evant to the present exercise. However, any other suitable keys
coul d be clsmsal) non-zero, values of the latiditiional ﬁa@swmﬂ@ddﬁhma/dtima’l identityvamber he

seer 12 eSS, % WP SANES i sopa b A ELS

screen. On c9§1@51%§ %h@gdaihs?di’ri@aﬂit)kﬁumw withezes6 @A hriiveRat 4 REgARETENMIR036 Of
t he renote controller stores these two sets of values (that is of

t he &dditi Gistn Hessemative 263ult, the comttol meangigraceedsato evkduate oy etpugibean) the
values of a, etc. t; etc. and d, etc. Provided that the values of c, etc. are incorrect, the
control means then authenticates the PIN number, and further processing proceeds as
described previously. Otherwise, authentication is refused.

It can be understood that the fourth encryption protocol provides several
10 advantages. Firstly, it is more secure, by virtue of‘the use of the additional password
(which is only changed relatively infrequently) and by virtue of the use of the
additional identity number, Secondly, it can cope with the use of many controllers for
one receiver/decoder; fhe procedure for the storage of the additional password and
| additional jdentity number in the remote controller can be applied to more than one
15 remote controller. Thirdly, the remote controller can communicate effectively with
receiver/decoders which can only. operate according to the first protocol, by virtue of
the use of common codes. '
As indicated one of the objéctivcs is to try and make life as simple as possible
for.the user by reducing the number of actions which the user has to take in order to
20 effect a financial transaction using the remote controller 2026.  Figure 15 illustrates
a further (fifth) encryption protocol which simplifies the actions which need to be
taken by the user. In this protocol the receiver/decoder 2020 first generates the
random number a,,3,,3;,3, at step 500. However, unlike the protbcol of Figures 12 to
14 the decoder 2020 then transrni_ts via infra~red the random number a,,a,,a,,a, to the
25 controller 2026 where it is stored in the controller's memory 2036. This is instead of
displaying the random number a,,a;,a;,a, on the television screen.
The remaining steps of the protocol are the same as steps 504 to 510 in Figure
14.
With this arrangement the user only has to enter one four-digit number,
30 namely the user's PIN number c,,c,,c,,C,, instead of having to enter two four~digit
numbers as in the protocol of Figure 14. However, some security is lost in that the

decoder transmits the random number by infra-red. This transmission could



- 32 - For the second and subsequent times that the renote
control | eWO9%8/4842d, the stored, non-zero, values ®CTBP7/HdTti onal
password and the additional identity nunber are output by the
renote controller. The control means of e receiver/ decoder

conpares the additional identity nunber ®#fth zero and arrives at a negative
result. 5 i%ﬁé?%gh .%ﬁ%fg"g:tive result, the control neans proceeds to

eval uate c[ecror Y e val ues of aferr] etc. t[err] etc.
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stored in the controller's nenory 2036. This is instead of

di spl ayi ng t he rafmshrefgrance ismade jo apeea-jpending appligations, abl-beaniag the samesi on
a5 steps 5045138 4155 pa e SERT T elifo] pRE Bbiachding (ANREE) _Effgbt fps ™™
arrangement POEASBAD707)| $mafsard o Béewith HERERIVer Gf EnleryptedBfoadcddt Signals,
namel y the ueel s PN puber cler]cler el e L nsLgad o havino
Fonever SOTSRgS Y hal bl AcLdEt il et (RBRS RALAR R, (P
: PC/ASB/19710), Downloading a Computer File from a Transmitter via a
Receiver/Decoder to a Computer (Atftorney Reference No. PC/ASB/19711),
Transmission and Reception of Television Prqgraﬁxmes and Other Data (Attorney
25 Reference No. PC/ASB/19712), Downloading Data (Attorney Reference No.
PC/ASB/19713), Computer Memory Organisation (Attorney Reference No..
PC/ASB/19714), Television or Radio Control System Development (Attorney
Reference No. PC/ASB/19715), Extracting Data Sections from a Transmitted Data
Stream (Attorney Reference No. PC/ASB/19716), Access Control System (Attorney
30 Reference No. PC/ASB/19717), Data Processing System (Attorney Reference No.
PC/ASB/19718), and Broadcast and Reception System, and Receiver/Decoder and
Remote Controller therefor (Attomcy Reference No. PC/ASB/19720). The disclosures




-33 - ncei vably be intercepted.
di fferent “(Ha?fé‘"’%& BAARTh210)

n be enpl oyed for encrypting the four-digit nunber
to be transmtted fromthe renote controller 2026 to the decoder 2020.
However, the nodulo function is viewed_ag being sufficiently secure for the
present 5 pur poses. It wll be understood that the
present invepthae dHREmBAS ke hdreRdahesia by referencquriieylidtyofvaplicdtions
exanpl e, and nodifications of detail can be made within the scope
of the invernndludes the present applicationEach feature disclosed in the description,
and (where appropriate) the clains 10 and drawi ngs may be provided
i ndependently or in any appropriate conbi nati on. In the
af orenenti oned preferred enbodi nents, certain features of the present
i nventi on have been inpl enented using conputer software. However, it wll

of course be clear to the skilled man that any of these features
may be i npl enented using hardware. Furthernore, it will be readily
under stood that the functions perfornmed by 15 t he hardware, the
conput er software, and such |like are perforned on or using

electrical and |ike signals. ' Cross reference is made to our
co- pendi ng applications, all bearing the sane filing date, and

entitled Signal Generation and Broadcasting (Attorney Reference no.

PC/ ASB/ 19707), Smartcard for use with a Receiver of Encrypted Broadcast
Signals, 20 and Receiver (Attorney Reference No. PC/ ASB/ 19708),
Broadcast and Recepti on System and Conditional Access System
therefor (Attorney Reference No. PC/ ASB/ 19710), Downl oadi ng a
Computer File froma Transmtter via a " Receiver/Decoder to a
Computer (Attorney Reference No. PC/ ASB/ 19711), Transm ssi on and
Reception of Tel evision Progranmes and Other Data (Attorney 25

Ref erence No. PC/ ASB/ 19712), Downl oadi ng Data (Attorney Reference No.

PC/ ASB/ 19713), Conmputer Menory Organisation (Attorney Reference No.
PC/ ASB/ 19714), Tel evision or Radio Control System Devel opnent (Attorney
Ref erence No. PC/ ASB/19715), Extracting Data Sections froma Transmtted
Dat a Stream (Attorney Reference No. PC/ ASB/ 19716), Access Contr ol
System (Attorney 30 - Reference No. PC/ ASB/ 19717), Data Processing
System (Attorney Reference No. PC/ ASB/ 19718), and Broadcast and
Reception System and Receiver/Decoder and Renote Controller
therefor (Attorney Reference No. PC/ ASB/ 19720). The di scl osures



- 34 - docunents are incorporated herein by reference. The |i st
of appli caPl ons i ncludes the present application. PCT/F~l"97/0211'(':LAI VS

1. Appar at us including a receiver/decoder for use in reception of a

tel evision or radi o progranme- 8§ -a data fil ar at us
i ncl uding means for interacting with a user ﬂ,ﬂ ﬁ Hmﬂﬁm card
to read i nfCLAM®n carried by the card, and, separa sai d

nmeans, a further interacting neans for interacting with a user's *cald to

read information carried by the card, information stored on the
user’s cardy bei ngggsm% iAlthding a mcclver/deeode@srapﬂs%eint:ec AT eldisideaps of
the credit or card Appar at us cording to Claima1l,

arranged t oradit programme o aedata <18 theoapplamtns ingluding means for iinteracting withrgy a
m croprocessor ratus -acco to CI aim?2 arranged to
provi de i nf%ﬁeﬁﬁtcf‘&%f ?robat“ﬁémd to reaab\?gﬁ%?tb(’d’r ‘8‘&’&%@ g?’ ?ﬂc d. 4. :

Appar atus according to any preceding claim further including neans for
transmitting to a renote centre a debit instruction, based on the
i nf or frat i on2car r Apgatatus according to ﬂmmc]c,@mangqﬂtobawkaccmm a credit or bank card

mcorporatmg a mlcropr QCCSSOor.

3. Apparatus according to Claim 2 arranged to provide information to the

microprocessor.

4, Apparatus according to any preceding claim, further including means for
10 transmitting to a remote centre a debit instruction, based on the information carried

by the card.

5.  Apparatus according to any preceding claim further including means arranged

to receive authorization information from a remote centre.

6. Apparatus according to Claim 5 arranged to control decoding or descrambling
15 of the programme or file in dependence on the authorization information.
7. Apparatus according to any preceding claim further including means for

interacting with a smartcard containing subscriber information, wherein decoding or
descrambling is controlled in dependence on the subscriber information.

8. Apparatus according to Claim 7, further including means for storing reception
20 credit information representing credits available for purchase of products in memory

means of the smartcard.

9. Apparatus according to-Claims 4 and 8 arranged to send debit instructions to

the remote centre and to modify the reception credit information stored in the
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15 5. Appar at us accordi any preceding claimfurther including
means ar MEhyett?’ “\‘“m! ‘ﬂ\%‘%“‘\horl zati on informat iRFI/ERGARHTr enot e
centre. 6. “ saccording to Caim5 arranged to control
decodi ng or descranbli g ¢ of ”?6 programme or file in dependence on
t he aut horization information. TR TT Appar at us according to any

di L LT i ncludi for storina 20. .. ti
P eart 19 Sl ihihoc AE dHHLD oFePRe! Rhrel o IR ntabicard in ifsBERE B e
8

i n paymentrby neamssofothe thask 0 efédit caad.d. : Appar at us
according to Clains 1 and 4 arranged to send debit instructions to
the renote centre and to nodify the reception credit information stored in

the user’s 0. Aer?ara(ﬁ?sr aq:fgr)é'brgls r(ﬁé’ﬂ %g’ﬁ@fﬂg%ﬁé ggx;ch%%ceﬁé g?}%:?(éhgcgcnqn the

user's card in résponse S Credit

card. to allow a%lurality’ppprodiicts t@be ptbhagdt for €hdli afbadiorpinoeBich @ dbitect
purchase of credits sufficient

- 365 instruction i§ sent Bhg pmgtetentsg. of products to be purchased for each
transaction in which a debit instruction is sent to the renote
centre. 10. Appar atus according to any preceding claimfurther

i ncl udi ng means Apparatus accordingr toC &9y ipieredinisa claipr faghet atdlvdingfmédne foger' s
bank or credit (;arg together with received 5 . data representative of
an it em or PERSEIRE daip repretentativg of Hie yseus bank o ergdiacars tasstheeyith seceived

to a renmot ﬁaﬁaﬁ'g#{egcJtﬂfvvegth%ﬂl e{\liicc offered andlfor gﬁagﬁqgﬁﬁﬁfﬁﬁjgrﬁf ?e%[lggtng to

Claim 10 inc ng neans r 1 npu ng a reyues
to a remote centre for processing.

10 12.  Apparatus according to Claim 11 including means for inputting a request from

a user to purchase an item offered. -

13.  Apparatus according to any precedi_ng claim further including means for

receiving a PIN number.
14.  Apparatus according to any preceding claim in the form of a set—top-box.

15 15.  Apparatus according to any preceding claim adapted for reception of satellite

transmitted programmes or files, preferably digital satellite programmes or files.

16.  Apparatus according to any of Claims 1 to 15 including a further interacting
means, for interacting with a user's card to read information carried by the-card, said

means being separate from said means for interacting with a user’s credit or bank
20 card.

17.  Apparatus including a receiver/decoder for use in reception of a television or
radio programme or a data file, the apparatus including means for interacting with a
user's credit or bank card to read information carried by the card, and, separate from

said means, a further interacting means, for interacting with a user’s card to read
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a user to purchase an item of fered. ' 12. Appa rding to
any prec‘@@igﬁ@“&?ai m further including neans for 10 E’g@@?@?{%?é PI' N

nunber . 13. Appar atus according to any preceding claimin the
formof a set-top-box. 14. - 3Ppparatus according to an

y
precedi ng claimadapted for reception of satelli teU Illl tted
progr anmes pforhiaties capfedfter thbloarddi gi t al satellite I Hu“mmmmﬁ“ es.
15. A receiver/decoder for use in a digital satelfit%® t'el &vi$§ioh system
i ncluding a 15 decoder, means to accommodate a credit or bank card

carrying a cro : : trgMi ' eans

m cr opr ocessor mﬁéﬂ%ﬁﬁ%%&tﬁ%ﬁﬁﬂg t((3rCl%1an @ggrl Z,O«rrlgé}lkﬁgtgarﬁtfgigh%rg? %ﬁdﬁngm an
oper ati ve p@sirtanged toimteract with eicast imterpodding mmicrgprocessopnabl e data carri ed
by said credit or bank card to be read and data to be input to the
m croprocessor carried by said credit or bank card and neans to

acconmodat €,g S Wp&)&%ﬂ Mﬁ{gg@% ég {@ﬁfn’i Ib?pe afthnid¥e 1€ Qrovide inforatiemrnd dy the

end user in%o’the ecel ver C ena s the smartcard to interact

W t h geans ificroptatessecei ver/ decoder whereby a product selected by the end
user may be delivered to said receiver/decoder and fromthere to a
tel evision set or personal conputer to which the receiver/decoder

i s adapted Hg be L£onafel/athodetor s ih Ardigkarsattllite tclcvisiorpé}'sieﬁi?ir&t&ﬂﬁiégacard
bei ng nodifiable I n response to paynent by neans of the credit or 2

bank card. decoder and meafs to aclomingidatéla aradiblor bagk rardi carmying & mdeiopiogesseyst em

hevin9, o PSS SlhdSahn s miepbE R A BB e BBkl v

;:ngp; ' sing iréstertg&znto ar ofEARRpQtidH B b8 Heceerflc8der§ i@l ordr td ALK dar vi ce
i sing,
- 10 carried by said credit or bank card to be read and data to be input to the

microprocessor carried by said credit or bank card.

21. A receiver/decoder according to Claim 20 further including means to
accommodate a smartcard whereby insertion of the smartcard by the end user into the
receiver/decoder enables the smartcard to interact with means in said receiver/decoder
15 whereby a product selected by the end user may be delivered to said receiver/decoder
and from there to a television sct. or personal computer to which the receiver/decoder

is adapted to be connected.

22. A digital satellite radio or television system having a plurality of end user

terminations each of which includes a receiver/decoder as claimed in Claim 20 or 21.

20 23.  Use of a credit card or bank card reader in conjunction with apparatus for
receiving or decoding radio or television signals, preferably satellite television signals,
to provide information enabling a user's credit or bank account to be debited on

demand for a programme, file, item or service offered.

24, A method of displaying a programme or making available a file for

25 downloading comprising, at a receiver/decoder at which information concerning the
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recei ver/ . at which information concerning the item ' IS
recei ved,%%%‘{” rlmﬂllgﬂnllﬂl'u‘m"ﬁn froma bank or cred?h@?%éﬁ%
generating an order i [ g i nformation identifying the
itemor service and infdrmiti 8n Fepresed®Bative of the bank 5 or
credit card information, verifying the renote centre and subsequently
transmitti ngrogramme or filelds reseivednatadimg tinforthatione fuwne ac bak er favedit card,
processi ng. . 8. A net hod according to, Claim1l7, nprising the
Cteps of | padEiHEPE JHSBHF @ ustr'S SULRIBEN (PoeRVEBE STORRPY & Heowibithg « ha
random nunbegfofse) ¥ Ol Hropsah bPMaking the file! NAIAAERLE &Ry £ defiBd

c¥ u 10

decrypting the encrypted random nunber to Verify the renote

centre. instruction todebit the msersoctedit oobaikgeaoontCl ai m 17 or 18, further
conprising, at the renote centre, processing the order information
and determ ni ng whether to authorise the transaction on the basis

of the banksar credj g ' ' : : L
?i 28! A?%t’ict:}l&@ of ﬁfﬁ%@frﬁ?ﬁ QRder for an item o?chvxceA&Bﬁ{n‘e?éﬂil% at a

according to any of al s f.urther conprising a reno

control | er freceiver/dacodet tat wehich dnformatioRecasemiing tenitedmi emsdrvice (PIrbjeindnber
to the ._receiver/decoder. . 21. . paratus accordi.ng to
Qai m 20, KRG BETERTOD:  Bifs o et e eifbiating B ReT el GeRlshigE o
for renderi ngfobhgidd RIBRMyHRY AP it8RCHsBrvice and informatiér reprc'zotraﬁVPBPth‘é%ﬁk()l ler

for an item of equi pnment "havi ng means by which a user's Per sonal

| dent i fi cat ioorergdi ¢drd lipfetmationapnd érapsmitiing etideriinformationi to entenfote qeritysniont

t he cont.roll er incorporating security nmeans for rendering said
transhl ssi oPTeEEHPE '23.  Avrenpte controller for an item of
equi pnent, conpri sing: means defining a body for said
controller; means for transmtting a user's Persona

| denti ficatiZfn (P pethpdrisegordipg $ai(daing 25, further comprisingept Hfe wmatpremite, and
security neaps for tendering sai.d tr m s.sion secure. . 24. A
Zont appeafon BRYEHe BibriRlich A0 BORTRE I  guihqring e rppi hon

rennte cont I‘p6
transm ssi orpnRabasis @ pld bak crabdt tad iaRmeaaén.ng an infra-red beam

27.  Apparatus according to any of Claims 1 to 19, further comprising a remote
15 controller for transmitting a user’s Personal Identification (PIN) Number to the

receiver/decoder.

28.  Apparatus according to Claim 27, wherein the remote controller includes

security means for rendering the transmission secure.

29. A remote controller for an item of equipment having means by which a user's
20 Personal Identification (PIN) Number may be transmitted to the item of equipment,

the controller incorporating security means for rendering said transmission secure.

30. A remote controller for an item of equipment, comprising: .
means defining a body for said controller;
means for transmitting a user's Personal Identification (PIN) Number to said
25 item of equipment; and

security means for rendering said transmission secure.
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-38 - 98/4342% A renote C@@l\t@l er as clainmed in anyQpfeb@i % 22 to

24 in V\/m ch said sec‘mﬂ\“““l“ ns conprises neans for encrypting the
PI N nunber . controller as claimed in Claim25 in

whi ch said encryption” means cenfiﬂ'r-ses means for conbining the PIN
nunber wi th a random nunber. A renote controller as
clai med in 3@ ai A 2Zempte F?Féfou%rﬁér‘ﬂéliﬂﬁ@ %‘r’bémé of oflaims 27 to 3@nimbmthigh thee user

to input t eran om nu > troIIer as cl ai ned
in Claim27 Oghmszg;g?fomr? ns?s HEaRs for %gncratm% gﬁ%‘a d&S 5‘1“”1 east one key

for input of the random nunber and a further key, the controller
bei ng arranged such that the PIN nunber is only transmtted via the 10
transnitti . meahsemete gepiraliesiad lamed meanvmftcmms R&yto 31 in which said segurity A

renote controller as.clai 25 to 28 in which said
encryption e <& 08{%1&. 5”%2@5%&?&@%@5%%0“ “ andom number in the
controller. A renote controller as clained in any of

Cains 22 to 29 in whi ch sai d secu_ritc?/‘ ) means conprises nmeans for
generati ng 3. nundarmoitagenttoller g Fleimgd irhelaimdi2vindwhichissid encrtwmmer for

transm ssion via said tgan ttrn item rrent

52T et o e foP BTt ShelPn RumSer R BRGR ABATC 0 1 1 whi on
sai d encryption means includes nmeans for generating a nunber
characteristic of the i ndi vidual renmote controller and neans for
conbi ni ng s¥-d chaiemote eprtrlier msrnddaimeg)j inhclaim 33 furthesj eompaisingnmeanh £9r and

said PIN nucrgggﬁng the user to input the random number.

35. A remote controller as claimed in claim 34 in which said input means
10 comprises at least one key for input of the random number and a further key, the
controller being arranged such that the PIN number is only transmitted via the

transmitting means on depression of the further key.

36. A remote controller as claimed in any one of claims 32 to 35 in which said

encryption means comprises means for storing the random number in the controller.

15 37.  Aremote controller as claimed in any of claims 27 to 36 in which said security
means comprises means for generating a number characteristic of the individual

controller, for transmission via said transmitting means to the item of equipment.

38. A remote controller as claimed in any one of claims 32 to 36 in which said
encryption means includ'cs. means for generating a number characteristic of the
20 individual remote controller and means for combining said characteristic number with

said random number and said PIN number.

39. A remote controller as claimed in any one of claims 32 to 38 in which said
encryption means comprises means for receiving a random number from said item of

equipment and means for combining that random number with the user's PIN number
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20 A renote controller as claimed in any one of Clainms 25 to 31

i n which 3’&1%’43427 encryption means conprises neans foPCTEERIAAINY a
random nunber from said item of equi prent and nmeans for conbi ni ng
t hat random nunber with the user's Pl N_.ggnber for transm ssion via

the transmtting neans to said item
conpri sing for' edfghfissiviaQhd eranasittiiganend tbrsaamemf c gl@mmﬁmm ” ,m 32
and said item of equi prrent said item of equi pnment havi

receiving a user's PIN nunber.

REPLACENMENT §HEE

4. A cO nbl nat IA(.) ﬁorggmgﬁmn conapnsm%a rcmotg §ontr01 ler.as clalmmélj in Fnexno Flag%su?'ﬁrren t

conpri ses neaBSs ahdkaiderar of équipracnt aattbitem wilequiparest Haaﬁ@nie@ﬁs mntrmtﬁxtmglg
sai d ' random nunber to a display unit. 35. -
conbi nat i on aasery BIVBYMDEr- O ai m 33 or 34 in which said item of eqw pment 5
conpri ses neans for generating a random nunber and neans for transmtting
sai d random nunber to said renpote controller. 36. A

conbi sati ondas clAicortbidationnys okintddaim®laim 4@ iBSwhishesafd tefniofl dqliipiment
equi pnment conprises apparatus as, clainmed in any of Clains 1 to 14.
37. A di gicOmPTises) BgaRS Hif ESTaling & YN PEDE and apgans f%pemugti%smd

equi pnent [ means for receiving a user's Pl N nunber,
and a renot cor# cr to aeﬁfsgﬁy udk claimed in any one of Clains 22 to 32.

38. A digital teI eV|S|on system conpri sing: an item of

tel evi si on e%w pnent, said item having nmeans for receiving a PIN

nurmber: and 4 A combination as claimed in claim 40 or 41 in which said item of equipment
comprises means for generating a random number and means for transmitting said

10 random number to said remote controller.

43. A combination as claimed in any of claims 40 to 42, wherein said item of

equipment comprises apparatus as claimed in any of claims 1 to 19.

44, A digital television system, comprising an item of television equipment, said
item having means for receiving a user's PIN number, and a remote controller claimed

15 in any one of claims 27 to 39.

45. A digital television system, comprising:
an item of television equipment, said item having means for receiving a PIN
number; and
a remote controller, said remote controller comprising:
20 means defining a body for said controller;
means for transmitting a user's PIN number to said item of equipment; and

security means for rendering said transmission secure.

46. A method of entering a PIN number into a television system comprising

employing a remote controller as claimed in any one of claims 27 to 39.
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15 mote controller, said renote controll ri,si.Ng:
nmeans deMYPHEZ Hm" mu ”ﬂu Hm)rol | er; %?ﬁgﬂggldfﬁr" )
transmtting a user said item of equipnent; and

security means for renderl ng sii d* trans4i ssi on secure. 39. A
met hod of entering a PIN nunber into a tel evision systemconprising 20

enpl oyi ng a7 oA gecelviet/deddder substastislyas tereinteefiyre descrived Glidhireferédice taridl? t o

transmt said PIN nunber to a television. 40. A
recei ver / descliewnsntike a¢rompanyingSragngs-nbef ore described with reference to
and ' as shown in the acconpanyi ng draw ngs. 41. A

digital satellite television systemsubstantially as herei nbefore descri bed

with 25  4g ef esangel itclbftdelesisineysteinsubltantal hasrrsinbgordrdevdritgs with
42. A renote controller substantially as herei nbefore described with
ref erence tmference to and 5 $hesn 4 HifhaGCAMPRBYINE LraWing® and 11 to 15 of the

acconpanyi ng dr aw ngs.

5 49. A remote controller substantially as hereinbefore described with reference to

and as shown in Figures 7, 10 and 11 to 15 of the accompanying drawings.
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