2 8 MAR 2005 1 DI SABLEMENT OF A WRI TE FILTER STORED ON A mRITEEE§CEEﬁTE%r
PARTI TION Field of the Invention The invention generally pertai t J
conput er systens, and nore 5 specifically, to the disablenent of a wite
filter that is stored on a wite- protected partition of a conputer system
Background of the Invention Conputer systens generally store data in nenory
and/ or mass storage. Menory may conprise, for exanple, main nmenory and
cache 10 nmenory. ©Mass storage may conprise, for exanple, a nunber of
storage drives such as hard drives and/or renovable nmedia drives. Menory

and mess st QSABIEMENT OF Je WRITE FILTERST OREE-ONgei t her

persi stent or non-persistent. A persistent conponent stores data between
boots of a conmputer s I , onponent does not
(i.e., data stored inwmgg?ggtleﬁte?gn%n@ﬁﬁﬂﬂ ushed bétween
boots). In today's conputer systens, nmenory is largely conprised of

non- per si stent conponents, and mass storage is largely conprised of

persi stent conmponents. Regardl ess of whether a conponent is persistent or
non- persistent, 20 the data sgfﬁadfﬂseqein t% subj ect to corruption due to
power surges, hard power down 1elg; nv on. Al though corrupted
data may be cleared from non-persistent conponents by rebooting, it is
much nore difficult to renove corrupted data from persistent conponents -
especi al |y whenrhd Gnvestici alBORAnReNS thS compultar dyetarus, anidcimsteor es a

conputer systenis 20 MAR 200' -2 operating system_ Corruptjon of operating

systdm 11 lapecifiallyctal the disablemanttang WHIG M tBrt &S MBSt O Sy erié or

even worse rev / 0 from booting. To prevent the
ool Boulihor SRR Bler S8l T

corrupti orP a persrstent conponent,

Background of the Invention

Computer systems generally store data in memory and/or mass

storage. Memory may comprise, for example, main memory and cache
10 memory. Mass storage may comprise, for example, a number of storage
drives such as hard drives and/or removable media drives. -

Memory and mass storage components may be classified, in one
respect, as either persistent or non-persistent. A‘persistent component
stores data between boots of a computer system, whereas a non-persistent

15 component does not (i.e., data stored in a non-persistent component is
flushed between boots). In today’s computer systems, memory is largely
comprised of non-persistent components, and mass storage is largely
comprised of persistent components.

Regardiess of whether a component is persistent or non-persistent,

20 the data stored therein is subject to corruption due to power surges, hard
power downs, viruses, and so on. Although corrupted data may be cleared
from non-persistent components by rebooting, it is much more difficult to
remove corrupted data from persistent components — especially when the

persistent component is the hard drive which stores a computer system’s



5 is sonetinmes desirable to wite-protect the conponent. |If data ?nWR bE!
witten to the conponent, it is less likely that the data alreadyZC tored
thereon w Il become corrupted. For example, Mcrosoft(r) Wndows(r) NT
Enbedded provides a wite filter which, when enabled, intercepts all

wites to designated partitions of massrgtorage and caches themto main
menory. The 10 conponents that control tHe NT Enbedded wite filter are
stored as files in a predetermned directory of a conputer systenis system
partition, opadtimge systal ed Goreupdionr iafe operatélg stysiters dirs yoat gagy siem

i st { d t i L d t.
Thus. | whenUHENHEE JAGVER Ofatt roTBHE ap el P IR WRSE, rsR¥nt AP ¢
filter myc&%gﬁfﬁ?ﬁ@erﬂrfréfﬁ Hjjosgﬁi}gl_ ed at will. However, when the designated

partitions in the system partition, it is no |longer possible to
di sabl e the wi e prevent thescaguption gf deda sieddnra feryistent gernatadt it e

to the systempartitign, and wites tqg t S rt et o..lL.onger
possi Bl e. 'ISnSQ’E'Pr%me@r 8@?@3@&{%&&%-‘;35&69{1&8 cé’i'i[%rﬂe tolfvéirzlﬂg e@%rfr(n) eBF data
most of t h\%ri&{aﬁ% RN TCONMSE R, RS i IkahpeiRiiaRe datd Girchely Sisteehthpaebht f on
are occasionally required, this can be problematic. An pdate to the

i

syst em parwillt becommaycdreuptedui Fed extompiex Migiosoft o\/VLJff!ﬁ’)Qa’ﬁ‘!’%e(éj Nbfsaheddador t he
ti t to, t i ti t .

(Pht ot net. bvidston ke dies wrigbauich leafeth TR eeis ol bareS B 8Bsfated o5

Summar y O‘;pésrpﬁorl\é“@f'%%sl BtoPAGe PEAG CERBReS MR MRNtmah themoryentThe, a

conputer system conprises at Teast prinmary and secondary partitions, a
pri m0y wddnepbmeénterthabcontiel the- ST dtrmbeddgd vwritegitiararg sielied 2$ les iand a

hi ne., Th . hi h | ; L h '
tate, 1) RGOSR AIERPBN P50 GORPLT STRETEP Nary e RPPLAT SR e
primary Wddgdd MLh irkeomah! seabusasrinddf &kgsterd rdfistyidredBosttiae @ame hi ne

advances to a second state in response to a need to wite pgéglbz%g(i dat a

to the prisystammpartition and preeutedsalcavrient heet: Thush¥MEER m
ori mar y wRETSTS ¢p (AL detd parBithe) e e, oRe ARAP Be e difed BF o
t hi rg disabled at will. However, when the designated partitions include the system
pértition, it is no longer possible to disable the write filter, since doing so
would require a persistent write to the system partition, and writes to the
system partition are no longer possibie. In computer systems wherein it is
desired to write-protect data most of the time, but wherein periodic updates to
20 the system partition are occasionally required, this can be problematic. An-
update to the system partition may be required, for example, to update
components of the operating system, to update application components, to
change an IP (internet protocol) address associated with the computer

system, etc.

25 : Summary of the Invention

In one preferred embodiment of the invention, a computer system
comprises at least primary and secondary partitions, a primary write filter for
write-protecting the primary partition, and a state machine. The state
machine has at least three states. .In the first state, 1) the computer system

30 boots to the primary partition, 2) the primary write filter is enabled, and 3} the



5 state. In the third state, 1) the conputer system boots to thergiMﬁRyZUUE
partition, 2) the primary wite filter is initially disabled while
persistent data is witten to the primary partition, and 3) after
persistent data is witten to the primary partition, the primary wite
filter is re-enabled and the state nmachine advances to the first state. 10
I n anot her preferred enbodi nent of the it¥vention, a conputer system
conprises at least primary and secondary partitions, a primary wite filter

for witegpnat@ebhing ABearRids R ¥ RRddnidt blefe iANdspondate amebdnie. wite state
machine, in response to a need to wite persistent data t?lsthe pri mary

partition, pemsistent datehto thecprictany ppeitiont i lorthe fesapdedaiend ) 10¢ GRIMPWST e
filter, 15 boots to, the,primary, partition, j : ' t he
bri mary paPYEnsRoOts - ER-p e eRe PRt il o Ry Bl SbEho SRR, e O
to the pri gﬁ%rﬁﬁﬁéb;m@ﬂ-is |l atfibd Hegbreehenstete msshisatavanees tofa tived

a nmethod for

I nventi on, writing persistent datatoanormallé/ )

Wit esprot sted pmither thingaistatej dn e sompsiipiusyptest) hQais cionphé seiémary
installing an_ operating.system.on.th I A 1 ; ut er
syst em anaaﬁﬁ'gga?ﬁ%%ﬂﬁya&ﬂgyrg?&“ ri@&'@m%sé&egg‘%%grggs |§tfaep {t :a{%lt%ﬁggf t he
conput er S%ﬁhﬁﬁ‘toﬁh\@fbﬁrﬁaﬁy bhftftioRt @heds paftehpergistentdatapé tirltieontd thé hen
enabl ed for the purpose of° wite-protecting the prlmar% partition, Upon a
need to w ptimapepartitioenthe primany wiite fiariars-engbiad ﬁﬂgﬂ,etﬁﬁ%tecm%ﬁﬂ%?
systemis booted to.th econdary partition, the 25 primary wite filter is
di sabl ed, @‘E@Wﬂ@ttb?%é%%@%'i s booted to the primary partition,

persigtent dat ajj sndthick ppsfeh@dt dabbdinemtyofithetinvétion, téheomputer systen e
filter is re-enabled, and then the conputer s stemis-,reboot% o _the

d
primary peomptisemat leashmeimasyanst seeqnidaty et PEPAMNETH tﬁ’_{ifaﬁ, a
conput er &8@?5%%%&@0@%' éﬁﬁaﬁ péﬁr‘?iﬁ&n PR e PRsaidar y o tdthtons, a

primry w otecting the primary partition, and a
st at e machjaehi@Yiingredponkeatt a weedt &t ewitel petdistefit dafa sloaths primane

i1Ter 1 s RatiGpadboaiscicaa mecBrdrd boBtprrostied Ity Bia i
secofyl st gl &k B tRS RSN, ParditiBREArite: PetdisteREUBLS t@ e primary partition,
re-enables the primary write filter, and then reboots to the primary partition.
In yet another preferred embodiment of the invention, a method for
writing persistent data to a normally write-protected primary partition of a
computer system comprises installing an operating system on the primary
20 partition of the computer system, and installing an operating system on a
secondary partition of the computer system. A write filter stored on the
primary partition is then enabled for the purpose of write-protecting the
primary partition. Upon a need to write persistent data to the primary
partition, the computer system is booted to the secondary partition, the
25 primary write filter is disabled, the computer system is booted to the primary
partition, persistent data is written to the primary partition, the primary write
filter is re-enabled, and then the computer system is rebooted to the primary
partition.
In one more preferred embodiment of the invention, a computer
30 system comprises at least primary and secondary partitions, a primary write
filter for write-protecting the primary partition, and a state machine having at
least two states. In the first state, 1) the computer system boots to the

primary partition, 2) the primary write filter is enabled, and 3) the state



data to the primary partition. In the second state, 1) the corrp@t@rMQ&sl[]ﬁin
boots to the secondary partition, and 2) during the second state,
persistent data is witten to the primary partition before the state

machi ne advances to 5 the first state. The advantages of these and ot her

enbodi nents of the invention will be further explained in, or will becone
apparent from the acconpanying descriptdon, drawi ngs and clains. Brief
Description of the Drawings 10 Illustrative and presently preferred

enbodi ment ihB&d ' i hreLEEnsd1td B eddotsi wee péraistBheh:
FIG 1 iIIE?é@bg?dﬁ}éreg%(Z?raesgcgggodé?%selht of6 21 conput er systerr? F: G 2

i || ust r at esisda poetherpridasnpaditioent Irothe isecapdmtatearid thgseompitaragystem

ts f ithin the FIG,. 1 t | G.\.3 | t
TarTous st 40oks dp the SelondinChrtitonnath SxiuiiaREisetinl sirte derelsibhfor®
system Fl Gaidid Hné’éhg@ittﬁ% SirRBRf BafRBNBBAS e serermmhtpnedidieet! & 3

state machine; ustrat'es a preferred enbodi nent of state-specific
code shi chth@firdtstateecut ed during the RUNBOOT state of the FIG 3 state
machine; FIG 6_llustrates a_preferred enbodinent er Lfic.code
which is execut'd¥ ad¥a aggﬁgf%ﬁg%%é@g %tﬁﬁfganoc{?wg%}fféﬁiegﬁ%ﬁgbha@ﬂ ne;
FIG 7 i1l ustfiagtes eiaipbar it bhredAiPBeEBRle Bbpataitefrsvehti Scammipampigh s
execut ed dE?i flg the %/PLETEBOOT_state of tEg FIG 3 state nachi-ne; H(3125
FI G 8 il | descrties, dnawiRigS. and cleipet er systemas it might exist at the

begi nni ng of the afore-nentioned RUNBOOT state; FIG 9 illustrates the FIG
1 conputer systemas it mght exist at the close of the afore-nentioned
RUNBOOT state; FIG 10 illustrates the FIG | conputer systemas it m ght
exi st at the 30 beginnin = | : PBOOT state; 2 8 MAR
2005 -5 FIG 11 illustrat géﬂ%ﬁgé ng%g&lgﬁ%%g}sg;gem as it mght exist at
t he '

10 llustrative and presently preferred embodiments of the invention are
illustrated in the drawings, in which:
FIG. 1 illustrates a preferred embodiment of a computer system;
FIG. 2 illustrates a preferred embodiment of the memory and mass
storage components found within the FIG. 1 computer system;
15 FIG. 3 illustrates various states of a state machine which executes on
the FIG. 1 computer system;
FIG. 4 illustrates a preferred method of operation of the FIG. 3 state
machine;
| FIG. 5 illustrates a preferred embodiment of state-specific code which
20 is executed during the RUNBOOT state of the FIG. 3 state machine; -
FIG. 6 illustrates a preferred embodiment of state-speciiic code which
is executed during the PREPBOOT state of the FIG. 3 state machine;
FIG. 7 illustrates a preferred embodiment of state-specific code which
is executed during the COMPLETEBOOT state of the FIG. 3 state machine;
25 FIG. 8 illustrates the FIG. 1 computer system as it might exist at the
beginning of the afore-mentioned RUNBOOT state;
FIG. 9 illustrates the FIG. 1 computer system as it might exist at the
close of the afore-mentioned RUNBOOT state;
FIG. 10 illustrates the FIG. 1 computer system as it might exist at the

30 beginning of the afore-mentioned PREPBOOT state;



cl ose of the afore-nentioned PREPBOOT state; FIG 12 illustrat eszﬁﬁqﬂ C?Tﬂ%g
conputer systemas it mght exist at the beginning of the afore- tione
COWPLETEBOOT state; and 5 FIG 13 illustrates the FIG 1 conmputer system as
it mght exist at the close of the afore-nentioned COVWLETEBOOT st ate.
Description of the Preferred Enbodinent FIG 1 illustrates a preferred
enbodi nent of a conputer system 100. The5"corrputer systemis connected to
power and data sources by nmeans of a 10 plurality of cables 102. The
plurality of calpies 1epusearsithe, Fir1 exmpptar, syshomeas dahighd exisrdtahe
interface cables, parallel interface cables, USB interface cables, RJ-45
cabl es, andlase ottherafeenmentighed PREGBOVE skaleessary for  powering and

Mk : | t

SO0y, 2t g I, MBS GREE the iR S lutel dyaftAg REMERTRMIR t kRl o

thereto, t%@grrmm% bethegRee-maéntiamgr COMPLETEBDDTstafepanexanpl e, the
em

conput er sys 0 mght be a rack-nmounted VQTI (voicg quality tester)
with Bo direct! §iGoARdbustcatasihe &G ﬂeWBHHtPrcﬁYSt%lﬁseE m’ggt eg?ér,t Iai?ﬁ"s"?r at es

a preferred enbqqi 0 ss storage 202-208
corrponentsClpgﬁr?gqb?”%ﬁérﬁ'rﬁqﬁbn&'@m@%%‘égﬁt&g?ﬁ 100. Al though the
menory conponent 200 is shown as a single block of RAM (random access
menory), the nenory conponent could conprise nain nmenory, cache nenory,
menory hi erarchies, and/or other nenories. The mass storage 202-208 of the
FIG 1 conputer systemDéécriptior®ftheRreferred@Embadimestpri se vari ous
partitions. These partitions could be partitions of a single mass storage
conponent (e.g., a single hard drive) or. partitions of nmultiple nmass

st orage conpone €, Q.. LWO O ~drivas, | i of
har d gri ve;rp and'gténﬁ)df&gﬁt'@tﬁ%(ﬂ Bgeégﬁégs%}.ﬂ&dfwg%dgrcﬁi ic§h1 gﬁxg\%ﬁétlgﬁr'i Ilpé 2
conpri se arRoebniiftéd %’v ma82onAeRtdd Ry JowSPandiaita Eourc28dby mespsaidar y
partition 206, and a data partition 208, Aglurallt 2 8 2005 -6 of
file$0for pordlity of m@blﬁrﬁe'ipgi tThe nhgaditt gk kablep may P'@e%ét%nl@@: may be

power cables, serial interface cables, parallel interface cables, USB interface
cables, RJ-45 cables, andfor other cables which might be necessary for

powering and communicating with the computer system 100.
Although the computer system 100 may comprise ports for connecting
15 a monitor, keyboard and mouse thereto, the computer need not comprise
such ports. For example, the computer systern 100 might be a rack-mounted
VQT (voice quality tester) with no directly connected monitor, keyboard or
mouse. '
FIG. 2 illustrates a preferred embodiment of the memory 200 and
20 mass storage 202-208 components found within the FIG. 1 computer systern
100. Although the memory component 200 is shown as a single block of
RAM (random access memory), the memory component could comprise
main memory, cache memory, memory hierarchies, and/or other memories.
The mass storage 202-208 of the FIG. 1 computer system 100 is
25 shown in -FIG. 2 to comprise various pariitions. These partitions could be
partitions of a single mass storage component (e.g., a single hard drive) or
partitions of multiple mass storage components (e.g., two or more hard
drives, or a combination of hard drives and removable media drives).
The partitions shown in FIG. 2 comprise a boot partition 202, a primary
30 partition 204, a secondary partition 206, and a data partition 208. A plurality



stored on the boot partition 202. By way of exanple, these fil ewrﬁtﬁhm
in FIG 2 to include the files AUTORUN. EXE, AUTORUN.IN, and B . 1\| :

The file AUTORUN. EXE is an executable file conprising programcode for 5

i mpl enmenting a state machine. The file AUTORUN.IN is a text file
conprising an entry which, during boot, specifies the state (current state)
which the state machine is to assume. Thebfile BOOT.IN is a text file
conprising an entry which, during boot, specifies the active partition to

whi ch the GORUEST p&YSHARY IR ishatbsbiaasks ot dd?ﬁb@ﬂe'rﬁ?s@m tilve PElyBEY

partition 204 i's a primary copy of the conputer systenfs operating system
The pri mar ystpead on it beot pagitibod2Gh| By yeay bbexample, doegsufiles argsshawradn boot

toth [ titi 04..and L i,.Gat.i

ther con. 111 g 3¢ drelbe dRgoiERet Y ORUNEREL Ao PER SR A RDBOT R
primary par—ﬁ'}é inRN AZPFORBINVEXEO 80 bh (éxe Ot aleVé roorMPridig Erbeesiadeodd §or
conponents of NI Enbedded which are installed on the rimary partition

i ncl ude a dyplementing sar gtatelegiaghiteed ddre’ rfidgyi ALMORUNeEN) s aadtexd fiet e
filt WRFI LTER. SYS). A wri filt t ' h | st
Speci 1 s GREHENG D GAYOWPIG GG Bhabi Seees the s e piie) o
OFF). In M“gﬁa%%b(étbté/\"rﬁéamérbs NT deahatidedThé Fae VBOGET .M i€ 6@t fife entry
is 20 found In: HKL M System Current Control Set\Services\wfilter Installed

on the secoodwrisingaaniantonwbd, deriag Seedneregiiedpe activenpartitiondenphickr
systenli s operating.system _T e dary partition 206 is al so bootabl e.
Al t hough a pe%%&e;{gsygg?md‘l cﬁfﬁ%@é%ﬁ fromthe secondary partition 206,
it iggpreferabl gndihmd bRabe PrinyalySdriifiorh 2oMi§ BeprimhanBEopypef thet édputem a
preferred enbodi ment, the operating systemstored on the secondary

partition Sysets apstativy svsedyedhe aninamarstiond04ds haptalle shilwidbe 30
Cecondary FAPPLRtTORYS0R SF bRt I8 e RAary atutol af fon EPRGMARE drts
backup to apsliczienst stegedyticrephnstial hegraferreeepbiotdimenhathie toperatibgt e,
D 8 VAR 20mstom stored on e Prmeary paniion 2047 WSS Winchids Nron 200
16 Embedded. The components of NT Embedded which are installed on the
primary partition include a system registry (designated as “registry files”), and
a write filter (WRFILTER.SYS). A write filter status entry in the system
registry specifies whether the write filter is enabled. (i.e., ON) or disabled (i.e.,

OFF). In Microsoft® Windows® NT Embedded, the write filter status entry is
20 found in:

HKLM\System\CurrentControlSet\Services\wrfilter

Installed on the secondary partition 206 is a secondary copy of the

25 computer system'’s operating system. The secondary partition 206 is also
bootable. Although appiications could also be run from the secondary
partition 2086, it is preferable that they only be run from the primary partition.

In a preferred embodiment, the operating system stored on the secondary
partition 206 is also NT Embedded, and many or all of the NT Embedded

30 components installed on the primary partition 204 are duplicated on the
secondary partition 206. In this manner, the secondary partition stores a
backup to the operating system installed on the primary partition. Note,

however, that the operating system installed on the secondary partition 206



could, in fact, differ fromthe operating systemwhich is instal%%wglﬂﬁ
primary partition 204. As shown in FIG 2, the conponents of NT edde
which are installed on the secondary partition include a systemregistry
(designated as "registry files"), and a wite filter (WRFILTER SYS). A
wite 5 filter status entry in the systemregistry specifies whether the
wite filter is enabled (i.e., ON) or disabled (i.e., OFF). Note that

al though the systemregistries and wite filters stored on the primary and

secondary Raffd t iroRsct2fer2fbnb et dpategesystaraswhidieys angtalledton Héesane
files (i.e., a'distinct copy of each is_stored on each p til_t'o é%ﬁ 10
206). The qainsanygrariitond040dsajown i E1Gng. sernranepts AN ETBegAsd | ~of

uhi ch ey beigResd i Rubles O b EkbhugR, 200iRs, gk g o sbor
machi ne COg&éisilt;Hat@dT SREp iRy filelsey, raideh YwittesattBraVRRELTHR.SYB).e A mriter s of

each of the primary and secondar’é@gartlitions 204, 206 so, that. Si st ent
data &an bdilter istatas andryedr theoBysiess seaisineInseias M@%fﬁ%’tﬁbﬁté\ﬁ"eﬁﬁ 'i S ons

204, 206. In fer e ' t state machine conprises at |east
t hree stat @93358{ﬁ‘i?@z(,f)ﬁg855})5%??599[5%“&‘3@5@'&e illustrated in FIG 3 as
RUNBOOT 300, PRERREWMHaBRhouHtHeOMt&rmERGETri80 4ndAddid filteralstatedsontthe may

be inserted between the RUNBOOT 300, PREPBOOT 302, and COVPLETEBOOT 304
states, buprinteyeant aeesndary pastitienp R4l OB kearsthe saene; PBMSS: dh8Y &eni ght

be desirabl f | g, fOr ' | i
andior a SOPHEE PR IR0 ARG} EO4) BRpaBTiF st Bn Ich PANRORRAL 11

di schgsed bgggin, the state machine executes from 25 the boot partition
202 and is entirely coded within the file AUTORU 'E)(()E'f'l However r%lgecftate
machi ne coul d alfher daiBep3rtilian 208 MaynsignRs a5 BYPSH o fen RMFHAT 7

iti . E | i d i i b ,
\?Mfa,[ L' teggﬂs\é@éc%{rg%f% gayéc] 16 Wk ﬂ%@cggﬂhﬁﬁx pRBOsdthht Mhéy rAX@dsisrbbes

€ containing t e corresponding to the states which
af fect it spgmyidtetiitonhe Primdrgranersegondandppttitioass2st, 208. machi ne 30 code

204, 206, " HowevaRe Bl mAcnechoet o TPRINRE ST RARY Hiapidethe Poe
execkgabl e, Wil GReRXSCAAES of HETbAMMT beresedtrerhrp peirtitiats 2040P0RGD that
persistent data can be written to each of these normally write-protected
partitions 204, 206. ina preferred embodiment, the state machine comprises
at least three states 300, 302, 304. These states are illustrated in FIG. 3 as
RUNBOOT 300, PREPBCOOT 302, and COMPLETEBOOT 304. Additional
20 states may be inserted between the RUNBOQOT 300, PREPBOOT 302, and
COMPLETEBOOT 304 states, but these states are not shown in FIG. 3.
Additional states might be desirable, for example, for perfqrming tasks which

are related to and/or distinct from those which are disclosed herein.

In the embodiment disclosed herein, the state machine executes from
25 the boot partition 202 and is entirely coded within the file AUTORUN.EXE.
However, the state machine could alternately be run from any partition or
even multiple partitions. For example, it could be broken into multiple
executables, with each executable containing the code corresponding to the
states which affect its partition. Or, for example, duplicate state machine
30 code could be stored and run from each of the primary and secondary
partitions 204, 206. However, compiling all of the state machine code into a

single executable which executes from a write-enabled boot partition 202



2 8 MAR 2005 -8 allows for easy. upgrade of the state machine cpdeMandigs
avoids conpatibility issues that mght arise if separate executables were
upgr aded i ndependently. Under normal operation, the state nachi ne operates
in the RUNBOOT state 300. During the RUNBOOT state 300, the conputer
system 100 boots 5 to its primary partition 204 (i.e., the primary
partition 204 is the active partition) amét wite filters on both the
primary and secondary partitions 204, 206 are enabled. However, the wite

il ter st or gyl Rshhigmate RATthe State adhink carle, aribapeidsecompaiiteitity
filter) is active, whilethe wite filter %ﬁored on th%?gﬁ.eﬁongﬁ% H
partition 3§gs that mighiearisecibranatate exeru@bles yers UpdraqesciyRENGHE Yo
secondary wite filter is.,i A : ~af dRyNBIOT i on
206 not being tlﬂ{édep’d?quﬁ“&%%f%‘!%itﬁﬁ Sﬁ%ﬁ%%@’&?e@%@%ﬁﬁqﬁoo boots. During

the RUNBOQLst#i® PRFingtthe RUNBOGT syt 800,1@ campuier tsystain fifl0 koated to
wite persistent data to the primary partition 204. .1n {25 p.onﬁgeto such a
need, 8 he st aite pricéhiyneaditicabi28¢ (i, dBeoRERAFY WRHEOR; (53 AR es to

e S e LR iy Beoksgted, T

exanpl e, byaFd cann found by the secondary

operating syatem erBibag HoweRREPRORTtesfiltdrest8AR) o tike pomparyerarijen 284100
boots to its secondary partition 206 (i.e.,. tkk%_seconﬁ?rry pq_r&icﬁt]éotg‘g% S
the acti ve(i.&0 tparprimanhwritg fiftes) is addiveofale, e Wile: e F19Fe abl“ed
during the RUNB stgte 3 .he Rbrthl i T
Wi te?]prot SeRUHYr Pﬁahpﬁeaagﬁsﬁgﬁt@éxggf;V\tfr?t%eﬂtzbr?ﬁg l?gggf]%aryhe
par tijpi on Eéccgﬁaé@-\@n@bﬁl@)is indetivehes avesylt af theagtondary markidery 20pi net
filter is enabled; it is inactive as a result of t@ ﬁ:oi %ryDBr%éit lon 204
not being beingthe ipartiion dowhich JEW?e“?@‘%&%ﬁVﬁtP"éy emPro0 boot's® BUTi ng
t he PREPB | t ' b pditten t
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At sone popite (herbREeritheaBREPEGODrinsam pagdion 206. simresrrRSA R Sl es
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that skt . capoprierBONTE shitet 582 PriHBE¥cORRItvAE filter may be disabled, for
example, by reﬁaming it so that ## cannot be found by the secondary
operating system. - |
During the PREPBOOT state 302, the computer system 100 boots to
its secondary partition 206 (i.e., the secondary partition 206 is the active
20, partition). Since the secondary write filter is disabled during the RUNBOOT
state 300, the secondary partition 206 is not write-protected during the
PREPBOOT state 302 (i.e., the secondary partition is write-enabled).
Furthermore, although the primary write filter is enabled, it is inactive as a
result of the primary partition 204 not being the partition tp which the
25 computer system 100 boots. During the PREPBOOT state 302, the
persistent data which needs to be written to the primary partition 204 may be
written to the secondary partition 206. At some point during the PREPBOOT
state 302, the state machine disables the primary write filter, and re-enables
the secondary write filter. The primary write filter may be disabled, for
30 example, by renaming it so that it cannot be found by the primary operating
system. The secondary write filter may be re-enabled, for example, by
renaming it so that it can be found by the secondary operating system. Note

that although the secondary write filter is re-enabled, it is not active, and will



system The secondary wite filter may be re-enabl ed, for exanple mR
renamng it so that it can be found by the secondary operating s@@t ?\mﬁe
t hat al though the secondary wite, filter is re-enabled, it is not active,
and wll 2 8 MAR 2005 -9 not be active, until the conputer system 100 boots
to the secondary partition 206 while the secondary wite filter is

enabl ed. After wites of persistent data-9to the secondary partition 206
are conpl eted, the state nachi ne advances to the COVWLETEBOOT state 304. 5
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partition 204 are conpleted, the state mact}i ne av nces to Ié)he: RUI\{ QoT
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i n AUTORUN. [ e operating system 25 stored on each
of the pri tms prifvety 94 mwtitteh dodhe pmarg Parlitiars 204t &d somepaint2,

pecitiia?
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15 primary write filter. The primary write filter may be re-enabled, for example,
by renaming it so that it can be found by the primary operating system.
,However, even though the primary write fiiter is re-enabled, it is not active,
and will not be active, until the computer system 100 boots o the primary
partition 204 while the primary write filter is enabled. After writes of
20 persistent data to the primary partition 204 are completed, the state machine
advances to the RUNBOOQOT state 3‘00, and the state machine recycles
through its states.
FIG. 4 illustrates a preferred method 400 of operation of the state
machine coded in AUTORUN.EXE. If NT Embedded is the operating system
25 stored on each of the primary and secondary partitions 204, 206 illustrated in
FIG. 2, then it is preferable that AUTORUN.EXE be coded as a case
statement that runs as an NT Embedded service. That is, it is preferable that
AUTORUN.EXE be ftriggered during boot, without any requirement that a
user first log in. However, AUTORUN.EXE could alternately be coded as a
30 plurality of objects, as one or more standalone applicat‘ions, etc.
Execution of the state machine code begins at block 402. At block
404, the state machine determines whjch state it is to assume by retrieving a

current state. In a preferred embodiment, the current state is stored in the



AUTORUN. EXE be triggered during boot, w thout any requirenent thgt §aMARs 205
first log in. However, AUTORUN. EXE could alternately be coded as a 30
plurality of objects, as one or nore standal one applications, etc.
Execution of the state machi ne code begins at block 402. At block 404, the
state machi ne determ nes which state it |s to assune by retrieving a
current state. In a preferred enbodi ment;1@-he current state is stored in
the 2 8 MAR 2005 -10 AUTORUN. INI file. The state machi ne next determ nes at

bl ock 406 WA SIHRBALINIHIEN Tise tsfatbemtabiemeqﬁefmdeiarm:rtésoat biock.40& enich
partition to which the conputer system 100 will bhoot) a greferred
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with requirenents of the NT Enbedded operatl ng system At block 40 it is

det er n ned othad Her rettieved tfrore yeaiaus: filss, a8 d‘@%th%ﬁ@m@adn\/&h@hs@fﬁ@ Igr r ent

state. If the acti arti t hen
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current st alf o3t cbhedorfiptiblandith hequirepients oSMhtaeNﬂlE&lbeckjefdebpetaimgit

bl ock 412. The active partition and current state may not be conpati bl e,

for exanpl esysitdmt he state machine wites its next state to the 15

AUTCRUN TN 111 ooty uBBn Lo nd W A BcatyBcbdnifio R LoiopaRbie e

BOOT.INI file dd%t drge or sone other eve tive

partiqg on Jfigh GHET Qiterftt attear df thapadtivel pamﬂmenamiecmm statﬁhlaﬂe not
determ nes at block 414 whether the wite filter, status ent storgc’ieln
t he systemw@@ﬁaitmﬁy then tthe skatpy E3pking (shendes dnappelvy P it onf 10

status Ogbgn)ﬁz[tlbwﬁntWthEsechP%rﬁ;ceéta{ a@@loﬁ[@%@n%ﬁheﬁe'ébrhgﬁte?%&bﬁn 100

partltlon emre ry, e state nachine enables it |.e., it
sets filtels pdlsdatedtar KIbCK ¥ER. afibleradiivetpartition abd chent date mayaot e t he

the state FREWAGERAMDE. drabt el MR ores IRt e,
St at qisPecifiFORRAGINCFiId, hBus tiRée faRs b NRrike BT 86ve partition to the
BOOT.INI file due io a power surge or some other event. If the active
partition and current state are compatible, then the state machine determines
at block 414 whether the write filter status entry stored in the system registry
of the active partition is enabled (i.e., filter status = ON). If the write filter is
20 not enabled in the active partition’s system registry, then the state machine
enables it (i.e., it sets filter status to ON 416) and reboots 412. On the other
hand, if the write filter is enabled in the active partition’s system registry, then
~ the state machine proceeds to execute state-specific code at block 418.
State-specific code for the state machine’s RUNBOOT 300,
25 PREPBOOT 302, and COMPLETEBOOT 304 states is respectively
illustrated in FIGS. 5-7 and will be discussed shortly. After state-specific
code has executed at block 418, the state machine’s next state is set at block
420, and the computer system’s next active partition is set at block 422. The
computer system 100 is then rebooted at block 412, and the state machine
30 cycles through its next state.
Operation of the FIG. 4 method 400 is best understood by referring to
the hardware diagrams of FIGS. 8-13. FIG!. 8 illustrates the computer system

100 as it might exist in its initial state. Copies of an operating system are



25 PREPBOOT 302, and COVPLETEBOOT 304 states is respectively iél hls{gir gtﬁ@
in FIGS. 5-7 and w |l be discussed shortly. After state-specifi C 8’ g
executed at block 418, the state machine's next state is set at block 420,
and the conputer systemi s next active partition is set at block 422. The
conputer system 100 is then rebooted at bl ock 412, and the state nachine
30 cycles through its next state. Qperatildn of the FIG 4 nethod 400 is
best understood by referring to the hardware diagrans of FIGS. 8-13. FIG
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Noting 408 that the current state is conpatible with the active partition,
the state machi Whehetheleomputeesystem ishipitialiye bppiad he tSeteofMacRingr i mary

2o e SRR A oL LS | B2 BB LAt bRy 7L
i ts ppi mary PAHRIMARYZ0EeOFEShacard 8.t Notihg 408nihatethesgatrent sBleis free
to execute the applications stored on the systemis prinmar artiti 204.
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156 computer system 100 is free to execute the applications stored on the
system'’s primary partition 204. Execution of some or all of these applications
may be triggered by the state-specific code of the state machine. Due to the
enabled write filter stored on the prirhary partition 204, all writes to the
primary partition 204 are cached in RAM 200. However, the computer
20 system 100 eventually receives a request to write persistent data to the
primary partition 204, which request must be executed. Examples of
requests which must be executed might include requests to update the
computer system’s IP (internet protocol) address, requests to upgrade the
computer system’s operating system or application components, etc. Write
25 requests which must be executed may be identified as such by some form of
tagging, or by application or state machine code which is able tc identify
certain pre-determined types of write requests. When such a request is
received, either application or state machine code may cause the data
associated with the write request to be written to persistent, write-enabled
30 memory and/or mass storage. in FIG. 9, the data is written to a data partition
208 of the computer system 100 as persistent data. At some point, the state
machine becomes aware of the need 500 to write persisient data to the

primary partition 204, and the state-specific code 418’ illustrated in FIG. 5 is



requests which nust be executed m ght include requests to update the
conputer systemis IP (internet protocol) address, requests to upgl ddARt2085
conput er systenls operating systemor application conponents, etc. Wite 25
requests which nmust be executed may be identified as such by sone form of
taggi ng, or by application or state machige code which is able to identify
certain pre-determned types of wite re"a ests. Wien such a request is
received, either application or state machine code may cause the data
associ at ed gpbtilitetiheinwesgornisen te she reedetowirte grersistgidrdatet tnthe primary
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reboot e . \Wen the conputer ,system i , , i ne
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partition (i_gi_,ﬁE? REA Rﬂotiﬁp}%hb;@&hépﬁé Bdreht&tata! iy €rhpatiBlecwits the

conpati bl e*"\W active partition, the state machine then determ nes
414 yhat tAeiver partitibh) ther siate nachise dben sejermines vildnthadshe wrdadee®fin t he

partition's systemregist.r hao€.,  filter.st . =, : . State
machi ne ca@?é‘seqoﬁ'é[a%??ﬁmtg\;' é??t'ﬁrﬁ“aﬂﬁfj ﬁjoﬂﬁeog%Hﬁlg nistcg\%étgggn '?i’/—pg%‘?t’i tion
206. Once footedy,st BEORONPYRLAS, tHY SiA8 exchineecaldes Hieaconynaer Systernde

418" corresponding to the 15 PREPBOOT state 302, A g}r eferr&}(‘j enbodi ment of
this code 160 itb| bootr to d¢ sacomiamy partiiogr gP8b| e ool e COMRHSTt he

Do 11 o B STV S s L) R, e ity o e
opergd i Ng PREPBDOTAE 802! he psefenrdbembpdirmeni ohtli®eode is iflustrated in
FIG. 6. Preferably, the code writes 800 the persistent data stored on the data
partition 208 to the secondary partition 206 (see the arrow 1000 in FIG. 10).
In this manner, the operating system stored on the secondary partition 206
may serve as a backup to the ‘'operating system stored on the primary
20 partition. The write of persistent data to the secondary partition 206 might
require, for example, the setting of an IP address in the system registry of the
secondary partition 206, or the launch of Microsoft's InstallShield to update

operating system components stored on the secondary partition 206.
Next, the secondary write filter is re-enabled 602. The secondary
25 write filter may be re-enabléd, for exampie, by giving it its original name
(WRFILTER.SYS). See FIG. 11. The primary write filter is then disabled
604. The primary write filter may be disabled, for example, by renaming it to
WRFILTER.BAK. The next state (COMPLETEBOOT) and next active
partition (PRIMARY) are then set 420, 422 and the computer system 100 is

30 once again rebooted 412.

When the computer system is next rebooted 412, the state machine
retrieves 404, 406 its current state (i.e., COMPLETEBOOT) and the active
partition (i.e., PRIMARY). Noting 408 that the current state is compatible with



may serve as a backup to the operating systemstored on the primar§ RAR 2005
partition. The wite of persistent data to the secondary partition 206

m ght require, for exanple, the setting of an IP address in the system
registry of the secondary partition 206, or the |launch of Mcrosoft's
Install Shield to update operating system conponents stored on the
secondary partition 206. Next, the secorrdz%'y wite filter is re-enabled
602. The secondary 25 wite filter may be re-enabled, for exanple, by
giving it ithé iveiliticaTRe stiBrhadiiRe TYE) defrmifiecA14 thatithe \writentiltgr wri t e
filter is then disabled 604. The primary wite filter nP be d'ﬁ(gbl ed, for
exanpl e, byofrtheamimany pattigon\B94 isTeralad infhe Ao sV SEYEBSOT) and
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FIG 12). The wite of persistent data to the prjpar artitl . 10
m ght r equiof éhef pimaramarition w04 cef ithy 'BF“QH &M‘%&%@@? i#ﬁ’{"ﬁ%"é%t@m
registry of e ' i tB6hetts Mareds oht 't

I nst al | Shi gpgg{bo é}%}éﬁ%ﬁ]ﬁ% g’gget%g{ i%lgeﬁpﬁbgﬁ%}?or agpl ?cat i on conponeﬁt S
stored on pHmarpipanition Po4tition 204. Next, the primary wite filter is

re-enabled 702. The primary wite filter e : :
exanpl e, by gi viNRKE tﬁzrei qrémép{ gp%%ﬁ{t%raiﬁge-er?aﬁalg@¥09. Fifs BRARIAS Yrit Sliter
15 may be re-enabled, for example, by giving it its original name

(WRFILTER.SYS). See FIG. 13. The next state (RUNBOQT) and next
‘active partition (PRIMARY) are then set 420, 422 and the computer system
100 is rebooted 412 to its normal operating state (i.e., RUNBOOT).
In the preferred embodiment described above, write filters are
20 disabled by renaming them. Although a write filter may be renamed by
changing its filename and/or extension, a write filtter may also be renamed via
a change In its directory path, and/or by any combination of these or other
methods. For example, Microsoft® Windows® NT Embedded expects its
write filter to be in the “winnt\system32\drivers” directory of the system
25 partition. Thus, if it is not found in this directory, it will not be invoked, even
though a write filter status entry in a system registry may indicate that the
write filter should be invoked.
One may note that even though the secondary write filter is enabled
during normal operation of the computer system 100, the write filter is never
30 active during normal operation of the computer system 100. Furthermore,
the write filter is never active when the computer system 100 boots to the
secondary partition 206 because the write filter is always disabled prior to
booting to the secondary partition 208. It is therefore unnecessary that the



(WRFILTER SYS). See FIG 13. The next state (RUNBOOT) and next ytﬁggz
partition (PRI MARY) are then set 420, 422 and the conput er syst% 9@5
rebooted 412 to its normal operating state (i.e., RUNBOOT). 1In the
preferred enbodi nent descri bed above, wite filters are 20 disabled by
renam ng them Although a wite filter nmay be renamed by changing its
filenane and/or extension, a wite filteridray al so be renaned via a change
inits directory path, and/or by any conbi nati on of these or other

met hods. Fog ecﬁ%@%ﬁ} ?vqté"fﬁt‘é?sﬂg endbltows INT EmBesslathaarpasiite filksr isvorle

filter to be 1n winnt\systenB2\d rivers" directory of the system 25
partition. diudedilferetn is IEBGt td ouredrenh arniisadverédntobgot iandhiwritende tee

i nvoked, even though ‘? e filter status entry in a systemregistry nmay
i ndi cat e t HfCONHBTY Rpitiian er should be invoked. One may note that even
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-14 secondary wri e enabled at all. The secondary wite filter is
only enablsta:tefﬁﬂtblmslsppai tho thiseerbodiment pgveistenidaiadnanig wittes o t he

secondary partition 20 Var i | ter at| es [fo,.the state
machi ne ha HgﬁaWSp@&WPBnﬁP&t E‘d&’ rgﬁe ot PHigh itd %ﬁ%%ﬁ%ﬁéga tg’ g st ent
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302; and tperr@@t/IBBHﬂEBOOT st ate 304 is skipped. In this enmbodinent,
per 1 St ent a3 g ISR, e B ARl B 20l g
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al ternate enbodi nent, the secondary parti thgosneczo%%a arwon 206. In this
partition 204, "and no data is written to t ry p
15 embodiment, the write filter which is stored on the secondary partition 206
may be, for example, 1) always enabled, 2) always disabled, or 3) enabied
and disabled as described in the preferred embodiment, supra.
in yet another altemate embodiment, the state machine is manually
stepped through its states. This can be done, for example, by'opening the -
20 AUTORUN.INI and BOOT.INI files in a text editor and manually changing the
current state and active partition which - are respectively stored therein.
However, if a computer system 100 on which the state machine runs is a
rack-mounted system or other system which lacks direct access to its user
interface via a monitor, keyboard and mouse, a manually stepped state
25 machiné can become cumbersome. A manually stepped state machine is
also cumbersome if a computer system 100 is always on, and the need to
write persistent data to the system’s primary partition 204 can arise at any
time.
It should be noted that one of ordinary skitl in the art will readily
30 comprehend that many of the action and decision blocks 402-422, 500, 502,
600-604, 700, 702 set forth in FIGS. 4-7 may be executed in various orders

while still achieving the same end result.



used as a neans for disabling the wite filter which is stored o @hﬁ 05
primary partition 204, and no data is witten to the secondary part 5B&w
206. In this 15 enbodinment, the wite filter which is stored on the
secondary partition 206 nay be, for exanple, 1) always enabled, 2) always
di sabl ed, or 3) enabled and disabled as described in the preferred

enbodi nent, supra. In yet another alternrdbe enbodi nent, the state nmachine
is manually stepped through its states. This can be done, for exanple, by
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primary partition 204 n arise.at a time. It should be noted that one
of ordi nar«;n@k@mmngﬁg%&\e Hﬁ"ﬁ'ﬁ@%%‘f*ty 30 conprehend that many of the

action and deci gy, filaRkicA8Rd fPdseribroffited effiodidéntsoNncTRvemdnf of t h
e

in FIGS. 4-7 may executed in various orders while still achieving the
sane end rieswd beef dbsuriReddosetaibhersin, itistp baendptiteod dazt thedaveriiveds and

apparatus, one or nor rtitions. 20 f.,a €0 e e
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Wi ten toaﬂ;_flbr{oee“doﬁlﬁl%st Srd HREhEE @8 baepsstiiedWol ingludler sush extriatiohs, t o t he
partitions. 'In this manner, the possibility 5 of data corruption due to

power sur gesephasdinpitadby daangor artr uses, and so on are minimzed for the
partitions 204. Wile illustrative and presently preferred enbodi nents of
the invention have been described in detail herein, it is to be understood
that the inventive concepts nmay be ot herw se variously enbodi ed and

enpl oyed, and that the 10 appended clains are intended to be construed to

i ncl ude such vari ati ons,



except as limted by the prior art. 2 8 MAR 2005 -16 WHAT IS G_Alzwnghﬁzzﬁbﬁ
A conputer system conprising: a. at |least primary and secondary g
partitions; b. a primary wite filter for wite-protecting the primary
partition; and 5 c. a state nachine having at |east three states, the
states 10 15 20 25 conprising: i.-a first state, wherein: 1. the conputer
system boots to the primary partition;ig2. the primary wite filter is
enabl ed;: and 3. the state machi ne advances to a second state in response
to a need to wite persistent data to the primary partition; ii. the
second .st at gwHATISCIAIMED [die conputer system boots to the secondary
partition; and 2. during-the second state, the primary wite filter is-

di sabl ed befpre the state nachi ne advances to a third state; and iii. the
third stat e, whefdOMPUEr syplem, GAIRAYING'sy st ém boots to the primary
partition; . 2::the. pitiidast privaivind ddcbfdary pahiibhd;al | v disabled while

persistent data is witten to t h% epl’l mary partition; »
- b. a primary write fiiter for write-protecting the primary partition;

and . )
5 c. a state machine having at least three states, the states
| comprising: - ' |
i & first state, wherein:
1. the computer system' boots to the pi‘imary
partition; - s |
10 . 2. the primary write filter is enabled; and
- 3. the state machine advances to a second state in
response to a need to write persistent data to the
primary partition; | 3 -
ii. the second state, wherein:
15 1. the computer system boots to the secondary
_ partition; and '

2. during the second state, fhe brimafy write fiiter is
disabled before the state machine advances to a
third state; and
20 . il thethird state, wherein: |
' 1. the computer- system boots to the: ph’mary-
partition; ' , :
2. the primary write filter is Initially disabled” while
 persistent data is written to the primary partition;
25 | and . L |
' 3. after persistent data .is written to the primary
partition, the primary wiite filter is re-enabled )
before the state machine advances to the first
state. ' ' -



and 3. after persistent data .is witten to the primary partitiod,8tMAR 200
primary wite filter is re-enabled before the state machi ne advances to the
first state. 2 0 MAR 200 -17 2. A conputer systemas in claiml, further
conprising a secondary wite filter for wite-protecting the secondary
partition, wherein: a. during the first state of the state machine, the
secondary wite filter is disabled- and 5 b. during the second state, i.
the secondary wite filter is initially disabled vvhiltf

. I ! A RefSi stent data is
wittentot Egoagﬁgp o B8l plairon, fusinet comprisias feCRRIYY STeht data is
wittento t

secondary partition SECHEasiN: Wwite fitter is
re- enabl ed 3ﬁiteAfaer'qtﬂ:P@¥eC§9%§Qﬁﬁeé’8h?an&g?g@ﬁﬁl, furt he#ggq,ﬂ:ﬁéi sing a
secondary wite dfui"ﬁ &e firat statd tfethpretdte enachiget e BERBIYArY partiti on,
wherein the s8cSRUA y wite filter is always enabled. 4. A conputer system
as in claimil, wiiecisdisehleds@Mfe persistent data is witten to each of the

primary and se o%%égﬂ%agécbha@m,duri ng operation of the state nachine 5.

A cénputer systemas in claimil, wherepn tdhe,ghagt eiisabEd vdildi sabl es and
re-enabl es the primar #\ﬂ/vrﬁet?"é“qqr?'t'é"r‘teb@tér}enamnng t he wite filter.

6. A - : - rpecpi R@%ﬁrﬁarr@ﬂ .
: conput er syst em ag.dideritdatas writteh éo tierbeCH e eg Write persistent

data to the primary partition i ne 1dMHetsecanddrPpadidiress to the
primary partition. #W. aﬂeb%ﬁf’@?d%s'?g&ﬁgg % claim1l1, wherein the need to

wite persistent dat g GeddpgaRnwiterieriaraeaalt-is a need to update
operating system conponents stored on the primary partition. 8. A conputer

systemas in claiml, wherein the need to wite persi {urite
A computer system as in claim 1, further comprising a secor?&a%.{)'
> dary partition, wherein the

fitter for write-protecting the secon
secondary wﬁte filter is always enabled.

4 ‘A computer éystem as in claim 1, wherein the same persistent data is

written to each of the primary and secondary partitions during

operation of the state machine.

5 A computer system as in claim 1, wherein the state machine disables

and re-enables the primary write filter by renaming the primary write

fitter.

1, wherein the need to write persistent
(ite an |P address to the

8. A -computer system as in claim
data 1o the primary partition is a need to w

primary partition.

A computer system as in claim 1, wherein the need to \n!ﬁte persistent
" : d to update operating sysiem _

data to the primary partition is a nee
components stored on the primary partition.

8 A computer system as in claim 1, wherein the need to write persistent

data to the primary partition is @ need to update ‘application

components stored on the primary partition.



data to the primary partition is a need to update application co&p%n@ﬁgs?ﬂﬂ
stored on the primary partition. 2 8 MAR 288 -18 9. A conputer systemas in
claim1l1, further conprising a data partition for storing persistent data
whi ch needs to be witten to the primary partition. 10. A conputer system
as in claim1, further conprising Mgrosoft Wndows NT Enbedded conponents
installed on each of the primary and secondary partitions, wherein the
primary wite filter is a part of the Mcrosoft Wndows NT Enbedded
conponents installed on the primary partition. 11. A conputer systemas in
claim1, §urtheeompomRr sgdétan as bosaimphrfuithérosompristngr 2 data pastiierat e machine is
enbodi ed i n program code, staqr on.the oot, part.jti : conput er
system as in dPapRig Hﬁﬁéﬁ%ﬁqr&#ﬂ@’%%%?%eqb?ﬁ%hﬁqgnlhéﬁ (Elgqu{ﬁ cjgrar(?so t W ndows NT
Enmbedded ser vigagitioh3. A conputer systemas in claim1, further conprising
an operating systemstored on the primary partition, wherein the operating
system conprises a systemregistry, wherein the systemregistry conprises
a wite {ilte{ Shijuus Spitént, agn@ vk ei,nfurther mompeisingwMicresstt | ter is

stored 5 separately fromthe systemregistry. 14 r,system
conpri si ng: a.W'QFOW%QBEE'ﬁP?qMRP"?B@cﬂ%ﬂ[ opna‘ra?(fl-@ffgﬁg?%%% primary

wr i L e fil \t/\ﬁr fb gtyﬁbﬁ@arpt [pgt-tm@héﬁr\ghérbip the ipnerayy patet filterds;a parhef 5 'Ci a state
machi ne, erein _the state nac . .n.response to. e wite

persi stent datthe fMicropeft M‘PW?%E{WWBQ‘?EE '38?%8%%"%[ Igﬁs%%gﬁ%ary
partigtion, di saklapppdiorprimary wite filter, boots to the primry
partition, wites persistent data to the primary 2 0 MAR 2005 -19

11. A computer system as in claim 1, further comprising a boot partition,
wherein the state machine is embodied in program code stored on the

boot partition.

1v2. A computer system as in claim 1, wherein the state machine is a
Microsoft Windows NT Embedded service. '

13. A computef system as in claim 1, further comprising an operating
system stored on the primary partition, wherein the operating system
comprises a system registry, wherein the system registry comprises a
write filter status entry, and wherein the primary write filter is stored

5 separately from the system registry.

-14. A computer system, comprising:
a. at least primary and secondary partitions;
b. a primary write filter for write-protecting the primary pattition;
and | )

5 c. a state machine, wherein the state machine, in response o a
need to write persistent data to the primary partition, boots to
the secondary partition, disables the primary write filter, boots
to the primary partition, writes persistent data to the primary



partition, re-enables the primary wite filter, and then rebootsZt® MaB 2%
primary partition. 15. A conputer systemas in claim114, wherein the state
machi ne di sables and re-enables the primary wite filter by renam ng the
primary wite filter . 16. A nethod for witing persistent data to a
normally wite-protected primary partition of a conputer system'
conprising: a. installing an operatﬂﬁ'g systemon the primary partition of

the conputer system and installing an operatin st 5 secondary
partition of the cmsrmum-ere emmhewnn@%wﬁteﬁ&eaa%ﬁ%‘ ?eeer?%r 8stor ed on the
pri mary partition l&'\ reb mtqﬁrl te-protect the primary partition; and c.

uporifa need to wri data to the primary partition, - booting to
t he secondary partltion dlsabllngthe primary wite 10 filter, booting to

the prina l$v partltlug%[ %?s. Tgi}gl%hsl'ﬁhﬁ&telrﬂlﬁb%tatt@n'fabﬁlnardismtqs partltlon

re-enabl i and then rebootln to the primary
partition. 17ane?~r@%hhlﬂdsam pmneﬂyawmefﬁﬂ i senaming thes BITAY WIS 1 e- enabl i ng
the primary wite fitter conprise renaming the primary wite filter. 18. A
method as in BX&lim 16, further conprising, when booted to the . secondary
partition, witing persistent data to the secondary partition. 19. A method

as in claima18, rt her r I bAnd Hiecprblectdte secondary
partiti o8 di §ameﬁwg’ ‘5@% h%lls[}gemaqaéé)ft?lo{gr stmd on the secondary
partition; angnﬁanﬁiér&ﬁomwﬂatwmwmmmﬂﬁﬁ"ésto t he secondary partition,
re- 5 enabl ing the s %ndar#g}gﬁiﬂesﬁéﬁ.‘e&n P prifilafOpaRtieT ob et em

e

conpri sing: 2 8 avuipst ast prlmary and s condary partitions;
b. a primary witecdrpiter spaemuzindeinstalingcan RperaiBe o7y yorb tition; and

5 secondary partition of the computer system;
b. enabling a write filter stored on the primary pariition to thereby
write-protect the primary partition; and
¢. upon a need to write persistent data to the primary partition,
booting to the secondary partition, disabling the primary write
10 filter, booting to the primary partition, writing persnstent data to
the primary partition, re-enabling the primary write filter, and -
then rebooting to the primary partﬂion.

47. A method as in claim 16, wherein disabling and re-enabling the
primary write filter comprise renaming the primary write filter.

18. A method as in claim 16, further comprising, when booted to the
' - secondary partition, writing persistent data to the secondary partition.

19. A method as in claim 18, further comprising:
a. prior to booting fo the secondary partition, disabling a

secondary write filter stored on the secondary partition; and
b. after writing persistent data to the secondary partition, re-

5 enabling the secondary write filter.

20. A computer system, comprising:



5 c. a state machine having at |east two states, the states conygr 8sivi@: 2005
a first state, ..herein: 1. the conputer system boots to the primary
partition; 10 2. the primary wite filter is enabled; and 15 3. the state
machi ne advances to a second state in response to a need to wite
persistent data to the primary.partition; ii. the second state, wherein:

1. the conputer system boots to the2@econdary partition; and 2. during the
second state, persistent data is witten to the primary partition before
the state. machi ge at athéBprirearytand sheorfdanspardiiciSe. 2 8 MAR 2005 - 21 ABSTRACT
OF THE DI SCLOSURE DI SABLENMENT.. OF T el ey i | TE- PROTECTED
PARTITION | A BorfpREBAYsYE efmeﬁzgéfi ‘)r@eﬁ 0@%. Bg?é-nary @g\*éﬁsdé\?ondary
partitions, a priggary wite filter for wite-protecting the primary
partition, and a state machine, The ngehi i se to a need
to white persisfert SRPamachige; RV %ﬁéﬁéarti.tﬁ%ﬁ" l?c?;fsgﬂt?g thé secondary
partition, disabl egniphgingrimary wite filter, boots to the primary .
partition, wites persistent data t.o the primary partition, re-enables the
primary wite filteri 8AFLE :

Ft,

$ WEEBts; to the primry partition. FIG 2
1. the computer system boots to the primary

partition; .
10 | 2. the primary write filter is enabled; and
3. the state machine advances to a second state in
response to a need to write persistent data to the
primary partition; A '
ii. the second state, wherein: .
15 : 1. thé computer system boots to the éecondary
partition; and | ‘
2. during the second state, persistent data _is written
to the primary partition before the state machine
advances to the first state.






