wo 20227221639 A1 |00 0 TR0 0O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
20 October 2022 (20.10.2022)

(10) International Publication Number

WO 2022/221639 A1l

WIPO I PCT

(51) International Patent Classification:
GO6F 21/35 (2013.01) HO4W 12/065 (2021.01)

(21) International Application Number:
PCT/US2022/024980

(22) International Filing Date:
15 April 2022 (15.04.2022)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

17/231,481 15 April 2021 (15.04.2021) US

(71) Applicant: CAPITAL ONE SERVICES, LLC [US/US],
1680 Capital One Drive, McLean, Virginia 22102 (US).

(72) Inventors: GUO, Rocky; c/o CAPITAL ONE SERVICES,
LLC, 1680 CAPITAL ONE DRIVE, MCLEAN, Vir-
ginia 22102 (US). RULE, Jeffrey; c/o CAPITAL

74

@81)

ONE SERVICES, LLC, 1680 CAPITAL ONE DRIVE,
MCLEAN, Virginia 22102 (US). CUAN, Lukiih; c/o
CAPITAL ONE SERVICES, LLC, 1680 CAPITAL ONE
DRIVE, MCLEAN, Virginia 22102 (US). BHATT, Gau-
rang; c/o CAPITAL ONE SERVICES, LLC, 1680 CAPI-
TAL ONE DRIVE, MCLEAN, Virginia 22102 (US).

Agent: RUSSELL, Matthew S. et al.; Kacvinsky Daisak
Bluni PLLC, 2601 Weston Parkway, Suite 103, Cary, North
Carolina 27513 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, IT, JM, JO, JP, KE, KG, KH,
KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,

(54) Title: AUTHENTICATED MESSAGING SESSION WITH CONTACTLESS CARD AUTHENTICATION

128
Programmatic Intelligent Agent

300~ 118 132
User Authentication Service
~302
Send Message
Requesting

Response Message

304

(Determine that Needs
to be Authenticated

308
Activate Link

308

Send Info from
Contactless Card
310
Authenticate

312

and) Send Request
Message with Link

Inform of Authentication Success

- 314
Create Authenticated Session

and Send Response Message

FIG. 3A

(57) Abstract: The exemplary embodiments described herein overcome problems encountered by conventional systems by providing
an authenticated messaging environment in which a user can securely message with a programmatic intelligent agent. The user may be
authenticated at the prompting of the programmatic intelligent agent, such as the beginning of a messaging session or when the user
submits a request that requires access to sensitive or confidential information or requires access to a secure account. The prompt may
take the form of a message sent from the programmatic intelligent agent. The message may contain a link for launching code, such as
an application, that facilitates authentication of the user's identity. The user may activate the link to launch the code and then perform

the steps requested by the code to perform the authentication.
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