1 ON-BOARD VEHICLE DEVICE CONTROL SYSTEM AND METHOD
FIELD OF INVENTION The present invention relates broadly to a system
and method for on-board controlling one or more devices installed in a
vehicle. BACKGROUND In the context of remotely controlling devices in
a vehicle, existing solutions typically comprise utilising a central
processing unit (CPU) together with a Global System for Mobile
Communication (GSM) communication module. A command signal may
be sent via Short Message Service SMS) or Multimedia Messaging
Service (MMS) message to control the appliances and a response may
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communication mo heexisting solut

applications related to car alarm systems linked to call centers. A car

alarm system linked to a call center is typically a system which alerts the

call center via the GSM communication module if an intrusion occurs.

Some problems may arise with the usage of a CPU for controlling devices.

One problem posed may be the typically high power consumption of the
PU. Anather problem may be the operating conditions of the CPU being

C
HELR/BE&I'NMWEQ ,Ne.g. the CPU may be damaged at relatively high
operating temperatures. Yet another problem when utilising the CPU to

C@H{é%ﬁegM?kmgfﬁﬁi&}llpggtégayﬁggﬂ% ?%\?ﬁﬁ%ﬂ% H%qgo%?op n-board

additional circuitry that are typically required ing devices to be
contrelfRg NI MSUAVIRHIRSS (I EedsiEng & AA'R: first aspect of the present
invention, there is provided an on-board system for controlling one or
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In the context of remotely controlling devices in a vehicle, existing solutions
typically comprise utilising a central processing unit (CPU) together with a Global
System for Mobile Communication (GSM) communication module. A command signal
may be sent via Short Message Service (SMS) or Multimedia Messaging Service
{MMS) message to control the appliances and a response may also be sent via
SMS or MMS from the appliances using the GSM communication module. Most of
the existing solutions are limited only to applications related to car alarm systems
linked to call centers. A car alarm system linked to a call center is typically a system
which alerts the call center via the GSM communication module if an intrusion

occurs.

Some problems may arise with the usage of a CPU for controlling devices.
One problem posed may be the typically high power consumption of the CPU.
Another problem may be the operating conditions of the CPU being typically limited,
e.g. the CPU may be damaged at relatively high operating temperatures.

Yet another problem when utilising the CPU to control a plurality of devices
- may be high costs being incurred due to additional circuitry that are typically

required when adding devices to be controlled.



system comprising, a microcontroller; a wireless communication module
coupled to the microcontroller; one or more sensors installed in the
vehicle and coupled to the microcontroller; wherein the microcontroller
controls the one or more devices based on signals received from the
wireless communication module, the sensors, or both; and wherein the
microcontroller initiates a communication to an external communication
device via the communication module based on signals received from the
SUMMERSOrS; a first action device; and the sensors comprise an alcohol level
sensor; and wherein the microcontroller controls the first action device
based op si rec d from the ol level tester and t ) .
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communication device via the communication module based on the
signals received from the human input device.
The devices may further comprise an alerting device and a second action device;

the sensors may comprise a human input device; and the microcontroller may instruct a
driver reaction test by activating the alerting device based on signals received from the
aicohol level tester and the microcontroller may control the second action device based

on signals received from the human input device.

The alerting device may comprise an optical device, a sound device, or both, and
the action device may comprise a water spray device, the human input device may

comprise a button, and the first action device may comprise an engine immobilizer,

The devices may comprise an alerting device and a first action device; the

sensors may comprise a human input device; and the microcontroller may instruct a



The devices may further comprise a second action device; and the

microcontroller may control the second action device based on the signals

received from the human input device. The human input device may

comprise a button, the second action device may comprise an air

freshener, a humidifier, or both, the alerting device may comprise an

optical device, a sound device, or both, and the first action device may

comprise an engine immobilizer. The devices may comprise an alerting

device; the sensors may comprise a, driving characteristic sensor; and the

microcontroller may control the alerting device based on signals received
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controller. The devices may comprise an action device; the sensors may
coglprige a voltage monitor coupled to a battery of the vehicle; and the
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may fromphiea/gitagernforstemfer, a humidifier, or both, the alerting device may
comprise an optical device, a sound device, or both, and the first action device may

comprise an engine immobilizer.

The devices may comprise an alerting device; the sensors may comprise a
driving characteristic sensor; and the microcontroller may control the alerting device
based on signals received from the driving characteristic sensor and the
microcontroller may initiate a communication to the external communication device
via the communication module based on the signals received from the driving

characteristic sensor.

The alerting device may comprise an optical device, a sound device, or both,
and the driving characteristic sensor may comprise a speed sensor, a seatbelt

sensor, or both.

The devices may comprise an action device; the sensors may comprise a
carbon monoxide sensor; and the microcontroller may control the action device
based on signhals received from the carbon monoxide sensor and the microcontroller
may initiate a communication to the external communication device via the
communication module based on the signais received from the carbon monoxide

Sensor.



recharging the battery and the microcontroller may initiate a
communication to the external communication device via the
communication module based on the signals received from the voltage
monitor. The action device may comprise one or more of a group
consisting of a starter of the vehicle engine, a gear control device, and a
break control device. The devices may comprise an alerting device; the
sensors may comprise a tilt sensor and a engine-off sensor; and the
microcontroller may control the alerg'ng device based on signals received
from the tilt sensor and the engine-off sensor and the microcontroller may
initiate a communication to the external communication device via the
CorpRRifAIaBVRRIHIS RasesHeR e mignRIesrEsiuad from the tilt sensor.
The devices may comprise an engine starter device; the sensors may
comprise a handbrake detector and a gear shift detector; and the
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temperature sensor; and the microcontroller may control the engine
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the handbrake detector, the gear shift detector and the temperature
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measure device; the sensors may . ] _
The devices may comprise an alerting device; the sensors may comprise a

tilt sensor and a engine-off sensor; and the microcontroller may controi the alerting
device based on signals received from the tilt sensor and the engine-off sensor and
the microcontroller may initiate a communication to the external communication
device via the communication module based on the signals received from the tilt

Sensor.

The devices may comprise an engine starter device; the sensors may
comprise a handbrake detector and a gear shift detector; and the microcontroller
may control the engine starter device based on signais received from the
communication module, the handbrake detector and the gear shift detector, and the
microcontroller may initiate a communication to the external communication device
via the communication module based on the signals received from the handbrake

detector and the gear shift detector.

The sensors may further comprise a temperature sensor; and the
microcontroller may control the engine starter device based on signals received from
the communication module, the handbrake detector, the gear shift detector and the

temperature sensor, and the microcontroller may initiate a communication to the



comprise a panic button; and the microcontroller may control the offensive
measure device based on signals received from the panic button or the
communication module and the microcontroller may initiate a
communication to the external communication device via the
communication module based on the signals received from the panic
button. The devices may comprisean engine immobilizer unit coupled to
the engine of the vehicle; the sensors may comprise a vibration sensor;
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sensofOMMunication module based on the signals received from the vibration
sensor. In accordance with a second aspect of the present invention,
there is provided a method of on-board controlling one or more devices
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skill in the art from the following written description, by way of example
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and the microcontroller may initiate a communication to the external communication
device via the communication module based on the signals received from the vibration
sensor.

In accordance with a second aspect of the present invention, there is provided a
method of on-board controlling one or more devices installed in a vehicie using a system
as defined in the first aspect, the method comprising, contralling the one or more devices
based on signals received from a wireless communication module, sensors installed in
the vehicle, or both utilising a microcontrolier; and initiating a communication to an
external communication device via the communication module based on signals received

from the sensors utilising a microcontroller.
BRIEF DESCRIPTION OF THE DRAWINGS
Embodiments of the invention will be better understood and readily apparent to

one of ordinary skill in the art from the following written description, by way of exampie
only, and in conjunction with the drawings, in which:



Figure 2 is a schematic side view of devices coupled to a MCU mainboard

for a Drink Driving Control function in an example embodiment. Figure 3

is a picture showing a fingerprint reader unit mounted on a control panel

in a vehicle in an example embodiment. Figure 4 is a flowchart illustrating

the process of a Drink Driving Control function in an example

embodiment. Figure 5 is a flowchart illustrating the process of a series of

reaction tests in an example embodiment. Figure 6 is a schematic side

view of devices coupled to a MCU mainboard for a Drowsy Driving

Control function in an example embBdiment. Figure 7 is a flowchart

illesgiating(teiPraaess wbw RrowsyiGoriigromstrohifuntie) imaMboard in an
examefeagn[gée Slrpnbo iment. Figure 8 is a schematic side view of_dewces

ouple W"IRMCU mainboard for a Teenage Driver Behavior Control

function in an example embodiment. Figure 9 is a flowchart illustrating the
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embodiment. Figure 10 is a schematic side view of devices coupled to a
exampie GRABLEE for a Carbon Monoxide Detection Control function in an

example embodiment. 7 Figure 11 is a flowchart illustrating the process of

a Gathen MOJ‘Q&%%BEES%%W%%HPHB{E‘&&Q%B&%Q‘?@E‘ RIBU mainboard for

_embodiment. Figure 12 is a schematic side view of devices coupled to a
a Drinks Erj\vingi ure’ fercligateAp AR /BResimeM tunction in an

example embodiment. Figure 13 is a flowchart illustrating the process of a

B e trol function in an example embodiment. Figure
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Figure 4 is a flowchari illustrating the process of a Drink Driving Control

function in an example embodiment.

Figure 5 is a flowchart illustrating the process of a series of reaction tests in

an example embodiment.

Figure 6 is a schematic side view of devices coupled to a MCU mainboard for

a Drowsy Driving Contral function in an example embodiment.

Figure 7 is a flowchart illustrating the process of a Drowsy Driving Control

function in an example embodiment.

Figure 8 is a schematic side view of devices coupled to a MCU mainboard for

a Teenage Driver Behavior Control function in an example embodiment.

Figure 9 is a flowchart illustrating the process of a Teenage Driver Behavior

Contro! function in an example embodiment.

Figure 10 is a schematic side view of devices coupled to a MCU mainboard

for a Carbon Monoxide Detection Control function in an example embodiment.



Figure 15 is a schematic diagram illustrating a software database

containing different groups of GPS data for use in a Location Reminder

Control function in an example embodiment. Figure 16 is a flowchart

illustrating the process of a Location Reminder Control function in an

example embodiment. Figure 17 is a schematic diagram illustrating a

Global Positioning System (GPS) reminder panel in an example

embodiment. Figure 18 is a flowchart illustrating the process of editing or

categorising GPS data for a Location Reminder Control function in an

example embodiment. Figure 19 is & schematic side view of devices

coupled to a MCU mainboard for a Tire Pressure and Anti-Tow

Monitoring Control function in an example embodiment. Figure 20isa
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DetedflonitooimgoCimicbbfuitcioreiaaplexamipteliembodiment. 8 Figure 21 is a

schematic side view of devices coupled to a MCU mainboard for a

Remote Start Engine Control function in an example embodiment. Figure
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the process of a Remote Start Engine Control function for cold starting an

engine in an example embodiment. Figure 24 is a schematic side view of

ddviege cbiipted tBanvniad iufmsng the RraesRobfl/ AfRpHEaciAGonibiarge
ContfeITeiendn an-exammrBhasiearnFigure 25 is a schematic diagram

illustrating a dual-relay switch setup for activating a spray of dye via a

spray unit in an example embodiment. Figure 26 is a schematic side view

offdeviecticsuplediteraafiCtidmaitvoafdiduicasT empdedrioPaility Gontiobard

for a [YCHRM RANRABMBELEBIRCERS N an example embodiment.

Figure 15 is a schematic diagram illustrating a software database containing
different groups of GPS data for use in a Location Reminder Control function in an

example embodiment.

Figure 16 is a flowchart illustrating the process of a Location Reminder

Control function in an example embodiment.

Figure 17 is a schematic diagram illustrating a Global Positioning System

(GPS) reminder panel in an example embodiment.

Figure 18 is a flowchart illustrating the process of editing or categorising GPS

data for a Location Reminder Control function in an example embodiment.

Figure 19 is a schematic side view of devices coupled to a MCU mainboard
for a Tire Pressure and Anti-Tow Monitoring Control function in an example

embodiment.

Figure 20 is a flowchart illustrating the process of a Tire Pressure and Anti-

Tow Monitoring Control function in an example embodiment.



Figure 27 is a flowchart illustrating the process of a Temporary Parking
Control function in an example embodiment. DETAILED DESCRIPTION
In an example embodiment, an on-board system for remotely controlling
devices in a vehicle is provided. With reference to Figure 1(a), the system
utilises a microcontroller unit (MCU) mainboard 102. The MCU mainboard
102 is coupled to a single-chip MCU 104, to a GSM communication
module 106, to relay switches e.g. 108, 110 and to Input/Output (1/O)
ports e.g. 112, 114. With reference to Figure 1 (b), the GSM
communication module 106 compriges a subscriber identity module (SIM)
card holder 116. 9 In the example embodiment, the MCU mainboard 102

IS gurogramm_ed to carry out control of devices of the vehicle. The MCU
mEiEHEaR! 182 reckfreatie sifacieyr ShrpMierR e ddRs A didimrinkpard

for a ApuibibSehrlgiddheeantoleicteriteanadareseidnthirptieatk of
information from sensors are achieved by connecting the devices and
sensors to the I/O ports e.g. 112, 114. The relay switches e.g. 108, 110
arbiagem #8 swichomehgslitbsiortinadiots piaeres/of porikeagtel Btartiangine

ControneufrEMhGRBMERIGAHRNe MSSKIRMAE provides wireless communication
between a remote user device and the MCU mainboard 102. The remote

user can control the MCU mainboard 102 via the GSM communication
modee128. iF e fdordaneifeatcibngsdrecanamsgobthe iewiots tahieEngine
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mainboard 102. In the example embodiment, the system can implement
functions that can be remotely controlled by the user and the functions
cafipriseMtilising clevicsiicasideseirsorst detieewalvaisiedte netahsinitbeard
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Detection Control, a Battery Auto Charge Control, a Location Reminder

Congige @5 is a schematic diagram illustrating a dual-relay switch setup for

activating a spray of dye via a spray unit in an example embodiment.

Figure 26 is a schematlic side view of devices coupled to a MCU mainboard
for a Temporary Parking Control function in an example embodiment.

Figure 27 is a flowchart illustrating the process of a Temporary Parking

Control function in an example embodiment.
DETAILED DESCRIPTION

In an example embodiment, an on-board system for remotely controlling
devices in a vehicle is provided. With reference o Figure 1(a), the system utilises a
microcontroller unit (MCU) mainboard 102. The MCU mainboard 102 is coupled to a
single-chip MCU 104, to a GSM communication module 1086, to refay switches e.g.
108, 110 and to input/Output (I/0) ports e.g. 112, 114. With reference to Figure 1 (b),
the GSM communication module 106 comprises a subscriber identity module (SIM)
card holder 116.



Tire Pressure and Anti-Tow Monitoring Control, a GSM/GPSIW-MAX
Tracking and Broadcast Control, a Remote Start Engine Control, a Anti

Rob / Anti Hijack Control and a Temporary Parking Control. In the

example embodiment, communication using the GSM communication
module 106 is carried out by both a voice guidance system and a SMS
system. The voice guidance system guides the remote user to press
different buttons on the calling device of the remote user so as to activate
different devices or sensors. The SMS system allows the remote user to
activate different devices or sensorSof the vehicle based on keywords

that are seatisldharBbireassegeRioMIiAaHeMOIe0RSe pRRerXERE carry
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of people known to the car owner or the police. In the eéxample
MCU gnbeemaehi Odith reference to Figure 1(a), the single-chip MCU 104

encompasses a CPU 103, memory 105 and I/O ports 107, all coupled to

an internal bus, 109. .1t has been recognised that usin ingle-chip MCU
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in theAlHANERGSR GBARGHIR P& xample embodiment are a Drink Driving Control,
a Drowsy Driving Control, a Teenage Driver Behavior Control, a Carbon Monoxide
Detection Control, a Battery Auto Charge Control, a Location Reminder Control, a
Tire Pressure and Anti-Tow Monitoring Control, a GSM/GPSMWI-MAX Tracking and
Broadcast Control, a Remote Start Engine Control, a Anti Rob / Anti Hijack Control
and a Temporary Parking Control.

in the example embodiment, communication using the GSM communication
module 106 is carried out by both a voice guidance system and a SMS system. The
voice guidance system guides the remote user to press different buttons on the
calling device of the remote user so as to activate different devices or sensors. The
SMS system allows the remote user to activate different devices or sensors of the
vehicle based on keywords that are sent in the SMS messages from the remote
user. Pre-recorded voice messages can also be played back to the remote user by
the GSM communication module 106. In the example embodiment, the SMS system
is used mainly because it consumes relatively lower power and also because SMS

messages can be put on-hold if a GSM network connection is too weak to make



power consumation, a greater range of operating temperatures, and a
more compact and thus less complex circuit design. It has been
recognised that although a typical stand-alone CPU may provide more
processing power and may deal with more complex calculations, available
single-chip MCUs 104 can be used in implementing the desired
functionality in the example embodiment. Furthermore, it has been
recognised that using a MCU 104, the 1/O ports 107 provide simple,
readily available interfaces to the components such as relay switches
108, 110. This decreases the circuit18esign complexity and may even
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MCU. A single-chip MCU is typically cheaper than a stand-alone CPU
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for the system in the example embodiment, with reference to Figure 2,
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numiaieoboptesier RBytaarthenginewnanobilizesalivk 208, to an alarm system
210, to output speakers 212, to a pair of test buttons 214, 215, to a cold

water micro spray unit 216, to a pair of Light Emitting Diodes (LEDs) 218,
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example embodiment can provide a number of advantages compared to
implementations using stand-alone components. The advantages can include lower
power consumation, a greater range of operating temperatures, and a more

compact and thus less complex circuit design.

It has been recognised that although a typical stand-alone CPU may provide
more processing power and may deal with more complex calculations, available
single-chip MCUs 104 can be used in implementing the desired functionality in the
example embodiment. Furthermore, it has been recognised that using a MCU 104,
the I/O ports 107 provide simple, readily available interfaces fo the components such as
relay switches 108, 110. This decreases the circuit design complexity and may even
enable a plug-and-play design for additional components for upgrading functionality.
Furthermore, another advantage of a single-chip MCU over a stand-alone CPU can be
the difference in cost of using a single-chip MCU. A single-chip MCU is typically
cheaper than a stand-alone CPU and may typically require lower-level programming
leading to relatively easier development than using “machine language” for programming

a stand-alone CPU.



pair of test buttons 214, 215 is located at the base of the vehicle steering
wheel. The first test button 214 is located on the left of the steering wheel
and the second test button 215 is located on the right of the steering
wheel. In the example embodiment, the cold water micro spray unit 216 is
located next to the support base of the steering wheel. The pair of LEDs
218, 220 is located on the display panel of the vehicle. The first LED 218
is located on the left side of the display panel while second LED 220 is
located on the right side of the display panel. In the example embodiment,
the alarm system 210 comprises soll ding a siren by utilising the output
sperRkersdld anacswHshing endhmprezasadighisofibenehisle. RIeMay the
al ow oLhe .vehi,g:le.ﬁ to bebal rted..In the example embodiment, with
eXamRi N8 %Sri‘f'”]gu"r"é éﬁ e n%gee%rrlﬁ? eader unit 204 is located on the
control panel 302 of the vehicle for relative ease of access by the driver.
Drink Brivfchiflowchart illustrating the process of the Drink Driving
Control function'in the example embodiment. At step 402, a driver can
verify his identity and activate the Drink Driving Control function by
utifismgrtblefiegérprittescBdek UDIHA04 Ceoigluse Rnditerrativiely, shet&rink the
exaBI&/ BHGORHALILNGHEN €ADDRACIYIadyILD ,RF%S%EHBWS% HER AR is
activating the Drink Driving Control function after 10 pm, (ii) throug
coupighiQafs{fRereinby eReRIrivel it te dBoRis B ehdemigertifit laarerengine
immaoiiik2P4ikigoee 8) an (Hixmwith jaehepof adhitdmarépeAkete4041dhg pair of
driver takes Icohol test by utilising the alcqhgl tester 206 (Figu ey
test B 2 208 el e SO LAY T Qe RS b diaay eiting
DiodefutieBe hi7dl{singihéoar onsirenierna tid2drivers Bletah RpgikodinerSystem
(GPYYaraesiheralaohiphirstaicsipR 40enuith padrtegie Aleahvl, at step 408,
the engine immobilizer unit 208 (Figure 2) is deactivated and the driver
retains full control of the vehicle. If the driver fails the alcohol test at step
408,the example embodiment, the engine immobilizer unit 208 can prevent the

vehicle from operating by cutting off the fuel supply to the vehicle fuel pump. The
pair of test buttons 214, 215 is located at the base of the vehicle steering wheel. The
first test button 214 is located on the left of the steering wheel and the second test
button 215 is located on the right of the steering wheel. in the example embodiment,
the cold water micro spray unit 216 is located next to the support base of the
steering wheel. The pair of LEDs 218, 220 is located on the display panel of the
vehicle. The first LED 218 is located on the left side of the display panel while
second LED 220 is located on the right side of the display panel.

In the example embodiment, the alarm system 210 comprises sounding a
siren by utilising the output speakers 212 and switching on the hazard lights of the

vehicle. This may allow other vehicles to be alerted.

in the example embodiment, with reference to Figure 3, the fingerprint reader
unit 204 is located on the control panel 302 of the vehicie for reiative ease of access

by the driver.



step 410, the system dials a preset number of a second user other than
the driver, to inform the second user that the driver is drunk. At step 410,
if the second user cannot be contacted by the system, the system dials a
preset number of a third user. Similarly, preset numbers of a fourth user
and a fifth user are stored in the system if the other users cannot be
contacted. At step 412, the alarm system 210 (Figure 2) is activated and
the engine immobilizer unit 208 (Figure 2) is then utilised to prevent the
driver from operating the vehicle. In the example embodiment, the user
contacted by the system can allow a @e&gnated driver to operate the
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in thelSer th,zéltghe river is drunk or a SMS message reading "Driver Drink Test
Ailed" s sent to the preset numbers. Steps 420 and 410 are substantially

identical in that more than one preset numbers may be dialled by the
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step BRSNS LAMPRLIECL Y SO (AP )14 S AUBPIB I RSN A eriver,
the enginé immobilizer unit 208 (Figure 2) can be deactivated
to inform the second user that the driver is drunk. At step 410, if the second user

cannot be contacted by the system, the system dials a preset number of a third user.
Similarly, preset numbers of a fourth user and a fifth user are stored in the system if
the other users cannot be contacted. At step 412, the alarm system 210 (Figure 2) is
activated and the engine immobilizer unit 208 (Figure 2) is then utilised to prevent
the driver from operating the vehicle. In the example embodiment, the user
contacted by the system can allow a designated driver to operate the vehicle while
the user can remotely monitor the vehicle in real-time via the GPS unit 224. The

designated driver can be a policeman or an appointed driver recognised by the user.

If the driver passes the alcohol test at step 406 but with alcohol detected in
the driver's breath, at step 416, the system dials the preset number of the second
user other than the driver, to inform the second user that the driver is drunk. Steps
416 and 410 are substantially identical in that more than one breset numbers may
be dialled by the system. At step 418, the driver is subjected to a series of reaction
tests. Detailed description of the series of reaction tests are provided later in this

description. If the driver fails the series of reaction tests at step 418, at step 420, the



remotely by another user, other than the driver, by utilising a phone with
one of the preset numbers. In the example embodiment, if there is no
response from the user contactable by the preset number at steps 410 or
420, e.g. after a period of about ten minutes, the system activates a
critical rescue function at step 430. The critical rescue function
automatically activates the remote immobilization system. Activating the
remote immobilization system comprises, in an example embodiment,
switching on the hazard lights of the vehicle to alert other vehicles behind
and playing a voice- recorded 30-setbnds countdown through the output
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30-seconds countdown is completed, the remote immobilization s stem

the sgeapdiesendnaidive ﬁﬂ%aﬁ.fém‘ﬁ.?é@e%M&ereef%?cm@dm@ VEFiYgE fgrink
Test $laiedOignsind stothdl pesasn oteniterebiBfaiori 3pstard dheh actialbstamtially

Edentiﬁ'&ﬁr‘\ 'ﬂﬁ%‘égﬂéﬁetﬂ% Iver?l}tﬁég}guﬁ?a ) \é/%?glggrh%%t og %{em At

cles nearby to aSSIStt e hazar hts an siren are

step figg sHRRRTBFFHF e Eiﬁdﬁmgbéﬁnﬁ’@HWW%ér&(Hﬁﬁp%‘gme immobilizer
unit 20@PERIMEH) wmeammmmgwﬁa&ﬁemfmmp@rm tﬁ%cbéheae At

ste §¥§teg;l1lcontln %Sr Losgial he[p{reset uererS a annl!inl !%re\:/ lf)e%ar |nt reader
P ve mlthes ?OI’ a erl mlnu Nno user can R{acte%a

unit %(El@peﬁdjdcnﬂeeqwmﬁe@etmgmem@ehdgerSmsztﬁés@:agereeaﬁnhng the
exampld AL ERINERICIRDaRKIIR NRMGiRthenRreast @igNRe S 2ad Bl tigated

driver to deactivate the engine immaobilizer unit 208 (Figure 2). 14 In the
remolgly BRSNS RN CRREMAY ARG RS SIS SRR iR gge of the

presefFigoree@} at steps 412 and 422, the driver is continually subjected to the
series of reaction tests. If the driver passes three consecutive reaction
tests, the engine immaobilizer unit 208 (Figure 2) is deactivated to allow

th difRr X RPPISteaibodNRIS, ThetlfEh dhdeazZERPRISR drerawiidetser
contaetbbrdihaisysiemaandambMSteps 410 or 420, e.g. after a period of about

ten minutes, the system activates a critical rescue function at step 430. The critical
rescue function automatically activates the remote immobilization system. Activating
the remote immobilization system comprises, in an example embodiment, switching
on the hazard lights of the vehicle to alert other vehicles behind and playing a voice-
recorded 30-seconds countdown through the cutput speakers 212 (Figure 2). In the
example embodiment, after the 30-seconds countdown is completed, the remote
immobilization system activates the engine immobilizer unit 208 (Figure 2), forcing
the vehicle to siow down and stop. The remote immobilization system then activates
a siren through the output speakers 212 (Figure 2), which can alert other vehicles
nearby to assist the driver. The hazard lights and the siren are not switched off in

the example embodiment.

In the example embodiment, after activating the critical rescue function at
step 430, the sysiem continues to dial the preset numbers at an inferval of e.g.
about five minutes for a period of about 60 minutes. If no user can be contacted
after the period of 80 minutes, the system sends a SMS message reading “Times
up, vehicle back to hormal” to the preset numbers and allows the driver to deactivate

the engine immobilizer unit 208 (Figure 2).



message reading "Vehicle back to normal” to the preset numbers. In the
example embodiment, the user contacted by the system can remotely
converse with the driver of the vehicle and can remotely take over control
of the vehicle. By remotely conversing with the driver of the vehicle, the
user can advise the driver to take public transport. In the example
embodiment, if necessary, the user can remotely stop the vehicle and
provide GPS location tracking information to services such as the police
or an ambulance by utilising the GPS unit 224. If the driver passes the
series of reaction tests at step 418, ¥t step 426, the engine immobilizer
unit 208 (Figure 2) is deactivated for the driver to operate the vehicle. At
step 428, a SMS message reading "Driver is OK" is sent to the preset
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If the driver passes the series of reaction tests at step 418, at step 426, the
‘engine immobilizer unit 208 (Figure 2) is deactivated for the driver to operate the
vehicle. At step 428, a SMS message reading “Driver is OK” is sent {o the preset

number of the second user other than the driver.

Figure 5 is a flowchart illustrating the process of the series of reaction tests in
the exampie embodiment. The series of reaction tests comprise a dual button
interaction test in the example embodiment. The dual button interaction test is
passed when a LED on one side is matched by pressing a test button on the
opposite side. For example, a LED lit on the left side is matched by pressing a test
button on the right.

At step 502, the system turns on the first LED 218 (Figure 2) on the left side
of the display panel together with an alert sound gradually increasing in volume, the
sound being outputted using the output speakers 212 (Figure 2). At step 504, a
check is made to determine if the driver pressed the second test button 215 (Figure

2). if the driver pressed the second test button 215 (Figure 2) at step 504, at step



increasing in volume. At step 510, a check is made to determine if the
driver pressed the first test button 214 (Figure 2). If the driver pressed the
first test button 214 (Figure 2) at step 510, at step 512, the system turns
off the second LED 220 (Figure 2) and the alert sound. The driver is
deemed to have passed a second reaction test of the series of reaction
tests and the series of reaction tests. In the example embodiment, the
series of reaction tests starts again, ie. at step 502, after about three
minutes. In the example embodiment, the sequence of switching on either
the first LED 218 (Figure 2) or the décond LED 220 (Figure 2) is randomly
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the series of reaction tests in the example embodiment, the driver is
example. fIERIRENL #&’f‘eﬁ%%%%?u?s%??@a%ﬁb% SRS PRI dfvat SRR (iPZe after

aboutthmeecutivea®action tests. The driver is deemed to have passed the
series of reaction tests if the driver passes two consecutive reaction tests.
In the 16 example embodiment, the series of reaction tests at step 418

(#@GF@@%VF@&&E@QS{'WGM iresemHBacRiRiteYitching on either the first
LED 218 (Figure 2) or the second LED 220 (Figure 2) is randomly selected at steps

506 and 508.

If the driver presses the wrong button at step 504 or at step 510, ie. the first
test button 214 (Figure 2) or the second test button 215 (Figure 2) respectively, at
step 514, an alert buzzer sound is outputted using the output speakers 212 (Figure
2) and a fine spray of mist from the cold water micro spray unit 216 (Figure 2) is
sprayed at the driver. The fine spray of mist may keep the driver awake. At step 516,
the driver is then subjected to a fresh reaction test immediately, as described in
either step 506 or step 508. In the example embodiment, if the driver fails three
consecutive reaction tests in the series of reaction tests, the driver is deemed to
have failed the series of reaction tests. The result of the series of reaction tests is

returned fo the system to be processed at step 418 of Figure 4.

In summary, in relation to the series of reaction tests in the example
embodiment, the driver is deemed to have failed the series of reaction tests if the
driver fails three consecutive reaction tests. The driver is deemed to have passed

the series of reaction tests if the driver passes two consecutive reaction tests. In the



In the example embodiment, by integrating the system with the car audio
system 228 (Figure 2), the system can increase the car audio volume until
the driver passes each reaction test. In the example embodiment, the
microphone 222 (Figure 2) allows the driver to converse with the remote
user of the second preset number and the user can advise the driver to, if
applicable, take public transport. The remote user can also utilise the
microphone 222 (Figure 2) to communicate with members of the public, in
addition to the driver. In the example embodiment, the remote user can
prevent the vehicle key from being Hiolen by members of the public.
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pass&db 208 Halg8R @kt @ door to the vehicle is opened manually. The
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vehicle by utilising the output speakers 212 (Figure 2) and the
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from BRMY 4tbRW SidRoRcasEMRIRY B erefocadhe ciienfrRmgllishBletRBows of
the vgn%lgea}]é locking the vehicle doors. A typical in-vehicle alarm system may be
armed as well, if available in the vehicle. The remote user may disallow any other
mechanisms to disarm the in-vehicle alarm system or to open the vehicle doors. The
remote user may set the system to sound an alarm siren via the output speakers
212 (Figure 2) and to activate the engine immobilizer unit 208 (Figure 2) if a door to
the vehicle is opened manually. The remote user may converse with the person
opening the door of the vehicle by utilising the ouiput speakers 212 (Figure 2) and
the microphone 222 (Figure 2).

In the example embodiment, the GPS unit 224 (Figure 2) can provide GPS
focation data to the remote user. The remote user can request a photo via Multi-
media Message System (MMS) by using the camera 226 (Figure 2). Communication
between the remote user and the system is maintained using the MCU mainboard
102 (Figure 2). In the example embodiment, with the GPS location data, the remote

user can log-in to the internet to view the location of the vehicle.

In the example embodiment, the Drink Driving Control function resets after

about 4 hours upon activation. Therefore, the driver cannot disable the engine



immobilizer unit 208 (Figure 2) using his mobile phone before resetting of
the Drink Driving Control function. In the example embodiment, the Drink
Driving Control function can improve the safety of other road users as
well as the driver of the vehicle if alcohol is detected in the driver. Based
on reaction tests, prevention of accidents is enhanced if it is determined
that the driver cannot pass the series of reaction tests. The Drink Driving
Control function can also allow other users to remotely converse with the
driver as well as remotely controlling the vehicle engine. In addition, the
Drink Driving Control function can gr%vent other in-car passengers, other
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through manual switch on by the driver not recognised by the fingerprint

Drowsy Driving Control

For implementing the Drowsy Driving Controf function for the system in the
example embodiment, with reference to Figure 6, the MCU mainboard 102 is
coupled to the fingerprint reader unit 204, to the engine immobilizer unit 208, to the
alarm system 210, to the ouiput speakers 212, to an air freshener 602 and {o an

atomization humidifier 604,

in the example embodiment, the air freshener 602 and the atomization
humidifier 604 are located on top of air conditioning of the vehicle and can be

directed at the driver of the vehicle.

Figure 7 is a flowchart illustrating the process of the Drowsy Driving Control
function in the example embodiment. At step 702, a driver can verify his identity and
activate the Drowsy Driving Control function by utilising the fingerprint reader unit
204 (Figure 6). Alternatively, the Drowsy Driving Control function can be activated (i)
by preset timing such as auto activating the Drowsy Driving Control function after 10

pm, (ii) through manual switch on by the driver not recognised by the fingerprint



18 reader unit 204 (Figure 6) or (iii) with the help of a third party. At step
704, the driver is subjected to a series of reaction tests. In the example
embodiment, the series of reaction tests of the Drowsy Driving Control
function is substantially similar to the series of reaction tests as described
with reference to Figure 5. If the driver fails the series of reaction tests at
step 704, at step 706, the system dials a preset number of a second user
other than the driver, to inform the second user that the driver is drowsy
or a SMS message reading "Driver Drowsy Drink-Test Failed" is sent to
the preset numbers. At step 706, if th second user cannot be contacted
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) reset numbers of a fourth user and a fifth user are stored in the system if
is subiecifAdP FerEeaRhRAIE ¥otsEed. The second user can then speak to
the driver via the output speakers 212 (Figure 6). At step 708, the alarm
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via the output speakers 212 (Figure 6}. Al step 708, the alarm system 210 (Figure 6)
is activated and the engine immobilizer unit 208 (Figure 8) is then utilised to prevent
the driver from operating the vehicle. At step 710, only another user, other than the
driver, can utilise the fingerprint reader unit 204 (Figure 8) to deactivate the engine
immobilizer unit 208 (Figure 8). in the example embodiment, the engine immobilizer
unit 208 (Figure 6) can be deactivated remotely by another user, other than the

driver, by utilising a phone with one of the preset numbers.

in the example embodiment, at step 712, the system activates the critical
rescue function as described with reference to step 430 (Figure 4) if there is no
response from the user contactable by the preset number after a period of about ten
minutes. The critical rescue function automatically activates the remote
immobilization system. The remote immobilization system is as described in the
Drink Driving Control function. In the example embodiment, after activating the
critical rescue functicn, the system continues to dial the preset numbers at an
interval of e.g. about five minutes for a period of about 60 minutes. iIf no user can be

contacted after the period of 60 minutes, the system sends a SMS message reading



interval of e.g. about five minutes for a period of about 60 minutes. If no
user can be contacted after the period of 60 minutes, the system sends a
SMS message reading 19 "Times up, vehicle back to normal” to the
preset numbers and allows the driver to deactivate the engine immobilizer
unit 208 (Figure 6). In the example embodiment, after activating the
engine immobilizer unit 208 (Figure 6) at step 708, the driver is
continually subjected to the series of reaction tests. If the driver passes
three consecutive reaction tests, the engine immobilizer unit 208 (Figure
6) is deactivated to allow the driver t¥operate the vehicle. The siren and
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is sent to the preset number of the second user other than the driver. If
the driver passes the series of reaction tests at step 704, the series of
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transport. In the example embodiment, if necessary, the user can remotely stop the
vehicle and provide GPS location tracking information to services such as the police

or an ambulance by utilising the GPS unit 224.

If the driver passes the series of reaction tests at step 704, at step 716, the
engine immobilizer unit 208 (Figure 6) is deactivated for the driver to operate the
vehicle. A SMS message reading “Driver is OK” is sent to the preset number of the
second user other than the driver. If the driver passes the series of reaction fests at
step 704, the series of reaction tests may be repeated, e.g. every about three

minutes.

In the example embodiment, the Drowsy Driving Control function can prevent
accidents by determining if the driver of the vehicle is alert enocugh to operate the
vehicle based on reaction tests. Other users can aiso assist in enhancing the safety
of the driver and road users by having the options of remotely stopping the vehicle

and conversing with the driver.

Teenage Driver Behavior Control




of the driver and road users by having the options of remotely stopping the
vehicle and conversing with the driver. Teenage Driver Behavior Control
20 For implementing the Teenage Driver Behavior Control function for the
system in the example embodiment, with reference to Figure 8, the MCU
mainboard 102 is coupled to the fingerprint reader unit 204, to the engine
immobilizer unit 208, to the alarm system 210, to the output speakers
212, to the car audio system 228, to a seat belt sensor 802 and to a
speed limit monitor 804. Figure 9 is a flowchart illustrating the process of
the Teenage Driver Behavior Contragfl function in the example
embodiment. At step 902, a driver can verify his identity by utilising the

fiNGG RAMLERACRE Y DA AHER Bh P eRRQic?Y BB MrACHYAES i For the

Teenage Driver Behavior Control if the driver is e.g a teenager. At step
systegp ! fH% SXarRiR SERSSHBER  MYhreetyreneers |’f't$1‘é"%é3at”6%lM§He'i’P@“b°ard
102 ivsedoedhte tdﬁvmigﬂrﬂieasmdmiusnbemg tesetbarntyiecdiiveroniziep (6208,

to th %?a?%?%?&%&?c?%d?o R p%Q%p%%e% %kéﬁg“? Vi Céfs gure"m' F@ﬁ%za to

een exce by’ utlllsm imit monitor n the
a Seaé%’f‘ﬁﬁl%“éﬁ{lﬁflﬁrﬁéﬁtmﬁesﬁ%@d'ﬂM@ﬁﬁﬁf&%4 (Figure 8) determines

the speed limit as having been exceeded if the excess speed above a

predetermined di ore han about 20 km/. speed of the .
P et TR BB SO ot ek VR Righavier
Contr@élﬁgm@@dmrﬁnﬁeazwlat@t@lpo@%eat stdpsta0, Ui akerdkeemdas oyt his

identif)r BYoben UHM ERBERKGTE rebddFionAe s [ Re ) DAl GERIHE sy stem

the alert_ sound is not switched off at step 910 and a SMS message

activalesing "BRUEPSIYAIHG SRS %Oa”ﬁlé@é‘ten‘iﬂ?%éﬂ%?é@ ?etﬁﬁﬂf%érm step
906, tthevethidirethealrbeerdag).(Ripare ) afithekdrivtve AdteristepOafintdhesed on the

drsve Gheﬂ%ggeg{ 'B%Etﬁ‘?%@maf&%t@{ WBCEJRUeP rQFEt%SQrCQ{%' nfﬁ%séystﬁrr%ppgggeeds

f the speed limit is not éxceeded at step 908 eenage Driver
to S*%?eﬁﬁ@.é? eBaefolfihetdnisEHenRsk HG‘H]BﬁﬁdPi‘F@“tﬁé‘%?f‘éé?PllHﬁt”““smg the

speed limit monitor 804 (Figure 8). In the examplie embodiment, the speed limit
monitor 804 (Figure 8} determines the speed limit as having been exceeded if the
excess speed above a predetermined speed is more than about 20 km/h. The speed
of the vehicle can also be monitored by GPS, if available. if the seat belt is not being
used on the driver at step 906, at step 910, an alert sound is output through the
output speakers 212 (Figure 8). If the seat bell is not used, the alert sound is not
switched off at step 910 and a SMS message reading “Driver speeding” is sent to a
preset number of a second user other than the driver e.g. a parent of the driver.
After step 910, the Teenage Driver Behavior Control function process continues to
step 908. if the speed limit is not exceeded at step 908, the Teenage Driver

Behavior Control function loops back to monitoring the speed limit.

If the speed limit has been exceeded at step 908, at step 912, an alert sound
is output through the output speakers 212 (Figure 8) and the car audio system 228
(Figure 8) mutes any output. At step 914, a check is made to determine if the speed
limit is still being exceeded. If the speed limit is not being exceeded at step 914, the
Teenage Driver Behavior Control function process returns to speed limit monitoring

at step 908. If the speed limit is still being exceeded at step 914, at step 916, the



If the speed limit has been exceeded at step 908, at step 912, an alert
sound is output through the output speakers 212 (Figure 8) and the car
audio system 228 (Figure 8) mutes any output. At step 914, a check is
made to determine if the speed limit is still being exceeded. If the speed
limit is not being exceeded at step 914, the Teenage Driver Behavior
Control function process returns to speed limit monitoring at step 908. If
the speed limit is still being exceeded at step 914, at step 916, the 21
alarm system 210 (Figure 8) is activated and the system dials the preset
number of the second user other thah the driver e.g. the parent of the
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Monoxide Detection Control For implementing the Carbon Monoxide
readh ot CbIEPihdioh farthédepabel |ﬁ9ﬁ€te3<%rﬁljﬂé1§ﬁbt5ﬂﬁﬁ%‘?ﬁ for the
systemitto rgferencetbefsidare d0yidp IMCléhicle.

In the example embodiment, the Teenage Driver Behavior Control function
can allow parents of teenagers to be informed if the teenagers are driving at
excessive speeds. Muting of entertainment systems such as the car audio system

can remove distractions from the driver of the vehicle.

Carbon Monoxide Detection Controi

For implementing the Carbon Monoxide Detection Control function for the
system in the example embodiment, with reference to Figure 10, the MCU
mainboard 102 is coupled to the engine immobilizer unit 208, to the output speakers
212, to the microphone 222, to the GPS unit 224, to a carbon monoxide sensor
1002, to a carbon monoxide alert LED 1004, to a window controller 1006, to an
electronic compass 1008, to a wheel sensor 1010 and to a carbon monoxide alert
reset button 1012.



mainboard 102 is coupled to the engine immobilizer unit 208, to the output
speakers 212, to the microphone 222, to the GPS unit 224, to a carbon
monoxide sensor 1002, to a carbon monoxide alert LED 1004, to a
window controller 1006, to an electronic compass 1008, to a wheel
sensor 1010 and to a carbon monoxide alert reset button 1012. 22 In the
example embodiment, the carbon monoxide alert LED 1004 and carbon
monoxide alert reset button 1012 are located on the display panel of the
vehicle, within close proximity to the driver of the vehicle. Figure 11 is a
flowchart illustrating the process of ##% Carbon Monoxide Detection
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and WEEPWe! sensor 1010 (Figure 10). if the vehicle is determined to be moving at

step 1106, the system stops any further action other than the actions in step 1104
and at step 11186, the system allows the driver to take action as the driver may be
adequately alerted by the prerecorded voice message and the wound down

windows.

If the vehicle is determined to be stationary at step 1106, at step 1108, a
check is made to determine if the driver has pressed the carbon monoxide alert
reset button 1012 (Figure 10) after a window period of about ten seconds. If the
carbon monoxide alert reset button 1012 (Figure 10) is pressed within the window
period at step 1108, at step 1110, the system turns off the carbon monoxide alert
LED 1004 (Figure 10) and stops playing the prerecorded voice message as
described at step 1104. {f the carbon monoxide alert reset button 1012 (Figure 10) is
not pressed within the window period at step 1108, at step 1112, a siren is activated
via the oulput speakers 212 (Figure 10). At step 1114, the system diais the preset
number of the second user other than the driver to inform the second user that the

driver is in the vehicle with high carbon monoxide level detected_or a SMS message

reading “High Carbon Monoxide level detected” is sent to the preset numbers. At

step 1114, if the second user cannot be contacted by the system, the system dials a



period at step 1108, at step 1110, the system turns off the carbon
monoxide alert LED 1004 (Figure 10) and stops playing the prerecorded
voice message as described at step 1104. If the carbon monoxide alert
reset button 1012 (Figure 10) is not pressed within the window period at
step 1108, at step 1112, a siren is activated via the output speakers 212
(Figure 10). At step 1114, the system dials the preset number of the
second user other than the driver to inform the second user that the driver
is in the vehicle with high carbon monoxide level detected or a SMS
message reading "High Carbon Mo#dxide level detected" is sent to the
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Battery Auto Charge Control

For implementing the Battery Auto Charge Control function for the system in
the example embodiment, with reference to Figure 12, the MCU mainboard 102 is
coupled to an engine controlier 1200, to a battery voltage monitor 1202, to an
engine monitor 1204, to a handbrake monitor 1206, to a gear shift monitor 1208 and

to a tachometer signal monitor 1210.

In the example embodiment, the engine controller 1200 can switch on and off
the vehicle engine by receiving electrical signals from an add-on ignition relay switch
controlled by the MCU mainboard 102. The tachometer signal monitor 1210 can

provide information as tc whether the vehicle engine has been started.

In the example embodiment, a vehicle battery that is not recharged by the
Battery Auto Charge Control function has a voltage in the range of about 12.6 V to
13.2 V, when the vehicle has iis engine switched off. In the example embodiment, if
the vehicle has its engine switched on, the vehicle battery is not recharged by the



engine monitor 1204, to a handbrake monitor 1206, to a gear shift monitor
1208 and to a tachometer signal monitor 1210. In the example
embodiment, the engine controller 1200 can switch on and off the vehicle
engine by receiving electrical signals from an add-on ignition relay switch
controlled by the MCU mainboard 102. The tachometer signal monitor
1210 can provide information as to whether the vehicle engine has been
started. In the example embodiment, a vehicle battery that is not
recharged by the Battery Auto Charge Control function has a voltage in
the range of about 12.6 V to 13.2 V24vhen the vehicle has its engine
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ma Iwigure 13 is a flowchart illustrating the process of the Battery Auto
Charge Control function in the example embodiment. At step 1302, the
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1202 (Figure 12) is utilised to determine the voltage of the vehicle battery.
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batteRfS¥fage monitor 1202 (Figure 12) is utilised to determine the voltage of the
vehicle battery. if the voltage of the vehicle battery is below about 14 V at step 1308,
at step 1308, a SMS message reading "Alternator Problem” is sent to the preset
number of the owner/driver of the vehicle. If the voltage of the vehicle battery is
above about 15 V at step 1306, at step 1310, a SMS message reading “Battery

Problem” is sent to the preset number of the owner/driver of the vehicle.

If the vehicle engine is not switched on at step 1304, at step 1312, a SMS
message or a call is made to the preset number of the driver, to inform the driver to
remotely switch on the vehicle engine. The driver can remotely switch on the engine
by utilising the engine controller 1200 (Figure 12) through the MCU mainboard 102
(Figure 12). At step 1312, if the driver cannot be contacted by the system, the
system dials a preset number of a second user. Similarly, preset numbers of a third
user and a fourth user are stored in the system if the other users cannot be
contacted. If there are no commands to remotely switch on the vehicle engine at
step 1312 after a period of about 60 minutes, at step 1316, a check is made to
determine if the handbrake of the vehicie is at the “ON" position by utilising the
handbrake monitor 1206 (Figure 12). At step 1318, the gear shift monitor 1208



number of the owner/driver of the vehicle. If the voltage of the vehicle
battery is above about 15 V at step 1306, at step 1310, a SMS message
reading "Battery Problem" is sent to the preset number of the
owner/driver of the vehicle. If the vehicle engine is not switched on at step
1304, at step 1312, a SMS message or a call is made to the preset
number of the driver, to inform the driver to remotely switch on the vehicle
engine. The driver can remotely switch on the engine by utilising the
engine controller 1200 (Figure 12) through the MCU mainboard 102
(Figure 12). At step 1312, if the drivér cannot be contacted by the system,
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utilised to check if the vehicle gear has been set to a parking gear e.g.
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manitor 1202
Failed” 1s sent to the preset number of the driver. If a tachometer signal output is

detected at step 1324 or if the battery voltage monitor 1202 (Figure 12) detects an
increment in battery voltage of about +0.5V, at step 1328, a SMS message or a
voice message reading “Battery Charging” is sent to the preset number of the driver
and the engine monitor 1204 (Figure 12) is utilised to check if the vehicle engine
stops before a preset time. The preset time in the example embodiment may be 20,
30 or 40 minutes. If the vehicle engine stops before the preset time at step 1328, at
step 1330, a SMS message or a voice message reading “Battery Charging Problem”
is sent to the preset number of the driver. if the vehicle engine does not stop before
the preset time at step 1328, at step 1332, a SMS message or a voice message
reading “Battery Charging Completed” is sent to the preset number of the driver and
the vehicle engine is switched off by the system utilising the engine controlier 1200
(Figure 12).

in the example embodiment, the Battery Auto Charge Control function can

provide recharging of the vehicle battery if the voltage is found to be too low.



(Figure 12) does not detect an increment in battery voltage of about +0.5V

at step 1324, at step 1326, a SMS message or a voice message reading

"Engine Start Failed" is sent to the preset number of the driver. If a

tachometer signal output is detected at step 1324 or if the battery voltage

monitor 1202 (Figure 12) detects an increment in battery voltage of about

+0.5V, at step 1328, a SMS message or a voice message reading

"Battery Charging" is sent to the preset number of the driver and the

engine monitor 1204 (Figure 12) is utilised to check if the vehicle engine

stops before a preset time. The pregét time in the example embodiment
Locith edPindlrat dRtpainutes. If the vehicle engine stops before the preset

time at step 1328, at step 1330, a SMS message or a voice message

reading "Battery Charging Problem" is sent to the preset number of the
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implementing the Location Reminder Control for the system in the
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In the example embodiment, with reference to Figure 15, the Location
Reminder Control function comprises a software database 1502 containing different
groups of data. The Location Reminder Control function operates by reading GPS
data from the database 1502 and comparing real-time GPS data from the GPS unit
224 (Figure 14).

Referring to Figure 15, in the example embodiment, Group A and Group B
contain GPS data relating to fixed location information of speed cameras and red
light cameras respectively. Group C contains both GPS data relating to location
information of Electronic Road Pricing (ERP) gantries and time-based ERP fees
information relating to each ERP gantry. Groups D, E and F contain user-defined
GPS data relating to zonal information while Groups H, J and | contain

miscellaneous GPS data relating to vehicle-inaccessible zones.

With reference to Figure 16, at step 1602, the GPS unit 224 is used to
analyze the area the vehicle is travelling along. At step 1604, if a reminder is

applicable based on information received by the Location Reminder Control



embodiment, the Location Reminder Control function allows zone
reminding when the vehicle is travelling on the road. In the example
embodiment, with reference to Figure 15, the Location Reminder Control
function comprises a software database 1502 containing different groups
of data. The Location Reminder Control function operates by reading GPS
data from the database 1502 and comparing real-time GPS data from the
GPS unit 224 (Figure 14). Referring to Figure 15, in the example
embodiment, Group A and Group B contain GPS data relating to fixed
location information of speed cameis and red light cameras respectively
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In the example embodiment, in addition to fixed locations, the Location
Reminder Control function provides reminders when the vehicle approaches zones.
When the vehicle is about 100 meters away from a school fixed zone, the system
plays a pre-recorded voice message “Slow down” by utilising the output speakers
212 (Figure 14) and the system flashes the GPS warning LED 1404 (Figure 14). In
the example embodiment, the system repeats the pre-recorded voice message after
about 5 seconds if the vehicle moves within the school zone. If the vehicle is
approaching a landslide high-risk zone, the system plays a pre-recorded voice
message “Be careful, Landslide high-risk zone” by utilising the output speakers 212
{(Figure 14) and the system flashes the GPS warning LED 1404 (Figure 14). The
system repeats the pre-recorded voice message after about 5 seconds if the vehicle

moves within the landslide high-risk zone.

In the example embodiment, the Location Reminder Control function
provides speed limit control with regards to different speed zones. In the example
embodiment, the system turns on the GPS warning LED 1404 (Figure 14) if the
speed of the vehicle exceeds the zone speed limit by more than 10km/h. In the

example embodiment, the system flashes the GPS warning LED 1404 (Figure 14)



is about 300 meters away from an ERP gantry, the system determines the
location, time and fees from the database and plays a voice message
"Prepare $2 for ERP Gantry" by utilising the output speakers 212 (Figure
14) to alert the driver. In the example embodiment, in addition to fixed
locations, the Location Reminder Control function provides reminders
when the vehicle approaches zones. When the vehicle is about 100
meters away from a school fixed zone, the system plays a pre-recorded
voice message "Slow down" by utilising the output speakers 212 (Figure
14) and the system flashes the GPS&arning LED 1404 (Figure 14). In

wherd T LEA0MIS PIRRAMIMER Hhe SUSIRT RRRALS LR G BCHdad Yf?é‘?? 20Kkm/h.

message after about 5 seconds if the vehicle moves within the school

Whendhg Sﬁ?ﬁ*@ FéithaerhiglspryseRfitytBaARTISideRGHIRK oM i aps3M/h,

the splayaapgsracprdedomined massagesBeearefil, Aandslice hightisknow”, in
the e‘zone" b%hm “Sii the output speakers 212 (Figure 14) and the system

fias warnlng LED 1404 (Figure 14). The system repeats the
pre-recorded voice message after about 5 seconds if the vehicle moves

Wimifr@@)@mgdéﬁm 1%?%@3&8&&"@%%@@9}%? lﬁ@:ﬂjmﬁ?iﬁmﬁtiﬁ;ure 14),
ion Reminder rol fun rovides speed limit control w
CO e St ool p ooy el
receimé@ﬁtk@@ﬂs Wa}nﬁngcbmmnmteilgalmlw)rmm $peebofgike such as
BluctYBRiCIR S695L R PN SERESEMIHMB) U VanFOkm/h. In the

example embodiment, the system flashes the GPS warning LED 1404
(Figure 14) 28 when the speed of the vehicle exceeds the zone speed
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addltﬁ’)r}tortthra%dvgﬁeelﬁl Soard 102 (Figure 14) can receive a Cell-ID broadcast from
a GSM/CDMA Location Base if applicable and the Location Reminder Control
function can then detect the type of zone the vehicle is in through the Cell-ID
broadcast and send an appropriate warning to the driver, in the example

embodiment.

fn the example embodiment, GPS data can be downioaded to the system by
utilising the GPS unit 224 (Figure 14) via GPRS or SMS from a central dafa station.
In the example embodiment, the driver can also edit or categorise the GPS data and
store the modified GPS data into the system for use by the Location Reminder

Control function.

in the example embodiment, GPS data can be edited or categorised with the
aid of the GPS reminder panel 1402 (Figure 14). With reference to Figure 17, the
GPS reminder panet 1402 comprises a Record button 1702, a Cancel button 1704,
a Location button 1706, speed buttons e.g. 1708 and a Warning button 1710.



receiver 1406 (Figure 14) to communicate using wireless technologies
such as Bluetooth, Radio Frequency ldentification (RFID) and Wi-Fi. In
the example embodiment, the system can utilise the short range wireless
receiver 1406 (Figure 14) to communicate with a RFID transponder
attached to a school gate or to a bus stop. The Location Reminder
Control function can detect the type of zone the vehicle is in and sends
an appropriate warning to the driver. In addition, the MCU mainboard 102
(Figure 14) can receive a Cell-ID broadcast from a GSM/CDMA Location
Base if applicable and the Location Reminder Control function can then
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the siReHatimhaneahd&SPS warning LED 1404 (Figure 14) at about 200 meters
away from the preset point. In the example embodiment, data in Group D of the
database of the Location Reminder Control function comprises GPS data relating to
zones such as traffic junctions, school zones, traffic lights, bus-stops, transport
stands and pedestrian crossings. Data in Group E of the database of the Location

Reminder Control function comprises road names and corresponding speed limits.

in the example embodiment, data may be entered into Group F of the
database of the Location Reminder Control function by receiving SMS messages
containing updated information from a GSM subscription database. In the example
embodiment, the user of the vehicle may also utilise the GPS reminder panel 1402
(Figure 17) to enter data into Group I of the database of the Location Reminder
Control function. By pressing the Location button 1706 (Figure 17) for about 3
seconds, the system generates a request SMS message {o an external GSM central
database server. The external GSM central database server may send new or
updated data via SMS messages back to the MCU mainboard 102 (Figure 14).
Based on the SMS messages received, voice-recorded messages may be played
back to report any new data updates. An example of a voice-recorded message may

read “Accident at the expressway 29km in the direction heading towards Changi



Location Reminder Control function. At step 1808, the driver presses the

relevant speed button e.g. 1708 (Figure 17) to add the location speed to

Group E of the database of the Location Reminder Control function. At

step 1810, the driver presses the Warning button 1710 (Figure 17) to add

the location warning to the Location Reminder Control function. In the

example embodiment, the driver may cancel the modifying process by

pressing the Cancel button 1704 (Figure 17). At step 1812, at a later time

when the driver is in the vicinity of the recorded location, the system

flashes the GPS Warning LED 14043QFigure 14) at about 200 meters
A:rpm@"é{ﬁ}ﬁ fﬁgjit%é%“%ﬂf PSS RGN :51{' AR0 5PN rth-

ase of the Locatlon Remlnder Contro on comprises
SOUthC‘Sﬁ@‘d&b&%‘l&ﬁfﬁ%’ zones such as traffic Junctlons school zones, traffic
lights, bus-stops, transport stands and pedestrian crossings. Data in

qrou&E of th qataba e fthe Loﬁ,at'%]j mlnd rCo rol function

d)e em =l ocaqlon n} rg% onirol function
comprlses roa names an correspon Ing speed im n the example

providemBapmenalisath eHatlpBEsatitTed hRSreas e auising algpine Bifees. The

| ocatiePCREGRIRRM OER-SIoRLBI RN T efeliig SMetRSI8d8ersonalised
cg%élt%mm updated information from a GSM subscription database. In the
recorn

€mbodiment, the user of the vehicle may also utilise the GPS
reminder panel 1402 (Figure 17) to enter data into Group F of the

Tire %@%%WJ%W@WMBEHB% tikg) function. By pressing the
ocation button igure or about 3 seconds, the system
generates a request SMS message to an external GSM central database
s€nteimp leenexiibngathe SMlecEndeal databastrgemar iy sercon€antirol for the

systerlr'npﬁi.r?tqq W‘?ﬁ%%?n%%ﬁﬁﬂ%ﬁ? b\%% t?é%q‘é\(lgeu [Ba'ﬁ%ﬂﬁd JrQ 2 (ﬁég%u

Base e SMS messages recelved voice-reco messa
ma'”bm%ﬁ?‘M%IWMS@%%W@W&D&WM‘%@&%d&t@&e Ahcesahase % to the
engmé‘m{ﬁﬁo‘fgﬂd m.essaw%énawr re@oh’ A6 Gidget ptdb@eem@sﬁwawaakm I8 tire

dlrectl nh ard hanpgj 30 Alr orI ore Xlt
e TSR SR G H e A s e dserdy o) 1908,

In the example embodiment, the tilt sensor 1902 is relatively more sensitive
than typical vibration sensors and is activated if the vehicle is being tilted, ie. lifted at

one end.

Figure 20 is a flowchart illustrating the process of the Tire Pressure and Anti-
Tow Monitoring Control function in the example embodiment. At step 2002, the Tire
FPressure and Anti-Tow Monitoring Control function is activated if the tire pressure
readings from the tire pressure reader 1904 (Figure 19) exceeds a preset range or if
the tire temperature readings from the tire temperature reader 1908 (Figure 19)
exceeds a presei range. In the example embodiment, the tire pressure monitoring
range is from about 1.0 Bar pressure to about 4.5 Bar pressure while the ftire

temperature monitoring range is from about —40°C to about 125°C.

At step 2004, a check is made to determine if the vehicle engine is switched
on by utilising the engine monitor 1204 (Figure 19). if the vehicle engine is switched
on at step 2004, then at step 2005, the Tire Pressure and Anti-Tow Monitoring



South Highway now closed". In the example embodiment, the Location
Reminder Control function provides a personalised customisation of a
GPS-based guiding alerting system. The Location Reminder Control
function can also provide directions to a personalised recorded location.
Tire Pressure and Anti-Tow Monitoring Control For implementing the Tire
Pressure and Anti-Tow Monitoring Control for the system in the example
embodiment, with reference to Figure 19, the MCU mainboard 102 is
coupled to the output speakers 212, to the microphone 222, to the engine
monitor 1204, to a tilt sensor 1902, 33 a tire pressure reader 1904, to a tire
erature r r19 n icated in-gar liquid crystal displ
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“Warning

Vehicle No. XXXX

<Tire Condition>

<Tire Position> NG

<Tire Condition Readings>

<Tire 1 reading e.g. 2.50> <Tire 2 reading e.g. 1.50>
<Tire 3 reading e.g. 2.50> <Tire 4 reading e.g. 2.50>"

In the example embodiment, with reference to the standard display format,
the tire position of a tire with out-of-range pressure and/or temperature readings is
indicated by left anterior, right anterior, right posterior and left posterior. The tire
condition comprises a selection from Fast Leakage, Slow Leakage, Low Pressure Alarm,
High Pressure Alarm and High Temperature Alarm. In addition, for ease of reference,
the dedicated in-car LCD 1908 (Figure 19) can display different icons for different

tire conditions.

in the example embodiment, Fast Leakage refers to a drop in tire pressure of
about 0.2 Bar pressure in about one minute while Slow Leakage refers to a drop in tire
pressure of about 0.2 Bar pressure in a range of about two fo ten minutes. In the

example embodiment, the Low Pressure Alarm is triggered if the tire pressure reading is



212 (Figure 19) and allows the driver to monitor the tire conditions of the
vehicle by displaying information on the dedicated in-car LCD 1908
(Figure 19). If the vehicle engine is switched off at step 2004, at step
2006, the Tire Pressure and Anti-Tow Monitoring Control function checks
to determine if the tilt sensor 1902 (Figure 19) has been activated. If the
tilt sensor 1902 (Figure 19) has not been activated at step 2006, at step
2008, a SMS message comprising the tire condition readings from the tire
pressure reader 1904 (Figure 19) and/or the tire temperature reader 1908
(Figure 19) is sent to the preset nundgers of the system. In the example
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car through the microphone 222 (Figure 19). If the first user cannot be contacted by
the system, the system dials a preset number of a second user. Similarly, preset
numbers of a third user, fourth user and a fifth user are stored in the system if the
other users cannot be contacted. In the example embodiment, the SMS message is
displayed in the following standard display format:

“Warning

Vehicle No. XXXX

Vehicle moving

Without engine on”

In the example embodiment, the Tire Pressure and Anti-Tow Monitoring
Control function can allow the driver of the vehicle to be aware of the tire pressure of
the tires of the vehicle. The Tire Pressure and Anti-Tow Monitoring Control function
can provide security monitoring if the vehicle is being towed away without the

knowledge of the driver.

Remote Start Engine Control

For implementing the Remote Start Engine Control for the system in the
example embodiment, with reference to Figure 21, the MCU mainboard 102 is

coupled to the GPS unit 224, to the carbon monoxide sensor 1002, to the electronic



pressure of about 0.2 Bar pressure in a range of about two to ten minutes.
In the example embodiment, the Low Pressure Alarm is triggered if the
tire pressure reading is 32 less than about 25% of the standard tire
pressure while the High Pressure Alarm is triggered if the tire pressure
reading is more than about 20% of the standard tire pressure. In the
example embodiment, the High Temperature Alarm is triggered if the tire
temperature exceeds a value of about 75C. In the example embodiment, if
the tire temperature exceeds a value of about 85C, the alarm sound is
replaced by a relatively louder alarm3siren being outputted via the output
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In the example embodiment, the process of switching on the vehicle engine
in the Remote Start Engine Control function is substantially similar to the process as

described in the Battery Auto Charge Control function

Figure 22 is a flowchart illustrating the process of the Remote Start Engine
Control function in the example embodiment. At step 2202, the driver can either dial
into the system or send a SMS message to activate the Remote Start Engine
Control function. At step 2204, the system utilises the gear shift monitor 1208
(Figure 21) and the handbrake monitor 1206 (Figure 21) respectively to check
whether the handbrake is engaged and whether the vehicle gear has been set to a
parking gear e.g. “Park” position on an Auto-Transmission gear. If either the
handbrake is not engaged or the vehicle gear has not been set to a parking gear at
step 2204, at step 2206, a SMS message or a prerecorded voice message reading
“‘Remote Start Failed” is sent to the driver. If both the handbrake is engaged and the
vehicle gear has been set to a parking gear at step 2204, at step 2208, the ACC
relay switch, the ON relay switch and the START relay switch are turned on. The
START Relay switch is turned on for about 0.5 second to simulate starting a vehicle.



Remote Start Engine Control For implementing the Remote Start Engine
Control for the system in the example embodiment, with reference to
Figure 21, the MCU mainboard 102 is coupled to the GPS unit 224, to the
carbon monoxide sensor 1002, to the electronic 33 compass 1008, to the
wheel sensor 1010, to the engine controller 1200, to the engine monitor
1204, to the handbrake monitor 1206, to the gear shift monitor 1208, to
the tachometer signal monitor 1210, to an In-vehicle temperature sensor
2102, to an ultrasonic detector 2104, to an engine temperature sensor
2106 and to the battery voltage mofiftor 1202. In the example
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message reading “Remote Start Failed” is sent to the driver.

If the tachometer signal monitor 1210 (Figure 21) provides a tachometer
output at steps 2210, 2212 or 2214, or the battery voltage monitor 1202 (Figure 21)
detects an increase of at feast +0.5V in the vehicle battery voltage, at step 2216, a
SMS message or a prerecorded voice message reading “Engine Started” is sent to
the driver. At step 2218, after a preset timing of the system for remote starting the
vehicle engine, the vehicle engine is switched off by the system utilising the engine
controfier 1200 (Figure 21) and a SMS message or a prerecorded voice message
reading “Engine Stop” is sent to the driver. if the preset timing of the system for
remote starting the vehicle engine has not expired before the driver wishes to
operate the vehicle at step 2218, the system returns control of the vehicle to the

driver when the vehicle key is inserted into the ignition.

In the example embodiment, the preset timing of the system for remote
starting the vehicle engine can be set up to one hour. The driver may request the
system to send the reading of the In-Vehicle temperature sensor 2102 (Figure 21)

via SMS so that the temperature conditions in the vehicle can be monitored.



step 2204, at step 2206, a SMS message or a prerecorded voice
message reading "Remote Start Failed" is sent to the driver. If both the
handbrake is engaged and the vehicle gear has been set to a parking
gear at step 2204, at step 2208, the ACC relay switch, the ON relay
switch and the START relay switch are turned on. The START Relay
switch is turned on for about 0.5 second to simulate starting a vehicle. 34
At step 2210, a check utilising the engine monitor 1204 (Figure 21), the
battery voltage monitor 1202 (Figure 21) and the tachometer signal
monitor 1210 (Figure 21) is made td2determine if the vehicle engine has
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give an output at step 2210 or t e battery vo ge monitor 1202 (Figure
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unit amdta(geg@bﬁtzpﬁﬁﬂa the SYhaRTdI8aky syomh I(‘Figlui’@dz)ﬂ(;l fortahotKicI® is
cond, If the tachometer si na mon| or ure,21) do
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off the/QlARes ahsiar. 2214, the START Relay switch is turned on for about 1
second. If the tachometer signal monitor 1210 (Figure 21) does not give
an output at step 2214 or the battery voltage monitor 1202 (Figure 21)
dbedhesoedetepteariinordanerdf &bleasiurdySkeastns, Vvethelaibattenic detector
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message reading "Remote Start Failed" is sent to the driver. If't

off b%aﬁﬁoﬁﬁ@r’%gthtﬂ%rﬁmfﬁﬁoe(’rﬁwmtmwﬁéﬁqg%ﬁﬁe’E’é?nHpru?%
(Figurat 31¢pe224n 22 izaothE? hdnobihieshatheiny ol isgegapaitonith302 disighineg the
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step 2216, MS message or a prerecorded voice message readin
"Engine Started" is sent to the driver. At step 2218, after a preset timing

oiﬁhﬁ@;@&@ﬂpﬂ@w@mﬁattiﬁqﬁb%@t@ml@@n@m thavehinle2ogigeris2 1)
switch S{Lb thes ut|IS| the en ine ca ntroller 1200 (Figure 21
determi n(fs @Ef gessa g %;TP rerec%% l’l) voi%e 1oXIC e m lt%e ve G g(He syslem
sends the reading of the carbon monoxide sensor 1002 (Figure 21) via a SMS

message to inform the driver and the system may switch off the vehicle engine.

In the example embodiment, based on the readings of the engine
temperature sensor 2106 {Figure 21), the driver can opt to remote start the vehicle

engine.

With reference to Figure 23, at step 2302, the engine temperature sensor
2106 (Figure 21) detects that the engine temperature is below 0°C. At step 2304, the
system sends a SMS message reading “Cold Start Engine needed” to the driver. At
step 2306, the driver remotely starts the vehicle engine to warm up the vehicle
engine. At step 2308, the system switches on the vehicle engine and sends a SMS

message “Cold start now, Temperature reading 0°C” o inform the driver.

in the example embodiment, if the driver does not remotely start the vehicle
engine, the system activates the Remote Start Engine Control function if the

temperature remains at 0°C for more than 5 minutes in the example embodiment.



reading "Engine Stop" is sent to the driver. If the preset timing of the
system for remote starting the vehicle engine has not expired before the
driver wishes to operate the vehicle at step 2218, the system returns
control of the vehicle to the driver when the vehicle key is inserted into
the ignition. In the example embodiment, the preset timing of the system
for remote starting the vehicle engine can be set up to one hour. The
driver may request the system to send the reading of the In-Vehicle
temperature sensor 2102 (Figure 21) via SMS so that the temperature
conditions in the vehicle can be mofftored. 35 In the example
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the system switches off the vehicle engine. In the example embodiment,
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fUnCtIQ?\ %ﬁﬁ‘ﬂ@ In the example embodiment, if the handbrake monitor 1206
Figure 21) determines that the handbrake is being disengaged without
disabling the Remote Start Engine control function, the system switches
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driveremgm&emote Start Engine Control function can also provide a cold start option
to the driver in the event if the driver decides to warm up the vehicle engine remotely

when the vehicle engine is at a low temperature, for example at 0°C.

Anti Rob [/ Anti Hijack Control

For implementing the Anti Rob / Anti Hijack Control for the system in the
example embodiment, with reference to Figure 24, the MCU mainboard 102 is
coupled to the engine immobilizer unit 208, to the output speakers 212, to the cold
water micro spray unit 216, to the microphone 222, to an electronic stun pad 2402
and to a Panic button 2404.

in the example embodiment, the electronic stun pad 2402 is located under
the seat of the driver as an offensive measure. The Panic button 2404 is located on
the display panel of the vehicle and in close proximity to the driver.

In the example embodiment, the owner/driver of the vehicle can utilise the
Anti rob / Anti Hijack Control function to remotely stop the vehicle in the event if the

vehicle has been stolen.



With reference to Figure 23, at step 2302, the engine temperature sensor
2106 (Figure 21) detects that the engine temperature is below OC. At step
2304, the system sends a SMS message reading "Cold Start Engine
needed" to the driver. At step 2306, the driver remotely starts the vehicle
engine to warm up the vehicle engine. At step 2308, the system switches
on the vehicle engine and sends a SMS message "Cold start now,
Temperature reading 0C" to inform the driver. In the example
embodiment, if the driver does not remotely start the vehicle engine, the
system activates the Remote Start BAgine Control function if the
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come about due to rising temperatures, thus improving the comfort level of
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embodiment, the remote immobilization system can be activated by the
owner/driver. Activating the remote immobilization system comprises switching on
the hazard lights of the vehicle for 5 seconds to alert other vehicles behind and
playing a voice-recorded 30-seconds countdown through the output speakers 212
(Figure 24). In the example embodiment, after the 30-seconds countdown is
completed, the remote immobilization system activates the engine immobilizer unit
208 (Figure 24), forcing the vehicle to slow down and stop. The remote
immobilization system then activates a siren through the output speakers 212

(Figure 24), which can alert other vehicles nearby to assist the driver.

in the example embodiment, after the remote immobilization system is
activated, a colour dye containing pepper spray can be sprayed at the intruder by

the owner/driver.

In the example embodiment, a dual relay-switch setup is utilised for spraying
the colour dye containing pepper spray. With reference to Figure 25, a first relay
switch 2502 and a second relay switch 2504 are provided. The first relay switch

2502 is switched on to connect the colour dye to the cold water micro spray unit 216



example embodiment, with reference to Figure 24, the MCU mainboard
102 is coupled to the engine immobilizer unit 208, to the output speakers
212, to the cold water micro spray unit 216, to the microphone 222, to an
electronic stun pad 2402 and to a Panic button 2404. In the example
embodiment, the electronic stun pad 2402 is located under the seat of the
driver as an offensive measure. The Panic button 2404 is located on the
display panel of the vehicle and in close proximity to the driver. In the
example embodiment, the owner/driver of the vehicle can utilise the Anti
rob / Anti Hijack Control function to #motely stop the vehicle in the event
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engirRPREKINES CaR B8 (BTgalely4 J%@Ef%‘t‘é&e with an intruder by dialing
into the system by utilising the MCU mainboard 102 (Figure 24).

Communication can be carried out by utilising the output speakers 212
(Figerec@Aedndibe caicrophotehy? 2Alddoiine 24l wiahe examplepray unit 216
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owner/driver. Activating the remote immobilization system comprises

electigpitcAtHG ARG PazhraUIgnd biride 9&»193@\1@'@%%%&6@%%%% In
the exahiplesdastibachand, the electronic stun pad 2402 (Figure 24) can immobilise

an intruder while the colour dye containing pepper spray can assist in identifying the

intruder in the event if the intruder manages to escape.

In the example embodiment, if the owner/driver is in the vehicle when the
vehicle has been hijacked, the Anti rob / Anti Hijack Control function can be utilised

to remotely stop the vehicle.

In the example embodiment, when the vehicle is hijacked with the
owner/driver in the vehicle, the owner/driver can press the Panic button 2404
(Figure 24). The Panic button 2404 (Figure 24) is a press and hold button so as to
prevent any false alarms. When the owner/driver presses and holds the Panic
button 2404 (Figure 24) for about 2 seconds, the system dials a preset emergency
number. The remote user, e.g. the police or a friend, can opt to remotely stop the
vehicle by utilising the engine immobilizer unit 208 (Figure 24). The remote user can
also listen to any sound in the vehicle by utilising the microphone 222 (Figure 24).

in the exampie embodiment, the Anti Rob / Anti Hijack Control function can

provide security measures when an intruder has taken control of the vehicle. The



playing a voice-recorded 30-seconds countdown through the output
speakers 212 (Figure 24). In the example embodiment, after the
30-seconds countdown is completed, the remote immobilization system
activates the engine immobilizer unit 208 (Figure 24), forcing the vehicle
to slow down and stop. The remote immobilization system then activates
a siren through the output speakers 212 (Figure 24), which can alert other
vehicles nearby to assist the driver. In the example embodiment, after the
remote immobilization system is activated, a colour dye containing
pepper spray can be sprayed at the3truder by the owner/driver. In the
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water micro spray unit 216 38 (Figure 24). The cold water micro spray

unit 216 (Flgure 24) sprays out the colour dye containing pepper spray
Tempeagany BPaddpalCGantialitch 2504 is switched on. In the example

embodiment, the first relay switch 2502 is switched on after about 35
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the ignition switch of the vehicle after the engine immobilizer unit 208
(Figure 24) is activated. The owner/driver can remotely utilise the cold
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by sending a SMS message reading "Park with Engine on” to the system. At step

2704, the system plays back a pre-recorded message via the output speakers 212
(Figure 26) so that the driver checks that the handbrake is engaged and the vehicle
gear has been set to a parking gear e.g. “Park” position on an Auto-Transmission
gear. At step 27086, after the driver removes the vehicle key from the ignition and
closes the door of the vehicle, the system locks the doors of the vehicle after about
10 seconds. At step 2708, the system checks to determine if either the vibration
sensor 2602 (Figure 26) or the tilt sensor 1902 (Figure 26) has been activated. If
either the vibration sensor 2602 (Figure 26) or the tilt sensor 1902 (Figure 26) has
been activated at step 2708, an intrusicn is deemed fo have occurred. At step 2710,
the vehicle engine is switched off by the system by utilising the engine immobilizer
unit 208 (Figure 26) and an alarm is activated. At step 2712, a SMS message
reading “Alarm Activated” is sent to the driver. At step 2714, the system dials the
preset number of the driver and allows the driver to listen to any sound in the vehicle

by utilising the microphone 222 (Figure 26).



an intruder while the colour dye containing pepper spray can assist in
identifying the intruder in the event if the intruder manages to escape. In
the example embodiment, if the owner/driver is in the vehicle when the
vehicle has been hijacked, the Anti rob / Anti Hijack Control function can
be utilised to remotely stop the vehicle. In the example embodiment,
when the vehicle is hijacked with the owner/driver in the vehicle, the
owner/driver can press the Panic button 2404 (Figure 24). The Panic
button 2404 (Figure 24) is a press and hold button so as to prevent any
false alarms. When the owner/drlve‘?(bresses and holds the Panic button
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with tiieigahecBike¥he remote user can also listen to any sound in the vehicle
by utilising the microphone 222 (Figure 24). In the example embodiment,
the Anti Rob / Anti Hijack Control function can provide security measures
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Control For implementing the Temporary Parking Control for the system in
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inboard 102 is coup dto the output speakers 212, to the tilt sensor

mtemgf@)%ngﬁ%Oto& ra |or$ sensng%%fgorIE}gugr%}(ei s Jz;u og\? t?E’]?usdtrzftlnguser

com nmmdprw@tg@mbthb' TeEmpusieynreakialgo Cerfrah fdifetiont fivthioogavisienatically
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temporarily and activates the Temporary Parking Control function

It will be appreciated by a person skilled in the art that numerous variations
and/or modifications may be made to the present invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects to

be illustrative and not restrictive.



by sending a SMS message reading "Park with Engine on" to the system.
At step 2704, the system plays back a pre-recorded message via the
output speakers 212 (Figure 26) so that the driver checks that the
handbrake is engaged and the vehicle gear has been set to a parking
gear e.g. "Park" position on an Aut@-Transmission gear. At step 2706,
after the driver removes the vehicle key from the ignition and closes the
door of the vehicle, the system locks the doors of the vehicle after about
CLAtMSeconds. At step 2708, the system checks to determine if either the
vibration sensor 2602 (Figure 26) or the tilt sensor 1902 (Figure 26) has
beeR activated, If egthe théao\r{t) ﬁtlon sensor 260 e(, ure 32t6 o ;rq% t\'zlémcie
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numerous Wadeiorige microcontroller controis the first action device based on
signals received from the alcohol level tester and the microcontroller initiates a
communication to the external communication device via the communication module
based on the signals received from the alcohol level sensor.

2. The system as claimed in claim 1, wherein the devices further comprise an
alerting device and a second action device;

the sensors comprise a human input device; and

wherein the microcontroller instructs a driver reaction test by activating the
alerting device based on signais received from the alcohol level tester and the
microcontroller controls the second action device based on signals received from

the human input device,

3. The system as claimed in claim 2, wherein the alerting device comprises an
optical device, a sound device, or both, and wherein the action device comprises a



and/or modifications may be made to the present invention as shown in

the specific embodiments without departing from the spirit or scope of the
invention as broadly described. The present embodiments are, therefore,
to be considered in all respects to be illustrative and not restrictive. 41
CLAIMS 1. An on-board system for controlling one or more devices
installed in a vehicle, the system c%?pnsmg a microcontroller; a wireless
communication module coupled to the microcontroller; one or more

sensors installed in the vehicle and coupled to the microcontroller;

wherein the microcontroller controls the one or more devices based on
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extern communic evice via the communication module based on
signals received from the sensors; a first action device; and the sensors
4, compiseyarealcgholkievel seasat andndreneihsheomicro cotitesllesopriteaisan
aleﬁ?r? f&g&% tion device based on signals received from the alcohol level
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communication device via the communication module based on the signals received
from the human input device.

5. The system as claimed in claim 4, wherein the devices further comprise a
second action device; and the microcontroller controls the second action device

based on the signals received from the human input device.

6. The system as claimed in claim 5, wherein the human input device comprises
a button, the second action device comprises an air freshener, a humidifier, or both,
the alerting device comprises an optical device, a sound device, or both, and the
first action device comprises an engine immobilizer.

7. The system as claimed in claim 1, wherein the sensors comprise a driving
characteristic sensor;

and wherein the microcontroller controls the alerting device based on signals
received from the driving characteristic sensor and the microcontroller initiates a
communication to the external communication device via the communication moduie

based on the signals received from the driving characteristic sensor.

8. The system as claimed in claim 7, wherein the alerting device comprises an
optical device, a sound device, or both, and the driving characteristic sensor

comprises a speed sensor, a seatbelt sensor, or both.



alerting device based on signals received from the alcohol level tester and
the microcontroller controls the second action device based on signals
received from the human input device. 3. The system as claimed in claim
2, wherein the alerting device comprises an optical device, a sound
device, or both, and wherein the action device comprises a 42 water
spray device, the human input deviﬁg comprises a button, and the first
action device comprises an engine immobilizer. 4. The system as claimed
in claim 1, wherein the devices further comprises an alerting device; the
sensors comprise a human input device; and wherein the microcontroller
9, instruelspsaiivesy engtiartestmactjvatisgthanhaleding desieaptantzotizmgon
the.first action device based on signals received from the human input
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“"the alerting device comprises an optical device, a sound device, or both,
winga aRetfi&raction device comprises an engine immobilizer. 7. The
system as claimed in claim 1, wherein the sensors comprise a driving
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wherein the microcontrolier controls the action device based on signals
received from the voltage monitor for recharging the battery and the microcontroller
initiates a communication to the external communication device via the
communication module based on the signals received from the voltage monitor.

12.  The system as claimed in claim 11, wherein the action device comprises one
or more of a group consisting of a starter of the vehicle engine, a gear control
device, and a break control device.

13.  The system as claimed in claim 1, wherein the sensors comprise a tilt sensor
and a engine-off sensor; and

wherein the microcontroller controls the alerting device based on signals
received from the tilt sensor and the engine-off sensor and the microcontroller
initiates a communication to the external communication device via the
communication module based on the signals received from the tilt sensor



communication to the external communication device via the
communication module based on the signals received from the driving
characteristic sensor. 8. The system as claimed in claim 7, wherein the
alerting device comprises an optical device, a sound device, or both, and
the driving characteristic sensor comprises a speed sensor, a seatbelt
sensor, or both. 43 9. The system as claimed in claim 1, wherein the
sensors comprise a carbon monoxide sensor; and wherein the
microcontroller controls the action device based on signals received from
the carbon monoxide sensor and the microcontroller initiates a
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the signals received from the voltage monitor. 12. The system as claimed

in claim 11, wherein the action device comprises one or more of a group
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shift detector and the temperature sensor, and the microcontroller initiates a
communication to the external communication device via the communication module
based on the signals received from the handbrake detector, the gear shift detector

and the temperature sensor.

16. The system as claimed in claim 1, wherein the devices comprise an offensive
measure device;

the sensors comprise a panic button; and

wherein the microcontroller controls the offensive measure device based on
signals received from the panic button or the communication module and the
microcontroller initiates a communication to the external communication device via
the communication module based on the signals received from the panic button.

17.  The system as claimed in claim 1, wherein the devices comprise an engine
immabilizer unit coupled to the engine of the vehicle;

the sensors comprise a vibration sensor; and

wherein the microcontroller controls the engine immobilizer unit based on

signals received from the vibration sensor and the microcontroller initiates a



initiates a communication to the external communication device via the
communication module based on the signals received from the tilt sensor.
44 14. The system as claimed in claim 1, wherein the sensors comprise a
handbrake detector and a gear shift detector; and wherein the
microcontroller controls the engine starter device based on signals
received from the communication mpdule, the handbrake detector and the
gear shift detector, and the microcontroller initiates a communication to
the external communication device via the communication module based
on the signals received from the handbrake detector and the gear shift
conﬁiﬁt&ﬁhalttolzﬁtoﬁhe sysienl asmlaimnachiivcladvicklyiwiier eionthessersiorsmodule
adbi0R T EOTRIISE A.ISTRERAIT SRR ANELNGrein the microcontroller
controls the"engine starter device based on signals received from the
communication module, the handbrake detector, the gear shift detector
18. andﬂhﬁd@%@@f%ﬁnﬁﬁﬁ%naﬁtﬂﬁbmnﬁwom@oﬂmibﬁﬁ&m&&ecﬁ in a vehicle
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erein the microcontroller controls the offensive measure device based
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mic;gggmp&,&ptlon device via the communication module based on the

signals received from the panic button. 17. The system as claimed in

claim 1, wherein the devices comprise an engine immobilizer unit coupled

to the engine of the vehicle;



the sensors comprise a vibration sensor; and wherein the microcontroller
controls the engine immobilizer unit based on signals received from the
vibration sensor and the microcontroller initiates a 45 communication to
the external communication device via the communication module based
on the signals received from the vibration sensor. 18. A method of
on-board controlling one or more devices installed in a vehicle using a
system as claimed in any one of claims 1 to 17, the method comprising,
controlling the one or more devices based on signals received from a
wireless communication module, se#8ors installed in the vehicle, or both
UG RIS OERMER T RUR RO A BRTUVAEAHONG BREIRIRR!
communication device via the communication module based on signals
received from the sensors utilising a microcontroller. ON-BOARD
VEHICLE DEVICE CONTROLA%\Q. AND METHOD ABSTRACT A
System and method for on-board controlling one or more devices installed
in a vehicle. The on-board system comprises a microcontroller; a wireless

ComMBynieation mreablrl G pieth il ONGHINER EALES PRErETIBRIR s installed
Segﬁ%'ig in%elaleg in the vehicle and coupled to the microcontr
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external communication device via the communication module based on

contr%lrar;gg RIS %V@Sgégiqch sighals received from the wireless

comimunication module, the sensors, or both; and wherein the microcontroller
initiates a communication to an external communication device via the

communication module based on signals received from the sensors.
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