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INTEGRATED INFORMATION COMMUNICATION SYSTEM

1. Field of tl'D Invention

The present invention relates to an integrated information
commmication system connecting information cormmication equipments
or information commmication systems such as and/or for personal
computer, LAN (Local Area Network), telephone (including cellular
phone), FAX (Facsimile), CATV (Cable Television), Internet and the
like, not only via dedicated lines, but also via ISDN (Integrated
Services Digital Network), FR (Frame Relay), ATM (Asynchronous
Transfer Mode), IPX (Integrated Packet Exchange), satellite, wireless
and public lines., Here, integrated information commmication
equipments perform comwmication provided with an address (for
information commmication) for distinguishing the integrated
information commmnication equipment with other equipment. Particu-
larly, the present invention relates to an integrated information.
conmmication system which inkegrates data transfer services based on
connection-less networks (e.g., RFC791 or RFC1883 IP (Internet
Protocol) t;dnmlogy) and improves the overall econamics of the
information commmication system by employing a umified address system,
and ensuring security to realize interactive commmications between
connected terminals or systems.
2. Description of the Prior Art

In accordance with computer and information coammmication
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technoleogy, computer commumnication networks have in recent years come
to be widely used in universities, research institutes, government
organizations, and intra-corporation/inter-corporation situations.
LANs are used for intra-corporation commmication networks, and in the
event that the geographic locale is on a national basis, the form
the:eofbwmessxchassowninFIG.l. In the example described in
FIG.1l, each local LAN uses a common protocol, with each being
connected by dedicated lines. Here, e.g., a corporation X has LAN-X
1, LAN-X2 and LAN-X3 as IANs, a corporation Y has LAN-Y1, LAN-Y2 and
LAN-Y3 as LANs, and both corporations X and Y use communication

~address systems ADX and ADY for performing computer commmications.

Since it is necessary to lay a separate dedicated line for each
corporation with such a LAN network, system architecture becomes
costly, and in the event that connection is to be made to a LAN
network of another corporation, interfacing must be matched such as
the commumication address system, making inter-connection very
difficult and very costly.

On the other hand, the Internet has recently become widespread
as a global-scale camputer commmication network. On the Internet,

. networks are connected using a router of a provider, a comumication

protocol called TCP/IP (Transmission Control Protocol/Internet
Protocol) is employed, dedicated lines or FR networks are used for
comnecting remote areas, and Ethernets which are 10 Mops LANs or FDDIs
(Fiber Distributed Data Interface) which are 10 Mbps LANs are used as
commmication paths within structures. FIG.2 shows an example of an



Internet commection, in which the routers in the providers maintain
mutual commection by exchanging routing table connection information.
Each router is connected to a plurality of networks, and judgment is
made based on the routing table regarding to which router connected to
which provider’ s network received data should go next. Thus, on the
Intermet, the IP address attached to each IP packet (IP datagram) is
checked, judgment is made to which router the IP packst should be sent,
and that IP packet is sent accordingly. Thus, IP packets are
transferred one after another and delivered to the destination
camputer, by means of all routers performing the above-described
operation.

FIG.3 jillustrates the information contents of an RFC791 IP
packet used by the Internet, divided into a control field and a data
field. FIG.4 illustrates the information contents of a similar
RFC1883, divided into a control field and a data field. In either
figure, the parentheses ( ) indicate the number of bits.

However, with the Internet, the path control is restricted by IP,
so that one cannot tell whether the other party with which
commmication is being made is the authorized party, and the system is

. such that the commmication path is not administrated in an integrated

manner, meaning that there are problems regarding security in that
information may be eavesdropped. Also, in reality, addresses within
the LANs are being separately decided by the LAN users, sothergis
the necessity to replace the LAN user addresses when connecting the
LAN to the Intermet. Also, commmication quality such as



comumication speed and comumication error rate for the trunk lines
making up the Internet commmication path differ fram opne line to
ancther for each LAN, and are practically non-uniform. Also, there
are problems such as an attempt to send a 10 Mbps TV signal for video-
conferencing not achieving the desired commmication speed. Further,
there is no administrator for performing maintenance of the network
such as in the case of failure, of for integrating the overall network
for future planning for the network and so forth. Also, with LAN
networks and the Internet, the terminals are personal computers
(computers), and it has been difficult to use telephones, FAX and CATV
in an integrated manner therein.

SUMMARY OF THE INVENTION

The present embodiment has been made in accordance with the
above-described situations, and it is an object of the present
invention to provide an integrated information commmication system
capable of containing a plurality of VANs which perform IP packet
transfer of which security and reliability in commumnications has been
ensured, by means of not using dedicated lines or the Internet so as
- to improve economic considerations of the information commmication
system architecture, and ensuring commnication speed, comumication
quality and commmication trouble comntermeasure in a wified manner.
Also, it is another object of the present inwvention to provide an
integrated information commmication system which uses a single
information transfer which is not dependent on the type of service,



such as sound, image (motion and still), text, etc., so as to inter-
connect services which have conventionally been provided separately,
such as total coommication services, analog/digital telephone line
sexrvices, Internet provider services, FAX services, camputer data
exchange services, CATV services and so forth. Further, it is another
object of the present invention to provide an integrated information
commmication system which enables inter-corporation commmication
with very little change to the camputer commmication address systems
which have been independently and separately created within each
separate corporation (including universities, research institutes,
government organizations, etc.).

The present invention relates to an integrated information
camumication system, and the above objects of the present invention
are realized as follows: the present invention is configured by
providing an access control apparatus for connecting a plurality of
camputer commmication networks or information communication
equipment to each, and a relay device for networking the
aforementioned access control apparatus, the system having functions
for perfoming routing by transferring information by a unified
- address system, and is configures such that the aforementioned
pPlurality of computer commmication networks or information
camumnication equipments can perform commmications in an interactive
manner. In FIG.1 which is given as an example of a conventional
arrangement, the range of dedicated lines used for intra-corporation
and inter-corporation commmications is indicated by solid lines, and



this is replaced with the equivalent of a conmputer commmications
network according to IP as a cammon camumnication network indicated by
broken lines.

The above-described objects of the present invention are achieved
by an ICS user packet having a unique ICS user address system ADX
being converted into an ICS network packet having an address system
ADS, based on the administration of a conversion table provided within
an access control apparatus, and by being arranged such that in the
case that transmission is made over at least one VAN contained therein
fbllowing rules of the aforementioned address system ADS, and the
destination other access control apparatus is reached, conversion is
made to the aforementioned ICS user address system ADX based on the
administration of the aforementioned conversion table, and another
external information commnication apparatus is reached. Also, the
above~described objects of the present invention are achieved by an
ICS user packet having a unique ICS user address system ADX being
converted into an ICS network packet corresponding with a reception
ICS network address registered beforehand to the conversion table in
accordance with a user logic commmication line, rather than using an
- ICS user address within the aforementioned ICS user packet based on
the administration of a conversion table provided within the access
control apparatus, and by being arranged such that in the case that
transmission of the aforementioned ICS network packet is made to
another access control apparatus via at least one VAN following rules
of the ICS address system ADS, the transfer destination of the



aforementioned ICS network packet being either 1 or N, this is
returned to the aforementioned ICS network packet based on the
administration of a conversion table provided within the
aforementioned access control apparatus, and another external
information commmication apparatus is reached.

FIG.1 is a block diagram to explain a conventional LAN network;

FIG.2 is a diagram illustrating a form of Intemnet;

FI1G.3 is a diagram illustrating an IP packet according to RFC791
stipulation;

FIG.4 is a diagram illustrating an IP packet according to
RFC1883 stipulation;

FIG.5 is a block diagram systematically illustrating the basic
principle of the present invention;

FIG.6 is a block diagram illustrating an example of a network
wherein an ICS according to the present invention is constructed of a
plurality of VANSs;

FIG.7 is a block diagram illustrating an example of configuring
the access control apparatus;

FIG.8 is a block diagram illustrating an example of configuring
the relay apparatus:

FI1G.9 is a block diagram illustrating an exanple of configuring
the inter-VAN gateway;



FIG.10 is a block diagram illustrating an example of configuring
the ICS network server;

FIG.1l1l is an array diagram illustrating an example of the ICS
user address used in the present invention;

FIG.12 is a wiring diagram illustrating the connection relation
between the ICS logic temminal and user communication line;

FIG.13 is a diagram illustrating the relation between the ICS
user packet and the ICS network packet, used in the present
invention;

FIG.14 is a portion of a constructional block drawing
illustrating a first embodiment (intra-corporation cormumnication,
inter-corporation commmication) according to the present invention;

FIG.15 is a portion of a constructional block drawing
illustrating a first embodiment according to the present invention;

FIG.16 is a diagram to show an example of a conversion table;

FIG.17 is a diagram to show an exarr@le of a temporary conversion
table;

FIG.18 is a flowchart illustrating an example of operation of
the access control apparatus;

FIG.19 is a flowchart illustrating an example of operation of
the access control apparatus in inter-corporation commmication;

FIG.20 is a constructional block drawing illustrating a second
embodiment (virtual dedicated line) according to the present
invention; |

FIG.21 is a.diagram fo show an example of the conversion table;



FIG.22 is a flowchart illustrating an example of operation of
the access control apparatus in virtual dedicated line connection:

FIG.23 is a diagram to show an example of format of NSAP type
ATM address;

FIG.24 is a dlagram to show an information unit of ATM cell
type; |

FIG.25 is a diagram to explain conversion/restoring operation
between ICS network packst and CPCS packet;

FIG.26 is a diagram to explain dissolution/assembly between CPCS
frame and cell;

FIG.27 is a portion of a constructional block showing a 3™
erbodiment (embodiment using ATM network) according to the present
invention;

FIG.28 is a portion of a constructional block showing a 3™
embodiment according to the present invention;

FIG.29 is a diagram to show an example of an ATM address
conversion table and a VC address conversion table;

FIG.30 is a diagram to show an example of an ATM address
conversion table and a VC address conversion table;

FIG.31 is a flowchart to show a flow of packet using SVC and

FIG.32 is a flowchart to show a flow of packet using SVC and
PVC;
FIGs.33 and 34 are block diagrams to show 1:N commmication or

N:1 commmnication using PVC;
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FIGs.35 and 36 are block diagrams to show N:N commmnication
using PVC;

F1G.37 is a diagram to show an example of FR frame address
portion;

FIG.38 is a diagram to show a variation between ICS network
packet and FR frame;

FIG.39 is a portion of a constructional block showing a fourth
embodiment (embodiment using FR network) according to the present
invention;

FIG.40 is a portion of a constructional block showing a fourth
embodiment according to the present invention;

FIG.41 is a diagram to show an example of an FR address
conversion table and a DILC address conversion table;

FIG.42 is a diagram to show an example of an FR address
conversion table and a DIC address conversion table;

FIG.43 is a flowchart to show a flow of packet using SVC and
PVC;

FIG.44 is a flowchart to show a flow of using SVC and PVC;

FIGs.45 and 46 are block diagrams to show 1:N caommmication or

- N:1 commmication using PVC;

FIGs.47 and 48 are block diagrams to show N:N commmication
using PVC;

FIG.49 is a portion of a constructional block showing a £ifth
embodiment (acconmodation of telephone line, ISDN line, CATV line,
satellite line, IPX line, cellular phone line) according to the
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present invention;

FIG.50 is a portion of a constructional block showing a fifth
embodiment according to the present invention;

FIG.51 is a portion of a constructional block showing a f£fifth
embodiment according to the present invention;

FIG.52 is a portion of a constructional block showing a fifth
embodiment according to the present invention;

FIG.53 shows an example of the conversion table;

FIG.54 is a flowchart to show an operation of a f£fifth
enbodiment ;

FIG.55 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.56 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.57 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.58 is a diagram to show an example of description of router
table in a dial-up router;

FIG.59 is a flowchart to show an operation of a sixth
. embodiment;

FIG.60 is a constructional block showing a seventh embodiment
(ICS address administration server) according to the present
invention; '

FIG.61 is constructional block showing an eighth embodi-
ment (full-duplex commmication including a satellite commmication
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path) according to the present invention;

FIG.62 is a timing chart to show an example of operation of a
full~duplex commumication by TCP;

FIG.63 is a timing chart to explain an eighth embodiment;

FIG.64 is a timing chart to explain an eighth embodiment;

FIG.65 is a timing chart to explain an eighth embodiment;

F1G.66 is a constructional block showing a variation of an
eighth erbodiment;

FIG.67 is a timing chart to show an operation of a ninth
embodiment (full-duplex commmication including a satellite
coommication path) according to the present invention;

FIG.68 is a timing chart to exXplain a ninth enbodiment;

FIG.69 is a timing chart to explain a ninth embodiment;

FIG.70 is a timing chart to explain a tenth embodiment;

FIG.71 is a timing chart to explain a tenth embodiment;

FIG.72 is a timing chart to explain an eleventh embodiment;

FIG.73 s a constructional block showing a twelfth embodiment
(full-duplex communication path) according to the present invention;

FIG.74 is a timing chart to show an operation of a twelfth

. embodiment;

FIG.75 is a constructional block to show a variation of a
twelfth embodiment:

FIG.76 is a diagram to show an example of TCP frame;

FIG.77 is a diagram to show an example of UDP frame;

FIG.78 is a portion of a constructional block showing a



thirteenth embodiment(control of receiving priority degree) according
to the present invention;

FIG.79 is a portion of a constructional block showing a
thirteenth embodiment according to the present invention;

FIG.80 is a portion of a diagram to explain a thirteenth
embodiment ;

FIG.81 is a portion of a diagram to explain a thirteenth
embodiment ; _

FIG.82 is a flowchart to show an operation to decide a degree of
prioxity:

FIG.83 is a constructional block showing a 14® erbodiment
(control of transmitting priority degree) according to the present
invention;

FIGs.84and 85 are diagrams to show an example of a conversion
table using in a 14® embodiment;

FIG.86 is a flowchart to show an operation of priority decision
in a 14™ embodiment;

FIG.87 is a constructional block showing a 15% embodiment
(multiplex commmication) according to the present invention;

FIG.88 is a diagram to show an example of a conversion table
using in a 15% enbodiment;

FIG.89 is a diagram to show an example of a conversion table
using in a 15™ embodiment;

FIG.90 is a constructional block to show a variation of a 15™
embodiment ;
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FIG.91 is a portion of a constructional block showing a 16%
embodiment (operation of ICS) according to the present invention;

FIG.92 is a portion of a constructional block showing a 16™
embodiment according to the present invention;

FIG.93 is a diagram to explain a 16% embodiment;

FIG.94 is a diagram to explain a 16™ embodiment;

FI1G.95 is a diagram to explain a 16™ embodiment;

FIG.96 is a diagram to explain a 16™ embodiment;

FIG.97 is a diagram to explain a 16™ embodiment;

FIG.98 is a diagram to explain a 16™ embodiment;

FIG.99 is a diagram to explain a 16™ embodiment;

FIG.100 is a diagram to show an example of an ICS network
address appropriation record table using in a 16™ emnbodiment;

FIG.101 is a diagram to show an example of an ICS user address
appropriation record table using in a 16™ embodiment;

FIG.102 is a diagram to show an example of a conversion table
using in a 16™ embodiment;

FIG.103 is a diagram to show an example of a conversion table
using in a 16"*‘ ermbodiment ;

- FIG.104 is a diagram to show an example of a conversion table

using in a 16® embodiment:;

FIG.105 is a procedure chart to explain a 16™ embodiment;

FIG.106 is a diagram to show an example of a conversion table
using in a 16% enbodiment;

FIG.107 is a procedure chart to explain a 16® embodiment;
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FI1G.108 is a diagram to show an example of a conversion table
using in a 16® embodiment;

FIG.109 is a ddagram to explain a domain name server;

FIG.110 is a diagram to explain a domain name server;

FIG.111 is a diagram to explain a domain name server;

FIG.112 is a diagram to explain a domain name server;

FIG.113 is a diagram to explain a call of a domain name server;

FIG.114 is a diagram to explain re-writing of a conversion table
from an IP temninal;

FIG.115 is a diagram to explain re-writing of a conversion table
fram an IP terminal;

FIG.116 is a constructional block showing a 17% embodiment
(calling of a cammmicator by telephone number) according to the
present invention;

FIG.117 is a diagram to show an example of a conversion table;

FIG.116 is a diagram to explain an 17® embodiment;

FIG.118 is a diagram to show an example of an inner table using
in a 17% embodiment:

FIG.119 is a diagram to show an example of an inner table using

- in a 17* enbodiment;

FI1G.120 is a diagram to show an example of an inner table using
in a 17* embodiment;

FIG.121 is a diagram to explain a call of a domain name server;

¥IG.123 is a portion of a constructional block showing a 18™
embodiment (IP terminal to be comnnected with plural access control
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apparatuses) according to the present invention;

FIG.124 is a portion of a constructional block showing a 18%
embodiment according to the present invention;

FIG.125 1s a diagram to show an example of a varifying. server;

FIG.126 is a diagram to show an example of a conversion table;

FIG.127 is a timing chart to explain register procedure from a
home IP texminal;

FIG.128 is a dlagram to explain an accessing method of an
verifying sexrver;

FIG.129 is a diagram to show an example of an inner table using
in a 18% embodiment;

FIG.130 is a diagram to show an example of an inner table using
in a 18 embodiment;

FIG.131 is a diagram to show an example of an inner table using
in a 18" embodiment;

FIG.132 is a block diagram to show a call of an verifying
server;

FIG.133 a portion of a constructional block diagram jillustrating
a 19% embodiment (closed-zone network commumication and open-zone
cammnication used network discriminator) according to the present
invention;

FIG.134 is a partion of a constructional block diagram
11lustrating a 19% embodiment according to the present invention;

FIG.135 is a portion of a constructional block diagram
illustrating a 19® embodiment according to the present invention;
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FIG.136 is a portion of a constructional block diagram
illustrating a 19* embodiment according to the present invention;

FIG.137 is a diagram to show an example of a conversion table
used in a 19% embodiment;

FIG.138 is a diagram to show an example of a conversion table
used in a 19™ embodiment;

FIG.139 is a diagram to show an example of a conversion table
used in a 19™ embodiment;

FIG.140 is a diagram to show an example of a conversion table
used in a 19® embodiment;

FIG.141 is a flowchart to show an example of an operation of a
19 embodiment;

F1G.142 is a flowchart to show an example of an operation of a
19% enbodiment:;

FIG.143 is a portion of a comstructional block diagram
illustrating a 20" embodiment (IP terminal to be comnected with
plural access control apparatus having network identifier) according
to the present invention;

FIG.144 is a portion of a constructional block diagram
illustrating a 20™ embodiment according to the present invention;

FIG.145 is a diagram to show an example of a verifying server
used in a 20% embodiment;

FIG.146 is a diagram to show an example of a conversion table
used in a 20% embodiment;

FIG.147 is a signal flowchart to explain an operation of a 20
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embodiment ;
FIG.148 is a diagram to explain a 20™ embodiment;
FIG.149 is a diagram to explain a 20™ embodiment;
FIG.150 is a diagram to explain a 20™ enbodiment;
FIG.151 is a diagram to explain a 20" embodiment:;
FIG.152 is a diagram to explain a 20"® enbodiment; and
FIG.153 is a diagram to explain a 20% embodiment.

FIG.5 systematically illustrates the basic principle of the
present invention, wherein the integrated information commmnication
system (hereafter referred to as ICS") 1 according to the present
invention has self-appointed address providing rules as a camputer
information/cammnication address. i.e., the system has a wnique
address system ADS, and has access control apparatuses (2 through 7 in
the present example) which serve as access points for connecting a
plurality of computer commmication networks or information
commmication equipments, e.g., a great mumber of LANs (in the present
example, corporation X s LAN-X1, LAN-X2 and LAN-X3, and corporation

- Y’ s LaN-Y1, LAN-Y2 and LAN-Y3). Here, corporation X s LAN-X1, LAN-X2
and LAN-X3 have the same address system ADX, and corporation ¥ ' s
LAN-Y1l, LAN-Y2 and LAN-Y3 have the same address system ADY. The
access control apparatuses 2, 3 and 4 have conversion tables for
administrating mutual conversion between the address system ADS and
the address system ADX. The access control apparatuses 5, 6 and 7
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have conversion tables for administrating mutual conversion between
the address system ADS and the address system ADY. The computer
cammnication data (ICS packet) within the ICS 1 uses addresses
according to the address system ADS of the ICS 1, and performs IP
communication such as is used on the Internet.

Now, description will be made regarding the operation in the
case of comunication within a single corporation. The camputer
comumnication data (ICS packet) 80 transmitted from the LAN-X1 of the
corporation X is provided with addressing following the address
system ADX, but is subjected to éddress conversion following the
address system ADS under administration of the conversion table of the
access control apparatus within the ICS 1, and becames ICS packet 81.
This is then sent within the ICS 1 following the rules of the address
system ADS, and upon reaching the destination access control apparatus
4, is restored to the computer camumication data 80 of the address
system ADX under the administration of the conversion table thereof,
and is sent to the LAN-X3 within the same corporation X. Here, the
ICS frame being sent and received within the ICS 1 is referred to as
an ICS network packet, and the ICS packet being sent and received
outside of the ICS 1 is referred to as an ICS user packet. The ICS
user packet is such as stipulated by the Internet protocol RFC791 or
RFC1883 as a rule, but dealing with ICS packets which do not follow
this rule will be described later in conjunction with description of
another embodiment.

The ICS network packet 81 is comprised of a network control
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field 81-1 and a network data field 81-2, with the network control
field 81-1 storing the addresses (address system ADS) of the access
control apparatuses 2 and 4 therein. The ICS user packet is either
used as the network data field 81-2 with no change to the data value
thereof, or is subjected to data format conversion following
stipulations determined within the ICS 1 and is used as network data
field 81-2. An example of the data fommat conversion stipulations
ntlght' be conversion to ciph;artext or data campression, and the access
control apparatus 2 may be provided with ciphering means, deciphering
means for returning the ciphertext to the original plain-text, data
compression means, and data decompression means for returning the
canpressed data to the original data. In the access control apparatus
2, the ICS user packet 80 is used as the ICS network packet 81-2, and
each of the operations of adding the network control field 81-1 to the
ICS network packet 81-2 are referred to as "ICS encapsulation®. Also,
in the access control apparatus 4, the operations of removing the
network control field 81-1 from the ICS network packet 81 are referred
to as "ICS reverse encapsulation”.

Now, description will be made regarding the operation in the
case of commmication between corporations. The computer
commmication data (ICS user packet) 82 transmitted from the LAN-Y2 of
the corporation Y is provided with addressing following the address
system ADY, but is subjected to address conversion following the
address system ADS under administration of the conversion table of the
access control apparatus 6 within the ICS 1, and becames ICS packet 83.
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This is then sent within the ICS 1 following the rules of the address
system ADS, and upon reaching the destination access control apparatus
3, is converted to the camputer commmication data 82 of the address
system ADX under the administration of the conversion table thereof,
and 1s sent to the LAN-X2 within the corporation X. While address
lengths of 32 bits and 128 bits are used in the present invention, the
present invention is by no means restricted to these. Even if the
length of the addresses are changed to such other than 32-bit or 128-
bit, this does not change the principle of address conversion which is
the principle idea of the present invention.

Thus, according to the present invention, both intra-corporation
and inter-corporation camputer comumications are enabled by unified
address administration by the ICS 1. Generally used user temminals
for camputer commmnications are incorporated within the LAN within the
structure of the user, and incorporated within the VAN (Value Added
Network) via access line, and user data packets are sent which have
differing data formats and differing address system for each type of
service. For example, an IP address is used for Intermet services, a
telephone nurber/ISDN nurber (E.164 address) for telephone services,
and an X.121 address is used for X.25 packet services. Conversely,
according to the ICS 1 of the present invention, address conversion is
performed with the conversion table of the access control apparatus
based on the input ICS user packet, thus realizing sending of
information frames of data of varied structures unified under a single
data format and address system, i.e., converted to ICS packets.
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FIG.6 schematically illustrates an example wherein the ICS 1 of
the present invention is comprised of a plurality of VANs (VAN-1, VAN-
2, VAN-3), with each VAN being administered by a VAN operator. An ICS
1 user applies to the VAN operator for a user cammmication line, and
the VAN operator decides the ICS address and ICS network address for
the user and registers this information with the circuit type in a
conversion tabie 12 within the access control apparatus 10 such as
shown in FIG.7. The ICS 1 has as access points se:w:lhgasextemal
connection elements with the ILANs (or temminals) of the corporations X
and Y the access control apparatuses 10-1, 10-2, 10-3, 10-4 and 10-5,
as shown in FIG.7., and further has relay apparatuses 20-1, 20-2, 20-3
and 20-4, and also ICS network servers 40-1, 40-2, 40-3, 40-4 and 40-5,
as well as ICS address administration servers 50-1 and 50-2. A relay
apparatus 20 such as shown in FIG.8 is provided to the commmication
path within each of the VANs, and an inter-VAN gateway 30 such as
“illustrated in FIG.9 is provided as the connection element of VAN-2
and VAN-3. The LANs 1-1, 1-2, 1-3 and 1-4 are respectively connected
to the access control apparatuses 10-1, 10-5, 10-4 and 10-2, via the
user commmication lines 36-1, 36-2, 36-3 and 36-4.

The access control apparatus 10 (10-1, 10-2, 10-3, 10-4 and 10-
5) are devices containing the user cormmication lines fram the user
(corporations X and Y) to the ICS 1, and as shown in FIG.7, is
camprised of a processing device 11 comprised of a CPU or the like, a
conversion table 12 serving as a database for performing address
conversion and the like, an input/output interface line portion 13,
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and a temporary conversion table 14. Also, the relay apparatus 20 has
network packet transferring functions and path specification routing
functions, and as shown in FIG.8 has a processing device 21 camprised
of a CPU or the like and a conversion table 22, the conversion table
22 being used for determining the commmication destination when the
ICS network frame is transferred within the ICS 1. The inter-VAN
gateway 30 has a processing device 31 camprised of a CPU or the like

and a relay table 32 for determining where to send ICS network packets
between VANs, as shown in FIG.S5.

As shown in FIG.10, the ICS server 40 is comprised of a
processing device 4] and an ICS network database 42, the usage of the
ICS network database 42 not being restricted. Examples of this usage
include: user-specific data corresponding with the ICS address (such
as the name or address of the user), data not corresponding with the
ICS address, such as data indicating the state of comumnication
trouble within the VAN, or data not directly related to the VAN, such
as an electronic library which maintains and discloses digital
documents, public keys for a public encryption system using encryption
technology employed in verifying the authenticity of the sender and
receiver, and maintaining data such as public proof data and related
data or secret keys for a secret encryption system and related data.
The processing device 41 refers to the ICS network database 42, and
obtains corresponding data and sends the data to the access control
apparatus 10. Further, not only does the ICS network database 42
operate in stand-alone manner, but also is capable of comwmicating
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with other ICS network servers and cbtaining data therefrom, by means
of sending and receiving ICS network frames based on IP comumication
technology. Within the ICS, the ICS network server is the only
component provided with an ICS network address.

According to the present invention, the address used to identify
canputers, terminals and the like used within the ICS network packet
is referred to as an ICS network address, and the address used to
identify the computers, terminals and the like used within the ICS
user packet is referred to as an ICS user address. The ICS network
address is used only within the ICS, one or both of the two types
being used; 32-bit and/or 128-bit. Similarly, the ICS user address
also uses one or both of the two types; 32-bit and/or 128-bit. The
access control apparatus 10, the relay apparatus 20, theVANgateway
30 and the ICS network server are arranged so as to be provided each
with an ICS network address so as to be uniquely identified. Also,
the ICS user address is formed of a VAN upper code and VAN internal
code. With the length of the VAN upper code being represented as Cl
bits and the length of the VAN internal code being represented as C2
bits, the ICS user address is used such that the total of Cl + C2
equals either 32 bits or 128 bits.

In the present invention, no particular method for deciding the
VAN upper code and VAN internal code is stipulated, but in the case of
Cl + C2 = 32 bits, the following example can be given for a method for
deciding such:
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VAN upper address = district administration code(4-bit) [l comtry
code(4-bit) | VAN code(8-bit)

VAN internal code = VAN district code(4-bit) [VAN access point
code(8-bit) lluser logic code(4-bit)

FIG.11 ;nakes description thereof using an example of an ICS user
address. Here, the symbol "allb" indicates linkage of data “a” and
*"b”, i.e., data obtained by means of arrayed data "a” and "b" in this
arder. The ICS network address can be provided with locality in the
same manner as with the user network address. That is,

ICS network address = district administration code |l country code

VAN code VAN district code lluser logic
comunications line code

Thus, the relay apparatus can efficiently find the transfer
destination by means of deciding the transferring destination with
consideration to the district. The address can be determined in the
same way in the case of Cl + C2 = 128 bits, as well. Incidentally,
with the present invention, the ICS frame can be constructed as
described later, as long as Cl + C2 = 32 bits or Cl + C2 = 128 bits is
kept, regardless of how the field sections for the VAN upper code and
VAN internal code are made, or the length of each of the sections.

Also, when deciding the VAN upper code and VAN internal code,
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part of these codes may be made to be unique to the user. That is,
the user can make a user-specific address system. The address values
within a 32 bit address value are from address 0 to address (2% -1),
the present invention is carried out by providing an address decided
uniquely to the user within the range of address 10 x 2* to address
(10 x 2*+ 2% -1), i.e., address (172 x 2*+ 16 x 2%) to address (172 x
2%+ 32 x 2" -1) or address (192 x 2%+ 168 x 2 ) to address (192 x
2*+ 169 x 2% -1).

A physical comunication line can be separated into a plurality
of comumication lines and used, this being realized in conventional
art as frame relay (FR) multiplex commmication method, for example.-
According to the present invention, the user’ s commmication line is
separated into a user physical commumication line and one or more user
logic coommication lines. FIG.12 illustrates an example of the above,
wherein a user physical commmication line 60 is separated into two
user logic commmication lines 61-1 and 61-2 of the cammmication rate
50 Mbps. Also, separate camputer comumication apparatuses 62-1, 62-2,
62-3, and 62~4 are each connected to respective user logic
caomumication lines, and the ICS user addresses "4123,0025,0026,4124"
are provided to each of the computer coammumication apparatuses 62-1
through 62-4. The user physical commmication line 60 is connected to
the access control apparatus 63, and the point of contact between the
two is called "ICS logic temminal". The ICS logic temminal is
provided with an only ICS network address within the ICS. In the
example shown in FIG.12 user logic commmication lines 61-1 and 61-2
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are connected to the access control apparatus 63, and ICS network
addresses "8710" and "8711" are provided to the contact point ICS
logic terminals 64-1 and 64-2, respectively.

As described above, the ICS network server 40 is also provided
with an only ICS network address, so that the ICS network address can
determine that the ICS logic terminal or the ICS network server is the
onlyonewithintheIcs 'IheICSnetmrkserveriscapableof
ea«:hanging :infomationwith other ICS serversbymeans of sending and
receiving ICS network packets provided with each other’ s ICS network
addresses, using the IP commmication technology. This function is
referred to as "ICS network server commmication function™. The
access control apparatus is also provided with an only ICS network
address within the ICS, and is capable of exchanging information with
other ICS servers by means of the ICS network server commmication
function. The ICS network server commmication function is realized
by using conventional TCP or UDP(User Datagram Protocol) technology.

There are two types of ICS packets in the present invention, as
described earlier, the ICS network packet which is sent and received
within the ICS, and the ICS user packet which is sent and received
- outside of the ICS. Each packet is comprised of a control field and a
data field, and, as shown in FIG.13, the packets are comprised of a
network control field, a user control field, a network data field and
a user data field, so as to allow usage by ICS encapsulation and ICS
reverse encapsulation. That is, when the ICS user packet enters the
ICS from the access control apparatus, the ICS user packet becomes
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part of the data of the ICS network packet, and the control field of
the ICS network packet (network control field) is added thereto (ICS
encapsulation). The network control field is divided into a basic
field and an external field. The basic field is used as a header of
RFC791 or RFC1833 stipulation and the external field is used for
ciphering or the like.

Inside the network control field of the ICS packet is placed a
range for storing the sender’ s address and the intended receiver’ s
address. There are two types of ICS packets, those with a 32-bit
address length and those with a 128-bit address length, with a packet
fomat being employed according to the RFC791 stipulation shown in
FIG.3, for example. In the event that 32 bits is insufficient for the
ICS network address, for example, in the event that a 64-bit address
is to be used, following the RFC791 stipulation, the lacking 32 bits
(64 bits - 32 bits) are written into the option portion of the ICS
network packet control field, thus making the network address usable
at 64 bits. Now, supplemental description will be made regarding the
aforementioned user-specific address. In the event that a great
number of users have a private address (a type of ICS address) in the
. section between (10 x 2% ) and (10 x 2* + 2% -1) for example, in the
case that the length of the ICS user address is 32 bits, the 32 bits
is insufficient for the ICS network address, since the ICS network
address is provided corresponding to the ICS user address, and 64 bits
is required, for example. In this case, as described above, the
lacking 32 bits are written into the option portion of the ICS network
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packet control field, thus making the network address usable at 64
bits.

The fact that commmication between the same user (called ‘intra-
corporation commmication™) is possible using a private address will
be described in the first embodiment. Also, in the event that the
address length is 128 bits, the present embodiment is carried out
following packet format according to the RFC1883 stipulation such as
shown in FIG.4, for example. The transmitting address range within
the network control field, and the address stored in the destination
address are made to be ICS network addresses, each respectively being
the transmitting ICS network address and the receiving ICS network
address. Further, the transmitting address range within the user
control field, and the address stored in the destination address are
made to be ICS user addresses, each respectively being the sender ICS
user address and the receiver ICS user address.

Incidentally, there is no need to following the RFC791 or
RFC1883 stipulation for the ICS packet fommat in carrying out the
present invention; the present invention can be carried out as long as
the packet format is such that uses addresses of 32 bits or 128 bits
* in length. Generally, ICSs receives ICS user packets stipulated by
RFC791 or RFC1883, but other packet formats can be handles within the
ICS network by converting to ICS user packets with conversion means.

Embodiment-1 (Basic ICS, intra-corporation commmication and intra-
corporation canmmication) H
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A first embodiment of the present invention will be described
with reference to FIGs.14 and 15, regarding basic commmication
wherein the transfer destination within the ICS is determined from the
receiver’ s ICS user address, based on administration by a conversion
table. In the figures, 170-1, 170~2, 170-3 and 170-4 respectively
denote gateways provided within the LaNs 100-1, 100-2, 100-3 and 100-4,
and the ICS packets can pass through these gateways 170-1 through 170-
4.

First, description will be made regarding commmication between
a temminal which is comnected to LAN 100-1 of a corporation X which
has a unique address system ADX, and a terminal which is connected to
LAN 100-2 of the same corporation X. That is, this is commmication
between a terminal which has an ICS user address "0012" on the LAN
100-1, and a terminal which has an ICS user address "0034" on the LAN
100-2. This commmication is typical of commmication made between
teminals which have set addresses based on a wnigue address system
within a single corporation (ADX in this example), the cammmication
being made via the ICS 100 in an interactive mammer. This type of
camunication is referred to as intra-corporation commmication
- service (or intra-corporation commmnication). Next, description will
be made regarding commmication between a terminal which is connected
to LAN 100-1 of a corporation X which has a unique address system ADX,
and a terminal which is conmected to LAN 100-3 of a corporation Y
which has a wnique address system ADY. That is, this is commmication
between a terminal which has an ICS user address "0012" on the LAN
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100-1, and a terminal which has an ICS user address "1156" on the LAN
100-3. This commmication is typical of commmication made between
termminals which have different address systems within different
corporations, the commmication being made using an ICS address system
which can be shared between the two. This type of commmication is
referred to as inter-corporation cammmication service {or inter-
corporation communication).

<<Cammon preparation))

In describing the present embodiment, the address format and so
forth is determined as described below, but the specific numeric
values and formats are all but an example, and the present invention
is by no means limited to these. The ICS network address is
represented by a 4-digit number, and the sender ICS user address and
the receiver ICS user address are both represented by a 4-digit number.
Of the sender ICS user address and the receiver ICS user address,
addresses of which the upper two digits are not "00" are used as
inter-corporation communication addresses, and these inter-corporation
communication addresses are an only value within the ICS 100. Of the
sender ICS user address and the receiver ICS user address, addresses
- of which the upper two digits are ‘00" are used as intra-corporation
comunication addresses, and these intra-corporation commmication
addresses may be duplicate of other intra~corporation commmication
addresses within the ICS 100. The ICS address administration server
150-1 is capable of uwniquely identifying the inter-corporation
commmication addresses. Also, the conversion table 113-1 provided to



32

the access control apparatus 110-1 contains the following: originating
ICS network addresses, receiving ICS network addresses, sender ICS
network addresses, receiver ICS network addresses, request identi-
fication, speed segments and so forth. The request identification
registered to the conversion table 113-1 is such that, e.g., "1"
represents intra-corporation commmication service, ‘2" represents
inter-corporation commmication service, and 3" represents virtual
dedicated line connection. The speed segment is the line speed that
the cammmication from the ICS network address requires, including
throughput (e.g., the number of ICS packets sent within a certain
amount of time).

<<{Preparation for intra-corporation commmication>)

The users of LAN 100-1 and LAN 100-2 specify the terminal and
apply to a VAN operator in order that the intra-corporation
commmication of the terminals connected to the LANs can perform
comumnication via the VAN-1 and VAN-3. The VAN operator responds to
the application and sets the aforementioned ICS network address, ICS
user address, request identification number, etc. to the conversion
tables of the access control apparatuses 110-1 and 110-5 connected to

- the LAN 100-1 and LAN 100-2.

The items to be set for the VAN-1 are as follows. The ICS
network address is decided by the ICS logic terminal of the access
control apparatus 110-1 to which the LAN 100-1 is connected, with the
ICS network address of the ICS logic temminal in this case being set

as “7711". The intra-corporation commmication address of the
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terminal comnected to the LAN 100-1 f£rom which the application was
made is set as "0012", and this is used as the sender ICS user
address. The intra-corporation cammmication address used by the
terminal of the address is set as '2212", and this is used as the
sender ICS user address. Next, the intra-corporation commmication
address of the terminal connected to the LAN 100-2 from which the
application was made is decided by the ICS logic terminal of the
access control apparatus 110-5 to which the LAN 100-2 is connected, in
this case the ICS network address being set as 9922", and this is
used as the receiving ICS network address. Further, the ICS user
address used by the terminal connected to the IAN 100-2 is set as
"0034", and this is used as the receiver ICS user address. The mumber
"1™ is set as the reguest identification, indicating the intra-
corporation commmication service that was applied for, and the above
is registered to the conversion table 113-1.

The items to be set for the VAN-3 are as follows. Values
necessary for reverse cammmication (commmication from LAN 100-2 to
LAN-1) are set to the conversion table of the access control apparatus
110-5 comnecting the LAN 100-2 from which appl:.cat:.on was made. That
is, data is set reverse to the transmitting ICS network address and
the receiving ICS network address, angi at the same time, data is set
reverse to the sender ICS user address and the receiver ICS user
address. The ICS network address of the IAN 100-2 is set as 9922",
and this is used as the transmitting ICS network address. Numeral
"0034" is set as the sender ICS user address for the intra-corporation
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ICS user address of the temminal connected to the LAN 100-2, and the

ICS user address 0012" of the terminal of the other party is used as
the receiver ICS user address. Also, the ICS user address ‘7711" of
the LAN 100-1 is used as the receiving ICS network address and the
value “1" is set as the request identification, indicating intra-
corporation commmication services. The above is written to the
conversion table of the access control apparatus 110-5 and registered.
<{<{Operation of intra-corporation commmication)>)> |

Regarding commmication between a terminal connected to LAN 100-
1 and having a sender ICS user address 0012", and a terminal
commected to LAN 100-2 and having a receiver ICS user address  0034",
the sender “0012" sends an ICS user packet to the receiver “0034”.
This ICS user packet has set as the sender ICS user address  0012",
and as the receiver ICS user address has set “0034", and the terminal
with the ICS user address ‘0012" performs sending thereof.

The operation will be explained with reference to a flowchart in
FIG.18. The conversion table 113-1 is shown in FIG.16 and the
temporary conversion table 114-2 is shown in FIG.17.

The ICS user packet Pl is sent via the user logic commmication
. line 180-1, and transferred to the access control apparatus 110-1 as
the ICS user packet Pl. The access control apparatus 110-1 refers to
the conversion table 113-1 from the transmitting ICS network address

“7711"(Steps S100 and S101) and the receiver ICS user address “0034"
of the received ICS user packet, and knows that the commmication is
an intra-corporation cammmication from the request identification
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value “1® obtained at the same time(Step S102). Then, the receiving
ICS network address "9922" corresponding to the sender ICS user
address "0034" is obtained (Step S103) and is ICS-encapsulated (Step
§106). The above procedures illustrated in a flowchart are as shown
in FIG.18, with the intra-corporation being flow (1) therein. The
sender ICS user address may be used to specify a source of the ICS
packet.

The access control apparatus 110-1 performs the ICS encapsu-
lation, forming the ICS network packet P2 which is sent to the relay
appara;us 120-1. Since the ICS network address of the network field
is ensured of its uniqueness within the ICS, there is no conflict with
other ICS packets. The ICS network packet P2 passes through the relay
apparatus 120-1 and 120-2 based on the receiving ICS network address,
and reaches the access control apparatus 110-5 of the VAN-3. The
access control apparatus 110-5 removes the network control field from
the ICS network packet P4 and performs ICS reverse encapsulation, and
re-creates a user data packet P5 which is the same as the ICS user
packet P1 from the network data field of the ICS packet, and sends it
to the LAN 100-2. The ICS user packet is routed through the LAN 100-
2, and is transferred to the teminal which has the ICS user address
"0034".
<{{Preparation for inter-corporation cammmication>>

As an example of performing inter-corporation commmication, the
commmication between a temminal which has an ICS user address "0012"
and is connected to a LAN 100-1 following address system ADX, and a
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terminal which has an ICS user address 1156" and is connected to a
LAN 100-3 following address system ADY, will be described. The users
of the LAN 100-1 and LAN 100-3 specify the temminal to the VAN each
is comnected to so as to be able to perform the commumication via VAN-
1 and VAN-2, and make application to the VAN operator. The VAN
operator sets the necessary items in the conversion table of the
access control apparatus which is connected to the LAN 100-1 and LAN
100-3, in accordance with the application. |

The items to be set regarding VAN-1 are as follows. The ICS
network address of the LAN 100-1 is made to be “7711", the intra-
corporation commumnication address held by the terminal connected to
the LAN 100-1 from which there was application is made to be “0012*,
and this is made to be the sender ICS user address. The inter-
corporation commmication address provided to the temminal of the
above ICS user address made to be “2212", and this is made to be the
sender user address (inter-corporation). The ICS network address is
determined by the ICS logic terminal of the access control apparatus
110-4 comnected to the ICS network address of the LAN 100-3 from which
there was application, the ICS network address here being 8822", and
this is made to be the receiving ICS network address. Also, the ICS
user address of a terminal connected to the LAN 100-3 is made to be

“1156", and this is made to be the receiver ICS user address.

Further, a value 2" is set as the request identification, indicating
the inter-corporation commumication service that was applied for, and
the above is registered to the conversion table 113-1.



37

The items to be set regarding VAN-2 are as follows. As a
conversion table for the access control apparatus 110-4 to which the
LAN 100-3 is connected, a temporary conversion table 114-2 which holds
reverse data for a certain time, e.g., 24 hours, is set. That is,
regarding the ICS network address "8822° to which is connected the IAN
100-3 which uses the inter-corporation cammmication service, the
following are provided within the access control apparatus 110-4: a
transmitting ICS network address, a sender ICS user address, a
receiver ICS user address, a receiving ICS network address and
temporary conversion table 114-2 which includes a request
identification and so forth.
<<LOperation of inter-corporation commumication))

A terminal having an ICS user address 0012° sends an ICS user
packet F1 wherein the sender ICS user address is set as 0012" and
the receiver ICS user address is set as 1156 as. The ICS user
packet F1l is transferred to the access control apparatus 110-1 via the
user logic commmications line 180-1.

The access control apparatus 110-1 refers to the conversion
table 113-1 from the originating ICS network address 7711" of the LAN
- 100-1(Steps S100 and S101) and the receiver ICS user address "1156",
and knows that the request identification value is “2", i.e., this
comumication is an inter-corporation conmmication(Step S102). The
receiving ICS network address corresponding to the receiver ICS user
address "1156" is known as "8822" (Step S104), and then the sender ICS

user address ‘0012" is converted into an inter-corporation
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commmication address 2212"(Step S105). The access control apparatus
110-1 adds a network control field, from the obtained transmitting ICS
network address ‘7711", the sender ICS user address 2212", the
receiver ICS user address 1156" and the receiving ICS network address
"8822", and performs the ICS encapsulation, forming the ICS network
packet F2 which is sent to the relay apparatus 120-1(Step S106). The
above procedures are illustrated in a flow (2) in FIG.18.

In the above inter-corporation commmication, in the event that
the sender ICS user address within the ICS user packet F1 is made to
be the inter-corporation cammamication address 2212", the sender and
the receiver perform the inter-corporation commmication using an
inter-corporation commumication address{Steps S102 and S104). In this
case, the access control apparatus 110-1 does not perform the process
of converting the sender ICS user address 2212" into the inter-
corporation commmication address 2212", as such is not necessary.
The above procedures are illustrated in a flow (3) in FIG.18. The
sender ICS user address may be used to specify a source of the ICS
packst.

The relay apparatus 120-1 transfers the ICS network packet to
the access control apparatus 110-4 within the VAN-2 via the relay
apparatus 120-2 within the VAN-1, the inter-VAN gateway 130 and the
relay apparatus 120-3 within the VAN-2, based on the receiving ICS
network address. The operation will be explained with refereme to
FIG.19. The access control apparatus 110-4 receives the ICS network
packet(Step S110), creates an ICS user packet F5 from the network data
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field(Step S111: ICS reverse encapsulation), and decides from the
recelving ICS network address the logic termminal for sending((1l) of
Step S112) and sends it to the LAN 100-3(Step S113). At the same time,
in the event that the relation among the transmitting ICS network

address ‘8822", the sender ICS user address “1156", the receiver ICS
user address “2212" and the receiving ICS network address ‘7711" is
'notregisteredinthecomersiontablewitmntheaccesscontrol
apparatus 110-4, a value "2" of the request identification, i.e., a
designation of the inter-corporation commmication is set to the
temporary conversion table 114-2((2) of Step S112). The registration
contents of the temporary conversion table 114-2 are updated according
to processes such as the contents being deleted if there is no usage
thereof for 24 hours. The ICS user packet is routed through the LAN
100-3, and is transferred to the terminal having the ICS user address
“1156. In a case that the colum of the sender ICS user address in
the conversion table 114-~2 is separated as “intra-corporation” and
*inter-corporation” of the conversion table 113-1, e.g., in the case
that *1159" is described in the conversion table as the sender ICS
user address "1159" which is described at the address colum of user
. control field of ICS user packet just after the ICS reverse encapsu-
lation is processed. Then, the process in which the address of the
user control field is rewritten to "0023" is added to the process of
the Step S112(1). As described above, although the ICS user address
"0023" for the intra-corporation commmication is used within LAN, the
ICS “1159" for the corporations outside LAN. In another embodiments,
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the values are not set in the temporary conversion table. Further, in
another embodiments, the conversion table 113-1 does not include the
sender ICS address (intra-corporation) and the sender ICS user address
(inter-corporation) and does not include the flow (2) in FIG.18, i.e.,
Step S105. At the Step S104, the sender ICS user address is not
referred. An effect of this embodiment is that register mamber of the
conversion table is to be reduced to one of the sender ICS user
addréss when there are many the sender ICS useraddresses

Embodiment-2 (Virtual dedicated line):

Now, description of the operation of virtual dedicated line
connection according to the present invention will be made with
reference to FIG.20. Here, the virtual dedicated line connection
refers to commmication wherein ICS user packets are transferred in a
fixed manner to a receiving ICS network address already registered in
the conversion table, regardless of the ICS user address within the
user control field of the ICS user packet, in which the format taken
is one-on-one or one-on-N. While the camponents of FIG.20 are the
same as those of Ewmbodiment-1 shown in FIGs.1l4 and 15, what is
different is the contents of registration in the conversion table. In
the conversion table of the access control apparatus, the receiving
ICS network address is determined from the transmitting ICS network
address in a fixed manner, so that either the sender ICS user address
(intra-corporation), the sender ICS user address (inter-corporation)
and the receiver ICS user address are either not registered, or
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ignored if registered.

Description will now be given regarding a case in which a
corporation X uses virtual dedicated line comnection, and the
commmication is conducted between LAN 200-1 of the .corporation X
which is connected to the access control apparatus 210-1, and LAN 200-
2 of the corporation X which is comnected to the access control
apparatus 210-5. The conversion table 213-1 is shown in FIG.21.
<<Preparation>>

The user applies to a VAN operator for virtual dedicated line
connection. The VAN operator determines the ICS network address

“7711™ of the ICS logic termminal at the connection point between the
access control apparatus 210-1 for connecting the LAN 200-1 of the
corporation X and the user logic commumications line 240-1, and
similarly determines the ICS network address 9922" of the ICS logic
terminal at the comnection point between the access control apparatus
210-5 for comnecting the LAN 200-2 of the corporation X and the user
logic communications line 240-2. Next, the VAN operator performs
setting to the conversion table 213-1 of the access control apparatus
210-1 of the following: the transmitting ICS network address 7711",

- the receiving ICS network address 9922" and the request type.
Illustrated in FIG.20 is an example wherein the request type 3" has
been made to serve as the virtual dedicated line connection. Similarly,
the VAN operator performs setting to the conversion table of the
access control apparatus 210-5 of the following: the transmitting ICS
network address '9922", the receiving ICS network address 7711" and
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the request type.
<<Procedures)>>

The operation will be explained with reference to FIG.22. The
LAN 200-1 of the corporation X sends a user packet F10 to the ICS 200
via the user logic comunication line 240. The access control
apparatus 210-1 which has received the ICS user packet F10 from the
logic terminal of the ICS network address “7711" makes reference to
the request type of the transmitting ICS network address “1711" (Steps
S200 and S201) and identifies this as a virtual dedicated line
connection by referring the request identification "3"(Step S202), and
reads the receiving ICS network address “9922"(Step S203). Next, the
access control apparatus 210-1 adds a network control field to the ICS
user packet F10 in which the receiving ICS network address is set to

“9922" and the transmitting ICS network address is set to "7711F,

thus forming an ICS network packet Fll(Step S204: ICS encapsulation),
and sends this to the relay apparatus 220-1(Step S205). The relay
apparatus 200-1 which receives the ICS network packet Fll detexmines
the destination based on the receiving ICS network address of the ICS
network packet Fll, and sends an ICS network packet Fl12 to the relay
apparatus 220-2. The ICS network packet F12 is transferred to the
access control apparatus 210-5 via the relay apparatus 220-4 within
the VAN-3.

The access control apparatus 210-5 removes the network control
field from the ICS network packet F13 (ICS reverse encapsulation), and
sends the ICS network packet Fl4 from the logic terminal of the ICS
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network address ‘9922" to the user logic commmications line 240-2.
Then, the LAN 200-2 of the corporation X receiwves the ICS user packet
Fl4. Transmission can be made in the same say as described from the
LAN 200-2 to the LAN 200-1, and thus, interactive communication is
available. Using the same method, ICS user packets can be transferred
from the LAN 200-1 of the corporation X to a LAN 200-3 of another
corporation Y.

Also, while the above description has been made with reference
to a case of one-on-one commmication, one-on-N camumication can also
be performed. For example, a plurality of ICS network addresses may
be set to the conversion table 213-1 of the access control apparatus
210-1 shown in FIG.20, as indicated by the transmitting ICS network
address 7712". In the present example, two ICS network addresses are
set, '6611" and “8822". The access conmtrol apparatus 210-1, upon
receiving the ICS user packet from the ICS logic terminal with an ICS
network address 7712", creates a first ICS network packet wherein a
network control f£ield set with ‘6611 for the receiving ICS network
address is added thereto, and a second ICS network packet wherein a
network control field set with “8822" for the receiving ICS network
- address is added thereto, these being sent to the relay apparatus 220-
1. Consequently, one-on-two communication can be performed.
Subseguently, oneeon-ﬁ commmication can be performed by transferring
eachI(Bnetvmkpacketinthesarex.nannerasdescribedabove.
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Embodiment-3 (Embodiment using an ATM network):

An embodiment will be described wherein the network inside the
ICS according to the present invention is configured using an ATM
network. The present embodiment will be described in the following
order: (1) supplementary explanation of ATM-related conventional art,
(2) description of camponents, (3) flow of packets using SVC, (4) flow
of packets using PVC, (5) cne-on-N or N-on-one cammmication using BVC,
and (6) N-on-N commmication using PVC. Incidentally, since the
present embodiment mainly discloses art regarding address conversion
between ICS network packets and AT networks, so any of the following
can be applied to the present embodiment: intra-corporation
cammication service and inter-corporation commmication service
described in Ervbodiment-1 and wvirtual dedicated line service described
in Embodiment-2.

(1) Supplementary explanation of ATM-related conventional art:

First, supplementary explanation will be made regarding ATM-
related conventional art to the extent that is necessary to describe
the present embodiment. With an ATM network, a plurality of non-fixed
logic channels which can flexibly deal with commmication speed and so
forth can be set on a physical line, these logic channels being
referred to as VCs (Virtual Channel). There are two types of virtual
chamnels stipulated according to the way of setting, SVC (Switched
Virtual Channel) and PVC (Permanent Virtual Channel). The SVC
perfomms call setting of a virtual channel whenever necessary, and can
establish a logic line having the necessary speed for a necessary
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duration with an arbitrary ATM terminal (a general term for
comunication devices which are connected to the ATM network and
perform camumications using the ATM network). Call setting of the
virtual channel is performed by the ATM temminal which is attempting
to initiate commmication, and the “signaling method” is standardized
in TTU-T regarding this method. An address for identifying the
destination ATM terxminal to which call setting is to be performed
(this address hereafter referred to as "ATM address”) is necessary for
call setting, and the ATM addresses are systematized so that each ATM
terminal has a unique ATM address within the ATM network, in order to
enable identification of the ATM terminals. There are the following
address systems: E.164 format stipulated in the ITU-T Recommendations
Q.2931, and the three types of NSAP method ATM addresses such as shown
in FIG. 23 following the ATM Forum UNI 3.1 Specifications. Now,
regarding ICS, which of the above ATM address systems is used is
decided by the specific construction of the ATM network, so
description of the present embodiment will proceed using the term "ATM
address”.

The PVC performs call setting in a semi-permanent manner, and
can be considered to be a virtual line as viewed from the ATM terminal.
IDs for identifying virtual channels (hereafter referred to as
"virtual channel ID") are appropriated to established virtual channels
for both the VC and PVC. A virtual channel ID is comprised of the VPI
(Virtual Path Identifier) and the VCI (Virtual Channel Identifier) of
the cell header portion of the ATM cell format (63 bytes) shown in
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FIG.24.

Information commmication within the ATM network is performed in
information units of the ATM cell format shown in FIG.24, so there is
the necessity to convert the ICS network packets into the AT cells in
order to send over an AT™ network. This conversion is performed in
two steps: conversion to CPCS (Common Part Convergence Sublayer) shown
in F1G.25, and degradation of the CPCS frames to the ATM frames as
shown in FIG.26. Dividing a commmication packet into ATM cells
results in a plurality of the ATM cells in most circumstances, so the
series of ATM cells related to the since conmmication packet is
referred to as an ATM cell sequence. Reception of an ATM cell
sequence results in reverse conversion, which is performed in two
steps: assembling a CPCS frame fram the ATM cell sequence shown in
FI1G.26, and extracting and reproducing the commmication packet (ICS
network packet) from the CPCS frame shown in FIG.25. Conversion to
the CPCS frame and degradation/assembly of the ATM cells constitute
known art, which has been standardized following the ITU-T
Recommendations. Also, protocol headers within the CPCS frame user
information have been standardized in RFC1483 of IETF.

. (2) Description of components:

FIGs.27 and 28 focus on the ATM network 1042, in which the
internal construction of the comnversion unit 1033-1 within the ATM
exchange 10133-1 and of the conversion unit 1033-2 within the ATM
exchange 10133-2 is described, and also the access control apparatus
1010-2 and 1010-1 are described in a simplified manner. Contents of
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an ATM address conversion table 1533-5 and a VC address conversion
table 1433-5 are shown in FIG.29, and contents of an ATM address
conversion table 1533-6 and a VC address conversion table 1433-6 are
shown in FIG.30. In the present embodiment, the intermal
configuration of the access control apparatus and the operation of the
processing device within the access control apparatus are basically
the same in principle as the description given in Embodiment-1.
Appropriated to the access control apparatus 1010-5 shown in
FIG.27 are ICS network addresses "7711" and "7722", serving as
connection points (ICS logic terminals) for corporations X and A which
are the users of the ICS 905. Also appropriated to the access control
apparatus 1010-7 are ICS network addresses "7733" and "7744", serving
as connection points for corporations W and C, similarly. In FIG.28,
appropriated to the access control apparatus 1010-6 are ICS network
addresses "9922" and "9933", serving as connection points for corpora-
tions ¥ and B, and similarly appropriated to the access control
apparatus 1010-8 are ICS network addresses "9944" and "9955", serving
as connection points for corporations Z and D. Here, in the ATM
network embodiment, the corporations X, Y and so forth, which are

. given as examples of users, may be differing locations within a single

corporation which performs intra-corporation commmication, or may be
different corporations which perform inter-corporation commmication.
An interface unit 1133-5 is provided in the conversion unit
1033-5 within the ATM exchange 10133-5, this interface unit 1133-5
handling the processing of rectifying interfacing (physical layers,
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data link layer protocol) of the commmnication lines connecting the
access control apparatus 1010-5 and the ATM exchange 10133-5. The
conversion unit 1033-5 is comprised of a processing device 1233-5, and
also an ATM address conversion table 1533-5 for call setting with the
SVC, and a VC address conversion table 1433-5 for converting addresses
from ICS network addresses used by both SVC and PVC to virtual channel. |
Also, the ATM exchange 10133-5 connects the ATM address administration
server 1633-5 serving as an information processing device for storing
the AT address conversion table with, in the case of using PVC, the
PVC address administration server 1733-5 serving as an information
processing device for storing the VC address conversion table, thereby
performing the information processing relating to address conversion.
The components making up the ATM exchange 10133-6 are the same as the
description given regarding the ATM exchange 10133-5. In FIGs.27 and
28, the access control apparatus 1010-5 and the access control
apparatus 1010-7 are connected to the ATM exchange 10133-5 via the
communication line 1810-5 and communication line 1810-~7, respectively,
aﬁd also, the access control apparatus 1010-6 and the access control
appézatus 1010-8 are connected to the ATM exchange 10133-6 via the

. comumication line 1810-6 and commmication line 1810-8, respectively.
An ATM address "3977" unique to the network is set to the conversion
unit 1033-5 within the AT exchange 10133-5, and an ATM address "3999"
unique to the network is set to the conversion unit 1033-6 within the
ATM exchange 10133-6. The ATM exchange 10133-5 and the ATM exchange
10133-6 are connected via the ATM exchange 10133-7 in the present
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embodiment.
(3) Flow of packets using SVC:

An embodiment wherein SVC is applied as a commmnication path
within the ATM network will be described with an example of an ICS
user packet sent from a terminal of a corporation X toward a terminal
of a corporation ¥, with reference to FIGs.27 and 28.
<<{Preparation>>

A receiving ICS network address indicating the destination of
the ICS network packet, a receiving ATM address for indicating the
other party for call setting of the virtual channel on the ATM network,
and chammel capabilities such as commmication speed requested by the
virtual channel, are registered in the ATM address conversion table
1533~5. Also, similar registration is made to the ATM address
conversion table 1533-6. In the embodiment, the values set in the ATM
address conversion table 1533-5 are as follows: "9922" which is the
ICS network address appropriated to the ICS logic terminal of the
access control apparatus 1010-6 is set as the commmication address of
the corporation Y, and the ATM address "3999" which is uniquely
appropriated to the conversion unit 1033-6 within the ATM network is
registered as the receiving ATM address. In the present embodiment, a
camunication speed of 64 Kbps is set as the channel capabilities.
The contents registered to the AT™ address conversion table 1533-5 are
also written to the ATM address administration server 1633-5.

The values set in the ATM address conversion table 1533-6 are as
follows: "7711" which is the ICS network address appropriated to the
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ICS logic terminal of the access control apparatus 1010-5 is set as
the commmnication address of the corporation X, and the ATM address
"3977" which is uniquely appropriated in the ATM network to the
conversion unit 1033-5 within the AT exchange 10133-5 to which the
access control apparatus 1010-5 is connected is registered as the
receiving ATM address. In the present embodiment, a commmication
speed of 64 Kbps is set as the channel capsbilities. The contents
registered to the ATM address conversion table 1533-6 are also written
to the ATM address administration server 1633-6.
{<Transferring ICS network packets from the access control apparatus>)

As described in Embodiment-1, the ICS user packets sent from a
terminal of the corporation X toward the temminal of the corporation ¥
connected to the access control apparatus 1010-6 via the access
control apparatus 1010-5 is encapsulated upon passing through the
access control apparatus 1010-5, and becames an ICS network packet Fl
having the transmitting ICS network address "7711" and the receiving
ICS network address "9922" as an ICS packet header. The ICS network
packet Fl is sent from the access control apparatus 1010-5 to the ATM
exchange 10133-5, and reaches the conversion unit 1033-5. The
following is a description thereof made with reference to FIG.3l.
<<Obtaining a virtual channel ID>)>

Once the conversion unit 1033-5 receives the ICS network packet
Fl(Step S1601), there is the need to request a virtual channel ID of
the SVC virtual channel determined by the relation of the transmitting
ICS network address "7711" and the receiving ICS network address
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"9922" in the ICS packet header, in order to correctly transfer the
received packet F1 to the ATM exchange 10133-5. In the case that the
commmnication is based on the SVC, there are cases that the virtual
channel corresponding with the commmication path is established at
the time of the receiving the ICS network packet, and cases in which
the virtual channel has not yet been established. In order to find
out whether or not the virtual channel has been established, the
processing device 1233-5 first searches whether or not a virtual
channel corresponding with the pair of a transmitting ICS network
address "7711" and a receiving ICS network address "9922" is
registered in the VC address conversion table 1433-5 (Step S1602), and
in the event that there is registration here, establishment of the
virtual chamnel can be thus confirmed. That is, the fact that the
virtual channel corresponding with the pair of transmitting ICS
network address "7711" and receiving ICS network address "9922" is
"33" is obtained, and further, it can be found that this virtual
channel is camumicating based on the SVC, from the value "11%" of the
ctmnneltypeobtainedgtthesanetim. In the event that there is no
such registration on the VC address conversion table 1433-5, the
- requested virtual channel is established with the latter-described
<{call setting)>>, and the virtual channel ID is obtained from the
information registered to the VC address conversion table 1433-5 at
that point (Step S1603).
<<Call setting>>

Regarding the above-mentioned case wherein "there is no regist-
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ration of a virtual channel ID corresponding with a commmication path
determined by correspondence between a transmitting ICS network
address and a receiving ICS network address on the VWC address
conversion table 1433-5", i.e., in the case that there is no virtual
channel ID corresponding with the comumication path established yet,
it becomes necessary to perform the following call setting, to
establish a virtual channel within the ATM network camprising ICS 905.
An example of operation of the call setting will now be described.

The processing device 1233-5 of the conversion unit 1033-5, upon
making reference to the VC address conversion table 1433-5 and finding
that there is no registration of a virtual channel ID corresponding
with the pair of transmitting ICS network address "7711" and receiving
ICS network address "9922" (Step S1602), the processing device 1233-5
of the conversion unit 1033-5 refers to the VC address conversion
table 1533-5, finds the receiving ICS network address "9922"
registered in the VC address conversion table 1533-5 matching the
receiving ICS network address "9922", and obtains transmitting ATM
address "3999" corresponding thereto and chamnel capabilities "64K"
corresponding thereto, and so forth. The processing device 1233-5
- uses the obtained transmitting AT™M address "3999" to perform a reguest
for call setting to the ATM exchange 10133-5, and also requested at
this time is channel capabilities such as commmication speed of the
virtual channel simmltaneously obtained from the VC address conversion
table 1533-5 and so forth. The ATM exchange 10133-5, upon receiving
the call setting request, uses a signal method which is provided
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standard to ATM exchanges proper as known technique to establish a
virtual channel within the ATM network which reaches the ATM exchange
10133-6 (Step S1606). The virtual channel ID appropriated for
identification of the virtual channel is notified from the ATM
exchanges to conversion units 1033-5 and 1033-6 therein, but in the
event that this is based on stipulations of a signal method according
to known technique, the value notified from the calling party ATM
exchange 10133-5(e.g., "33") and the value notified from the receiving
party ATM exchange 10133-3(e.g., "44") may not be the same value. At
the conversion unit 1033-5, the virtual channel ID "33" which is
notified from the ATM exchange 10133-5 is registered in the VC address
conversion table 1433-5 along with the transmitting ICS network
address "7711" and the receiving ICS network address "9922" (Step
S1607), and stores these on the VC address conversion table 1433-5
while the comnection of this virtual channel is established. When the
virtual channel connection is no longer necessary, the conversion unit
1033-5 requests call release of the virtual chammel to the ATM
exchange 10133-5, and at the same time deletes the registration
corresponding with virtual channel ID "33" on the VC address
conversion table 1433-5. Registration to the VC address conversion
table 1433-6 in the conversion unit 1033-6 will be described later.
<< Packet transfer))>

The processing device 1233-5 of the conversion unit 1033-5
converts the ICS network packet Fl1 received from the access control
apparatus 1010-5 into a CPCS frame shown in FIG.25 according to the
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virtual channel (virtual channel ID "33") established according the
above description, and further performs degradation into ATM cells as
shown in FIG.26 and transfers to the relay ATM exchange 10133-7(Step
$1604) .

<{{Transfer of ATM cells)>)

According to the above-described method, the ATM cell series S1
canprised of a plurality of cells obtained by converting the ICS
network packet Fl is transferred from the ATM exchange 10133-5 to the
relay ATM exchange 10133-5, and further is transferred to the AT
exchange 10133-6 as ATM cell series S2. The following is a
description thereof with reference to the flowchart in FIG.32.
<<{Operation following arrival of packet>)>

Once the ATM cell series S2 reaches the ATM exchange 10133-6
(Step S1610), this ATM cell series S2 is transferred from the ATM
exchange 10133-6 to the conversion unit 1033-6. At the conversion
unit 1033-6 as shown in FIG.26, the received ATM cells are assembled
into a CPCS frame, and further, as shown in FIG.25, an ICS network
packet is restored from the CPCS frame (Step S1611). In FIG.28, the
restored ICS network packet is shown as ICS network packet F2, but the
contents thereof are identical to that of the ICS network packet Fl.
The ICS network packet F2 is transferred to an access control
apparatus determined by the receiving ICS network address "9922" in
the header thereof, i.e., to access control apparatus 1010-6 which has
an ICS logic terminal appropriated with ICS network address "9922"
(Step S1612).
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At this time, at the conversion unit 1033-6, the transmitting
ICS network address "7711", the receiving ICS network address "9922",
the channel type "11" indicating the fact this is SVC identified at
the point of receiving the call, and the virtual channel ID "44"
appropriated at the time of call setting of the SVC virtual channel
are registered in the VC address conversion table 1433-6 (Step S1614),
and at this time, the transmitting ICS network address "7711" of the
ICS network packet F2 is written to the receiving ICS network address
of the VC address conversion table 1433-6, and the receiving ICS
network address "9922" is written to the transmitting ICS network
address of the VC address conversion table 1433-6, i.e., these are
written in reverse positions. However, if at the point of
registration an item already exists within the VC address conversion
table 1433-6 identical to that regarding which registration is being
attempted, no registration is made. The address conversion
information registered in the VC address conversion table 1433-6 is
stored on the VC address conversion table 1433-5 while the connection
of the virtual channel having a corresponding virtual channel (in this
example, virtual channel ID "44") is established (Step S1613).
<{<{Reverse packet flow)>

Now, description of the case of reverse flow of the ICS packet,
ji.e., flow from a corporation Y to a corporation X, will be made with
reference to FIGs.27 and 28, under the presumption that call setting
of the SVC virtual channel has been made according to the above
description. An ICS user packet sent out from the corporation Y to
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the corporation X is converted into an ICS network packet F3 having
the transmitting ICS network address "9922" and the receiving ICS
network address *7711" in the header portion thereof, and the
processing following the flow shown in FIG.31 as described above is
performed by the processing device 1233-6 of the conversion unit 1033-
6 within the ATM exchange 10133-6.

In this case, the VC address conversion table 1433-5 in the
conversion unit 1033-6 has registered therein a virtual chamnel ID
"44" with a channel type "11" which means SVC, corresponding with the
transmitting ICS network address "9922" and receiving ICS network
address "7711", so the system operates following the f£low(l) shown in
FIG.31, thereby converting the ICS network packet F3 into a plurality
of ATM cells (ATM series S3) and transferring, with regard to the
virtual chamnel ID "44". The ICS network packet F3 is relayed and
transferred by the relay ATM exchange 10133-5, become ATM series S4
and reach the ATM exchange 10133-5, are received via the virtual
channel having virtual channel ID "33" in the conversion unit 1033-6
thereof, and restored into an ICS network packet F4 having identical
contents with the ICS network packet F3. In the conversion unit 1033-
* 5, the pair of the transmitting ICS network address "9922" and the
receiving ICS network address "7711" in the header of the ICS network
packet F4 is already registered in the WC address conversion table
1433-5 in reverse fashion, so registration to the VC address
conversion table is not performed, and the ICS network packet F4 is
transferred to the access control apparatus 1010-5.
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<{<Example of application to half-duplex commmication)>)

The above description has been made with reference to cases
wherein an ICS packet is transferred from the corporation X to the
corporation Y, and reverse from the corporation Y to the corporation X,
with an network within the ICS 905 having been configured of an AT™M
network, being carried cut with a single SVC virtual channel. For
example, applying this transfer and reverse transfer to a reguest
packet to a server terminal of the corporation Y to be connected to
the ICS from a client terminal of the corporation X to be connected to
- the ICS (transfer), and a response packet to this request packet from
the client terminal of the corporation X to server terminal of the
corporation Y {reverse transfer) results in an application example of
half-duplex communication in which one-way commmication is performed
at times, and both-way commmication is realized by switching the
comunication direction by time frames.

{<Example of application to full-duplex cammmication>)>

The virtual chamnel set on the A™ network is capable of full-
duplex commumication, i.e., simaltaneous both-way comumication, due
to the AT™M stipulations. For example, applying the transfer and
reverse transfer to request packets to a plurality of server terminals
of the corporation Y to be connected to the ICS from a plurality of
client temminals of the corporation X to be connected to the ICS
(transfer), and response packets to the request packets from the
plurality of client terminals of the corporation X to the plurality of
sexrver terminals of the corporation Y (reverse transfer) results in
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asynchronous transfer of packets between the client terminals and the
server termminals, so simultanecus both-way commumication is conducted
on the single SVC virtual channel serving as the commmication path,
thereby making for an application example of full-duplex commumnication.
(4) Flow of packets using PVC

An embodiment wherein the network within the ICS 906 is
configured with an ATM network and PVC is applied as a commmication
path within the ATM network will be described with an example of an
ICS user packet sent from a texminal of a corporation W toward a
terminal of a corporation Z, with reference to FIGs.27 and 28.
<<{Preparation>>

A transmitting ICS network address, a receiving ICS address, the
virtual chamnel ID of the PVC fiwxed on the ATM network (indicating the
commmication path between the ATM exchange 10133-5 and the ATM
exchange 10133-6), and the channel type indicating that the virtual
channel ID is PVC, are registered in the VC address conversion table
1433~-5. This registration is different from the case of SVC, in that
registration is made in the VC address conversion table 1433-5 at the
sawme time that the PVC virtual chamnel is set in the ATM exchanges
* (10133-5, 10133-7, 10133-6) serving as the commmication path, and is
saved in a fixed manner while the commmication path is necessary, |
i.e., until the setting of the PVC virtual chammel is canceled. Also,
the registration is made to the VC address conversion table 1433-6 in
the same manner. Incidentally, the PVC virtual channel ID is
appropriated to the respective ATM exchanges at the time that PVC is
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fixedly comnected between the ATM exchanges.

The values set in the VC address conversion table 1433-5 are as
follows: value "7733" which is the transmitting ICS network address
appropriated to the ICS logic terminal of the access control apparatus
1010-7 is set as the commmication address of the corporation W, and
value "9944" which is the receiving ICS network address appropriated
to the ICS logic terminal of the access control apparatus 1010-8 is
set as the communication address of the corporation %. Further, the
PVC virtual channel ID "55™ which is appropriated to the ATM exchange
10133-5 is set as the virtual channel ID, and value "22" is set as the
c¢hannel type, indicating the PVC. Also, settings for registering to
the VC address conversion table 1433-5 are written to the PVC address
administration server 1733-5, and stored.

In the same way, similar settings are made in the VC address
conversion table 1433-6 in the conversion unit 1033-6 in the ATM
exchange 10133-6, with the trensmitting ICS network address and the
receiving ICS network address reversed. In this case, even if the
same PVC is being implied, the virtual chamnel ID may be of a
different value to the VC address conversion table 1433-5. When the

- registering to VC address conversion table 1433-6 in this instance,
this is also written to and stored in the PVC address administration
server 1733-6.

The values set in the VC address conversion table 1433-6 are as
follows: value "9944" which is the transmitting ICS network address
appropriated to the ICS logic terminal of the access control apparatus
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1010-8 is set as the commmication address of the corporation Z, and
value "7733" which is the receiving ICS network address appropriated
to the ICS logic terminal of the access control apparatus 1010-7 is
set as the commmication address of the corporation W. Further, the
PVC virtual channel ID "66" which is appropriated to the ATM exchange
10133-6 is set as the virtual channel ID, and value "22" is set as the
channel type, indicating PVC.
{Transferring ICS network packets from access control apparatus)>)>

The ICS user packet sent toward the termminal of the corporation
Z connected to the access control apparatus 1010-5 via the access
control apparatus 1010-7 is ICS-encapsulated upon passing through the
access control apparatus 1010-7, and becames an ICS network packet F5
having the transmitting ICS network address "7733" and the receiving
ICS network address "9944" as an ICS packet header. The ICS network
packet F5 is sent from the access control apparatus 1010-7 to the ATM
exchange 10133-5, and reaches the conversion unit 1033-5 via the
interface unit 1133-5.
{<Obtaining a virtual channel ID>)>

The processing device 1233-5 refers to the VC address conversion
table 1433-5 using the transmitting ICS network address "7733" and the
receiving ICS network address "9944" in the header of the received ICS
network packet F5, and obtains the fact that the virtual channel ID
identifying the virtual chamnel set between the conversion units 1033-
5 and 1033-6 inside the ATM exchange 10133-6 connected to the access
control apparatus 1010-8 with the ICS logic terminal provided with a
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reviving ICS network address "9944" is "55". At the same time, it can
be found that the virtual channel is PVC, from the value "22" of the
channel type obtained.

{<{Transfer of packets)>)

The processing device 1233-5 converts the ICS network packet F5
received from the access control apparatus 1010-7 into an ATM cell
series, and transfers this to the AT exchange 10133-7, with regard to
the PVC virtual channel "55" obtained as described above. The method
of ATM cell conversion is the same as that described above in the
embodiment of SVC. The above processing procedures of the conversion
unit 1033-5 are as shown in FIG.31, and PWC always follows the flow
(1).

{KTransfer of ATM cells)>)

The ATM cell series S1 comprised of a plurality of cells
obtained by converting the ICS network packet Fl is transferred from
the ATM exchange 10133-5 to the relay ATM exchange 10133-7, and
further is transferred to the ATM exchange 10133-6 as ATM cell series
S2. This operation is the same as with SVC.
<<Operation following arrival of packet)>

Once the ATM cell series S2 reaches the ATM exchange 10133-6,
this ATM cell series S2 is transferred from the ATM exchange 10133-6
to the conversion unit 1033-6 within the ATM exchange 10133-6. The
conversion unit 1033-6 assembles the received ATM cells into a CPCS
frame, which is the same as with SVC. In FIG.28, the restored ICS
network packet is shown as an ICS network packet F6, but the contents
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thereof are identical to that of the ICS network packet F5. The ICS
network packet F6 is transferred to an access control apparatus
determined by the receiving ICS network address "9944" in the header
thereof, i.e., to access control device 1010-8 which has an ICS logic
terminal appropriated with ICS network address "9944" . The above
processing procedures of the conversion unit 1033-6 are as shown in
FIG.32, and PVC always follows the flow (1).
{{Reverse packet f£lowd>>

Next, description of the case of reverse flow of the ICS packet,
i.e., flow from the corporation Z to the corporation W, will be made
with reference to FIGs.27 and 28, in the same mammer as above. An ICS
user packet sent out from the corporation Z to the corboration Wis
ICS-encapsulated into an ICS network packet F7 having the
transmitting ICS network address "9944" and the receiving ICS network
address "7733" in the header portion thereof, and the processing
following the flow shown in FIG.31 as described above is performed by
the processing device 1233-6 of the conversion unit 1033-6 within the
AT™ exchange 10133-6. In this case, the VC address conversion table
1433-6 in the conversion unit 1033-6 has registered therein a virtual
° channel ID "66" corresponding with a transmitting ICS network address
"9944" and a receiving ICS network address "7733", so the system
converts the ICS network packet F7 into a plurality of ATM cell series
and transfers, with regard to the virtual channel ID "66".

The ATM cell series transferred through the ATM network reach
the converting unit 1033-5 of the AT exchange 10133-5, are received
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via the virtual channel having virtual chamnel ID "55", and restored
into an ICS network packet F8 having identical contents with the ICS
network frame F7. However, in the conversion unit 1033-5, the pair of
the transmitting ICS network address "9944" and the receiving ICS
network address "7733" in the header of the ICS network packet F4 is
already registered in the VC address conversion table 1433-5 in
reverse fashion, and information that the virtual channel ID "55" as
to this transmitting/receiving address pair is channel type "22" is
obtained, so registration to the VC address conversion table is not
performed, and the ICS network packet F8 is transferred to the access
control apparatus 1010-7.

<<Example of application to half-duplex commmication))

The above description has been made with reference to an
embodiment of transferring an ICS packet using PVC with a network
within ICS 905 having been configured of an ATM network, but the
difference between the PVC and the SVC is whether the wvirtual channel
is fixed or called and set as necessary, so there is no difference in
the operation itself of transferring packets over the set virtual
channel. Accordingly, regarding the ICS according to the present
- invention, an example of application to half-duplex commmication
using an ATM network PVC virtual channel is the same as an example of
application to half-duplex cammmication using a SVC network PVC
virtual channel.
<<Example of application to full-duplex commmication>>

The example of application of PVC full-duplex commmication is
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equivalent to the example of application of full-duplex communication
in SVC, due to the same reason as the example of application to half-
duplex commmication.
(5) One-on-N or N~on-one commmication using PVC

In the above example, an embodiment was described wherein one
virtual chamnel was described as a coomunication path connecting one
corporation (location) with one corporation (location), i.e., a
comunication path connecting one ICS logic terminal with one ICS
logic terminal, but one PVC virtual channel can be used as a
comunication path comnecting one ICS logic terminal with a plurality
of ICS logic temminals. Such One-on-N or N-on-one commmication will
be described with reference to FIGs.33 and 34.
<<{Description of components)>>

In FIGs.33 and 34, regarding the access control apparatus 1010-
10, the corporation X is connected to an ATM exchange 10133-10 with an
ICS logic terminal within the access control apparatus 1010-10
provided with the ICS network address "7711". With the parties to be
reached from the corporation X as the corporations A through D, the
corporation A is connected to an ICS logic terminal within the access
- control apparatus 1010-20 provided with the ICS network address "9922",
and the corporation B is comnected to an ICS logic terminal within the
access control apparatus 1010-20 provided with the ICS network address
"g9923". In the same manner, the corporation C is connected to an ICS
logic terminal within the access control apparatus 1010-40 provided
with the ICS network address "9944", and the corporation D is
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connected to an ICS logic teminal within the access control apparatus
1010-40 provided with the ICS network address "9955". The access
control apparatuses 1010-20 and 1010-40 are connected to the ATM
exchange 10133-20, and the ATM exchanges 10133-10 and 10133-20 are
connected via a relay network.
<<{Preparation>> |

With regard to the ATM exchanges 10133-10 and ATM 10133-20, a
single PVC virtual chammel comnecting the conversion unit 1033-10
within the ATM exchange 10133-10 and the conversion unit 1033-20
within the ATM exchange 10133-20, setting "33" as the virtual chammel
ID provided to the conversion unit 1033-10 of the virtual channel, and
"44" as the virtual channel ID provided to the conversion unit 1033-20
of the virtual chammel. Registration such as shown in FIGs.33 and 34
is performed regarding the VC address conversion table 1433-1 within
the conversion unit 1033-10 and the VC address conversion table 1433-
20 within the conversion unit 1033-20.
<<Packet flow for one-on—i\l commmication>>

The £flow of packets for one-on-N camumication will be described
concerning packets sent from the corporation X to each of the corpo-
rations A through D. An ICS network packet sent from the corporation
X toward the corporation A, having a transmitting ICS network address
"7711" and a receiving network address "9922", is transferred to the
PVC virtual channel with a virtual chammel ID "33", by means of making
reference to the VC address conversion table 1433-20 in the conversion
unit 1033-10. An ICS network packet sent from the corporation X
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toward the corporation B, having a transmitting ICS network address
"7711" and a receiving network address "9933", is also transferred to
the PVC virtual chamnel with a virtual chamnel ID "33". An ICS
network packst sent from the corporation X toward the corporation C,
having a transmitting ICS network address "7711" and a receiving
network address "9944", and An ICS network packet sent from the
corporation X toward the corporation D, having a transmitting ICS
network address *7711" and a receiving network address "9955" are
transferred to the PVC virtual chamnel with a virtual channel ID *33"
in the same manner. This indicates that one-on-N (corporation X to
corporations A through D) cammmication is being performed while
sharing a single PVC virtual channel. Reverse packet flow, i.e.,
transfer from the corporations A through D to the corporation X, will
be described in the next section.
<{Packet flow for N-oh-one communication>>

The flow of packets for N-on-~one commmication will be described
concerning packets sent to the corporation X from each of the
corporations A through D. An ICS network packet sent toward the
corporation X from the corporation A, having a transmitting ICS
network address *9922" and a receiving network address "7711%, is
transferred to the PVC virtual channel with a virtual channel ID "44",
by means of making reference to the VC address conversion table 1433-
20 in the conversion unit 1033-20. An ICS network packet sent toward
the corporation X from the corporation B, having a transmitting ICS
network address "9933" and a receiving network address "7711", is also
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transferred to the PVC virtual channel with a virtual chamnel ID "44°.
An ICS network packet sent toward the corporation X from the corpo-
ration C, having a transmitting ICS network address "9944" and a
receiving network address "7711", and An ICS network packet sent
toward the corporation X from the corporation D, having a transmitting
ICS network address "9955" and a receiving network address "7711" are
transferred to the PVC virtual channel with a virtual channel ID "44"
in the same manner. This indicates that N-on-one (corporations A
through D to corporation X) commmication is being performed while
sharing a single PVC virtual channel.
{6) N-on-N commmication using PVC

| Using the same method as one-on-N commumication, one PVC virtual
channel can be used as a commmication path connecting a plurality of
ICS logic terminals with a plurality of ICS logic terminals. Such N-
on-N comumication will be described with reference to FIGs.35 and 36.
<{<Description of caomponents)>)>

The corporation X has ICS logic terminal address "7711" of the

access control apparatus 1010-11 as the contact point thereof, the
corporation Y has ICS logic terminal address "7722" of the access
- control apparatus 1010-11 as the contact point thereof, and the access
control apparatus 1010-11 is connected to the ATM exchange 10133-11.
With the other party which the corporation X or corporation Y is
attempting to reach as the corporation A or corporation C. The
corporation A has ICS logic temminal address "9922" of the access
control apparatus 1010-21 as the contact point thereof, the corpo-
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ration Y has ICS logic terminal address "9944" of the access control
apparatus 1010-41 as the contact point thereof. The access control
apparatuses 1010-21 and 1010-4 are connected to the ATM exchange
10133-21, and the AT™M exchanges 10133-11 and 10133-21 are connected
via a relay network.

<<{Preparation>)>

With regard to the ATM exchanges 10133-11 and 10133-21, a single
PVC virtual channel connects the conversion unit 1033-11 within the
ATM exchange 10133-11 and the conversion unit 1033-21 within the ATM
exchange 10133-21, setting "33" as the virtual channel ID provided to
the conversion unit 1033-11 of the virtual channel, and "44" as the
virtual channel ID provided to the conversion unit 1033-21 of the
virtual channel. Registration such as shown in FIGs.35 and 36 is
performed regarding the VC address conversion table 1433-11 within the
conversion unit 1033-11 and the W address conversion table 1433-21
within the conversion unit 1033-21.
<<Packet flow for N-on-N comumication>)

The flow of packets for N-on-N cammmication will first be
described concerning packets sent from the corporation X to each of
the corporations A and C. An ICS network packet sent from the
corporation X toward the corporation A, having a transmitting ICS
network address "7711" and a receiving network address "9922", is
transferred to the PVC virtual chamnel with a virtual channel ID "33",
by means of making reference to the VC address conversion table 1433-
11 in the conversion unit 1033-1. An ICS network packet sent f£rom the
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corporation X toward the corporation C, having a transmitting ICS
network address "7711" and a receiving network address "9944", is also
transferred to the PVC virtual chammel with a virtual channel ID "33".
Next, the flow of packets will be described concerning packets sent
from the corporation Y to each of the corporations A and C. An ICS
network packet sent from the corporation Y toward the corporation A,
having a transmitting ICS network address "7722" and a receiving
network address "9922", is transferred to the PVC virtual charmel with
a virtual channel ID "33", by means of msking reference to the VC
address conversion table 1433-11 in the conversion unit 1033-11. 2n
ICS network packet sent from the corporation Y toward the corporation
C, having a transmitting ICS network address "7722" and a receiving
network address "9944", is also transferred to the PVC virtual channel
with a virtual channel ID "33".

Next, reverse packet flow will be described concerning packets
sent to each of the corporations X and Y from the corporation A. An
ICS network packet sent toward the corporation X from the corporation
A, bhaving a transmitting ICS network address "9922" and a receiving
network address "7711", is transferred to the PVC virtual channel with
* a virtual chanmel ID "44", by means of making reference to the VC
address conversion table 1433-21 in the conversion unit 1033-2. 2An
ICS network packet sent toward the corporation Y from the corporation
A, having a transmitting ICS network address *9922" and a receiving
network address "7722", is also transferred to the PVC wvirtual channel
with a virtual channel ID "44", by means of meking reference to the VC
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address conversion table 1433-2 in the conversion umit 1033-2. An ICS
network packet sent toward the corporation X fram the corporation C,
baving a transmitting ICS network address "9944" and a receiving

" network address "7711", is transferred to the PVC virtual channel with
a virtual channel ID "44". An ICS network packet sent toward the
corporation Y from the corporation C, having a transmitting ICS
network address "9944" and a receiving network address "7722", is also
transferred to the PVC virtual channel with a virtual channel ID "44".
Thus, N-on-N communication is performed while sharing a single PVC
virtual channel.

FEmbodiment-4 (Embodiment using an FR network):

An embodiment will be described wherein the network inside the
ICS according to the present invention is configured using an FR
network. The present embodiment will be described in the following
order: (1) supplementary explanation of FR-related conventional art,
(2) description of components, (3) flow of packsts using SVC, (4) flow
of packets using PVC, (5) one-on-N or N-on-one cammmication using PVC,
and (6) N-on-N camumication using PVC. With the present embodiment,
two types of methods using SVC or PVC may be used separately, or these
may be used in conjunction. Description will be given regarding each
of the cases of using SVC and PVC. Also, intra-corporation |
commmnication service and inter-corporation commumication service
described in Embodiment-1, and virtual dedicated line service
described in Embodiment-2, can both be realized with the access



71

control apparatus according to the present invention, so there is no
need to consider these separately regarding network packet
commumication with the network within the ICS. Rather, in the present
embodiment, these commmication services will be described integrally.
(1) Supplementary explanation of FR-related conventional art:

First, supplementary explanation will be made regarding FR-
related conventional art to the extent that is necessary to describe
the present emxbodiment.

A frame relay consists of using coommmication information units
called packets with variable lengths to perform commumication and to
specify the commmication path for each packet. This is a
conventional art which has been standardized in the ITU.TI.233
Recammendations and so forth which have realized accumilated exchange
of packets within a circuit network, and also logic multiplexing (a
technique for multiplexing a single physical line into a plurality of
logic lines). The service using the above technique is referred to as
Frame Mode Bearer Service (hereafter referred to as "FMBS"), and
stipulated for FMBS are: the Frame Switch Bearer Service (hereafter
referred to as "FSBS") wherein the other party to which connection is
. to be made is selected (SVC); and the Frame Relay Bearer Service
(hereafter referred to as "FRBS") wherein the other party to which
connection is to be made is fixed (FVC). The teﬁn "Frame Relay™
generally only indicates FRBS ("Frame Relay”" in the narrow sense) at
times, but with the present invention, "Frame Relay” is used as a temm
indicating all FMBS including FSBS and FRBS. In the event that only
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FSBS is to be specifically indicated, the term "frame relay using SVC*
will be used, and in the event that only FRBS is to be specifically
indicated, the term "frame relay using PVC" will be used. Hereafter,
the gbove-defined "frame relay in the wide sense (FMBS)" will be
referred to as FR, and packets transferred over an FR network will be
called "FR packets" in order to distinguish these from ICS packets.

As described earlier, with an FR network, a plurality of logic
lines can be set on a physical line, theselogiclinesbeingrefemed
to as logic channels. Identifiers appropriated to FR terminals
connecting to both ends of the logic chamnels {an overall reference to
commmication equipment connected to the FR network and cammmicating
using the FR network) in order to identify the logic channels are
called Data Link Connection Identifiers (hereafter referred to as
"DICI"). SVC and PVC are stipulated to logic channels, depending on
the way of setting. SVC performs call setting of the logic channel
when necessary, and is capable of obtaining a logic line with any FR
termminal for a necessary Guration, at a necessary speed. Call setting
of the logic channel is performed by the FR terminal attempting to
initiate commmication, the method thereof being standardized in ITU-T.
. Call setting requires an address for identifying the FR terminal of
the other party to which the call is to be set (hereafter referred to
as "FR address"), the FR addresses being systematized so as to be
unique in the FR network, thereby enabling identification of each FR
termminal. PVC is for fixedly setting a call setting to the FR
exchange, and can be viewed as a virtual dedicated line from the point
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of the FR terminal.

Regarding the established logic channels, DLCIs for identifying
logic channels are appropriate for both SVC and PVC, and in the event
of transferring an FR packet, the DICI is set at the DICI bit portion
on the FR packet address portion shown in FIG.37. There are three
formats stipulated for the FR packet address portion, FIG.37 showing
the 2-byte format which is one of these. Logic channel capabilities
(chermel capabilities) of the FR network include: Committed
Information Rate (hereafter referred to as "CIR") which is the
information transfer speed guaranteed at a normal state (a state
wherein there is no congestion) of the FR network.

There is the necessity to convert ICS network packets into FR
packets in order to send such commmication packets over an FR network,
as shown in FIG.38. Reception of an FR packet results in reverse
conversion, consisting of extracting and reproducing the commmication
packet (ICS network packet) from the FR packet as shown in FIG.38.
Conversion of this FR packet has been standardized following the ITU-T
Recommendations. Also, protocol headers within the FR packet user
information have been standardized in RFC1490 of IETF.

. (2) Description of components:

FIGs.39 and 40 show a forth embodiment of the present invention.
In the present embodiment, the internal configuration of the access
control apparatus and the operation of the processing device within
the access control apparatusarebasica]lythesameinprixmiﬁleas
the description given in Embodiment-1.
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Appropriated to the access control apparatus 1010-5 are ICS
network addresses "7711" and "7722", serving as connection points (ICS
logic terminals) for the corporations X and A which are the users of
the ICS 925. Also appropriated to the access control apparatus 1010-7
are ICS network addresses "7733" and "7744", serving as connection
points for the corporations W and C, similarly. Appropriated to the
access control apparatus 1010-6 are ICS network addresses "9922" and
"9933", serving as connection points for the corporations Y and B, and
similarly appropriated to the access control apparatus 1010-8 are ICS
network addresses "9944" and "9955", serving as connection points for
the corporations Z and D. Here, in the erbodiment shown in FIGs.39
and 40, etc., the corporations X, Y and so forth, which are given as
examples of users, may be differing locations within a single
corporation which performs the intra-corporation commmication, or may
be different corporations which perform the inter-corporation
comunication.

An interface unit 1132-5 is provided in the conversion unit
1032-5 within the FR exchange 10132-5, this interface unit 1132-5
handling the processing of rectifying interfacing of the commumnication
. line 1812-5 comnecting the access control apparatus 1010-5 and the FR
exchange 10132-5, and the commmication line 1812-5 connecting the
access control apparatus 1010-7 and the FR exchange 10132-5 (physical
layers, data link layer protocol). The conversion unit 1032-5 is
canprised of a processing device 1232-5, and also an FR address
conversion table 1532-5 for call setting with SVC, and a DLC address
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 conversion table 1432-5 for converting addresses from ICS network
addresses used by both SWC and PVC to logic channel. Also, the FR
exchange 10132-5 connects the FR address administration server 1632-5
serving as an information processing device for storing the FR address
conversion table with, in the case of using PVC, the DLC address
administration server 1732-5 serving as an information processing
device for storing the DIC address conversion table, thereby
performing an information processing relating to address' conversion.
The components making up the FR exchange 10132-6 are the same as the
description given regarding the FR exchange 10132-5. In the present
embodiment, the access control apparatuses 1010-5 and 1010-7 are
connected to the FR exchange 10132-5 via the commmication lines 1810-
5 and 1810-7, respectively, and also, the access control apparatuses
1010-6 and 1010-8 are connected to the FR exchange 10132-6 via the
commmication lines 1810-6 and 1810-8, respectively. An FR address
"2977" unique to the network is set to the conversion unit 1032-5
within the FR exchange 10132-5, and an FR address "2999" unique to the
network is set to the conversion unit 1032-6 within the FR exchange
10132-6. The FR exchanges 10132-5 and 10132-6 are comnected via the
. FR relay network, but in the present embodiment, comnecting is made
via the FR exchange 10132-7 representing the FR relay network.
{3) Flow of packets using SVC:

An embodiment wherein the network within an ICS is configured of
an FR network, and SVC is applied as a commmication path within the
FR network, will be described with an example of an ICS user packet
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sent from a temminal of the corporation X toward a terminal of the
corporation Y, with reference to FIGs.39 and 40.
<{<{Preparation>>

A receiving ICS network address indicating the destination of
the ICS network packet to be transferred from the conversion unit
1032-5 to the FR network, a receiving FR address for indicating the
other party for call setting of the logic chamnel on the FR network,
and channel capabilities such as commmication speed requested by the .
logic channel, are registered in the FR address conversion table 1532-
5 within the conversion unit 1032-5 inside the FR exchange 10132.
Also, similar registration is made to the FR address conversion table
1532-6.

In the embodiment, the values set in the FR address conversion
table 1532-5 are as follows: "9922" which is the ICS network address
appropriated to the ICS logic terminal of the access control apparatus
1010-6 is set as the commmication address of the corporation Y, and
the FR address "2999" which is uniquely appropriated to the conversion
unit 1032-6 within the FR network is registered as the receiving FR
address. In the present embodiment, a comumication speed of 64 Kbps
. is set as the channel capabilities. The contents registered to the FR
address conversion table 1532-5 are also written to the FR address
administration server 1632-5.

The values set in the FR address conversion table 1532-6 are as
follows: value "7711" which is the ICS network address appropriated to
the ICS logic terminal of the access control apparatus 1010-5 is set
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as the commmication address of the corporation X, and the FR address
"2977" which is uniquely appropriated in the FR network to the
conversion unit 1032-5 within the FR exchange 10132-5 to which the
access control apparatus 1010-5 is connected is registered as the.
receiving FR address. In the present embodiment, a commmication
speed of 64 Kbps is set as the channel capabilities. The contents
registered to the FR address conversion table 1532-6 are also written
to the FR address administration server 1632-6.
<LTransferring ICS network packets from access control apparatus))

The ICS user packet sent toward the terminal of the corporation
Y connected to the access control apparatus 1010-6 via the access
control apparatus 1010-5 is ICS-encapsulated upon passing through the
access control apparatus 1010-5, and becomes an ICS network packet Fl
having the transmitting ICS network address "7711" and the receiving
ICS network address "9922" as an ICS packet header. The ICS network
packet Fl is sent from the access control apparatus 1010-5 to the FR
exchange 10132-5, and reaches the conversion unit 1032-5 via an
interface wnit 1132-5 which processes conversion/rectifying of
electric signals in the comumication path. The following is a
. description thereof made with reference to the flowchart in FIG.43.
<<Obtaining a DICI)>>

Once the conversion unit 1032-5 receives the ICS network packet
F1(Step S1701), there is the need to reguest a DLCI of the SVC logic
channel determined by the relation of the transmitting ICS network
address "7711" and the receiving ICS network address "g922" in the ICS
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packet header, in order to correctly transfer the received packet F1
to the FR exchange 10132-5. In the case that the commmication is
based on SVC, there are cases that the logic chamnel corresponding
with the coommication path is established at the time of receiving
the ICS network packet, and cases in which the logic channel has not
yet been established. In order to find out whether or not the logic
channel has been established, the processing device 1232-5 first
searches whether or not a logic channel corresponding with the pair of
a transmitting ICS network address "7711" and a receiving ICS network
address "9922" is registered in the DLC address conversion table 1432-
5(Step S1702), and in the event that there is registration here,
establishment of the logic channel can be thus confirmed. That is,
the fact that the logic channel corresponding with the pair of
transmitting ICS network address "7711" and receiving ICS network
address "9922" is "16" is obtained, and further, it can be found that
this logic channel is commmicating based on SVC, from the value "10"
of the channel type obtained at the same time. In the event that
there is no such registration on the DIC address conversion table
1432-5, the requested logic channel is established with the latter-
described <<call setting)>>, and DICI is obtained from the information
registered to the DIC address conversion table 1432-5 at that point
(Step S1703).
<{LCall setting>>

Regarding the above-mentioned case wherein "there is no
registration of a DICI corresponding with a commmications path
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determined by correspondence between a transmitting ICS network
address and a receiving ICS network address on the DLC address
conversion table 1432-5", i.e., in the case that there is no DICI
corresponding with this coammmications path established yet, it
becanes necessary to perform the following call setting, to establish
a logic channel within the FR network camprising ICS 925. An example
of operation of the call setting will now be described.

The processing device 1232-5 of the conversion unit 1032-5,. upon
making reference to the DIC address conversion table 1432-5 and
finding that there is no registration of a DLCI corresponding with the
‘pair of transmitting ICS network address "7711" and receiving ICS
network address "9922" (Step S1702), the processing device 1232-5 of
the conversion unit 1032-5 refers to the DLC address conversion table
1532-5, finds the receiving ICS netmrk address "9922" registered in
the DLC address conversion table 1532-5 matching the receiving ICS
network address "9922", and obtains transmitting FR address "2999"
corresponding thereto and charmel capabilities "64K" corresponding
thereto, and so forth (Step S1705). As described in the above
<{<Preparation>> section, this transmitting FR address "2999" is an
_ address which is uniquely appropriated within the FR network to the
conversion unit 1032-6 in the FR exchange 10132-6 to which the access
control apparatus 1010-6 is connected, this access control apparatus
1010-6 having the ICS logic terminal provided with a receiving ICS
network address "9922".

The processing device 1232-5 uses the obtained transmitting FR
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address "2999" to perform a request for call setting to the FR
exchange 10132-5, and also requested at this time is channel
capabilities such as canmmication speed of the logic channel
simultanecusly obtained from the FR address conversion table 1532-5
and so forth(Step S1706). The FR exchange 10132-5, upon receiving the
call setting request, uses a signal method which is provided standard
to FR exchanges proper as known technique to establish a logic channel
within the FR netwark which reaches the FR exchange 10132-6. The DLCI
appropriated for identification of the logic chamnel is notified from
the FR exchanges to conversion units 1032-5 and 1032~6 therein, but in
the event that this is based on stipulations of a signal method
according to known technigue, the value notified fram the calling
party FR exchange 10132-5 {e.g., "16") and the value notified from the
receiving party FR exchange 10132-3 (e.g., "26") may not be the same
value. At the conversion unit 1032-5, the DLCI "16" which is notified
from the FR exchange 10132-5 is registered in the FR address
conversion table 1432-5 along with the transmitting ICS network
address "7711" and the receiving ICS network address "9922" (Step
S§1707), and stores thése on the FR address conversion table 1432-5
while the comnection of the above logic channel is established. When
the logic channel connection is no longer necessary, the conversion
unit 1032-5 requests call release of the logic channel to the FR
exchange 10132-5, and at the same time deletes the registration
corresponding with DICI "16" on the FR address conversion table 1432-5.
Registration to the FR address conversion table 1432-6 in the
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conversion unit 1032-6 will be described later.
{<Packet transfer))

The processing device 1232-5 of the conversion unit 1032-5
converts the ICS network packet F1 received from the access control
apparatus 1010-5 into a FR packet shown in FIG.38 according to the
logic channel(DLCI "16") established according the above description,
and further performs the conversion into FR packets and transfers to
the relay FR exchange 10132-7(Step S1704).
<{<{Transfer of FR packets)>

According to the above-described method, the FR packet S1
obtained by converting the ICS network packet F1l is transferred from
the FR exchange 10132-5 to the relay FR exchange 10132-5, and further
is transferred to the FR exchange 10132-6 as FR packet S2. The
following is a description thereof with reference to the flowchart in
FIG.44.
<<{Operation following arrival of packet>)

Once the FR packet S2 reaches the FR exchange 10132-6(Step
S1710), this FR packet S2 is transferred from the FR exchange 10132-6
to the conversion unit 1032-6. At the conversion unit 1032-6, as
. shown in FIG.38, an ICS network packet is restored fram the received
FR packet (Step S1711). In FIG.40, the restored ICS network packet is
shown as an ICS network packet F2, but the contents thereof are
identical to that of the ICS network packet F1. The ICS network
packet F2 is transferred to an access control apparatus determined by
the receiving ICS network address "9922" in the header thereof, i.e.,
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to access control apparatus 1010-6 which has an ICS logic tenminal
appropriated with ICS network address "9922"(Step S1712).

At this time, at the conversion unit 1032-6, the transmitting
ICS network address "7711", the receiving ICS network address "9922",
the channel type 10" indicating the fact this is SVC identified at
the point of receiving the call, and DICI "26" appropriated at the
time of call setting of the SVC logic channel are registered in the FR
address conversion table 1432-6(Step S1714), and at this time, the
transmitting ICS network address "7711" of the ICS network packet F2
is written to the receiving ICS network address of the FR address
conversion table 1432-6, and the receiving ICS network address "9922"
is written to the transmitting ICS network address of the FR address
conversion table 1432-6, i.e., these are written in reverse positions. .
However, if at the point of registration an item already exists within
the FR address conversion table 1432-6 identical to that regarding
which registration is being attempted, no registration is made The
address conversion information registered in the FR address conversion
table 1432-6 is stored on the DIC address conversion table 1432-6
while the connection of the logic channel having a corresponding logic
channel (in this example, DICI "26") is established.
{<{Reverse packet £lowd>)>

Now, description of the case of reverse flow of the ICS packet,
i.e., £flow from the corporation Y to the corporation X, will be made
with reference to FIGs.39 and 40, under the presumption that call
setting of the SVC logic chamnel has been made according to the above
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description.

An ICS user packet sent out from the corporation Y to the
corporation X is ICS-encapsulated upon passing through the access
control apparatus 1010-6 and is converted into an ICS network packet
F3 having the transmitting ICS network address "9922" and the
receiving ICS network address "7711" in the header portion thereof,
and is transferred to the conversion unit 1032-6 within the FR
exchange 10132-6. The processing following the flow shown in FIG.43
as described above is performed by the processing device 1232-6 of the
conversion unit 1032-6, but the FR address conversion table 1432-5 in
the conversion unit 1032-6 has registered therein a DLCI "26" with a
channel type "10" which means SVC, corresponding with transmitting ICS
network address "9922" and receiving ICS network address "7711", so
the system operates following the flow (1) shown in FIG.43, thereby
converting the ICS network packets F3 into an FR packet (FR packet S3)
and transferring, with regard to DLCI "26".

The FR packet S3 is relayed and transferred by the relay FR
exchange 10132-5, became FR packet S4 and reach the FR exchange 10132-
5, are received via the logic channel having DICI "16" in the
conversion unit 1032-6 thereof, and restored into an ICS network
packet F4 having identical contents with the ICS network packet F3.

In the conversion unit 1032-5, the pair of the tyansmitting ICS
network address "9922" and the receiving ICS network address "7711" in
the header of the ICS network packet F4 is already registered in the
FR address conversion table 1432-5 in reverse fashion, so registration
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to the FR address conversion table is not performed, and the ICS
network packet F4 is transferred to the access control apparatus 1010-
5.
<<Example of application to half-duplex commmication)>)>

The above description has been made with reference to cases
wherein an ICS packet is transferred from the corporation X to the
corporation ¥, and reverse from the corporation Y to the corporation X,
with an network within ICS 925 having been configured of an FR network,
being carried out with a single SWC logic channel. For example,
applying the transfer and reverse transfer to a request packet to a
server terminal of the corporation Y to be comnected to the ICS from a
client terminal of the corporation X to be connected to the ICS
(transfer), and a response packet to the request packet from the
client terminal of the corporation X to server terminal of the
corporation Y (reverse transfer) results in an application example of
half-Guplex commmication in which one-way commmication is performed
at times, and both-way commmication is realized by switching the
comumication direction by time frames.
<<Example of application to full-duplex commmication)>

The logic chamnel set on the FR network is capable of full-
duplex commmication, i.e., simultaneous both-way commmication, due
to the FR stipulations. For example, applying the transfer and
reverse transfer to request packets to a plurality of server terminals
of the corporation Y to be connected to the ICS from a plurality of
client temminals of the corporation X to be comnected to the ICS
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(transfer), and response packets to the request packets fram the
plurality of client terminals of the corporation X to the plurality of
server terminals of the corporation Y (reverse transfer) results in
asynchroncus transfer of packets between the client terminals and the
server terminals, so simmultaneous both-way commmication is conducted
on the single SVC logic channel serving as the commmication path,
thereby meking for an application example of full-duplex commmication.
(4) Flow of packets using PVC:

An erbodiment wherein the network within the ICS 925 is
configured with an FR network and PVC is applied as a comunication
path within the FR network will be described with an example of an ICS
user packet sent from a terminal of the corporation W toward a
terminal of the corporation Z.
<<Preparation)>>

A transmitting ICS network address of an ICS network packet to
be transferred to the FR network from the conversion unit 1032-5, a
receiving ICS address, the DLCI of the PVC fixed on the FR network
(indicating the commmication path between the FR exchange 10132-5 and
the FR exchange 10132-6), and the channel type indicating that the

. DLCI is PVC, are registered in the FR address conversion table 1432-5.

This registration is different from the case of SVC, in that
registration is made in the FR address conversion table 1432-5 at the
same time that the PVC logic chamnel is set in the FR exchanges
(10132-5, 10132-5, 10132-6) serving as the commmication path, and is
saved in a fixed manner while the commmication path is necessary,
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i.e., until the setting of the PVC logic channel is canceled. Also,
the registration is made to the DLC address conversion table 1432-6 in
the same mamner. Incidentally, the DICI of PVC is appropriated to the
respective FR exchanges at the time that PVC is fixedly connected
between the FR exchanges.

The values set in the DLC address conversion table 1432-5 are as
follows: value "7733" which is the transmitting ICS petwork address
appropriated to the ICS logic terminal of the access control apparatus
1010-7 is set as the cammmnication address of the corporation W, and
value "9944" which is the receiving ICS network address appropriated
to the ICS logic temminal of the access control apparatus 1010-8 is
set as the comunication address of the corporation Z. PFurther, BPVC
logic channel ID "18" which is appropriated to the FR exchange 10132-5
is set as the DICI, and value "20" is set for the chamnel type,
indicating PVC. Also, settings for registering to the DLC address
conversion table 1432-5 are written to the DLC address administration
server 1732-5, and stored. In the same way, similar settings are made
in the DIC address conversion table 1432-6 in the conversion unit
- 1032-6 in the FR exchange 10132-6, with the transmltting ICS network
address and the receiving ICS network address reversed. In this case,
even if the same PVC is being implied, the DICI may be of a different
value to the DIC address conversion table 1432-5.

The values set in the DLC address conversion table 1432-6 are as
follows: value "9944" which is the transmitting ICS network address
appropriated to the ICS logic termi.nal of the access control apparatus
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1010-8 is set as the commmication address of the corporation Z, and
value "7733" which is the receiving ICS network address appropriated
to the ICS logic terminal of the access control apparatus 1010-7 is
set as the commmication address of the corporation W. Further, PVC
logic channel ID "28" which is appropriated to the FR exchange 10132-6
is set as the DICI, and value "20" is set as the channel type,
indicating PVC. Also, settings registered to the DLC address
conversion table 1432-6 are also written to and store in the DLC
address administration server 1732-6.
<<LTransferring ICS network packets from the access control device)>>

As described in Embodiment-1, the ICS user packet sent toward
the terminal of the corporation Z comnected to the access control
apparatus 1010-8 via the access control apparatus 1010-7 is ICS-
encapsulated upon passing through the access control apparatus 1010-7,
and becomes an ICS network packet F5 having the transmitting ICS
network address "7733" and the receiving ICS network address "9944" as
an ICS packet header. The ICS network packet F5 is sent fraom the
access control apparatus 1010-7 to the FR exchange 10132-5, and
reaches the conversion unit 1032-5.
. <<Obtaining a DLCI>>

The processing device 1232-5 refers to the DLC address
conversion table 1432-5 using the transmitting ICS network address
"7733" and the receiving ICS network address "9944" in the header of
the received network packet F5, and obtains the fact that the DLCI
identifying the logic channel set as a commmication path for this ICS
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network address pair is "18". At the same time, it can be found that
this logic chamnel is PVC, from the value "20" of the channel type
obtained.

<{Transfer of packet>)

The processing device 1232-5 converts the ICS network packet F5
received from the access control apparatus 1010-7 into an FR frame,
and transfers it to FR exchange 10132-7, with regard to the PVC logic
channel *18" obtained as described above. The method of FR packet.
conversion is the same as that described above in the embodiment of
SVC. The above processing procedures of the conversion unit 1032-5
are as shown in FIG.43, and PVC always follows the flow (1).
{<Transfer of FR packet)>>

The FR packet S1 comprised of a plurality of cells obtained by
converting the ICS network packet F5 is transferred from the FR
exchange 10132-5 to the relay FR exchange 10132-5, and further is
transferred to the FR exchange 10132-6 as FR packet S2. This
operation is the same 'as with SVC.
<<Operation following arrival of packet>>

Once the FR packet S2 reaches the FR exchange 10132-6, this FR
. packet S2 is transferred from the FR exchange 10132-6 to the
conversion unit 1032-6 within the FR exchange 10132-6. The conversion
unit 1032-6 restored the received FR packet into an ICS network packet,
which is the same as with SVC. In FIG.40, the restored ICS network
packet is shown as ICS network packet F6, but the contents thereof are
identical to that of the ICS network packet F5. The ICS network
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packet F6 is transferred to an access control apparatus determined by
the receiving ICS network address "9944" in the header thereof, i.e.,
to access control apparatus 1010-8 which has an ICS logic terminal
appropriated with the ICS network address "9944". The above
processing procedures of the conversion unit 1032-6 are as shown in
FIG.44, and PVC always follows the flow (1).

<{Reverse packet flow>)

Next, descciptioﬁ of the case of reverse flow of the ICS packet,
i.e., flow from the corporation Z to the corporation W, will be made,
with an PVC logic channel as the camunication path. An ICS user
packet sent out from the corporation Z to the corporation W is ICS-
encapsulated into an ICS network packet F7 having the transmitting ICS
network address "9944" and the receiving ICS network address "7733" in
the header portion thereof when passing through the access control
apparatus 1010-8, and is transferred to the conversion unit 1032-6
within the FR exchange 10132-6. The processing following the flow
shown in FIG.43 is performed by the processing device 1232-6 of the
conversion unit 1032-6. In this case, the DLC address conversion
table 1432-5 in the conversion unit 1032-6 has registered therein a
. DLCT "28" corresponding with the transmitting ICS network address
"9944" and the receiving ICS network address "7733", so the system
converts the ICS network packets F7 into an FR packet and transfers,
with regard to DICI "28".

The FR packet transferred through the FR network reach the
conversion unit 1032-5 of the FR exchange 10132-5, are received via
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the logic channel having DLCI "18", and restored into an ICS network
packet F8 having identical contents with the ICS network packet F7.
However, in the conversion unit 1032-5, the pair of the transmitting
ICS network address "9944" and the receiving ICS network address
"7733" in the header of the ICS network packet F8 is already
registered in the DIC address conversion table 1432-5 in reverse
fashion, and an information that the DICI "18" as to this
transmitting/receiving address pair is channel type "20" is obtained,
so the registration to the FR address conversion table is not
performed, and the ICS network packet F8 is transferred to the access
control apparatus 1010-7.
<<Example of application to half-duplex coammication)>>

The above description has been made with reference to an
embodiment of transferring an ICS packet using PVC with a network
within ICS 925 having been configured of an FR network, but the
difference between PVC and the earlier-described SVC is whether the
logic channel is fixed or called and set as necessary, so there is no
difference in the operation itself of transferring packets over the
set logic channel. Accordingly, regarding the ICS according to the
_ present invention, an example of application to half-duplex commmi-
cation using an FR network with a PVC logic channel is the same as an
example of application to half-duplex commmication using a SVC logic
channel.
<<Example of application to full-duplex commmication>>

Due to the same reason as that regarding the example of
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application to full-duplex commmnication, an example of application to
PVC full-duplex communication is the same as an example of application
to SVC full-duplex commmication.

{5) One-on-N or N-on-one commmication using PVC:

In the above example, an embodiment was described wherein one
logic channel was described as a comumication path connecting one
corporation (location) with one corporation (location), i.e., a
commmication path connecting one ICS logic terminal with one ICS
logic terminal, but one PVC logic channel can be used as a
commnication path connecting one ICS logic temminal with a plurality
of ICS logic temminals. Such One-on-N or N-on-one commmication will
be described with reference to FIGs.45 and 46.
<<Description of components>>

The corporation X is connected with an ICS logic terminal within
the access control apparatus 1010-10 provided with the ICS network
address "7711", and the access control apparatus 1010-52 is connected
to the FR exchange 10132-52. With the parties to be reached from the |
corporation X as the corporations A through D, the corporation A is
connected to an ICS logic terminal within the access control apparatus
. 1010-62 provided with the ICS network address "9922", and the corpo-
ration B is connected to an ICS logic terminal within the access
control apparatus 1010-62 provided with the ICS network address "9923".
In the same manner, the corporation C is comnected to an ICS logic
terminal within the access control apparatus 1010-82 provided with the
ICS network address "9944", and the corporation D is connected to an
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ICS logic terminal within the access control apparatus 1010-82
provided with the ICS network address "9955". The access control
apparatuses 1010-62 and 1010-82 are comnected to the FR exchange
10132-62, and the FR exchange 10132-52 and FR exchange 10132-62 are
comnected via a relay network.
<{<{Preparation)>)>

With regard to the FR exchanges 10132-52 and 10132-62, a single
PVC logic chammel comnecting the conversion unit 1032-52 within the FR
exchange 10132-52 and the conversion unit 1032-62 within the FR
exchange 10132-62, setting "16" as the DLCI provided to the conversion
unit 1032-52 of the logic channel, and "26" as the DLCI provided to
the conversion unit 1032-62 of the logic channel. Registration such
as shown in FIGs.45 and 46 is performed regarding the DLC address
conversion table 1432-52 within the conversion unit 1032-52 and the
DLC address conversion table 1432-62 within the conversion unit 1032-
62.
<<Frame flow for one-on-N commmication)>)>

The flow of packet for one-on-N ccmmmicatiqn will be described
concerning packet sent from the corporation X to each of the corpo-
rations A through D. An ICS network packet sent from the corporation
X toward the corporation A, having a transmitting ICS network address
"7711" and a receiving network address "9922", is transferred to the
PVC logic channel with a DICI "16", by means of making reference to
the DIC address conversion table 1432-62 in the conversion unit 1032-
52. An ICS network packet sent from the corporation X toward the
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corporation B, having a transmitting ICS network address "7711" and a
receiving network address "9933", is also transferred to the PV logic
channel with a DLCI "16". An ICS network packet sent from the
corporation X toward the corporation C, having a transmitting ICS
network address "7711" and a receiving network address "9944", and an
ICS network packet sent from the corporation X toward the corporation
D, having a transmitting ICS network address "7711" and a receiving
network address "9955" are transferred to the PVC logic channel with a
DLCI "16" in the same manner. This indicates that one-on-N (the
corporation X to the corporations A through D) commmication is being
performmed while sharing a single PVC logic channel. Reverse packet
flow, i.e., transfer from the corporations A through D to the
corporation X, will be described next.
<<Packet flow for N-on-one commmication>)>

" The flow of packet for N-on-ocne commmication will be described
concerning packet sent to the corporation X f£rom each of the
corporations A 'through'D. An ICS network packet sent toward the
corporation X from the corporation A, having a trensmitting ICS
network address "9922" and a receiving network address "7711", is
transferred to the PVC logic channel with a DLCI "26", by means of
making reference to the DIC address conversion table 1432-62 in the
conversion unit 1032-62. An ICS network packet sent toward the
corporation X from the corporation B, having a transmitting ICS
network address "9933" and a receiving network address "7711", is also
transferred to the PVC logic channel with a DLCI "26™. An ICS network
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packet sent toward the corporation X from the corporation C, having a
transmitting ICS network address "9944" and a receiving network
address "7711", and An ICS network packet 'serrt toward the corporation
X from the corporation D, having a transmitting ICS network address
"9955" and a receiving network address "7711" are transferred to the
PVC logic channel with a DICI "26" in the same manner. This indicates
that N-on-one (the corporations A through D to the corporation X)
comumication is being performed while sharing a single PVC 10@0
channel.

{6) N-on-N commmication using PVC:

Using the same method as one-on-N cammmication, one FVC logic
channelcanbeusedas a camumication path comnecting a plurality of
ICS logic terminals with a plurality of ICS logic terminals. Such N-
on-N comumication will be described with reference to FIGs.47 and 48.
<{KDescription of camponents))>

The corporation X has ICS logic terminal address "7711" of the
access control apparatus 1010-13 as the contact point thereof, the
corporation Y has ICS logic temminal address "7722" of the access
control apparatus 1010-13 as the contact point thereof, and the access
- control apparatus 1010-13 is comnected to the FR exchange 10132-13.
With the other party which the corporation X or corporation Y is
attempting to reach as the corporation A or corporation C, the
corporation A has ICS logic termminal address "9922" of the access
control apparatus 1010-23 as the contact point thereof, the
corporation Y has ICS logic terminal address "9944" of the access
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control apparatus 1010-43 as the contact point thereof. The access
control apparatuses 1010-23 and 1010-43 are connected to the FR
exchange 10132-23, and the FR exchanges 10132-13 and 10132-23 are
connected via a relay network.

<{<{Preparation>>

With regard to the FR exchanges 10132-13 and 10132-23, a single
PVC logic chamnel connects the conversion unit 1032-13 within the FR
exchenge 10132-13 and the conversion unit 1032-23 within the FR
exchange 10132-23, setting "16" as the DLCI provided to the conversion
unit 1032-13 of the logic chamnel, and "26" as the DLCI provided to
the conversion unit 1032-23 of the logic channel. The registration
such as shown in FIGs.47 and 48 is performed regarding the DLC address
conversion table 1432-13 within the conversion unit 1032-13 and the
DIC address conversion table 1432-23 within the conversion unit 1032-
23.

{KPacket flow for N-on-N commmication>)

The flow of packets for N-on-N commmication will first be
described concerning packets sent from the corporation X to each of
the corporations A and C. An ICS network packet sent from the
corporation X toward the corporation A, having a transmitting ICS
network address "7711" and a receiving network address "9922", is
transferred to the PVC logic channel with a DICI "16", by means of
making reference to the DLC address conversion table 1432-13 in the
conversion unit 1032-13. An ICS network packet sent from the
corporation X toward the corporation C, having a transmitting ICS
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network address "7711" and a receiving network address "9944", is also
transferred to the PVC logic channel with a DICI "16". Next, the flow
of packet will be described concerning packets sent from the
corporation Y to each of the corporations A and C. 2An ICS network
packet sent from the corporation Y toward the corporation A, having a
transmitting ICS network address "7722" and a receiving network
address "9922", is transferred to the PVC logic channel with a DICI
"16", by means of meking reference to the DIC address conversion table
1432-13 in the conversion unit 1032-13. An ICS network packet sent
from the corporation Y toward the corporation C, having a transmitting
ICS network address "7722" and a receiving network address "9944", is
also transferred to the PVC logic chammel with a DLCI "“16".

Next, reverse packet £low will be described concerning packets
sent to each of the corporations X and Y from the corporation A. 2An
ICS network packet sent toward the corporation X from the corporation
A, having a transmitting ICS network address "9922" and a receiving
network address “"7711", 1is transferred to the PVC logic chamnel with a
DLCI "26", by means of making reference to the DLC address conversion
table 1432-23 in the conversion unit 1032-2. An ICS network packet
sent toward the corporation Y fram the corporation A, having a
transmitting ICS network address "9922" and a receiving network
address "7722", is also transferred to the PVC logic chamnel with a
DLCI "26". An ICS network packet sent toward the corporation X from
the corporation C, having a transmitting ICS network address "9944"
and a receiving network address "7711", is transferred to the PVC
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logic channel with a DLCI "26". An ICS network packet sent toward the
corporation ¥ from the corporation C, having a transmitting ICS
network address "9944" and a receiving network address "7722", is also
transferred to the PVC logic chamnel with a DLCI "26"., Thus, N-on-N
commmnication is performed while sharing a single PVC logic channel.

Embodiment-5 (Containment of telephone line, ISDN line, CATV line,
satellite 1ine, IPX line, cellular phone line):

As described in Embodiment-1 and Embodiment-2, connection to
access control apparatuses which serve as access points is not limited
to commumnication lines to LANs {dedicated lines, etc.), but rather,
telephone lines, ISDN lines, CATV lines, satellite lines, IPX lines
and cellular phone lines may also be contained. The following is a
description of an embodiment.

FIG.49 through FIG.52 illustrate an example of a system
containing telephone lines, ISDN lines, CATV lines, satellite lines,
IPX lines and cellular phone lines, according to the ICS 6000. The
line portions 6011-1 and 6011-2 are made up of telephone line
conversion units 6030-1 and 6030-2, ISDN line conversion units 6029-1

- and 6029-2, CATV line conversion units 6028-1 and 6028-2, satellite

line conversion units 6027-1 and 6027-2, IPX line conversion units
6026-1 and 6026-2, and cellular phone line conversion units 6025-1 and
6025-2. The telephone line conversion units 6030-1 and 6030-2 have
capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers (first layer and second layer of



98

OSI{Open Systems Intercomnection) coammmication protocol) between the
telephone lines 6160-1 and 6160-2 and the access control apparatuses
6010-1 and 6010-2. Also, the ISDN line conversion umits 6029-1 and
6029-2 have capabilities for conversion and reverse-conversion
equivalent to physical layers and data link layers between the ISDN
lines 6161-1 and 6161-2 and the access control apparatuses 6010-1 and
6010-2, and the CATV line conversion units 6028-1 and 6028-2 have
- capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers between the CATV lines 6162-1 and
6162-2 and the access control apparatuses 6010-1 and 6010-2.. Further,
the satellite line conversion units 6027-1 and 6027-2 have
capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers between the satellite lines 6163~
1 and 6163-2 and the access control apparatuses 6010-1 and 6010-2, and
the IPX conversion units 6026-1 and 6026-2 have capabilities for
conversion and reverse-conversion equivalent to physical layers and
data link layers between the IPX lines 6164-1 and 6164-2 and the
access control apparatuses 6010-1 and 6010-2. The cellular phone
conversion units 6025-1 and 6025-2 have capabilities for conversion
and reverse-conversion equivalent to physical layers and data link
layers between the cellular phone wireless lines 6165-1 and 6165-2 and
the access control apparatuses 6010-1 and 6010-2. An example of the
conversion table 6013-1 is shown in FIG.53.

The ICS packet interface network 6050 transfers ICS network
packets following the RFC791 or RFC1883 stipulations, without change
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in the ICS network packet format. The X.25 network 6040 accepts ICS
network packets and converts these to X.25 format and transfers, and
at the end reverse-converts these into ICS network packet format and
outputs. The FR network 6041 accepts ICS network packets and converts
these to FR format and transfers, and at the end reverse-converts
these into ICS network packet format and outputs. The ATM network
6042 accepts ICS network packets and converts these to ATM format and
transfers, and at the end reverse-converts these into ICS network
packet format and ocutputs. The satellite conmunication network 6043
accepts ICS network packets and transfers the information using the
satellite, and at the end reverse-converts these into ICS network
packet format and outputs. Also, the CATV line network 6044 accepts
ICS network packets and converts into CATV format packets and
transfers the contents thereof, and at the end reverse-converts these
into ICS network packet format and outputs.

<{<Conmon preparation))

The conversion table 6013-1 within the access control apparatus
6010~1 contains the transmitting ICS network address, the sender ICS
user address, the receiver ICS user address, the receiving ICS network
address, the request identification and the speed as shown in FIG.53.
The request identification represents services and comnections, e.g.,
as follows: value "1" indicates intra-corporation service, value "2"
indicates inter-corporation service, value "3" indicates virtual
dedicated line connection, and value "4" indicates ICS server
connection. The conversion table 6013-1 contains addresses registered
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therein with the same method as that described in Embodiment-1 and
Embodiment-2. The ICS network server 670 has an ICS user address of
®2000" and an ICS network address of "7821", and is connected to the
access control apparatus 6010-1 via ICS commmications line 6081-1.
The conversion table 6013-1 contains the receiver ICS user address
"2000" of the ICS network server 670, receiving ICS network address of
»7821" and request identification of "4".

The operation thereof is described with reference to FIG.54.
<<Comumication from a telephone line to an ISDN line)>)>

The user 6060-1 sends out the ICS user frame F110 with a sender
ICS user address "3400" and a receiver ICS user address "2500" to the
access control apparatus 6010-1 via the telephone line 6160-1. The
access control apparatus 6010-1 receives the ICS user packet F110 from
the telephone line conversion unit 6030-1 with the ICS network address
"7721"(Step S1800), and checks whether or not the ICS network address
"7721" is registered on the conversion table 6013-1 with the reqguest
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
T "2500" is registered on the conversion table 6013-1(Step S1803) and
that the request identification has been registered as inter-
corporation commmication "2"(Step S$1804). In this case, the
registration has been made, so the receiving ICS network address
"5522" is obtained from the conversion table 6013-1, processing such
as billing related to the inter-corporation commmication is performed
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(Step 51805), the ICS user packet F110 is ICS-encapsulated (Step
S1820), converted into an ICS network packet F120, and sent to the ICS
packet transfer network 6030 via ICS network cammmication line 6080-1
(Step 51825).
<{{Cammmication from an ISDN line to a CATV line)>)>

The user 6061-1 sends out the ICS user packet F1ll with a sender
ICS user address "3500" and a receiver ICS user address "2600" to the
access control apparatus 6010-1 via the ISDN line 6161-1. The access
control apparatus 6010-1 receives the ICS user packet Fl1lll from the
ISDN line conversion unit 6031-1 with the ICS network address "7722"
(Step S1800), and checks whether or not the ICS network address "7722"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has been made, so the receiving ICS
network address "5523" is obtained from the conversion table 6013-1,
processing such as billing related to dedicated line commection is
performed(Step S1802), the ICS user packet Flll is ICS-encapsulated
(Step S1820), converted into an ICS network packet Fi21, and sent to
the ICS packet transfer network 6030 via ICS network commmication

* line 6080-1(Step S1825).

Incidentally, regarding the virtual dedicated line connection,
the sender ICS user address and receiver ICS user address written
within the ICS network packet F11l1 do not have to be used in the
access control apparatus. Next, the ICS network packet F121 reaches
the access control apparatus 6010-2 via the FR network 6041 and the
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ICS network commmication line 6080-2 for example, is reversely ICS-
encapsulated and restored into the ICS user packet F11l, and reaches
the user 6062-2 connected to the CATV line 6162-2 via the CATV line
unit 6028-2 which is provided with the transmitting ICS network
address "5523".
<<Commmication from a CATV line to a satellite line)>

The user 6062-1 sends out the ICS user packet Fll2 with a sender
ICS user address "3600”" and a receiver ICS user address "2700" to the
access control apparatus 6010-1 via the CATV line 6162-1. The access
control apparatus 6010-1 receives the ICS user packet F112 from the
CATV line conversion unit 6032-1 with the ICS network address "7723"
(Step 51800), and checks whether or not the ICS network address "7723"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2700" is registered on the conversion table 6013-~1(Step S1803) and
that the request identification has been registered as intexr-
coxporat:l.on coammmication "2"(Step S1804). In this case, the
* registration has been made as inter-corporation commmication "2", so
the receiving ICS network address "5524" is obtained from the
conversion table 6013-1, processing such as billing related to inter-
corporation commumication is performed(Step S$1805), the ICS user
packet F112 is ICS-encapsulated(Step S1820), converted into an ICS
network packet F122, and sent to the ICS packet transfer network 630
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via ICS network commumication line 6080-1{Step S1825). The ICS
network packet F122 reaches the access control apparatus 6010-2 via
the ATM network 6042 and the ICS network commmication line 6080-2 for
example, is reversely ICS-encapsulated and restored into the ICS user
packet F112, and reaches the user 6063-2 with the receiving ICS
network address "2700".
<<{Commmnication from a satellite line to an IPX line))

The user 6063-1 sends out the ICS user packet F113 with a sender
ICS user address "3700" and a receiver ICS user address "2800" to the
access control apparatus 6010-1 via the telephone line 6163-1. The
access control apparatus 6010-1 receives the ICS user packet F113 fram
the satellite line conversion unit 6027-1 with the ICS network address
"7724" (Step S1800), and checks whether or not the ICS network address
"7724" is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2800" is registered on the conversion table 6013-1(Step S1803) and
that the request identification has been registered as inter-

- corporation commumication "2"(Step S1804). In this case, the

registration bas been made as inter-corporation commmication "2%, so
the receiving ICS network address "5525" is obtained f£rom the
conversion table 6013-1, processing such as billing related to inter-
corporation commmication is performed(Step S1805), the ICS user
packet F113 is ICS-encapsulated(Step S1820), converted into an ICS
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network packet F123, and sent to the ICS frame transfer network 6030
via ICS network comumication line 6080-1(Step S$1825). The ICS
network packet F123 rmeaches the access control apparatus 6010-2 via
the ICS packet interface 6050 and ICS network commmication line 6080-
2 for example, is reversely ICS-encapsulated and restored into the ICS
user packet F113, and reaches the user 6064-2 with the receiving ICS
network address "2800".
<<CdnmmicationfmnanIPXlinetoacellulartelephone line>>

The user 6064-1 sends out the ICS user packet Fll4 with a sender
ICS user address "0012" and é receiver ICS user address "2900" to the
access control apparatus 6010-1 via the IPX line 6164-1. The access
control apparatus 6010-1 receives the ICS user packet F114 from the
IPX line conversion unit 6026-1 with the ICS network address "7725"
{Step $1800), and checks whether or not the ICS network address "7725"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line comnection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2900" written in the ICS user packet F114 is registered on the
conversion table 6013-1(Step S1803) and that the request identifi-
cation has been registered as inter-corporation commmication "2
(Step $1804). In this case, the registration has not been made as
inter-corporation comumication "2", so the access control apparatus
6010-1 checks whether the registration has been made as intra-
corporation comumication "1"(Step S1810). In this case, the
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registration has been made as intra-corporation commmication *1", so
the receiving ICS network address "5526" is obtained from the
conversion table 6013-1, processing such as billing related to intra-
corporation commumnication is performed(Step S1811), the ICS user
packet F113 is ICS-encapsulated(Step S1820), converted into an ICS
network packet F124, and sent to the ICS packet transfer network 6030
via ICS network commmication line 6080-1(Step S1825). The ICS
network packet F124 reaches the access control apparatus 6010-2 via
the CATV line network 6044 and ICS network commmication line 6080-2
for example, is reversely ICS-encapsulated and restored into the ICS
user packet Fli4, and reaches the user 6065-2 with the receiving ICS
‘network address "2900".
<<Communication from a cellular telephone line to a telephone line>)>
The user 6065-1 sends out the ICS user packet F115 with a sender
ICS user address "3800" and a receiver ICS user address "2400" to the
access control apparatus 6010-1 via the cellular telephone line 6165-1.
The access control apparatus 6010-1 receives the ICS user packet F115
from the cellular telephone line conversion unit 6035-1 with the ICS
network address "7726"(Step S1800), and checks whether or not the ICS
- network address "7726" is registered on the conversion table 6013-1
with the request identification as virtual dedicated line connection
"3"(Step S1801). In this case, the registration has not been made, sO
next, the access control apparatus 6010-1 checks that the receiver ICS
user address "2400" written in the ICS user packet F115 is registered
on the conversion table 6013-1(Step S1803) and that the request
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identification has been registered as inter-corporation commmication
"2"(Step S1804). In this case, the registration has been made as
inter-corporation commmication "2", so the receiving ICS network
address "5521" is obtained from the conversion table 6013-1,
processing such as billing related to intra-corporation commmication
is performed(Step S1811), the ICS user packet F115 is ICS-encapsulated
(Step S1820), converted into an ICS network packet F125, and sent to
the ICS packet transfer network 6030 via ICS network commmication
line 6080-1(Step S1825). The ICS network pécket F124 reaches the
access control apparatus 6010-2 via the satéllite line network 6043
and ICS network commumication line 6080-2 for example, is reversely
ICS-encapsulated and restored into the ICS user packet F115, and
reaches the user 6060-2 with the receiving ICS network address "2400".
<<LCaommmication from a cellular telephone line to an ICS network
serverd>>

The user 6066-1 sends ocut the ICS user packet F116 with a sender
ICS user address "3980" and a receiver ICS user address "2000" to the
access control apparatus 6010-1 via the cellular telephone line 6166-1.
The access control apparatus 6010-1 receives the ICS user packet F116

. from the cellular telephone line conversion unit 6025-1 with the ICS

network address "7726"(Step S1800), and checks whether or not the ICS
network address "7726" is registered on the conversion table 6013-1
with the request identification as virtual dedicated line connection
"3"(Step S1801). In this case, the registration has not been made, so
next, the access control apparatus 6010-1 checks that the receiver ICS
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user address "2000" written in the ICS user packet Fl16 is registered
on the conversion table 6013-1(Step S1803) and that the request
identification has been registered as inter-corporation commumication
"2"(Step S1804). In this case, the registration has not been made so
the access control apparatus 6010-1 checks whether or not the request
identification is registered as intra-corporation commmication "1
(Step §1810). In this case, the registration has not been made, so
the access control apparatus 6010-1 checks whether or not the request
identification is registered as ICS network server "4"(Step S1812).
In this case, the registration has been made as inter-corporation
coamumication "2", so the receiving ICS network address "8721" is
obtained fram the conversion table 6013-1, processing such as billing
related to intra-corporation cammmication is performed(Step S1813),
the ICS user packet F115 is ICS-encapsulated(Step S1820), converted
into an ICS network packet, and sent to the ICS network server 670
(Step £1825).

According to the above-described transferring methods, changing
the ICS user address written into the ICS user packet allows for the
sending side to select any of the following on the receiving side:

- telephone line, ISDN line, CATV line, satellite line, IPX line, or
cellular phone line; regardless of whether the sending side is any of
the following: telephone line, ISDN line, CATV line, satellite line,
IPX line, or cellular phone line.

Embodiment-6 (Dial-up router):
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An example of using a dial-up router will be described with
reference to FIG.55 through FIG.57. A user 7400-1 within a LAN 7400
has an ICS user address "2500", and similarly, a user 7410-1 within a
LAN 7410 has an ICS user address "3601". The administrator of the
dial-up router 7110 enters in the router table 7113-1 of the dial-up
router 7110 the telephone number specified from the receiver ICS user
address and the order or priority thereof from the router table input
unit 7018-1.

Now, registration to the router table 7113-1 will be described
with reference to FIG.58. In the event that the receiver ICS user
address "3601" has been specified, the highest on the priority list is
telephone mumber "03-1111-1111", No.2 on the priority list is
telephone murber "03-2222-2222", and No.3 on the priority list is
telephone number "03-3333-3333". The receiver ICS user addresses
"3602" and "3700" are also registered in the same manner. Here,
reference will be made to the flowchart shown in FIG.59 as an example
of comumication from the sender ICS user address "2500" to the
receiver ICS user address "3601".

The user 7400-1 sends the ICS user packet F200 to the dial-up
- router 7110 via the gateway 7400-2 and the user logic commmication
line 7204. The dial-up router 7110 operates under the processing
device 7112-1, and receiwves the ICS user packet F200(Step S1901),
reads the receiver ICS user address "3601" included in the ICS user
packet F200, searches the router table 7113-1 with the address "3601"
included in the ICS user packet F200 as the search keyword(Step S1902),
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and finds the telephone number with high priority. In this case, the
telephone number highest on the priority list is "03-1111-1111", as
shown in the router table in FIG.58, so the dial-up router 7110 dials
the telephone number "03-1111-1111" via the telephone network as the
first attempt(Step S1910). As a result, a telephone commmication
path 7201 with the line portion 7011-1 of the access control apparatus
7010-1 which is called by the telephone mmber "03-1111-1111" is
established, i.e., the dial-up router 7110 and the line portion 7011-1
are connected by a telephone line. In the event that the dial-up
router 7110 and the line portion 7011-1 are not connected by a
telephone line, dial-up router 7110 finds the telephone number "03-
2222-2222" that is second in priority, and dials the telephone number
"03-2222-2222" via the telephone network as the first attempt(Step
S1911). As a result, a telephone camumication path 7202 with the
line portion 7011-1 of the access control apparatus 7010-1 which is -
called by the telephone number "03-2222-2222" is established. Also,
in the event that the dial-up router 7110 and the line wnit 7011-1 are
not connected by a telephone line, the dial-up router 7110 finds the
telephone number "03-3333-3333" that is third in priority, and dials

. the telephone mumber "03-3333-3333" via the telephone network as the

third attempt(Step S1911). As a result, a telephone commmication
path 7203 with the line portion 7011-3 of the access control apparatus
7010-3 which is called by the telephone muvber "03-3333-3333" is
established. In the event that the dial-up router and the access
control apparatus are not connected by a telephone line regardless of
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the above multiple attempts, the dial-up router 7110 stores the

- received ICS packet F200 in a memory 7117-1(Step S1913), makes
reference again to the router table(Step $1902) after a certain amount
of time(Step S1914), and attempts establishment of telephone
camumication path 7201, 7202 or 7203. _

Next, description will be made regarding the operations
following the connection of the aforementioned dial-up router 7110 and
the line portion 7011-1. The dial-up router 7110 enters verification
procedures for determining whether this is an authorized user
registered in the access control apparatus 7010-1 as a user(Step
$1920). Any arrangement which achieves the object of verification is
agreeable for the verification procedures, but for example, an ID and
password for identifying the dial-up router are sent from the dial-up
router 7110 to the line portion 7011 via the telephone line 7201 the
verifying unit 7016-1 of the access control apparatus 7010-1 checks
whether or not the received ID and password are correct, and in the |
event that the user is correct, the fact that the user is correct,
i.e., camumnication data notifying "affirmative confirmation® is sent
to the dial-up router 7110 via the telephone commmication path 7210,
. thus coampleting the verification procedures. In the event that either
one of the ID or password is incorrect, commmication via the
telephone commumication path 7210 is terminated.

Upon receiving notification of “affimative confirmation™ from
the telephone line 7201 in user verification, the dial-up router 7110
sends the ICS user packet F200 to the telephone commmication path
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7201 (Step S1930), and when the confirmation has been made that the
access control apparatus 7010-1 has received the ICS user packet F200,
releases the telephone commmication path 7201 and hangs up(Step
$1931), thus completing the above-described series of processes for
the dial-up router.

Upon receiving the ICS user packet F200, the access control .
apparatus 7010-1 uses the conversion table 7013-1 under administration
of the processing device 7012-1, generating an ICS network packet F301,
which is sent out into the ICS network commnication line 7301 within
the ICS 7100. In the present embodiment, the transmitting ICS network
address for the ICS network packet F301 is "7501" which is a network
address appropriated to the ICS logic terminal within the line portion
7011-1, and the receiving ICS network address is "8601" appropriated
to the ICS logic terminal within the access control apparatus 7010-2.
The ICS network packet F301 is transferred across the ICS 7100 and
reaches the access control apparatus 7010-2, where it is reversely
ICs-encapsulated and reaches the user 7410-1 with the ICS user address
"3601" via the user logic commmication line 7601.

In the above description, in the event that a telephone
comumnication path 7202 called by the telephone number "03-2222-2222"
is established between the dial-up router 7110 and the line portion
7011-1 of the access control apparatus 7010-1, the ICS user packet
F200 is transferred from the dial-up router 7110 to the line portion
7011-1 via the telephone conmunication path 7202. In this case also,
upon receiving the ICS user packet ¥F200, the access control apparatus
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7010-1 performs the ICS encapsulation to generate an ICS network
packet F302, which is sent out into the ICS network commmication line
7301 within the ICS 7100. Now, the transmitting user address for the
ICS user packet F302 is "7502", and the receiving ICS user address,
"8601".

Also, in the event that a telephone commmication path 7203
called by the telephone number "03-3333-3333" is established between
the dial-up router 7110 and the line portion 7011-3 of the access

-~

control apparatus 7010-3, the ICS user packet F200 is transferred from
the dial-up router 7110 to the line portion 7011-3 via the telephone
comunication path 7203. In this case, upon receiving the ICS user
packet F200, the access control apparatus 7010-3 performs the ICS
encapsulation to generate an ICS network packet F303, which is sent
out into the ICS network commmication line 7303 within the ICS 7100.
In this case, the transmitting user address for the ICS user packet
F303 is "7800" which is a network address provided to an ICS logic
terminal within the line portion 7011-3, and the receiving ICS user
address is "8601", which is a network address provided to an ICS logic
terminal within the line portion 7010-2., The ICS network packet F303
is transferred across the ICS 7100 and reaches the access control
apparatus 7010-2, where it is reversely ICS-encapsulated and reaches
the user 7410-1 with the ICS user address "3601" via the user logic

commumication line 7601.
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Exnbodiment-7 (ICS address name administration server):

In the present embodiment shown in FIG.60, ICS address name
administration servers 13000~1, 13000-2, 13000-3 and 13000-4 within
the ICS 13000-1 are respectively connected to access control
apparatuses 13010-1, 13010-2, 13010-3 and 13010-4. The ICS address
name administration server 13000-1 has a processing device 130001-1, a
correlation table 13002-1 and an ICS name converting table 13003-1,
and further is appropriated an ICS network address "9801" which can be
uniquely distinguished within the ICS.

The other ICS address name administration servers 13000-2,
13000-3 and 13000-4 also have the same capabilities as the ICS address
name administration server 13000-1, each containing a processing
device, a correlation table and an ICS name conversion table, each
having the respective ICS network addresses "9802", "9803" and "9804",
each comumnicating one with another using ICS network commmication
functions, and each capable of exchanging the information that another
ICS address name administration server has. The ICS address name VAN
representative administration server 13020-1 has an ICS network
address "9805", and another ICS address name VAN representative
administration server 13020-2 has an ICS network address "9806", these
commmicating with a great many ICS address name administration
servers and other ICS address name VAN representative administration
servers using ICS network commmication functions, and each capable of
exchanging the information that each other has. The ICS address name
VAN representative administration server 13020-1 has a processing
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device 13031-1 and a database 13032-1, performs exchange of the
information such as ICS addresses and ICS names with all ICS address
name administration servers within the VAN 13000-1, the collected data
relating to the ICS addresses and ICS names is stored in the database
13032-1. Hence the ICS address name VAN representative administration
server 13020-1 represents the VAN 13030-1 by means of performing the _
above procedures.

The above ICS address name VAN administration server 13020-1
includes a processing device, a correlation table and an ICS name
conversion table, and another embodiment may be formed by grouping the
correlation table and the ICS name conversion table into a single
table, in which case one of the ICS user addresses contained in both
of these two types of tables is used.

Embodiment-8 (Full-duplex commmication including satellite.
commmication path: Part 1):

<<Configuration of user, data providing corporation, commmication
satellite, etc.>> '

The present embodiment performs a type of full-duplex
coamumication by cambining a satellite's tranamitting functions and IP
commmication functions. In the present embodiment, "IP terminal®
indicates a terminal or camputer which has functions of sending and
receiving IP packets.

Description will be made with reference to FIG.6l. The present
embodiment is comprised of: ICS 16000-1; access control apparatuses
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16100-1, 16110-1 and 16120-1; data providing corporation 16200-1; IP
terminal 16210-1 of the data providing corporation; satellite
transmission corporation 16300-1; IP terminal 16310-1 of the satellite
transmission corporation; database 16320-1 of the satellite
transmission corporation; satellite transmission equipment 16330-1 of
the satellite transmission corporation; commmication satellite 16400‘-
1; users 16500-1, 16510-1 and 16520-1; IP terminals 16501-1, 16511-1
and 16521-1 of each user; satellite receivers 16502-1, 16512-1 and
16522-1 of each usér; satellite electric wave commmication lines
16600-1, 16610-1, 16620-1 and 16630-1; and user logic commmication
lines 16710-1, 16720-1, 16730-1 and 16740-1. The IP terminals 16210-1,
16501-1, 16511-1 and 16521-1 each have ICS user addresses "3000%,
"2300", "2400" and "2500", and are respectively connected to the
access control apparatuses 16100-1, 16120-1, 16120-1 and 16110-1, via
user logic comumication lines. The IP temminal 16310-1 can be
classified as an ICS network server, having an ICS special number
"4300", and connected to the access control apparatus 16100-1 via the
ICS network commmication line within the ICS 16000-1. Electric wave
transmitted from the satellite transmitter 16330-1 transfer
information via the satellite electric wave commmication path 16600-1,
the electric wave is received by satellite receivers 16502-1, 16512-1
and 16522-1, the received data being delivered to the IP terxminals
16501-1, 16511-1 and 16521-1. The present embodiment is characterized
by the satellite transmission corporation 16300-1 having satellite
camunication functions.
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<{<Preparation: Description of conventional art)>)>

In order to describe the present embodiment, first, known TCP
and UDP commmication technology will be explained. FIG.62 is an
example of full-duplex commmication using TCP, wherein a commmi-
cating party 1 sends a synchronous packet #1, and a commmicating
party 2 returns a confinming packet #2 upon receiving the first packet.
Commmication procedures wherein such packets #1 and #2 are sent and
received is referred to as TCP connection establishment phase. Next,
both commmicating parties send and receive packets #3-1, #3-2, #3-3
and #3-4, and camunication procedures wherein such sending and
receiving of packets is performed is referred to as TCP data transfer
phase. Finally, a final packet #4 is sent and a confirming packet #5
is returned to confirm the reception of the packet. Commmication
procedures wherein such packets #4 and #5 are sent and received is
referred to as TCP connection ending phase. Besides the above TCP
communication procedures, there are commumication procedures called
UDP, camprised of data transfer alone. An example is shown in FIG.62,
UDP is characterized in comparison with TCP by the absence of the TCP
connection establishment and connection ending phases.

The commmication procedures according to the present embodiment
will be made with reference to FIGs.6l and 63. In the following
procedures, the aforementioned TCP technology full-duplex communi-
cation is employed except for the cases of transmission instruction to
satellite transmission egquipment (#6 and #14 in FIG.63)} and "data
transmission® using electric wave from the satellite transmission
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equipment (#7 and #15 in FIG.63), however, only the TCP data transfer
phase is shown in FIG.63, and the TCP connection establishment phase
and TCP connection ending phase are omitted from the drawing and from
description thereof.

The IP terminal 16210-1 of the data providing corporation 16200~
1 obtains "data to be provided” from the database 16220-1 thereof and
sends it to the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 wirich can be identified by the ICS special number
"4300", using the IP frame transmission functions of the ICS (#1 in
FIG.63 , the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1. The IP terminal 16501-1 of the user 16500-1 sends an
*inquiry packet" to the IP terminal 16210-1 which can be identified
with the ICS user address "3000" (#2). The IP terminal 16210-1 returns
a "reply packet”(#3), the IP terminal 16501-1 receives this "reply
packet®, and then sends a "request packet” to the IP temminal 16210-
1(#4). When the IP terminal 16210-1 receives the "request packet", it
sends a "transmission instruction packet™ to the IP terminal 16310-1
(#5). Vhen the IP temminal 16310-1 receives the "instruction packet”,
it instructs trensmission of the "data to be provided” saved in the
database 16220-1(#6). The satellite transmission eguipment 16330-1
emits the "data to be provided® as electric wave toward the
commmication satellite 16400-1 (first half of #7), the cammmication
satellite 16400-1 amplifies the received "data to be provided” and
emits it (latter half of #7), the satellite receiving equipment 16502-
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1 receives the "data to be provided" as electric wave, and hands it to
the IP terminal 16501-1. Thus, the IP terminal 16501-1 obtains the
"data to be provided" via the commmication satellite 16400-1, and
sends a "reception confimmation packet™ to the IP terminal 16210-1 of
the corporation 16200-1 providing the "data to be provided”(#8). Next,
the IP terminal 16210-1 sends a "reception confirmation packet" to the
IP terminal 16310-1 of the satellite transmission corporation 16300-1
(#9). In the sbove procedures, #1, #2, #3, #4, #5, #8 and #9 use the
above-described TCP cammmication technology, and the TCP data
transfer phase alone is shown and described.

Next, the procedures #10, #11, #12, #13, #14, #15, #16 and #17
shown in FIG.63 are almost the same as the above procedures, the
difference in this example being that instead of the user 16500-1, the
IP terminal 16501-1 and the satellite receiving equipment 16502-1,
another user 16510-1, IP terminal 16511-1 and satellite receiving
equipment 16512-1 are used, and the present embodiment is capable of
transferring "data to be provided" to a plurality of users.

The above-described camamication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet”(i#2),
returning a "reply packet"(#3), sending of a "request packet™(i4),
"data transmission" by satellite cammmication(#7), and sending
"reception confirmation packet"(#8) in FIG.64 corresponds with the
sending of an "inquiry packet”(#2), returning a "reply packet"(#3),
sending of a "request packet”(#4), "data transmission" by satellite
camunication(#7), and sending "reception confirmation packet®(#8) in
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FIG.63. From the above description, in the event that the satellite
commumnication corporation 16300-1 and the data providing corporation
16200-1 are viewed as an integrated camumication fimction mmit
(hereafter referred to as an "integrated commmication entity"). The
user in FIG. 64 can be considered to be performing full-duplex
communication with the aforementioned integrated commmication entity.
{<Variation on above embodiment)>)>

Next, a variation of the above embodiment wherein only a portion
of the commmication procedures has been changed shall be described
with reference to FIGs.Gl and 65.

First, the IP terminal 16501-1 of the user 16500-1 sends an
"inquiry packet™ to the IP terminal 16210-1 which can be identified
with the ICS user address "3000" (#1 in FIG.65: the same hereafter).
The IP terminal 16210-1 returns a "reply packet"(#2), the IP terminal
16510-1 receives the "reply packet"”, and then sends a "request packet"
to the IP terminal 16210-1(#3). When the IP terminal 16210-1 receives
the "request packet”, it sends "data to be provided® from the database
16220-1 thereof to the IP terminal 16310-1 which can be identified by
the ICS special number "4300"(#4), and also sends a "transmission
instruction packet" to the IP terminal 16310-1(#5).

The satellite transmission corporation 16300-1 stores the
received "data to be provided” in its database 16320-1, and instructs
transmission of the saved "data to be provided"(#6). The satellite
transmission equipment 16330-1 emits the "data to be provided" as
electric wave toward the commmication satellite 16400-1 (first half
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of #7), the commumnication satellite 16400-1 amplifies the received
"data to be provided” and emits it (latter half of #7), the satellite
receiving equipment 16502-1 receives the "data to be provided" as
electric wave, and hands it to the IP temminal 16501-1. Thus, the IP
terminal 16501-1 obtains the "data to be provided" via the commumi-
cation satellite 16400-1, and sends a "reception confirmation packet™
to the IP terminal 16210-1 of the corporation 16200-1 providing the
"data to be provided®(#8). Next, the IP terminal 16210-1 sends a
"reception confimmation packet™ to the IP temminal 16310-1 of the
satellite transmission corporation 16300-1(#9). Next, the procedures
#10, #11, #12, #13, #14, #15, #16, #17 and #18 are almost the same as
the above procedures, the difference in this example being that
instead of the user 16500-1, the IP terminal 16501-1 and satellite
receiving equipment 16502-1, another user 16510-1, IP texminal 16511-1
and satellite receiving equipment 16512-1 are used.
<<Another variation on above embodiment>>

In the above two embodiments, TCP technology full-duplex
camumication is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
TCP connection ending phase being omitted from the drawings and from
description thereof. In the embodiment to be described now, UDP
commmication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique.
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<<Another variation on above embodiment))>

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
terminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and
satellite transmission eguipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300". As campared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP termminal 16310-2 being provided with an ICS user address "3900".
The data providing corporation 16200-1 and users 16500-1, 16510-1,
16520-1 are capable of sending and receiving of IP packets can be
performed completely regardless of whether the other party has an ICS
user address or an ICS special number, so sending and receiving of IP
frames can be performed in combination with satellite cammmication
with the example in FIG.66 just as with that in FIG.61.

Embodiment-9 (Full-duplex commmication including satellite commumi-
cation path: Part 2):

The present embodiment is another variation of Embodiment-8,
with description being made with reference to FIGs.61 and 66. The
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data providing corporation 16200-1, the satellite transmission
corporation 16300-1, the user 16500-1, etc. are the same; only the
commmication procedures are different. Also, TCP technology full-
duplex commmication will be employed, but FIG.67 only illustrates the
TCP data transfer phase.

The IP terminal 16210-1 of the data providing corporation 16200~
1 obtains "data to be provided" from the database 16220-1 thereof and
sends this to the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 which can be identified by the ICS special number
"4300", using the IP frame transmission functions of the ICS (#1 in
FIG.67, the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1. Next, the IP terminal 16210-1 of the data providing
corporation 16200-1 sends a *transmission notification frame" to the
IP terminal 16501-1 of the user 16500-1(#2). Upon receiving the
"transmission notification packet®, the IP temminal 16501-1 returns a
" transmission consent packet" to the IP terminal 16210-1(#3). When
the IP temminal 16210-1 receives the "transmission consent packet", it
sends a "transmission instruction packet” to the IP terxminal 16310-
1(#4). Vhen the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 receives the "transmission instruction packet®™, it
instructs transmission of the "data to be provided" saved in the
database 16220-1(#5). The satellite transmission equipment 16330-1
emits the "data to be provided®™ as electric wave toward the
camunication satellite 16400-1(first half of #6), the commmication
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satellite 16400-1 amplifies the received "data to be provided" and
emits it(latter half of #6), the satellite receiving equipment 16502-1
receives the "data to be provided" as electric wave, and hands it to
the IP temminal 16501-1. Thus, the IP temminal 16501-1 obtains the
"data to be provided" via the commmication satellite 16400-1, and
sends a "reception confirmation packet" to the IP terminal 16210-1 of .
the data providing corporation 16200-1 providing the "data to be
provided® (#7).

The above-described commmication procedures shall be described
with reference to FIG.68. The sending of an "transmission
notification packet™(i#2), the returning of a "transmission consent
packet™(#3), "data transmission” by satellite commmication (#6), and
the sending of "reception confirmation packet"(#7) in FIG.68
correspond with the sending of an "transmission notification
frame” (#2), the retuming of a "transmission consént packet" (#3),
"data transmission”" by satellite commmication(#6), and the sending of
"reception confirmation packet™(#7) in FIG.67, respectively. From the
above description, in the event that the satellite commmication
corporation 16300-1 and the data providing corporation 16200-1 are
viewed as an integrated commmication function unit (hereafter
referred to as an "integrated commmication entity”), the user 16500-1
in FIG.68 can be considered to be perfomming full-duplex commmication
with the aforementioned integrated commmication entity.
<<Another variation on above embodiment)>

Next, a variation of the above ambodiment wherein only a portion
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of the caommmication procedures has been changed shall be described
with reference to FIGs.61 and 69. The IP terminal 16210-1 of the data
providing corporation 16200-1 sends a "transmission notification
packet” to the IP terminal 16501-1 of the user 16500-1 (#1 in FIG.69:
the same hereafter). Upon receiving the "transmission notification
packst”, the IP terminal 16501-1 returns a "transmission consent
packet” to the IP terminal 16210-1(#2). When the IP terminal 16210-1
receives the "transmission consent packet®, it obtains "data to be
provided” from the database 16220-1 thereof and sends this to the IP
terminal 16310-1 of the satellite transmission corporation 16300-1
which can be identified by the ICS special number "4300"(#3) and
further sends a "transmission instruction packet™ to the IP temminal
16310-1(#4). When the IP terminal 16310-1 of the satellite
transmission corporation 16300-1 receives the "transmission
instruction packet”, it instructs transmission of the "data to be

. provided" saved in the database 16220-1(#5). The subsequent
commmnication procedures are the same as those described above.
<<Another variation on above embodiment>)

In the above two embodiments, TCP technology full-duplex
camumnication is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
the TCP connection ending. phase being amitted from the drawings and
fram the description thereof. In the embodiment to be described now,
UDP commmnication technology described in FIG.62 is applied to a part
or to all, and part or all of the packet sending and receiving using
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the TCP data transfer phase technique is replaced with packet sending
and receiving using the UDP data transfer phase technique.
<<Another variation on above embodiment)>>

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
temminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission eguipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP temminal 16310-2 being provided with an ICS user address "3900°.

Embodiment-10 (Full-duplex commmication including satellite
comumication path: Part 3):

The present embodiment is another variation of Embodiment-8, and
will be described with reference to FIGs.61 and 70. The data
providing corporation 16200-1, the satellite transmitting corporation
16300-1, the user 16500-1 are the same, with only the commmication
procedures being different. The present embodiment performs the full-
duplex commmication of TCP technology, but only the TCP data transfer
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phase is shown in FIG.70.

The IP terminal 16210-1 of the data providing corporation 16200-
1 sends a "plan notification packet" to each of the following: the IP
temminal 16501-1 having an ICS user address “2306", ICS user address
"2400" (16511-1), and ICS user address "2500" (16521-1} (#1 in FIG.70:
the same hereafter). Next, the IP terminal 16210-1 of the data
providing corporation 16200-1 obtains "data to be provided" from the
database 16220-1 thereof and sends this to the TP términal 16310-1 of
the satellite transmission corporation 16300-1 which can be identified
by the ICS special murber "4300", using the IP frame transfer
functions of the ICS(#2). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1, and also instructs transmission of the "data to be provided"
(#3). The satellite transmission equipment 16330-1 emits the "data to
be provided" as electric wave toward the commmication satellite
16400-1(£irst half of #4), the commmication satellite 16400-1
amplifies the received "data to be provided" and emits it(latter half
of #4), the satellite receiving equipment 16502-1 receives the "data
to be provided" as electric wave, and hands it to the IP terminal
16501-1.

Thus, the IP terminal 16501-1 obtains the "data to be provided"
via the commumication satellite 16400-1, and sends an "individual
report packet™ to the IP temminal 16210-1(#5-1). Using the same
commmication procedures, the IP terminal 16511-1 obtains the “data to
be provided”, and sends an "individual report packet” to the IP
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terminal 16210-1(#5-2). The IP terminal 16521-1 also obtains the
"data to be provided”, and sends an "individual report packet” to the
IP terminal 16210-1(#5-3). The IP terminal 16210-1 sends an
“individual inquiry packet" to the IP terminal 16511-1 of the user
16510-1(#6), and the IP temminal 16511-1 returns an "individual reply
packet” to the TP terminal 16210-1{#7).

The above-described commmication procedures will be described
with reference to FIG.71. The sending of the "plan notification
frame"(#1), "data transmission" by satellite commmication(#4), the
sending of “individual report packet”(#5-2), the sending of
"individual inquiry packet"(#6), and the returning of "individual
reply packet™(#7) in FIG.71 correspond with the sending of the "plan
notification packet"(#1), "data transmission" by satellite
camunication(#4), the sending of "individual report frame”(#5-2), the
sending of "individual inquiry frame®(#6), and the returning of
*individual reply frame"(#7) in FIG.70, respectively. From the above

- description, in the event that the satellite commmication corporation

16300-1 and the data providing corporation 16200-1 are viewed as an
integrated communication entity, the user 16500-1 in FIG.67 can be
considered to be perfonming full-duplex commmication with the
aforementioned integrated commmication entity.

| <<Another variation on above embodiment))

In each of the above embodiments, the full-duplex commmication
of TCP technology is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
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TCP comnection ending phase being cmitted from the drawings and from
the description thereof. In the embodiment to be described now, UDP
commmication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique.
<<Another variation on above embodiment)>

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
terminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300", As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP terminal 16310-2 being provided with an ICS user address “"3900".

Embodiment-11 (Full-duplex commmication including satellite
commumication path: Part 4):

The present embodiment is another variation of Embodiment-8, and
will be described with reference to FIGs.61 and 72. The data
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providing corporation 16200-1, the satellite transmission corporation
16300-1, the user 16500-1 are the same, with only the commmication
procedures being different. The present embodiment performs the full-
duplex commmication of TCP technology, but only the TCP data transfer
phase is shown in FIG.72.

The IP terminal 16210-1 of the data providing corporation 16200:
1 obtains "data to be provided" from the database 16220-1 thereof and
sends this to the IP temminal 16310-1 of the satellite transmission
corporation 16300-1 which can be identified by the ICS special number
"4300", using the IP frame transfer functions of the ICS (#1 in
FIG.72: the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1.

Next, the IP terminal 16501-1 of the user 16500-1 sends an
"inquiry packet” to the IP temminal 16310-1 which can be identified
with the ICS user address "4300"(#2). The IP terminal 16310-1 returns
a "reply packet"(#3), the IP terminal 16510-1 receives the "reply
packet", and then sends a “"request packet” to the IP termminal 16310-
1(#4). When the IP terminal 16310-1 receives the "request packet", it
instructs satellite transmission equipment of the “data to be
provided” saved in the database 16300-1(#5). The satellite
transmission equipment 16330-1 emits the "data to be provided" as
electric wave toward the comumication satellite 16400-1 (first half
of #6), the commmication satellite 16400-1 amplifies the received
"data to be provided" and emits it (latter half of #6), the satellite
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receiving equipment 16502-1 receives the "data to be provided" as
electric wave, and hands it to the IP terminal 16501-1. Thus, the IP
terminal 16501-1 obtains the "data to be provided® via the commmi-
cation satellite 16400-1, and sends a "reception confirmation packet®
to the IP terminal 16310-1 of the data providing corporation 16200-1
providing the "data to be provided" (#7). In the above procedures, #1,
#2, #3, #4 and #7 use the above-described TCP cammmication technology,
and the TCP data tramsfer phases alone are shown and described. Next,
the procedures #8, #9, #10, #11, #12 and #13 shown in FIG.72 are
almost the same as the above .pcr:ocedures, the difference in this
example being that instead of the user 16500-1, the IP terminal 16501-
1, and the satellite receiving equipment 16502-1, another corporation
16510-1, IP terminal 16511-1, and satellite receiving eguipment 16512-
1 are used.

The above-described commmication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet”(i#2), the
returning of a "reply packet"(#3), the sending of a "request
packet”(#4), "data transmission®” by satellite commmication(#7), and
the sending of "reception confirmation packet”(#8) in FIG.64
correspond with the sending of an "inquiry packet®(#2), the returning
of a "reply packet"(#3), the sending of a "request packet"(#4), "data
transmission® by satellite commmication({#7), and the sending
"reception confirmation packet"(#8) in FIG.72, respectively. From the
above description, in the event that the satellite commumnication
corporation 16300-1 and the data providing corporation 16200-1 are
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viewed as an integrated commumication entity, the user 16500-1 in
FIG.64 can be considered to be performming full-duplex communication
with the aforementioned integrated commmication entity.

<<Another variation on above embodiment)>

In the above two embodiments, the full-duplex commumication of
TCP technology is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
TCP connection ending phase being amitted from the drawings and from
the description thereof. In the embodiment to be described now, UDP
comumication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique. |
<<Another variation on above enbodiment»

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
terminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the
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satellite transmission corporation are each outside of the ICS 16000-2,
the IP terminal 16310-2 being provided with an ICS user address "3900",

Enbodiment-12 (Full-duplex communication including satellite
communication path: Part 5): _

The present embodiment performs a type of full-duplex
commmication by carbining a satellite transmission function and an IP
commumication function. A major difference between the present .
embodiment and Embodiment-8 is the fact that the satellite receiving
equipment is within the access control apparatus in the present
embodiment.

Description will be made with reference to FIG.73. The present
erbodiment is camprised of: an ICS 16000-3; access control apparatuses
16100-3, 16110-3 and 16120-3; satellite reception equipments 16102-3,
16112-3 and 16122-3; a data providing corporation 16200-3; an IP
terminal 16210-3 of the data providing corporation; a satellite
transmission corporation 16300-3; an IP terminal 16310-3 of the
satellite transmission corporation; a database 16320-3 of the
satellite transmission corporation; a satellite transmission equipment
16330-3 of the satellite transmission corporation; a commmication
satellite 16400-3; users 16500-3, 16510-3 and 16520-3; IP texminals
16501-3, 16511-3 and 16521-3 of each user; satellite alrwaves
comimication lines 16600-3, 16610-3, 16620-3 and 16630-3; and user
logic commmnication lines 16710-3, 16720-3, 16730-3 and 16740-3. The
IP terminals 16210-3, 16501-3, 16511-3 and 16521-3 each have ICS user
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addresses "3000", "2300", "2400" and "2500", and are respectively
connected to the access control apparatuses 16100-3, 16120-3, 16120-3
and 16110-3, via user logic cammmication lines. The IP terminal
16310-3 can be classified as an ICS network server, having an ICS
special nunber "4300", and connected to the access control apparatus
16100-3 via the ICS network commmications line within the ICS 16000-3.
Electric wave transmitted fram the satellite transmitter 16330-3
transfers information via the satellite electric wave cammmication
path 16600-3, the electric wave is received by satellite receivers
16112-3 and 16122-3.
<< Example of cammmication procedures >>

The commmication procedures according to the present embodiment
will be made with reference to FIG.73and 74. In the following
procedures, the aforementioned full-duplex commmication of TCP
technology is employed except for the cases of transmission
instruction to satellite transmission equipment (#5 and #12 in FIG.74)
and "data transmission" using electric wave from the satellite
transmission equipment (#6 and #13 in FIG.74), however, only the TCP
data transfer phase is shown in FIG.74.

The IP terminal 16210-3 of the data providing corporation 16200~
3 obtains "data to be provided" from the database 16220-3 thereof and
sends this to the IP terminal 16310-3 of the satellite transmission
corporation 16300-3 which can be identified by the ICS special number
"4300", using the IP packet transfer function of the ICS (#1 in FIG.74,
the same hereafter). The satellite transmission corporation 16300-3
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stores the received "data to be provided" in its database 16320-3.
The IP terminal 16501-3 of the user 16500-3 sends an "inquiry packet™
to the IP terminal 16310-3 which can be identified with the ICS user
address "4300"(#2). The IP temminal 16310-3 returns a "reply
packet®(#3), the IP temminal 16501-3 receives the "reply packet®, and
then sends a "request packet" to the IP temminal 16310-3 (#4). When
the IP termminal 16310-3 receives the "reguest packet", it converts the
"data to be provided” saved in the database 16320-3 into ICS packet
format and instructs transmission thereof(#5). Here, the data portion
of the ICS packet is the "data to be provided”, and the destination
ICS user address is address "2300" of the IP terminal 16501-3. The
satellite transmission equirment 16330-3 emits the ICS packet
including "data to be provided” as electric wave toward the
communication satellite 16400-3 (first half of #6), the commmication
satellite 16400-3 amplifies the received "data to be provided" and
emits it (latter half of #6), the satellite receiving equipments
16502-3, 16112-3 and 16122-3 each receive the ICS frame including the
"data to be provided" as electric wave, each check the destination of
the "data to be provided”, and since the destination of the “data to

* be provided" is IP terminal 16501-3, the access control apparatus

16122-3 returns the "data to be provided”, to the ICS user frame
format, and sends it to the IP terminal 16501-3(#7). Upon receiving
the "data to be provided®, the IP terminal 16501-3 sends a "reception
confimation packet™ to the IP terminal 16310-3(#8). In the above
procedures, #1, #2, #3, #4, #7 and #8 use the above-described TCP
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comumnication technology, and the TCP data transfer phase alone is
shown and described.

Next, the procedures #9, #10, #11, #12, #13, #14 and #15 shown
in FIG.74 are almost the same as the above procedures, the difference
in this example being that instead of the user 16500-3, the IP
terminal 16501-3, and the satellite receiving equipment 16502-3,
another company 16510-3, IP terminal 16511-3, and satellite receiving
équipnent 16512-3 are used, and the present embodiment is capable of
transferring "data to be provided® to a plurality of users.

The above-described coamumication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet™(#2), the
returning of a "reply packet”"(#3), the sending of a "request
packet™{#4), "data transmission" by satellite commmication(#7), and
the sending of "reception confirmmation packet" in FIG.64 correspond
with the sending of an "inquiry packet®(#2), the returning of a "reply
packet® (#3), the sending of a "request packet"(#4), "data
transmission" by satellite catﬁnmication(#?), and the sending of
"reception confirmation packet™(#8) in FIG.74, respectively. From the
above description, in the event that the satellite commmication

- corporation 16300-3 and the data providing corporation 16200-3 are

viewed as an "integrated commmication entity, the user in FIG.64 can
be considered to be performing full-duplex commmication with the
aforementioned integrated commumication entity.
<<Another variation on above embodiment))

In the above two embodiments, the full-duplex communication of
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TCP technology is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
TCP comnection ending phase being amitted from the drawings and from
the description thereof. In the embodiment to be described now, UDP
communication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique.
' <<Bnother variation on above embodimentd>

Another version will be described with reference to FIG.75. In
FIG.73, the satellite transmission corporation 16300-3, the IP
terminal 16310-3 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission eguirment 16330-3 of the satellite transmission
corporation are each inside the ICS 16000-3, the IP terminal 16310-3
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.75, the satellite transmission corporation
16300~-4, the IP terminal 16310-4 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-4 of the
satellite transmission corporation are each ocutside of the ICS 16000-4,
the IP terminal 16310-4 being provided with an ICS user address "3900".

Embodiment-~13 (Control of receiving priority degree):
In the control field of the TP packet shown in FIG.3, there is a
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trapsmitting IP address and a destination IP address in addition to
the "protocol type';, and in the TCP packet shown in FIG.76 and the UDP
frame shown in FIG.77 there are defined a sender’'s port number and an
intended receiver's port number, respectively. The 48 bits of data
consisting of the IP address (32 bits) and the port number (16 bits)
laid out is called a socket number. That is, socket number = IP
address llport number. In the present embodiment, the following terms
shall be used: sender’s socket mmber = sender’s IP address ||sender's
port mumber; intended receiver’'s socket number = intended receiver’s
IP address |l intended receiver’s port number. The present embodiment
is an example of controlling the degree of priority of the ICS user
frame which is obtained by reaching the access control apparatus f£rom
the ICS network commumication line and being reversely ICS-
encapsulated here, this controlling the degree of priority being
performed using the "protocol type" which is displayed in the ICS user
frame, and the socket number thereof.

As shown in FIGs.78 and 79, an ICS 17000-1 includes access
control apparatuses 17100-1, 17110-1, 17120-1, 17130-1, 17140-1,
17150-1 and 17160-1, and the access control apparatus 17100-1 includes
. a line unit 17111-1, a processing device 17112-1 and a conversion
table 17113-1. Blocks 17200-1, 17210-1, 17220-1, 17230-1, 17240-1,
17250-1, 17260-1, 17270-i and 17280-1 are each corporation LANs, and
are each connected to the ICS 17000-1 via the respective gateways
17201-1, 17211-1, 17221-1, 17231-1, 17241-1, 17251-1, 17261-1, 17271-1
and 17281-1. Each LAN has 2 to 3 temminals having functions for
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sending IP user packet, wherein the ICS user addresses are: for within
LAN 17200-1, "2600" and "2610"; for within LAN 17200-1, "2600" and
"2610%; for within LAN 17210-1, "1230" and "1240"; for within LaN
17220-1, "2700", "2710", and "2720"; for within LAN 17230-1, "2800"
and "2810"; for within LAN 17240-1, "1200" and "1210"; for within LAN
17250-1, "1200" and "1210"; for within LAN 17260-1, "2200® and ®“2210";
for within LAN 17270-1, "2300™ and "2310"; and for within LAN 17280-1,
#2400 and "2410". Further, blocks 17291-1 and 17292-1 are each
terminals which have functions of sending and receiving IP user
packets, respectively having ICS user addresses "2500" and "1250",
being connected to ICS 17000-1.
<<Conversion table)>>

The conversion table 17113-1 within the access control apparatus
17100-1 shall be described with reference to FIGs.80 and 8l1. The
function of the conversion table as the same as those in the other
embodiments, and the present invention is characterized in that the
portion table, named "degree of priority of reception” code, degree of
priority of protocol, degree of priority of TCP socket, and degree of
priority of UDP socket, which are components of the conversion table
. 17113-1 are used for controlling the degree of priority. In the event
that the transmitting ICS network address of the conversion table is
"7821", the "degree of priority of reception® code is stipulated to be
*pr-7821". That is, the "degree of priority of reception” code is
made to be a parameter which is dependent on the ICS network address
provided to the ICS user logic temminal sent from the access control
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apparatus after the ICS reverse encapsulation. Locking at the other
portion table of the conversion table 17113-1, e.g., in regard to "pr-
7821", the degree of priority of protocol is described as being "p-1-,
the degree of priority of TCP socket as "t-1", and the degree of
priority of UDP socket as "NULL®. Here, "NULL" indicates
"unspecified”. The degree of priority of protocol "p-1" dictates that
the degree of priority of is, in descending order, "TCP", "UDP",
"ICPM" and "IGPM".

Looking at even other portion table with regard to the degree of
priority of TCP socket "t-1", the dictated order of degree of priority
of is, in descending order, "sk-1" and "sk-7". Looking at even other
portion table with regard to the degree of priority of UDP socket ™u-
1", the dictated order of degree of priority is, in descending order,
"sk~3" and "sk~8". Further, in the contents of the socket code "sk-1"
which is written in another poftion table, "To" indicates the intended
receiver’'s socket number, and indicates that the intended receiver's
IP address is "2100" and that the intended receiver’s port mumber is
®30", and in the same manner, in the contents of the socket code "sk-
2", "From” indicates the sender’'s socket number, and indicates that
+ the sender’s IP address is "1240™ and that the sender’s port number is
32",
<<Individual description of ICS packet)>)

The ICS network frame NFO1l is sent out from the terminal 17291-1
with the ICS user address "2500", and then is ICS-encapsulated at the
access control apparatus 17110-1 with a transmitting ICS network
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address "7200" and a receiving ICS network address "7821", then is
transferred within the ICS 17000-1 and reaches the access control
apparatus 17100-1, where it is reversely ICS-encapsulated to become an
ICS user frame UF0l, and reaches the terminal with the ICS user
address "2100" via the user logic commmication line 17821-1. The
"protocol type" of the control field of the user packet UFOLl which is
within the ICS network packet NFOl is TCP, and the "intended
receiver’s port mumber” of the TCP packet is "30" in the example.

In the following, beginning with a packet NF02, brief description
will be made in the order of NF03, NF04, NFO5, NF06, NF07, NF08, NF09,
NF10 and NF11l, as shown in FIG.78.

A frame NF02 is sent out from a terminal with the ICS user
address "2600", and then is ICS-encapsulated at with a transmitting
ICS network address "7300" and a receiving ICS network address "7821",
then is transferred within the ICS and is reversely ICS-encapsulated
to became a frame UF02, and reaches the terminal with the ICS user
address "2110" via the user logic commmication line 17821-1. The
"protocol type" of the packet UF02 is TCP, and the "intended
receiver’'s port number" of the TCP packet is "30", in this example.

A frame NFO3 is sent out from a terminal with the ICS user
address "1230", and then is ICS-encapsulated at with a transmitting
ICS network address "7400" and a receiving ICS network address "7822°,
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF03, and reaches the terminal with the ICS user
address "1200" via the user logic commmication line 17822-1. The
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"protocol type" of the packet UF03 is TCP, and the "intended
receiver’s port number” of the TCP packet is "30", in this example.

A frame NF02 is sent out fram a teminal with the ICS user
address "1240", and then is ICS-encapsulated at with a transmitting
ICS network address "7400" and a receiving ICS network address "7822",
then is transferred within the ICS and is reversely ICS-encapsulated
to became a packet UF04, and reaches the terminal with the ICS user
address "1210" via the user logic commmication line 17822-1. The
"protocol type®™ of the packet UF04 is TCP, and the "intended
receiver’s port number" of the TCP packet is "32", in this example.

A frame NFO5 is sent out from a temminal with the ICS user
address "1250", and then is ICS-encapsulated at with a transmitting
ICS network address "7500" and a receiving ICS network address "7822",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF05, and reaches the terminal with the ICS usex
address "1220" via the user logic commmication line 17822-2. The
"protocol type"™ of the packet UF05 is TCP, and the "intended
receiver's port number® thereof is "32", in this example.

A frame NF06 is sent out from a terminal with the ICS user
. address "2610", and then is ICS-encapsulated at with a transmitting
ICS network address "7300" and a receiving ICS network address "7823",
then is transferred within the ICS and is reversely ICS-encapsulated
to became a packet UF06, and reaches the terminal with the ICS user
address "2200" via the user logic commmication line 17823-1. The
"protocol type" of the packet UF06 is UDP, and the "intended
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receiver’'s port number® of the TCP packet is "40", in this example.

A frame NF07 is sent out from a temminal with the ICS user
address "2700", and then is ICS-encapsulated at with a transmitting
ICS network address "7600" and a receiving ICS network address "7823",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF07, and reaches the terminal with the ICS user
address "2210" via the user logic communication line 17823-1. The
"protocol type" of the packet UF07 is UDP, and the "intended
receiver’s port number” thereof is "40", in this example.

A packet NF08 is sent out from a temminal with the ICS user
address "2710", and then is ICS-encapsulated at with a transmitting
ICS network address "7600" and a receiving ICS network address "7824°,
then is transferred within the ICS and is reversely ICS-encapsulated
to became a packet UF08, and reaches the terminal with the ICS usexr
address "2300" via the user logic commmication line 17824-1. The
"protocol type" of the packet UF08 is UDP, and the “intended
receiver’s port number” thereof is "40", in this example.

A packet NF09 is sent out from a terminal with the ICS user
address "2800", and then is ICS-encapsulated at with a transmitting
- ICS network address "7700" and a receiving ICS network address "7824",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF(09, and reaches the terminal with the ICS user
address "2310" via the user logic commmication line 17824-1. The
"protocol type" of the packet UF09 is UDP, and the "intended
receiver’s port mumber" thereof is "42", in this example.
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A packet NF10 is sent out from a terminal with the ICS user
address "2720", and then is ICS-encapsulated at with a transmitting
ICS network address "7600" and a receiving ICS network address "7825%,
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UFl0, and reaches the terminal with the ICS user
address "2400" via the user logic commmication line 17825-1. The
"protocol type®™ of the packst UF10 is TCP, and the “intended
receiver’s port number” thereof is "60", in this example.

A frame NF11 is sent out from a terminal with the ICS user
address "2810", and then is ICS-encapsulated at with a transmitting
ICS network address "7700" and a receiving ICS network address "7825",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UFll, and reaches the terminal with the ICS user
address "2410" via the user logic commmication line 17825-1. The
"protocol type"” of the packet UFll is UDP, and the "intended
receiver’s port number" thereof is "70", in this example.
<<Example 1 for determining the degree of priority))

'Ihemamgrinwhichthe degree of priority is determined will be
described with reference to the flowchart in FIG.82. The access
- control apparatus 17100-1 receives the ICS network packets NFO1l and
NF02 from the ICS network commmication line almost at the same time
(Step S1000), and reversely ICS-encapsulates each to obtain ICS user
packets UF01 and UF02(Step S1010). From the conversion table 17113-1
it can be known that the receiving ICS network address of the ICS
logic temminal sending these ICS user packets is "7821" for both, i.e.,
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that there is a match(Step $1020). The "degree of priority of
reception® code for both ICS network packets NFO1 and NFO2 is "pr-
7821", and then according to portion table of the conversion table
17113-1, the degree of priority of protocol for "pr-7821" is specified
as being "p-1", the degree of priority of TCP socket as "t-1", and the
degree of priority of UDP socket as "NULL". Further, locking at even
other portion table comprising the conversion table 17113-1, the
degree of priority of protocol "p-1" dictates that the degree of
priority of is, in descending order, TCP, UDP, ICPM and IGPM, and with
regard to the degree of priority of TCP socket "t-1", the dictated
order of degree of priority of is, in descending order, "sk~1" and
"sk-7", and the contents of the socket code "sk-1" indicate that the
IP address comprising the intended receiver’s socket number is "2100"
and that the intended receivér's port number thereof is "30". The
protocol type indicated within the ICS network packet NFOl is ™ICP",
the intended receiver’'s ID address is "2100", and the intended
receiver’s port number is "30". On the other hand, the protocol type
indicated within the ICS network packet NF02 is "TCP", the intended
receiver’s ID address is "2110", and the intended receiver’s port

- number is "30". In the present embodiment, it can be understood that
it is the ICS network packet NFO1l that has the protocol type and
intended receiver's socket number that matches with the
specifications of the aforementioned socket code "sk-1". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF01l(Step S1030). Next, this ICS
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network packet NFOl is sent out to the user logic terminal via the ICS
logic terminal (Step S1040).
<<Example 2 for determining the degree of priority>>

The access control apparatus 17100-1 receives the ICS network
frames NF03, NF04 and NF05 from the ICS network commmication line
almost at the same time(Step S1000), and reversely ICS-encapsulates
each to obtain ICS user packets UF03, NFO4 and UFO5(Step S1010). From
the conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic temminal sending these ICS user
packets is "7822" for all, i.e., that there is a match (Step S1020).
The "degree of priority of reception” code for all of the ICS network
packets NF03, NF04 and NFO5 is "pr-7822", the degree of priority of
protocol thereof is specified as being "P-1", the degree of priority
of TCP socket as "t-2", and the degree of priority of UDP socket as
"NULL"®. The contents of the degree of priority of protocol "p-1"
dictates that TCP has the highest degree of priority, and with regard
to the degree of priority of TCP socket "t-2°, "sk-2" has the highest
degree of priority, and the contents of the socket code "sk-2"
indicate that the IP address comprising the sender’s socket number is
"2100" and that the sender's port number thereof is "30". The
protocol type indicated within the ICS network packet NFO3 is "TCP",
the sender’s ID address is "1230", and the sender’s port mmber is
"30". The protocol type indicated within the ICS network packet NF04
is "TCP", the sender’s ID address is "1240", and the sender’s port
number is "32". Also, the protocol type indicated within the ICS



146

network packet NF05 is "TCP", the sender’s ID address is "1250", and
the sender’s port number is "32". In the present enmbodiment, it can
be understood that it is the ICS network packet NF04 that has the
protocol type and the intended receiver's socket number that matches
with the specifications of the aforementioned socket code "sk-2".
Based on the above procedures, it is determined that the ICS network
packet to be sent out with higher priority is NF04 (Step S1030). Next,
this ICS network packet NFO4 is sent out to the user logic terminal
via the ICS logic terminal (Step S1040).
{<Example 3 for determining the degree of priority>>

The access control apparatus 17100-1 receives the ICS network
packets NF06 and NFO7 from the ICS network commmication line almost
at the same time (Step S1000), and reversely ICS-encapsulates each to
obtain ICS user packets UF06 and UF07 (Step S1010). From the
conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic temminal sending these ICS user
packets is "7823" for both, i.e., that there is a match (Step S1020).
The "degree of priority of reception® code for both ICS network
packets NF06 and NF0O7 is "pr-7823", and the degree of priority of
- protocol is specified as being "p-2", the degree of priority of TCP
socket as "NULL", and the degree of priority of UDP socket as "u-1".
Further, looking at even other portion table comprising the conversion
table 17113-1, the degree of priority of protocol "p-2" dictates that
the degree of priority is, in descending order, UDP, TCP, ICPM and
IGPM, and with regard to the degree of priority of UDP socket "u-1",
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the dictated order of degree of priority is, in descending order, "sk-
3" and "sk-8", and the contents of the socket code "sk-3" indicate
that the IP address comprising the intended receiver’s socket number
is "2200" and that the intended receiver’s port number thereof is "40”.
The protocol type indicated within the ICS network packet NF06 is
*"UDP", the intended receiver's ID address is "2200", and the intended
receiver's port number is "40". On the other hand, the protocol type
indicated within the ICS network packet NFO7 is "UDP", the intended
receiver’s ID address is "2110", and the intended receiver's port
muber is "40". In the present embodiment, it can be understood that
it is the ICS network packet NFO6 that has the protocol type and the
intended receiver’s socket number that matches with the specifications
of the aforementioned socket code "sk-3". Based on the above
procedures, it is determined that the ICS network packet to be sent
out with higher priority is NF06 (Step S1030). Next, this ICS network
packet NF06 is sent out to the user logic terminal via the ICS logic
terminal (Step S1040).
<<Example 4 for determining the degree of priority>>

The access control apparatus 17100-1 receives the ICS network
- packets NF08 and NF09 from the ICS network commmication line almost
at the same time (Step S1000), and reversely ICS-encapsulates each to
' obtain ICS user packets UF08 and UF09 (Step S1010). From the
conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic terminal sending these ICS user
packets is "7824" for both, i.e., that there is a match (Step S1020).
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The "degree of priority of reception" code for both ICS network
packets NFO8 and NF09 is "pr-7824", and the degree of priority of
protocol is specified as being "p-2", the degree of priority of TCP
socket as "NULL", and the degree of priority of UDP socket as "u-2”".
The degree of priority of ﬁrotocol "p-2" dictates that socket code
"sk-4" has the highest priority, and the contents of the socket signal
"sk-4" indicate that the IP address camprising the sender's socket
mmber is 2710" and that the sender’s port mumber thereof is "40% .
The protocol type indicated within the ICS network packet NFO8 is
"UDP", the sender’'s ID address is "2710", and the sender's port number
is "40". On the other hand, the protocol type indicated within the
ICS network packet NFQ9 is "UDP", the sender’s ID address is "2800",
and the sender’s port number is "42". In the present embodiment, it
can be understood that it is the ICS network packet NFO8 that has the
protocol type and the sender’s socket number that matches with the
specifications of the aforementioned socket code "sk-4". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF08 (Step S1030). Next, this ICS
network packet NF08 is sent ocut to the user logic terminal via the ICS
- logic terminal (Step S1040).
<<Example 5 for determining the degree of priority)>>

The access control apparatus 17100-1 receives the ICS network
frames NF10 and NF1l from the ICS network commmication line almost at
the same time (Step S1000), and reversely ICS-encapsulates each to
obtain ICS user packets UF10 and UF1l (Step S1010)}. From the
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conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic terminal sending these ICS user
packets is "7825" for both, i.e., that there is a match (Step S1020).
The "degree of priority of reception" code for both ICS network
packets NF10 and NF1l is "pr-7825", and the degree of priority of
protocol is specified as being "p-1", the degree of priority of TCP
socket as "t-3", and the degree of priority of UDP socket as "u-3".
The degree of priority of protocol "p-1" dictates that the degree of
priority of TCP is higher than that of UDP. The protocol type
indicated in the ICS network packet NF10 is "™TCP", and the protocol
type indicated in the ICS network packet NF10 is "UDP". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF10 (Step S1030). Next, this ICS
network packet NF10 is sent out to the user logic terminal via the ICS
logic terminal (Step $1040).

Embodiment-14 (Control of transmitting priority degree):

Description will now be made regarding and embodiment wherein
user IP packets arriving fram outside the ICS are ICS-encapsuiated
with the access control apparatus, and then the order of sending out
onto the ICS network commmication line is decided.
<<{Configuration>>

As shown in FIG.83, an CS 17000-2 includes access control
apparatuses 17100-2 through 17190-2, and the access control apparatus
17100-2 includes a line unit 17111-2, a processing device 17112-2 and
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a conversion table 17113-2. Blocks 17240-2 through 17280-2 are
corporate LANs which are each connected to the ICS 17000-2 via the ICS
user logic cammmication line. Each of the LANs includes a plurality
of IP terminals and blocks 17401-2 and 17411-2 are both IP terminals.
<<Conversion table>> |

The functions of the conversion table 17113-2 shown in FIGs.84
and 85 are the same as those in the other embodiments, and the present
invention is characterized in that the portion table, named “degree of
priority of reception” code, degree of priority of protocol, degree of
priority of TCP socket, and degree of priority of UDP socket, which
are camponents of the conversion table 17113-2 are used for
controlling the degree of priority. In the event that the
transmitting ICS network address of the conversion table is "7821",
the "transmitting priority degree" code is stipulated to be "ps-7821°.
That is, the "receiving priority degree" code is made to be a
parameter which is dependent on the ICS network address provided to
the ICS user logic terminal sent from the access control apparatus
after the ICS reverse encapsulation. Looking at the other portion
table of the conversion table 17113-1, e.g., in regard to "ps-7821",
- the degree of priority of protocol is described as being "p-21", the
degree of priority of TCP socket as "t-21", and the degree of priority
of UDP socket as "NULL". The method of describing the degree of
priority of protocol, the degree of priority of TCP socket, and the
degree of priority of UDP socket, etc. is the same as that of
Erbodiment-13.
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<<Example 1 for determining the degree of priority>>

The manner in which the degree of priority is determined will be
described with reference to the flowchart in FIG.86. The access
control apparatus 17100-2 receives the ICS user packets FOl and F02
from the ICS network commmication line almost at the same time, and
obtains the ICS network address appropriated to the ICS logic teminal
(Step S2700). Next, the procedures for control of transmitting
priority degree are as follows. The "transmitting priority degree”
code for both ICS user packets FO1 and F02 is “"ps-7821", and then
according to portion table of the comversion table 17113-2, the degree
of priority of protocol for "ps-7821" is specified as being "p-217,
the degree of priority of TCP socket as "t-21", and the degree of
priority of UDP socket as "NULL". Further, looking at other portion
table comprising the conversion table 17113-2, the degree of priority
of protocol "p-21" dictates that the degree of priority is, in
descending order, TCP, UDP, ICPM, and IGPM, and with regard to the
degree of priority of TCP socket "t-21%, the dictated order of degree
of priority of is, in descending order, "sk-21" and "“sk-27", and the
contents of the socket signal "sk-21" indicate that the IP address
. camprising the sender’s socket ounber is "2100" and that the sender's
port number thereof is "30". The protocol type indicated within the
ICS user packet FOl is "TCP", the sender’s ID address is "2100", and
the sender’'s port number is "30". On the other hand, the protocol
type indicated within the ICS network packet F02 is "TCP", the
sender's ID address is "2110", and the sender's port mumber is "30".
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In the present embodiment, it can be understood that it is the ICS
network packet FO1 that has the protocol type and the intended
receiver’s socket number that matches with the specifications of the
aforementioned socket code “"sk-21". Based on the above procedures, it
is determined that the ICS user packst to be sent ocut with higher
priority is FO1 (Step $2710).

Next, the system checks whether or not the ICS network address
"7721" provided to the logic terminal which received the ICS user
packet FOl is registered on the conversion table 17113-2 with the
request identification as virtual dedicated line comnection "3" (Step
S2720). The subsequent steps are the same as the steps S2730 through
82770 described with the cother embodiments, and at the end ICS
encapsulation is performed (Step S2780), and the ICS network packet
NFOl1l is sent into the ICS 17000-2 with priority (Step S2790).
<< Another example for determining the degree of priority >>

Regarding example 2 for determining the degree of priority
wherein the access control apparatus 17100-2 receiwves the ICS user
packets FO3, F04 and FO5 from the ICS logic terminal of the line
portion 17111-2 provided with ICS network address *7822" almost at the
- same time; example 3 for detemmining the degree of priority wherein
the access control apparatus 17100-2 receives the ICS user packets F06
-and F07 from the ICS logic terminal of the line portion 17111-2
provided with ICS network address "7823" almost at the same time;
example 4 for detemining the degree of priority wherein the access
control apparatus 17100-2 receives the ICS user packets FO8 and F09
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from the ICS logic terminal of the line portion 17111-2 provided with
ICS network address "7824" almost at the same time; and example 5 for
determining the degree of pricrity wherein the access control
apparatus 17100-2 receives the ICS user packets F10 and Fl1 from the
ICS logic terminal of the line portion 17111-2 provided with ICS
network address "7823" almost at the same time: the method for
determining the degree of priority is the same as example 1 for
determining the degree of pricrity, as shown in the portion table
comprising the conversion table 17113-2, and description thereof will
be cmitted.

Frbodiment-15 (Maltiple commumication}):

The description of the present embodiment will be made with
reference to FIG.85 through FIG.87. An ICS 18000-1 includes access
control apparatuses 18140-1, 18141-1, 18142-1, 18143-1 and 18144-1, a
conversion table within the access control apparatus 18140-1 being
18195-1 and the conversion table within the access control apparatus
18141-1 being 18196~1. The conversion table 18195-1, as with the
conversion table 6013-1, contains specified values "1%, "2", "3" and
*4" for request identification, and correspondingly, intra-corporation
commmication, inter-corporation commmication, virtual dedicated line
connection, and ICS network server connection can be made within a
single access control apparatus. The conversion table 18196-1,
contains only the specified value *3" for request identification,
enabling virtual dedicated line comnection. The ICS network server
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18160-1 is connected to the access control apparatus 18140-1 via an
ICS network commmication line. A block 18184-1 is an FR network or
an ATM network; in the event that 18184-1 is an FR network.

LANs 18110-1 and 18130-1 are each connected with access control
apparatuses 18140-1 and 18142-1 via an ICS user logic conmmmication
line. The gateways 18171-1 and 18172-1 are connected to the access
control apparatus 18140-1 or 18141-1, via an ICS user logic
comunication line. LAN 18120-1 includes a plurality of IP terminals,
18121-1, 18122-1 and 18123-1. Now, the term "IP terminal” refers to a
temingl which has the functions of sending and receiving IP user
rackets. The TP terminals 18150-1 and 18151-1 are each via access
control apparatuses 18143-1, 18144-1, and an ICS user logic
comumication line. The ICS network commmication line 18191-1
connects the conversion unit 18181-1 with the access control apparatus
18141-1, and the ICS network commmication line 18192-1 connects the
conversion unit 18182-1 with the access control apparatus 18141-2.

ICS user packet sent from the LAN 18120-1 or LAN 18110-1 is,
upon arrival to the access control apparatus 18140-1, ICS-encapsulated
in order to receive one of the commmication services of intra-

- corporation commmication, inter-corporation commmication, virtual
dedicated line comnection, or ICS network server connection, following
control of the request identification values "1", "2", "3" or "4"
listed in the conversion table 18195-1. Also, an ICS user packet sent
from the gateway 18172—1, upon arrival to the access control apparatus
18140-1, is ICS-encapsulated in order to receive virtual dedicated
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line commmication service £illing the control of the request
identification "3" listed on the conversion table 18196-1, passes
through the conversion unit 18181-1 via the ICS network commumication
line 18191-1, further passes through the FR network or ATM network
18184-1, passes through the conversion unit 18182-1, passes through
the ICS network commmication line 18192-1, and is delivered to the
access control apparatus 18142-1. For the FR network or ATM network
18184-1 here, fixed comnection with the other party (PVC) which is a
known art is used as the function of the FR network or ATM network.
Thus, according to the above-described procedures, transfer of ICS
user packets is realized.
<<Paa:tiai change to above embodiment: variationd>)>

Description will be made with reference to FIG.90. As with ICS
18000-1, ICS 18000-2 also include multiple access control apparatuses,
and are connected with LANs and IP temminals through the access
control apparatuses. The FR network or ATM network 18184-1 in FIG.87
is replaced with FR network or ATM network 18200-1; the access control
apparatus 18141-1, the conversion unit 18181-1, and the ICS network
commmnication line 18191-1 are replaced with PVC interface conversion

- unit 18210-2; the access control apparatus 18142-1, the conversion

unit 18182-1, and the ICS network commumnication line 18192-1 are
replaced with PVC interface conversion unit 18220-2; and further, the
gateways 18171-1 and 18172-1 are replaced with a gateway 18230-2. Now,
in the event that a block 18200-2 is an FR netwark, the PVC interface
conversion units 18210-2 and 18220-2 are functions for converting the
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ICS user packet into the FR packet format, and reverse-converting
thereof. In the event that 18200-2 is an ATM network, the PVC
interface conversion units 18210-2 and 18220-2 are functions for
converting the ICS user packet into the ATM frame format, and reverse-
converting thereof. Th:ansferofICSusepadétaccordingtothis
variation is realized by using the functions of fixed comnection with
the other party (PVC) by the FR network or ATM network.

Embodiment-16 (Operation of ICS):

Description will be made with reference to FIGs.91 and 92. The
ICS 19000-1 includes: VAN 19010-1, VAN 19020-1, access control
apparatuses 19300-1, 19310-1, 19320-1 and 19330-1, relay devices
19400-1, 19410-1, 19420-1 and 19430-1, inter-VAN gateway 19490-1, and
server devices 19500-1, 19510-1, 19520-1, 19530-1 and 19540-1. Each
server is provided with an ICS network address, and has a plurality of
ICS network servers therein. These plurality of ICS network servers
are distinguished by port numbers used with TCP commmication protocol
or UDP communication protocol. The access control apparatuses 19300-1,
19310-1, 19320-1 and 19330-1 each include conversion tables 19301-1,
. 19311-1, 19311-1 and 19311-1, each includes conversion table sexrvers
19731-1, 19732-1, 19733-1 and 19734-1, and also includes domain name
servers 19741-1, 19742-1, 19743-1 and 19744-1, and also includes
resource administration servers 19751-1, 19752-1, 19753-1 and 19754-~1,
the relay device 19400-1 includes a path information server 19761-1
and resource administration server 19755-1, the relay device 19410-1
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inclxdes a path information server 19762-1, the relay device 19420-1
includes a path information server 19763-1, the relay device 19430-1
includes a path information server 19764-1, the server device 19500-1
includes a user service server 19711-1 and ICS authority server 19721-
1, the server device 19510-1 includes a governing resource
administration server 19750-1 and governing resource administration
server 19760-1, the server device 19520-1 includes a user service
server 19712-1 and ICS authority server 19722-1, the server device
19530-1 includes an ICS network server 19980-1 which has an ICS user
address "1200" and performs electronic library services, and an ICS
network server 19981-1 which has an ICS user address ®1300" and
performs travel information services, the server device 19540-1
includes a governing resource administration server 19720-1, governing
domain name server 19740-1, governing conversion table server 19730-1,
and governing user service server 19710-1.

The above-described access control apparatuses, relay device,
server devices, and VAN gateways are connected by the ICS network
commmication lines 19040-1, 19041-1, 19042-1 and 19043-1, so as to be
able to exchange information one with another using ICS network
- commumnication functions. The server devices are formed by, e.g.,
giving the ICS network commmication function to a computer, with
progransnmningﬂ:eminforrealizingservérﬁmctions.

A block 19110-1 is an FR network, and the conversion umits
19111-1 and 19112-1 are for performing interface conversion with the
comsmication lines of the FR exchange network and the ICS
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comumication lines transferring ICS network packets. Also, a block
19900-1 is an ATM network, and the conversion units 19901-1 and 19902-
1 are for performing interface conversion with the cammmication lines
of the ATM exchange network and the ICS commmication lines
transferring ICS network packets.

In the embodiment, comnected outside of the ICS 19000 are LANs
19600-1, 19601-1, 19602-1, 19603-1, 15604-1 and 19605-1, and IP
terminals 19606-1 and 19607-1 having functions for sending and
receiving ICS network packets.
<<Hierarchical structure of the ICS network server)>

Description will be made with FIGs.93 through 98. The governing
user server 19710-1 has superior controlling authority in instructing
the user service servers 19711-1 and 19712-1 or requesting individual
information reports, the meaning of superior controlling authority
being illustrated in a tree-structure diagram in FIG.93. A block
19811-1 is a conmmication path for information exchange between the
governing user service server 19710-1 and the user service server
19711-1, and is comprised of ICS cammmnication lines and relay device,
among others. The governing resource administration server 19720-1,
the governing conversion table server 19730-1, the governing domain
name server 19740-1, the governing resource administration server
19750-1, and the governing resource administration server 19760-1 are
also the same, each being shown in FIGs.94 through 98. Now, in the
present enbodiment, there are two layers in the tree-structure
hierarchy, but this can be increased to three or more layers by
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increasing the name of access control apparatuses, relay devices,
servers devices, etc., places within the ICS. The path information
service is provided with the functions of sending and receiving inside
the ICS, a path table used by the relay devices and access control
apparatuses. The resource administration server is provided with
administration functions of keeping up on mounting information or
obstruction information of the relay devices, access control
<<Operation of ICS 19000-1 by ICS operator}>)

The ICS operators 19960-1 and 19961-1 provide instructions such
as operation start-up to, or request reports of individual information
from, the governing user service server 19710~1, the governing
conversion table server 19730-1, the governing resource administration
server 19750-1, and the governing resource administration server
19760-1, thereby facilitating operation of the ICS 19000-1.
<<Operation of ICS 19000-1 by ICS authority>>

The ICS authority 19950-1 provides instructions such as the
operation start-up to, or request reports of individual information
from, the governing resource administration server 19720-1 and the
governing domain name server 19740-1, thereby facilitating
administration of addresses and the like used in the ICS 19000-1.
<<Socket rumber and server>>

The ICS servers each have ICS user addresses and ICS network
addresses, but an addition to the other embodiments is that the above
servers have, in addition to ICS network addresses, port numbers
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stipulated by TCP or UDP commmication protocol. That is, each of the
aforementioned servers is identified by a 32-bit ICS network address
and a 16~-bit port number, making for a value with a total of 48 bits
(this being referred to as “socket number”). Each server includes
programs which have peculiar functions operating within the ICS 19000-
1, and further, there are servers among these which have “operating
interface”, as described later. Now, the "operating interface” is a
function which performs exchange of information, and sends and ~
receives instructions such as operation of the various server
functions or start-up or operation, with the operator via a keyboard
or the like. Each server provides access control apparatuses or relay
devices, for example, with ICS network addresses, applies differing
port numbers to the plurality of programs within these devices (i.e.,
servers), distinguishing by the socket number. As described in the
embodiments, each server has ICS network camxication functions, and
can exchange information one with another using the ICS network
address and the port numbers.

<{<Registration 1 to ICS of user: Inter-corporation commmication and
ICS network server>)

Description will be made with reference to FIG.91, FIG.92 and
FIG.99. An applicant 19200-1 to the ICS 19000-1 applies to the ICS
receptionist 19940-1 for ICS membership (procedure P100}. The
"Application reception data®” is a usage item of ICS wherein the ICS
user address, the ICS network address, and the ICS name has been
deleted, and is comprised of, e.g., request identification
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(classification of intra-corporation commmication, inter-corporation
comunication, virtual dedicated line connection, or ICS network
server commection), communication band conditions such as speed class
and priority, billing conditions, open-zone comnection conditions,
payment method, name and address of user (personal ID data), signing
conditions, encryption conditions and so on.

~ The ICS receptionist 19940-1 enters the above “application
reception data” to the user service server 19711-1 via the "operating
interface", and stores the "application reception data” in the user
database 19611-1 (procedure P110). Next, the user service server
19711-1 requests of the ICS authority server 19721-1 the ICS user
address, ICS network address and ICS name, using the Iés network
comumication functions (procedures P120). The ICS authority server
19721-1 appropriates the requested aforementioned ICS address and ICS
name using the ICS network address appropriation record table 19622-1
(FIG.100) and the ICS user address appropriation record table 19623-1
(FIG.101) stored within the database 19621-1 (procedure P130), stores
the appropriation results in the aforementioned appropriation tables,
and further returns the appropriation results to the user service
server 19711-1 (procedure P140). The user service server 19711-1
stores the appropriation results obtained from the ICS authority
sexrver 19721-1 in the user database 19611-1 (procedure P150).

FIG.100 is an example of the ICS network address appropriation

record table 19622-1, and in the first line of this table there is an
example which states beforehand that an ICS network address "7700" has
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been appropriated to ICS logic terminal identifying code LT-001 of the
node identifying code ACU-1, that the appropriate identifying code is
user-1, that the date of appropriation is April 1, 1998, and that the
node identifying code ACU-1 points to the access control apparatus
19300-1. Also, in the third line of this table there is an example
which states beforehand that an ICS network address "6930" has been
appropriated to port mmber "620" of the node identifying code SVU-1,
that the appropriate identifying code is Sc-001, thé.t the date of
appropriation is February 1, 1998, and that the node identifying code
SVU-1 points to the server device 19530-1.

FIG.101 is an example of an ICS user address appropriation
record table, and in the first line of this table there is an example
which states that the ICS name address "4610" has been appropriated
with an ICS name (also called an ICS domain name) of
"ddl.cdl.bbl.aal.jp", that the request ideﬁtification value is "2",
that the appropriate identifying code is user-1, and that the date of
appropriation is April 1, 1998. Further, in the fourth line of this
table there is an example which states that the ICS name address
¥1200" has been appropriated with an ICS name of "rrl.gq.pp.jp". that
" the request identification value is "4", that the appropriate
identifying code is Sv-001, and that the date of appropriation is
February 1, 1998.

The user service server 19711-1 provides information to the
conversion table server 19731-1 via the ICS network commumnication

function so as to write the application contents of the usage
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applicant 19200-1 and the obtained ICS network address into the
conversion table 19301-1 in the access control apparatus 19300-1
(procedure P160). The contents to be provided are: transmitting ICS
network address, sender ICS user address, request identification,
speed class, priority, signing conditions, encryption conditions,
open~-zone class and so on. Also, in the event that the aforementioned
ICS network address and ICS user address have a request value of *2°,
i.e., inter-corporation commmication, registration is made as
tranamitting ICS network address and sender ICS user address. In the
event that the request value is "4", i.e., ICS network server,
registration is made as receiving ICS network address and receiver ICS
user address. The conversion table server 19731-1 adds the above
contents to the conversion table 19301-1 (procedures P170). The
receiving ICS network address and the receiver ICS user address are
not registered in the conversion table 19301-1 at this time, but are
registered in the conversion table 19301-1 at the time of
"registration of other party of commmication”, later described in the
present embodiment.

Next, the conversion table server 19731-1 notifies the ICS
domain name server 19641-1 of the ICS network address, the ICS user
address and the ICS name (procedure P180). The ICS domain name server
19641-1 writes the above received ICS network address, ICS user
address and ICS name in the database therein and stores them
(procedure P190}, and reports completion of writing to the conversion
table server 19731-1 (procedure P200). The conversion table server
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19731-1 confimms this report (procedure P210), reports completion of
the series of procedures to the user service server 19711-1 (procedure |
P220), the user service server 19711-1 confirms this report (procedure
P230), and informs the usage applicant of the appropriation results,
namely, the ICS user address and ICS name (procedure P240).
Incidentally, the ICS network address is used only within the ICS, so
the usage applicant is not notified of this. In the event that the
request value is “4", i.e., ICS network server, the user service
server 19711-1 notifies all conversion table servers within the ICS
19000-1 at the time of the procedure P160, and requests registration
to the conversion table of all access control apparatuses.
<<Re-writing administration of conversion table by governing
conversion table server>)>
Description will be made with reference to procedures 800

through 960 to the bottom of FIG.99 and F1G.91, FI1G.92, FIG.95. The
governing conversion table server 19730-1 instructs the conversion
table server 19731-1 to re-write the contents of the conversion table
19301-1, e.g., speed class priority, transmitting ICS network address,

a part or all of other items in the conversion table (procedure P800),
. and the conversion table server 19731-1 changes the contents of the
conversion table 19301-1 according to the instructions (procedure
P810). Also, the domain name server 19741-1 is instructed to re-write
the ICS network address and the like (procedure P820), the domain name
server 19741-1 follows the instructions and updates the internal table
{procedure P830), reports the results to the conversion table server
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19731-1 (procedure P840), the conversion table server 19731-1 confirms
(procedure P850), and reports to the governing conversion table server
19730-1 (procedure P860). Also, the governing conversion table server
19730-1 instructs the user service server 19711-1 to re-write the
contents of the user database 19611-1, such as speed class, ICS
network address, etc. (procedure P900), and the user service server
19711-1 follows the instructions and updates the contents of the user
database 19611-1 (procedure P910). Also, the ICS network addresses,
ICS user address, and ICS names which have become unnecessary to the
ICS authority server 19721-1 are returned, or new requests are made
{procedure P920), the ICS authority server 19721-1 follows these
instructions and updates the ICS network address appropriation record
table 19622-1 and the ICS user address appropriation record table
19623-1 (procedure P930), reports the results thereof to the user
sexrvice server 19711-1 (procedure P940), the user service server
19711-1 confirmms the report (procedure P950), and reports to the
governing conversion table server (procedure P960).

In the above description, an arrangement may be used wherein
first, the governing conversion table server 19730-1 calls up the user
- service server 19711-1 and performs the aforementioned procedures P900
through P960, and then secondly calls up the conversion table server
19731-1 and performs the aforementioned procedures P800 through P860.
With such an arrangement, the ICS operator 19960-1 instructing re-
writing of the contents of the access control table to the governing
conversion table server 19730-1 enables exchanging of the conversion
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table within the access control apparatus and the address information
related thereto with domain name servers and ICS authority servers
which have administration, thereby facilitating ease of re-writing
management of the contents of a conversion table with consistency,
i.e., ease of updating management of all conversion tables within the
access control apparatuses within the ICS 19000-1.

<<{Registration of other party of cammmication)>

 FIG.105 will be described. A usage applicant for the ICS 19000-1
applies for registration of other party of commmication to the ICS
receptionist 19940-1 along with the domain name of the other party of
comumication (procedure P300). The ICS receptionist 19940-1 receives
the domain name of the other party of cammmication (procedure P310),
and sends it to the conversion table server 19731-1 (procedure P320).
The conversion table server 19731-1 exchanges information with the
domain name servers 19740-1, 19742-1, etc. (procedures P330 and P331),
obtains the ICS network address and the ICS user address corresponding
with the domain name of the other party of commmication regarding
which there was inquiry, updates the contents of the conversion table
19301-1 (procedure P340), and reports the results (procedures P350 and
P360). The updated results are shown to the conversion table 19301-2.
The ICS network address obtained here is registered in a conversion
table such as shown in FIG.106 as a receiving ICS network address, and
the ICS user address obtained here is registered as a receiver ICS
user address. Incidentally, in the case of an ICS network server, the
spaces for the ICS network address and the ICS user address remain
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blank.
<<Registration 2 to ICS of user: Intra-corporation commmication and
virtual dedicated line>>

Description will be made with reference to FIG.107. The
difference with intra-corporation commmication as compared to the
above inter-corporation commmication is that an ICS user address is
handed in and an ICS name cannot be used, accordingly, there is no
appropriation of the :Cé names, and there are no procedures for using
ICS names (procedures P180, P190 and P200). First, an applicant
19200-1 to the ICS 19000-1 applies to the ICS receptionist 19940-1 for
ICS membexrship (procedure P400). The “"Application reception data" is
a usage item of ICS wherein the ICS network address and the ICS name
has been deleted, and is comprised of, e.g., ICS user address, request
identification (classification of intra-corporation commmication,
inter-corporation commmication, virtual dedicated line comnection, or
ICS network server connection), speed class and priority, etc., the
same as with the previocus inter-corporation commmication. The ICS
user address further shows a plurality of pairs for both sender ICS
user address and receiver ICS user address. Also, in the case of a
virtual dedicated line connection, the sender ICS user address and the
receiver ICS user address are not shown; this is what is different as
caompared to the intra-corporation comumication.

The ICS applicant 19940-1 enters the above "application
reception data" to the user service server 19711-1 via the "operating
interface", and stores the "application reception data" in the user
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database 19611-1 (procedure P410). Next, the user service server
19711-1 requests of the ICS authority server 197231-1 the ICS user
address, the ICS network address and the ICS name, using the ICS
network communication function (procedures P420). The ICS authority
server 19721-1 appropriates only the ICS network address as with the
above procedure P130 (procedure P430), records the appropriation
results in the aforementioned appropriation tables, and further
returns the appropriation results to the user service server 19711-1
{procedure P440). The user service server 19711-1 stores the
appropriation results obtained from the ICS authority server 19721-1
in the user database 19611-1 (procedure P450).

The user sexrvice server 19711-1 notifies the conversion table
server 19731-1 of the application contents and the obtained ICS
network address (procedure P460), the conversion table server 19731~1
adds the above contents to the conversion table 19301-1 (procedure
P370), and reports completion of registration (procedures P480 and
P495). FIG.108 shows and example of registration to the conversion
table 19301 of the intra-corporation commmication and the virtual
dedicated line.
<{<Description of domain name server>)>

An example of 4-layer hierarchy will be described with reference
to FIG.109 and FIGs.110 to 112, regarding the procedures P330 and P331
regarding the damain name server in the description of FIG.105. The
ICS network address of the internal table 19600-1 of the damain name
server which is the object of the domain name "root™ is "9500", and
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domain names "al®, "a2", "a3" and so forth exist below, indicating,
e.g., that the ICS network address of the domain name server which
handles the domain name "al" is "9610", and the port number is "440".
The ICS network address of the internal table 19610-1 of the domain
name server which is the object of the domain name "al" is "9610", and
domain names "bl", "b2", "b3" and so forth exist below, indicating,
e.g., that the ICS network address of the domain name server which
handles the domain name "b2" is "9720", and the port number is "440".

The ICS network address of the internal table 19620-1 of the
domain name server which is the object of the domain name "bl" is
"9720", and domain names "c4", "c5", "c6" and so forth exist below,
indicating, e.g., that the termminal space for the domain name "c5" is
YES, meaning that there are no more domain names below, and that in
this example, the ICS network address of the ICS name "c¢5.b2.al." is
"9720", and that the ICS user address is "4510". Also, the record of
the internal table 19620-1 of the domain name server, i.e., the ICS
name (ICS domain néme), the ICS network address and the ICS user
address "4610" are considered to be one group of data and referred to
particularly as a "resource record" of the domain name server.
<<Calling domain name servers>)

With reference to FIG.113, description will be made regarding
the procedures in which the conversion table server 19630-1 calls the
m name servers 19640-1, 19650-1 and 19660-1, and searches for the
ICS network address and the ICS user address corresponding with the
domain name "c5.b2.al.”. The conversion table server 19630-1 enters
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the domain name "c5.b2.al.” in the resolver 19635-1 in the conversion
table. The resolver 19635-1 sends the ICS packet 19641-1 including
"al" to the ICS domain name server 19640-1, and an ICS packet 19642-1
inciuding an ICS network address "9610" of the ICS domain name server
for "al® is returned. Next, The resolver 19635-1 sends an ICS packet
19651-1 including "b2" to the ICS domain name server 19650-1, and an
ICS packet 19652-1 including an ICS network address "9720" of the ICS
.c'!mainnme server for "b2” is returned.

Next, the resolver 19635-1 sends an ICS packet 19661-1 including
"c5” to the ICS domain name server 19660-1, and an ICS packet 19662-1
including an ICS network address "9820" for "c5" and an ICS user
address "4520" is returned. According to the above procedures, the
conversion table server 19630-1 cobtains an ICS network address "9820"
and an ICS user address "4520" corresponding with the domain name
"c5.b2.al.”.
{<Re-writing of conversion table from an IP terminal))

Description will be made with reference to FIGs.114 and 115. An
ICS user packet including the domain name "c5.b2.al.” is sent from the
IP temminal 19608-1 to the conversion table server 19731-1 (procedure

* P500). The conversion table server 19731-1 mekes inquiry to the

domain name server (procedure P510), the domain name server searches
and obtains the ICS network address "9820" and the ICS user address
"4520" corresponding with the domain name "c5.b2.al." (procedure P520)},
and returns this to the conversion table server 19731-1 (procedure

P530), the conversion table server writes this to the conversion table
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19301-1 (procedure P540), and reports to the IP terminal 19608-1
(procedure P550). In these procedures, the ICS network address "9820"
is written into the comversion table as a receiving network address,
and the ICS user address "4520" as a receiver ICS user address, the
re-written conversion table being shown in FIG.103. Incidentally,
FIG.103 amits the items listed in the conversion table corresponding
with the request identification included in FIG.102.

ﬁext, the TP terminal 19608-1 sends an ICS user packset to the
conversion table server 19731-1, including specification for changing
the speed class to "2", with regard to the registered contents of the
conversion table 19301-1X (procedure P600). The conversion table
sexrver 19731-1 re-writes the registration contents of the conversion
table 19301-1X so that the speed class is "2", according to the
specification (procedure P610), and reports to the IP terminal 19608-1
(procedure P620). The conversion table re-written by these procedures
is shown as 19301-Y (FI1G.104).
<<Moving a terminal between access control apparatuses)>)

As can be seen fram the embodiment of the ICS user address
appropriation record table 19623-1, the first line of this table
- appropriates ICS name ®ddl.ccl.bbl.aal.jp” to the ICS user address
"4610", and holds the ICS user address and the ICS name. For example,
in the event that a terminal 19608-1 (FIG.91) having an ICS user
address "4610" is moved from the access control apparatus 19300-1 to
the access control appavatus 19320-1 (FIG.92), and in the event that
this terminal is appropriated a new ICS network address "7821" for



172

example, the conversion table has registered therein a transmitting
ICS network address "7821" and a sender ICS user address "4610" as a
pair. In this case, the ICS name "ddl.ccl.bbl.aal.jp” is paired with
the ICS user address "4610" as stipulated by the ICS user address
appropriation record table 19623-1, and the ICS name is not changed.
The resource record comprised of the ICS name "ddl.ccl.bbl.aal.jp"
within the domain name server, the ICS network address "7700", and the
ICS user address "4610", is changed to that having the ICS name
"ddi.ccl.bbl.aal.jp", the ICS network address "7821" and the ICS user
address "4610". That is, the ICS network address "7700" is re-written
to another address "7821", but the ICS name "ddl.ccl.bbl.aal.jp" and
the ICS user address "4610" are not re-written. Summarizing this, the
resource record of the damain name server and ICS user address
appropriation record table of the ICS authority server hold the ICS
user address and the ICS name, and there is no case in which only one
is changed. Accordingly, in the event that a terminal is moved
between access control apparatuses, there is no need to change the ICS
user address and ICS name of the temrminal.

(Other embodiment: determination of ICS user address by the user)

This is an arrangement wherein the above embodiment has been
changed so that the user determines the ICS user address. That is,
when the user (usage applicant 19200-1) applies to the ICS 19000-1, an
ICS user address is added. The ICS receptionist 19940-1 includes the
ICS user address in the application reception data. Also, the ICS
authority server 19711-1 stores the ICS user address that the user has
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applied for in the ICS user address appropriation record table 19623-1.
According to the above method, the user can determine his/her own ICS
user address, thus increasing freedom of usage.

Enbodiment-17 {calling other party of commmication by telephone
mzuber) :

The present embodiment shows an example wherein using the
teleptmenumerasthemsminnmanows sending and receiving
of ICS user IP packet with the other party of commmication, in which
digitized voice is stored within the user IP packet, thereby
facilitating public coommication using a telephone. In the present
embodiment, description will be made with reference to the example
wherein the telephone number 81-3-1234-5678 in Tokyo, Japan, is viewed
as being domain name "5678.34.12.3.81." Here, "3" indicates Tokyo,
and "81" indicates Japan.

DPescription will be made with reference to FIG.116. An ICS
20000-1 includes access control apparatuses 20010-1, 20020-1 and
20030-1, relay devices 20080-1 and 20090-1, domain name servers 20110-
1, 20120-1, 20130-1, 20140-1 and 20150-1, and the access control
apparatus 20010-1 includes line portion 20011-1, a processing device
20012-1, a conversion table 20013-1 and a conversion table server
20040-1. The conversion table server 20040-1 is within the access
control apparatus 20010-1, and an ICS network address of "7800" and
port number of "600" are appropriated. The conversion table server
20040-1 is provided with an ICS user address "4600" from outside of
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the ICS 20000-1, and appears to be an ICS server having the functions
of converting an entered damain name into an ICS user address and
returning, and also registering the ICS network address in the
conversion table 20013-1 within the access control apparatus 20010-1.

A block 20210-1 is a LAN, blocks 20211-1 and 20300-1 are both IP
terminals having the functions of sending and receiving ICS user
frames, each having ICS user addresses "4520" and "1200", and are
conmnected to the ICS 20000-1 via the ICS user logic commmication line.
IP termminal 20300-1 can be used as a telephone and thus is referred to
as an "IP telephone". The IP telephone 20300-1 includes a telephone
nurber input wnit 20310-1, IP address accumulating wmit 20320-1, wvoice
data sending/receiving unit 20330-1, input buttons 20340-1, and voice
input/output unit 20350-1.
<<Obtaining ICS user address by telephone number>>

The telephone number "1234-5678" is entered into the telephone
number input unit 20310-1 by the input buttons 20340-1. The telephone
mumber input unit 20310-1 generates the ICS user packet P1201, and
delivers this to the access control apparatus 20010-1 via the ICS user
logic commmication line. Here, the ICS user packet is the sender ICS
user address "1200" and the receiver ICS user address "4600", and the
telephone number "1234-5678" entered by the input buttons 20340-1 is
included in the data. The processing device 20010-1 looks at the
conversion table 20013-1, and sends the ICS user packet P1201 to the
conversion table server 20040-1 indicated by the ICS user address
"4600". Also, in the present embodiment, the conversion table server
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20040-1 is within the access control apparatus 20010-1, so there is no
need to user ICS network commumication functions. Based on the
telephone nurber "1234-5678" included in the data field of the ICS
user packet, the conversion table server 20040-1 sequentially contacts
domain name servers 20130-1, 20140-1 and 20150-1, and obtains the ICS
network address "7920" and the ICS user address "4520" of the terminal
20211-1 of the other party of cammmication in the event that the
telephone nuwber "1234-5678" is viewed as a domain name.

Next, the conversion table server 20040-1 creates a conversion
table new item 20030-1 using the two addresses "7920" and "4520"
obtained here, generates an ICS user packet P1202 for the ICS user
address "4520" and writes the ICS user address "4520" therein and
sends it to the IP telephone 20300-1. The IP telephone 20300-1
conbines the ICS user address "4520" contained in the received ICS
user packet P1202 with the telephone number "1234-5678" regarding
which inquiry has already been made, and stores these in the IP
address storage unit 20320-1, and uses it at a later day at the point
that the ICS user address "4520" corresponding with the telephone
nunber "1234-5678" becames necessary. The aforementioned conversion
table new item 20030-1 correlates the IP telephone 20300-1 having the
ICS network address "7820" and the ICS user address "1200" with the
destination terminal 20211-1 specified by the telephone number "1234-
5678". The conversion table new item 20030-1 is used as a new
component of the conversion table 20013-1.

{{Camumication using ICS user address>>
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Voice is inputted from the voice input/output unit 20350-1, the
voice is converted into digital data at the voice data
sending/receiving unit 20330-1, stored in the ICS user packet P1210,
and sent to the destination specified by the telephone number "1234-
5678", i.e., to the teminal 20211-1 determined by the ICS user
address "4520". After this, telephone commmication is performed by
sending and receiving ICS user packet between the two terminals 20211-
1 and 20211-1.
<<{Detailed description of domain name server>>

Regarding the above description, the method of the conversion
table server presenting the telephone number "1234-5678" to the domain
name server and obtaining the ICS network address "7920" and the ICS
user address "4520" will be described in detail.

FIG.116 is diagram illustrating an embodiment of a 6-layer
hierarchy "domain name tree®, with root domain name "root-tel" being
provided on Level 1 of the tree, domain names "1 -- "44" --* "81" -
"g9Q" --- existing on Level 2 which is lower on the tree, and domain
names °* "3" - "6" ‘-* for example existing on Level 3 beneath damain
name "81", and domain names --- "11°, "12%, "13", - for example

. existing on Level 4 beneath domain name "3", and further domain names

- *33", "34", "35", -* for example existing on Level 5 beneath domain
name "12", and domain names ‘** "5677", "5678", "5679" - existing on
Level 6 beneath domain name "34°.

FIG.119 illustrates the internal table 20131-1 of the domain
name server 20130-1 handling the domain name *3", and indicates that,
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e.g., under domain name "3" the domain server 20140-1 which handles
domain name "12" has an ICS network address of "8720" and a port
number of "440". FIG.120 illustrates the internal table 20141-1 of
the domain name server 20140-1 handling the domain name "12", and
jndicatés that, e.g., under dcmam name "12" the domain server 20150-1
which handles domain name "34" has an ICS network address of "8820"
and a port nmumber of "440". Also, FIG.12l1 illustrates the internal
table 20151-1 of the domain name server 20150-1 handling the damain
name "12", and indicates that the endpoint for the domain name "5678"
in the internal table 20151-1 is YES, meaning that there are no more
domain names below, and in this example, the ICS network address
corresponding to the domain name "5678.34.12.3.18." is "8920", and the
ICS user address thereof is "4520".

<<Calling domain name serverd>)

With reference to FIG.122, description will be made of the
procedures for the conversion table server 20040-1 calling the domain
name servers 20130-1, 20140-1 and 20150-1, and searching for the ICS
network address and the ICS user address corresponding with the domain
name "5678.34.12.3.81.". Now, the resolver 20041-1 has therein the
ICS network address of a domain name server handling the Lewvel 1
domain "root-tel™ shown in FIG.119. Also, in the event that there is
a great deal of commmication with the domain name server which handle
the Level 2 and Level 3 domains, the ICS network addresses of the
upper domain name servers thereof are stored in the resolver 20041-1.

The conversion table server 20040-1 inputs domain name
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"5678.34.12." into the internal resolver 20041-1. The resolver 20041-
1 has the ICS network address "8610" of the server handling the domain
name "3.81." which indicates "81" for Japan and "3" for Tokyo, and
sends an ICS packet 20135-1 including the domain name *12" which is
under the damain name "3" to the ICS domain name server 20130-1 using
the ICS network commmication function, in response to which an ICS
frame 20136-1 including the ICS network address "8720" of the ICS
domain name server 20140-1 which handles the domain name "12" is
returned. Next, the resolver 20041-1 sends an ICS packet 20145-1
including the domain name "34" to the ICS domain name server 20140-1,
in response to which an ICS packet 20146-1 including the ICS network
address "8820" of the ICS domain name server 20146-1 which handles the
domain name "34;' is returned. _

Next, the resolver 20041-1 sends an ICS packet 20155-1 including
the domain name "5678" to the ICS domain name server 20150-1, in
response to which an ICS packet 20156-1 including the ICS network
address "7920" and "ICS user address 4520" of the ICS domain name
server 20156-1 corresponding with the domain name "5678" is returned.
According to the above procedures, the conversion table 20040-1
cbtains the ICS network address "7920" and the.ICS user address "4520"
corresponding to the domain name "5678.34.12.3.81.".
<< Telephone line connection >»>

There is a telephone line conversion unit 20510-1 within the
line portion 200011-1, and the telephone 20520-1 is connected to the
telephone line conversion unit 20510-1 via the telephone line 20530-1.
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The telephone line conversion unit 20510-1 has the same function as
those described in the other embodiments, and generates an ICS user
packet sorted in the data field, as will as converting voice sent from
the telephone line 20530-1 into digitized voice. Also, ICS user
packet which is sent in reverse, i.e., from the ICS network to pass
through the access control line portion, have the digitized voice
stored therein converted into analog voice in the telephone line
conversion unit 20510-1, or in the event of an ISDN line, converted
into digitized voice. According to such an arrangement, the IP
terminal 20300-1 provided with an ICS domain name and the telephone
20520-1 can perform commmication by telephone woice.
{Connecting to a public telephone network)

Further, the telephone line conversion unit 20510-1 and the
private exchange 20600-1 are connected by a telephone line 20530-2.
- Telephones 20520-2 and 20520-3 are connected with a private telephone
line 20540-1 extending from the private exchange 20600-1, and a
telephone comumication can be carried out between the telephone
20520-2 and the telephone 20300-1. Also, connection can be made via
the private exchange 20600-1 to public telephone networks/
international telephone network 20680-1. Such an arrangement enables
the telephone commmication between the telephones 20520-4 and 20300-1.

Embodiment-18 (IP terminal capable of connecting to plural access
control apparatuses):
The present embodiment does not fix the IP terminal having the
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functions for sending and receiving ICS user IP packets to a specific
access control apparatus; rather, it realizes an IP terminal which can
be moved and connected to other access control apparatuses and used,
i.e., capable of roaming. Roaming is realized based on the ICS damain
name provided to the IP terminal.
<<Password transmission technique using cipher)>)>

The present embodiment includes procedures for ciphering a
secret password PW and sending it from the sender (encoding _
(ciphering) side) to the receiver (decoding side). First, a ciphering
function Ei and a decoding function Di will be described. The
ciphering function Ei is represented by y = Ei(kl, x), and the
decoding function Di is represented by x = Di(k2, y). Here, "y"
denotes the ciphertext, "x" denotes plain-text, “k1” and "k2" are keys,
and "i" represents cipher numbers (i = 1, 2, ") detemmining the
secret key code and the public key code, including how the value of
the cipher key is to be used. In the above, an arrangement may be
used wherein plain-text x' is ciphered instead of plain-text x with x'

% »

= x|lr (wherein ‘" is a random number), and discarding the random
nurber r from the plain-text x' upon decoding, thus obtaining the

- plain—-fext x. Such an arrangement generates a different ciphertext
each time the same plain-text is ciphered, owing to the random mumber,
and it is said that such is less susceptible to code cracking.
(Example of cipher mmber i = 1)
<{<{Preparation)>)

The sender m discloses the domain name thereof (DNm) to the
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public including the receiver. The receiver calculates Km = Hash-1
(DNim) using the secret data compression function Hash-1l, and hands
over only the cipher key Km using a safe method so as to be unnoticed
by a third party. This example is an example of using DES ciphering,
and the sender holds an "ciphering module DES-e" for realizing the
ciphering function Ei, and a cipher key Km. The cipher key Km is a
secret value which the sender and receiver share. The receiver has
the "decoding module DES-d" for realizing the decoding fumction Di,
and the data compression function Hash-1. What is used for the data
compression function Hash-1 is determined separately for each cipher
mmber. A data compression function is also referred to as a “hash
function”.

<<LCiphering by sender>)

The sender sets the secret password PW as x = PW, and ciphers as
y = DES-e(Km, x) with the ciphering module DES-e and the cipher key Km
being held, thereby sending the ciphertext y and domain name DNm.
<<Decoding by receiver))

The receiver receives the ciphertext y and the domain name DNm,
calculates the secret cipher key Km as Km = Hash-1{DNm) using the
receiver's secret data compression function Hash-1, and the obtains
the plaintext x as x = DES-d{Km, y) using the decoding module. The
plain-text x is password PW, and the receiver can obtain the secret
password PW. A third party does not know the data compression
function Hash-1 and thus cannot calculate the cipher key Km, and
accordingly, cannot calculate the secret password PW. In the above
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embodiment, as stipulation of the cipher number i =3, the ciphering
functions and the decoding functions can be replaced with ciphering
functions and decoding functions other than DES code.
(Example of cipher number i = 2)
<<{Preparation>>

The present example is an example of employing RSA encoding,
wherein the sender generates ciphering function y = x*mod n and
decoding function y - #'mod n. Here, e #d holds, the key d being a
secret value. The sender hands to the receiver the disclosable
ciphering keys e and n, and ciphering module RSA-e for realizing y =
**mod n. The sender holds the ciphering keys and the ciphering module
RSA-e. The sender does holds neither the secret ciphering module nor
secret data. On the other hand, the receiver holds n and the secret
key d, and the ciphering module RSA-e for realizing y = x*mod n.
<<Ciphering by sender>>

The sender encodes the secret password PW, own domain name DNm,
and time of sending (year/month/day/hour/minute/second) as x = PW|lx1
%2 (wherein x1: domain name DNm, and x2: year/month/day/hour/
minute/second) and ciphers as y = x*mod n using the ciphering module
RSA-e, thus sending the ciphertext y.
<<Decoding by receiver))

The receiver receives the ciphertext y and calculates x = ¥ mod
n using the decoding module RSA-d held beforehand and the decoding key.

The result is x = PWllx1{x2, so the data which is at a certain
position from the head of x is used as the password PW. In the above
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ciphering, domain name x1 and year/month/day/hour/minute/second x2 are
used as random numbers. A third party does not know the secret key 4
and thus cannot calculate the secret password PW. In the above
embodiment, as stipulations of the cipher number i = 4, the values of
the cipher keys e, 4 and n can be changed. Also, as stipulations of
the cipher number i = 5, the RSA ciphering technique can be replaced
with a different public key ciphering technigue.
<{<Teminal verification technique using password and random numberd)>
Description will be made regarding verification technique for
determining whether or not thepasswordPWusedbyazbatﬁng terminal
agrees with the password registered in the verifying server. As
prerequisite conditions, the verifying server of the verifying entity
and the terminal of the user to receive verification have a password
PW that is secret to a third party, with a ciphering function E
(wherein y = E'(k, X), Y represents ciphertext, k represents ciphering
key, and x represents plain-text). Specific procedures for terminal
verification will now be described. The terminal of the user to
receive verification decides upon a random number R using appropriate
means, calculates Y1 = F(PW, R) using the password PW and function y =
. F(PW, R) and sends both the random number R and the function Y1 to the
verifying entity. The verifying entity receives the random number R
and the function Y1, and calculates Y2 = F(FW, R) using the received
random nurber R, the password PW held within, and the function F, and
checks whether or not Y1 = Y2 holds. In the event that there is a
match, verification can be made that the owner of the terminal which
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is being verified is using the correct password PW, i.e., verification
of the termminal can be made. In the above technique, an arrangement
in which the user to be verified cannot freely select the random
nurber R but rather the random number R is restricted to depending on
time (called a time random mmber) further increases difficulty of a
third party calculating the password. Instead of the ciphering
function used above, the secret data compression function Hj may be
used instead, for Y1, ¥2 = (PW, R).
<<Overall configuration)>>

FIGs.123 and 124 illustrate an overview of the roaming technique
according to the present embodiment, wherein the ICS 21000-1 includes
access control apparatuses 21010-1, 21020-1, 21030-1, 21040-1, 21050-1
and 21060~1, relay devices 21080-1, 21080-2 and 21080-3, verifying
servers 21100-1, 21101-1, 21102-1 and 21103-1, domain name servers
21130-1, 21131-1, 21132-1 and 21133-1, a user service server 21250-1
and an ICS authority server 21260-~1. The access control apparatus
21010-1 is provided with a conversion table 21013-1, a conversion
table server 21016-1, a registration server 21017-1 and a connection
sexver 21018-1. The access control apparatus 21020~1 is provided with
a conversion table 21023-1, a conversion table server 21026-1, a
registration server 21027-1 and a comnection server 21028-1. The
connection servers 21018-1 and 21028-1 are provided with an ICS usexr
address "6310", and has the function to i:egister access control
apparatuses determined as necessary to the IP termminal, or to connect
thereto. |
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The conversion table server 21016-1 has a function for re-
writing the contents of the conversion table 21013-1, and the
conversion table server 21026-1 has a function for re-writing the
contents of the conversion table 21023-1. Also, the LAN 21150-1 has
an IP terminal 21151-1, the LAN 21160-1 has an IP terminal 21161-1,
and a block 21171-1 is an IP terminal. A block 21200-1 is a portable
roaming terminal, and is identified by ICS domain name "cl.bl.al."
provided uniquely within the ICS 21000-1.
<<{Application for use of roaming terminal)>)>

The owner of a roaming terminal 21200-1 indicates as an ICS
usage applicant 21270-1 a payment method for the roaming terminal
21200-1, and applies to the ICS authority server 21260-1 via user
service server 21250-1 for an ICS domain name and an ICS user address.
The payment method represented by billing class "MNY", e.g., in the
event ﬁlatM.\IY= 1, the charges are billed to the home IP (i.e., an IP
terminal which is connected to the access control apparatus in a fixed
mammer), in the event that MNY = 2, the charges are pald according to
the record of the verifying server. The ICS anthority server 21260-1
sets an ICS domain name "cl.bl.al.” for using the roaming teminal
. 21200-1, and an ICS user address "1200". Further, in order to be
connected to the access control apparatus 21010-1 in a fixed manner
and use it, the owner of the IP temminal 21200-1 applies for an ICS
network address to the ICS authority server 21260-1 via the user
service server 21250-1. The user service server 21250-1, upon
obtaining the ICS network address, makes a reqguest to the conversion
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table server 21016-1 to set the ICS network address "8115" and the ICS
user address "1200" in the conversion table 21013-1.

The ICS receptionist 21271-1 embeds inside the interior 21201-1
of the roaming termminal 21200-1 the following: ICS domain name
"cl.bl.al.”, ICS user address "1200", special ICS address for roaming
terminals (called "roaming special number”) "1000", ICS user address
"6300" for registration server, and ICS user address "6310" for
connecting server, and further embeds inside the interior 21202-1 of
the roaming terminal 21200-1 the ciphering function Ei and decoding
related data RP1. Now, RP1 = Hj {domain name ||[RP0) |RPO (wherein RPO =
ey 1 11§) holds, and the domain name is *cl.bl.al.”. MNY is the
above-described billing class, "i" is a cipher number for typifying
the cipher Ei, and "j" determines the type of Hash function Hj. Data
compression function Hj is a secret dedicated function used only by
the verifying server and the user service server. The user does not
hold the data compression function Hj, and does not even know Hj, and
thus is incapable of generating code related data RPl.
<<Registration procedure fram home IP terminal>>

Description will be made with reference to FIG.127. The roaming
terminal user comnects the roaming terminal 21200-1 to the position of
the home IP terminal 21151-1. Next, the roaming terminal user decides
on a password (PW) and enters this from the input unit 21204-1, and
also generates an ICS user packet PKOl using the ciphering function
and the coding-related data stored within the inner portion 21202-1,
and sends it to the access control apparatus 21010-1 via the ICS user
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logic comunication line 21152-1 (procedures T10). The destination of
the ICS user packet PKOl is "6300" which points to the roaming
registration server, and includes own ICS domain name "cl.bl.al.”,
cipher parameter PR1, ICS user address "1200", expiration data "98-12-
31", ciphertext "y" which is the password that has been ciphered, "tg"
(wherein tg = 1 in order to display registration procedures), and
"Yes" or "No" for roaming connection specification. The generation
method employed for the ciphertext "y" is the coding technique
described earlier. For example, in the event that the cipher number =
2, ciphertext "y" is generated with y = x® mod n (wherein x = PW
cl.bl.al. lyear/month/day/hour/minute/second). The access control
apparatus 21010-1 looks at the conversion table 21013-1 and transfers
the ICS user packet PKOl to the registration server 21017-1 with the
destination "6300" (procedure T15). The registration server 21017-1
uses the domain name "cl.bl.al."” to call the verifying server 21100-1
{procedure T20). Also, the method by which the registration server
21017-1 calls the verifying server 21100-1 using the domain name is
the same as the method by which the connection server 21028-1 calls
the verifying server 21100-1 using the domain name, the details

. thereof being described in detail later. The verifying server 21100-1
checks the contents of the received ICS user packet PKOl, and decodes
the ciphertext "y" using the earlier-described technique, thereby
calculating the password PW. For example, in the event that the
cipber number = 2, the ciphertext "y" is decoded with x = y'mod n.
This yields x = PWl cl.bl.al. || year/month/day/hour/minute/second, so
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the password PW can be obtained.

Next, the contents of the cipher parameter PPl is RP1 = Hj
(domain name |RPO) IRPO (wherein RPO = MNY |1 ]3), so the verifying
server 21100-1 uses the secret Hash function Hj held within the
verifying servm: 21100-1 and the obtained domain name "cl.bl.al.” to
calculate t = Hj (domain name ||[RPO) |RPO), and checks whether or not t
= RP1 holds for the received RP1. If it holds, judgment is passed
that the domain name "cl.bl.al.”, the billing class MNT, and the
cipher nurbers "i* and "j" have not been tampered with. The verifying
server 21100-1 checks for excessive or insufficient registration
contents, and in the event that the contents are normal, the
registration results are registered in the verification table 21100-2;
registration is not made in the event there are insufficient
registration contents.

This is illustrated in the verifying table 21100-2 in the line
with the administration number 1, with the domain name as "cl.bl.al.”,
cipher number "2%, billing 61ass (MNY) "1", value of calculated
password PW "224691", expiration date "98-12-31", roaming connection
of "Yes", i.e., acceptance of a roaming connection. At the time of
generating the PKOl in procedure T10, the aforementioned value of tg
may be set to tg = 2 and roaming connection set to "No". The password
will not leak to a third party, due to application of the above-
described ciphering method. Roaming registration is reported by
passing through the registration server 21017-1 (procedure T30), then
the access control apparatus 21010-1 (procedure T35), and reported to
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the roaming IP temdna;l (procedure T40). Further, an ICS user packet
for changing the value of the password PW with tg = 3 or changing the
date of expiration with tg = 4 can be sent from the terminal 21200-1
via the ICS user logic cammmication line 21152-1, after the abowve
procedure T40 has been campleted. Incidentally, a method which can be
employed for changing the password involves specifying the prior
password.

{<Sending and receiving user IP packet while traveling)>)

An example will be described regarding comnecting a roaming
terminal 21200-1 to the access control apparatus 21020-1 and sending
and receiving of user IP packet between domain name "cl.bl.al." of the
roaming temminal 21200-1 and the other party of commmication with a
domain name "c2.b2.a2.". The user inputs the following from the input
unit 21204-1: the domain name "c2.b2.a2." of other party of
commmication, "tg" which has been set to tg = 5 for specifying
sending and receiving of user IP packet, own password PW, and "5"
which specifies the roaming comnection period in days (represented by
TTL). The inside 21201-1 and 21202-1 of the roaming terminal 21200-1
is used to this end. Also, the IP frame field 21203-1 is used for
. generating, and sending and receiving ICS user IP packets PKOl, PKO2,
PK03, PKO4 and so forth.

Next, the roaming terminal 21200-1 generates a user IP packet
PK02, and sends it to the access control apparatus 21020-1 via the ICS
user logic cammmication line 21210-1 (procedure T50). The user IP
packet PK02 includes the sender domain name "cl.bl.al.", receiver
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domain name “"c2.b2.a2.", cipher parameter RP2 and connection period
(represented by TIL). The cipher parameter RP2 is data calculated
with the password PW and the inside 21202-2. That is, year/month/day/
second "yy-mm-dd-sssss" is generated and used as a time random number
TR (TR = yy-mm-dd-sssss), and the clock of inside 21202-2 and the
cipher function Ei is used to calculate RP2 = Ei(PW, TR) [lTR.

The access control apparatus 21020-1 receives the user IP packet
PKO2, obtains the ICS network address "7800" provided to the ICS logic
terminal, and since the request identification from the conversion
table 21023-1 is "4" and further the sender ICS user address written
to the user IP packet PKO2 is "1000" (i.e., roaming special number),
the above ICS network address "7800" is held, and is delivered with
the ICS user packet PKOZ2 to the comnection server 21028-1 pointed to
by the receiver ICS user address "6310" (procedure T60). The ICS
network address "7800" obtained in this procedure will be used after
the later-described process T130.
<<{Function of connection server>)>

Next, the connection server 21028-1 calls the verifying server
21100-1 using the domain name "cl.bl.al.", and transfers the domain
name "cl.bl.al." and the cipher parameter RP2 to the verifying server
(procedure T70). The verifying server 21100-1 reads the values of the
password PW and cipher mmber written to the verifying table 21100-2,
and selects cipher function Ei and reads the password PW. Next, the
cipher parameter RP is RP2 = Ei(PW, TR) |TR, so the time random number
which is to the latter half of the RP2 is used to calculate t = Ei(FW,
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TR). In the event that the value of this temporary variable t
calculated here matches the first half Ei(Pi'ﬂ, T) of the received RP2,
confimation can be made that the password PW entered into the
terminal 21200-1 is correct. The time function TR includes the
year/month/day (i.e., TR = yy-mm-dd-sssss), so unauthorized access can
be discovered in the case that the received year/month/day does not
match that time of processing.

Next, the verifying server 21100-1 reports the following items
written in the verifying table 21100-2 to the comnection server 21028-
1 (procedure T80): completion of roaming registration, billing class,
and verifying server calling information (procedure T80). In the
present embodiment, the billing class is MNY = 1, and the verifying
server calling information is the ICS network address "7981" of the
verifying server 21100-1, port nurber "710" and administration number
"1* of the verifying administration table. The connection server
21028-1 presents the domain name "cl.bl.al." to the domain name server,
requests the ICS user address and the ICS network address associated
w:.ththe. domain name (procedure T90), and obtains the ICS user address
¥1200" and the ICS network address "8115" (procedure T100). In the

. same way, the comnection server presents the domain name "c2.b2.a2."

to the domain name server, requests the ICS user address and the ICS
network address associated with the domain name (procedure T110), and
obtains the ICS user address "2500" and the ICS network address "8200"

(procedure T120).
Next, the conmnection server 21028-1 informs the conversion table
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server 21026-1 of the following (procedure T130): the ICS network
address "7800" of the ICS logic terminal which has input the ICS user
packet (held in procedure T60); the ICS user address "1200", ICS user
address "2500", and ICS network address "8200", just obtained from the
domain name server; and also the campletion of roaming registration,
billing class, and verifying server calling information received from
the verifying server 21100-1.

The conversion table server 21026-1 writes the four address to
the conversion table 21023-1 as recelved. The value of the request
identification is "10", meaning inter-corporation commmication by
roaming. In the event that the billing class is MNY = 1, the ICS
network address "8115" and the ICS user address "1200" just obtained
from the domain name server are forwarded to the billing notification
destination of the conversion table 21023-1. Also, in the event that
the billing class is MY = 2, verifying server calling information is
forwarded to the billing notification destination of the conversion
table 21013-1. W, "5" which specifies the roaming connection
period in days is also written to the conversion table 21013-1. When
the writing to the conversion table 21023-1 is completed, the
conversion table server 21026~1 reports the results to the connection
server 21028-1 (procedure T140). This completion report is sent via
the access control apparatus 21020-1 (procedure T150) to the roaming
terminal 21200-1 with the ICS user packet PKO3 (procedure T160).

Now, the ICS user packet PKO3 includes the ICS user address
"1200" associated with the domain name "cl.bl.al." of the roaming
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terminal 21200-1, and the CS user address "2500" associated with the
domain name "c2.b2.a2." of the other party of commmication. The
corporation operating the access control apparatus can charge the
owner of the roaming terminal 21200-1 for the above usage of the
comnection server 21028-1, i.e., the procedures for receiving the ICS
user packet PKO2 up to returning the ICS user packet PK03, and "5"
which specifies the roaming connection period in days.
<<Using the roaming terminal))

The roaming terminal 21200-1 can use the conversion table 21023~
1 created following the above-described procedures, to perform inter-
corperation cammmication (procedures T170 through T220). In the
event that "5" which specifies the roaming connection period in days
elapses, the conversion table server 21026-1 can delete the above
roaming connection written in the inside of conversion table 21023-1.
<<{Notification of billing)>

The access control apparatus 21020-1 notifies the billing
notification destination registered in the conversion table 21023-1 of
the commmication charges (procedure T300 or T310).
<<Method for accessing the verifying server>)>

On the above description, detailed description will be made
regarding the method for judging whether or not the verification
request contained in the ICS network packet PK0O2 generated by the
roaming terminal 21200-1 due to the comnection server 21028-1
presenting the domain .name "cl.bl.al." to a plurality of verifying
servers including verifying server 21100-1 is correct, i.e., whether
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or not the damain name "cl.bl.al.” of the roaming terminal 21200-1 is
registered with the verifying server.

An example of 4-layer hierarchy will be described with reference
to FIG.128. A domain name "root" is provided on Level 1 of the tree,
and domain names "al®, "a2", "a3" - and so forth exist on Level 2
below, domain names "bl", "b2", "b3", and so forth exist on Level 3
below "al" for example, and domain names "cl®, "c2", "c3" *-rand so
forth exist on Level 4 below "bl" for example. _

FIG.129 illustrates the internmal table 21102-2 of the verifying
server 21102-1 handling the domain "root™, indicating, e.g., that the
ICS network address of the domain name server 21101-1 which handles
the domain name "al” below the domain name "root" is "7971", and the
port number is "710". Also, FIG.130 illustrates the internal table
21101-2 of the verifying server 21101-1 handling the domain "al”,
indicating, e.g., that the ICS network address of the domain name
server 21100-1 which handles the domain name "bl"™ below the domain
name "al® is "7981", and the port number is "710".

FIG.131 illustrates the internal table 21100-2 of the vem'.fying
server 21100-1 handling the domain "bl", indicating, e.g., that the

. domain name "cl" below the domain name "bl" shows "YES™ in the

endpoint in the internal table 21100-2, meaning that there are no more
domain names below, and that in this example, the domain name
"cl.bl.al" has been registered with the verifying server, and facts
such that the password PW is "224691", that the date of expiration is
"98-12-31", etc., are recorded therein.



195

<<Calling verifying server))

With reference to FIG.132, description will be made regarding
the procedures in which the connection server 21028-1 calls the
verifying server 21100-1 using the domain name "cl.bl.al.®, and checks
whether or not the domain name "cl.bl.al.” has been registered in the
verifying server. Now, the connection server 21028-1 has therein the
ICSnetworkaddmsgoftheveﬁfyingserverhandlﬁlgﬂxedmnjn"mot"
on Level 1 shown in FIG.128. Also, in the event that there is a great
deal of coomumnication with the verifying servers which handle the
Level 2 and Level 3 domains, the ICS network addresses of the
verifying servers thereof are held therein.

The connection server 21028-1 enters the domain name "cl.bl.al.®™
in the internal resolver 21029-1. The resolver 21029-1 sends the ICS
frame 21335-1 including "al™ under the domain name "root" and the
cipher parameter RP2 to the verifying se::ver 21102-1, and an ICS
packet 21336~1 including an ICS network address "7971" of the ICS
domain name server for "al" is returned. Next, the resolver 21029-1
sends an ICS packet 21345-1 including "bl" to the verifying server
21101-1, and an ICS packet 21346-1 including an ICS network address
"7981" of the verifying server for "bl" is returned. Next, the
resolver 21029-1 sends an ICS packet 21355-1 including "cl" to the
verifying server 21100-1, and regarding the domain name "cl”, the
space for the endpoint of 21100-1 is "Yes" this time, so it can be
judged that verification information has been registered. In this way,
"root™, "al" and "bl" have been followed in order, so it can be
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understood that the verification information for the reversed domain
name “cl.bl.al.” is registered in the internal table 21100-2.

The verifying server 21100-1 checks the received cipher
parameter RP, and checks that the expiration date "98-12-31" has not
expired. Next, the verifying server 21100-1 reads the password PW and
the value of the cipher number written in the verifying table, and
selects cipher function Ei. The cipher parameter RP is RR2 = Ei(PW,
) |TR, so the time random number TR to the latter half of RP2 is
usedtocalculatet=Ei(_PW, TR). In the event that the value of this
temporary variable t calculated here matches the first half Ei(PW, TR)
of the received RP2, confimmation can be made that the password PW
entered into the terminal 21200-1 is correct. The above results are
reported to the connection server 21028-1. Conseguently, the
connection server 21028-1 can know the verification results
(authorized or denied) and the billing class I'NY..
<<Other embodiment of roaming without a home IP terminal))

In the above embodiment, in the event that the ICS receptionist
does not set a home IP terminal, the earlier-described "Registration
procedures from home IP terminal®™ are performed via the user service
server 21250-1. In this case, the billing record "120" within the
verifying table 21100-2 within .the verifying server 21100-1, and the
information ™7981-710-1" of the verifying server presented to the
billing notification destination within the conversion table 21023-1,
are used.

<<Another embodiment of roaming wherein the verifying server is
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included in the domain name sexrverd>)

'IhestmctureofthedmainnanetmeshovﬁjnFIG.lze that is
the object of verifying server 21110-1 is the same as the domain name
trees that are the object of domain name servers in other embodiments.
Accordingly, each domain server is capable of storing the data of the
verifying server described in the present embodiment, and include the
function of a verifying server. That is, this other method of
carrying out roaming is realized by integrating the verifying server
described in the present embodiment with the damain name server
described in other enbodiments.
<<Access control apparatus and IP terminal connecting with wireless
transceiver)>)

A wireless transceiver 21620-1 is provided within the ICS

21000-1, and the wireless transceiver 21620-1 and a wireless
transceiver 21640-1 can exchange information one with another via a
wireless coomunication path 21625-1. The terminal 21630-1 includes
the wireless transceiver 21640-1, and as with the case of the earlier-
described IP temminal 21200-1, the terminal 21200-2 has functions for
inter-corporation commmication using an ICS domain name. There is an
informmation commmication path 21626-1 between the access control
apparatus 21020-1 and the wireless transceiver 21620-1. The
information commmication path 21610-1 is like the ICS user logic
commmication line in that it has functions for sending and receiving
ICS user packet, and these are different in that the information
commmnication path 21610-1 is within the ICS 21000-1. The wireless
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transceiver 21620-1 and the wireless transceiver 21640-1 both have
functions for receiving the ICS user packet, converting the
information within the ICS user packet into ICS user packet
information in waveform format and transmitting them, and also reverse
function, i.e., receiving ICS user packet information in waveform
fomat and reverse-converting into ICS packet format and transmitting
these. Accordingly, the ICS user packet sent out from the IP terminal
21200-2 passes through the wireless transceiver 21640-1, wireless
commnication path 21625-1, wireless transceiver 21620-1, and
information commmication path 21610-1, and is provided to the access
control apparatus. Also, an ICS packet sent out in the reverse
direction, i.e., sent from the access control apparatus 21020-1 passes
through the information communication path 21610-1, the wireless
transceiver 21620-1, the wireless commmication path 21625-2, the
wireless transceiver 21640-1, and is delivered to the IP temminal
21200-2,

Embodiment-19 (Closed-zone network communication using network
identifier, and open-zone communication):

| A method for using a network identifier to restrict
virtual dedicated line service, intra-corporation communication
service and inter-corporation communication service to within
the closed-zone, and a method for non-specifying the closed-
zone specification of the network identifier, i.e., specifying |

open-zone, will be described. Here, the network identifier is
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appropriated corresponding with the ICS user address.
{<Configuration>>

As shown in FIGs.133 to 136, an ICS 22000-1 includes
access control apparatuses 22010-1, 22020-1, 22030-1 and 22040-
1, and the access control apparatus 22010-1 includes a line
portion 22011-1, a processing device 22012-1 and a conversion
table 22013-1, the access control apparatus 22020-1 includes a
line portion 22021-1, a processing device 22022-1 and a
conversion table 22023-1, the access control appartus 22030-1
includes a line portion 22031-1, a processing device 22032-1
and a conversion table 22033-1, the access control apparatus
22040~1 includes a line portion 22041-1, a processing device
22042-1 and a conversion table 22043-1, and blocks 22060-1,
22061-1, 22062-1, 22063-1 and 22064-1 are each relay devices,
and are interconnected and also connected to one of the access
control apparatuses, via the ICS network communication line.
Blocks 22101-1, 22102-1, 22103-1, 22104-1, 22105-1, 22106-1,
22107-1, 22108-1, 22109-1, 22110-1, 22111-1 and 22112-1 are
each corporation LANs, and are each connected to the line
- portions of one of the access control apparatuses via the
respective gateways and the ICS user logic communication line.
Here, a block 22120-1 is a gateway for LAN 22101-1, a block
22121-1 is an ICS user logic communications line, and the other
gateways and ICS user logic communication lines are also in

similar positions, as shown in FIGs.133 through 136.
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Each LAN has 2 to 3 IP terminals having function for
sending an IP user packet, wherein the ICS user addresses are:
for within LAN 22101-1, "1500" and "1510"; for within LAN
22102-1, "5200", "5210", and "5250"; for within LAN 22103-1,
"1900" and "1910"; for within LAN 22104-1, "1100™ and "1110%;
for within LAN 22105-1, "4200" and "4210"; for within LAN
22106-1, "1800" and "1810"; for within LAN 22107-1, "1920" and
"1930"; for within LAN 22108-1, "5410" and "5420"; for within
LAN 22109-1, "1430" and "1440":; for within LAN 22110-1, "6500"
and "1960"; for within LAN 22111-1, "1820" and "1830";:; and for
within LAN 22112-1, *4410" and "1420".

In the above description, values "1000" through "1999"
for the ICS user address indicate the ICS user addresses for
the intra-corporation communication, values "2000" through
"6999" for the ICS user address indicate the ICS user addresses
for the inter-corporation communication, and values "7000"
through "9999" for the ICS network address indicate the ICS
network addresses. The ICS network server uses the ICS user
address range ("1000" through "1999") when performing the
intra-corporation communication, and the ICS user address range
("2000" through "6999") when performing the inter-corporation
communication. Also, the ICS user addresses used for the
intra-corporation communication can also be used for the inter-
corporation communication.

<{Conversion table line and network identifier))
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Description will be made regarding "lines™ in the
conversion table. For example, in conversion table 22013-1,
the example is that wherein: in the first line, the value of
request identification is *1", the value of transmitting ICS
network address is "8100", the value of sender ICS user address
(intra-corporation) is "1500", sender ICS user address (inter-
corporation) is blank, the value of receiver ICS user address
is "1100", the value of receiving ICS network address is
"7100", the value of the network identifier is "A001l", and
other items are ﬁnfilled. Here, a blank space may mean "Null®.
The "line" in the conversion table is also referred to as a
*record"” of the conversion table. The network identifier is a
symbol provided for sectoring off a section of the ICS network
and making that portion a net, and distinguishing the net, and
may be a numeral or a code. The network identifiers are
provided per line in the conversion table. Incidentally, in
the event that the netwoﬁk is not to be a closed-zone network,
this is indicated in each line in the conversion table with
"Open”, as shown in conversion table 22033-1.

The operation will be described with reference to the
flowcharts in FIGs.141 and 142.
<<Closed-zone/intra-corporation communication))

An ICS user frame S0l is sent out from an IP terminal
having an address "1100" within the LAN 22104-1, and reaches

the access control apparatus 22020-1 via the ICS user logic
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communication line. At the time of receiving the ICS user
packet S01 from the ICS logic terminal with the address "7100"
of the line portion 22021-1, the access control apparatus
22020-1 obtains the transmitting ICS network address "7100",
and further obtains the sender ICS user address "1100" and the
receiver ICS user address "1500" from the ICS user packet SO0l
(Step SP100), and checks whether the transmitting ICS network
address "7100" is registered on the conversion table 22023-1
with the request identification as "3"™ (Step SP110). In this
case, it is not registered, so next the access control
apparatus 22020-1 checks whether or not there is a record in
the conversion table 22023-1 that contains all of the ICS
network address "7100", the sender ICS user address "1100", and
the receiver ICS user address "1500", these having been
obtained as described above {Step SP120). In this case, the
existence of such is confirmed (Step SP130), and next, the
sender ICS user address (intra—corporation) of this record
alone is recorded as "1100", confirmation is made that the
space for the sender ICS user address (inter-corporation) is
blank, following which receiving ICS network address "8100" is
obtained (Step SP160).

Next, an ICS encapsulation is performed using the
transmitting ICS network address "7100" thus obtained and the
receiving ICS network address "8100" (Step SP180), and the ICS
network packet TO0l thus obtained is sent out onto the ICS
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network communication line (Step SP190). The ICS network
packet TOl passes through the relay devices 22062-1, 22061-1
and 22060-1, and reaches the access control apparatus 22010-1.
The access control apparatus 22010-1, upon receiving the ICS
network packet TOl (Step ST100), confirms that the receiving
ICS network address "8100" written within the network control
field (ICS capsule) of the ICS network packet T0l is registered
as the transmitting ICS network address "8100° within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation (Step ST120), and sends the obtained
ICS usei packet S0l to the ICS logic communication line 12121-1
connected to the address "8100" within the line portion 22011-1
(Step ST130). Incidentally, in the event that the receiving
ICS network address "8100" is not registered within the
conversion table 22013-1, the ICS network packet TOl is
discarded (Step ST115).

<<Closed-zone/intra-corporation comminication/access to network
server>)

An ICS user packet S02 is sent out from an IP terminal
having an address *1100" within the LAN 22104-1. At the time
of receiving the ICS user packet S02 from the ICS logic
terminal with the address "7100" of the line portion 22021-1,
the access control apparatus 22020-1 obtains the transmitting
ICs netwbrk address "7100", and further obtains the sender ICS

user address ®*1100" and the receiver ICS user address "6100"
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from the ICS user packet S02 (Step SP100), and checks whether
the ICS network address "7100" is registered on the conversion
table 22023-1 with the request identification as "3" (Step
SP110). In this case, it is not registered, so next the access
control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-1 that contains all of the
ICS network address "7100°, the sender ICS user address "1100"
and the receiver ICS user address "6100", these having been
obtained as described above (Step SP120). In this case, the
non-existence of such is confirmed (Step SP130)

Next, search is made for a record identical to the above
receiver iCS user address "6100" from one or more records in
the conversion table with a network identifier the same as the
network identifier "A001"™ having the request identification
value "4" in the conversion table 22023-1 with the afore-
mentioned ICS network address of "7100" and the sender ICS user
address of "1100™ (in this case, the third record from the top
in the conversion table 22023~1), and the receiving network
address "9100" written to the record is found (Step SP170).

- Next, the ICS encapsulgtion is performed using the transmitting
ICS network address "7100" and the receiving ICS network
address "9100" thus obtained (Step SP180), and the ICS network
frame T02 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet T02

passes through the relay devices 22062-1 and 22061-1, and
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reaches the ICS network server 22081-~1. The same is true for
the ICS user packet S03 sent out from the IP terminal having
the address "1110" within the LAN 22104-1, the network
identifier is "A002", and is ICS-encapsulated to become the ICS
network packet T03, and passes through the relay devices 22062-
1 and 22061-1, and reaches the ICS network server 22082-1.
<{Closed-zone/inter-corporation communication))

An ICS user packet S04 is sent out from an IP terminal
having an address "4200" withiﬁ the LAN 22105-1. At the time
of receiving the ICS user frame S04 from the ICS logic terminal
with the address "7200" of the line portion 22021-1, the access
control apparatus 22020-1 obtains the transmitting ICS network
address "7200", and further obtains the sender ICS user address
"4200" and the receiver ICS user address "5200" from the ICS
user packet S04 (Step SP100), and checks whether the address
®7200" is registered on the conversion table 22023-1 with the
request identification as "3" (Step SP110). In this case, it
is not registered, so next the access control apparatus 22020-1
checks whether or not there is a record in the conversion table
22023-1 that contains all of the transmitting ICS network
address "7200", the sender ICS user address "4200" and the
receiver ICS user address "5200", these having been obtained as
described above (Step SP120). In this case, the existence of
such is confirmed (Step SP130), and next, the sender ICS user

address (intra-corporation) of this record is blank,
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confirmation is made that the sender ICS user address (inter-
corporation) alone is recorded as "4200" (Step SP160).

Next, the ICS encapsulation is performed using the
transmitting ICS network address "7200" thus obtained and the
receiving ICS network address "8200" (Step SP180), and the ICS
network packet T04 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet T04
passes through the relay devices 22062-1, 22061;1 and 22060-1,
and reaches the access control apparatus 22010-1. The access
control apparatus 22010-1, upon receiving the ICS network
packet T04 (Step ST100), confirms that the receiving ICS
network address "8200" written within the network control field
(ICS encapsule) of the ICS network frame T04 is registered as
the transmitting ICS network address "8200" within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation.(step ST120), and sends the obtained
ICS user packet S04 to the ICS logic communication line
connected to the address "8200" (Step ST130).
<<Closed-zone/inter-corporation commurniication/access to network
server>>

An ICS user packet S05 is sent out from an IP terminal
having an address "4200" within the LAN 22105-1. At the time
of receiving the ICS user packet S05 from the ICS logic
terminal with the address "7200" of the line portion 22021-1,

the access control apparatus 22020-1 obtains the transmitting
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ICS network address "7200", and further obtains the sender ICS
user address "4200" and the receiver ICS user address "6200"
from the ICS user packet S05 (Step SP100), and checks whether
the ICS network address "7200" is registered on the conversion
table 22023-1 with the request identification as "3" (Step
SP110). 1In this case, it is not registered, so next the access
control apparatus 22020-1 checks whether or not there is a’
record in the conversion table 22023-1 that contains all of the
transmitting ICS network address "7200", the sender ICS user
address "4200" and the receiver ICS user address "6200", these
having been obtained as described above (Step SP120). In this
case, the non-existence of such is confirmed (Step SP130), and
next, search is made for a record identical to the above
receiver ICS user address "6100" from one or more records in
the conversion table with a network identifier the same as the
network identifier "B001l" having the request identification
value "4" (ICS network server specification) in the conversion
table 22023-1 with the aforementioned receiver ICS network
address of "7200" and the sender ICS user address of "4200" (in
this case, the seventh record from the top in the conversion
table 22023-1), and the receiving network address "9200"
written to the record is found (Step SP170).

Next, the ICS encapsulation is performed using the
transmitting ICS network address "7200" and the receiving ICS
network address "9200" thus obtained (Step SP180})}, and the ICS
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network packet T05 thus obtained is sent out onto the ICS
network communication line (Step SP190). The ICS network
packet T05 passes through the relay device 22062-1 and reaches
the ICS network server 22083-1. The same is true for the ICS
user packet S06 sent out from the IP terminal having the
address "4210" within the LAN 22105-1, the network identifier
is "B002", and is ICS-encapsulated to become the ICS network
frame T06, and passes through the relay device 22062-1 and
reaches the ICS network server 22084-1.
<<Communication from network server within ICS to network
server outside of ICS)>>

The IP terminal 22092-1 within the LAN 22102-1 is an
"ICS external server”, comprised of an IP terminal placed
outside the ICS 22000-1 and so forth. The ICS external server
22092-1 has an ICS user address "5250", and is registered in
the conversion table 22013-1 (ninth record from the top in the
in the conversion table 22013-1). However, the receiver ICS
user address and the receiving ICS network address spaces are
blank, and are registered as being "Null®. At the time that
- the ICS internal server 22084-1 sends out an ICS network packet
T22, the ICS network packet T22 passes through the relay
devices 22062-1, 22061-1 and 22060-1, and reaches the access
control apparatus 22010-1 (Step SP100), confirmation is made
that the transmitting IC network address is not registered
within the conversion table 22013-1 as "8200", the ICS reverse
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encapsulation is performed (Step SP120) in order to form the
ICS user packet S22, which is sent toward the ICS external
server 22092-1 (Step SP130). For reverse direction
communication, the ICS encapsulation is performed using the
conversion table 22013-1, and delivery is made to the ICS
internal server 22084-1.
<{Closed-zone/virtual dedicated line)>

An ICS user packet S07 is sent out from an IP terminal
having an address "1800" within the LAN 22106-1. At the time
of receiving the ICS user packet S07 from the ICS logic
terminal with the address "7300™ of the line portion 22021-1,
the access control apparatus 22020-1 obtains the transmitting
ICS network address "7300", and further obtains the sender ICS
user address "1800" and the receiver ICS user address "1900"
from the ICS user packet S07 (Step SP100), and checks whether
the ICS network address "7300" is registered on the conversion
table 22023-1 with the request identification as "3", i.e., as
a virtual dedicated line connection (Step SP110). In this
case, it is registered. Next the access control apparatus
22020-1 checks whether or not there is a record in the
conversion table 22023-1 that contains the transmitting ICS
network address "7300" and the receiver ICS user address
"1900", these having been obtained as described above (Step
SP140). In this case, such does not exist, so the receiver ICS

network address "8300" of the record wherein the receiver ICS
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user address space is blank (or "Null®) with the ICS network
addrgss "7300" in the conversion table 22023-1 is found (Step
SP145), the ICS encapsulation is performed using the
transmitting ICS nétwork address "7300" thus obtained and the
receiving ICS network address "8300" (Step SP180), and the ICS
network packet T07 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet TO7
passes through’ the relay devices 22062-1, 22061-1 and 22060-1,
and reaches the access control apparatus 22010-1. The access
control apparatus 22010-1, upon receiving the ICS network
packet TO07 (Step ST100), confirms that the receiving ICS
network address "8300" written within the network control field
(ICS capsule) of the ICS network packet T07 is registered as
the transmitting ICS network address "8300" within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation (Step ST120), and sends the obtained
ICS user packet S07 to the ICS logic communication line 12121-1
connected to the address "8300" within the line portion 22011-1
(Step ST130).

This is the same for ICS user packet $09 sent out from
the IP terminal having the ICS user address "1820" within the
LAN 22111-1, the network identifier is "C002", the ICS
encapsulation is performed and transferred through the ICS
22000-1, the ICS reverse encapsulation is performed at the

access control apparatus 22030 to form an ICS user packet S09,
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which reaches the IP terminal having the ICS user address
"1920" within the LAN 22107-1.
<<Closed-zone/virtual dedicated line/access to network server>)>
An ICS user packet S08 is sent out from an IP terminal
having an address "1810" within the LAN 22106-1. At the time
of receiving the ICS user packet S08 from the ICS logic
terminal with the address "7300" of the line portion 22021-1,
the access control apparatus 22020-1 6btains the ICS network
address "7300", and further obtains the sender ICS user address
*1810" and the receiver ICS user address "6300" from the
transmitting ICS user packet S08 (Step SP100), and checks
whether "7300" is registered on the conversion table 22023-1
with the request identification as "3" (virtual dedicated line)
(Step SP110). In this case, it is registered. Next the access
control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-1 that contains the
transmitting ICS network address "7300" and the receiver ICS
user address "6300", these having been obtained as described
above (Step SP140). In this case, such does exist, and the
receiving network address "9300" written to the record is found
(Step SP145). Next, the ICS encapsulation is performed using
the transmitting ICS network address "7300" and the receiving
ICS network address "9300" thus obtained (Step SP180), the
transmitting ICS network address "7300"™ thus obtained and the

receiving ICS network are used to perform the ICS encapsulation
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{Step SP180), and the ICS network packet T08 thus obtained is
sent out onto the ICS network communication line (Step SP190).
The ICS network packet T08 passes through the relay devices
22062-1 and 22064-1, and reaches the ICS network server 22087-
1.

The same is true for the ICS user packet S10 sent out
from the IP terminal having the address "1830" within the LAN
22111-1, the network identifier is "C002", and is ICS-
encapsulated to become the ICS network packet T10, and passes
through the relay device 22064-1 and reaches the ICS network
server 22089-1.
<<Open-zone/inter-corporation communicationd)

Open-zone/inter~corporation communication is almost the
same as the aforementioned closed-zone/inter-corporation
communication; the difference is that checking has been added
for registration of both the sender ICS user address (intra-
corporation) and the sender ICS user address (inter-
corporation) in searching the records in conversion tables
22013-1 and 22043-1, as described below.

An ICS user packet S13 is sent out from an IP terminal
having a user address "1420" within the LAN 22112-1. At the
time of receiving the ICS user packet S13 from the ICS logic
terminal with the address "7405" of the line portion 22041-1,
the access control apparatus 22040-1 obtains the transmitting

ICS network address *7405", and further obtains the sender ICS
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user address "1420" and the receiver ICS user address "5420"
from the ICS user packet S13 (Step SP100), and checks whether
the ICS network address "7405" is registered on the conversion
table 22023-1 with the request identification as "3" (Step
SP110). In this case, it is not registered, so next the access
control apparatus 22040-1 checks whether or not there is a
record in the conversion table 22043-1 that contains all of the
transmitting ICS network address "7405", the sender ICS network
address "1420" and receiver ICS user address "5420", these
having been obtained as described above (Step SP120), the
existence of such is confirmed (Step SP130), and next, a record
is found recorded in the conversion table 22043-1 wherein the
sender ICS user address (intra-corporation) is "1420" and the
sender ICS user address (inter-corporation) is "5420" (in this
case, the fifth record from the top on conversion table 22043-
1). Next, the received sender ICS user address (intra-
corporation) "1420" is re-written to a inter-corporation
address "4420", and the receiving ICS network address "8400"
registered to this record is obtained (Step SP160). Next, the
ICS encapsulation is performed using the transmitting ICS
network address "7405" and the receiving ICS network address
"8400" thus obtained (Step SP180), and the ICS network packet
thus obtained is sent out onto the ICS network communication
line (Step SP190). The ICS network packet passes through the

relay devices 22064-1 and 22063-1, and reaches the access
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control apparatus 22030-1. The access control apparatus 22030~
1, upon receiving the ICS network packet (Step ST100), confirms
that the receiving ICS network address "8400" written within
the network control field (ICS capsule) of the ICS network
packet is registered as the transmitting ICS network address
"8400" within the conversion table 22033-1 (Step ST110), and
then performs the ICS reverse encapsulation (Step ST120), and
sends the obtained ICS user packet S130 to the ICS logic
communication line connected to the address "8400" (Step
ST130). |
An ICS user packet S11 sent out from an IP terminal

having an ICS user address "4410" within the LAN 22112-1 is
ICs-encapsulated by the access control apparatus 22040-1 by the
same procedures as described above with regard to closed-
zone/inter-corporation communication, transferred through the
ICS 22000-1, reversely ICS-encapsulated in the access control
apparatus 22030-1, and delivered to an IP terminal having an
ICS user address "5410" within the LAN 22108-1. As another
example, an ICS user packet S12 sent out from an IP terminal

" having an ICS user address "4410" within the LAN 22112-1 is
ICS-encapsulated by the access control apparatus 22040-1 by the
same procedures as described above, transferred through the ICS
22000-1, delivered to the access control apparatus 22030-1, and
at the time of the ICS reverse encapsulation, reference to the

record in conversion table 22033-1 (in this case, the fifth
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record from the top on the conversion table) reveals that the
address "5430" written within the ICS user packet S12 is an ICS
user address (inter-corporation), the address value "5430" is
re-written to an ICS user address (intra-corporation} "1430"
(Step ST120), an ICS user packet S120 is generated, and
delivered to the IP terminal having the ICS user address "1430"
within the LAN 22109-1. As another example, an ICS user packet
S14 sent out from an IP terminal having an ICS user address
"1420" within the LAN 22112-1 has a sender ICS user address
"1420" and a receiver ICS user address "5440", is transferred
through the ICS 22000-1 and is delivered to the IP terminal
within the LAN 22109 with an ICS user address of "1440" and a
sender ICS user address "4420", having been converted to an ICS
user packet S140 with a receiver ICS user address "1440".
<<Open-zone/inter-corporation communication/access to network
server>>

ICS user packets S15 and S16 sent out from within the
LAN 22112-1 are delivered to the ICS network server 22085-1
that is the destination of each, following the same procedures
as that described above.
<<Communication from network server within ICS to network
server outside of ICS>)>

A block 22086-1 is an ICS network server is an within
the ICS 22000-1, and is an "ICS extermal server", comprised of

a database placed outside the ICS 22000-1, and so forth. The
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ICS external servers 22090-1 and 22091 have ICS user addresses
"6500" and "1960", and are registered in the conversion table
22033-1 (in.this case, the eighth and ninth records from the
top in the in the conversion table 22033-1). However, the
receiver ICS user address and the receiving ICS network address
spaces are blank, and are registered as being "Null". The ICS
external server 22091-1 has sender ICS user address (intra-
corporation) *1960%, and further, is provided with a sender ICS
user address (inter-corporation) "6960". Also, the ICS
internal server 22086-1 has ICS user address "6600", ICS
network address "9500", these being registered in the
conversion table 22033-1 (in this case, the tenth record from
the top in the in the conversion table 22033-1).

At the time that the ICS intermal server 22086-1 sends
out the ICS network packet T20, the ICS network packet T20
passes through the relay devices 22063-1 and reaches the access
control apparatus 22030-1, the ICS reverse encapsulation is
performed using the conversion table 22033-1 in order to form
the ICS user packet S20, which is delivered to the ICS external

* server 22090-1. For reverse direction communication, the ICS
reverse encapsulation is performed in the access control
apparatus 22030-1 to form the ICS user packet S21, and delivery
is made to the ICS external server 22086-1. Summarizing the
above, an ICS external server is placed outside of the ICS

22000-1, and communication between internal servers within the
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ICS 22000-1 and external servers outside the ICS 22000 is
enabled.

An arrangement may be used wherein all or a plurality of
records in the conversion table 22013-1 within the access
control apparatus 22013-1 are selected as necessary, stored
within a conversion table record file 22014-1, and extracting
as necessary for performing the ICS encapsulation and the ICS
reverse encapsulation. This also is true for the conversion
table 22020-1 within the access control apparatus 22023-1 and
so forth. In the access control apparatus, the portion of the
conversion table 21033-1 in which specification of the network
identifier is that for open-zone connection ("Open”) is usually
not held within the access control apparatus, and instead an
arrangement may be used in which address information to be
-registered to the conversion table is obtained from the domain
name server 22095-1 and temporarily used as a conversion table
22030~1. Also, the network server 22081-1 for closed-
zone/intra-corporation communication may be used as a domain
name server for closed-zone/intra-corporation communication
* which can be commanded by the network identifier "A001l".
Incidentally, the hierarchical structure of the domain name in
the example is shown to be a single-layer structure specifying,
e.g., domain name "al", but this may be made to be 2- or 3-
layer hierarchy such as *"bl.al." or "cl.bl.al.". Further, the

network server 22083-1 for closed-zone/inter-corporation
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communication may be used as a domain name server for closed-
zone/inter-corporation communication which can be commanded by
the network identifier "B001". The network server 22087-1 for
closed-zone/virtual dedicated line may be used as a domain name
server for closed-zone/virtual dedicated line which can be
commanded by the network identifier "C001"™. Incidentally, in
the present embodiment, the hierarchical structure of the
domain name iﬁ the example is shown to be a single-layer
structure specifying, e.g., domain name "al", but this may be
made to be 2- or 3-layer hierarchy such as "bl.al.® or

"cl.bl.al.”.

Embodiment-20 (IP terminal capable of connecting to plural
access control apparatuses with identifiers}:

The present embodiment does not fix the IP terminal
having the functions for sending and receiving ICS user IP
packet to a specific access control device; rather, it
realizing usage of an IP terminal which can be moved and
connected to other access control apparatuses and used, i.e.,
capable of roaming, using identifiers. Roaming is realized
based on the ICS domain name provided to the IP terminal.
<<Password transmission technique using cipher)>)>

The present embodiment includes procedures for ciphering
a secret password PW and sending this from the sender

(ciphering side) to the receiver (decoding side). First, the
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ciphering function Ei and the decoding function Di will be
described. The ciphering function Ei is represented by y =
Ei(kl, x), and the decoding function Di is represented by x =
Di(k2, y). Here, y denotes the ciphertext, x denotes plain-
text, k1 and k2 are keys, and "i" represents cipher numbers (i
=1, 2, *’) determining the secret key code and public key
code, including how the value of the cipher key is to be used.
In the above, an arrangement may be used wherein plain-text x'
is ciphered instead of the plain-text x with x' = x| r (wherein
r is a random number), and discarding the random number r from
the plain-text x' upon decoding, thus obtaining the plain-text
x. Such an arrangement generates a different ciphertext each
time the same plain-text is ciphered, owing to the random
number, and it is said that such is less susceptible to cipher
cracking.
(Example of cipher number i = 1)
{{Preparation>> |

The sender m discloses the domain name thereof (DNm) to
the public including the receiver. The receiver calculates Km
= Hash~1(DNm) using the secret data compression function Hash-
1, and hands over only the cipher key Km using a safe method so
~as to be unnoticed by a third party. This example is an
example of using DES ciphering, and the sender holds an
"ciphering module DES-e" for realizing the ciphering function

Ei, and a cipher key Km. The cipher key Km is a secret value
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which the sender and receiver share. The receiver has the
"ciphering module DES-d" for realizing the decoding function Di
and the data compression function Hash-1. What is used for the
data compression function Hash-1 is determined separately for
each cipher number. A data compression function is also
referred to as a "hash function®.

<<Ciphering by sender)>

The sender sets tﬁe secret password PW as x = PW, and
ciphers as y = DES-e(Km,x) with the ciphering module DES-e and
the cipher key Km being held, thereby sending the ciphertext
and domain name DNm.

{{Decoding by receiver)>)

The receiver receives the ciphertext y and the domain
name DNm, calculates the secret cipher key Km as Km = Hash-
1(DNm) using the receiver's secret data compression function
Hash-1, and the obtains the plain-text x as x = DES - d(Km,y)
using the decoding module. The plain-text x is password PW,
and the receiverhcan obtain the secret password PW. A third
party does not know the data compression function Hash-1 and
thus cannot calculate the cipher key Km, and accordingly,
cannot calculate the secret password PW} In the above
embodiment, as stipulation of the cipher number i = 3, the
ciphering function and the decoding function can be replaced
with coding function and decoding function other than DES code.

(Example of cipher number i = 2)
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<<{Preparation))>

The present example is an example of empioying RSA
ciphering, wherein the sender generates a ciphering function y
= x'mod n and a decoding function y = x®mod n. Here, e = d
holds, the key 4 being a secret value. The sender hands to the
receiver the discloseable ciphering keys e and n, and the
ciphering xpodule RSA-e for realizing y = xmod n. The sender
hoids the ciphering keys and the ciphe;:ing module RSA-e. The
sender does holds neither the secret ciphering module noxr
secret data. On the other hand, the receiver holds n and the

secret key d and the ciphering module RSA-e for realizing y =
xmod n.
{{Ciphering by sender)>

The sender ciphers the secret password PW, own domain
name DNm, and time of sending (year/month/day/hour/minute
/second) as x = PWlx1llx2 (wherein X1: domain name DNm, and x2:
year/month/day/hour/minute/second) and encodes as y = x*mod n
using the ciphering module RSA-e, thus sending the ciphertext
Y.

{<Decoding by receiver)>)

The receiver receives the ciphertext y and calculates y
= x%mod n using the decoding module RSA-d held beforehand and
the decoding key. The result is x = PWl x1llx2, so the data
which is at a certain position from the head of x is used as

PW. In the above ciphering, domain name x1 and year/month/day/
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hour/minute/second x2 are used as random numbers. A third
party does not know the secret key 4 and thus cannot calculate
the secret password PW. In the above embodiment, as
stipulations of the cipher number i = 4, the values of the
cipher keys e, d and n can be changed. Also, as stipulations
of the cipher number i = 5, the RSA ciphering technique can be
replaced with a different public key ciphering technique.
<<Terminal verification téchnique -using password and random
number>>

Description will be made regarding verification
technique for determining whether or not the password PW used
by a roaming terminal agrees with the password registered in
the verifying server. As prerequisite conditions, the
verifying server of the verifying entity and the terminal of
the user to receive verification have a password PW that is
secret to a third party, with a ciphering function E (wherein y
= E(k,x), vy represents ciphertext, k represents ciphering key,
and x represents plain-text). Specific procedures for terminal
verification will now be described. The terminal of the user
to receive verification decides upon a random number R using
appropriate means, calculates Y1 = F(PW, R) using the password
PW and the function y = F(PW, R) and sends both the random
number R and Y1 to the verifying entity. The verifying entity
receives the random numbers R and Y1, and calculates Y2 = F(FW,

R) using the received random number R, the password PW held
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within, and function F, and checks whether or not Y1 = ¥2
holds. 1In the event that there is a match, the verification
can be made that the owner of the terminal which is being
verified is using the correct password PW, i.e., verification
of the terminal can be made. In the above technique, an
arrangement in which the user to be verified cannot freely
select the random number R but rather the random number R is
restricted to depending on time (called a time random number)
further increases difficulty of a third party calculating the
password. _Instead of the ciphering function used above, the
secret data compression function Hj may be used instead, for
Y1, Y2 = Hj(PW, R).

{<Overall configuration))

FIGs.143 and 144 illustrate an overview of the roaming
technique according to the present embodiment, wherein an ICS
21000-1 includes access control apparatuses 21010-1, 21020-1,
21030-1, 21040-1, 21050-1 and 21060-1, relay devices 21080-1,
21081-1, 21082-1 and 21083-1, verification servers 21100-1,
21101-1, 21102-1 and 21103-1, domain name servers 21130-1,
21131-1, 21132-1 and 21133-1, user service server 21250-1 and
an ICS authority server 21260-1. The access control apparatus
21010-1 is provided with a conversion table 21013-1, a
conversion table server 21016-1, a registration server 21017-1
and a connection server 21018-1. The access control apparatus

21020-1 is provided with a conversion table 21023-1, a
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conversion table server 21026-1, a registration server 21027-1
and a connection server 21028-1. The connection servers 21018-
1 and 21028-1 are provided with an ICS user address "6310", and
has the function to register access control apparatuses
determined as necessary to the IP terminal, or to connect
thereto. The verlfying server 21100-2 is shown in FIG.145 and
the conversion table 21023-1 is shown in FIG.146.

The conéersion table seiver 21016-1‘h§s a fundtion fox
re-writing the contents of the conversion table 21013-1, and
the conversion table server 21026-1 has a function for re-
writing the contents of the conversion table 21023-1, which is
the same as described in other embodiments. Also, the LAN
21150-1 has an IP terminal 21151-1, the LAN 21160~1 has an IP
terminal 21161-1, and a block 21171-1 is an IP terminal. A
block 21200-1 is a portable roaming terminal, and is identified
by the ICS domain name "cl.bl.al.“ provided uniquely within the
ICS 21000-1.
<{<Application for use of roaming terminal)>

The owner of a roaming terminal 21200-1 indicates as an
" ICS usage applicant 21270~1 the payment method for the rbaming
terminal 21200-1, and applies to the ICS authority server
21260-1 via user service server 21250-1 for an ICS domain name
and an ICS user address. The payment method is represented by
billing class "MNY", e.g., in the event that MNY = 1, the

charges are billed to the home IP (i.e., an IP terminal which
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is connected to the access control apparatus in a fixed
manner), in the event that MNY = 2, the charges are paid
according to the record of the verifying server. The ICS
authority server 21260-1 sets an ICS domain name: "cl.bl.al."
for using the roaming terminal 21200-1, and an ICS user address
"1200". Further, in order to be connected to the access
control apparatus in a fixed manner and use it, the owner of
the IP terminal 21200-1 applies for an ICS.nétwork éddress to
the ICS authority server 21260-1 via the user service server
21250-1. The user service server 21250-1, upon obtaining the
ICS network address, makes a request to the conversion table
server 21016-1 to set the ICS network address "8115" and the
ICS user address "1200" in the conversion table 21013-1.

The ICS receptionist 21271-1 embeds inside the interior
21201-1 of the roaming terminal 21200-1 the following: ICS
domain name "cl.bl.al.”", ICS user address "1200", special ICS
address for roaming terminals (called "roaming special number”)
®1000", ICS user address "6300" for registration server, and
ICS user address "6310" for conmnecting server, and further
embeds inside the interior 21201-1 of the roaming terminal

21200-1 the ciphering function Ei and the decoding related data

RP1. Now, RP1 = Hj(domain |l name RPO) | RPO (wherein RPO = NMY |l i
Il 5 I NID) holds, and the domain name is "cl.bl.al.”. MNY is the

above-described billing class, "i" is a cipher number for the

cipher Ei, and "j" determines the type of Hash function Hj, and
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"NID" is a network identifier "B00l". Network identifies are
named to distinguish between closed-zone networks and open-zone
networks. Data compression function Hj is a secret dedicated
function used only by the verifying server and the user service
server. The user does not hold the data compression function
Hj, and does not even known Hj, and thus is incapable of
generating cipher related data RP1l.
<<Registration procedures from home IP terminal®>

Description will be made with reference to FIG.147. The
roaming terminal user connects the roaming terminal 21200-1 to
the position of the home IP terminal 21151-1. Next, the
roaming terminal user decides on a password (PW) and enters
this from the input unit 21204-1, and also generates an ICS
user packet PKOl using the ciphering function and the coding-
related data stored within 21202-1, and sends it to the access
control apparatus 21010-1 via the ICS user logic communication
line 21152-1 (procedures T10). The destination of the ICS user
packet PKOl is "6300" which points to the roaming registration
server, and includes own ICS domain name "cl.bl.al.", cipher
parameter PR1, ICS user address "1200", expiration data "98-12-
31", ciphertext "y" which is the password that has been
. ciphered, "tg" (wherein tg = 1 in order to display registration
procedures), and "Yes" or "No" for roaming connection
specification. The generation method employed for the

ciphertext "y" is the ciphering technique described earlier.
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For example, in the event that the cipher number = 2,
ciphertext "y" is generated with y = xmod n (wherein x = PW||
cl.bl.al. [l year/month/day/hour/minute/second). The access
control apparatus 21010-1 looks at the conversion table 21013-1
and transfers the ICS user packet PKOl to the registration
server 31017-1 with the destination "6300" (procedure T15).

The registration server 21017-1 uses the domain name
"cl.bl.al.” to call the verifying server 21100-1 (prodedure
T20). Also, the method by which the registration server 21017-
1 calls the verifying server 21100-1 using the domain name is
the same as the method by which the connection server 21028-1
calls the verifying server 21100-1 uéing the domain name, the
details thereof being described in detail later. The verifying
server 21100-1 checks the contents of the received ICS user
packet PKOl, and decodes the ciphertext "y" using the earlier-
described technique, thereby calculating the password PW. For
example, in the event that the code number = 2, the ciphertext
"y" is decoded with x = yimod n. This yields x = Pwll1.bl.al. |
year/month/day/hour/minute/second, so the password PW can be
obtained.

Next, the contents of the cipher parameter PPl is RP1l =

Hj (domain name l|RPO) | RPO (wherein RPO = MNY ||ill j INID), so the
verifying server 21100-1 uses the secret Hash function Hj held

within the verifying server 21100-1 and the obtained domain

name "cl.bl.al."™ to calculate t = Hj {domain name || RPO) || RPO),
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and checks whether or not t = RP1 holds for the received RP1.
If it holds, judgment is passed that the domain name
"cl.bl.al.”, billing class MNT, cipher numbers "i" and "j", and
the network identifier "NID"™ have not been tampered with. The
veriffing server 21100-1 checks for excessive or insufficient
registration contents, and in the event that the contents are
normal, the registration results are registered in the
verifying table 21100-2; registration is not made in the event
there are insufficient registration contents.

This is illustrated in the verifying table 21100-2 in
the line with the administration number 1, with the domain name
as "cl.bl.al.”, cipher number "2", billing class (MNY) "1",
value of calculated password PW "224691", expiration date "98-
12-31", roaming connection of "Yes", i.e., acceptance of a
roaming connection. At the time of generating the PKOl in
procedure T10, the aforementioned value of tg may be set to tg
= 2 and roaming connection set to "No". The password will not
leak to a third party, due to application of the above-
described ciphering method. Roaming registration is reported
* by passing through the registration server (procedure T30),
then the access control apparatus 21010-1 (procedure T35), and
. reported to the roaming IP terminal (procedure T40). Further,
an ICS user packet for changing the value of the password PW
with tg = 3 or changing the date of expiration with tg = 4 can
be sent from the terminal 21200-1 via the ICS user logic



229

communication line 21152-1, after the above procedure T40 has
been completed. Incidentally, a method which can be employed
for changing the password involves specifying the prior
password.

{{Sending and receiving user IP packet while traveling))

An example will be described regarding connecting a
roaming terminal 21200-1 to the access control apparatus 21020-
1 and sending and receiving of the user IP packet between
domain name "cl.bl.al." of the roaming terminal 21200-1 and the
other party of communication with a domain name "¢2.b2.a2."

The user inputs the following from the input unit 21204-1: the
domain name "c2.b2.a2." of other party of communication, "tg"
which has been set to tg = 5 for specifying sending and
receiving of user IP packet, own password PW, and "5" which
specifies the roaming connection period in days (represented by
TTL). The cipher parameter RP2 is data calculated with the
password PW and ihe inside 21202-2. That is,
year/month/day/second "yy-mm-dd-sssss” is generated and used as
a time random number TR (TR = yy-mm-dd-sssss), and the clock of
inside 21202-2 and the cipher function Ei is used to calculate
RP2 = Ei(PW, TR) [l TR.

The access control apparatus 21020-1 receives the user
IP packet PK02, obtains the ICS network address "7800" provided
to the ICS logic terminal, and since the request identification

from the conversion table is ™4" and further the sender ICS
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user address written to the user IP packet PK02 is "1000*
(i.e., roaming special number), the above ICS network address
"7800" is held, and is delivered with the ICS user packet PK02
to the connection server 21028-1 pointed to by the receiver ICS
user address "6310" (procedure T60). The ICS network address
"7800™ obtained in this procedure will be used after the later-
described process T130.
{<Function of connection server)>>

Next, the connection server 21028-1 calls the verifying
server 21100-1 using the domain name "cl.bl.al", and transfers
the domain name "cl.bl.al" and the parameter RP2 to the
verifying server (procedure T70). The verifying server 21100-1
reads the values of the password PW and the cipher number
written to the verifying table 21100-2, and selects cipher
function Ei and reads the password PW. Next, the cipher
parameter RP is RP2 = Ei(PW, TR) | TR, so the time random number
which is to the latter half of the RP2 is used to calculate t =
Ei(PW, TR). In the event that the value of this temporary
variable t calculated here matches the first half Ei(PW, T) of
the received RP2, confirmation can be made that the password PW
entered into the terminal 21200-1 is correct. The time
function TR includes the year/month/day (i.e., TR = yy-mm-dd-
sssss), so unauthorized access can be discovered in the case
that the received year/month/day does not match that time of

processing.
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Next, the verifying server 21100-1 reports the following
items written in the verifying table 21100-2 to the connection
server 21028-1 (procedure T80): completion of roaming
registration, billing class, and verifying server calling
information (procedure T80). In the present embodiment, the
billing class is MNY = 1, and the verifying server calling
information is the ICS network address "7981" of the verifying
server 21100-1, port numbef "710" and administration nﬁmber b
of the verifying administration table. The connection server
21028-1 presents the domain name "cl.bl.al.®™ to the domain name
server, requests the ICS user address and ICS network address
associated with the domain name (procedure T90), and obtains
the ICS user address "1200" and ICS network address "8115"
(procedure T100). In the same way, the connection server
presents the domain name "c2.b2.a2." to the domain name server,
requests the ICS user address and the ICS network address
associated with the domain name (procedure T110), and obtains
the ICS user address "2500" and the ICS network address "8200"
(procedure T120).

Next, the connection server 21028-1 informs the
conversion table server 21026-1 of the following (procedure
T130): the ICS network address "7800" of the ICS logic terminal
which has input the ICS user packet (held in procedure T60);
the ICS user address "1200", ICS user address "2500", and ICS

network address "8200", just obtained from the domain name
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server; and also the completion of roaming registration,
billing class, and verifying server calling information
received from the verifying server 21100-1. The conversion
table server 2120-6 writes the four address to the conversion
table 21023-1 as received. The value of the request
identification is "10", meaning the inter-corporation
communication by roaming. The network identifier (NID) is
"BOO1®. 1In the e?ent that the biliing class is MNY = 1, the
ICS network address "8115" and the ICS user address "1200" just
obtained from the domain name server are forwarded to the
billing notification destination of the conversion table 21023-
1. Also, in the event that the billing class is MNY = 2,
verifying server calling information is forwarded to the
billing notification destination of the conversion table 21013-
1. Further, "5" which specifies the roaming connection period
in days is also written to the conversion table 21013-1. When
the writing to the conversion table 21023-1 is completed, the
conversion table server 21026-1 reports the results to the
connection server 21028-1 (procedure T140). This completion
report is sent via the access control apparatus 21020-1
{procedure T150) to the roaming terminal 21200-1 with the ICS
user packet PKO3 (procedure T160).

Now, the ICS user packet PK03 includes the ICS user
address "1200" associated with the domain name "cl.bl.al." of

the roaming terminal 21200-1, and the CS user address "2500"
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associated with the domain name "c2.b2.a2." of the other party
of communication. The corporation operating the access control
apparatus can charge the owner of the roaming terminal 21200-1
for the above usage of the connection server 21028-1, i.e., the
procedures for receiving the ICS user packet PK02 up to
returning the ICS user packet PK03, and "5" which specifies the
roaming connection period in days. The above embodiment is an
example of the network identifier (NID) *"B001", and is applied
to closed-zone networks described in other embodiments. Also,
as another embodiment, the network identifier (NID) may be set
as "Open" and applied to an open-zone network. In this case,
the roaming technique is the same as that of the aforementioned
closed-zone network "BOO1".

<<Using the roaming terminal))

The roaming terminal 21200-1 can use the conversion
table 21023-1 created following the above-described procedures,
to perform the inter-corporation communication the same as with
that described in other embodiments (procedures T170 through
T220). In the event that "5" which specifies the roaming
connection period in days elapses, the conversion table server
21026-1 can delete the above roaming connection written in the
inside of conversion table 21023-1.
<{<{Notification of billing>)

The access control apparatus 21020-1 notifies the

billing notification destination registered in the conversion
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table 21023-1 of the communication charges (procedure T300 or
T310).
{{Method for accessing the wverifying server))

Of the above description, detailed description will be
made regarding the method for judging whether or not the
verification request contained in the ICS network packet PK02
‘generated by the roaming terminal 21200-1 due to the connection
server 21028-1 p;esénting the domain name "cl.bl.al.” to a
plurality of verifying servers including verifying server
21100-1 is correct, i.e., whether or not the domain name
"cl.bl.al."” of the roaming terminal 21200-1 is registered with
the verifying server.

An example of 4-layer hierarchy will be described with
reference to FIG.173. A domain name "root" is provided on
Level 1 of the tree, and domain names "al", "a2", "a3" ' and
so forth exist on Level 2 below, domain names "bl", "b2", "b3"

- and so forth exist on Level 3 below "al" for example, and

domain names "cl™, "c2%, "c3” - and so forth exist on Level 4

below "bl" for example.

FIG.149 illustrates the internal table 21102-2 of the
verifying server 21102-1 handling the domain "root",
indicating, e.g., that the ICS network address of the domain
name server 21101-1 which handles the domain name "al" below
the domain name "root® is "7971", and the port number is "7107.

Also, FIG.150 illustrates the internal table 21101-2 of the
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verifying server 21101-1 handling the domain "al®, indicating,
e.g., that the ICS network address of the domain name server
21100~-1 which handles the domain name "bl" below the domain
name "al® is "7981", and the port number is "710". FIG.151
illustrates the internal table 21100-2 of the verifying server
21100-1 handling the domain "bl", indicating, e.g., that the
domain name "cl" below the domain name "bi" shows *YES" in the
terminal space in the internal table 21100-2, meahing that
there are no more domain names below, and that in this example,
the domain name "cl.bl.al®™ has been registered with the
verifying server, and facts such that the password PW is
"224691", that the date of expiration is "98-12-31", etc., are
recorded therein

<<KCalling verifying server))

With reference to FIG.152, description will be made
regarding the procedures in which the connection server 21028-1
calls the verifying server 21100-1 using the domain name
"cl.bl.al.”, and checks whether or not the domain name
"cl.bl.al.” has been registered in the verifying server. Now,
the connection server 21028-1 has therein the ICS network
address of the verifying server handling the domain "root" on
Level 1 shown in FIG.153. Also, in the event that there is a
great deal of communication with the verifying servers which
handle the Level 2 and Level 3 domains, the ICS network

addresses of the verifying servers thereof are held therein.
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The connection server 21028-1 enters the domain name
"cl.bl.al.” in the internal resolver 21029-1. The resolver
21029-1 sends the ICS packet 21335-1 including "al" under the
domain name *root™ and the cipher parameter RP2 to the
verifying server 21102-1, and an ICS packet 21336-1 including

an ICS network address "7971" of the ICS domain name server for

"al® is returned. Next, the resolver 21029-1 sends an ICS

packet 21345-1 including "bl"™ to the verifying server 21101-1,
and an ICS packet 21346-1 including an ICS network address
"7981" of the verifying server for "bl" is returned. Next, the
resolver 21029-1 sends an ICS packet 21355-1 including "c¢l" to
the verifying server 21100-1, and regarding the domain name
"cl®", the space for the endpoint of 21100-1 is "Yes" this time,
so it can be judged that verifying information has been
registered. In this way, "root™, "al", and "bl” have been
followed in order, so it can be understood that the
verification information for the reversgd domain name
Pcl.bl.al.™ is registered in the internal table 21100-2.

The verifying server 21100-1 checks the received cipher

" parameter RP2, and checks that the expiration date "98-12-31"

has not expired. Next, the verifying server 21100-1 reads the
password PW and the value of the cipher number written in the
verification table, and selects cipher function Ei. The cipher

parameter RP is RR2 = Ei(PW, TR) [ TR, so the time random number
TR to the latter half of RP2 is used to calculate t = Ei(PW,
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TR). 1In the event that the value of this temporary variable t
calculated here matches the first half Ei(PW, TR) of the
received RP2, confirmation can be made that the password PW
entered into the terminal 21200-1 is correct. The above
results are reported to the connection server 21028-1.
Consequently, the connection server 21028-1 can know the
verification results (authorized or denied) and billing class
MNY.

<<Other embodiment of roaming without a home IP terminald)>

In the above embodiment, in the event that the ICS
receptionist 21271-1 does not set a home IP terminal, the
earlier-described "Registration procedures from home IP
terminal™ are performed via the user service server 21250-1.
In this case, the billing record "120" within the verifying
table 21100-2 within the verifying server 21100-1, and the
information "7981-710-1" of the verifying server presented to
the billing notification destination within the conversion
table 21023-1, are used.
<<Another embodiment of roaming wherein the verifjing server.is
included in the domain name server))

The structure of the domain name tree shown in FIG.153
that is the object of verifying server 21110-1 is the same as
the domain name trees that are the object of domain name
servers in other embodiments. Accordingly, each domain server

is capable of storing the data of the verifying server
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described in the present embodiment, and include the functions
of a verifying server. That is, this other method of carrying
out roaming is realized by integrating the verifying server
described in the present embodiment with the domain name server
described in other embodiments.

<<{Access control apparatus and IP terminal connecting with
wireless transceiver)).

A wireless transceiver 21620-1 is provided within the ICS
21000-1, and the wireless transceiver 21620-1 and a wireless
transceiver 21640-1 can exchange information one with another via a
wireless commmication path 21625-1. The terminal 21630-1 includes
the wireless transceiver 21640-1, and as with the case of the earlier-
described IP terminal 21200-1, the terminal 21200-2 has a function for
the inter-corporation commmication using an ICS domain name. There
is an information commmication path 21620-1 between the access
control apparatus 21020-1 and the wireless transceiver 21620-1. The
information commmication path 21610-1 is like the ICS user logic
comunication line in that it has a function for sending and receiving
ICS user packets, and these are different in that the information
comumication path 21610-1 is within the ICS 21000-1. The wireless
transceiver 21620-1 and the wireless tramnsceiver 21640-1 both have a
function for receiving ICS user packets, converting the information
within the ICS user frame into ICS user packet information in waveform
format and transmitting them, and also reverse functions, i.e.,

receiving ICS user packet information in waveform format and reverse-
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_converting into ICS packet fommat and transmitting these.

Accordingly, the ICS user packet sent out from the IP terminal 21200-2
passes through the wireless transceiver 21640-1, wireless
cammication path 21625-1, wireless transceiver 21620-1, and
information communication path 21610-1, and is provided to the access
control apparatus. Also, ICS frame sent out in the reverse direction,
i.e., sent from the access control apparatus 21020- l passes through
the information commmication path 21610-1, wireless transceiver
21620-1, wireless comumication path 21625-2, wireless transceiver
21640-1, and is delivered to the IP temminal 21200-2.

Thus, according to the present invention, administration of
information commmication is performed with a unified address system,
and various services can be provided, without usil}g dedicated lines or
the Internet, thus enabling structuring a large-scale commmication
system with high security and with relatively low costs. Also, inter-
corporation comumication can be performed between individual
corporations (including government organizations, universities, and so
forth) which had conventionally been services separately with
practically no change to the address system for computer
camunications. Further, since the network administrator holds the
network control authority, the overall administration of the network
becames clear, increasing ease of securing reliability and also

markedly improving security.
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WHAT IS CLAIMED IS:
1. In an Integrated information commmications system; wherein an
ICS user frame having a unique ICS user address system ADX is
converted into an ICS network packet having an addreés system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
addﬁeas sfstem ADS,. and the ;iestinatim other accé.ss control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,
characterized in that the system comprises a first IP terminal
in which a user uses and a second IP temminal operates in relation to
an IP terminal which provides data or satellite transmitting apparatus
and of which ICS specific number is assigned, and full duplex
communication is started due to an inguire of the user by using a
grand ICS commmication passage in which a satellite commmication
passage and ICS provide. .

2. An integrated information commmication system according to
Claim 1, wherein said full duplex commmication is started from the
second IP terminal.

3. An integrated information communication system according to
Claim 1 or 2, wherein a scheduled notification is carried out from an
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4. An integrated information commmication system according to
Claim 1, wherein the data transmission is carried out fram the IP
temminal which provides said data before the inquire of the user.

5. An integrai:ed iixfomation comunication system according:to
Claim 1 or 2, wherein said satellite transmission apparatus is
included within access control apparatus having a conversion table for
address administration.

6. In an integrated information commumications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information coammmications apparatus is reached,

characterized in that superior protocol of IP packet is
referred, and priority degree of next stage of IP packet arrived &t
said access control apparatus fram ICS inside is selected in
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correspondence to type of said superior protocol.

7. An integrated information commnication system according to
Claim 6, wherein said priority degree is selected at every superior
port number when said superior protocol is TCP.

8. An integrated information commmication system according to
Claim 6, whezeinsa:!,dpr.:i.oritydeéreeis selected at every superior
port number when said superior protocol is UDP.

9. In an integrated information commmications system; wherein an
ICS user packet Iiaving a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that superior protocol of IP packet is
referred, and priority degree of next stage of IP packet transmitting
to ICS inside from said access control apparatus is selected in

correspondence to type of said superior protocol.
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10. An integrated information commmication system according to
Claim 9, wherein said priority degree is selected at every superior
port number when said superior protocol is TCP.

11. An integrated information communication system according to
Claim 9, wherein said priority degree is selected at every superior
port mumber when said superior protocol is UDP.

12. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that said inter-corporation comwnication/
intra-corporation commmication and ICS network server commmication
are in the lump connected with gateway of LAN by a first user logic
commmication line and virtual dedicated line is connected with the
gateway of LAN by a second user logic cammumication line corporated
with FR or AIM.
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13 In an integrated information comumications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, convarsionismade to saidICSuseraddi'ess system ADX
based on the administration of said conversion table, and another
external information conmmmications apparatus is reached,
characterized in that said system includes plural user service
servers, plural concerned ICS servers and plural conversion table
servers, respectively, an application of ICS entry is received at said
user service server, and said concerned ICS servers allot ICS user
address, ICS network address and ICS name and said conversion table

servers rewrite conversion table in said access control apparatus.

14. An integrated information cammnication system according to
Claim 13, wherein said conversion table server, said ICS user address,
said ICS network address and said ICS name are notified to domain name

sexrver.

15. An integrated information commmication system according to
Claim 14, wherein ICS user address distribution administration table
of said concerned ICS server and resources of domain name server hold
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a pair of said ICS user address and ICS name, only one is not changed,
and ICS user address and ICS name of the present terminal are not
changed when the terminal is removed to said access control apparatus.

16. In an integrated information cammmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the adnimstzation of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that an ICS operator gives an instruction to
integrated user service server, integrated resource administration
sexrver and integrated passage information server, and an operation is
executed by individual reports.

17. An integrated information commmication system according to
Claim 16, wherein ICS operator gives an instruction to integrated
conversion table server, said integrated conversion table server
instructs rewriting of the conversion table. to conversion table server
and the conversion table server instructs rewriting of address and so
on to the domain name server in accordance with the instruction, or
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the ICS operator gives an instruction to integrated conversion table
server, said integrated conversion table server instructs rewriting of
database to the user service server and the user service server
operates by returning the address and so on in correspondence to the
instruction.

18. An integrated information qanmmication system according to
Claim 17, wherein concerned ICS authorities give an instruction to
integrated concerned ICS server and integrated domain name server and
operate by reporting individually.

19. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
" based on the administration of said conversion table, and another
external information commmications apparatus is reached,
characterized in that ICS user address and ICS network address of
camemication other party are obtained as ICS domain name which is
telephone mumber, and said ICS network address is held in a conversion
table within access control apparatus at a call side.
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20. An integrated information commumnication system according to
Claim 13, wherein ICS user address and ICS network address of
camumication other party are obtained as ICS domain name which is
telephone number, and voice is fallen into ICS user packet.

21. In an integrated information commmications system; wherein an
ICS_ﬁserpacket having a unique ICS user address system ADX is
converted intﬁ an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information camumications apparatus is reached,
characterized in that wherein a commmication due to telephone
voice is capable by connecting to a telephone via telephone line from
telephone line conversion portion within the access control apparatus.

22. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
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made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that an ICS receiver gives encryption function
and related encryption data to a roaming terminal and said encryption
function is selected by changing parameter.

23. An integrated information communication system according to
Claim 22 further including an identification server to identify the
roaming terminal to be comnected with plural access control apparatus.

24. An integrated information communication system according to
Claim 22, wherein an identification server includes charge dontrol
information (charge class, charge record) and ICS account is charged
based on the charge control information.

25. An integrated infommation commmication system according to
Claim 22 including a domain name server having a function to uniformly
identify the function to control domain name and the roaming terminal.

26. An integrated information commmication system according to
Claim 22, wherein a first radio receiver/transmitter is connected with
the access control apparatus, said first radio receiver/transmitter
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hasaftmctiontocmwertinnerinfomationofICSuserpacket to
radio type ICS user packet and transmits and a function to reversely
convert to inner information of ICS user packet, and a commmication
is carried out between IP terminals including a second radio
receiver/transmitter having the same functions.

27. Inan integrated information cormun:lcat:.ons system, wherein an
ICS user packet having a unique ICSuseraddness systemADXis
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that network identifier is registered in said
conversion table, closed-zone intra-corporation commmication is
performed by using the network identifier and is capabie of accessing
" to a network server for the intra-corporation commmication.

28. An integrated information coammumications system according to
Claim 27, wherein closed-zone inter-corporation is performed by using
the network identifier and is capable. of accessing to a network server
for the inter-corporation commmication.
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29. An integrated information commmications system according to
Claim 27, wherein closed-zone virtual dedicated line conmmication is
performed by using the network identifier and is capable of accessing
to a network server for the virtual dedicated line commmication.

30. An integrated information commmications system according to
Claim 27, wherein open-zone inter-corporation comminication is
performed by using the network identifier and is capable of accessing
to a network server for the open-zone inter-corporation commmication.

31. An integrated information commmications system according to
Claim 27, wherein ICS user is transmitted/received by using the
conversion table between an internal network server and an external

network server.

32. An integrated information commmications system according to
Claim 27, wh&re:tntheconversiontableisheldinacorwersiontable
record file and is took out at a necessary time to use.

33. An integrated information commmications system according to
Claim 27, wherein the conversion table is not held in said access
control apparatus, and information to register at the conversion table
is obtained from domain name and is used by temporarily holding at the

conversion table.
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34. An integrated information commmications system according to
Claim 27, wherein a domain name server for closed-zone intra-
corporation commmication is provided in ICS network.

35. An integrated information commmications system according to
either Claim 28, wherein, a domain name server for closed-zone inter-
corporation commmication is provided in ICS network.

36. An integrated information conmmications system according to
either Claim 29, wherein, a domain name server for closed-zone virtual
dedicated line is provided in ICS network.

37. In an integrated information comumications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
* address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,
characterized in that there is provided an identification
server to identify a roaming terminal to be connected with said plural
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access control apparatus, an identification table within said
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identification server includes a network discriminator and encryption
parameter includes a network identifier.

38. In an integrated information cammmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an addresa:s system ADS,
baLsedonthe administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address syétemADX
based on the administration of said conversion table, and another
external information communications apparatus is reached,

characterized in that there is provided an identification
server to identify a roaming terminal to be comnected with said plural
access control apparatus, and the conversion table includes a network
identifier.



