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INTEGRATED INFORMATION CCHIJNICATICN SYS'lEM 

BACKGR0tJND OF THE INVENTION 

1. Field of , Invention 

T.be p:cesent invention relates to an integrated info::anation 

cannun.ication system connecting infonnation c:c:mnunication equipnents 

_or info.nnation ccmmmication systems such as and/or for personal 

ccnplter. LAN {Loca1 Area Network}. telephone (including cellular 

phone) • FAX (Facsimile} • CATV ( cabl.e Television) , Intemet and :the 

like, not only via dedicated lines. but also via ISDN (Integrated 

Sern..ces Digital Network) • FR (Frane Relay} • A'lM (Asyncb:ronous 

Transfer !tlde}. IPX (Integrated Packet Excbange), satellite, wireless 

and public lines. Here. integrated infcmnation ccmmmication 

equipnents perfcmn camuni.cation provided with an address {for 

infcmnation canm.mication) for distinguishing the integrated 

infonnation camunication equipnent with other equipnent. Particu­

larly, the present invention relates to an integrated infcmnation 
":.. , 

carmunication system which integrates data transfer servi.ces based on 

connection-less networks (e.g .• RFC791 or RFC1883 IP (Intemet 

Protocol) technology) and :inproves the overall econani.cs of the 

infonnation ccmruni.cation system by employing a unified address system, 

and ensuring security to :realize interactive ccmnunications between 

connected tenn:inals or systems. 

2. Description of the Pr.Lor Art 

In accordance With cacputer and infomiation ccmmmication 
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technology, ccuputer ccmmmication networks have 1n recent years cane 

to be wi.del.y used in universities, research institutes, govm:nment 

organizations, and intra-cox:poration/inter-carporation situations. 

LANs are used for intra-carporation cama.mication netwo.D<s, and in the 

event that the geographic locale is on a natialal basis, the fonn 

thereof becaies such as sown in FIG. l. In the exanp1e described in 

FIG. l, each local LAN uses a camm protocol, with each being 

oonnected by dedicated lines. Hem, e.g. r a corporation X has LAN-X 

1, LAN-X2 and LAN-X3 as LANs, a corporation Y has LAN-Yl, LAN-Y2 and 

LAN-Y3 as LANs, and both corporations X and Y use ccmmmication 

. address system ADX and ADY for pe:rfoming canputer ccmrunications. 

Since it is necessa:cy to 1ay a separate dedicated line for each 

an:pora.tion with such a LAN netwm:k, system architecture becanes 

costly, and in the event that connection is to be ma.de to a LAN 

network of another carporation, interfacing llllSt be matched such as 

the camumication address system, making inter-connection very 

difficu1t and very costly. 

On the other hand, the Intemet has recently becane widespread 

as a global.-scale carputer ocmmmication network. On the Internet, 

• networks are connected using a router of a provider, a ccmmmication 

protocol called TCP tIP (Transmission Control Protocol/Internet 

Protoool) is enployed, dedicated lines or FR netwo?Xs are used for 

connecting .reioote areas, and Etbemets which are 10 Mbps LANs or FDDis 

(Fiber Distributed Data Interface) which are 10 Mbps LANs are used as 

ccmrun.i.cation pa.tbs wi.thin structm:es. FIG. 2 shows an example of an 
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Internet connection, :in which the routers in the providers maintain 

1111tual camection by exchanging rout:ing table COillleotion information. 

Each router is connected to a plurality of net.war.ks, and ju.dgn&lt is 

made based on tbe routing table regarding to which router connected to 

which provider' s netwm:k :received data should go next. Thus, on the 

Intemet, the IP addcess attached to each IP packet {IP datagram) is 

checked, judgment is made to which router tbe IP packet should be sent, 

and that IP packet is Sent aooo:rdingly. Thus, IP packets are 

transfer.red one after another and delivered to the destination 

cooputer, by means of all JX>Uters perfcmning the above-described 

operation. 

FIG. 3 illustrates the infcmnation contents of an RFC791 IP 

packet used by the Intemet, divided into a control field and a data 

field~ FIG.4 illustrates the infoDna.tion contents of a s:lmilar 

RFC1883, divided into a control field and a data field. In either 

figure, the pm:entbeses ( ) indicate the number of bits. 

However, with the Internet, the pa.th control is restricted by IP, 

so that one cannot tell whether the other party with which 

conmmication is being made is the authorized party, and the system is 

. such that the ccmmmication path is not administrated in an integrated 

manner, meaning that theI:e ai:e pr:oblems regarding security in that 

in:fomation may be eavesdropped. Also, in reality, addresses within 

the LANs are being separately decided by the LAN users, so ~ is 

the necessity to replace the LAN user addresses when connecting the 

LAN to the Intemet. Also, ccmm.mication quality such as 
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carmmication speed and camumication error rate for the trunk lines 

making up the Intemet carmmication pa.th differ f:ron one line to 

another for each LAN, and are practically non-mli.f<mn. Also, there 

are problems such as an attarpt to send a 10 Mbps TV signal for video­

conferencing not achieving the desired cc:mmmication speed. Further, 

there is no aamn:t..strator for perfoIJlling maintenance of the netwm:X. 

such as in the case of failure, of for integrating the overall netwol:k 

for future plamring for the network. and so forth. Also, with LAN 

networks and the Inte:met, the temtinal.s are personal catpUters 

{ canputers), and it has been di£ficult to use telephones. FAX and CATV 

in an integrated manner therein .. 

SQMRY OF THE INVENTION 

The present embodiment has been made in accorOance with the 

above-described situations, and it is an object of the present 

invention to p:rovide an integrated infonna.tion carmmication system 

capable of containing a plurality of VANs which perfOI.m IP packet 

transfer of which security and reliabi 1 i ty in ccmnunications has been 

ensured, by means of not using dedicated lines or the Internet so as 

· to improve econanic considerations of the inf m:mation ccmnunication 

system architecture, and ensuring carmmication speed, comnunication 

quality and cannunication trouble countenneasure in a unified manner. 

Also, it is another object of the present invention to provide an 

integrated information ccmnmication system· which uses a single 

infonnation transfer which is not dependent on the type of service, 
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such as sound. image (mtion and still), text, etc., so as to inter­

connect services which have conventionally been provided separately, 

such as total ccmmmication services, analog/digital telephone llne 

seT:Vices, Internet provider services, FAX services, canputer data 

exchange services, CATV services and so forth. Further, it is another 

object of the present :invention to provide an integrated infcmnation 

carmmication system which enables inter-ooi:poration camnmication 

With very little change to the oatp.Iter ocmmm:l.cation add:t:ess systems 

which have been independently and separately cmated within each 

separate corporation (including universities, research institutes, 

gove:z:nment <n'g'Bllizations, etc. ) . 

The present invention :celates to an integrated information 

carmmication system, and the above objects of the present invention 

are ;real; zed as follows: the present invention is configured. by 

providing an access cont:J:ol apparatus for connecting a plurality of 

canputer ccmwnication networks or infcmnation cannunication 

equipnent to each, and a relay device for networking the 

afm:enentioned access control apparatus, the system having functions 

for perfOlJiling routing by transfer.ring infoma.tion by a unified 

. address system, and is configures such that the aforementioned 

plurality of canputer ccmnunication networks or information 

carmmication equipnents can perfonn carmmica.tions in an interactive 

manner. In FIG. l which is given as an example of a conventional 

a:r:rangement, the range of dedicated lines used for intra-corporation 

and inter-corporation ccmnunications is indicated by solid 1 ines, and 
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this is :replaced with the equivalent of a cooplter ccmnunications 

network according to IP as a carm:m ccmmmication network indicated by 

broken lines. 

The above-described objects of the present invention are achieved 

by an res user packet having a unique ICS user address system ADX 

being converted into an ICS network packet having an address system 

ADS, based on the administration of a conversion table provided within 

an aocess contml apparatus, and by being arranged such that m the 

case that transmissial is made over at least one VAN oontained theI:ein 

following :rules of the aforementioned address system ADS, and the 

destination other access control apparatus is .reached, conversi.on is 

made to the aforementioned ICS user address system ADX based on the 

administration of the aforementioned conversion table, and another 

extema1. infoxma.tion camnmication apparatus is reached. Also, the 

above-described objects of the present invention are achieved by an 

ICS user packet having a unique ICS user address system ADX being 

converted into an ICS network packet corresponding with a :r:eception 

!CS network. address registered beforehand to tbe conversion. table in 

accordance with a user logic ccmmnication line, rather than using an 

· ICS user address within the aforementioned ICS user packet based on 

the administration of a conversion table provided within the access 

control apparatus, and by being ar.ranged such that in the case that 

transmission of the aforementioned ICS netwo:rk packet is made to 

another access control apparatus via at least one VAN following rules 

of the ICS address system ADS, the transfer destination of the 
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aforementioned ICS netwoz:X packet being either 1 or N, this is 

retumed to the afo.rea&ltioned res network packet based on the 

administration of a conversion toble provided within the 

aforenentioned access oontI.'01 apparatus, and another ex:temal 

1nfotmation ccmmmication apparatus is reached. 

Bft!EF DESCRIPTICN OF THE ~ 

In the ~g drawings: 

FIG.! is a block d1a.g:ram to explain a conventional LAN net:wm:k; 

FIG. 2 is a diagram illustrating a form of Inte.i:net; 

FIG.3 is a diagram illustrating an IP packet according to RFC791 

stipulation; 

FIG. 4 is a diagram illustrating an IP packet according to 

RFC1883 stipulation; 

FIG. 5 is a block diagram systematically illustrating the basic 

princip1e of tbe pxesent invention; 

FIG. 6 is a block diag:cam 11 lustrating an exanple of a network 

whaI:e:in an ICS accm:ding to the present invention is constructed of a 

plurality of VANS; 

FIG.7 is a block diagram illustrating an exan:ple of configur.i..ng 

the access control apparatus: 

FIG. 8 is a block diagram illustrating an exanple of configuring 

the relay apparatus; 

FIG. 9 is a block diagram i 11 nstrating an exanple of configuring 

the inter-VAN gateway; 
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FIG.10 is a block diagram illustrating an exaaple of configuring 

the ICS network server; 

FIG.11 1s an array diagram illustrating an example of the ICS 

user address used in the present invention; 

FIG.12 is a wiring diagram i J Justrating the camection relation 

between the ICS logic temtlnal. and user carmunication line; 

FIG.13 is a diagram illustrating the relation between the res 
user packet and tbe ICS netWOJ:k packet, used in the present 

invention; 

FIG.14 is a portion of a constructional. block drawing 

illustrating a first embod:iment (intra-corporation ccmmmication, 

.inter-oox:p:nation ccmmmication) according to the present invention;· 

FIG.15 is a portion of a constructional block drawing 

illustrating a first embodiment according to the present invention; 

FIG.16 is a diagram to show an example of a conversion table; 

FIG.17 is a <li.agram to show an exarrple of a temporary conversion 

tabl.e; 

FIG.18 is a flowchart i J Justrat:ing an exarrple of operation of 

the acx:ess control apparatus; 

FIG.19 is a flowchart illustrating an exanpl.e of operation of 

the access control apparatus in inter-cmporation ccmmmication; 

FIG.20 is a constructional block drawing illustrating a second 

embodiment (virtual dedi.cated. line) accord:ing to the present 

invention; 

FIG.21 is a diagram to show an exanple of the conversion table; 
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FIG.22 is a flowcba:c:t illustrating an example of operation of 

the access control apparatus in virtual dedicated line connection; 

FIG.23 is a diagram to show an exanple Of far:ma.t of NSAP type 

A'lM address; 

FIG.24 is a diagram to show an infcmnatioo unit of A1IM cell 

type; 

FIG.25 is a diagram to explain conversion/restoring operation 

between ICS network packet and CPCS packet; 

FIG.26 is a diagram to explain dissolution/assembly between CFCS 

frame and cell; 

FIG.27 is a portion of a constructional block showing a 3m 

embodiment (embodiment using A'1M network) according to the present 

invention; 

FIG. 28 is a portl.on of a constructional block showing a 3m 

embodiment accoming to the present invention; 

FIG. 29 is a diagram to show an exauple of an ATM addl:ess 

conversion table and a VC address conversion tabl.e; 

FIG. 30 is a diagram to show an exanple of an ATM address 

conversion table and a VC address conversion table; 

FIG. 31 is a flowchart to show a flow of packet using SVC and 

PVC; 

FIG.32 is a flowchart to show a flow of packet using SVC and 

FIGs.33 and 34 are block diagrams to sbow l:N ccmnunication or 

N: 1 ca:nrunica.tion using PVC; 
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FIGs.35 and 36 are block diagrams to show N:N ccmmmication 

using PVC; 

FIG. 37 is a d:i.agl:am to show an exanple of FR frame address 

portion; 

FIG. 38 is a diagram to show a variation between ICS network 

packet and FR frame; 

FIG. 39 is a portion of a constructional block sbcwing a fourth 

embodiment (embodiment using FR network) accord:l.ng to the present 

invention; 

FIG.40 is a portion of a constructional block showing a fourth 

embodiment acco:c:ding to the present invention; 

FIG.41 is a diagram to show an example of an FR aadl:ess 

conversion tab1e and a DLC address conversion table; 

FIG. 42 is a diagram to show an example of an ER address 

conversion table and a DLC address conversion tab.le; 

FIG. 43 is a flowchart to show a flow of packet using SVC and 

PVC; 

FIG. 44 is a flowchart: to show a flow of using SVC and PVC: 

FIGs. 45 and 46 are block diagrams to show l :N camn.mication or 

• N: 1 ccmmmica.tion using PVC; 

FIGs.47 and 48 are block diagrams to show N:N oc:mnunication 

using PVC; 

FIG.49 is a portion of a constructional block showing a fifth 

embodiment ( a.cccmooda.tion of telephone line, ISON line, CATV line,, 

satellite line, IPX line, cellular phone line) accm:ding to the 
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present invention; 

FIG.SO is a portion of a constructional block showing a fifth 

embodiment according to the present invention; 

FIG.51 is a portion of a constructional bloek showing a fifth 

embodiment according to the present invention; 

FIG.52 is a portion of a constructional block showing a fifth 

embodiment according to the present invention; 

FIG. 53 shows an example of tbe conversion table; 

FIG. 54 is a flowchart to show an operatioo of a fifth 

embod:i.ment; 

FIG. 55 is a portion of a constructional block showing a sixth 

embodiment accotiling to the present invention; 

FIG.56 is a portion of a constructional block showing a sixth 

embodiment according to the present invention; 

FIG.57 is a portion of a constructional block showing a sixth 

embodiment according to the present invention; 

FIG. 58 is a diagram to show an example of desaription of :router 

table in a dial-up router; 

FIG.59 is a flowchart to show an operation of a sixth 

. embodiment; 

FIG. 60 is a constructional block showing a seventh embodiment 

( ICS addl:ess administration server) according to the present 

invention; 

FIG. 61 is constructional block showing an eighth embodi­

ment(full-duplex carm.mication including a satellite ccmmmication 
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path) accm:ding to the present invention; 

FIG. 62 iS a timing chart to show an example of operation of a 

full-duplex cammication by TCP; 

FIG.63 is a timing chart to explain an eighth embodiment; 

FIG. 64 is a timing chart to exp.lain an eighth embodiment; 

FIG. 65 is a timing chart to explain an eighth embodiment; 

FIG.66 is a constxuctioDal block showing a variation of an 

eighth embod:iment; 

FIG. 67 is a timing chart to show an operation Of a ninth 

embodiment(full-dqplex ca:rmmication including a satellite 

ca:rmmication path) aocarding to the present .invention; 

FIG. 68 is a timing chart to expJ.ai.n a ninth enbxliment; 

FIG. 69 is a t:ilning chart to expl.a:in a ninth emtx>diment; 

FIG. 70 is a timing chart to explain a tenth eatxxi:i.ment; 

FIG.71 is a timing chart to explain a tenth eatxxi:i.ment; 

FIG. 72 is a timing chart to explain an eleventh embod:iment; 

FIG. 73 s a constructional. block showing a twelfth embodiment 

(full-duplex caurunication path) aocarding to the present invention; 

FIG. 74 is a timing dhart to show an operation of a twelfth 

... embodiment; 

FIG. 75 is a const:ructional block to show a variation of a 

twelfth emtx>diment; 

FIG. 76 is a diagram to show an exanple of TCP frame; 

FIG. 77 is a diagram to show an e.xauple of UDP frane; 

FIG. 78 is a portion of a constructional block show.lng a 
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thirteenth embodiment( control o£ receiving priority degree) according 

to the present :Invention; 

FIG. 79 is a portioo of a constructional block showing a 

thirteenth embodiment acoord1ng to the present :invention; 

FIG. 80 is a portion of a Cliagram to explain a thirteenth 

anbod:iment; 

FIG.81 is a portion Of a diagram to explain a thirteenth 

embodiment; 

FIG. 82 is a flowchart to show an operation to decide a degree of 

priority; 

FIG.83 is a constructional block shewing a 14th embodiment 

(contJ:ol of transnitting priority degree) accord:ing to the present 

invention; 

FIGs. 84and 85 are dia.gx:ams to show an exanple of a conversion 

table using in a 14121 embodiment; 

FIG.86 is a flowchart to show an operation of priority decision 

in a 14th embodiment; 

FIG.87 is a constructianal. b1ock showing a 15121 mixxliment 
(llllltiplex ccmmmication) accOJ:ding to the present invention; 

FIG. 88 is a diagram to show an exaaple of a conversion table 

using in a 15th embodiment; 

FIG. 89 is a diagram to show an exanple of a conversion table 

using in a 15th embodiment; 

FIG. 90 is a constructional block to show a variation of a 15tll 

embodiment; 
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FIG.91 is a portion of a constructional block showing a 16th 

embodiment(operation of ICS) according to the present invention; 

FIG. 92 is a portion of a coost:ructional block showing a 16tb 

embod:imant acca:rding to the present invention; 

FIG. 93 is a diagram to explain a 161h embodiment; 

FIG.94 is a diagram to explain a 16tt>. embodiment; 

FIG. 95 is a diagram to explain a l611t. embodiment; 

FIG.96 is a diagram to expla:in a 161h errtxldiment; 

FIG.97 is a diagram to explain a 16th embodiment; 

FIG. 98 is a diagram to explain a 16tti embod:iment; 

FIG.99 is a diagram to explain a 16th embod:iment; 

FIG.100 is a diagram to show an exanple of an ICS network 

address appropriation recom table using in a l611t. embodiment; 

FIG.101 is a diagram to show an exanple of an ICS user a.ddl:ess 

appropriation record table using in a l6tt1. embodiment; 

FIG.102 is a diagram to show an example of a conversion table 

using in a 16th embodiment; 

FIG.103 is a diagram to show an examp1.e of a conversion tabl.e 

using in a l6tt1. embodiment; 

FIG.104 is a diagram to show an example of a conversion table 

using in a 16th entxxliment; 

FIG .. 105 is a procedure chart to explain a 16th embodiment; 

FIG.106 is a diagram to show an exanple of a conversion table 

using in a 16th entxxliment; 

FIG.107 is a procedure chart to explain a 16th embodiment; 



------·---------------·------

15 

FIG.108 is a diagram to show an exanple of a conversion table 

using in a 16th embod:lment; 

FIG.109 is a diagram to explain a danain name server; 

FIG.110 is a diagram to explain a danain nane server; 

FIG.111 is a diagram to explain a danain name server; 

FIG.112 is a diagram to explain a danain name server; 

FIG.113 is a diagram to explain a call of a danain nane server; 

FIG.114 is a diagram to explain re-writing of a conversion table 

fran an IP temlinal.; 

FIG.115 is a diagram to explain re-writing of a conversioo table 

fran an IP teDl1i.nal; 

FIG.116 is a constructional. bl.eek showing a 11"1 Eldx>d:iment 

(cal 1 ing of a cxmnunicator by tel.ephone nunber) acconling to the 

present invention; 

FIG.117 is a diagram to show an example of a conversion table; 

FIG.116 is a diagram to exp.lain an 17th embodiment; 

FIG.118 is a diagram to show an exanpl.e of an inner table using 

in a 1 Th embodiment: 

FIG.119 is a diagram to show an exauple of an inner tab1e using 

.,. in a l T1'- embodiment; 

FIG.120 is a diagram to show an exanple of an inner table using 

in a l 7ttl embodiment; 

FIG.121 is a diagram to explain a call of a danain nane server; 

FIG .123 is a portion of a constructional bl.ock. sho'tdng a 18th 

embodiment {IP teDninal. to be connected with plural. access control 
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apparatuses) accm:ding to the present invention; 

FIG.124 is a portion of a constructional block showing a 18th 

embodiment acc::ording to the present .invention: 

FIG.125 is a diagram to show an exanple of a varify.ing server; 

FIG.126 is a diagram to show an exanpl.e of a conversion table; 

FIG.127 is a t.iming chart to exp1a1n register p.t.'OOedure fI:an a 

bane IP temtl.nal; 

PIG.128 is a diagram to explain an accessing method of an 

verifying server; 

FIG.129 is a diagram to show an example of an inner table using 

in a 18th entx:>d:iment; 

FIG.130 is a diagram to show an exanple of an inner tabl.e using 

in a 18th embodimant; 

FIG.131 is a diagram to show an exanple of an inner tabl.e using 

in a 18th entx:>d:iment; 

FIG .. 132 is a bl.eek diagram to show a call of an verifying 

server; 

FIG.133 a portion Of a cansb:uctional block diagram illustrating 

a 19t11 enb:Xliment (closed-zone ne'b«>I:k ccmmm1cation and open-zone 

• cxmnunication used netwoi:k discdml..nator) accoming to tbe present 

invention; 

FIG.134 is a portion Of a oonstructional block diagram 

illustrating a 19th embodiment according to the present invention; 

FIG.135 is a partion of a c:onsb:uctional. block diagram 

illustrating a 19th embodiment according to the present invention; 
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FIG.136 is a portiai of a constructional block diagram 

illustrating a 19th embodiment accord:ing to the present 1.nvention; 

FIG.137 is a diagram to show an exanp1e of a conversion table 

used in a 19th embodiment; 

FIG.138 is a diagram to show an exanple of a conversiai table 

used in a 19th entxxliment; 

FIG.139 is a diagram to show an exaaple of a CX>nVerSion table 

used in a 19111 embodiment; 

FIG.140 is a diagram to show an exanple of a conversion table 

used in a 19th embodiment; 

FIG.141 is a flowchart to show an exanpl.e of an operation of a 

19tti embodiment; 

FIG.142 is a f.lowohart to show an exampl.e of an operation of a 

19th embodiment; 

FIG.143 is a portion of a constructional. bl.oak diagram 

illustrating a 2ot11 embodiment (IP temtl.nal to be connected with 

plural acx::ess control apparatus having network identifier) acc:ord:1ng 

to tbe present inYentioo.; 

FIG.144 is a portion of a constructional. bl.oak. diagram 

.. illustrating a 20th embodiment according to the p:cesent .invention; 

FIG.145 is a diagram to show an example of a verifying server 

used in a 20th embod:inent; 

FIG.146 is a clia.gram to show an example of a oonversion table 

used in a 20th embodiment: 

FIG.147 is a signal fl.owchart to explain an operation of a 20th 
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embodiment; 

FIG.148 is a diagram to explain a 20th embodiment; 

FIG.149 is a diagram to explain a 20th embodiment; 

FIG.150 is a diagram to explain a 2ot11 anbod1ment; 

FIG.151 is a diagram to explain a 2ot11 embodiment; 

FIG.152 is a diagram to explain a 20th embodiment; and 

FIG.153 is a diagram to explain a 2otti embodiment. 

ngcnupmw OF 'ltiE PBEfEBREQ EtBDDBll'S 

FIG. 5 systematical l':if illustrates the basic principle of the 

present invention. whe:cein the integrated infa:cma.tion ccmmmication 

" system (hereafter refer.red to as res•) 1 according to the present 

invention bas self-appointed address providing rules as a cooputer 

infomation/ccmramication address. i.e. • the system has a unique 

address system ADS, and has access contml. apparatuses (2 through 7 in 

the present example) which ser.ve as access points for connecting a 

p1urality of carpiter ccmmmication netwon:s or infoDDation 

cxmnunication equipnents. e.g. , a g:r:eat number of LANs (in the present 

exanple, corporation x' s LAN-Xl, LAN-X2 and LAN-X3, and cmporation 

.. y' s LAN-Yl, LAN-Y2 and LAN-Y3). Here, corporation x' s LAN-Xl, LAN-X2 
, 

and LAN-X3 have the same address system ADX, and corporation Y s 

LAN-Yl, LAN-Y2 and LAN-Y3 have the same add:cess system ADY. The 

access control apparatuses 2, 3 and 4 have conversion tables for 

administrating IIlltual conve.t:sion between tbe address system ADS and 

the address system ADX. The access control. apparatuse.s 5, 6 and 7 
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have conversion tables for administrating IIUtual conversion between 

the address system ADS and the address system ADY. The catpUter 

camamication data (ICS packet) within the ICS 1 uses addresses 

accord1ng to the address system ADS of the ICS 1, and perfOJJDS IP 

cam:amioation such as is used on the Intemet. 

Now, desoripticn will be made regarding the operation in the 

case of camunica.tion within a single ccn:poration. The carplter 

c:anamicatiai. data (ICS packet) 80 transmitted fran the LAN-Xl of the 

corporaticn X is provided with addressing following the address 

system AOX, but is subjected to address conversion following the 

addl:ess system ADS under administration of the conversion table of the 

access coot.rol apparatus within the ICS l, and becanes ICS packet 81. 

This is then sent within the ICS 1 following the rules of the address 

system ADS, and upon reaching the destination access contro1 apparatus 

4, is restored to the carputer cammli.cation data 80 of the address 

system ADX under the administration of the conversion table thereof, 

and is sent to the LAN-X3 within the same COI:pC>ra.tion X. Here, the 

res frame being sent and received within the res 1 is refer.red to as 

an ICS netwoJ:k packet, and the ICS packet being sent and received 

• outside o£ the res 1 is ref&red to as an res user packet. The res 

user packet is such as stipulated by the Intemet protocol RFC791 or 

RFC1883 as a rule, but dealing with ICS packets which do not follow 

this :ru1e will be described later in conjunction with descri.pti.on of 

another El11bodiment .. 

The ICS network packet 81 is carprised of a network control. 
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field 81-1 and a netwoDc data fie1d 81-2, with the netwol:it control 

field 81-1 stor.lng the addresses ( addmss system ADS) of the access 

control apparatuses 2 and 4 therein. The ICS user packet is either 

used as the network data field 81-2 with no change to the data value 

thereof, or is subjected to data fo:anat conversion following 

stipulations detemd.ned within the ICS 1 and is used as netwoxk data 

field 81-2. An exanple of the data fo:anat conve:rsioo. stipul.a.tioos 

might be conversion to ciphertext or data carpmssion, and. the access 

control appamtus 2 may be provided with ciphering means, deciphering 

means for retuming the cipbertext to the original pl.cp.n-text, data 

c:anpression means, and data decalpression means for retuming the 

ccnpressed data to the original data. In the access control. apparatus 

2, the ICS user packet 80 is used as the ICS netwo:ck packet 81-2, and 

each of the ope.rations of adding the network control. field 81-1 to the 

res network packet 81-2 are refer.red to as nrcs encapsulation". Also, 

in the access control apparatus 4, the operations of remJVi.ng the 

netwmk control field 81-1 fran the ICS network packet 81 are referred 

to as •res i:everse encapsulation". 

Now, description will be made :cegm:ding the operation in the 

• case of ccmmmication between corporations. The ccuputer 

camu.mication data (ICS user packet) 82 transmitted fnxn the LAN-Y2 of 

the coxporation Y is provided with addressing following the address 

system ADY, but is subjected to address conversion following the 

address system ADS under administration of the conversion tabl.e of the 

access control apparatus 6 within the ICS 1, and becar:es ICS packet 83. 
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This is then sent within the ICS 1 follow:lllg the :rules of the address 

system ADS, and upon reaching the destination access control apparatus 

3, is oonverted to the carpiter c:amam:f.cation data 82 Of the addl:ess 

system ADX 'Wldar the admin1straticn of the coo.version table thereof, 

and is sent to the LAN-X2 within tbe corporatial x. While address 

lengths of 32 bits and 128 bits are used in the pcesent invention. the 

present inventioo. is by no neans mstricted to these. Even if the 

length of tbe addresses are changed to such other tban 32-bit or 128-

bit, this does not change the principle of addt:ess conversion which is 

the principle idea of tbe present invention. 

Thus, accord.1ng to the pz::esent invention, both intra-co:rpoi:ation 

and inter-corporation carputer ccmmmications are enab1ed by unified 

add:cess aCministration by the ICS 1.. Generally used user term:lnals 

for canputer carmmications are incorporated Within the LAN within the 

structure of the user, and incorporated within the VAN {Val.ue Added 

Network) via access line, and user data packets are sent which have 

differing data fcmnats and differing address system for each type of 

service. For example, an IP addl:ess is used for Inter.net ~, a 

telephone nmi>er/ISDN nmi:>er (E.164 addmss} for telephone services, 

• and an X.121 address is used for X.25 packet services. Conversely, 

according to the ICS 1 of the present invention, address conversion is 

perfonned with the conversion table of the access oontrol apparatus 

based on the input ICS user packet, thus realizing sending of 

info.nna.tion frames of data of varied structures unified tmder a single 

data f<mna.t and address system, i.e., converted to ICS packets. 
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FIG.6 schematically illustrates an example wherein the ICS 1 Of 

the p:cesent invention is canprised of a plurality of VANs (VAN-1, VAN-

2, VAN-3), with each VAN being aaninistered by a VAN operator. An ICS 

1 user applies to the VAN operator far a user camamication line, and 

tbe VAN operator decides the ICS address and ICS network address for 

tbe user and registers this infOI'.IDation with the circuit type in a 

conversion table 12 within the access control apparatus 10 such as 

shown .in FIG. 7. The ICS l bas as access points serving as extemal 

oonnectioo. elements with the LANs (or te:cminals) of the cxu:poratiais X 

and Y the access cart:rol. apparatuses 10-1, 10-2, 10-3, 10-4 and 10-5, 

as shown in FIG. 7., and further has relay apparatuses 20-1, 20-2, 20-3 

and 20-4, and also ICS network servers 40-1, 40-2, 40-3, 40-4 and 40-5, 

as well as ICS address administration servers 50-1 and 50-2. A relay 

apparatus 20 such as shown in FIG. 8 is provided to the canrunication 

path within each of the VANs, and an inter-VAN gateway 30 such as 

· illustrated in FIG.9 is provided as the connection element of VAN-2 

and VAN-3. The LANs 1-1, 1-2, 1-3 and l-4 are mspective1y connected 

to the access oontrol apparatuses 10-1, 10-5, 10-4 and 10-2, via the 

user cmmmicatiori lines 36-1, 36-2, 36-3 and 36-4. 

The access c:x>ntrol apparatus 10 (10-1, 10-2, 10-3, 10-4 and 10-

5) are devices contain:ing the user canrunication lines £:can the user 

(c:m.parations x and Y) to the ICS 1, and as shown in FIG. 7, is 

canprised of a processing device 11 carprised of a CPU or the like, a 

conversion tabJ.e 12 serving as a database for perf onning address 

conversion and the like, an input/output interface line portion 13, 
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and a tE!llp)ral:y conversion table 14. Also, the relay apparatus 20 has 

netwoJ:k packet transferr:ing functions and path specificaticn routing 

functioos, and as shown in FIG.8 has a processing device 21 ca1prised 

of a CPU or the l:Ute and a conversion table 22, the conversion table 

22 being used for detemd.n:lng the camum1cat1on ·destination when the 

ICS netwoz:k frame is transfan:ed within the ICS 1. The inter-VAN 

gateway 30 bas a processing device 31 oarpri.sed of a CPO or the like 

and a relay table 32 for detei:mining where to send ICS network packets 

1::retween VANS. as shown in FIG. 5. 

As sham in FIG.10, the ICS server 40 is canpr:t.sed of a 

processing device 41 and an ICS netwozk database 42, the usage Of the 

ICS netwo?X. database 42 not being restricted. Exanples of this usage 

include: user-specific data corresponding with the ICS address (such 

as the name or address of the user), data not corresponding with the 

ICS address, such as data indicating the state Of ccmwnication 

trouble within the VAN, or data not directly related to the VAN, such 

as an electronic library which mainta:lns and discloses di.gital 

dootlnents, public keys for a p.lblic encr:yptian system using encz:yption 

technology employed in verifying the authenticity of the sender and 

- xeceiver, and ma:intaining data such as public proof data and related 

data or secret keys for a secret encryption system and related data. 

The processing device 41 refers to the ICS networlt database 42, and 

obtains corresponding data and sends the data to the access control 

apparatus 10. Further, not only does the ICS network database 42 

operate in stand-alone manner, but al.so is capabl.e of canrunicating 
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with other ICS network servers and obtaining data the:tefran, by means 

of sending and x:eceiving ICS network f.tanes based on IP cam:amication 

technology. Within the ICS, the ICS network server iS the only 

cxnp:>nent provided with an ICS network address. 

Acoortling to the present invention, the address used to identify 

ccmpaters, tEmninals and the like used within the ICS netwozk packet 

is refec:ed to as an ICS netwadt address, and tbe address used to 

identify the caq;uters, teml1nals and the like used within the ICS 

user packet is refen:ed to as an ICS user address. The ICS netWOJ:k 

address is used only within the ICS, one or both of the boo types 

being used; 32-bit and/or 128-bit. S:imllarly, the ICS user address 

a1so uses one or both of the two types; 32-bit and/or 128-bit. '!be 

access control apparatus 10, the relay apparatus 20, the VAN gateway 

30 and the ICS netwm::k sei:ver are m::ranged so as to be provided each 

With an res network address so as to be tmiquely identified. Also, 

the ICS user address is fo:cned of a VAN upper code and VAN intemal 

code. With the length of the VAN upper code being represented as Cl 

bits and the length of the VAN intemal. code being represented as C2 

bits, the ICS user address is used such that the total of Cl + C2 

.. equals either 32 bits or 128 bits. 

In the present :invention, no particular method for deciding the 

VAN upper code and VAN :Internal code is stipulated, but in the case of 

Cl + C2 = 32 bits, the following example can be given for a method for 

deciding such: 
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VAN upper address = dist"d.ct adminis'b:ation code( 4-bit) II cotm.try 

code( 4-bit) llVAN code(8-bit) 

VAN :internal code =VAN district code(4-bit) llVAN access point 

code(8-bit) lluser logic code(4-bit) 

FIG.11 makes descriptim thel:eof using an exanple of an ICS user 

address. ·Here, the syuix>l •a lib" 1.ndica.tes linkage Of data •a.; and 

•b•, 1.e. , data obtained by means of er.rayed data •a" and •b• in this 

omer. The res network address can be provided with locality in the 

same manner as with the user network address. That is, 

ICS network address = district ad:ninistration code II country code 

llVAN code llVAN district code II user l.ogic 

canmmications line code 

Thus, the relay apparatus can efficiently find the transfer 

destination by means of deciding the transfer.ring destination with 

consideration to the district. The address can be detennined in the 

" same way in the case of Cl + C2 = 128 bits, as well. Incidentally, 

with the present invention, the ICS frane can be constructed as 

desad.bed later, as long as Cl+ C2 = 32 bits or Cl+ C2 = 128 bits is 

kept, regardless of how the field sections far the VAN upper code and 

VAN intemal. code m:e made, or the length of each of the sections. 

Also, when deciding the VAN upper code and VAN intemal code, 
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part of these codes 1lBY be made to be unique to the user. That is, 

the user can make a user-specific address system. The address values 

within a 32 bit address value are fran address o to addcess (232 -1) , 

the present invention is car.ried out by providing an address decided 

1.miquely to tbe user within the range of address 10 x 224 to address 

(10 x 224 + 224 -1), i.e., addl::ess (172 x 224 + 16 x 211 ) to address (172 x 

224 + 32 x l16 -1) or address (192 x 224 + 168 x 211 ) to address (192 x 

i24 + l69 x 216 -1). 

A physical camam.ication line can be separated into a plurality 

of cannun:i.ca.tion lines and used, this being realized in conventional 

art as frame relay (FR) nultiplex carmmication method, for exarrp1e. · 

Accx>rd:ing to the p:cesent invention, the user' s carmm..ication l:ine is 

separated into a user physical ccmmmication line and one or roore user 

logic cannun1cation lines. FIG.12 illustrates an example of the above, 

wherein a user physical. .ccmmmication line 60 is separated into two 

user logic camunication lines 61-1 and 61-2 of the ccmnunica.tion rate 

so M:lps. Also, separate canputer canm.mication apparatuses 62-1, 62-2, 

62-3, and 62-4 are each connected to respective user l.ogic 

camuoica.tion lines, and the ICS user addresses 114123,0025,0026,4124 11 

., a:ce provided to each of the catpUter canm.mica.tion apparatuses 62-1 

through 62-4. The user pb.ysicaJ. canm.mication line 60 is connected to 

the access control. apparatus 63, and the point of contact between the 

two is caJJ ed. "ICS logic tenninal". The ICS logic teDninal. is 

provided with an only ICS network address within the ICS. In the 

exaaple shown in FIG.12 user logic carmunication lines 61-1 and 61-2 
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are connected to the access control apparatus 63,, and ICS netwm:k 

addresses "8710" and •a111" are provided to the contact point ICS 

logic tenninal.s 64-1 and 64-2, respectively. 

As descr:1bed above, the ICS network server 40 is also provided 

with an only ICS network address, so that the ICS network address can 

detennine that the ICS logic tenninal. or the ICS network SeI:Ver is the 

on1y one within the res. The ICS network saver is capabJ.e of 

exchanging info:r:nation with other ICS servers by means of sending and 

:receiving ICS netwol:k packets provided with each other' s ICS network 

addresses, using the IP cannunication technology. This function is 

referred to as "ICS network server canrun:i.cation function• • The 

access control apparatus is also provided with an only ICS network 

address within the ICS, and is capabl.e of exchanging infozmation with 

other ICS servers by means of the ICS network server cannunication 

£unction. The ICS network sm:ver camamication function is realized 

by using conventional TCP or UDP(User Datagram Protocol) technol.ogy. 

There are two types of ICS packets in the present invention, as 

described earlier, the ICS netwOJ:k packet which is sent and received 

within the res, and the ICS user packet which is sent and received 

· outside of the ICS. F.ach packet is cooprised of a control field and a 

data field, and, as shown in FIG.13, the packets are cooprised of a 

network control. field, a user control field, a network data field and 

a user data field, so as to allow usage by ICS encapsulation and ICS 

reverse encapsulation. That is, when the ICS user packet enters the 

ICS fran the access control apparatus, the ICS user packet becomes 
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part of the data of the ICS network packet,, and the control field of 

the ICS network packet (netwox.x control field) is added thereto (ICS 

encapsulation) • The netwOJ:k control field is divided into a basic 

field and an external field. The basic field is used as a header of 

RFC791 or RFC1833 stipulation and the exte:mal field is used for 

ciphering or the like. 

Inside the netwm:k control field Of the ICS packet is placed a 
, . , 

range for storing the sender s address and the intended. receiver s 

address. There are two types of res packets, those with a 32-bit 

address length and those with a 128-bit address length, with a packet 

fonnat being employed according to the RFC791 stipulation shown in 

FIG.3, for example. In the event that 32 bits is :insufficient for the 

ICS network address, for exanple, in the event that a 64-bit address 

is to be used, following the RFC791 stipulation, the lack:lng 32 bits 

( 64 bits - 32 b1.ts) are written into the option portion of the ICS 

network pack.et control field, thus making the network address usable 

at 64 bits. Now, supplemental description will be made :regarding the 

aforementioned user-specific address. In the event that a gxeat 

number of users have a private address (a type of ICS address) in the 

. section between ( 10 x 224 ) and ( 10 x 224 + 224 -1) for example, in the 

case that the length of the ICS user address is 32 bits, the 32 bits 

is insufficient for the ICS network address, since the ICS netwol:k 

address is provided om:responding to the res user address, and 64 bits 

is i:equired, for example. In this case, as described above, the 

lacking 32 bits are written into the option portion of the ICS network 
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packet control field, thus making the network address usable at 64 

bits. 

The fact that ocmnunication between the sane user (called "intra­

corporation oammli.ca.tion"} is possible using a private address will 

be described in the first embodiment. Also, in the event that tbe 

address length is 128 bits, the present enb)diment is carried out 

following packet f onnat according to the RFC1883 stipulation such as 

shown in FIG. 4, for exanpl.e. The transmitting adOress range within 

the network control fiel.d, and the address stot:ed in the destination 

address are maae to be res netwoIX. addresses, each respectively being 

the transmitting ICS netwozk address and the receiving ICS network 

addJ:ess. Further, the transmitting address range within the user 

control. fiel.d, and the address stored in the destination address are 

ma.de to be ICS user addresses, each respective1y being the sender ICS 

user addl:ess and the :receiver res user address. 

Incidentally, there is no need to following the RFC791 or 

RFC1883 stipulation for the ICS packet fcmnat in car.rying out the 

present invention; the present invention can be ca:c:ried out as long as 

the packet fcmnat is such that uses addresses Of 32 bits or 128 bits 

in length. Generally, ICSs receives ICS user packets stipulated by 

RFC791 or RFC1883, but other packet fat:mats can be handles within the 

ICS netwol:k by converting to ICS user packets with oonversion means. 

Ehlbod:inent-1 (Basic ICS, intra-corporation carmunication and intra­

ex>rporation ocmmmication) : 
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A first entx>diment of the present .invention will be described 

with refet:ence to FIGs .14 and 15, regarding basic cormnm:ication 

wherein tbe transfer destination within the ICS is dete.mti.ned fran the 
, 

receiver s ICS user addl:essr based on administration by a conversion 

table. In the figu:ces, 170-1, 170-2, 170-3 and 170-4 respectively 

denote gateways provided within the LANs 100-1, 100-2, 100-3 and 100-4, 

and the ICS packets can pass through these gateways 170-1 through 170-

4. 

First, description will be made :i:egard:ing canmm:Lcation between 

a te.nninal. which is connected to LAN 100-1 of a corporation X which 

bas a unique addI:ess system ADX, and a tenninal which is connected to 

LAN 100-2 of the same corporation x. That is, this is ccmnun:lcation 

between a tenninal which has an ICS user address "001211 on the LAN 

100-1, and a temtinal which has an ICS user address "003411 on the LAN 

100-2. This ccmmmication is typical of camumicati.on made between 

teJlilinals which have set addresses based on a unique address system 

within a single co.:tparation (ADX in this example), the camamication 

being made via the ICS 100 in an interactive manner. This type of 

cormnm:ication is refer.red to as intra-C01:p0ra.tion ccmmmication 

. service (or intra-corporation cormnm:ication) • Next, description will 

be made regarding ccmnunication between a tenninal which is connected 

to LAN 100-1 of a corporation X whioh has a unique address system ADX, 

and a te.nninal. which is connected to LAN 100-3 of a corporation Y 

which has a unique address system ADY. That is, this is ccmnmi.cation 

between a te.nninal. which has an ICS user addl:ess "0012" on the LAN 
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100-1, and a te:rm:i.nal which has an ICS user address "1156" on the LAN 

100-3. This camu.mication is typical of ccmmmication made between 

temti.nals which have different address systems within different 

cox:parations, the ccmnunication being made using an ICS address system 

which oan be shared between the two. This type of carmmication is 

refer.red to as inter-cox;poration ccmnunication service {or inter­

c:m:poration ccmmmica.tion) • 

<<o:icm1 pt:eparation>> 

In describing the present embodiment, the address fcmna.t and so 

forth is detet:mined. as described below, but the specific numeric 

val.ues and fonna.ts are all but an exampl.e, and the present invention 

is by no means limited to these. The ICS network address is 

represented by a 4-digit nunber, and tbe sender ICS user address and 

the z:eceiver ICS user address are both represented by a 4-digit nmiber. 

Of the sender ICS user address and the receiver ICS user address, 

addresses of which the upper two digits are not "00" are used as 

inter-co:rporation. camamication addresses, and these inter-coxporation 

ccmnunication addresses are an only val.ue within tbe ICS 100. Of the 

sender ICS user address and the receiver ICS user addl:ess, addresses 

· of wbicb. the upper two digits are "oo• are used as intra-coxporation 

ccmnun:Lcation addresses, and these intra-cox:paration camu.mication 

addresses may be dupllca.te of other intra-cox:paration ccmmmication 

addresses within the ICS 100. The ICS address adninistration server 

150-1 is capable of uniquel.y identifying the inter-co:r:.poratl.on 

ccmnun:Lcation addresses. Also, the conversion table 113-1 provided. to 
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the access control apparatus 110-1 oontains the following: originating 

ICS netwo?X addresses, receiVing ICS network addresses, sender ICS 

network addresses, receiver ICS network addresses, request identi­

fication, speed segments and so forth. The request identification 

registered to tbe conversion table 113-l is such that, e.g. , 11 l n 

repteSeD.ts intra-corporation ccmmni.cation service, '2• represents 

inter-Corporation camu.m:l..cation savice, and u3" represents v1rtual 

dedicated 1:ine connection. The speed segment is the l1Ile speed that 

the ocmm.mication fran the ICS network address requires, including 

throughput (e.g., the number of ICS packets sent within a certain 

amount of time) • 

<<Preparation for intra-corporation cannmication> > 
The usars of LAN 100-1 and LAN 100-2 specify the tenninal and 

apply to a VAN operator in order that the intra-co:cporation 

carmmi.cation of the temdnals connected to the LANs can perfonn 

ccmroni.cation via the VAN-1 and VAN-3. The VAN operator responds to 

the application and sets the aforementioned ICS network address, ICS 

user address, request identification number, etc. to the conversion 

tables of the access control apparatuses 110-1 and 110-5 connected to 

- the LAN 100-1 and LAN 100-2. 

The items to be set for the VAN-1 a:ce as follows. The ICS 

network addl:ess is decided by the ICS l.ogic Umninal of the access 

control apparatus 110-1 to which the LAN 100-1 is connected, with the 

res network address of the ICS logic temdnal in this case being set 

as "1111 n. 'nle intra-corporation canmmication address of the 
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tenn1.nal connected to the LAN 100-1 fI:an which the application was 

" ma.de is set as 0012". and this is used as the sender ICS user 

address. '!he intra-corporation camamication address used by the 

te.IIninal of the address is set as "2212", and this is used as the 

sender ICS user address. Next, the intra-corporation. ocmruni.cation 

address of the temdnal connected to the LAN 100-2 fran which the 

application was made is decided by the ICS logic temd.nal of the 

access control apparatus 110-5 to which the LAN 100-2 is connected, in 

this case the res networlt address being set as "9922", and this is 

used as the receiv:ing ICS network address. Further, the ICS user 

address used by the te.nn:i.nal. connected to the LAN 100-2 is set as 

•0034 •, and this is used as the receiver ICS user address. The number 

1111" is set as the request identification, indicating the intra­

co:r;poration cammU.cation service that was applied for, and the above 

is registered to the conversion table 113-1. 

The items to be set far the VAN-3 are as follows. Values 

necessaxy for reverse ccmmmication ( ccmnunication fran LAN 100-2 to 

LAN-1) are set to the conversion table of the access control apparatus 

110-5 connecting the LAN 100-2 fran which application was made. That 

. is, data is set reverse to the transmitting ICS network address and 

the receiving ICS network address, and at the same time, data is set 

reverse to the sender ICS user address and the i:eceiver ICS user 

" address. The ICS network address of the LAN 100-2 is set as 9922•, 

and tbis is used as the transmitting ICS network address. Ntmeral 

110034" is set as the sender ICS user address for the intra-corporation 
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ICS user addl:ess of the teI.minal connected to the LAN 100-2, and the 

" res user address 0012" Of the tenninal of the other party is used as 

the :receiver ICS user address. Also, the ICS user address "7711" of 

the LAN 100-1 is used as the receiving ICS networlt address and the 

value "111 is set as the ~t identification, indicating intra­

cm:poratioo. cc:mnunication services. The above is written to the 

conversion table of the access control apparatus 110-5 and registered. 

<<Operatioo. of intra-corporation cammU.cation> > 
Regarding c:xmmmiCation between a tenninal connected to LAN 100-

1 and having a sender ICS user a.ddl:ess "001211
, and a te:cmi.na.1 

connected to LAN 100-2 and having a receiver ICS user address "0034°, 

" . " the sender 0012" sends an ICS user packet to the receiver 0034". 
« 

This ICS user packet has set as the sender ICS user address 0012°, 

and as the receiver ICS user addl:ess has set "0034", and the te:mrl.nal 

" with the ICS user addmss 0012° perfoDDS send:lng the:c:eof. 

The operation will be expl.ained with reference to a flowchart in 

FIG.18. The convers:Lon table 113-1 is shown in FIG.16 and the 

temporary convarsion table 114-2 is shown in FIG.17. 

The ICS user packet Pl is sent via the user logic camunication 

line 180-1, and transferred to the access control apparatus 110-1 as 

the ICS user packet Pl. '!be access control apparatus 110-1 refers to 

the conversion table 113-1 fnm the transmitting ICS network address 

"7711 "(steps SlOO and SlOl) and the receiver ICS user address "0034n 

of the received !CS user packet, and knows that the camuni.cation is 

an intra-oarporation cxmmmication :Eran the request identification 
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" value 1 n obtained at tbe same time(5tep 5102). Then, the receiving 

ICS network address "'9922" con:esponding to the sender ICS user 

address "0034" is obtained (step 5103) and is !CS-encapsulated (step 

8106). The above procedures illustrated in a flowchart m:e as shown 

in FIG.18, with the intra-corporation being flow (1) tbe.t:ein. The 

sender ICS user address may be used to specify a sOU?:Ce of the ICS 

packet. 

The aa::ess control. apparatus 110-1 perfODIB the ICS encapsu­

lationr fonning the ICS network packet P2 which is sent to the relay 

appa:catus 120-1. Since the ICS network address of the network field 

is ensured of its uniqueness within the ICS, there is no conflict with 

other ICS packets. The ICS netwoJ:k packet P2 passes tbrough tbe relay 

apparatus 120-1 and 120-2 based on the :rece:i.ving ICS network address, 

and reaches the access control apparatus 110-5 of the VAN-3. The 

access control. apparatus 110-5 removes the network control field fran 

the ICS network packet P4 and perfOJ:mS ICS rev,erse encapsulation, and 

re-c:ceates a user data packet PS which is the same as the ICS user 

packet Pl fian the netwoJ:k data field of the ICS packet, and sends it 

to the LAN 100-2. The ICS user packet is :routed through the LAN 100-

0 2, and is transfer.red to the tenn:inal. which has the ICS user address 

0 0034". 

<<Pmparation for inter-c:o.rporation ccmmmication>> 

As an example of perfcmn:ing inter-corporation cacmmica.tion, the 

camn.mication between a teiminal which has an ICS user address 110012• 

and is connected to a LAN 100-1 followmg address system ADX, and a 
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terminal which has an ICS user address "1156" and is connected to a 

LAN 100-3 following ad.Cress system ADY, will be described. The users 

of the LAN 100-1 and LAN 100-3 specify the te:cminal to the VAN each 

is connected to so as to be able to perfcmn tbe camunication via VAN-

1 and VAN-2, and make application to the VAN operator. The VAN 

operator sets the necessary items in the oonversion table of the 

access oontrol. apparatus which is connected to the LAN 100-1 and LAN 

100-3, in a.cco:roance with the applicaticn. 

The items to be set regarding VAN-1 are as follows. The ICS 
,, 

network address of the LAN 100-1 is made to be 7711", the .intra-

corporation canmmication address held by the terminal connected to 

the LAN 100-1 frail which there was application is made to be "0012•, 

and this is made to be the sender ICS user address. The inter­

co:rpora.tion ccmrunication address provided to the temrlna1. of the 

above ICS user address made to be "2212n, and this is made to be the 

sender user address (inter-c::mporatiotl). The ICS network address is 

detemrlned by the ICS logic teminal of the access control apparatus 

110-4 connected to the ICS network address of the LAN 100-3 fran which 

there was application, the ICS netwol:k address here being "8822", and 

· this is made to be the I:eeeiving ICS netwOI:k address. Also, the ICS 

user address of a temci.nal connected to tbe LAN 100-3 is made to be 

" 1156". and this is made to be the receiver ICS user a.ddl:ess. 

Further, a value "2• is set as the request identification, indicating 

tbe inter-cm:poration carmunication service tbat was applied for, and 

the above is registered to the conversion tabl.e 113-1. 
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'!he items to be set regarding VAN-2 are as follows. As a 

conversion table for the acx:ess control apparatus 110-4 to which the 

LAN 100-3 is connected, a tenp:>rary conversion tabl.e 114-2 Tfiihi.ch holds 

reverse data for a certain time, e.g. , 24 hours, is set. 'Dlat is, 

regm:Oing the ICS netwm:k address "8822" to which is connected the LAN 

100-3 which uses the inter-corporation a:mrunication service, the 

following are provided within the access control apparatus 110-4: a 

transnitt:ing ICS net:wol:k. address, a sender ICS user addmss, a 

receiver res. user address, a receiving ICS network address and 

teap:>rary conversion tab1e 114-2 which includes a request 

identification and so forth. 

<<Operation of inter-corporation ccmmm.ication> > 
" A tex:m:inal ba.ving an ICS user address 0012" sends an ICS user 

packet Fl wherein the sender ICS user address is set as "0012" and 

the receiver ICS user address is set as "115619 as. The res user 

packet Fl is transferred to the access control apparatus 110-1 via the 

user logic ccmnunications line 180-1. 

The access control. apparatus 110-1 refers to the conversion 

table 113-1 fran the originating ICS netwol:k address "7711" of the LAN 

. 100-l(Steps SlOO and SlOl) and the receiver ICS user addl:ess "1156", 

" and knows that the request identification value is 2", i.e. , this 

ccmmmication is an inter-corporation ccmruni.cation(step Sl02) • The 

receiving res network address corresponding to the receiver ICS user 

address 111156" is known as "8822"(Step 5104), and then the sender ICS 

user a.ddmss "0012 n is converted into an inter-corporation 
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camumication address 
44
2212" (Step Sl05) • The access control apparatus 

110-1 adds a network control field, £.ran the obtained transmitting ICS 

netwm:X address "7711 n, the sender ICS user address "2212 II , the 

" .rece:f.ver ICS user address 1156" and the receiving ICS netwol:k address 

•ss22", and perfonns the res encapsulation, foming the res network 

packet F2 which is sent to tbe relay apparatus 120-l(step Sl06). The 

above procedures ace illustrated in a flow ( 2) in FIG.18. 

In the above inter-corporation cannun1.cation, in tbe "event tba.t 

the sender ICS user address within the ICS user packet Fl is made to 

be the inter-co:cporation ccmmmication address "2212", the sender and 

the i:eceiver perfozm the inter-corpo.ratWn camamication using an 

inter-corpo.ration ccmnunication address( Steps 8102 and 8104) • In this 

case, the access control apparatus 110-1 does not perfonn the process 

of converting the sender ICS user address "2212" .into the inter­

corporation carmmication address "221211
, as such is not necessary. 

The above procedures are i J Justrated in a flow ( 3) in FIG.18. The 

sender ICS user address may be used to specify a source of the ICS 

packet. 

The relay apparatus 120-1 transfers the ICS network packet to 

9 the access control apparatus 110-4 within the VAN-2 via the relay 

apparatus 120-2 within the Vl\N-1, the inter-VAN gateway 130 and the 

relay apparatus 120-3 within the VAN-2, based on the receiving ICS 

network address. The operation will be explained with reference to 

FIG.19. The access control. apparatus 110-4 receives the res network 

packet(Step SllO) , creates an ICS user pack.et FS £.ran the network data 
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field{Step Slll: ICS reverse encapsulation), and decides fran the 

receiving ICS netwcn:k address the logic temlinal for sending( ( 1) of 

Step 8112) and sends it to the LAN l00-3(step Sll3). At the same time, 

in the event that the x:ela.tion aroong the transmitting ICS network 

" " address 8822", the sender res user address 1156", the receiver res 
H '\., 

user a.ddl:ess 2212" and the recei.v:l.ng ICS netwo?:k address 1111 • is 

not registered in the convexsion table within the access control 

apparatus 110-4, a value •2• of tbe request identification, i.e., a 

designation of the inter-anporation camamication is set to the 

tenv;;x>rat.Y conversion table 114-2( (2) of Step 8112). The registration 

contents of the tenporary conversion tabl.e 114-2 are updated acco:cding 

to processes such as the contents being del.eted if there is no usage 

thereof for 24 hours. The ICS user packet is routed through the LAN 

100-3, and is transfer.red to the teDDinal. hav:ing tbe ICS user address 

" 1156•. In a case that the coJJml of the sender ICS user address in 

the conversion tabl.e 114-2 is separated as "intra-coxporation" and 

"inter-cozporation" of the conversion table 113-1, e.g., in the case 

that •1159" is described in the conversion tabl.e as the sender ICS 

user address "1159" which is described at the address col.umn of user 

. control field of ICS user packet just after the ICS :reverse encapsu­

lation is processed. Then, the process in which. the address of the 

user cxmtrol field is rewritten to ·0023" is added to the process of 

the Step 8112 ( 1) • As described above, although the ICS user address 

"0023" for the intra-corporation camamication is used within LAN, the 

ICS "1159" for the cm:pora.tions outside LAN. In another embodiments, 
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the values are not set in the temporary conversi.on tabl.e. Further, in 

another embodiments, the conversion table 113-1 does not .include the 

sender ICS address ( intra-cm:poration} and the sender ICS user address 

(inter-coxporation) and does not include the flow (2) in FIG.18, i.e., 

step SlOS. At the Step $104, the sender ICS user address is not 

refe:cred. An effect of this embodiment is that register nmtler of the 

conversion table is to be reduced to one of the sender ICS user 

address when there are many the sender ICS user addresses. 

Ehlbodiment-2 (Virtual dedicated line): 

Now, description of the operation of virtual dedicated line 

connection according to the present invention will. be made with 

reference to FIG.20. Here, the virtual dedicated line connection 

refers to camu.mication wherein ICS user packets axe t:ransfened in a 

fixed manner to a receiving ICS network address a.lJ::eady registered in 

the conversion table, regardless of the ICS user address within the 

user control field of the ICS user packet, in which the fo:cmat taken 

is one-on-one or one-on-N. Wbil.e the c::arponents of FIG. 20 a:r:e. the 

sane as those of Enibodi:ment-1 shown in FIGs.14 and 15, what is 

· different is the contents of mgistration in the conversion table. In 

the conversion table of the access control apparatus, the receiving 

ICS networlt address is detennined fran the transmitting ICS network 

address in a fixed manner, so that either the send.er ICS user address 

(intra.-cc:n:poration), the sender ICS user address (inter-coi:poration) 

and the receiver ICS user address are either not registered, or 
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ignored. if registered. 

Description will now be given i:egarding a case in which a 

a:n:poration X uses virtual dedicated line cormection, and the 

camn.mication is conducted between LAN 200-1 of the corporation X 

which is connected to the access control apparatus 210-1, and LAN 200-

2 of the corporation X which is connected to the access control 

apparatus 210-5. The conversion table 213-1 is shewn in FIG.21. 

< <P:ceparatioo.> > 
'!be user applies to a VAN operator for v1rtual. dedicated line 

connection. The VAN operator detemrl.nes the ICS network address 

"7711" of the !CS logic tenn:iJJal at the connection point between the 

access control apparatus 210-1 for connecting the LAN 200-1 of the 

ccnporation X and the user logic ccmmmi.cations line 240-1, and 

" similar1y detexmines the ICS network address 9922" of the ICS 1ogic 

te:oninal at the connection point between the access control apparatus 

210-5 for comecting the LAN 200-2 of the cox:poration X and the user 

logic caumnications line 240-2. Next. the VAN operator perfOllDS 

setting to the conversion table 213-l of the access control apparatus 

210-1 of the following: the transmitting ICS network address "7711 n I 

· the receiving ICS network addl:ess "9922" and the request type. 

Illustrated in FIG.20 is an exarrp.le wherein the request type "3" has 

been made to serve as the virtual dedicated line connection. Similarly, 

the VAN operator perfonns setting to the conversion table of the 

access control apparatus 210-s of the following: the transmitting ICS 

" " networ.k address 9922", the receiving ICS network address 7711" and 
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the .request type. 
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The operation will be explained with reference to FIG.22. The 

LAN 200-1 Of the co:rpora.tioo. x sends a user packet FlO to the ICS 200 

via the user logic ccmmmication line 240. Tbe acx::ess control 

apparatus 210-1 which bas J:eeeived the ICS user packet FlO fran the 

" logic teDninal of tbe ICS network addl:ess 771111 makes refet:enee to 

the request type of the transmitting ICS netwo:r:k. address "7711 Q (steps 

S200 and S201) and identifies this as a virtual dedicated line 

oonnecticn by refe:cring the request identi£1cation "3" (Step S202) , and 

reads the x:eceiving ICS netwo:rk address "992211 (step 8203) • Next, the 

access control apparatus 210-1 adds a network control. field to the ICS 

user packet FlO in which the receiving ICS network address is set to 

'~92211 and the transmi tti.ng ICS networlt address is set to "7711 •, 

thus fOilll:ing an ICS network packet Fll(step S204.: ICS encapsulation), 

and sends this to the relay apparatus 220-1 (Step S205) • The relay 

apparatus 200-1 which receives the ICS net:work packet Fll determines 

the destination based on the receiving ICS network address of the ICS 

network packet Fll, and sends an ICS network packet F12 to the relay 

. apparatus 220-2. The ICS network packet Fl2 is transferred to the 

access control apparatus 210-5 via the mlay apparatus 220-4 within 

the VAN-3. 

'!he access control apparatus 210-5 reooves the netwOI:k control 

field fran tbe ICS netwol:k packet Fl3 (ICS reverse encapsulation), and 

sends the ICS netwm.k packet F14 f.r:an the logic te:cminal of the ICS 
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" network address 9922° to the user logic camu.mications l:ine 240-2. 

Then, the LAN 200-2 of the. c:mporation X receives the ICS user packet 

Fl4. Transmission can be made in the same say as described fran the 

LAN 200-2 to the LAN 200-1, and tlms, interactive ccmnunication is 

available. Using the same nethod, ICS user packets can be transferred 

fran the LAN 200-1 of the c:mporation X to a LAN 200-3 Of another 

corporation Y. 

Also, while the above description bas been made with reference 

to a case of one-on-one camamication, one-on-N camumication can also 

be perfomed. For exampler a plurality of ICS network addresses may 

be set to the conversion table 213-1 of the access control apparatus 

210-1 shown in FIG.20, as indicated by the transmitting ICS network 

" address 1112•. In the present example, two ICS network addresses are 
H ,U 

set, 6611 n and aa22n. The access control apparatus 210-1, upon 

receiving the ICS user packet fran the ICS logic tenninal with an ICS 

" netwo.r.k address 7712", creates a first ICS netwol:k packet wherein a 

" network control fiel.d set with 6611" for the receiving ICS network 

address is added thereto, and a second ICS network packet wherein a 

" netwol:K control field set with 8822" for the receiving ICS network 

· address.is added thereto, these being sent to the relay apparatus 220-

1. Consequently, one-on-two ccmmmication can be perfcmned. 

SUbsequently, one-on-N cannunication can be perfoxned by transfer.ring 

each ICS network packet in the same manner as described above. 
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&nbodiment-3 (Fni:xXliment us.ing an A'!M netwm:k) : 

An embodiment will be described wherein the network. inside the 

ICS according to the present invention is configured us.ing an A'lM 

network. 'l!ie present embodiment will be described in the following 

order: (1) supplementm:y explanation of A'lM-related conventional art. 

(2) description of ccnp:>nents, (3) flow of packets using SVC. (4} flow 

of packets using PVC, (5) one-on-Nor N-on-one camunication us.ing P'Vc. 

and (6) N-on-N cammication using PVC. Incidentally, since the 

present ent>odi.ment mainly discl.oses art regarding addDass conversion 

between ICS network packets and A'lM net.works, so any of the following 

can be applied to tbe present embodiment: intra-COI:paration 

conm.mication service and inter-corporation ccmmm.ication service 

described in Embodiment-! and virtual dedi.cated line service described 

in Embod:i.memt-2. 

(1) Supplementary expl.anation of ATM-related conventional. art: 

First, supplementa:cy expJ.anation will be made regarding A'IM­

l:elated conventional art to the extent that is necessary to describe 

the present embodiment. With an ATM network, a plurality of non-fixed 

logic channels which can flexibly deal with ccmmm.1cation speed and so 

. forth can be set on a physical line, these logic channels being 

refer.red to as VCs (Virtual Channel). There are two types of virtual 

channels stipulated ~g to the way of setting, SVC (SW:i.tched 

Virtual Channel) and PVC (Permanent Virtual Channel} • The SVC 

perfonns call setting of a virtual channel whenever necessary, and can 

establish a logic line having the necessa:r::y speed for a necessary 
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duration with an arbitrary MM temdnal (a general te.nn for 

camn.mication devices which are connected to the A'!M netwoI:k and 

perform camn.mica.tions using the A'lM netwot:k:.) • can setting of the 

virtual channel. is perfm::med by the A'IM tem:i.nal which is attempting 

to initiate ccmmmication, and the "signaling method• is standm:dized 

in rru-T rega:rding this method. An addJ:ess for ident1£ying the 

destination A'lM term:lnal to which call setting is to be perfanned 

(this add:ress hereafter referred to as nA'IM address•) is necessary for 

call setting, and the A'lM a.ddl.'esses are systematized so that each A'lM 

term:lnal bas a unique A'lM address within the A'lM network, in order to 

enable identification of the A'IM temdnals. There are the following 

address systems: E.164 fcmna.t stipulated 1n the ITO-T Recam!endations 

Q.2931, and the three types of NSAP method A'IM addresses such as shown 

in FIG. 23 following the A'!M Fonm UNI 3 .1 Specifications. Now, 

regarding ICS, which of the above A'IM address systems is used is 

decided by the specific constmction of the ATM network, so 

description of the present embodiment will proceed using the teml 0 ATM 

address". 

The PVC per.fonns call setting in a semi-pemanent manner, and 

· can be considered to be a virtua1 line as viewed f:r:an the ATM te:aninal. 

IDs for identify.i.ng virtual channels (hereafter referred to as 
0 virtual. channel m•) are appmpri.ated to established virtual channels 

for both the VC and PVC. A virtual channel ID is canprised of the VPI 

(V1rtual Path Identifier) and the VCI (Virtual Channel Identifier) of 

the cell header portion of the A'IM cell fonnat ( 63 bytes) shown in 
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FIG.24. 

Infcmnation conmun:ication within the A'IM network is perfcmned in 

infcmnation units of the A'IM cell fcmnat shown in FIG.24, so there is 

the necessity to convert the ICS neb.'ork packets into the A'IM eel 1 s in 

order to send over an A'JM network. This conversion is pel:fonned in 

two steps: conversion to CPCS (Camm Part Calvergence SUblayer) shown 

in FIG. 25, and degradation of the CPCS frames to the A'IM fnmes as 

shown in FIG.26. Dividing a camamication packet into A'JM cells 

msults in a plurality of the A1IM cells in IOOSt circumstances, so the 

series of A'IM cells related to the since c:amamica.tion packet is 

mfarred to as an MM cell sequence. Reception of an MM cell 

sequence results in ·reverse conversion, which is perfcmned in two 

steps: assembling a CPCS frame f:ran the A'1M cell sequence shown in 

FIG. 26, and extracting and reproducing the ccmmmication packet ( ICS 

netwol:k packet) fran the CPCS frame shown in FIG. 2s.. Conversion to 

the CPCS frame and degradation/asseat>ly of the A'lM cells constitute 

known art, which has been standardized following the ITU-T 

Recamendations. Also, protoool headers within the CPCS frame user 

infcmnation have been standardized in RFC1483 of mrF. 

. (2) Description of canponents: 

FIGs.27 and 28 focus on the A'1M netwol:k 1042, in which the 

internal const:r:uction of the conversion unit 1033-1 within the NIM 

exchange 10133-1 and of the conversion unit 1033-2 within the A'IM 

exchange 10133-2 is described, and also the access control. apparatus 

1010-2 and 1010-1 are described in a siIIplified manner. Contents of 
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an A'lM address conversion table 1533-5 and a vc address conversion 

table 1433-5 are shown in FIG.29, and contents of an ATM address 

conversion table 1533-6 and a VC address conversiOn table 1433-6 are 

shown in FIG.30. In the present entxxliment, the internal 

configuration of the access control apparatus and tbe operation of the 

processing device within tbe access control apparatus are basically 

the same in principle as the description given in Bnbodiment-1. 

App:copr.iated to the access control apparatus 1010-5 shown in 

FIG.27 are ICS netwm:k addresses "7711" and "7722", serving as 

connection points (ICS logic teDDinals) for co.r:porations X and A which 

are the users of the ICS 905. Also appropriated to the access control 

apparatus 1010-7 are ICS network addresses "7733 11 and "7744", serving 

as connection points for corporations W and C, s:imilarly. In FIG. 28, 

appropriated to the access control apparatus 1010-6 are ICS network 

addresses "9922" and "9933" 1 serving as connection points for coi:pora­

tions Y and B, and s:imi.larly appropriated to the access control 

apparatus 1010-8 are ICS network addresses "994419 and "9955", se:cving 

as connection points for corporations z and D. Here, in the A'lM 

network embodiment, the corporations X, Y and so forth, which are 

. given as examples of users, may be differing locations within a single 

corporation which perfoDDS intra-corporation ccmnunication, or may be 

different corporations which perfOJJn inter-corporation ccmnunication. 

An :interface unit 1133-5 is provided in the conversion unit 

1033-5 within the A'lM exchange 10133-5, this interface unit 1133-5 

handling the processing of .rectify:ing interfacing (physical layers, 
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data l.iDk. layer protocol) of the ccmmmication lines connecting the 

access control apparatus 1010-5 and the Ai:IM exchange 10133-5. The 

conversion unit 1033-5 is caqp1.~sed of a processing device 1233-5, and 

also an A'l'M address conversion table 1533-5 for call setting with the 

SVC, and a VC address conversion table 1433-5 for converting addl:esses 

fran ICS netwo.J:k addresses used by both SVC and PVC to virtual channel. 

Also, the MM excbange 10133-5 coxmects the MM address administration 

server 1633-5 serving as an infonna.tion processing device for storing 

the A'lM address conversicn tab1e with, in the case of using PVC, the 

PVC address aCministration server 1733-5 serving as an information 

processing device for storing the VC address conversion table, thereby 

pex:fomli.ng the infonnation processing relating to address conversion. 

The carponents making up the A1lM exchange 10133-6 are the sane as the 

description given regarding the A'lM exchange 10133-5. In FIGs.27 and 

28, the access control apparatus 1010-5 and the access control 

apparatus 1010-7 are connected to the A'IM exchange 10133-5 via the 

camunication line 1810-5 and ccmmmication line 1810-7, respectively, 

and also, the access control apparatus 1010-6 and the access control 

apparatus 1010-8 are oonnected to the MM exchange 10133-6 via· the 

. ccmmmication line 1810-6 and ccmrunication line 1810-8, respectively. 

An A'IM address •3977" tmique to the network is set to the conversion 

unit 1033-5 within the A'IM exchange 10133-5, and an ATM ad.dl:ess "3999" 

unique to the network is set to the conversion unit 1033-6 within the 

A'lM exchange 10133-6. The A'1M exchange 10133-5 and the A'lM exchange 

10133-6 are connected via the A'IM exchange 10133-7 in the pxesent 
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embodiment. 

( 3) Flow of packets using SVC: 

An eniJod:iment wherein SVC is applied as a ccmmmica.tion path 

within the A'lM netwOI:k will be described with an exanple of an ICS 

user packet sent fran a teiminal of a ooz:poration X toward a tenn:lnal 

of a corporation Y, With refex:erice to FIGs. 27 and 28. 

< <P.r;eparation> > 
A xece:l.ving ICS netwol:k address indicating the destination of 

the ICS network packet, a receiving A'!M address for indicating the 

other party for call setting of the virtual channel on the ATM network, 

and channel capabilities such as carmunication speed :requested by the 

virtual channel., are registered in the A'lM address conversion tabl.e 

1533-5. Also, s±m:i.lar registration is made to the ATM address 

conversion tabl.e 1533-6. In the embod:i:ment, the values set in the ATM 

address conversion table 1533-5 are as follows: 11992211 which. is the 

ICS network address appropriated to the ICS logic teoninal. of the 

access control apparatus 1010-6 is set as the camu.mication address Of 

the corporation Y, and the A'1M addl:ess •3999• which is uniquely 

appropriated to the conversion unit 1033-6 within the A'IM netwm:k is 

0 registered as the receiving A'IM address. In the present entxxliment, a 

camu.mication speed Of 64 Kbps is set as the channel capabilities. 

The contents registered to the A'IM a.ddl:ess conversion table 1533-5 are 

also wxitten to the MM address administration server 1633-5. 

The values set in the ATM address conversion table 1533-6 are as 

follows: "7711" which is the ICS network address appropriated to the 
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ICS logic temd.nal of tbe access control apparatus 1010-5 is set as 

tbe cammti.cation address of the corporation X, and the A'l'M address 

n3977• which is uniquely app:copriated in the A'lM network to the 

converSioo unit 1033-5 within the MM exchange 10133-5 to which the 

access control apparatus 1010-5 is connected is registered as the 

receiving A'lM address. In tbe present embodiment, a ccmruoication 

speed of 64 I<bps is set as the channel capabilities. Tbe contents 

registered to the ATM address conversion table 1533-6 are also written 

to the A'!M address adm:1nistration server 1633-6. 

<<Transferring ICS netwol:k packets fran the access control apparatus>> 

As described in Embodiment-!, the ICS user packets sent fran a 

tenn:inal of the corporation X toward the temrinal. of the corporation Y 

connected to the access control. apparatus 1010-6 via the access 

control. apparatus 1010-5 is encapsulated upon passing through the 

access control apparatus 1010-5, and becanes an ICS netw:ck packet Fl 

having the transmitting ICS network address "7711" and the receiving 

ICS network address "9922° as an ICS packet header. The ICS netwol:k 

packet Fl a sent fran the access control. apparatus 1010-5 to the MM 

exchange 10133-5, and reaches the conversion unit 1033-5. The 

~ following is a description thereof made with reference to FIG.31. 

<<Obtaining a virtual channel. ID>> 

Once the conversion tmit 1033-5 receives the ICS network packet 

Fl(step S1601), there is the need to request a virtual channel. ID of 

the SVC virtual charmel detemrined by the relation of the transmitting 

ICS netwozk address •7711" and the receiving ICS network address 
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•9922• in the ICS packet header., in order to correctly transfer the 

:r:eceived packet Fl to the A'lM exchange 10133-5. In the case that the 

camm.ication is based on the SVC, there m:e cases that the virtual. 

channel corresponding with the camunication path is established at 

the time of the :cecei.ving the res network packet, and cases in which 

the virtual channel bas not yet been established. In order to find 

out whether or not the virtual channel has been established, the 

processing device 1233-5 first searches whether or not a virtual. 

channel carresponding with the pair of a transmitting ICS network 

address "7711" and a receiving ICS network address "9922" is 

registered in the VC address conversion table 1433-5 (Step 81602), and 

in the event that there is registration here, establishment of the 

virtual channel can be thus confi.mled. That is, the fact that the 

virtual channel corresponding with the pair of transmitting ICS 

netwm:k address "7711" and receiving ICS network address 119922" is 

"33" is obtained, and further, it can be found that tbis virtual 

channel. is ccmmmicating based on the SVC, from the value 111111 of the 

channel type obtained at· the same time. In the event that the:ce is no 

such registratioo on the vc _adaress conversion table 1433-5, the 

· i:equested virtual channel. is established with the latter-described 

<<call setting>>, and tbe virtual. channel ID is obtained fran the 

:infamla.tion registered to the VC address conversion table 1433-5 at 

that point (Step Sl603). 

<<Call setting>> 

Regarding the above-mentioned case wherein "theI:e is no :cegist-



... -·-·- ·------------· --·-----·-

52 

ration of a virtual. channel ID corresponding with a ccmnunica.tion pa.th 

determined by cor.respondence between a transmitting ICS network 

address and a receiving res network address on the vc address 

conversion table 1433-5", i.e., in the case that tbere is no virtual 

channel ID oor.responding with the camu.mication path established yet, 

it becxlnes necessai:y to perfcn::m the following call setting, to 

establish a virtual channel within the MM netwmk carpris.ing ICS 905. 

An exanple of operation of the call setting will now be described. 

'!'be pi:ocessing device 1233-5 of the conversion t.mit 1033-5, upon 

making reference to the VC address conve.rsi.on table 1433-5 and finding 

that the1:e is no registration of a virtual channel ID corresponding 

with the pair of transmitting ICS network address •7711 n and receiving 

ICS network address n9922n (Step S1602), the processing device 1233-5 

of the conversion unit 1033-5 refers to the VC add:cess conversion 

tab1e 1533-5, finds the receiving ICS network address "9922" 

registered in the VC address conversion table 1533-5 matching the 

receiving ICS network address 119922", and obtains transmitting MM 

addI:ess 113999" oor.responding thereto and channel capabilities 11 64K11 

cor.cesponding thereto, and so forth. The processing device 1233-5 

· uses the obtained transmitting A'lM address "3999" to perfODn a request 

for call setting to the A'IM exchange 10133-5, and also requested at 

this time is channel capabilities such as ccmmmication speed of the 

virtual channel simultaneously obtained fran the VC ad.dress conversion 

table 1533-5 and so forth. The A'IM exchange 10133-5, upon receiving 

the caJ.1 setting request, uses a signal. aetbod which is provided 
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standard to A'lM exchanges proper as known technique to establish a 

virtual obannel within the A'IM network which reaches the A'IM exchange 

10133-6 (Step $1606). The virtual. channel ID appropriated for 

identification of the virtual channel is notified fran the A'IM 

exchanges to conversion units 1033-5 and 1033-6 therein, but in the 

event that this is based on stipulations of a signal method according 

to known technique, the value notified fran the cal 11ng party MM 

exchange 10133-S(e.g., "33") and the value notified fi:an the receiving 

party A'JM exchange 10133-3(e.g., •44•) may not be the same va1ue. At 

the conversion unit 1033-5, the virtual channel ID 1133" which is 

notified fran the A'lM exchange 10133-5 is mg:i.stered in the VC address 

conversion tab1e 1433-5 along with the transmitting ICS net.work 

address •7711w and the receiving ICS network address "9922" (Step 

Sl607), and stores these on the VC address conversion table 1433-5 

while the connection of this virtual channel is established. When the 

virtual channel connection is no longer necessary, the conversion unit 

1033-5 requests call release of the virtual channel to the A'lM 

exchange 10133-5, and at the same time deletes the i:egistration 

corresponding with virtual cbannel ID "33" on the VC address 

• conversion table 1433-5. Registration to the VC address conversion 

table 1433-6 in the conversion unit 1033-6 will be described later. 

<< Packet transfer>> 

The processing device 1233-5 of the conversion unit 1033-5 

converts the ICS network packet Fl received fran the access control 

apparatus 1010-5 into a CPCS frame shown in FIG.25 acco:cding to the 

.. 
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virtual channel (virtual channel. ID "33") established according the 

above description, and further pe.rfcmns degradation into AIJM cells as 

shown in FIG.26 and transfers to the relay A'lM exchange 10133-7{step 

Sl604). 

<<Transfer of A'lM cells>> 
According to the above-described method, the ATM cell s~es 81 

oarpr.i.sed of a p1urality of cells obtained by converting the ICS 

netwo:dt packet Fl is transferred fran the ~ excbange 10133-5 to the 

reJ.ay MM exchange 10133-5, and further is transfer.red to the A'IM 

exchange 10133-6 as MM cell series 82. The following is a 

description thereof with refei:ence to the flowchart in FIG. 32. 

<<Operation following arrival of packet>> 

Once the MM cell series S2 reaches the ADI exchange 10133-6 

(Step Sl610), this A'lM cell series S2 is transfer.red fran the A'IM 

exchange 10133-6 to the conversion tmit 1033-6. At the oonversion 

mlit 1033-6 as shown in FIG. 26, the received A'IM cells are assemb1ed 

into a CPCS frame, and :further, as shown in FIG. 25, an ICS network 

packet is .restored fran the CPCS frame (step Sl611). In FIG.28, tbe 

restored ICS netwol:k packet is shown as ICS network packet F2, but the 

· contents tJ::len!Of are identical to that of the ICS network packet Fl. 

The ICS network packet F2 is transfen:ed to an access contro1 

apparatus detemd.ned by the receiving ICS netwcn:k address 0 9922" in 

the bead.er thereof, i.e., to access control apparatus 1010-6 which bas 

an ICS logic temtl.nal appropriated with ICS network address "9922" 

(Step 81612). 
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At this time, at the conversion unit 1033-6, the trans:nitting 

ICS network. address n7711", the receiving ICS network address "9922", 

the c.bannel type "11" indicating the fact this is SVC identified at 

the point of receiving the call, and the virtua1 channel ID n44n 

appropriated at the time of call setting of the SVC virtual cbannel 

are registered in the VC address convemion table 1433-6 {step 61614), 

and at this time, the transmitting ICS netwmk address "7711" of the 

ICS netwm:k packet F2 is wr.f.tten to the receiving ICS network address. 

of the VC address conversion table 1433-6, and the :receiving ICS 

network address •9922n is written to the transmitting ICS network 

address of the VC address conversion tab1e 1433-6, i.e., these are 

written 1n xeve:rse positions. However, if at the point of 

xegistration an item already exists within the VC address conversion 

tabl.e 1433-6 identical to that regarding which :registration is being 

attenpted., no registration is made. 'li'le address conversion 

:lnfomiation :registered 1n the VC address conversion table 1433-6 is 

stored on the VC address conversion table 1433-5 while the cxmnection 

of the virtual cihannel having a con:esponding virtual channel (in this 

exanpl.e, virtual channe.l ID "44•) is established (Step 61613). 

· <<Reverse packet flow>> 

Now, description of the case of .reverse flow of the ICS packet, 

i.e. , flow fmn a corporation Y to a corporation X, will be made with 

.reference to FIGs. 27 and 28, under the presurrption that call setting 

of :ttJe SVC virtual. channel. has been made accm:d:ing to the above 

description. An ICS user packet sent out fran the corporation Y to 
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the coxporati.on X i.s converted into an ICS netwm:k packet F3 having 

the transmitting ICS netwol:k address 119922" and the receiving ICS 

network address • 7711" in the header portion thereof, and the 

processing following the flow shown in FIG.31 as described above is 

pexfo.nned by the processing devi.ce 1233-6 of tbe conversioo unit 1033-

6 within the A'lM exchange 10133-6. 

In this case, the VC addI:ess conversion table 1433-5 in the 

conversion unit 1033-6 has registered therein a virtual channel m 

•44• wi.th a channel type "11" which means SVC, corresponding with the 

transmitting ICS network address "9922" and .receiving ICS network 

address "7711". so the system operates following the flow(l) sh<:Jrl1n in 

FIG.31, thereby converting the ICS network pack.et F3 into a plurality 

of ATM cells (ATM series S3) and transferring, with regard to the 

virtual channel ID n44 n. The ICS network packet F3 is relayed and 

transferred by the relay ATM exchange 10133-5, becane A'IM series S4 

and reach the ATM exchange 10133-5, axe received via the virtual 

channel having virtual. channel ID 0 33 11 in the conversion unit 1033-6 

thereof, and restored into an ICS neb«>l:k packet F4 having identical 

contents with the ICS netwmk pack.et F3. In the conversi.on unit 1033-

. 5, the pair of the transmitting ICS network address 8 9922" and the 

receiving ICS network address "771ln in the header of the ICS network 

packet F4 is alread.y registemd in the VC address conversion table 

1433-5 in reverse fashion, so :r:egistration to the vc address 

conversion table is not perfo.z:med, and the IC:S netwoJ:k packet F4 is 

transfer.red to the access control apparatus 1010-s. 
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<<Example of application to half-duplex ccmnunication> > 

The above description has been made with reference to cases 

wherein an ICS packet is transfer.red fran the co.rporation X to the 

corporation Y, and reverse fran the corporation Y to the corporation X, 

with an network within the ICS 905 having been configured Of an A'IM 

network, being carried out with a single SVC virtual channel. For 

exarple, applying this transfer and reverse trans£~ to a ~ 

packet to a server te:cm1nal. of the co.rpo:ration Y to be oonnected to 

the ICS fmn a client teminal of the co:cporation X to be connected to 

the ICS {transfer) , and a response packet to this request packet f.ran 

the client terminal. of the corporation X to server terminal. of the 

coxporation Y {reverse transfer) results in an appllcatiOn example of 

half-duplex ccmrunication in which one-way camunication is perfcmned 

at times, and both-way ccmmmication is r0alized by switc.bing the 

camunication direotion by tine frames. 

<<Example of application to full-duplex ccmnunication> > 

The virtual channel. set on the A'IM network is capable of full­

duplex cammrl.cation, i.e., simultaneous both-way camnmication; due 

to the A'I.M stipulations. For exanple, app1ying the transfer and 

~ :reverse transfer to i:equest packets to a plurality of server teminals 
. 

of the corporation Y to be connected to the ICS fran a plurality of 

client temdnals Of the cmporation X to be connected to the ICS 

(transfer), and response packets to the request packets fran the 

plurality of client terminals of the corporation X to the plurality of 

se:ver tenninals of the corporation Y {reverse transfer) .r::esults in 
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asynchronous transfer of packets between the client terminals and the 

server tenninals, so s.ilID.Iltaneous both-way cannunication is conducted 

on tbe single SVC v1rtual. channel serving as the carmun1.cation pa.th, 

thereby making for an application exanple of full-duplex cammlication. 

( 4) Flow of packets using PVC 

An eub:xliment wherein the netwoI:k within the ICS 906 is 

configUred with an MM network and PVC is applied as a ccmnun1cation 

path within the ATM network will be described with an exanple Of an 

ICS user packet sent fran a temtlnal of a cm:poration W toward a 

terminal of a corporation Z, with refei:ence to FIGs. 27 and 28. 

<<Preparation>> 

A transmitting res network address, a receivmg ICS address, the 

v:irt:ual cbannel ID of the PVC fixed on the A'1M network (indicating the 

carmunication path between the A'IM exchange 10133-5 and the ATM 

exchange 10133-6}, and the channel type indicating that tbe virtual 

cbannel ID is PVC, are J:egistered in the VC address conversion table 

1433-5. This :registration is different fran the case of SVC, in that 

:cegistration is made in the VC addl:ess conversion tabl.e 1433-5 at the 

sama time that the PVC v:irt:ual channel is set in the ATM exchanges 

· (10133-5, 10133-7, 10133-6) serving as the camiunication path, and is 

saved in a fixed manner while the carmmi.cation path is necessa:cy, 

i.e., until the setting of the PVC virtual channel is canceled. Also, 

the registration is made to the VC address conversion table 1433-6 in 

the same manner. Incidentally, the PVC virtual channel ID is 

appropriated to the respective A'IM exchanges at the time that PVC is 
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fixeclly connected between the ATM exchanges. 

The values set in the VC address conversion table 1433-5 are as 

follO't'IJS: value "7733° which is the transmitt:ing ICS network address 

appropriated to the ICS logic temlinal of the access control. apparatus 

1010-7 is set as the camumication address of the oo.rpora.tian W, and 

value "9944" which is the i:eceiving ICS network address appropriated 

to the ICS logic teDninal of the access oontrol apparatus 1010-8 is 

set as the camamioation address of the oo.rpora.tion z. Further, the 

PVC virtual cbannel ID "55" which is appropriated to the A11M exchange 

10133-5 is set as the virtual channel ID, and value "22" is set as the 

cbannel type, indicating the PVC. Also, settings for registering to 

the vc address conversion table 1433-5 are written to the PVC address 

a.Ckninistra.ti.on server 1733-5, and stm:ed. 

In the same way, s:imilar settings are made in the VC address 

conversion table 1433-6 in the conversion unit 1033-6 in the ATM 

exchange 10133-6, with the transmitting ICS network address and the· 

receiving ICS network address reversed. In this case, even if the 

same PVC is being implied, the virtual. channel. ID may be of a 

different value to the vc address conversion table 1433-5. When the 

• registering to VC address conversion table 1433-6 in this instance, 

this is also written to and stored in the PVC address administrati.on 

server 1733-6. 

The values set in the VC address conversion table 1433-6 are as 

follows: value 119944" which is the transmitting ICS network address 

appropriated to the ICS logic tenninal of the access control apparatus 
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1010-8 is set as the cxmmmication address of the corporation z, and 

value •7733" wb1ch is the receiving ICS network. address appropriated 

to the ICS logic tem:i.nal. of the access oontrol. apparatus 1010-7 is 

set as the cxmmmication addI:ess of the cacporation W. Further, the 

PVC virtual channel ID "66" which is appropriated to the A'IM exchange 

10133-6 is set as the virtual channel ID, and value •2211 is set as the 

channel type, jndicating PVC. 

<<Transferring ICS net.woXX. packets fI:an access control apparatus>> 

The ICS user packet sent toward the texm:ina1 of the corporation 

Z connected to the access control apparatus 1010-5 via the access 

cont.ro.l apparatus 1010-7 is !CS-encapsulated upon passing through the 

access control apparatus 1010-7, and becanes an ICS network packet FS 

hav:ing the transmitting ICS network address 0 7733• and the I:eeeiving 

ICS network address "9944" as an ICS packet header. irhe ICS network 

packet FS is sent fran the access control apparatus 1010-7 to the A'!M 

exchange 10133-5, and :r:ea.cbes the conversion unit 1033-5 via the 

interface unit 1133-5. 

<<Obtaining a virtual channel. ID>> 
The processing device 1233-5 refers to the VC address conversion 

~ table 1433-5 using tbe tra:nsmittmg res network address "773311 and the 

:receiving ICS network address "9944" in the header of the received ICS 

network packet F5, and obtains the fact that the virtual channel ID 

identify.i.ng the virtual channel set between the cxmversion units 1033-

5 and 1033-6 inside the A'lM exchange 10133-6 connected to the access 

control apparatus 1010-8 with the ICS logic tenninal provided with a 
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reviving ICS network address "9944" is 1155". At the same time, it can 

be found tbat the virtual channel is PVC, fran the value •2211 of the 

channel type obtained. 

<<T.ransfer of packets>> 

The pi:ooessing device 1233-5 converts the ICS netwoIX packet FS 

:received fran the acx:ess control apparatus 1010-7 into an A'lM cell 

series, and transfers this to the A'lM exchange 10133-7, with regard to 

the PVC virtual channel •55• obtained as described above. The method 

of A'IM cell conversion is the same as that described above in the 

enix>diment of SVC. The above processing p:r:ocedures of the conversion 

unit 1033-5 are aS shown in FIG.31, and PVC always follows the flow 

(1). 

((Transfer Of A'!M cells)) 

The ATM cell series Sl carprised of a plurality of cells 

obtained by converting the ICS network packet Fl is transferred f:can 

the MM excbange 10133-5 to the relay ATM exchange 10133-7, and 

further is transferred to the A'IM exchange 10133-6 as MM cell series 

S2. This operation is the same as with SVC. 

<<Operation following ar.rival of packet>> 

Once the A'!M cell series S2 :reaches the A'!M exchange 10133-6, 

this ATM cell series S2 iS transferred fran the ATM exchange 10133-6 

to the conversion unit 1033--6 within the A'lM exchange 10133-6. The 

conversion unit 1033-6 assent>les the received A'IM cells :into a CPCS 

frame, which is the same as with SVC. In FIG. 28, the :restored ICS 

netwm:k packet is shown as an ICS network packet F6, but the contents 
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thet:eof a:r:e identical to that of the ICS network packet FS. The ICS 

netwo:dt packet F6 is transfer.red to an access control apparatus 

dete:r.mined by the .receiving ICS networ.k address 11994411 in the header 

thet:eof .. i.e., to access control. device 1010-8 which has an ICS logic 

tenninal. a:ppi:opriated with ICS network address •9944n . The above 

processing ~ of the conversion tmit 1033-6 are as Shown in 

FIG. 32, and PVC always follows the flow ( 1). 

<<Reverse packet flow>> 

Next, desctj..ption of the case of revez:se flow of the res packet, 

i.e. , flow from the corporation Z to the corporation W, will be ma.de 

with reference to FIGs.27 and 28, in the same manner as above. An ICS 

user packet sent out fran the COJ:pOration z to the COJ:IlOration W is 

!CS-encapsulated into an res netwm:X pack.et F7 hav:ing the 

transmitting ICS network address "994411 and the receiving ICS network 

address "773311 in the header portion thereof, and the processing 

following the fl.ow shown in FIG. 31 as described above is perfomed by 

the processing device 1233-6 of the conversion unit 1033-6 within the 

A'lM emhange 10133-6. In this case, the vc address conversion tabl.e 

1433-6 in tbe conversion unit 1033-6 has registered therein a virtual 

· channel ID "66" corresponding with a transmitting ICS networlt address 

11994411 and a receiving ICS netwoDt address "773311
, so the system 

converts the ICS network packet F7 into a plurality of A'lM cell series 

and transfers, with regard to the virtual. channel ID "66°. 

The A'1M cell series t:cansfe:rred through the ATM netwol'.X reach 

the converting mlit 1033-5 Of the A'lM exchange 10133-5, are :r:eceived 
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via the virtual channel having virtual channel ID 11 ss•, and restored 

into an ICS network packet F8 hav:lng identical contents with the ICS 

neb«:>rk frame F7. However, in the conversion unit 1033-5, the pair of 

the transmitting ICS network address "9944" and the receiving ICS 

network address 0 7733" in the header of the ICS network packet F4 is 

al.ready registered in the vc address conversion table 1433-5 in 

reverse fashion, and infomation that the virtual ohanne1 m "55" as 

to this transmitting/receiving address pair is channel type "22" is 

obtained, so registration to the vc address conversion table is not 

perfoxmed, and the res network packet FB is transferred to the access 

contro1 apparatus 1010-7. 

<<Example of application to hal£-dup1ex camumication> > 

'!!le above description bas been made with reference to an 

enibod:iment of transferring an ICS packet using PVC with a network 

within ICS 905 having been configured of an A'IM network, but the 

diffecence between the PVC and the SVC is whether the virtual channel 

is fixed or called and set as necessa:cy, so there is no difference in 

the operation itself of transfening packets over the set virtual 

channel. Accord:ingly I regarding the ICS aocol:ding to the present 

• invention, an example of application to half-duplex ccmnunication 

using an ATM network PVC virtual obannel. is the same as an example of 

application to half-duplex ccmrunica.tion using a SVC network PVC 

virtual channel. 

<<Example of application to full-duplex camumication> > 

The example of application of PVC full-duplex ccmnunication is 
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equivalent to the example of application of full-duplex ccmnunication 

in SVC, due to the same :ceason as the excmple of application to half­

dup1ex cammti.cation. 

(5) One-on-N or N-on-one camamication using PVC 

In the above exanple, an embodiment was described wherein one 

virtual channel was described as a ccmm.mication path connecting one 

cm:pora.tion (location) with one cm:poration {location) , i.e. , a 

ccmmmioation path connecting one ICS logic te:allinal with one ICS 

logic tenninal, but one PVC virtual cbanne1. can be used as a 

ca:mumication pa.th camecting one ICS logic temd.nal with a plurality 

of ICS logic temd.nal.s. SUch One-on-N or N-on-one canm.mica.tion will 

be described with reference to FIGS. 33 and 34. 

<<Description of cqip:>nents> > 
In FIGs.33 and 34, regarding the access control apparatus 1010-

10, the corporation X is connected to an ATM exchange 10133-10 with an 

ICS logic teDninal within the access control apparatus 1010-10 

provided with the ICS netwot:k aacress "7711". With the parties to be 

reached £ran the cm:poration X as the cacporations A tlll::ough D. the 

ooi:poration A is connected to an ICS logic tenn:inal. within the access 

· control apparatus 1010-20 provided with the ICS network address n992211
,, 

and the cm:poration Bis connected to an ICS logic te.nninal within the 

access control apparatus 1010-20 provided with the ICS network address 

"9923n. In the same manner, the ca:cporation c is connected to an ICS 

l.ogic te:oninal within the access control apparatus 1010-40 provided 

with the ICS network address •9944 n,, and the cm:pora.tion D is 
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conneoted to an res logic tenninal within the access control apparatus 

1010 ... 40 provided with the ICS netwo:ck address •9955•. The access 

control apparatuses 1010-20 and 1010-40 are connected to tbe A'IM 

excbange 10133-20, and the A'1M exchanges 10133-10 and 10133-20 are 

connected via a relay network. 

<<Preparation>> 

With regaI:d to the .MM exchanges 10133-10 and A'lM 10133-20, a 

single PVC virtual chann.el. connecting the. conversion unit -1033-10 

wi.thin the A'IM exchange 10133-tO and the conversion unit 1033-20 

within the A'IM exchange 10133-20, setting "33" as the virtual cbanne1 

ID provided to the conversion unit 1033-10 of the virtual. channel, and 

11 44• as the virtual channel ID pzovided to the conversion unit 1033-20 

of the virtual channel. Registration such as shown in FIGs. 33 and 34 

is perfoxmed regarding tbe VC address conversion table 1433-1 within 

the conversion unit 1033-10 and the VC address conversion table 1433-

20 within the conversion tmit 1033-20. 

<<Packet flow for one-on-N cannunication>> 

The fl.ow of packets for one-on-N camumication will be described 

concerning packets sent fran the corporation X to each of the cm.po-

. ratioos A th:rough. D. An ICS network packet sent f.ran the corporation 

X toward the corporation A, having a transmitting ICS network address 

•1111" and a receiving network ad.dress 0 9922", is transferred to the 

PVC virtual channel with a virtual channel ID "33", by means of making 

reference to the VC address conversion table 1433-20 in the conversion 

unit 1033-10. An ICS netwmk packet sent f.ran the co:r;poration X 
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towa:c:d the corporation B, having a transmitting ICS network address 

"7711" and a receiving network address "9933", is also transfe:cred to 

the PVC virtual cbannel with a virtual channel m •33• • An ICS 

network packet sent frari tbe cm.:poration X toward the corporation c, 
having a transmitting ICS network address "7711 • and a :receiving 

network add::cess •9944•, and An ICS netwOI:k packet sent fran tbe 

co:cporation X toward the corporation D, having a transmitting ICS 

:netwm:k. address 8 7711 n and a receiving netwm:k address •9955• are 

transferred to the PVC virtual channel. with a virtua1 channel ID •33• 

in tbe same manner. This indicates that one-on-N (corporation X to 

corporations A through D) ccmmmication is being perfoxmed while 

sharing a single PVC virtual channel.. Reverse packet flow, i.e., 

transfer fran tbe corporations A through D to the coz:poration X, will 

be described in the next section. 

<<Packet flow for N-on-one caum:mication> > 
The flow of packets for N-on-one camamication will. be described 

concez:ning packets sent to the ooi:poration X fran each of the 

coxporations A through o. An res network packet sent toward the 

corporation X :Eran the corporation A, hav:ing a t.:cansmitting ICS 

• network address "9922" and a receiving netwo.I:k address "7711", is 

transferred to the PVC virtual channel with a virtual channel ID n 4411
, 

by means of making :ceference to the VC address conversion table 1433-

20 in the conversion unit 1033-20. An ICS network packet sent toward 

the corporation X fran the corporation B, having a transmitting ICS 

network address n9933n and a xeceiving network address "7711 n, is also 
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transferred to the PVC virtual channel with a virtual channel ID "4411
• 

An ICS netWOJ:k packet sent toward the corporation X from the coi:po­

ration C, having a transmitting ICS network address "9944" and a 

receiving networlt address •7711 •, and An ICS ne'twolX packet sent 

toward the corporation X fl:an the corporation D, having a transmitting 

ICS network address "9955" and a recei~ netwm.X address •7711 • are 

transferred to the PVC virtual channel with a virtual channel m "4411 

in the same manner. This indicates that N-on-one (co:cporations A 

thl:ough D to corporation X) cxmmmication is being perfcmned while 

sharing a single PVC virtual channel. 

{ 6) N-on-N ccmmmication using PVC 

Using the same method as one-on-N· ccmm.m1cation, one PVC virtual 

channel can be used as a camnmication path connecting a plurality of 

ICS logic tacm:i.nals with a plurality of ICS logic tenni.nals. Such N­

on-N camumication will be described with refez:ence to FIGs.35 and 36. 

<<Description of carponents>> 

The corporation X has ICS logic temt1.nal address "7711" Of the 

access control apparatus 1010-11 as the contact point thereof, the 

carpora.tion Y bas ICS log:ic tenn:inal address 0 7722" of the access 

· control apparatus 1010-11 as the contact point thereof, and the access 

control apparatus 1010-11 is connected to the A'lM exchange 10133-11. 

With the other party which the corporation X or corporation Y is 

attempting to .reach as the corporation A or co:q>aration C. The 

corporation A has ICS logic temtinal address "9922" of the access 

control apparatus 1010-21 as the contact point thereof, the corpo-
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ration Y has ICS logic temlinal address "9944" of the access control 

apparatus 1010-41 as the contact point thereof. '!be access control 

apparatuses 1010-21 and 1010-4 are connected to the A'lM exchange 

10133-21, and the MM exchanges 10133-11 and 10133-21 ai:e camected 

via a relay network. 

< <PJ:eparation> > 
With regard to the A'IM exchanges 10133-11 and 10133-21, a single 

PVC virtual. cbannel. connects tbe conversion unit 1033-11 within the 

ATM exchange 10133-11 and the conversion unit 1033-21 within the ATM 

exchange 10133-21, setting "33" as the virtual channel ID provided to 

the conversion unit 1033-11 of the virtual channel, and "44" as the 

virtual channel m provided to the conversion unit 1033-21 of the 

virtual ~l. Registration such as shown in FIGS. 35 and 36 is 

performed regarding the vc address conversion table 1433-11 within the 

conversion unit 1033-11 and the vc address conversion table 1433-21 

within the conversion unit 1033-21. 

<<Packet flow for N-on-N ccmnun1cation> > 

The fl.ow of packets for N-on-N camami.cation will first be 

described. concem:ing packets sent f.z:an the cacporatian X to each of 

· the corporations A and c. An ICS network packet sent fran the 

corporation X toward the corporation A, having a transmitting ICS 

netwo.:rk add?:ess "7711 n and a :receiv:lng network address "9922 n , is 

transfer.red to the PVC virtual cbannel. with a virtual channel. ID "33", 

by means of making reference to the vc address conversion table 1433-

11 in the conversion unit 1033-1. An ICS network packet sent £ran the 
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corporation X towax:d the cox:poration c, having a transmitting ICS 

netwol:k address "7711" and a receiving networ.k address "9944", 1s also 

transfer.tad to the PVC v1rtual. channel with a virtual channel ID "33". 

Next, the flow of packets will be described conceJ:ning packets sent 

£ran the corporation Y to each of the corporations A and c. An ICS 

netwol:k packet sent fran the corporation Y towa:ro the corporation A, 

having a transmitting ICS network address "7722" and a receiving 

network address 119922", is transfer.red to the PVC virtual. cbannel with 

a virtual channel m •33•, by means of ma1dng reference to the vc 
address conversion tab.le 1433-11 in the conversion unit 1033-11. An 

ICS network packet sent fran the corporation Y toward the corporation 

C, having a transmitting ICS network address "7722" and a receiving 

network add:cess "9944", is also transfer.red to the PVC virtual. cb.annel 

with a virtual channel m "33". 

Next, reverse packet flow will be described conce:rn:ing packets 

sent to ea.ch of the COJ:pOrations X and Y fran the corporation A. An 

ICS network packet sent toward the corporation X fran the cozpora:tion 

A, having a transmitting ICS network address "9922" and a receiving 

network address "7711", is transfe:c:red to the PVC virtUa1. channe1 with 

. a Virtual channel m "44 n, by means of ma1dng reference to the vc 
address convers:lan table 1433-21 in the conversion unit 1033-2. An 

ICS network. packet sent toward the. corporation Y fran the corporation 

A, having a transmitting ICS network addI:ess 11 9922" and a receiving 

network adtU'ess "7722", is also transferred to the PVC virtual channel. 

with a virtual cbannel. m "44", by means of making reference to the vc 

.. 
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address conversion table 1433-2 in the conversion unit 1033-2. An !CS 

network packet sent toward the corporation X fran the corporation c, 

having a transmitting ICS network address 11994411 and a receiving 

network address 11771111
, is transferred to the PVC virtual channel with 

a virtual channel ID 0 44 n. An ICS netwm:k packet sent toward the 

c::m:para.tion Y fran tbe co:cporation c, having a transmitting ICS 

networlt address "9944" and a receiving netwoxk. address 111122•, is also 

transfer.red to the PVC virtual channel. with a virtual channel ID •44 •. 

Thus, N-on-N ccmnunication is perf~ while sharing a single PVC 

virtual channel. 

Embodiment-4 (Flnbodi.me:nt using an FR network): 

An embodiment will be described wherein the network inside the 

ICS accox:ding to the present invention is configured using an FR 

netwoik. The present embodiment will be described :in the following 

order: (1) supplementary explanation of FR-related conventional art, 

(2) description of ccmponents, ( 3) flow of packets using SVC, { 4) ~low 

of packets using PVC, (5) one-on-Nor N-on-one ccmmnication using PVC, 

and (6) N-on-N ccmnunication using PVC. With the p:cesent embod:iment, 

. two types of methods using SVC or PVC may be used separately, or these 

may be used in conjunction. Description will be given regarding each 

of the oases of using SVC and PVC. Also, intra-ccn:poration 

ccmnunication service and inter-corporation canrunication service 

described in Embocl.:inelt-1, and virtual dedicated line service 

described :in Embodiment-2, can both be realized with the access 
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control apparatus according to the present invention# so there is no 

need to consider these separately rega:cding network packet 

ccmmmioation With the netwoI:k within the ICS. Rather, in the present 

embodiment, these cama.mication services will be described integrally. 

(1) SUpplementary explanation of FR-related conventional art: 

Fi.r:st, suppl.ementary explanatiro will be made regarding FR­

related cxx:xventional. art to the extent that is necessary to describe 

the pt:eSent em:xxliment. 

A frame relay consists of using ccmnun:Lcation info.DDation units 

called packets with variable lengths to perfonn cannuni.cation and to 

specify tbe camunication path for each packet. This is a 

conventional art which has been sta:n&u:dized in the rro. TI. 233 

Recamrandations and so forth which have realized accumulated exchange 

of packets with:in a circuit network, and also logic mul.tipl.exing {a 

tecbnique for nul.tiplexing a single physical line into a plurality of 

logic lines}.. 'lb.e service using tbe above technique is referred to as 

Frame Mode Bearer Service (hereafter refer.red to as namsn), and 

stipulated for FMBS are: the Frame SW:itcb Bearer Service (hereafter 

refer.red to as "FSBS") wbere:in the other party to which connection is 

. to be made is seleCted (SVC); and the Frame Relay Bearer Service 

(hereafter :r:efeo:ed to as 11FRBS•) wherein the other party to which 

connection is to be made is fixed (PVC) • '!he teon "Frame Relay" 

generally only indicates FRBS ("Frame Relay" in the narrow sense) at 

times, but with the present invention, "Frame Relay" is used as a tem 

indicating all FMBS incl.uding FSBS and FRBS.. In the event that only 

.. 
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FSBS is to be specifically indicated, the tenn "frame relay using SVC" 

will be used, and in the event that only FRBS is to be specifically 

indicated, the te:on "frmre relay using PVC" will be used. Hereafter, 

the above-defined "franB relay in the wide sense (~)" will be 

referred to as FR, and packets transferred ove-r an FR netwol:k will. be 

called "FR packets" in order to distinguish these fian ICS packets .. 

As described earlier. with an FR network, a plurality Of l.Ogic 

lines can be set on a physical. line, these logic lines being :referred 

to as logic channels. Identifiers appr:opriated to FR temlinals 

connecting to both ends of the 1ogic channels (an overall reference to 

carmmication equipnent connected to the FR network and ccmmmicating 

using the FR network) .in order to identify the l.ogic channels are 

called Data Link Connection Identifiers (hereafter refetted to as 

"DLCI") • SVC and PVC are stipulated to logic channels, depending on 

the way of setting. SVC perfo:cns call setting of the logic channel 

when necessary, and is capable of obtaining a logic line with any FR 

te.mlinal. for a necessaz:y duration, at a necessary speed. can setting 

of the 1ogic channel is perfonned by the FR texminal attempting to 

initiate camu.mication, tbe method thereof being standardized. in rru-T. 
. call setting requires an address for identify.ing the FR te.mlinal. of 

the other party to which. the call is to be set (hereafter referred to 

as "FR address"), the FR addresses being systematized so as to be 

tmique in the FR network, tha:J:eby enabling identification Of each FR 

tenoinal.. PVC is for fixedly setting a call setting to the FR 

exchange, and can be viewed as a v:i.rtual. dedicated line fran the point 
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of the FR teon1nal. 

Regarding the established logic channels, DLCis for identifying 

logic channels are appropriate for both SVC and PVC, and in the event 

of transferring an FR packet, the DLCI is set at the DLCI bit portion 

on the FR packet address portion shown in FIG. 37. Thate are three 

foxmats stipulated for the FR packet address portion, FIG.37 showing 

the 2-byte facmat which is one of these. Logic channel capabilities 

(channel capabilities) of the FR network include: camti.tted 

Infox.ma.tian Rate (hereafter :ce:fer.red to as •cm11
) which is the 

infox.ma.tion transfer speed guanmteed at a ncmnal. state (a state 

wherein there is no congesti6n} of the FR network. 

There is the necessity to convert ICS network packets into FR 

packets in order to send such ccmnunication packets over an FR network, 

as shown in FIG.38. Reception of an FR packet results in reverse 

conversion, consisting of extracting and reproducing the camnmicatian 

packet {ICS network packet) fran the FR packet as sh.own in FIG. 38. 

conversion of this FR packet bas been standardized following the ITU-T 

Reccmnendations. Also, protocol headers within the FR packet user 

info:cmation have been standardized in RFC1490 of IETF. 

• ( 2) Description of canponents: 

FIGs.39 and 40 shOW' a forth embodiment of the present invention. 

In the present embodiment, the intema1 configuration of the access 

control apparatus and the operation of the processing device within 

the access control apparatus are basically the same in principle as 

the description given in &nbodi.nelt-1. 
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Appropriated to the access control apparatus 1010-5 are ICS 

network addresses •7711 • and •7722°, se.I:Ving as connection points (ICS 

logic teminals) for the corporations X and A which are the users Of 

the ICS 925. Also appropriated to the access conttol apparatus 1010-7 

are ICS network addresses •7733n and "7744", serving as connection 

points for the corporations W and C, s:i:m:ilarly. Appropriated to the 

access control apparatus 1010-6 are ICS network addresses n9922° and 

"9933n, serving as connection points for the corporations Y and 1;3, and 

similarly appropriated to the access control apparatus 1010-8 are ICS 

networ:it addresses "9944" and •9955n, serving as connection points for 

the coxporations z and D. Here, in the embodiment shown in FIGs. 39 

and 40, etc., the corporations X, Y and so forth, which are given as 

exanples of users, may be di£fering locations within a single 

corporation which perfomJS the intra-cm:poration cannunication, or may 

be di£ferent cox:porations which perfo:r:m the inter-cm:poration 

cxmm.mication. 

An interface unit 1132-5 is pmvided in the conversion unit 

1032-5 within the FR exchange 10132-5, this interface unit 1132-5 

handling the processing of rectifying interfacing of the ccmmmication 

. line 1812-5 connecting the access control. apparatus 1010-5 and the FR 

exchange 10132-5, and the cxmm.mication line 1812-5 connecting the 

access control apparatus 1010-7 and the FR exchange 10132-5 {physical 

layers, data l1nk layer protocol). The conversion unit 1032-5 is 

carpr:ised of a processing device 1232-5, and also an FR address 

conversion table 1532-5 for call setting with SVC, and a DLC address 
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· conversion table 1432-5 for converting addresses f:ran ICS network 

addresses used by both SVC and PVC to logic channel. Also, the FR 

exchange 10132-5 connects the FR address administration server 1632-5 

serving as an infonnation processing device for storing tbe FR address 

conversion table with, in the case of using PVC, the DLC address 

administration server 1732-5 serving as an infozmation processing 

device far storing the DLC address conversion table, the.reby 

pet:folm1ng an information processing mlating to address conversion. 

The cc:uponents making up the FR exchange 10132-6 are tbe same as the 

description given regarding the FR exchange 10132-5. In the present 

embodiment, the access control apparatuses 1010-5 and 1010-7 are 

connected to the FR exchange 10132-5 via the ccmnunication lines 1810-

5 and 1810-7, respectively. and also, the access control apparatuses 

1010-6 and 1010-s are connected to the FR exchange 10132-6 via the 

carm.mication lines 1810-6 and 1810-8, respectively. An FR address 

"2977" unique to the network is set to the conversion unit 1032-5 

within the FR exchange 10132-5, and an FR address 112999" unique to the 

netwo.Ik. is set to the conversion unit 1032-6 within the FR exchange 

10132-6. 'l'be FR exchanges 10132-5 and 10132-6 are connected via the 

FR relay netwozk, but in the present embodiment, connectmg is made 

via the FR exchange 10132-7 representing the FR relay network. 

( 3) Flow of packets using SVC: 

An embodiment wherein the network within an ICS is Configured of 

an FR netwo:r.k, and SVC is applied as a ccmruni.cation path within the 

FR network, will be described with an exarrple of an ICS user packet 

. . 
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sent fran a te:an:inal of the cm:poration X toward a temlinal. of the 

cm:paratiai Y, with reference to FIGs.39 and 40. 

<<Preparation>> 
A receiving ICS network address indicating the destina.ticn of 

the ICS network packet to be transferred £ran the conversion unit 

1032-5 to the FR network, a receiving FR address for indicating the 

other party for call setting of the logic channel. on the FR ne~, 

and cbannel capabilities such as camamication speed :cequested by the . 

logic channel, are registez:ed in the FR address conversion table 1532-

5 within the conversion unit 1032-5 inside the FR exchange 10132. 

Also, similar registration is made to the FR address conversion table 

1532-6. 

In the embod:iJnent, the values set in the FR address conversion 

table 1532-5 are as follows: 0 9922" whi.ch is the ICS network address 

appropriated to the ICS logic temdnal. of the access control apparatus 

1010-6 is set as the cacmmication address of the corporation Y, and 

tbe FR address "299911 which is uniquely appropriated to the conversion 

unit 1032-6 within the FR network is registered as the receiving FR 

addtess. In the present eni:lodiment, a camu.mication speed of 64 Kbps 

. is set as the chmmel capabilities. The contents registered to the FR 

address conversion table 1532-5 are also w.ritten to the FR address 

administration server 1632-5. 

The values set in the FR address conversion table 1532-6 are as 

follows: value "771!1' which is the ICS netwol:k address appropriated to 

the ICS logic te:aninal. of the access control apparatus 1010-5 is set 



----------- -----------

77 

as the camm:rl.cation address of the co:qx>ration X, and the FR address 

•2977n which is uniquely appropriated in the FR network to the 

conversion unit 1032-5 within the FR exchange 10132-5 to which the 

access control apparatus 1010-5 is connected is registered as the 

receivi.ng FR address. In the present embodiment, a camnmica.ti.on 

speed of 64 I<bps is set as the channel capabiliti.es. '!he contents 

registered to the FR address conversion table 1532-6 are also written 

to the FR address adninistra.tion server 1632-6. 

<<Transferring ICS netwmk packets fran access control apparatus>> 
The ICS user packet sent toward the temtinal of the corporation 

Y connected to the access control apparatus 1010-6 via the access 

cont:r:ol apparatus 1010-5 i.s !CS-encapsulated upon passing through the 

access control apparatus 1010-5, and becanes an ICS network packet Fl 

bav:1ng the transmitting ICS network address 117711" and the receiving 

ICS network address 0 9922" as an ICS packet header. The ICS network 

packet Fl is sent fnm the access control apparatus 1010-5 to the FR 

exchange 10132-5, and reaches the conversion unit 1032-5 via an 

~terface unit 1132-5 which processes conversion/rectifying of 

electric signals in the camunication path. The following is a 

. description thereof made with reference to the flowchart in FIG. 43. 

<<Obtaining a DLCI> > 

Once the conversion unit 1032-5 receives the ICS network packet 

Fl(Step 51701), there is the need to request a DLCI of the SVC logic 

channel detemlined by the relation of the transmitting ICS networlt 

address "7711" and the receiving ICS network address "9922" in the ICS 
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packet header, in order to co:rrectly transfer the received packet Fl 

to the FR exchange 10132-5. In the case that the ccmnun.ication is 

based on SVC, there are cases that the logic channel conesponding 

with the camamicatioo. path is established at the time of receiving 

the ICS network packet, and cases in which the logic channel has not 

yet been established. In order to find out whether or not the logic 

channel bas been established, the processing device 1232-5 first 

searches whether or not a logic channel corresponding with the pair of 

a transmitting ICS netwm:k address 117711" and a receiving ICS netwox:k 

address "9922" is registered in the OLC address conversion tabJ.e 1432-

5 (step Sl702), and in tbe event that there is :r:egistration here, 

establishment of the logic channel. can be thus confil:med. That is, 

the fact that the logic channel cor.casponding with the pair of 

transmitting ICS network address "7711" and :recei.ving ICS network 

address "9922 11 is "1611 is obtained, and further, it can be found that 

this logic channel is camamicating based on SVC, fran the value "10" 

of the channel type obtained at the same time. In the event that 

there is no such :registration on the DLC address conversion table 

1432-5, the z:equested logic channel is established with the latter­

desaribed <<call setting>>, and DLCI is obtained fran the infomation 

registered to the DLC address conversion table 1432-5 at that point 

(Step Sl703). 

<<call setting>> 

Regarding the above-mentioned case wherein 11there is no 

registration of a DLCI corresponding with a ccmmmications path 
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detemdned by correspondence between a transmitting ICS network 

address and a receiving ICS network addl::ess on the DLC address 

conve:rsion table 1432-511
, i.e., in the case that the:r:e is no DLCI 

co.rrespond1ng with this cx:mmmications path established yet, it 

beccmes necessary to perfcmn the following call setting, to establish 

a logic channel within the FR network caiprising res 925. An exanple 

of operation of the call setting will now be described. 

The pmc:essing device 1232-5 of the conversion unit 1032-5, upon 

making refarenc:e to tbe DLC address conversion table 1432-5 and 

finCling that there is no registration of a DLCI con:esponding with the 

pair of transmitting ICS network address "771111 and receiving ICS 

network address •9922° (Step Sl702}, the processing device 1232-5 of 

the conversion unit 1032-5 refers to the DLC address conversion table 

1532-5, finds the :receiving ICS network ad.dress "9922" x:egistered in 

the DLC address conversion tabl.e 1532-5 matching the receiving ICS 

network address 0 9922", and obtains transmitting FR address 11 299911 

coo::esponding thereto and channel capabi li:ties "64K" co:c:esponding 

thereto, and so forth (Step Sl 705). As described .in the above 

<<Preparation>> section, this transmitting FR address 1129991
' is an 

address which is uniquely appropriated within the FR network to the 

conversion unit 1032-6 in the FR exchange 10132-6 to which the access 

control apparatus 1010-6 is connected, this access control apparatus 

1010-6 having the ICS logic temti.nal provUJed with a :r:eceiv:ing ICS 

network add:cess "9922°. 

The processing device 1232-5 uses the obtained transmitting FR 
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address "2999" to perfonn a request for call setting to the FR 

excbange 10132-5, and also requested at this time is obannel 

capabilities such as camunica.tion speed of the logic channel 

simultaneously obtained fran the FR address conversion table 1532-5 

and so forth(Step 81706). The FR exchange 10132-5, upon receiving the 

call setting request, uses a signal method which is provided standard 

to FR exchanges proper as known technique to establish a logic channel 

within the FR netwa:dt. which reaches the FR excbange 10132-6. The DLCI 

appropriated for identification of the logic channel is notified f ran 

the FR exchanges to conversion l.mits 1032-5 and 1032-6 therein, but in 

the event that this is based on stipulations of a signal method 

according to known technique, the value notified fran the cal 11ng 

party FR exchange 10132-5 {e.g., "16") and the val.ue notified fran the 

receiving party FR exchange 10132-3 (e.g., n26n) may not be the same 

va1ue. At the conversion unit 1032-5, the DLCI •16" which is notified 

£ran tbe FR exchange 10132-5 is registered in the FR address 

conversion table 1432-5 along with the transmitting res network 

address "7711" and the receiving ICS netwoDt address n9922" (Step 

517.07). and stores tbese on the FR address conversion table 1432-5 

. while the connection of the above logic channel is established. When 

the logic cbannel comection is no longer necessa:cy, the conversion 

tmit 1032-5 J:eqtJests call release of the logic channel to the FR 

exchange 10132-5, and at the same time deletes the registration 

corresponding with DLCI 1116" on the FR address conversion table 1432-5. 

Registration to the FR address conversion table 1432-6 in the 
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conversion unit 1032-6 will be described later. 

<<Packet transfer>> 

The processing device 1232-5 of the conversion unit 1032-5 

converts the ICS netwm:k packet Fl received fran the access control 

apparatus 1010-5 into a FR packet shown in FIG. 38 a.ccoming to the 

logic channel(DLCI "16•) established accomi.ng the above description, 

and :further perfoms the .conversion into FR packets and transfers to 

the relay PR exchange 10132-7{Step Sl704). 

<<Transfer of FR padkets>> 

According to the above-described method.. the FR packet Sl 

obtained by converting the ICS network packet Fl is transferred fJ:an 

the FR exchange 10132-5 to the relay FR exchange 10132-51 and :further 

is transfer.ted to the FR exchange 10132-6 as FR packet S2. The 

foll.owing is a description thereof with reference to the flowchart in 

FIG.44. 

<<Operation following arrival of packet>> 

once the FR packet S2 reaches the FR exchange 10132-6(Step 

81710), this FR packet S2 is transfetred fran the FR exchange 10132-6 

to the conversion unit 1032-6. At the conversion unit 1032-6, as 

shown in FIG.38, an ICS network packet is restored fran the recel.ved 

FR packet {Step 81711). In FIG.40, the restored ICS network packet i.s 

shown as an res network packet F2, but the contents thereof are 

identical to that of the ICS netwozk packet Fl. The res network 

packet F2 is transfeo::ed to an access control apparatus dete.nnined by 

the receiving ICS network address "9922" in the bead.er thereof, i.e., 
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to access control. apparatus 1010-6 which has an ICS logic temdnal. 

appropriated with ICS network address "9922" (Step 81712). 

At this time, at the conversion unit 1032-6, the transmitting 

ICS network address "7711", the receiving ICS network address "9922", 

the channel type "10" indicat:ing the fact this is SVC identif1ed at 

the point of receiving the call, and DLCI "26" appropri.ated at the 

time of call setting of the SVC logic channel. are registered in the FR 

address oonversion table 1432-6(Step 51714), and at this time, the 

trans:nitting ICS network address "771111 of the ICS network packet F2 

is written to the receiving ICS network address of the FR address 

conversion table 1432-6, and the receiving ICS netwmk address "9922" 

is written to the transmitting ICS network address of the FR address 

conversion table 1432-6, i.e., these are written ~reverse positions. 

However, if at tbe point of registration an item already exists within 

the FR address conversion table 1432-6 identical to that rega:cding 

which xegistration is being attenpted, no .registration is made. The 

addl:ess conversion infOI:mation registered in the FR address conversion 

table 1432-6 is stomd on the DLC address conversion table 1432-6 

while the connection of the logic channel having a oorresponding logic 

channel (in this example, DLCI "26°) is established. 

<<Reverse packet flow>> 

Now, description of the case of reverse flow of the ICS packet, 

i.e., flow fran the corporation Y to the corporation X, will be made 

with reference to FIGs. 39 and 40, under the presumption that call 

setting of the SVC logic channel. has been ma.de accoJ:ding to the above 
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description. 

An ICS user packet sent out fran the COI:pOra.tion Y to the 

co.:cporation X is ICS-encapsulated upon passing tht:ough. the access 

control apparatus 1010-6 and is converted into an ICS netwo:ck packet 

F3 having the transmitting ICS network address "9922• and the 

Ieeeiving ICS netwm:k address 11 7711" in the header portion thereof, 

and is transferred to the conversion unit 1032-6 within the FR 

exchange 10132-6. '!he processing following the flow shown in FIG.43 

as described above is perfomed by the processing device 1232-6 of the 

conversion unit 1032-6, but the FR address conversion table 1432-5 in 

the conversion unit 1032-6 has registered th.enWl a DLCI "26" with a 

channel type "10" wbich means SVC, corresponding with transmitting ICS 

netwol:k address •992211 and receiving ICS netwoIX address "7711", so 

the system operates following the flow (1) shown in FIG. 43, thereby 

converting the ICS network packets F3 into an FR packet (FR packet S3) 

and transfer.ring, with regard to DLCI "26". 

The FR packet S3 is relayed and transferred by the relay FR 

exchange 10132-5, becare FR packet S4 and :reach the FR exchange 10132-

5, a:c:e received via the logic channel having DLCI •16• in the 

conversion unit 1032-6 thereof, and restored into an ICS network 

packet F4 having identical contents with the ICS networ.k packet F3. 

In the conversion unit 1032-5 1 the pair of the tnmsmitting ICS 

network address 119922• and the receiving ICS netwo:ck address "7711 n in 

the header of the ICS netwmX packet F4 is already registered in the 

FR aadress convecsion table 1432-5 in reverse fashion, so registration 
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to the FR address convers.ion table is not perfonned, and the ICS 

network packet F4 is transferred to the access contI:Ol apparatus 1010-

5. 

<<Example of application to hal£-duplex cannuni.cation> > 
'!'be above description bas been made with reference to cases 

wherein an ICS packet is transfer.red fran the co.rporation X to the 

co:cporaticn Y, and reverse fran the co:cporation Y to the corporation x, 
with an network within ICS 925 having been configured of an FR network, 

being caxr:i.ed out with a single SVC logic cilannel. For example. 

apply.ing the transfer and reverse transfer to a request packet to a 

server tenninal of the corporation Y to be connected to the ICS frail a 

client tenn:inal Of the corporation x to be comected to the ICS 

(transfer), and a response packet to the :request packet fnm the 

client tenninal of the corporation X to server tenni.nal. of the 

corporation Y {reverse transfer} results in an application exairg;>l.e of 

half-duplex camamication in which one-way camamication is pe.rfm:med 

at times, and both-way cama:mication is real j zed by switching the 

oan:mmication direotion by time frames. 

<<Example of application to full-duplex camumication> > 
The logic channel set on the FR netwol:k is capable of full­

duplex cama:mication~ i.e., simultaneous both-way caununication, due 

to the FR stipulations. For exanpl.e, applying the transfer and 

reverse transfer to request packets to a plurality Of server teIIDinals 

of the corporation Y to be connected to the ICS fran a plurality of 

client teminals of the corporation X to be connected to the ICS 
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(transfer}, and response packets to the J:eqUest packets fran the 

plurality of client tenninals of the corporation X to the pl.urality of 

server temd.na1s of the corporation Y (i:everse transfer) results in 

asynch:ronous transfer of packets between the client tenninal.s and the 

server te.tminal.s, so simultaneous both-way carm.mication is conducted 

on the s1ngl.e SVC logic channel serving as the cxmmmica.tion path, 

thereby making far an application exanple of full-duplex cannunication. 

( 4) Flow of packets using PVC: 

An eni:Jod:iment wherein the network within the ICS 925 is 

configured with an FR network and PVC is applied as a ccmnunication 

path within the FR network will be described with an exanple of an ICS 

user packet sent f:ran a texminal of the corporation W toward a 

te.mrlnal. of the corporation z. 
< <Pl:eparation> > 

A transmitting ICS network address of an ICS netwol:k packet to 

be transfer.red to the FR netwm:k fnm the conversion unit 1032-5, a 

receiving ICS address, the DLCI of the PVC fixed on the FR network 

(indicating the conmmication path between the FR exchange 10132-5 and 

the FR exchange 10132-6), and the channel type indicating that the 

. DLCI is PVC, are registered in the FR address conversion table 1432-5. 

This registration is different fran the case of SVC, in that 

registration is made in the FR address conversion table 1432-5 at the 

same t:ime that the PVC logic channel. is set in the FR exchanges 

(10132-5, 10132-5, 10132-6) serving as the carm.mication path, and is 

saved in a fixed manner while the ccmmmication path is necessa:cy, 
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i.e., until the setting of the PVC logic channel is canceled. Also, 

tbe registration is made to the DLC addi:ess conversion table 1432 ... 6 in 

the same manner. Incidentally, the DLCI of PVC is appropriated to the 

respective FR exchanges at the time that PVC is fixedly connected 

between the FR exchanges. 

The values set in the DLC address conversion table 1432-5 a:ce as 

foll~: value "773311 \oihich is the transmitting ICS network address 

appmpriated to the · ICS log1c teminal of the access control apparatus 

1010-7 is set as the canmn1.catioo address of the corporation W, and 

value •9944• which is the J:eCeiving res network address appropriated. 

to the ICS logic teDninal of the access control apparatus 1010-8 is 

set as the ccmmmica.tion address of the corporation Z. Further, PVC 

logic channel ID •1a11 \oihich is appropriated to the FR exchange 10132-5 

is set as tbe DLCI, and value "20" is set for the channel. type, 

indicating PVC. Also, settings for registering to the DLC address 

conversion table 1432-5 are written to the DLC address adninistration 

server 1732-5, and stored. In the same way, similar settings are made 

in the DLC address conve:csion table 1432-6 in the conversion unit 

· 1032-6 in the FR exchange 10132-6, with the transmitting ICS network 

Q address and tbe receiving ICS network address reversed. In this case, 

even if the same PVC is being iq;>lied, the DLCI may be of a different 

value to the DLC address conversion table 1432-5. 

The values set :in the DLC address conversion table 1432-6 a:ce as 

follows: value "9944" which is the transmitting ICS network address 

appropriated to the ICS logic temti.nal. of the access control apparatus 
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1010-8 is set as the camunicat:i.on address of the cox:poration z, and 

value "7733" which is the receiving ICS network address appropriated 

to the ICS logic teDilinal. of tbe access control apparatus 1010-7 is 

set as the camunication adCress of the corporation W. Further, PVC 

logic obannel. ID "28" which is appropriated to the FR exchange 10132-6 

is set as tbe DLCI, and value •20° is set as the channel. type, 

1nd1.ca.ting PVC. Also, settings registered to the DLC addl:ess 

conve:csion table 1432-6 are also written to and store in the DLC 

address aaninistration server 1732-6. 

<<Transfer.ring ICS netwOI:k packets f.ran the access control device>> 
As described :in Embodinent-1, the ICS user packet sent towcmi 

the teDilinal. of the co:rporation Z cormected to the access control 

apparatus 1010-8 via the access control. apparatus 1010-7 is ICS­

encapsulated upon passing through the access control apparatus 1010-7, 

and becanes an ICS network packet F5 having the transmitting ICS 

netwoxk address "7733" and the receiving res netwol:X address 11 9944" as 

an ICS packet header. The ICS network packet F5 is sent fran tbe 

access control apparatus 1010-7 to the FR exchange 10132-5, and 

.reaches the conversion tmit 1032-5. 

• <<Obtaining a DLCI> > 
'l'he processing device 1232-5 refers to the DLC address 

conversion table 1432-5 using the transmitting ICS network address 

"7733" and the receiving ICS network address "9944" in the header of 

the received netwo:ck packet FS, and obtains the fact that the DLCI 

identifying the logic cbannel set as a carmuni.cation path for this ICS 
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netwoJ:k address pair is 1118". At the same time, it can be found that 

this logic channel is PVC, fran the value "20" of the chaimel. type 

obtained. 

<<Transfer of packet>> 

The processing device 1232-5 converts the ICS netwOJ:k packet F5 

received fran the access control apparatus 1010-1 into an FR frame, 

and transfers it to FR exchange 10132-7, with xegard to the PVC logic 

channel •1s• obtained as described above. The method of FR packet. 

conversion is the same as that described above 1n the euixxliment of 

SVC. The above processing procedures of the conversion unit 1032-5 

are as shown in FIG. 43, and PVC always follows the flow ( 1) • 

<<Transfer of FR packet>> 

The FR packet Sl cmprised Of a plurality of cells obtained by 

converting the ICS netwm:k packet FS is transferred fxan the FR 

exchange 10132-5 to the relay FR exchange 10132-5, and further is 

transferred to the FR exchange 10132-6 as FR packet S2. Tbis 

operation is the same as with SVC. 

<<Operation following arrival Of packet>> 

Once the FR packet S2 reaches the FR exchange 10132-6, this FR 

packet S2 is transfen:ed fran the FR exchange 10132-6 to the 

conversion unit 1032-6 within the FR exchange 10132-6. The conversion 

unit 1032-6 .restored the received FR packet into an ICS netwol:k packet, 

which is the same as with SVC. In FIG.40, the restored ICS network 

packet is shown as ICS netwmk packet F6, but the contents thereof are 

identical. to that of the ICS netwoxk packet F5. T.b.e ICS networlc 
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packet F6 is transferred to an access control apparatus dete.mti.ned by 

the receiv:ing ICS nebror.k a.dd:cess II 9944" in the header thereof I i.e. r 

to access control apparatus 1010-8 which has an ICS logic tet:minal 

appropriated with the ICS network addl:ess "9944". The above 

processing procedUJ:es of the conversion unit 1032-6 are as shown in 

FIG. 44, and PVC always follows the flow ( l) • 

<<Reverse packet flow>> 

Next, description of the case of reverse flow of the ICS packet, 

i.e., flow fran the corporation z to the coxporation W, will be made, 

with an PVC logic channel as the ccmmmication path. An ICS user 

packet sent out fran the corporation z to the corporation W is ICS­

encapsulated into an ICS netwar:k packet F7 having the transmitting ICS 

netwol:k address "9944" and the receiving ICS netwo.I.'k address "7733" in 

the header portion tbereOf when passing through the access control 

apparatus 1010-8, and is transfer.red to the convers1on mlit 1032-6 

within the FR exchange 10132-6. The processing following the flow 

shown in FIG. 43 is perfcmned by the processing device 1232-6 of the 

conversion 1.mit 1032-6. In this case, the DLC address conversion 

table 1432-5 in the convers1on unit 1032-6 bas :registered therein a 

. DLCI "28° cm::responding with the transmitting ICS network address 

119944" and the .receiving res netwOl:k address 11 77331' r so the system 

converts the ICS network packets F7 into an FR packet and transfem, 

w1th regard to DLCI n 28 II • 

The FR packet transfer.red through the FR network reach the 

conversion unit 1032-5 of the FR exchange 10132-5, are rece1ved via 
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the logic channel having DLCI "18", and restored into an ICS network 

packet F8 having identical contents with the ICS network packet F7. 

However, in the conversion unit 1032-5, the pair of the transmitting 

ICS netwmX addl:ess "9944" and the receiving ICS network address 

. "7733" in the header of the !CS network packet F8 is already 

registered in the DLC address conversion table 1432-5 in reverse 

fashion, and an information that the DLCI "18" as to this 

transmitting/receiving address pair is channel. type "20• is obtained,. 

so the registration to the FR address conversion table is not 

pe:cfomed,. and the ICS net:wm:k packet Fa is transfer.red to the access 

contro1 apparatus 1010-7. 

<<Example of application to half-duplex camamication> > 

The above description bas been made with J:efm:ence to an 

embodiment of transfer.ring an ICS packet using PVC with a network 

within ICS 925 having been configured of an FR network, but the 

difference between PVC and the earlier-described SVC is whether the 

logic channel is fixed or cal Jed and set as necessary, so there is no 

difference in the operation itself of transfe:r:ri.ng packets aver tbe 

set logic channel. Accordingly, regarding the ICS according to the 

present invention, an exanple of application to half-dup1ex caanuni­

cation using an FR netwol:k with a PVC logic channel is the same as an 

exanple of application to half-duplex camunication using a SVC logic 

channel. 

<<Example of application to full-duplex camunication>> 

Due to the same reason as tbat regm:ding the example of 



91 

application to :full-duplex canramication, an example of application to 

PVC full-duplex ccmmmication is tbe same as an example of application 

to SVC full-duplex ccmnunication. 

(5) One-on-Nor N-oo-one cannunication using PVC: 

In the above exanple, an emboCliment was described wherein one 

logic cbanne1 was described as a ccmnunication path connecting one 

co.rparation (location) with one corporation (location) , i.e. , a 

camamication path connecting one ICS logic temtinal with one ICS 

logic temrinal , but one PVC logic cbannel can be used as a 

ccmmmication pa.th connecting one ICS logic tenninal with a plurality 

of ICS logic tenn:inals. Such One-on-N or N-on-one camamication will 

be described with refm:ence to FIGs.45 and 46. 

<<Descript.ion of canponents>> 

T.be co.rparation Xis connected with an ICS logic temLi.nal within 

the access control apparatus 1010-10 provided with the ICS network 

address n7711 RI and the access control apparatus 1010-52 is connected 

to the FR exchange 10132-52. With the parties to be reached fran the 

corporation X as the corporations A through. D, the corporation A is 

cxmnected to an ICS logic temlinal Within the access control apparatus 

1010-62 provided with the ICS network address "9922" , and the corpo­

ration B is connected to an res logic tenninal. within the access 

control apparatus 1010-62 provided w.ith the ICS netwm:k. a.ddl:ess 11 9923". 

In tbe same manner, the coi;poration C is connected to an ICS logic 

temli.nal within the access control apparatus 1010-82 p:covided with the 

ICS network address "994411
, and the corporation Dis connected to an 
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ICS logic tmmi.nal. within the access control apparatus 1010-82 

provided. with the ICS network address "9955". The access control 

apparatuses 1010-62 and 1010-82 are connected to the FR exchange 

10132-62, and the FR exchange 10132-52 and FR exchange 10132-62 are 

connected via a i:elay netwol:k. 

<<Preparatial> > 
With :regard to the FR exchanges 10132-52 and 10132-62, a single 

PVC logic cbannel cormecting the conversion unit 1032-52 within the FR 

exchange 10132-52 and the conversion uni.t 1032-62 within the FR 

exchange 10132-62, setting "16" as the DLCI provided. to the conversion 

unit 1032-52 of the logic channel, and "26° as the DLCI provided to 

the conversion un:it 1032-62 of the logic channel. Registration such 

as shown in FIGs. 45 and 46 is perfcmned regarding the DLC address 

conversion table 1432-52 within the conversion uni.t 1032-52 and the 

DLC address conversion table 1432-62 within the conversion unit 1032-

62. 

<<Frame flow for one-on-N cammri.cation> > 
Tbe flow Of packet for one-on-N ccmmm1cation will be described 

concern.ing packet sent fran the co:cporation X to each of the COJ:pO-

.. rations A through D. An res network packet sent fran the corporation 

X toward the COJ:POration A, having a transmitting ICS network address 

"7711" and a receiving netwoxk address "9922", is transfeo:ed to the 

PVC logic channel. with a DLCI "16", by means of making reference to 

the DLC address conve.rsi.on table 1432-62 in the convers.i.on unit 1032-

52. An ICS network packet sent fran the ooxporation X toward the 
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cm:porati.on B, having a transnitting ICS network address •111111 and a 

receiv.ing network addz.'ess 119933", is also transfer:ced to the PVC logic 

channel with a DI.CI "16 n. An ICS network. packet sent fran the 

coi:pora.tion X toward the co.r.paration c, having a transmitting ICS 

netwm:X address 0 7711" and a receiving netwon add:r:ess 119944", and an 

ICS network packet sent fran the corporation X toward the corporation 

D, having a transmitting res netwoJX. address "7711" and a receiving 

network addl:ess •9955" are transfer.red to the PVC logic cbannel with a 

DLCI n16" in the same manner. This indicates that one-on-N (the 

corporation X to the cm::porations A through D) camamication is being 

perfomted while sharing a single PVC logic channel. Reverse packet 

flow, i.e. , transfer fran the corporations A through D to the 

corporation x, will be described next. 

<<Packet flow for N-on-one canmmication> > 

· The flow of packet for N-on-one cannmication will be described 

conceming packet sent to the co.r.paration X fran each of the 

co:cporations A through D. An ICS network packet sent toward the 

corporation X f:I:an the corporation A, having a transmitting ICS 

network address 0 9922° and a I:eeeiving netwo:ck address "771111
, is 

· transfer.red to the PVC logic channel with a DLCI "26°, by means of 

making reference to the DLC address comrersion table 1432-62 in the 

conversion unit 1032-62. An res network packet sent toward the 

corporation X fJ:an the corporation B, having a transmitting ICS 

network address "9933" and a receiving netwol:k addI:ess "771111 
, is also 

transferred to the PVC logic channel with a DLCI "26". An ICS netwmk 
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packet sent towam the corporation X fran the co:c:poration C, having a 

transn:i.tting ICS network address 119944 11 and a receiving netwo:ck 

address "7711", and An ICS netwm:k packet sent toward the corporation 

x frcm the corporation D, having a transnitting ICS network address 

•9955• and a receiving netwoi:k address •771111 are transferred to the 

PVC logic channel with a DLCI "26" .in the same manner. This indicates 

tbat N-on-one (the corporations A through D to the co:c:poration X) 

ccmmmication is being perfcmned while sharing a single PVC logic 

channel. 

( 6) N-on-N camunication us:ing PVC: 

Us.ing the same method as one-on-N camamica.tion, one PVC logic 

channel can be used as a ccmmmication path connecting a plurality of 

res logic temtinals with a plurality of res logic tenninals. Such N­

on-N ccmmmication will. be described with reference to FIGs.47 and 48. 

<<Description of canponents>> 

The corporation X bas ICS logic tenninal. addr:ess 11 771111 of the 

access control apparatus 1010-13 as the contact point thereof, the 

corporation Y bas ICS logic temrinal address "7722" of the access 

control apparatus 1010-13 as the contact point thereof, and the access 

· control apparatus 1010-13 is connected to the FR exchange 10132-13. 

Wi:th the other party which the corporation X or COJ:pOration Y is 

attempting to reach as the corporation A or co:cpo.ration C, the 

corporation A bas ICS l.ogic tenninal. address "9922" of the access 

control. apparatus 1010-23 as the contact point thereof, the 

COI:p:>ration Y bas ICS logic tenninal address 119944" of the access 
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contro1 apparatus 1010-43 as the contact point thereof. The access 

control apparatuses 1010-23 and 1010-43 are connected to the FR 

exchange 10132-23, and the FR exchanges 10132-13 and 10132-23 are 

connected. via a mJ.ay network. 

<<Prepare.ti.al>> 

With regard to the FR exchanges 10132-13 and 10132-23, a single 

PVC logic channel connects the conversion unit 1032-13 within the FR 

exchange 10132-13 and the conversion unit 1032-23 within the FR 

exchange 10132-23, setting •16" as the DLCI provided to the conversi<n 

unit 1032-13 of the logic channel, and 1126• as the DLCI provided to 

the conversion unit 1032-23 of the 1ogic cbannel. The registration 

such as shown in FIGs. 47 and 48 is perfcmned regarding the DLC address 

convers:i.on table 1432-13 within the conversion tmit 1032-13 and the 

DLC address conversion table 1432-23 within tbe conversion unit 1032-

23. 

<<Packet f1ow for N-on-N ccmmm.ication>> 

The flow of packets for N-on-N camnm.ication will first be 

described. conceming packets sent fran the co:cporation X to each o£ 

the co:r:porations A and c. An ICS netwo:r:k packet sent fran the 

· corporation X toward the corporation A, having a transmitting ICS 

network address "7711" and a receiving network address "9922", is 

transfer.red to the PVC logic dlann.el with a DLCI "1611
, by means of 

making reference to the DLC address conversion table 1432-13 in the 

convers:i.on tmit 1032-13. An ICS network packet sent :fI:an the 

corporation X toward the corporation C, having a transmitting ICS 
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netwo.Ik address "7711 n and a receiving netwoJ:k address "9944", is also 

transfer.red to the PVC logic cbannel. with a DLCI "16 11
• Next, the flow 

of packet will be described concem:ing packets sent fran the 

corporati<Xl Y to ea.ch of the corporations A and c. An ICS network 

packet sent fI:an the co:cporation Y toward the corporation A, having a 

transmitting ICS network address 117722" and a :recei.vmg network 

address "9922", is transferred to the PVC logic channel with a DLCI 

"16", by IteaOS of making reference to the DLC address cooversion table 

1432-13 in the conversion unit 1032-13. An ICS networ.k packet sent 

fran the carporation Y towa:rd the corporation c, having a transmitting 

ICS network add:r:ess "7722" and a receiving network address "9944", is 

also transferred to the PVC logic channel. with a DLCI 11 16". 

Next, reverse packet flow will be described conceming packets 

sent to each of tbe co:cporations X and Y from the corporation A. An 

ICS netwo:I:k packet sent toward the corporation X fran the corporation 

A, having a transmitting ICS network address 11 9922" and a receiving 

network address "771111
, is transfexred to the PVC logic channel with a 

DLCI "26", by means of making refez:ence to the DLC address conversion 

table 1432-23 in the conversion unit 1032-2. An ICS network packet 

~ sent toward the corporation Y fran the corporation A, having a 

transmitting ICS netwo.Dt address "9922" and a receiving network 

address "7722°, is also transfer.red to the PVC logic channel with a 

DLCI 0 26". An ICS netwrlt packet sent toward the corporation X f.ran 

the corporation C, having a transmitting ICS network address 0 9944" 

and a receiving netwmk address "7711", is transferred to the PVC 
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logic channel. with a DLCI "2611
• An ICS network packet sent toward the 

corporation Y fran the cm:poration c, having a transmitting ICS 

net:wmk address "9944" and a receiving netwoJ:k address "7722", is also 

transferred to the PVC logic channel with a DLCI 1126". Thus, N-on-N 

ccmnunication is perfo:cmed while sharing a single PVC logic Channel. 

:&nbod:lment-5 (Containment of telephone line, ISDN line, CATV line, 

satellite l:i.n9, IPX line, cellular phone line) : 

As described in Embod:iment-1 and Bnbod:iment-2, connection to 

access control apparatuses which serve as access points is not l:imited 

to camamication lines to LANs (dedicated lines, etc.), but rather, 

telephone lines, ISDN lines, CAW lines, satellite lines, IPX lines 

and cellular phone lines may also be contained. The following is a 

description of an embod:i.ment. 

FIG.49 through FIG.52 illustrate an exanple of a system 

containing telephone lines, ISDN lines, CATV lines, satellite lines, 

IPX lines and cellular phone lines, according to the ICS 6000. The 

line portions 6011-1 and 6011-2 are made up of tel.ephone line 

oonversion milts 6030-1 and 6030-2, ISON line conversion tmits 6029-1 

· and 6029-2, CATV line conversion units 6028-1 and 6028-2, satellite 

line conversion units 6027-1 and 6027-2. IPX line conversion units 

6026-1 and 6026-2, and cellular phone line conversion units 6025-1 and 

6025-2. The telephone line conversion units 6030-1 and 6030-2 have 

capabilities for conversion and reverse-conversion equivalent to 

physical layers and data link layers {first layer and second layer of 
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OSI(Open Systems Interoonnection) oanmmica.tion protocol) between the 

telephone lines 6160-1 and 6160-2 and the access control apparatuses 

6010-1 and 6010-2. Also, the rsm line conversion units 6029-l and 

6029-2 have capabilities far conversion and reverse-coo.version 

equivalent to physical layers and data link. layers between the ISON 

lines 6161-1 and 6161-2 and the access control apparatuses 6010-1 and 

6010-2, and. the CATV line conversion units 6028-1 and 6028-2 have 

capabilities for conversion and reverse-ccnversion equivalent to 

physical layers and data link layers between the CATV 11 nes 6162-1 and 

6162-2 and the access control. apparatuses 6010-1 and 6010-2. Further, 

the satellite line conversion units 6027-1 and 6027-2 have 

capabilities for conversion and reverse-conversion equivalent to 

physical layers and data link layers between the satellite lines 6163-

1 and 6163-2 and the access control. apparatuses 6010-1 and 6010-2, and 

the IPX conversion uni.ts 6026-1 and 6026-2 have capabjJities for 

conversion and reverse-conversion equivalent to physical. layers and 

data link: layers between the IPX lines 6164-1 and 6164-2 and the 

access control. apparatuses 6010-l and 6010-2. The cellular phone 

conversion units 6025-1 and 6025-2 have capabilities for conversion 

• and reverse-conversicn equivalent to pb:ysical layers and data link 

layers bebieen. the cellular phone w.Lrel.ess lines 6165-1 and 6165-2 and 

the access control. apparatuses 6010-1 and 6010-2. An example of the 

conversion tabl.e 6013-1 is shown in FIG.53. 

The ICS packet interface network 6050 transfers ICS network 

packets following the RFC791 or RFC1883 stipulations. without change 
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in the ICS network packet fomiat. The X. 25 network 6040 accepts ICS 

netwol:k packets and converts these to x. 25 fcm:nat and transfers, and 

at the end reverse-converts these into ICS netwar:k packet format and 

outputs. '!he FR network 6041 accepts ICS network packets and converts 

these to FR fcmnat and transfers, and at the end reverse-converts 

these into ICS network packet f0ll11B.t and outputs. The MM netwmk 

6042 aocepts ICS netwa:dt packets and converts these to A'lM fcn:mat and 

transfers, and at· the end reverse-converts these into ICS network 

packet fcmnat and outputs. The satellite cammU.cation network 6043 

accepts ICS network packets and transfers the infODna.tion using the 

satellite, and at the end reverse-converts these into ICS network 

packet fomat and outputs. Also, the CATV line network 6044 accepts 

ICS netwol:k packets and converts into CATV fonnat packets and 

transfers the contents thereof, and at the end reverse-converts these 

into ICS netwm:k packet fcmnat and outputs. 

<<Ccmoon preparation>> 

'!he conversion table 6013-1 within the access contro1 apparatus 

6010-1 contains the transmitting ICS networlc address,, the sender ICS 

user add:cess, the rece1ver ICS user address, the receivmg ICS networlt 
0 

address, the request identification and the speed as shown in FIG. 53. 

The :cequest identifi.cation represents services and connections, e.g. , 

as follows: value n 111 indicates intra-cmporation service, value n 2" 

indicates inter-corporation set:Vice, value n3n indicates virtual 

dedicated line connection, and value "4" indicates ICS server 

connection. The conversion table 6013-1 contains addresses registered 
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therein with the same method as that described in &nbod:iment-1 and 

Embodiment-2. The ICS network se:cver 670 has an ICS user address of 

112000• and an ICS netwoJ:X address of "7821", and is connected to the 

access control apparatus 6010-1 via ICS cammications line 6081-1. 

The oonversion table 6013-1 contains the receiver ICS user address 

112000• of the ICS network server 670, receiving ICS network address of 

•7a21• and request identification of n4•. 

The operation thereof is. described. with. reference to FIG. 54. 

< <canrunication fran a telephone line to an ISDN line>> 
The user 6060-1 sends out the ICS user frame FllO With a sender 

ICS user address •3400• and a receiver ICS user address •2soo" to the 

access control. apparatus 6010-1 via the tel.ephone line 6160-1.. The 

access control. apparatus 6010-1 receives the ICS user packet FllO fran. 

the tel.ephone line conversion unit 6030-1 with the ICS network address 

•1121"(Step 81800), and checks whether or not the ICS network address 

"7721" is registered on the conversion tabl.e 6013-1 with the .request 

identification as virtual dedicated line connection "3"(Step 81801). 

In this case, tbe registration bas not been made, so next, the access 

control. apparatus 6010-1 checks that the receiver ICS user address 

· "2500" is registered on the conversion tabl.e 6013-l(step Sl803) and 

that the i:equ.est identification bas been registered. as inter­

oorporation cxmmmication 112• (Step 51804) • In this case, the 

registration has been made, so the receiving ICS network address 

"5522" is obtained fn:m the conversion table 6013-1, processing such 

as billing :rel.ated to the 1nter-co.r:poration ccmm.mication is performed 
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(Step Sl805), the ICS user packet FllO is !CS-encapsulated (Step 

Sl820), converted into an ICS network packet Fl20, and sent to the ICS 

packet transfer network 6030 via ICS netwol:k ccmrunicaticn line 6080-1 

(Step $1825). 

< <cammrl.cation fran an Ism line to a CATV line>> 
The user 6061-1 sends out the ICS user packet Flll with a sender 

ICS user addl:ess "3500• and a i:eceiver ICS user address •2600" to the 

access control. apparatus 6010-1 via the ISDN line 6161-1. The access 

control. apparatus 6010-1 receives the ICS user packet Flll fran the 

ISON line conversion unit 6031-1 with the !CS network address 0 7722" 

(Step 81800), and checks whether or not the ICS netwol:k address 0 7722" 

is registered on the conversion table 6013-1 with the request 

identification as virtual ded:i.ca.ted line connection "3" (step 81801) • 

In this case, the registration bas been made, so the receiving res 

network address "55231
' is obtained fran tbe conversion table 6013-l, 

processing such as billing related to dedicated line connection is 

perfonned{Step Sl802}, the ICS user packet Flll is !CS-encapsulated 

(Step Sl820), converted into an ICS network packet Fl21, and sent to 

the ICS packet transfer network 6030 via ICS network ccmmmication 

. line 6080-l{Step Sl825). 

Incidentally, :regaxd:ing the y.irtual dedicated line connection, 

the sender ICS user address and receiver ICS user address writt-en 

within the ICS network packet Flll do not have to be used .in the 

acx:ess control apparatus. Next, the ICS network paoket F121 reaches 

the access control. apparatus 6010-2 via the FR network 6041 and the 
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ICS network camnmication line 6080-2 for example, is reversely ICS­

enoapsulated and restored into the ICS user packet Flll, and reaches 

the user 6062-2 a.:mnected to the CATV line 6162-2 via the CATV line 

unit 6028-2 which is provided with the transmitting ICS network 

address 115523•. 

<<camunica.tion fran a CATV line to a satellite line>> 
The user 6062-1 sends out the ICS user packet Fll2 with a sender 

ICS user address 113600• and a receiver ICS user address "2700" to the 

access control apparatus 6010-1 via the CATV line 6162-1. The access 

control apparatus 6010-1 receives the ICS user packet F112 fran the 

CATV line conversion 1.mit 6032-1 with the ICS network: address n7723" 

(Step Sl800), and checks whether or not the ICS network address 0 1123• 

is registered on the conversion table 6013-1 with the request 

identification as virtual dedicated line connection °3° (Step 51801) • 

In this case, the registration has not been ma.de, so next, the access 

control apparatus 6010-1 checks tbat the receiver ICS user address 

•2100• is registered on the conversion table 6013-l(Step Sl803) and 

that the .request identification has been registered as inter­

anporati.on ccmnanication •2° (Step Sl804). In this case, the 

· registration has been made as inter-corporation ccmm.mication •2 11
, so 

the receiving ICS network address n 5524 n is obtained fran the 

conversion table 6013-1, processing such as billing related to inter­

corporation conmmication is perfcmned{Step Sl805), the ICS user 

packet Fl12 is ICS-encapsulated(Step 51820), converted into an ICS 

networ.k packet F122, and sent to the ICS packet transfer network 630 
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via ICS network comruni.cation line 6080-l(Step 81825). The ICS 

network packet Fl22 xeaches the access control. apparatus 6010-2 via 

the MM network 6042 and the ICS netwal:k camn.m:Lcation line 6080-2 for 

example, is reversely !CS-encapsulated and restoxed into the ICS user 

packet Fl12, and reaches the user 6063-2 with the receiving ICS 

network add:r:ass "2700°. 

< (Caml;Jnj.cation fran a satellite line to an IPX line>> 
The user 6063-1 sends out the ICS user packet Fll3 with a send.er 

ICS user address "37008 and a :ceceiver ICS user address 0 2800° to the 

access control apparatus 6010-1 via the telephone line 6163-1. The 

access control. apparatus 6010-1 receives the ICS user packet Fll3 fran 

the satellite line conversion unit 6027-1 with the ICS network address 

"7724" (Step 51800), and checks whether or not the ICS netwm:k address 

"7724" is registered on the conversion table 6013-l with the request 

identification as v:i.rtual dedicated line connection "3"(Step 51801). 

In this case, the registration has not been made, so next. the access 

control apparatus 6010-1 checks that the receiver ICS user address 

•2aoo" is registered on the conversion table 6013-l{Step Sl803) and 

that the .mquest identification bas been registered as inter-

. corporation carmmieation "2°(Step 51804). In this case, the 

registration has been made as inter-co.qx>ration carmmication "2", so 

the receiving ICS network address. 115525" is obtained fra:n the 

conversion table 6013-1, processing such as billing related to inter­

corporation ccmwnica.tion is pei::fm::med( Step Sl805) , the ICS user 

packet Fl13 is ICS-encapsulated(Step Sl820), converted into an ICS 
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network packet Fl23, and sent to the ICS frame transfer network 6030 

via ICS network ccmrunication line 6080-l{Step 81825). The ICS 

network packet Fl23 reaches the access control apparatus 6010-2 via 

the ICS packet interface 6050 and ICS network carmuni.cation line 6080-

2 far exanple, is reversely !CS-encapsulated and restored into the ICS 

user packet Fl13, and reaches the user 6064-2 with the i:eceiving ICS 

netwol:k address n2soo•. 

< <Ccmmmication fran an IPX line to a eel lnlar telephone line>> 
The user 6064-1 sends out the ICS user packet Fll4 with a sender 

ICS user address "0012" and a receiver ICS user address 112900 11 to the 

access control apparatus 6010-1 via the IPX line 6164-1. The access 

control apparatus 6010-1 .receives the ICS user packet F114 fran the 

IPX line conversion unit 6026-1 with the ICS networlt address "7725"' 

(Step 81800), and checks whether or not the res network add:cess "7725"' 

is registered on the conversion table 6013-1 with the request 

identification as virtual dedicated line connection n3n(step $1801). 

In this case, the registration bas not been ma.de, so next, the access 

control apparatus 6010-1 checks that the receiver ICS user address 

•290011 written in the ICS user packet F114 is registered on the 

• conversion table 6013-l(Step Sl803) and that the request identifi­

cation has been registered as inter-corporation ccmmmication 112" 

(Step 51804}. In this case, the registration has not been made as 

inter-cor.poration ccmrunication "2 n' so the access control apparatus 

6010-1 checks whether the :registration has been made as intra­

co:cpora.tion canrunication "1 "(Step 51810). In this case, the 
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registration bas been made as intra-corporation camamication n l n, so 

the receiving res network address •ss26" is obtained fran the 

conversion table 6013-1, processing such as bil.l..lllg related to :i.ntra­

CX>Xparation cxmmmication is perfcmned{Step 51811) , the res user 

packet Fll3 is ICS-encapsulated(Step 51820), converted into an ICS 

netwOl:k packet Fl24, and sent to the ICS packet transfer network 6030 

via ICS netwoJ:k canmmication line 6080-1 (step 51825) • The ICS 

netwoOt packet F124 reaches the access control appamtus 6010-2 via 

the CATV line netwoxk 6044 and ICS network camunication line 6080-2 

for exmrple, is mversely !CS-encapsulated and restored :into the ICS 

user packet Fll4, and reaches the user 6065-2 with the J:eeeiv:lng ICS 

netwm:k address 0 2900 n • 

< <camumication fran a cellular telephone line to a telephone line>> 
The user 6065-1 sends out the ICS user packet FllS with a sender 

res user address "3soo• and a receiver ICS user address "240011 to the 

access control apparatus 6010-1 via the cellular telephone line 6165-1. 

Ula access contJ:ol apparatus 6010-1 receives the ICS user packet Fl15 

fran the cellular telephone line conversion unit 6035-1 with the ICS 

network address •1126•(step 51800). and checks whether or not the res 

. network address 8 77268 is registered on the conversion table 6013-1 

with the request identification as virtual dedicated line connection 

•3•(5tep 81801). In this case, the registration bas not been made, so 

next, the access control apparatus 6010-1 checks that the receiver ICS 

user address •2400" written :in the ICS user packet Fll5 is registered 

on the conversion table 6013-l{Step 81803) and that the request 
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identification has been :x:egistered as .inter-cozporation ccmn.mication 

"2"(Step Sl804). In this case, the registration bas been made as 

inter-cm:poration ccmmmication •2°, so the .receiving ICS netwoxk 

address "5521" is obtained f.tan the conversion table 6013-1, 

processing such as billing related to intra-cozporation camamication 

1S perfonned(Step Sl811)., the ICS user packet FllS is !CS-encapsulated 

(step Sl820) , converted into an ICS network packet Fl25, and sent to 

the !CS packet transfer netWOI.it 6030 via ICS netwoxk ccmn.mication 

line 6080-1 (Step 51825) • The ICS network packet F124 reaches the 

access control apparatus 6010-2 via the satellite l1ne network 6043 

and ICS network ccmrunication line 6080-2 for example, is reversely 

res-encapsulated and restm:ed .into the ICS user packet Fll5, and 

reaches the user 6060-2 with the receiving ICS network address "2400". 

< <Ccmnunication fran a cellular te1ephone line to an ICS network 

server>> 

The user 6066-1 sends out the ICS user packet Fll6 with a sender 

ICS user address "3980" and a :receiver ICS user address "200011 to the 

access control apparatus 6010-1 via the cellular telephone line 6166-1. 

The access control apparatus 6010-1 receives the ICS user packet F116 

. fran the cellular telephone line conversion unit 6025-1 with the ICS 

netwol:k address "7726"(Step Sl800), and checks whether or not the ICS 

network address "7726• is registered on the cxm:version table 6013-1 

with tbe request identification as virtual dedicated line connection 

"3"(step SlBOl). In this case, the registration bas not been made, so 

next, the access control. apparatus 6010-1 checks that the receiver ICS 
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user address "200011 written in the ICS user packet Fl16 is registered 

on the conversion tabl.e 6013-l(step Sl803) and that the :request 

identification has been registered as inter-corporation ccmrunication 

112• (step 51804) • In this case, the registration has not been made so 

the aooess control apparatus 6010-1 checks whether or not the request 

identification is registered as intra-corpora.ti.on ccmmmica.tion "1" 

(Step Sl810). In this case, the mgistration has not been made, so 

the access control. apparatus 6010-1 c:bedks whether or not the request 

identification is registered as res netwm:X server "4"(Step 81812). 

In this case, the registration bas been made as inter-corporation 

ccmnunica.tion 112°, so the receivmg ICS network address "872111 is 

obtained fran the conversion table 6013-1, processing such as billing 

related to intra-corporation ccmmmication is perfcmned(Step Sl813), 

the ICS user packet Fll5 is !CS-encapsulated( step Sl820) , converted 

into an ICS network packet, and sent to the ICS network se:cver 670 

(Step 51825) • 

According to the above-described transferring methods, changing 

the ICS user address written into the ICS user packet allows for the 

sending side to select any of the following on the receiving side: 

· telephone line, ISDN line, CATV line, satellite line, IPX line, or 

cellular phone line; regardless of whether the sending si.de is any of 

the following: telephone line, ISON line, CATV line, satellite line, 

IPX line, or cellular phone line. 

Embodiment-6 (Dial-up router): 
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An example of using a dial-up router will be described with 

reference to FIG.55 through FIG.57. A user 7400-1 within a LAN 7400 

has an ICS user address "2500", and similarlyr a user 7410-1 within a 

LAN 7410 has an ICS user address n3601 •. The administrator of the 

dial-up router 7110 enters in the I:OUter table 7113-1 Of the dial-up 

router 7110 the telephone nUllber specified fran the receiver ICS user 

a.ddl:ess and the order or priority thereof :Eran the router table input 

unit 7018-1. 

Now, registration to the router table 7113-1 will be described 

with reference to FIG.58. In the event that the receiver ICS user 

address 0 3601" has been specified, the highest on the priority list is 

telephone number no3-llll-1111 n, No.2 on the priority list is 

telephone number "03-2222-2222" r and No.3 on the prioD.ty list is 

telephone number 0 03-3333-3333•. The receiver ICS user addresses 

"3602• and "3700n are also registered m the same manner. Here, 

reference will be made to the flowchart shown in FIG.59 as an exauple 

of ccmmmication fran the sender res user address "2500" to the 

receiver ICS user address n3601 n. 

The user 7400-1 sends the ICS user packet F200 to the dial-up 

· router 7110 via the gateway 7400-2 and the user logic canrunication 

line 7204. The dial-up .router 7110 operates under the pmcessing 

device 7112-1, and receives the ICS user packet F200(Step Sl901), 

mads the receiver ICS user address "3601" included in the ICS user 

packet F200, searches the router table 7113-1 with the address "3601" 

included in the ICS user packet F200 as the search keyword( step Sl902) , 
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and finds the telephone number with high priority. In this case, the 

tel.epbone number highest on the priority list is •03-1111-1111•, as 

shown in the rout~ table in FIG.58, so the dial-up router 7110 dials 

the telephone number 1103-1111-1111" Via the telephone netwozic as the 

first atteapt(Step 51910). As a result, a telephone ccmmmication 

path 7201 with the line portion 7011-1 of the access control apparatus 

7010-1 which is cal 1 ed by the telephone nunber n 03-1111-111111 is 

established, i.e., the di.al-up muter 7110 and the line portion 7011-1 

are connected by a telephone line. In tbe event that the dial-up 

router 7110 and the line portion 7011-1 are not connected by a 

telephone line, dial-up router 7110 finds the telephone number "03-

2222-2222n that is second in priority, and dials the telephone number 

"OJ-2222-2222• via the te1ephone network as the first attempt(Step 

61911). As a result, a telephone ccmruni.cation path 7202 with the 

line portion 7011-1 of the.access control apparatus 7010-1 which is 

called by the telephone number "03-2222-2222• is established. Also, 

in the event that the dial-up router 7110 and the line unit 7011-1 are 

not connected by a telephone line, the dial-up router 7110 finds the 

tel.ephone number "03-3333-3333n that is third in priority, and dials 

. the tel.ephone nmt>er "03-3333-3333n via the telephone network as the 

third atteapt(Step 51911). As a result, a telephone carm.mication 

path 7203 With the line portion 7011-3 of the access control apparatus 

7010-3 which is called by the telephone IlUlii:>er "03-3333-3333n is 

established. In the event that the dial-up router and the access 

control apparatus are not connected by a telephone line regardless of 
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the above multiple attercpts, tbe dial-up router 7110 stores the 

reoe1.ved ICS pack.et F200 in a IDEm>cy 7117-l(Step 81913), makes 

reference again to the router table(Step Sl902) after a certain annmt 

of time{step 61914), and attenpts establishment of telephone 

carmmication path 7201, 7202 or 7203. 

Next. desaription will be made regarding the operations 

following the connection of the aforementicned dial-up router 7110 and 

the line "portion 7011-1. The dial.-up router 7110 enters verification 

procedures for detemd.ning whether this is an authorized user 

.regiStered in the access control apparatus 7010-1 as a user(Step 

81920) • Any arrangement which achieves the object of verification is 

agreeable for the verification procedures, but for exanple, an ID and 

password for identifying the dial-up :router am sent fran the dial-up 

router 7110 to the line portWD. 7011 via the telephone line 7201 the 

verifying unit 7016-1 of the access control apparatus 7010-1 checks 

whether or not the received ID and password are cor.rect, and in the 

event that the user is cor:rect, the fact tbat the user is correct, 

i.e. , ccmnunication data notifying "affinnative confi:r:mation11 is sent 

to the dial-up router 7110 via the telephone camuni.cation path 7210, 

. thus canplet:ing the verification procedures. In the event that either 

one of the ID or passwoxd is 1ncor.rect, ccmnunication via the 

telephone camumication path 7210 is tez:minated. 

Upon receiving notification of "affimative confiIIDation• fran 

the telephone line 7201 in user verification, the dial-up muter 7110 

sends the ICS user packet F200 to the telephone ccmmmication path 
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7201 (Step Sl930}, and when the confil:mation has been made that the 

access control apparatus 7010-1 has received the ICS user packet F200, 

:celeases the telephone ccmruni.cation path 7201 and hangs up(step 

51931), thus canpleting the above-described series of p:cooesses for 

the dial-up router. 

Upon receiving the ICS user packet F200, the access control 

apparatus 7010-1 uses the conversion table 7013-1 under administration 

of the process:ing device 7012-1, generating an ICS network packet F301, 

which is sent out into the ICS network ccmnunication line 7301 within 

the ICS 7100. In the present embodiment, the transmitting ICS network 

address for the ICS network packet F301 is "7501" which is a network 

address appropriated to the ICS logic tei:mi.nal within the line portion 

7011-1, and the :ceceiving ICS netwmk address is "8601" appropriated 

to the ICS logic tei:minal within the access control apparatus 7010-2. 

The ICS network packet F301 is transfex:red across the ICS 7100 and 

:ceaches the access control apparatus 1010-2, where it is reversely 

!CS-encapsulated and zeaches the user 7410-1 with the ICS user address 

113601 • via the user 1ogic camamication line 7601. 

In the above description, in the event that a telephone 

ccmnunication path 7202 called by the telephone IllllTber •03-2222-222211 

is established between the dial-up :router 7110 and the line portion 

7011-1 of the access control apparatus 7010-1, the ICS user packet 

F200 is transfer.red f?:an the dial-up :router 7110 to the line portion 

7011-1 via the telephone ccmnunication pa.th 7202. In this case also, 

upoo :ceceiving the ICS user packet F200, the access control apparatus 
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7010-1 perfcmns the ICS encapsulation to generate an ICS netwm:k 

packet F302, which is sent out "into the ICS network ccmmmication line 

7301 within the ICS 7100. Now, the transmitting user address for the 

ICS user packet F302 is "7502", and the receiving ICS user address, 

118601". 

Also, in the event that a telephone ccmnunication path 7203 

called by the telephone number "03-3333-3333" is established between 

the dial.-up rOuter 7110 and the line portion 7011-3 of the access 

control apparatus 7010-3, the ICS us~ packet F200 is transfer.red fxan 

the dial-up router 7110 to the line portion 7011-3 via the telephone 

ccmnunication path 7203. In this case, upon .receiving the ICS user 

packet F200, the access control apparatus 7010-3 perfo:ans the ICS 

encapsulation to generate an ICS netwol:k packet F303, wtti.ch is sent 

out into the ICS network carmunication line 7303 within the ICS 7100. 

In this case, the transmitting user address for the ICS user packet 

F303 is "7800" which is a networ.k. address provided to an ICS logic 

temrinal within the line portion 7011-3, and the :receiVing ICS user 

addcess is "8601", which is a network address pmvided to an ICS l.ogic 

temrinal within the line portion 7010-2. 'llle ICS netwmk packet F303 

is transfeo:ed across the ICS 7100 and reaches the access contro1 

appamtus 7010-2, where it is reversely ICS-encapsulated and reaches 

the user 7410-1 with the ICS user add:cess "3601 n via the user logic 

ccmmmication line 7601. 
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Embod.ilrelt-7 (ICS address name administration se:rver): 

In the present embodiment shown in FIG.60, ICS address name 

administration servers 13000-1, 13000-2, 13000-3 and 13000-4 within 

the ICS 13000-1 are mspectivel.y connected to access control 

apparatuses 13010-1, 13010-2, 13010-3 and 13010-4. The ICS address 

name administration server 13000-1 has a process:ing device 130001-1, a 

correlation tab1e 13002-1 and an ICS name converting table 13003-1, 

and :furt:ber is appropriated an ICS networlt address "9801" which can be 

uniquely distinguished within the !CS. 

The other ICS address name administration se:c:vers 13000-2, 

13000-3 and 13000-4 also have the same capabilities as the ICS address 

name administration server 13000-1, each containing a processing 

device, a correlation table and an ICS rune conversion table, each 

having the respective ICS network addresses 0 9802", "9803" and "9804", 

each canrunicating one with another using ICS network ccmm:mication 

functions, and each capable of exchanging the inf0llll6.tion that another 

ICS address name administration server has. The ICS address nane VAN 

representative administration server 13020-1 has an ICS network 

address "9805", and another ICS address name VAN representative 

adninistration server 13020-2 has an ICS netwoxk address "9806°, these 

camu.micating with a great many ICS address name administration 

servers and other ICS address name VAN representative adminiStration 

servers using ICS netwmk canrunication functions, and each capable of 

exchanging the infomation that ea.ch other has. The ICS address name 

VAN :c:ep:resentative adninistration server 13020-1 bas a processing 
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device 13031-1 and a database 13032-1, perfomis exchange of the 

in:fo.nnation such as ICS addresses and ICS names with all ICS address 

nane administration se:r::vers within the VAN 13000-1, the collected data 

relating to the ICS addt:esses and ICS nanes is stored in the database 

13032-1. Hence the res address name VAN representative administration 

server 13020-1 represents the VAN 13030-1 by means of perfaon:ing the . 

above procedures. 

The above ICS aOdress name VAN administration server 13020-l 

1nc1udes a processing device, a correlation tabJ.e and an ICS name 

conversion table, and another embodiirent may be fo:med by grouping the 

correlation tabJ.e and the ICS name conversion taJ?l.e into a single 

tab1e, in which case one of the ICS user addresses contained in both 

of these two types of tables is used. 

Embodiment-8 (Full-duplex cc:mnunication including satellite_ 

ccmmmication path: Part 1) : 

<<Configuration of user, data providing corporation, comm.mi.cation 

satellite, etc.>> 

The present embodiment performs a type of full-duplex 

camnmication by cmbining a satellite's transmitting :functions and IP 

ocmmmication fl.motions. In the present eaix>d:lment, •rp tem1inal n 

indicates a tenninal or caTplter which has fUn.cti.ons of sending and 

xeceiving IP packets. 

Description will be ma.de with reference to FIG. 61. The present 

embod:iment is carprised of: ICS 16000-1; access control apparatuses 
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16100-1, 16110-l and 16120-1; data providing corporation 16200-l; IP 

tennina1 16210-1 of the data pl:OViding co:z:porat1on; satellite 

transmission corporation 16300-1; IP tenninal 16310-1 of the satellite 

transmission co.rporat1on; database 16320-1 of the satellite 

transmission corporation; satellite transmission equipnen.t 16330-1 of 

the satellite transmission cm:poration: ccmrunication satell1te 16400-. 
l; users 16500-1, 16510-1 and 16520-1; IP te:I:minals 16501-1, 16511-1 

and 16521-1 of each user; satellite receivers 16502-l,, 16512-1 and 

16522-1 of each user; satellite electric wave camunication lines 

16600-1, 16610-1, 16620-1 and 16630-1; and user logic ccmmmication 

lines 16710-1, 16720-1, 16730-1 and 16740-1. The IP tenninals 16210-1, 

16501-1, 16511-1and16521-1 each have ICS user addresses "3000", 

"2300", "240011 and "250011
, and are respectively connected to the 

access control. appco:atuses 16100-1, 16120-1, 16120-1 and 16110-1, via 

user logic camunication lines. The IP te.t:minal 16310-1 can be 

classi£ied as an ICS network server, having an ICS special number 

n43oon, and connected to the access control apparatus 16100-1 via the 

ICS network ccmmmication line within the ICS 16000-1. Electric wave 

transmitted £.ran the satellite transmitter 16330-1 transfer 

infonnation via the sate11 ite electr.i..c wave ccmnunica.tion path 16600-l, 

tbe electric wave is received by satellite receivers 16502-1, 16512-1 

and 16522-1, the received data being delivered to the IP tenninals 

16501-1, 16511-1 and 16521-1. The present eatxxliment is cbaraeterized 

by the satellite transmission corporation 16300-1 having satellite 

ccmmmication functiais. 
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<<Preparation: Description of conventional art>> 

In order to describe the present embodiment, first, known TCP 

and UDP ccmmmication technology will be explained. FIG.62 is an 

exampl.e of full-duplex ccmrunioation using TCP, wherein a cama.mi­

cating party 1 sends a synchronous packet #1, and a canmnicating 

party 2 retums a confimring packet #2 upon receiving the first packet. 

Camlmication procedures wherein such packets #1 and #2 are sent and 

received is referred to as TCP connection establishnent phase. Next, 

both camamicating parties send and receive packets #3-1, #3-2, #3-3 

and #3-4, and canmmication procedures wherein such sending and 

receiving of packets is per.fonned is referred to as '1'CP data transfer 

phase. Finall:y, a final packet #4 is sent and a confimling packet #5 

is retumed to confi:Dn the reception of the packet. Ccmnun.i.cation 

procedures where.in such packets #4 and #5 are sent and received is 

refer.red to as TCP connection ending phase. Besides the above TCP 

comm.mi.cation procedures, there are ccmrunica.tion prooedures called 

UDP. canprised of data transfer a1one. An exanple is shown 1n FIG. 62, 

UDP is characterized in canparison with TCP by the absence of the TCP 

connection establisbnent and connection ending phases. 

'!he oamnmication procedures according to the pr:esent embodiment 

will be made with reference to FIGs. 61 and 63. In the following 

procedures, the afm:enentioned TCP technology full-duplex camuni-
. . 

cation is enpl.oyed except for the cases of transmission instruction to 

satellite transmission equipnent (#6 and #14 in FIG.63) and "data 

transmission" us.ing el.ectric wave f.ran the satellite transmission 
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equipnent (#7 and #15 .in FIG.63), however, only the TCP data transfer 

phase is shown 1n FIG. 63 r and the TCP connection establishment phase 

and TCP connection ending phase are omitted fran the drawing and fran 

description thereof. 

The IP tetminal 16210-1 of the data providing corporation 16200-

1 obtains •data to be provided" fran the database 16220-1 thereof and. 

sends it to the IP te.mlinal. 16310-1 of the satellite transmission 

coz:poration 16300-1 which can be identified by the ICS speoi al nunt>e.r 

"4300", using the IP frame transmission flm.ctions of the ICS (#1 in 

FIG. 63 , the same hereafter}. The satellite transmission cm;poration 

16300-1 stores the received "data to be provided" in its database 

16320-1. The IP term1na.l 16501-1 of the user 16500-l sends an 

11i.nqui.I:y packetn to the IP term:i.nal 16210-l wbi.ch can be identified 

with the ICS user addiess n3ooon (#2). The IP te:mtlnal 16210-1 mtums 

a 0 reply packet"(#3), the IP teI.1llinal. 16501-1 receives this "reply 

packet", and then sends a •request packet" to the IP tetminal 16210-

1(#4). When the IP tetminal 16210-1 receives the ".request packet" r it 

sends a "transmission :instI:Uction packet• to the IP temlinal 16310-1 

(#5). When the IP terminal 16310-1 receives the "instruction packet", 

it instructs transmission of the ndata to be provided" saved in the 

database 16220-1 ( #6). The satellite transmission equipnent 16330-1 

emits the •aata to be provided" as electric wave toward the 

cx:mmmication satellite 16400-1 (first half of #7), the camunication 

satellite 16400-1 arrplifies the :received •data to be provided.0 and 

emits it (latter bal£ of 17), the satellite receiving equipnent 16502-



-------------· ------

118 

1 receives the "data to be provided" as electric wave, and bands it to 

the IP term:ina1 16501-1. Thus, the IP tenninal 16501-1 obtains the 

"data to be provided" via the canmmication satellite 16400-1, and 

sends a ":reception confiDDation packet" to the IP temrinal 16210-1 of 

the corporation 16200-1 providing the "data to be provi.ded."(#8). Next, 

the IP terminal 16210-1 sends a "reception confimlation packet" to ~ 

IP tenn:inal 16310-1 of the satellite transmission corporation 16300-1 

{#9). In the above pi:ocedures, 11, #2, 13, 14, #5, 18 and #9 use the 

above-described TCP canm.mication technology, and the TCP data 

transfer phase alone is sh.own and described. 

Next, the procedures #10, #11, #12, #13, 114, #15, #16 and #17 

shown in FIG.63 are almost the same as the above procedures, the 

diffe:rence in this example being that instead of the user 16500-1, the 

IP temd.nal 16501-1 and the satellite receiving equipnent 16502-1, 

another user 16510-1, IP teon:inal 16511-1 and satellite receiving 

equipnent 16512-1 are used, and the present embodiment is capable of 

transferr.ing "data to be provided.a to a plurality of users. 

The above-described camun:Lcation procedures shall be described 

with :reference to FIG.64. The sen.d:ing of an "inquiry pa.cket"(#2},. 

:returning a "reply packet• ( 13) , sending of a "request packet• { #4) , 

•data transmission" by satellite canmmication.(#7), and sending 

•reception confimla.tion packet"(#8) in FIG.64 corresponds with the 

sending Of an n inquiry packet n { #2) I :retum:ing a "reply packet n ( #3) , 

sending of a •request packet" ( 14),. •data transmission" by satellite 

ccmmmication( 17) , and sending "reception confi.nnation packet" ( #8) in 
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FIG.63. Fran the above description, in the event that the satellite 

cx:mnunication corporation 16300-1 and the data providing coxpora.tion 

16200-1 are viewed as an.integrated camunication function unit 

(hereafter referred to as an •mteg:rated ccmmmiCation entity") • The 

user in FIG. 64 can be considered to be perfonning full-duplex 

cx:mnunicat:ion with the aforementioned integrated ccmmmication enti.ty. . . 
<<Variation on above embodiment>> 

Next, a variation of the aboVe embodiment wherein only a portion 

of the camrunication procedures has been changed shall be described 

with mference to FIGs. 61 and 65. 

First, the IP term:inal 16501-1 of the user 16500-1 sends an 

•inquiry packet" to the IP teimi.nal 16210-1 which can be identified 

with the ICS user address •3ooon (#1 in FIG.65: the same hereafter). 

Tbe IP term:inal 16210-l retmns a •repl.y packet" (#2), the IP temdnal. 

16510-1 receives the "repl.y packet•, and then sends a "x:eguest packet" 

to the IP te.on:inal. 16210-1(#3). When tbe IP temdnal 16210-1 receives 

the "request packet", it sends naa.ta to be provided" fran the databaSe 

16220-1 the:reof to the IP teiminal. 16310-1 which can be ident~ied by 

the ICS special. number "4300" ( #4), and also sends a •transmission 

i.Iµrt:I:uction packet" to the IP terminal 16310-1(#5). 

The satellite tI."ansm:l.ssion corporation 16300-1 stores the 

.received •aa.ta to be provided0 in its database 16320-1, and instructs 

transnission of the saved •aata to be provided"{#6). The satellite 

transmission equipnent 16330-1 emits the "data to be provided" as 

eJ.ectric wave toward the carmmication satellite 16400-1 (first half 
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of #7), the camumication satellite 16400-l anplifies the received 

"data to be prov:lded" and emits it (latter ha1£ of #7), the satellite 

receiving equiIJl&lt 16502-1 receives the "data to be provided" as 

e1eotric wave, and hands it to the IP tetminal 16501-1. Thus, the IP 

temti.nal 16501-1 obtains the "data to be provided" via tbe ccmmmi­

cation satellite 16400-1, and sends a "reception confimlation packet11
• 

to tbe IP tenninal 16210-1 of the corporation 16200-1 providing the 

8 data to be provi.ded"(#8). Next, the IP tenninal. 16210-1 sends a 

•reception confimlation packet" to the IP terminal.16310-1 of the 

satellite transmission coxporation 16300-1(#9). Next, the procedures 

#10, ill, #12, #13, #14, #15, #16, #17 and #18 m:e al.Im:>st the same as 

the above procedures, the difference in this example being that 

instead of the user 16500-l, the IP temtinal 16501-1 and satellite 

receiving equipnent 16502-1, another user 16510-1, IP teil1linal 16511-1 

and satellite receiving equipnent 16512-1 are used. 

<<Another variation on above embodiment>> 
In the above two embodiments, TCP technology full-duplex 

ccmmmication is enployed, and only the TCP data transfer phase is 

shown in the figures, with the TCP connection establishment phase and 

TCP connection ending phase being anitted f:can the draw.in.gs and f:can 

description thei:eof. In the embodiment to be desad.bed now, UDP 

ccum.mication technology described in FIG.62 is applied to a part or 

to all, and part or all of the packet sending and receiving using the 

TCP data transfer phase technique is :replaced with packet sending and 

receiving using the UDP data transfer phase technique. 
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<<Another variation on above embodiment>> 

Another version will be described with reference to FIG. 66. In 

FIG.61, the satellite transmission coxporation 16300-1, the IP 

tenninal. 16310-1 of the satellite transmission corporatioo., the 

database 16320-1 of the satellite transmission co.rporatioo., and 

satellite transmission equipnent 16330-1 of the satellite transmissiop. 

co.x:poration are each within the ICS 16000-1, the . IP tenninal 16310-1 

being provided with an ICS specia1 number •4300". As oanpared to this, 

1n the example shown in FIG. 66, the satellite transmission corporation 

16300-2, the IP temninal 16310-2 of the satellite transmission 

coxporation, the database 16320-2 of the satellite transmission 

carporation, and tbe satellite transmission equipnent 16330-2 of the 

satellite transmission corporation are each outside of the ICS 16000-2, 

the IP temti.nal. 16310-2 being provided with an ICS user address "390011
• 

The data proyiding coxporation 16200-1 and users 16500-1, 16510-1, 

16520-1 are capable of sending and :ceceiving of IP packets can be 

perfonned carpletely regardless of whether the other party has an ICS 

user address or an ICS special m.mtler, so sending and receiving of IP 

:franas can be perfomed :in calbination with satellite ccmmnication 

with the exan:ple in FIG.66 just as with that in FIG.61. 

Embod:iment-9 (Full-duplex carm.mication including satel Hte carm.mi­

cation path: Part 2}: 

The present embod:i.Iren.t is another variation of mtt>od:iment-8, 

with description being made with reference to FIGs.61 and 66. The 
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data providing ooI:pOration 16200-1, the satellite transmission 

corporation 16300-1, the user 16500-1, etc. are tbe same; only the 

cxmm.mication procedures are different. Also, TCP technology full­

dupl.ex camamication will be employed, but FIG.67 onJ.y illustrates the 

TCP data transfer phase. 

The IP tenninal 16210-1 of the data providing corporation 16200-. 

1 obtains •data to be provided• :Eran the database 16220-1 thereof and 

sends this to the IP temti.nal 16310-1 of the satellite transmissicn 

corporation 16300-1 which can be identified by the res special number 

"4300", using the IP frame transmission functions of the ICS (#1 in 

FIG. 67, the same hereafter) • The satellite transmission co.:cporation 

16300-1 stores the recm.ved "da~a to be provided" in its database 

16320-1. Next, the IP temdnal. 16210-1 of the data providing 

coxporation 16200-1 sends a •transmission notification frame" to the 

IP tenninal 16501-1 of the user 16500-1(#2). Upon receiving the 

"transmission notification packet", the IP tenninal 16501-1 :returns a 

" transmission consent packet" to the IP tenninal l6210-l(i3). When 

the IP temti.nal. 16210-1 :ceceives the "transmission consent packet• , i.t 

sends a "transmissi.on :fnstmotion packet" to the IP te:r:m1.nal 16310-

1 ( #4}. When the IP tenn:inal 16310-1 of· the satellite transmission 

corporation 16300-1 :receives the "transmission instruction packet•, it 

instructs transmission Of the 0 data to be provided" saved in the 

database 16220-1(#5). The satellite transmission equiptent 16330-1 

emits the "data to be provided" as electric wave toward the 

cxmm.mication satellite 16400-l(first half of #6), the ocmm.mication 
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satellite 16400-1 amplifies the received "data to be provided" and 

emits it(latter half of #6), the satellite receiving equip.nent 16502-1 

receives the "data to be provided" as electric wave, and bands it to 

the IP temlinal 16501-1. Thus, the IP temri.nal 16501-1 obtains the 

•aata to be provided" vi.a the ccmrunication satellite 16400-1, and 

sends a •reception confimlation packetn to the IP teDDinal. 16210-1 of. 

the data providing corporation 16200-1 providing the "data to be 

prov:i.ded"(i7). 

The above-described ccmmmication procedures shall be described 

with refexence to FIG.68. The sending of an "transmission 

notification packetn ( #2) , the :returning of a "transmission consent 

pa.cket"(#3), "data transmission• by satellite ccmmmication (#6), and 

the sending of 11reception confimlation packet"(#?) in FIG.68 

co:crespond with the sending of an "transmission notification 

frame"(f2), the retum:ing Of a 0 transmission consent packet"(#3), 

•aata transmission n by satellite camu.mication{ i6}, and the sending of 

":cecepti.on oonfillnation packet•(#?) in FIG.67, respectively. Fx:an the 

above description, in the event that the satellite ccmmmication 

corporation 16300-1 and the data providing corporation 16200-1 are 

viewed as an integrated ccmnunication function unit (hereafter 

refer.red to as an "integrated ccmmmication entitr'), the user 16500-1 

in FIG.68 can be considered to be per.facming full-duplex ccmnunication 

with the aforementioned integrated ccmrunication entity. 

<<Another variation on above entlodiment> > 
Next, a variation of the above errbod:iment wherein only a portion 
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of the ccmmmication procedures has been changed shall be described 

with reference to FIGS. 61 and 69. The IP tenninal 16210-1 of the data 

providing corporation 16200-l sends a "transmission notification 

packet" to the IP tenninal. 16501-1 of the user 16500-1 (#1 in FIG.69: 

the sane heI:eafter) • Upon receiving the "transmission notification 

packet11
, the IP temdnal 16501-1 retums a "transmission consent 

packet" to the IP tenninal 16210-1(#2). When the IP temdnal 16210-1 

receives tbe "transmission consent packet•, it obtci:ins "data to be 

provided" fJ:an the database 16220-1 thereof and sends this to the IP 

te:tminal. 16310-1 of the satellite transmission corporation 16300-1 

which can be identified by the ICS special m:mber "4300"(#3} and 

further sends a "transmission instruction packet" to the IP tellllinal 

16310-1(#4}. When the IP temdnal 16310-l Of the satellite 

transmission cozporation 16300-1 receives the "transmission 

instruction packet", it instructs transmi.Ssion of the "data to be 

provided" saved in the database 16220-1(#5}. The subseq:uent 

camamication procedures are the same as those described above. 

<<Another variation on above embodiment>> 
In the above two embodiments, TCP technology full-duplex 

ccmmmication is employed, and only the TCP data t:cansfer phase is 

shown in the figures, with the TCP connection establi.sbment phase and 

the TCP connection ending. phase being anitted. fran the drawings and 

fran the description thereof. In the embodiment to be described now, 

UDP ccmmmication technology described in FIG.62 is applied to a part 

or to all, and part or all of the packet sending and receiving using 
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the TCP data transfer phase technique is replaced with packet sending 

and receiving using the UDP data transfer phase technique. 

<<Another variation on above embodiment>> 

Another version will be described with reference to FIG.66. In 

FIG.61, the satellite transmission cm:poration 16300-1, the IP 

t~ 16310-1 of the satellite transmission coxporation, the 

aatabase 16320-1 of the satellite transmission cm:poration, and the 

satellite transmission equipnent 16330-1 of the satellite transmission 

coxporation are each within the ICS 16000-1, the IP tenn1nal. 16310-1 

being provided with an ICS special number "4300°. As canpared to this, 

in the example shown in FIG.66, the satellite transmission cm:poration 

16300-2, the IP te:r.:rn:i.na1 16310-2 of the satellite transmission 

coxporation, the aatabase 16320-2 of the satelllte transmission 

cozporation, and the satellite transmission equipnent 16330-2 of the 

satelJite transmission cxnporation are each outside of the ICS 16000-2, 

the IP te:cminal 16310-2 being provided with an ICS user address "3900•. 

Fmbodiment-10 (Full-duplex camnmication 1ncluding satellite 

ccmmmication path: Part 3) : 

The present embodiment is another variation of EhtxXliment-8, and 

will be described with reference to FIGs.61 and 70. The data 

providing co:r:poration 16200-1, the satel 1 i te transmitting cm:poration 

16300-1, the user 16500-1 are the same, with only the camnmication 

procedw:es being di£ferent. The present embodiment perfOJJDS the f'ull­

duplex ccmmmication of TCP technology, but only the TCP data transfer 
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phase is shown in FIG.70 • 

. The IP tenn:inal. 16210-1 of the data providing corporation 16200-

1 sends a •plan notification packet" to each of the following: the IP 

temtinal 16501-1 having an ICS user address "2300", ICS user adrlress 

•2400• (16511-1), and ICS user address •2500• (16521-1) (#1 in FIG.70: 

the same hereafter) . Next, the IP temd.nal 16210-1 of the data 

pmvi.ding cx;n'.poration 16200-1 obtains naata to be provided" fran the 

database 16220-1 thereof and sends this to the IP timn:i.nal 16310-1 of 

the satellite transmission cozporation 16300-1 which can be identified 

by the ICS special number 114300 n, using the IP frame transfer 

£unctions of the ICS( #2) • The satellite transmission corporation 

16300-1 stores the received 0 data to be provided" in its database 

16320-1, and also instructs transmission of the "data to be provided" 

(13). The satellite transmission equipnent 16330-1 emits the "data to 

be pmvi.ded" as electric wave toward the camamication satellite 

16400-l(first half of #4), the ccmmmication satellite 16400-1 

aaplifies the received ndata to be provided" and emits it (latter half 

of #4), the satellite receivmg equipnent 16502-1 :ceceives the "data 

to be provi.ded" as electric wave. and hands it to tbe IP temlinal 

16501-1. 

Thus, the IP tenninal 16501-1 obtainS the "data to be pravided0 

via the cc:mmmication satellite 16400-1, and sends an "indi.vidual 

report packet• to the IP tenninal 16210-1(#5-1). Using the same 

cc:mwnicati.on procedures, the IP temrl.nal 16511-1 obtains the "data to 

be provided", and sends an "individ11aJ report packet" to the IP 
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tenn:inal. 16210-1(#5-2). The IP temrl.nal 16521-1 also obtains the 

8 data to be provided" II and sends an ff individual report packet If to the 

IP teIInina116210-1(#5-3). The IP te.DDinal 16210-1 sends an 

"individual :inquiry packet• to the IP tetminal 16511-1 of the user 

16510-1(#6), and the IP teoninal 16511-1 :retums an "individua.J reply 

packet" to the IP teoninal 16210-1(#7). 

The above-described ccmnunication procedm:es will be described 

with reference to FIG. 71. The sending of the "plan notification 

franeD (#1) 1 °data transmission A by satellite ccmnunication( #4) I the 

sending of "individual report packet 0 (#5-2), the sending of 

•individual inquiry packet 11 
( 16} , and the retuming of 11.ind:ividual 

reply packet11 (#7) in FIG. 71 correspond with the sending of the 0 plan 

notification packet" ( #1) , 0 data transmission n by satel 1 i te 

cmm.m.ication( #4), the sending of a individual report frame" ( #5-2), the 

sending of "individual inquiry frame" ( #6) , and the retur.ning of 

11individ.na1 repl.y frame"(#7) in FIG. 70, respectively. Fran tbe above 

. description, in the event that the satellite oc:mrunica.tion cm:pora.tion 

16300-1 and the data providing corporation 16200-1 are viewed as an 

integrated. ccmmmica.tion entity, the user 16500-1 in FIG.67 can be 

considered to be perfomling full-duplex camamicatian wi.th the 

aforenentioned integrated ccmnunication entity. 

<<Another variation on above eai:>odiment> > 
In each of the above embodiments, the full-duplex oamumication 

of TCP technology is enpl.oyed, and only the TCP data transfer phase is 

shown in the figm:es,, with the TCP connection establishment phase and 
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TCP ooonection ending phase being ailitted f:ran the draw.in.gs and fran 

the description thereof. In the eniJodiment to be described now, UDP 

cxmm.mication technology described in FIG. 62 is applied to a part or 

to all, and part or all of the packet sending and :r:eoeiving using the 

TCP data transfer phase technique is replaced with packet sending and 

:receiving using the UDP data transfer pbase technique. 

<<Another variation on above embodiment>> 
Another Version will be described with reference to FIG. 66. In 

FIG.61, the satellite transnµ.ssion COI:pOration 16300-1, the IP 

te:cminal. 16310-1 of the satellite transmission corporation, the 

database 16320-1 of the satellite transmission corporation, and the 

satellite transmission equipnent 16330-1 of the satellite transmission 

corporation are each within the ICS 16000-1, the IP teminal 16310-1 

being provided with an ICS special number "430011
• As ccmpared to thiS, 

in the exanpl.e shown in FIG. 66, the satellite transmission corporation 

16300-2, the IP te.mdnal 16310-2 of the satellite transmission 

corporation, the database 16320-2 of the satellite transmission 

corporation, and the satellite transmission equipnent 16330-2 of the 

satellite transmission co:cporation are each outside of the ICS 16000-2, 

the IP teminal 16310-2 being px:ovi.ded with an ICS user address "390011 
• 

Embodiment-11 (Full-duplex carmmication including satellite 

cxmm.mication path: Part 4) : 

'!'he present embodiment is another variation of Eiilod:iment-8, and 

will be described with reference to FIGs.61 and 72. The data 



.- ·-- ---··------------ -------------

129 

providing corporat:i..on 16200-1, tbe satellite transmissi.on cacporation 

16300-1, the user 16500-1 are the same, w:i..th only the camnmication 

procedures being different. The present embodiment perfonns the full­

duplex ccmmmication of TCP technology, but onl.y the TCP data transfer 

phase is shown in FIG.72. 

The IP temdnal. 16210-1 of the data providing corporation 16200-: 

l obtains "data to be prov:Lded" fran the database 16220-1 thereof and 

sends this to the IP tenninal 16310-1 of the satellite.transmissioo. 

cacporation 16300-1 which can be identi£ied by the res special m:mber 

"4300", using the IP fran:e transfer functions of the ICS (#1 in 

FIG. 72: the same hereafter) • The satellite transnission cacporation 

16300-1 stores the received "data to be prov:Lded" in its database 

16320-1. 

Next, the IP temdnal. 16501-1 of the user 16500-1 sends an 

"inquiry packet" to the IP tenninal 16310-1 which can be identified 

with the ICS user address 0 4300" (#2). The IP te.nn:inal. 16310-1 retums 

a •reply packet 11 
{ #3) , the IP te:cm:i.nal. 16510-1 receives the "reply 

packet", and then sends a "request packet" to the IP tenninal 16310-

1(#4). \ihen the IP tenninal 16310-1 :receives the "request packet", it 

instructs satellite transmission equipnent of the "data to be 

provided" saved in the database 16300-1(#5). The satellite 

transmission equiprent 16330-1 emits the "data to be provided" as 

electric wave toward the camamication satellite 16400-1 (first half 

of #6), the carm:micaticn satellite 16400-1 aaplifies the received 

•data to be provided" and emits it (latter half of #6), the satellite 
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receiving equiptent 16502-1 :receives the "data to be provided" as 

electric wave, and hands it to the IP te:oninal 16501-1. Thus, the IP 

tenni.nal 16501-1 obtains the "data to be provided" via the carrmmi­

cation satellite 16400-1, and sends a "reception confi:cmation packet• 

to the IP tenninal 16310-1 of the data providing cmporation 16200-1 

providing the "data to be provided• (#7). In the above procedures, #1:, 

#2, #3, #=4 and #7 use the above-described TCP ccmmmica.tion technology, 

and the TCP data transfer phases alone are shown and described. Next, 

the procedures #8, #9, #10, #11, #12 and #13 shown in FIG.72 are 

al.Ioost the same as the above procedures, the difference in this 

example being that instead of the user 16500-1, the IP teon:i.nal 16501-

1, and the satellite receiving equipnent 16502-1, another corporation 

16510-1, IP temtinal 16511-1, and satellite :r:eceiving equip.rent 16512-

1 are used. 

The above-described ccmmmica.tion procedures shal 1 be described 

with reference to FIG. 64. The sending of an n inqu:i.ry packet n ( #2) I the 

xetuming of a ":r::eply packet"(#3), the sending of a ":request 

packet• ( 14), "data transmission" by satellite ccmmmica.tion( #7), and 

the sending of "reception canfiDnation packet" ( #8) in FIG. 64 

correspond with the sending of an "inquiry packet" ( #2), the :cetuming 

of a "reply packet" (#3), the sen.ding of a "request packet" (#4), "data 

transmission" by satellite camun:ication( #7), and the sending 

•:ceception confirmation packet"(i8) in FIG. 72, i:espectivel.y. FJ:an the 

above description, in the event that the satellite ccmnunication 

c:mpara.tion 16300-1 and the data providing oocporation 16200-1 are 
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viewed as an integrated ccmnunication entity, the user 16500-1 in 

FIG. 64 can be considered to be perfomdng full-duplex camamication 

with tbe aforetentioned integrated ccmmmica.tion entity. 

<<Another variation on above Ellilo<liment> > 

In the abOve two embodiments, the full-duplex camamication of 

TCP technology is employed, and only the TCP data transfer phase is 

shown in the figures, with the TCP connection establishment ~ and 

TCP connection encling phase being anitted fran the. drawings and fxan 

the description thereof. In the eabodiment to be described now, UDP 

ccmnunication technology described in FIG. 62 is applied to a part or 

to all, and part or all of the packet sending and receiving using the 

TCP data transfer phase technique is replaced with packet sending and 

recei.Ving using the UDP data transfer phase technique. 

<<Another variation on above embod:lllent> > 

Another version will be described with reference to FIG.66. In 

FIG.61, the satellite transmission. corporation 16300-1, the IP 

tenninal 16310-1 of the satellite t.ransnission corporation, the 

database 16320-1 of the satellite transmission corporation, and the 

satellite transmission equipnent 16330-1 of the satellite transmission 

· corporation are each within th8 ICS 16000-1, the IP temrl.nal 16310-1 

being provided with an res special number 114300" • As canpared to this, 

in the exanpl.e shown 1n FIG.66, the satellite transnission corporation 

16300-2, the IP te:r:mina1 16310-2 of the satellite transmission 

corporation, the database 16320-2 of the satellite transmission 

corporation, and the satellite transmission equipnent 16330-2 of the 
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satellite transmission corporation are each outside of the ICS 16000-2, 

the IP te:on:ina.l 16310-2 being provided with an ICS user address "3900•. 

Bnbod:fment-12 (Full-duplex cxmmmication including satellite 

cxmmmication path: Part 5) : 

The present embodin&lt perfo:ons a type of full-duplex 

camnmication by canbining a satellite transmission function and an IP 

CClllllllD.icatioo function. A major difference between the present . 

embodiment and Enbod:i:n&lt-8 is tbe fact that the satellite receiving 

equipnent is within the access control. apparatus in the present 

embodiment. 

Description will be ma.de with reference to FIG. 73. The present 

embodiment is caq;>rised of: an ICS 16000-3; access control. apparatuses 

16100-3, 16110-3 and 16120-3; satel.lite reception equipnents 16102-3, 

16112-3 and 16122-3; a data providing corporation 16200-3; an IP 

temtinal 16210-3 of the data providing corporation; a satellite 

transmission corporation 16300-3; an IP tenni.nal 16310-3 of the 

satellite transmission corporation; a database 16320-3 of the 

satellite transmission cm:poration; a satellite transmission equipnent 

• 16330-3 of tbe satellite transmission co:rporation; a cannunication 

satellite 16400-3; users 16500-3, 16510-3 and 16520-3; IP tenni.nals 

16501-3, 16511-3 and 16521-3 of each user; satellite airwaVeS 

canm:mication lines 16600-3, 16610-3, 16620-3 and 16630-3; and user 

logic carmunication lines 16710-3, 16720-3, 16730-3 and 16740-3. '!he 

IP tenninals 16210-3, 16501-3, 16511-3 and 16521-3 each have ICS user 
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addresses "3000", "2300n, n2400" and "2500". and are respectively 

oonnected to the access contxol apparatuses 16100-3, 16120-3, 16120-3 

and 16110-3, via user logic ccmmmication lines. The IP te.nninal 

16310-3 can be classified. as an !CS network server. having an ICS 

special IllllltJer "4300", and connected to tbe access contl:ol apparatus 

16100-3 via the ICS network camu.micatioos J.me within the ICS 16000-3. 

Electric wave transmitted fn:m the satellite transmitter 16330'."'3 

transfers infoz:matioo via tbe sat9llite electric wave ccmnunication 

path 16600-3, the electric wave is received by satellite receivers 

16112-3 and 16122-3. 

< < Example of cc;mnunication procedures > > 
The ccmmmicati.on procedures accm::di.ng to the present embodiment 

will be made with reference to FIG. 73and 74. In the following 

procedures, the afonmmtioned full-duplex canmnication of TCP 

technology is employed except for the cases of transmission 

instJ:Uction to satellite transmission equipnent (#5 and #12 in FIG. 74) 

and "data transmission" using electric wave fran the satellite 

transmissi.on equipnent (#6 and #13 in FIG. 74), however, onl.y the TCP 

data transfer phase is shown in FIG. 74. 

The IP temti.nal 16210-3 of the data providing corporation 16200-

3 obtains "data to be provided" fran the database 16220-3 thereof and 

sends this to the IP temli.nal 16310-3 of the satellite transmission 

corporation 16300-3 which can be identified by the ICS special number 

•4300•, using tbe IP packet transfer function of the ICS (#1 in FIG. 74, 

the sane hereafter) • The satellite transmission corporation 16300-3 
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stores the received "data to be provided" in its database 16320-3. 

The IP te:ani.na1. 16501-3 of the user 16500-3 sends an "inqu:i.J:y packet" 

to the IP tem:1.nal. 16310-3 which can be identified with the ICS user 

aadress •4300" (#2). The IP texminal. 16310-3 :i:etums a "reply 

packet"(#3), the IP temrlnal 16501-3 receives the "reply packet",, and 

then sends a "request packet" to the IP temi:nal 16310-3 (#4). When 

the IP tex:minal. 16310-3 :receives tbe "request packet", it converts the 

•aata to be provided" saved in the database 16320-3 into ICS packet 

fo.mat and instructs transmission thereof ( #5) • Here, the data portion 

of the ICS packet is the "data to be provided", and the destination 

ICS user address is address "2300° of the IP temtinal 16501-3. The 

satellite transmission equi.pnent 16330-3 emits the ICS packet 

inc1uding "data to be provided" as e1ectric wave toward the 

ccmn.mication satellite 16400-3 (first half of #6), the camamication 

satellite 16400-3 anplifies the received 11data to be provided" and 

emits it (latter half of #6),, the satellite receiving equipxents 

16502-3, 16112-3 and 16122-3 each receive the ICS frame inc1uding the 

"data to be provided11 as electr1.c wave, each check the destination of 

the •aata to be provided0
, and since the destination of the "data to 

· be provided" is IP te:ani.nal. 16501-3, the access control apparatus 

16122-3 retums the "data to be provided•, to the ICS user frame 

fomat, and sends it to the IP temt1nal 16501-3(#7). Upon receiving 

the "data to be provided", the IP temrlnal 16501-3 sends a "reception 

confinnation packet" to the IP te.nn1nal 16310-3(#8). In the above 

procedures, #1, i2, #3, #4, #7 and #8 use the above-described TCP 
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canm:m.ication technology, and the TCP data transfer phase al.one is 

shown and described. 

Next, the procedures #9, #10, #11, #12, #13, #14 and #15 shown 

in FIG. 74 are almost tbe same as the above procedm:es, the difference 

in this exanple being that .instead of the user 16500-3, the IP 

temrl.nal 16501-3, and the satellite receiving equipnent 16502-3, 

another carpany 16510-3, IP temli.nal 16511-3, and satellite receiving 

equi.pnent 16512-3 are used, and tbe present entxxliment is capable of 

transfe:cring •data to be provided• to a plurality of users. 

The above-descr1.bed ca:m:mU.ca.tion procedures shall be described 

with reference to FIG.64. The sending of an "inquiry packet"(#2), the 

retuming of a "reply packet"(#3), the sending of a "request 

packet11 (#4), •data transmission° by satellite camnmication(#7), and 

the sending of •:reception confiDnation packet• in FIG. 64 car.respond 

with the sending o£ an "inquiry packet" ( #2), the retum:ing of a "reply 

packet• ( #3) , the sending of a "request packet n ( #4) , •aata 

transnission• by satellite camumication{#7), and the sending of 

0 reception confiDnation packet• ( #8) in FIG. 74, respectivel.y. Fran the 

above description, in the event that the satellite cannunication 

· corporation 16300-3 and the data providing cm:poration 16200-3 are 

viewed as an °integrated cannunication entity, the user in FIG.64 can 

be considered to be perfcmn:ing fUll-duplex ca:cmmication with the 

aforementioned integrated ccmrunication entity. 

< <An.otber variation on above embodiment>> 
In the above two embod:iments, the full-duplex camumication of 
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TCP technology is enployecl, and only the TCP data transfer phase is 

shown in the figures, with the TCP connection establishment phase and 

TCP connection ending phase being anitted fn:m the drawings and fran 

the description thereof. In the embodiment to be described now, UDP 

camam.ication technology described in FIG. 62 is applied to a part or 

to all, and part or all of the packet sending and receiving usmg the 

TCP data transfer phase technique is replaced with packet sending and 

receiving using the UDP data transfer phase technique. 

<<Another variation on a1x>ve enixxlinent> > 

Another version will be described with reference to FIG. 75. In 

FIG. 73, the satellite transnission corparation 16300-3, the IP 

te.nninal 16310-3 of the satellite transmission corporation, the 

database 16320-1 of the satellite transmission co.rporation, and the 

satellite transmission equipnent 16330-3 of the satellite transmission 

corporation are each inside the ICS 16000-3, the IP taoninal 16310-3 

being provided with an ICS special number "4300". As cacpared to this, 

in the example shown in FIG. 75, the satellite tn:msmission corporation 

16300-4, the IP teDDinal 16310-4 of the satellite transin:Lssion 

corporation, the database 16320-2 of the satellite transmission 

o co:rporation, and the satellite transmission equipnent 16330-4 of the 

satellite transmission c::m:poration are each outside of the ICS 16000-4, 

the IP teminal 16310-4 being provided with an ICS user address •3900•. 

Embodi.nent-13 (Control of receiving priority degree}: 

In the control field of the IP packet shown in FIG. 3. th.ere i.s a 
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transmitting IP address and a destination IP addl:ess in addition to 

the "protocol. type", and in the TCP packet shown in FIG. 76 and the UDP 

frane shown in FIG.77 there are defined a sender's port number and an 

intended :receiver's port number, :r:espeotively. The 48 bits of data 

consisting of the IP add:tess (32 bits) and the part number (16 bits) 

1aid out is cal Jed a socket nud:>er. That is, socket number = IP 

address II port number. ;rn the pi:esent eatxxliment, the following tems 

shall be used: sender's socket nud:>er = sender's IP address II sender's 

port number; intended :receiver's socket number= intended receiver's 

IP address II intended receiver's port number. The present embodiiten.t 

is an exmrpl.e of controlling the degree of priority of the ICS user 

frame which is obtained by reaching the access control apparatus f.ran 

the ICS network camv.m:lcation line and being reversely ICS­

encapsul.ated here, this control.ling the degree of priority being 

perfcmned using the "protocol type" which is displayed in the ICS user 

frame, and tbe socket IltlRt>er thereof. 

As shown in FIGs.78 and 79, an ICS 17000-1 includes access 

control. apparatuses 17100-1, 17110-1, 17120-1, 17130-1, 17140-1, 

17150-1 and 17160-1, and the access control apparatus 17100-1 includes 

. a line tmit 17111-1, a processing device 17112-1 and a conversion 

table 17113-1. Blocks 17200-1, 17210-1, 17220-1, 17230-1, 17240-1, 

17250-1, 17260-1, 17270-1 and 17280-1 are each co:cporation LANs, and 

are each connected to the ICS 17000-1 via the respective gateways 

17201-1, 17211-1, 17221-1, 17231-1, 17241-1, 17251-1, 17261-1, 17271-1 

and 17281-L F,ach LAN has 2 to 3 te:cmi.nal.s having functions for 
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sending IP user packet, wherein tbe ICS user addresses are: for within 

LAN 17200-1, n2600• and 8 2610"; for within LAN 17200-1, •2600" and 

0 2610n; for within LAN 17210-1, "1230" and "1240°; for within LAN 

17220-1, •2100•, n2110•, and "2720"; for within LAN 17230-1, 8 2800" 

and 112a10•; for within LAN 17240-1, 0 1200" and 111210"; for within LAN 

17250-1, •1200• and "121011
; for within LAN 17260-1, •2200• and 0 2210°; 

for within LAN 17270-1, •2300" and •2310"; and for within LAN 17280-1, 

•2400° and •2410•. Further, blocks 17291-1and17292-1 are each 

temlinal.s which have functions of sending and receiving IP user 

packets, x:espectively having ICS user addresses "2500" and "1250", 

being connected to ICS 17000-1. 

<<Conversian table>> 

The conversion table 17113-1 within the access control apparatus 

17100-1 shall be described with .reference to FIGs.80 and 8L The 

function of the conversion table as the same as those in the other 

embodiments, and the pi:esent invention is characterized in that the 

portion table, named 0 degree of priority of reception" code, degree of 

priority of protocol, degree of priority of TCP socket, and degree of 

priority of UDP socket. which are canponents of the conversion table 

17113-1 are used for controlling the degree of prior.ity. In the event 

that the transmitting res netwm:k address of the conversion table is 

"7821", tbe "degree of priority of reception" code is stipulated to be 

•pr-7821 n. That is, the .degree of priority of reception• code is 

made to be a parameter which is dependent on the ICS network address 

provided to the ICS user logic teon:inal sent fran the access control. 
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apparatus after the res reverse encapsulation. Looking at the other 

portion table of the conversi.on table 17113-1, e.g., in regard to "pr-

7821 n, the degree Of priority of protocol is described as being "p-1 .. , 

the degree of priority of TCP socket as "t-1°, and the degree of 

priority of UDP socket as "NOLL D • Here, "NULL n indicates 

•unspecified". The degree of priority of protocol •p-1" dictates that 

the degree of priority of is, in descend:fng order I 8 TCP", •uopn, 

•tCPM" and "IGPM" • 

Looking at even other porti.on table with regard to the degree of 

priority of TCP socket "t-1 •, tbe dictated order of degree of pri.ority 

of i.s, in descending order, "sk-1" and "sk-7°. Looking at even other 

portion table with regard to the degree of priority of UDP socket "u-

1 •, the dictated order of degree of priority is, in descending order, 

"sk-3" and •sk-8". Further, in the contents of the socket code "sk.-1" 

which is written in another portion table, "To" indicates the intended 

receiver's socket nmt>er, and indicates that the intended receiver's 

IP ~s is •210011 and that the intended receiver's port number is 

"30", and in the same manner, in the contents o£ the socket code • sk-

211, •F.rcm.0 indicates the sender" s socket number, and indicates that 

· the sender's IP address is "1240" and that the sender's part number is 

•32n. 

description of ICS packet>> 

The ICS network frame NFOl is sent out fran the temliDal 17291-1 

with tbe ICS user address "2500°, and then is ICS-encapsul.ated at the 

ac:r.ess control. apparatus 17110-1 with a transmitting ICS network 
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address "7200" and a receiving ICS network address "7821", then is 

transfe.r:ted within the ICS 17000-1 and reaches the access control 

apparatus 17100-1, where it is reversely !CS-encapsulated to becane an 

ICS user frame UFOl, and reaches the tenninal with the ICS user 

addi::ess "2100" via the user logic ccmmmication line 17821-1. 11le 

0 protoool type" of the oontml field of the user packet UFOl which is 

within the res network packet NFOl is TCP, and the "intended 

Ieeeiver' s port number" of the TCP_ packet is "30° in the exarple. 

In the fol.lowing, beginning with a packet NF02, brief description 

will be made in the order of NF03, NF04, NF05, NF06, NF07, NF08, NF09, 

NFlO and NFll, as shown in FIG. 78. 

A frame NF02 is sent out f:can a temd.nal with the ICS user 

address 0 2600", and then is !CS-encapsulated at with a transmitting 

ICS network address "7300° and a receiving ICS network address n7821 n, 

then is transferred within the ICS and is reversely !CS-encapsulated 

to becate a frame UF02, and reaches the tellnina1. with the ICS user 

address n211on via the user logic ccmnunication line 17821-1. The 

"protocol type• of the packet UF02 is TCP, and tbe "intended 

receiver's port number0 of the TCP packet is "3011
, in this example. 

A frame NF03 is sent out fnm a teDninal with the ICS user 

address "1230°, and then is !CS-encapsulated at with a transmitting 

ICS network address 117400" and a receiving ICS network address 117822•, 

then is transfe.o:ed within the ICS and is reversely !CS-encapsulated 

to becane a packet UF03, and reaches the te:c:ninal with the ICS user 

address 0 1200" vi.a tbe user l.ogic canmmica.tion line 17822-1. The 
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"protoool type" of the packet UF03 is TCP, and the nintended 

receiver's port nuniler" of the TCP packet is "30", in this example. 

A frame NF02 is sent out fran a teIIDina.l with the !CS user 

address "1240", and then is !CS-encapsulated at with a transnitting 

ICS netwoz:k address "7400" and a receiving ICS netwol:k. address "7822", 

then is transfer.red within the ICS and is reversely !CS-encapsulated 

to becane a packet UF04, and .reaches the tenninal with the ICS user 

address •1210• Via the user logic camtUDicatial line 17822-1. The 

•protocol type• of the packet UF04 is TCP, and the n intended 

receiver's part number• of the TCP packet is n 32•, in this example. 

A frame NFOS is sent out fran a tenninal with the ICS user 

a.ddl:ess •12so•, and then is !CS-encapsulated at with a transmitting 

ICS netwoJ:k address •75oon and a .receiving ICS network address 0 782211
, 

then is transfen:ed within the ICS and is reversely !CS-encapsulated 

to becane a packet UFOS, and reaches the te:oninal with the ICS user 

address •1220" via the user logic coommication line 17822-2. The 

"protocol type" of the packet UFOS is TCP, and the "intended 

receiver's port number" thereof is •32°, in this exanple. 

A frame NF06 is sent out f:ran a te:oninal with the ICS user 

. address "261011
, and then is res-encapsulated at with a transmitting 

res network addr:ess 0 730011 and a receiving ICS network address "7823°, 

then is transferred within tbe ICS and is reversely !CS-encapsulated 

to becane a packet UF06, and :reaches the tenn:i.nal with the ICS user 

address •2200• via the user logic cama.m.ica.tion line 17823-1. The 

•protocol type11 of the packet UF06 is UDP, and the 0 intended 
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receiver's part number" Of the TCP packet is •40", in this example. 

A frame NF07 is sent out fran a temrlna.1. with the ICS user 

address "2700", and then is !CS-encapsulated at with a transmitting 

!CS netwack addl:ess "7600" and a receiving ICS ne1:wot:k address "7823", 

then is transfer.red within the ICS and is reversely !CS-encapsulated 

to becane a packet UF07, and reaches the texminal with the res user 

address "2210° via the user logic camamication line 17823-1. The 

"protocol type11 of the packet UF07 is UDP, and the 0 1ntended 

mceiver' s port number. thereof is n 40", in this exanpl.e. 

A packet NF08 is sent out fran a teminal with the ICS user 

address •2110•, and then is res-encapsulated at with a transmitting 

ICS network address "7600° and a receiving ICS netwol:k address "7824", 

then is transfe:c:ed within the ICS and is reve.rsely !CS-encapsulated 

to becane a packet UFOS, and :reaches the termiDal with the ICS user 

address lt2300" via the user logic ccmnunication line 17824-1. The 

0 protocol type0 of the packet UFOS is UDP, and the "intended 

:teeeiver' s port numbern thereof is "40" , in this example. 

A packet NF09 is sent out ftan a tenninal with the ICS user 

address "2800", and then is !CS-encapsulated at with a transmitting 

· ICS netwmk address n7700" and a receiving ICS network address "7824", 

then is transfen:ed within the ICS and is reversely !CS-encapsulated 

to beccme a packet UF09, and reaches the temd.nal with the ICS user 

address "2310" via the user logic camunication line 17824-1. The 

"protocol type" of the packet UF09 is UDP, and the "intended 

receiver's port mmiber" thereof is n 4211 
, in this example. 
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A packet NFlO is sent out fran a ~ with the !CS user 

address •2120'", and then is !CS-encapsulated at with a transmitting 

ICS netwo.t:k address "7600" and a receiving res network address 117825", 

then is transfm:red within the ICS and is reversely !CS-encapsulated 

to becane a packet UFlO, and reaches the teminal with the ICS user 

address 11240011 via the user l.ogic camamication line 17825-1. The 

"protocol type• of the packet UFlO is TCP, and the "intended 

receiver's port mxober• thereof is 116011
, in this example. 

A frame NFll is sent out fnm a temtinal with the ICS user 

address "2810", and then is !CS-encapsulated at with a transmitting 

ICS network address •1100" and a receiving ICS network add:t'ess "7825", 

then is transfei::red within the ICS and is reversely !CS-encapsulated 

to becane a packet UFll, and reaches the tenninal with the ICS user 

address 112410 11 via the user log.ic camv.m.ication line 17825-l. The 

"protocol type" of the packet UFll is UDP, and the "intended 

receiver's port number" thereof is "7o•, in this example. 

<<Example l for detemd.ning the degree Of priority>> 

The manner in which the degree of priority is detemdned will be 

described with .reference to the fl.owcbart in FIG.82. The access 

contr:ol apparatus 17100-1 receives the ICS network packets NFOl and 

NF02 fran the res network camunication line alimst at the same time 

(step SlOOO), and reversely ICS-encapsul.ates each to obtain ICS user 

packets UFOl and UF02(Step SlOlO). Fran the conversion tabJ.e 17113-1 

it can be known that the :receiving ICS network address of the ICS 

logic tenninal. sending these ICS user packets is 117821" for both, i.e., 
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that there is a match( Step Sl020) • The "degree of priority of 

:r:eception" code for both ICS network packets NFOl and NF02 is npr-

7821", and then according to portion table of the conversion table 

17113-1, the degree of priority of protocol for "pr-7821" is specified 

as being "p-1" , the degree of priority of TCP socket as 0 t-1 n , and the 

degree of priority of UDP socket as "NULii0
• Further, looking at even 

other portion table ccmpd.sing the conversion table 17113-1, the 

degree of priority of protocol "p-1 n dictates that the degree of 

priority of is I in descending order, TCP, UDP, ICPM and IGPM, and with 

regaz:d to the degree of priority of TCP socket nt-1", the dictated 

order of degree of priority of is, in descending order, 0 sk-1" and 

"sk.-7", and the contents of the socket code •sk-1" indicate that the 

IP aCJdress canprising the intended xeceiver's socket ntJlilber is "2100" 

and that the intended receiver's po.rt number thereof is "30". The 

protocol type indicated within the ICS netwol:k packet NFOl is 11TCP", 

the intended xeceiver's m address is "2100", and the intended 

receiver's port number is "30". On the other band, the protocol type 

indicated within the ICS netwmk packet NF02 is "TCP", the intended 

receiver's m address is "2110", and the intended receiver's port 

. number is "30". In the p-resent embodiment, it can be understood tbat 

it is the ICS netwm:k packet NFOl that has the protocol type and 

intended receiver's socket number that matches with the 

specifications of the aforementioned socket code "sk-1" . Based on the 

above procedures, it is detennined that the ICS netwo:i:k packet to be 

sent out with higher priority is NFOl(Step 51030). Next,. this res 
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netwack packet NFOl is sent out to the user logic temdnal via the ICS 

logic teminal (Step $1040). 

<<Exampl.e 2 for detennin:lng the degree of priority>> 

The access control apparatus 17100-l receives the ICS network. 

frames NF03, NF04 and NFOS fran the ICS network cammli.cation line 

alnx>st at the same tinB(Step SlOOO} , and reversely !CS-encapsulates 

each to obtain ICS user packets UF03, NF04 and UFOS(step 61010). Fran 

the CCXlVel:Sion table 17113-1 it can be known that the receiving ICS 

netwcn:k addl:ess Of the ICS logic tenn:i.nal sending these ICS user · 

packets is n7a22° for all, i.e., that there is a match (Step Sl020). 

The "degree of pri.ority of :reception" code for all of the ICS network 

packets NF03, NF04 and NFOS is "pr-7822n /1 the degree of priority of 

protocol thereof is speci£1ed as being np-1•, the degree of priority 

of TCP socket as 11t-2°, and the degree of priority of UDP socket as 

nNULL". The contents of the degree of priority of protocol. np-1" 

dictates that TCP has tbe highest degree of priority, and with regard 

to the degree of priority of TCP socket "t-2n, usk-2" has the highest 

degree of priority, and the contents of the socket code "sk-2" 

indicate that the IP address canprising the sender's socket nunber is 

0 •2100° and that the sender's port nt.m1ber thereof is n3on. The 

protocol. type indicated within the ICS network packet NF03 is "TCP", 

the sender's ID address is n123on, and the sender's port Il1llJber is 

"3011
• The protocol. type :indicated within the ICS network packet NF04 

is "TCP" /1 the sender's ID address is "1240n, and the sender's port 

n'l.Xltler is "32". Also, the protocol. type indicated within the ICS 
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network packet NFOS is "TCP", the sender's ID address is "1250", and 

the sender's port number is 1132". In the pi:esent ent:xXJ.iment, it can 

be understood tbat it is tbe ICS network packet NF04 that has the 

protocol type and the intended receiver's socket ntlJi:ler that matches 

with the specifications of the aforementioned sock.et COCe n sk-2 ... 

Based on the above pmcedures, it is detemnined that the ICS netwadt 

packet to be sent out with higher priority is NP04 (Step 81030.). Next, 

tb1s ICS netwm:k packet NF04 is sent out to the user logic temti.nal 

via the ICS logic teminal {Step 51040) • 

<<Exanpl.e 3 for detem.ining the degree of priority>> 

'!'be access contzol apparatus 17100-1 receives the ICS network 

packets NF06 and NF07 fran the ICS netwm:k camamicati.on line allmst 

at tbe same time (Step SlOOO), and reversely ICS-encapsulates each to 

obtain ICS user packets UF06 and UF07 (step 51010) • F.I:an the 

conversion table 17113-1 it can be known that the recei.ving ICS 

netwm:k address of the ICS logic temrl.nal. sending these ICS user 

packets is 11782311 for both, i.e., that there is a match (step 81020). 

The •degree of. priority of reception• code for both res network 

packets NF06 and NF07 is 11pr-7823n, and the degree of priority of 

· protocol is specified as being "p-2 11
, the degree of priority of TCP 

socket as "NULL•, and the degree of priority of UDP socket as •u-1 n. 

Further, looking at even other portion table canpriSing the conversion 

table 17113-1, the degree of priority of protocol "p-.2" dictates that 

the degree Of priority is I in descending order, UDP, TCP, ICPM and 

IGPM, and with regard to ·the degree of priority of UDP socket "u-1 •, 
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the dictated order of degree of priority is, in descending order, •sk-

3" and "sk-8", and the contents of the socket code 11sk-3" indicate 

that the IP address canprising the intended recei.ve.r' s socket number 

is 112200• and that the intended recei.ver's port ntJrit>er tbe:reof is 114011
• 

'.ftle protocol type indicated within the ICS network packet NF06 is 

•uoen, the .intended receiver• s ID address is •2200•, and the intended 

receiver's port number is "40". On the other hand, the protocol type 

indicated within the ICS netwm:k packet NF07 is "UDP", tbe intended 

receiver's ID address is "2110", and the intended receiver's port 

m:miber is "40". In the present embodiment, it can be understood that 

it is the ICS network packet NF06 that bas the protocol type and the 

intended receiver's socket nunil::>er that matches with the specifications 

of the aforementioned socket code 0 sk-3". Based on the above 

procedures, it is detenn:ined that the res netwo.t:k packet to be sent 

Out with higher priority is NF06 (Step 51030). Next, this ICS netwo:r:k 

packet NF06 is sent out to the user logic terminal via the res l.ogic . 

tenni:nal (Step Sl040) . 

<<Example 4 for detemdning the degree of priority>> 

The access control. apparatus 17100-1 receives the ICS netwm:k 

· packets NF08 and NF09 fran the ICS network camu.mication line alm:>st 

at the same time {Step 51000), and reversel.y !CS-encapsulates each to 

. obtam ICS user packets UFOS and UF09 (Step $1010). Fran the 

conversion table 17113-1 .it can be known that the recei.ving ICS 

network. address of the ICS logic tenninal sending these ICS user 

packets is •182411 for both, i.e., that the:r:e is a match (step 51020). 
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The •degree of priority of reception" code for both res network 

packets NF08 and NF09 is "pr-7824",, and the degree of priority of 

protocol is specified as being •p-2", the degree of priority of TCP 

socket as "NULL", and the degree of priority Of UDP socket as "u-2". 

The degree Of priority of protocol •p-2° dictates that socket code 

•sJc-4" bas the highest priority, and the contents of the socket signal 

•sJc-4" indicate that the IP addl:ess carprising the sender's sooket 

nui:tler is 0 2110• and that the sender's port number thereof is •40•. 

The pi:otocol type :indicated within the ICS network packet NF08 is 

•UDP", the sender's ID address is "2710", and the sender's part narber 

is •40•. on the other hand, the protocol type indicated within the 

ICS network packet NF09 is "UDP0
, the sender's ID address is "2800", 

and the sender's port ntlli:>er is n 42". In the present embodiment, it 

can be understood that it is the ICS network packet NF08 that has the 

protocol type and the sender's socket nunber that matches with the 

specifications of the aforementioned socket code "sk-4 n. Based on the 

above procedures, it is deteon:ined that the res network packet to be 

sent out with higher priority is NF08 (step Sl030). Next, this ICS 

network packet NF08 is sent out to the user logic teiminal. via the ICS 

logic tenninal (Step Sl040). 

<<Example 5 for deten:n:ining the degree of priority>> 

The access control apparatus 17100-l receives the ICS network 

fra:res NFlO and NFll fran the ICS network camn.mi.cation line alm:>st at 

the sane time (Step SlOOO) , and reversely ICS-encapsula.tes ea.ch to 

obtain ICS user packets UFlO and UFll (Step SlOlO) • FI:an the 
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conversion table 17113-1 it can be known that the receiving ICS 

netwoJ:X address of the ICS logic te:cm:inal. sending these ICS user 

packets is "7825 11 for both, i.e., that there is a match (step S1020). 

The 11deg:cee of priority of reception" code for both ICS network 

packets NFlO and NFll is "pr-7825", and the degree of priority of 

protocol. is specified as being 0 p-l 11, the degree of priority of TCP 

socket as "t-3", and the degree of priority of UDP sock.et as "u-3°. 

The deg:cee of priority of protocol "p-1" dictates that the degree of 

priority of TCP is higher than that of UDP. The protocol. type 

indicated in the ICS network packet NFlO is 11TCP11
, and the protoco1 

type indicated in the ICS netwoJ:k packet NFlO is 11UDP" • Based on the 

above procedures, it is detennined that the ICS network packet to be 

sent out with higher priority is NFlO (step 81030). Next, this ICS 

network packet NFlO is sent out to the user logic temti.nal via the ICS 

logic teDDinal (Step Sl040}. 

Embodiment-14 c control of transmitting priority degree} : 

Description will now be made regarding and entx:xliment whe:r:em 

user IP packets arriving fran outside the ICS a:ce !CS-encapsulated 

· with the access control apparatus, and then the order of sending out 

onto the ICS network camunication line is decided. 

<<Configuration>> 

As shown in FIG.83, an cs 17000-2 inc1udes access control 

apparatuses 17100-2 through 17190-2, and the access control apparatus 

17100-2 1ncludes a line unit 17111-2, a processing device 17112-2 and 
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a conversion table 17113-2. Blocks 17240-2 through 17280-2 are 

coxporate LANs which a:ce each connected to the ICS 17000-2 via the ICS 

user logic cc:mmmication line. Each of the LANs includes a plurality 

of IP tenn1nals and blocks 17401-2 and 17411-2 are both IP temd.nals. 

<<conversicn table>> 

The functions of the conversion table 17113-2 shown in FIGs.84 

and 85 are the same as those :in the other embod:lments, and the present 

invention is cbara.cterized in that the portion table, named "degree of 

priority of reception" code, degree of priority of protocol, degree of 

pt:iority of TCP socket, and degree of priority of UDP socket, which 

are cmponents of the conversion table 17113-2 are used for 

controlling the eegree o£ priority. In the event that the 

transmitting ICS network address of the conversion table is "7821", 

the "transmitting priority degree11 code is stipulated to be nps-7821 n. 

That is, the "receiving priority degree11 code is made to be a 

parameter wbich is dependent on the ICS networlt addI:ess provided to 

the ICS user logic temd.nal sent fran the access control apparatus 

after the ICS reverse encapsulation. Looking at the other portion 

table of the conversion table 17113-1, e.g., :in regm:d to •ps-782111
, 

· the degree of priority of protocol is desaribed as being "p-2111
, the 

degree of prior.ity of TCP socket as 0 t-2111
• and the degree of priority 

of UDP socket as "NOLL" • The method of describing the degree of 

priority of protocol,, the degree of priority of TCP socket, and the 

degree of prior.ity of UDP socket, etc. is the same as that of 

:&nbod:iment-13. 
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<<Example 1 for dete:mrining the degree of priority>> 

The manner in which the degree of priority is detennined will be 

described with .reference to the flowchart in FIG. 86. The access 

control apparatus 17100-2 receives the !CS user packets FOl and F02 

fran the ICS network camamicatial line alnDst at the same time, and 

obtains the ICS network address appropriated to the ICS logic tenninal. 

(Step 52700). Next, the procedures for cmtrol Of transmitting 

priority degree are as follows. The •transn:Lttmg priority degree" 

code for both ICS user packets FOl and F02 is •ps-7821 .. , and then 

according to portion table of the conversioo. table 17113-2, the degree 

of priority of protocol for "ps-7821" is specified as being 0 p-21", 

the degree of priority of TCP socket as "t-21°, and the degree of 

priority of UDP socket as 0 NOLL". Further, looking at other portion 

table canpris:ing tbe conversion tab1e 17113-2, the degree of priority 

of protocol "p-21" dictates that the degree of priority is, :in 

descending omer, TCP, UDP, ICPM, and IGPM, and with regard to the 

degree of priority of TCP socket "t-2111
, the dictated order of degree 

of priority of is I in descending order I II sk.-21 It and ftsk.-27" 1 and the 

contents of the socket signal "sk-21• indicate that tbe IP address 

. canprising the sender's socket IllJldJer is •2100• and that tbe sender's 

port number thereof is n 30". The protocol type indicated within the 

res user packet FOl is •TCP•, tbe sender's m address is "2100", and 

the sender's port nunber is "3011 
• On the other hand, the protocol 

type indicated within the ICS network packet F02 is "TCP11
, the 

sender's m address is •2110", and the sender's port number is "30". 
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In the present embodiment, it can be understood that it is the res 
netwoIX packet FOl that has the protocol type and the intended 

receiver's socket nmt>er that matches With the specifications of the 

afaremetrt:ioned socket code •sJt-21 • • Based on the above procedures, it 

is detetmined that the res user packet to be sent out with higher 

priarity is FOl (Step $2710). 

Next, the system checks whether or not the ICS network address 

•7721° provided to tbe logic temdnal which received the ICS user 

packet FOl is registered on the conversion table 17113-2 with the 

request identification as virtual dedicated line connection "3" (Step 

82720). The subsequent steps are the same as the steps S2730 through 

82770 described with tbe other embodiments, and at the end res 
encapsulation is per.foxmed (Step S2780) , and the ICS network packet 

NFOl is sent into the res 17000-2 with priority (Step S2790). 

< < Another example for detenn:ining the degree of priority > > 
Regarding example 2 far detemining the degree of priority 

wherein the access control apparatus 17100-2 receives the ICS user 

packets F03, F04 and FOS fran the ICS logic tenn:i.nal. of the line 

portion 17111-2 provided with ICS netwol:k address •7a22" a.lnDst at tbe 

. same time; exanple 3 for detenn:ining the degree of priority wbaI.'ein 

the access control apparatus 11100-2 receives the res user packets F06 

· and F07 :Etan the ICS logic teIIninal of the line portion 17111-2 

provided with ICS netwo.Ik address 11 7823" almost at the same time; 

exanpl.e 4 for detexmining the degree of priority wherein the access 

control apparatus 17100-2 xeceives the ICS user packets F08 and F09 
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fran the ICS logic te.nn:i.naJ. of the line portion 17111-2 provided With 

ICS network address "7824" almost at the same time; and exai:q;>le 5 for 

detemti.ning the degree Of priority wherein the access control 

apparatus 17100-2 receives the res user packets Flo and Fll £:can the 

ICS logic temd..nal. Of tbe line portion 17111-2 provided with ICS 

netwol:k. address 0 7823 If alroost at the same time: the method for 

detennining the degree Of priority is the same as exa111>le 1 for 

detennining the degree Of priority, as Shown in the portion table 

catprlsing the conversion table 17113-2, and description thereof will 

be ani.tted. 

:&rixxliment-15 (Mll.tiple ccmmmication}: 

The description of the present embodimant will be made with 

reference to FIG.85 through FIG.87. An ICS 18000-1 incl.udes access 

control apparatuses 18140-1, 18141-1, 18142-1, 18143-1 and 18144-1, a 

conversion table within the access control apparatus 18140-1 being 

18195-1 and the conversion table within the access control apparatus 

18141-1 being 18196-1. The conversion table 18195-1, as with the 

conversion table 6013-1, contains specified values "1", 0 2", •3• and 

. "4 ° for request identification, and ccn:respondingly, intra-cm.poration 

ccmnunication, inter-COI:pOration ccmmmication, virtual dedicated line 

connection, and ICS network server connection can be made within a 

single access control apparatus. The conversion table 18196-1, 

contains only tbe specified value •3• for request identification, 

enabling virtual dedicated line connection. The ICS netwm:k server 
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18160-1 is connected to the access control apparatus 18140-1 via an 

ICS netwm:X ccmm.mication line. A block 18184-1 is an FR network or 

an MM network; .lll the event tbat 18184-1 is an FR network. 

LANs 18110-1 and 18130-1 are each connected w.Lth access control. 

apparatuses 18140-1 and 18142-1 via an ICS user logic ccmmmication 

line. The gateways 18171-1 and 18172-1 are connected to the access 

c.ontrol apparatus 18140-1 or 18141-1, via an ICS user logic 

canmnication line. LAN 18120-1 includes a plurality of IP tecminals, 

18121-1, 18122-1 and 18123-1. Now, the te:cn °IP tenninal" refers to a 

tenninal which has the functions Of sending and receiving IP user 

packets. The IP tenn:inals 18150-l and 18151-1 are each via access 

cont:ro1 apparatuses 18143-1, 18144-1, and an ICS user logic 

ccmnunication line. The ICS network ccmm.mication line 18191-1 

connects the conversion unit 18181-1 with the access control apparatus 

18141-1, and the ICS network ccmmmication line 18192-1 connects the 

conversion unit 18182-1 with the access control. apparatus 18141-2. 

ICS user packet sent fran the LAN 18120-1 or LAN 18110-l is, 

upon a:r.ri.val to the access control apparatus 18140-1, !CS-encapsulated 

in order to receive one of the ccmmmication se.I.Vices of intra-

. corporation cammti.cation, inter-corporation cammrlcation, virtual. 

dedicated line connection, or ICS network server connectionr fol.lowing 

control of the i:equest identification values "l", "2" ii "3" or n4n 

listed in the conversion table 18195-1. Also, an ICS user packet sent 

fran the gateway 18172-1, upon arrival to the access control apparatus 

18140-1, is !CS-encapsulated .1n order to .:ceceive virtual dedicated 
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line cmm.micati.on service filling the control of the request 

identification °3° listed on the conversion table 18196-1, passes 

through the conversion unit 18181-1 via the ICS network cmm.mication 

line 18191-1, further passes through the FR network or ATM network 

18184-1, passes tbrough the conversion tmit 18182-1, passes through 

the ICS network ocmnunication line 18192-1, and is delive:ced to the . . 

access control apparatus 18142-1. For the FR network or A'lM network 

18184-1 here, fixed connection with the other party (PVC} which is a 

known art is used as the function Of the FR network or A'1M netwm:k. 

Thus, according to the above-described procedures, transfer 6f ICS 

user packets is :ceali.zed. 

<<Partial change to above embodiment: variation>> 

Description will be made with reference to FIG.90. As with ICS 

18000-1, ICS 18000-2 also include multiple access control apparatuses, 

and are connected with LANs and IP te.nninal.s through the access 

control apparatuses. The FR network or MM network 18184-1 :In FIG.87 

is replaced with FR network or A'IM networ.k 18200-1; the access control 

apparatus 18141-1, the conversion unit 18181-1, and the ICS netwoJ:k 

carmmication line 18191-1 are replaced with PVC interface conversion 

· unit 18210-2; tbe access control apparatus 18142-1, the conversion 

unit 18182-1, and the ICS network camumication line 18192-1 are 

replaced with PVC interface conversion unit 18220-2; and further, the 

gateways 18171-1 and 18172-1 are replaced with a gateway 18230-2. Now, 

in the event that a block 18200-2 is an FR network, the PVC interface 

conversion units 18210-2 and 18220-2 are functions for converting the 
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ICS user packet into the FR packet fm:mat, and reverse-converting 

thereof. In the event that 18200-2 is an A'IM netwol:k, the PVC 

interface conversion units 18210-2 and 18220-2 are functions for 

converting the ICS user packet into the A'lM frame foxmat, and reverse­

converting thereof. Transfer of ICS use packet acoording to this 

variation is realized by using the fl.mctioo.s of fixed connection with 

the other party (PVC) by the FR network or A'lM netwot:K. 

~t-16 (Ope.ration of ICS): 

Description will be made with reference to FIGs.91 and 92. The 

ICS 19000-1 incl.udes: VAN 19010-1, VAN 19020-1, access control 

apparatuses 19300-1, 19310-1, 19320-1 and 19330-1, relay devices 

19400-1, 19410-1, 19420-1 and 19430-1, inter-VAN gateway 19490-1, and 

server devices 19500-1, 19510-l, 19520-1, 19530-1 and 19540-1. Each 

server is provided with an ICS network address, ~d has a plurality of 

ICS network servers therein. These plurality of ICS network servers 

are distingni shed by port mm:xm; used with TCP cormnmication protocol 

or UDP cannunication protocol.. The access control apparatuses 19300-1, 

19310-1, 19320-1 and 19330-1 each include conversion tables 19301-1, 

. 19311-1, 19311-1 and 19311-1, each includes conversion table sei:vers 

19731-1, 19732-1, 19733-1 and 19734-1, and also inc.ludes danaiD. name 

servers 19741-1, 19742-1, 19743-1 and 19744-1, and also includes 

resource administration servers 19751-1, 19752-1, 19753-1 and 19754-1, 

the relay device 19400-1 includes a path infcn:mation server 19761-1 

and resource administration server 19755-1, the i:elay device 19410-1 
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includes a pa.th infomation server 19762-1, the relay device 19420-l 

includes a path infm:mation server 19763-1, the relay device 19430-1 

includes a path infaonation server 19764-1, the server device 19500-1 

includes a user service server 19711-1 and ICS authority server 19721-

1, the server device 19510-1 includes a governing resource 

administration server 19750-1 and goveming resource administration 

server 19760-1, the server device 19520-1 includes a user service 

server 19712-1 and ICS authority server 19722-1, the servei: device 

19530-1 includes an ICS network server 19980-1 which has an ICS user 

address "1200° and perfm:ms electronic librm:y services, and an ICS 

netwol:X server 19981-1 which has an ICS user address "1300" and 

perfOJJDS travel infanna.tion services, the server device 19540-1 

includes a goveming resource administration server 19720-1, gove:ming 

danain name se:cver 19740-1, govem.ing conversion table server 19730-1, 

and goveming user service server 19710-1. 

The above-described access control apparatuses, relay device, 

server devices, and VAN gateways are connected by the ICS network 

cannunica.tion lines 19040-1, 19041-1. 19042-1 and 19043-1, so as to be 

able to exchange infm:mation one with another using ICS netwo:dt 

· comm.mi.cation :function$. The server devices are fCmned by, e.g. , 

giving the ICS netwOI:k oanrunication function· to a carp.iter, with 

programs running therein for :real 1 zing server functions. 

A block 19110-1 is an FR netwo:Ik, and the conversion units 

19111-1 and 19112-1 are for perfonning interface conversion with the 

cxmmmication lines of tbe FR exchange network and the ICS 
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camu.mication lines transfer.ring ICS network packets. Also, a block 

19900-1 is an A'IM network, and the conversion units 19901-1 and 19902-

1 are for perfcmning interface conversion with the camumication lines 

of the A'lM exchange network and the ICS ocmnunication lines 

transfe:cring ICS netwo.t:k packets. 

In the enfbodiment, connected outside of the ICS 19000 are LANs 

19600-1, 19601-1, 19602-1, 19603-1, 19604-1 and 19605-1, and IP 

tenninals 19606-1 and 19607-1 hav:lng functions for sending and 

receiving ICS network packets. 

<<Hierarchical structure of the ICS network server>> 

Description will be made with FIGs.93 through 98. The gover.ning 

user server 19710-1 has superior controll:ing authority in instructing 

the user service servers 19711-1 and 19712-1 or requesting indivi.Cbral 

information reports, the meaning of superior controlling authority 

being illustrated in a tree-structure diagram in FIG.93. A block 

19811-1 is a canm.m.ication path for infcmnation exchange between the 

governing user service ser.ver 19710-1 and the user service sex:ver 

19711-1, and is canprised of ICS camamica.tion lines and re.lay device, 

am:mg others. The gover.ning resom:oe administration sex:ver 19720-1, 

the governing conversion table server 19730-1, the goveming dana.in 

name server 19740-1, the governing resource administration server 

19750-1, and tbe governing resoun:;e administration server 19760-1 are 

also the same, each being shown in FIGs .. 94 through 98 .. Now, in the 

present embod:iment, there are two layers in the tree-structure 

hierm:ob.y, but this can be increased to three or xoore layers by 
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increasing the name of access control apparatuses, relay devices, 

servers devices, etc., places within the ICS. The path infonnation 

service is provided with the ft:mctions of sending and receiving inside 

the ICS, a path table used by the relay devices and access control 

apparatuses. Tbe :r:esource administration sei:ver is provided with 

aCministration functions of keeping up en xoounting infomation or 

obstruction infotmation of the relay devices, access control 

apparatuses and server devices. 

<<Operation of ICS 19000-1 by ICS operator>> 

Tbe !CS operators 19960-1 and 19961-1 provide instructions such 

as operation start-up to, or request :ceports of individual infonna.tion 

fI:an, the goveming user service server 19710-1, the gove.ming 

conversion table server 19730-1, the governing :cesource administration 

server 19750-1, and the goveming resource administration server 

19760-1, thereby facilitating operation of the ICS 19000-1. 

<<Operation of res 19000-1 by ICS authority>> 

The ICS authority 19950-l provides inStxuctions such as the 

operation start-up to, or request reports of individual infcmnation 

fran, the goveming :resource administration sex:ver 19720-1 and the 

goveming danain name server 19740-1, thereby facilitating 

administration of addresses and the like used in the ICS 19000-1. 

< <SOcket IlUUtler and server>> 
The ICS servers each have ICS user addresses and ICS network 

addresses, tut an addition to the other entxxiimants is that the above 

servers have, in addition to ICS netwm:k addresses, port nunibe.rS 
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stipulated by TCP or UDP canrunication protocol. That is, ea.ch of the 

afcmanentioned se:r:vers is identified by a 32-bit ICS netwo:rk address 

and a 16-bit port Iltlliler, making for a value with a total of 48 bits 

(this being refer.red to as "socket number") • Each sez:ver includes 

programs which have peculiar functions operating Within the ICS 19000-

1, and further, there are servers aIOOll9 these which have "operating 

interface", as described later. Now, the "operating interface" is a 

function Wh:i.cb. perfo.rms exchange of infonna.tion, and sen.dS · and ·· 

receives instructions such as operation of the various server 

functions or start-up or ope.ration, with the operator via a keyboard 

or the like. :Each server pi:ovides access control apparatuses or relay 

devices, for exarpJ.e, with ICS network add:tesses, applies differing 

port numbers to the plurality of programs within these devices (i.e. , 

servet:S) , distinguishing by the socket number. As described in the 

embod:iments, each server bas ICS network camu.mica.tion functions, and 

can exchange infonnation one with another using the ICS netwm:k 

addl:ess and the port numbers. 

<<Registration 1 to ICS of user: Inter-corporation ccmmmication and 

ICS network server>> 

Description will be made with I"eference to FIG. 91, FIG. 92 and 

FIG.99. An applicant 19200-1 to the ICS 19000-1 applies to the ICS 

receptionist 19940-1 for ICS membership (procedure PlOO). The 

•Application reception data0 is a usage item of ICS wherein the ICS 

user address, the ICS netwo:rk address, and the ICS name has been 

deleted, and is carprised of, e.g., request identification 
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(olassification of intra-cm:poration camnmication, inter-cox.poration 

ccmmm:i.ca.tion, Virtual dedicated line conneotion, or ICS network 

server oam.ection) , ocmm:mication band oondi.tions such as speed class 

and priority. billing conditions, open-zooe connection conditions, 

payment method, name and address of user (personal ID data}, signing 

conditions, enc:cyption conditions and so on. 

The ICS receptionist 19940-1 enters the above "application 

reception data" to the user service server 19711-1 via the "operating 

interface11
, and stores tbe •application reception data" in the user 

database 19611-1 (procedure PllO). Next, the user service server 

19711-1 :cequests of the ICS authority server 19721-1 the ICS user 

address, ICS network address and ICS name, using the res netwoxk 

ccmmm:i.ca.tion :Eunctions (pcocedures Pl20). The ICS authority server 

19721-1 appropriates the requested aforementioned ICS address and ICS 

name using the ICS network addI:ess appropriation record table 19622-1 

(FIG.100) and the ICS user address appropriation reco:td table 19623-1 

(FIG.101) stored within the database 19621-1 (procedure Pl30), stores 

the appropriation results in the afore.mmtioned appropriation tables,, 

and further retums the appropriation results to the user service 

server 19711-1 {procedure Pl40). The user service server 19711-1 

stores the appropriation results obtained fran the ICS authority 

server 19721-1 in the user database 19611-1 (procedure Pl50). 

FIG.100 is an example of the ICS netwm:k. address appropriation 

reoord tab1e 19622-1, and in the first line Of this table there is an 

example which states beforehand that an ICS network address "7700" has 
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been appropria.ted to ICS logic te:an:1nal. identifying code LT-001 of the 

node identifying code ACU-1, that the appropriate identifying code is 

user-1, that the date of appropriation is April l, 1998, and that the 

node identifying code AC0-1 points to the access control apparatus 

19300-1. Also, in the third line of this table t:hme is an example 

which states beforehand that an ICS netwo?X address "6930" has been 

appropr.iated to port nmi:>er "620" Of the node identifying code SVU-1, 

that the appropriate identify1ng code is Sc-001, that the aate Of 

a.ppropl:iation is February 1, 1998, and that the node identifying code 

SW-1 points to the server device 19530-1. 

FIG.101 is an example of an ICS user address appropriation 

record table, and in the first line of this table there is an example 

which states that the ICS name addl:ess 114610" has been appropriated 

w:ith an ICS name (also called an ICS danain name) of 

11ddl.ccl.bbl.aal.jp11 
I that the request identification value is 11 2 11 

I 

that the appropriate identifying code is user-1, and that the date of 

appropr.iation is April 1, 1998 • Further I in the fourth µne of this 

table there is an exampl.e which states that the ICS name address 

•1200• has been appropriated with an ICS name of 0 .rrl.qq.pp.jp", that 

the request identificaticn value is n 411
, that the appropriate 

identifying code is sv-001, and that the date of appropriation is 

February 1, 1998. 

The user ser:vice server 19711-1 provides infomiation to tbe 

conversion table se:cver 19731-1 via the ICS network camumication 

:functi.on so as to write the application contents of the usage 
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applicant 19200-1 and the obtained !CS network address into the 

conversi.on table 19301-1 in the access control apparatus 19300-1 

(procedure Pl60). ibe contents to be provided are: transmitting ICS 

netwol:k address, sender ICS user address, request identification, 

speed class, priority, signing conditions, enccyption conditions, 

open-zone class and so on. Al.so, in the event that the aforementioned 

ICS netwox:k address and ICS user address have a xequest value of 112 11
, 

i.e. , 1nter-co:cporation ccmrDiu.cation, registration is mae as 

transmitting ICS netwol:k address and Sender ICS user address. In the 

event that the request value is 0 4 °, i.e. , ICS network server, 

registration is made as receiving !CS network address and receiver ICS 

user address. The conversion table server 19731-1 adds the above 

contents to the conversion table 19301-1 {procedures P170}. The 

receiving ICS network ad!tress and the receiver ICS user address are 

not registered in the conversion table 19301-1 at this time, but are 

registered in the conversion table 19301-1 at the time of 

"registration of other party of camnmication", later described in the 

present embodiment. 

Next, the conversion table server 19731-1 notifies the ICS 

dana:in name server 19641-1 of the ICS network address, the !CS user 

address and the ICS name (procedure Pl80}. The ICS dana.in name server 

19641-1 writes the above received ICS network address, ICS user 

address and ICS nane :In the database therein and stores them 

(procedure Pl90), and reports carpletion of writing to the conversion 

table server 19731-1 (procedure P200) . The conversion table server 



164 

19731-1 confiJ:lns this report (procedure P210), reports canpletion of 

the series of procedures to the user service server 19711-1 (procedure 

P220) , the user service server 19711-1 confimls this report (procedure 

P230), and info:ms the usage applicant of the appmpr.i.ation results, 

name1y, the ICS user acdress and ICS name (procedure P240) • 

Incidentally, the ICS netwoIX address is used only within the ICS, so 

the usage applicant is not notified of this. In the event that the 

D!q'llest value is 0 4", i.e., ICS netwm:k server, the user se:r.v1ce 

se::cver 19711-1 notifies all C9IlV8rSion table servers within the ICS 

19000-1 at the time of the procedure Pl60, and requests registration 

to the Conversion table of all ac.cess control apparatuses. 

<<Re-writing administration of conversion table by govem:ing 

conversion table server>> 

Description will be made with reference to procedures 800 

through 960 to the bottan of FIG.99 and FIG.91, FIG.92, FIG.95. The 

goveming conversion tabl.e server 19730-1 instl:ucts the conversion 

tab1e server 19731-1 to re-write the contents of the conversion table 

19301-1, e.g., speed class priority, transmitting ICS network address, 

a part or all of other items in the conversion table (procedure PBOO), 

and the conversion table server 19731-1 changes the contents of the 

conversion table 19301-1 according to the .inst:r:uctions {prooedure 

P810) • Also, the danain name server 197 41-1 is insttucted to re-write 

the ICS network address and the like (procedure P820) , the danain name 

server 19741-1 follows the instructions and updates the internal table 

(procedure P830), reports tbe results to tbe conversion table server 
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19731-1 {procedure P840), the conversion table server 19731-1 confinns 

(procedure PSSO) , and reports to the governing conversion table server 

19730-1 (procedure P860) • Also, the governing cmversion table server 

19730-1 instructs the user service server 19711-1 to re-write the 

contents Of the user database 19611-1, such as speed class, ICS 

netwol:k addl:ess, etc. {procedure P900) , and the user service server 

19711-1 follows the 1nst.ructions and updates the contents of the user 

database 19611-1 (procedure P910). Also, the ICS netwoDt addresses, 

ICS user address, and ICS names which have becane unnecessary to the 

ICS authority server 19721-1 are retumed, or new requests are made 

(procedure P920), the ICS authority server 19721-1 follows these 

instr::uctions and updates the ICS network address appropriation record 

table 19622-1 and the ICS user address appropriation record table 

19623-l (procedure P930), reports the results thereof to the user 

service server 19711-1 {procedure P940), the user service server 

19711-1 confi.Dns the report (procedure P950), and reports to the 

governing conversi.on table server (procedure P960) .. 

In the above description, an a:crangement may be used wherein 

first, tbe governing conversion table server 19730-1 calls up the user 

· service server 19711-1 and pm:fcmns the aforementioned procedures P900 

through P960, and then secondly calls up tbe conversion tabl.e server 

19731-1 and per£mms the aforementioned procedures PSOO through P860. 

With such an arrangenent, the ICS operator 19960-1 instructing re­

writing of the contents of the access control tabl.e to tbe goveming 

conversion table server 19730-1 enables exchanging of the conversion 
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table within the access control apparatus and the address infonnation 

related thel:eto with danain name se:cvers and ICS authori.ty servers 

which have administration, thereby facilitating ease of re-writing 

management of the contents of a conversion table With consistency, 

i.e., ease of updating manageman.t of. all conversion tables with:in the 

access central apparatuses with:in the ICS 19000-1. 

<<Registration of other party of camn.mication>> 

FIG.105 will be described. A usage applicant for the ICS 19000-1 

applies for registration of other party of ccmmmication to the ICS 

i:eceptionist 19940-1 along with the danain name of the other party of 

carm.mication (procedure P300) • The ICS receptionist 19940-1 receives 

the danain name of the other party of carm.mication {procedure P310) , 

and sends it to the conversion table server 19731-1 {procedure P320). 

The conversion table server 19731-1 exchanges infozmation with tbe 

domain name servers 19740-1, 19742-1, etc. (procedures P330 and P331), 

obtains the ICS network address and the ICS user address ooi:responding 

with the danain name of the other party of ccmm.mication regarding 

which there was inquiry, updates the contents of the conversion table 

19301-1 (procedure P340) , and reports the results {procedures P350 and 

.. P360). The updated results are shown to the conversion table 19301-2. 

The ICS network address obtained here is registered in a conversion 

tabl.e such as shown in FIG.106 as a receiving ICS netwoxk address, and 

the res user address obtained here is registered as a receiver ICS 

user address. Incidentally, in the case Of an ICS network server, the 

spaces far the ICS netwm:k address and the ICS user address remain 
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blank. 

<<Registration 2 to ICS of user: Intra-corporation ccmnunication and 

virtual dedicated line>> 

Desoriptioo. will be ma.de with reference to FIG.107. The· 

diffe:cence with intra-corporation ccmmmication as carpared to the 

above inter-cxn::poration cannunication is that an ICS user address is 

handed in and an ICS name cannot be used, accordingly, there is no 

appropriation of the res names, 8nd tbe:ce are no p:rocedm::es for using 

!CS names (procedures PlBO,. Pl90 and P200) • First, an applicant 

19200-1 to the ICS 19000-1 applies to the ICS receptionist 19940-l for 

ICS membership {procedure P400). The "Application reception data" is 

a usage item of ICS wherein the ICS network address and the ICS name 

has been deleted, and is canprised of, e.g. , ICS user address, request 

identification (classification of intra-corporation camrnication, 

:inter-coz:poration ccmmm:i.cation, virtual dedicated line connection, or 

ICS netwoDt server connection) , speed c1ass and priority, etc. , the 

same as with the previous .inter-corporat:i.On camamication. The ICS 

user address further shows a pl.ural.ity of pairs for both sender ICS 

user addl:ess and receiver ICS user address. Also, ·in the case of a 

e virtual dedicated line camection, the sender IC:S user addl:ess and the 

.receiver ICS user address are not shown; this is what is different as 

carpared to the intra-corporation camnmication. 

The ICS applicant 19940-1 enters the above "application 

reception data" to the user service server 19711-1 via the "operating 

interface11
, and sto.res the "application reception data11 in the user 
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database 19611-1 (procedure P410). Next, the user service server 

19711-1 requests of the res authority server 197231-1 the ICS user 

address, the res network address and the ICS name, using the ICS 

netwoJ:k ccmnunication :ftmction (procedures P420). The ICS authority 

server 19721-1 appropriates only the ICS netwol:k address as with the 

above procedure Pl30 (pcocedm:e P430) ~ recoms the appropriation 

results in the aforementioned appropriation tables, and further 

xetums the app:roJ>riation results to the user service server 19711-1 

(procedure P440) • '!be user service ser:ver 19711-1 stores the 

appx:opriation results obtained f:ran the ICS authority server 19721-1 

in the user database 19611-1 (procedure P450). 

The user sei:vice server 19711-1 notifies the conversion table 

server 19731-1 Of the application contents and the obtained ICS 

network address (procedure P460), the conversion table server 19731-1 

adds the above contents to the conversion table 19301-1 (procedure 

P370), and reports carpletion Of registration (procedures P480 and 

P495) • FIG.108 shows and exanpl.e of registration to the conversion 

table 19301 of the intra-cm:poration carmmication and the virtual 

dedicated line. 

· <<Description Of danain name server>> 

An example of 4-layer h:i.eran:hy will be described with reference 

to FIG.109 and FIGs.110 to 112, regarding the procedures P330 and P331 

regarding the danain name server in the description of FIG.105. The 

ICS network address of tbe internal table 19600-1 of the danain Dam 

sex:ver wb1ch. is the object of the dmein name 11root11 is "9500", and 
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danain names ft al II I "a2" I H a3 If and SO forth exist below I indicating I 

e.g. , that the ICS netwoIX address of the danain name server which 

handles the danain name "al" is "9610", and the port nunt>er is "440". 

'l!le re; network addI:ess of the intemal table 19610-1 of the danain 

name server which is the object of the danain name "al" is 11961011
, and 

dcma:1n names "bl", "b2", "b3" and so forth exist below, :indicating, 

e.g. , that the ICS netwmX addr:ess of the danain name server which 

bandles the dana:in name "b2" is "9720", and the port number is 11 440" .. 

The ICS netwoIX address of the internal tab1e 19620-1 of the 

danain name server which is the object of the danain name "bl" is 

•9720•, and dana.in names 0 c4•, "c58
, "c6" and so forth exist below, 

indicating, e.g. , that the temrlnal space for the daDa1n name "c5" is 

YES, meaning that there are no mxe danain names below, and that; in 

this exatll>le, the ICS netwoI:k address Of the ICS name "c5.b2.al." is 

"9720", and that the ICS user address is 11451011
• Also, the record of 

the internal tab1e 19620-1 of the danain name sm:ver, i.e., the ICS 

name (ICS dana:in name), the ICS network address and the ICS user 

address "4610" are considered to be one group of data and .referred to 

particularJ.y as a "resource :record" of the dana1n n.ama server. 

· <<Cal J; ng dana:in name servers>> 

With .reference to FIG.113, description will be made i:egarding 

the procedures in which. the conversion table server 19630-1 cal 1 s the 

danain name servers 19640-1, 19650-1 and 19660-1, and searches for the 

ICS network address and the ICS user address co:c:esponding with the 

Cbnain name "cs. b2 .al. n. The conversion table server 19630-1 enters 
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the danain name 11c5.b2.al." in the resolver 19635-1 in the oonversion 

table. '!'he resol.ver 19635-1 sends the ICS packet 19641-1 incl.uding 

8 al" to the ICS dana.1n name set:Ve't' 19640-l, and an ICS packet 19642-1 

including an ICS netwo.IX address 119610" of the ICS danain name server 

for •ai • is returned. Next, The resolver 19635-1 sends an ICS packet 

19651-1 including •b2 11 to the ICS dana:in name server 19650-1, and an 

ICS packet 19652-1 including an ICS network address "9720 11 of the ICS 

danain name server for •b211 is retumed. 

Next, the resolver 19635-1 sends an ICS packet 19661-1 including 

"c5" to the ICS danain name server 19660-1, and an ICS packet 19662-1 

including an ICS network address "9820" for "cs• and an ICS user 

address "4520" is retumed. According to the above procedures, the 

oonvecsion tabl.e server 19630-1 obtains an ICS network address 0 9820° 

and an res user address 114520" coxresponding with the danain name 

11c5.b2.al. •. 

<<Re-writing of conversion tabl.e f:ran an IP terminal.>> 
Description will be made with .reference to FIGs .114 and 115. An 

ICS user packet including the damin name "cs. b2 .al." is sent fJ:an the 

IP temdnal. 19608-1 to the conversion tabl.e server 19731-1 (procedure 

• PSOO). '!!le conversion table server 19731-1 makes inquiry to the 

danain name server (procedure P510), the danain name server searches 

and obtains the ICS netwoIX address 11 9820" and the ICS user address 

"4520" cox:responding with the danain name 0 c5.b2.al." (procedure P520). 

and i:etums this to the conversion table server 19731-1 (procedure 

P530), the conversion table server writes this to the conversion table 
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19301-1 (procedure P540), and reports to the IP te:ani.nal 19608-1 

(procedure P550) ~ In these procedures, the ICS network address "9820" 

is written into the conversion table as a receiVing network address, 

and the ICS user address 11452011 as a i:eceiver ICS user adaress, the 

m-written conversion table being shown in FIG.103. Incidentally, 

FIG.103 anits the items listed in the conversion table corresponding 

with the request identification included in FIG.102. 

Next, the IP te:i:m1.na.l 19608-1 sends an ICS user :Packet to the 

conve:csion tabl.e server 19731-1, :including specificatian for changing 

the speed class to •211
, with regard to the registered contents of the 

conversioo. table 19301-lX (procedure P600). The conversion table 

server 19731-1 :i:e-writes the registration contents of the conversion 

tabl.e 19301-lX so that the speed class is 11211
, according to the 

specification (procedure P610}, and reports to the IP tenninal. 19608-1 

(procedure P620) • The conversion table :i:e-w.ritten by these procedures 

is shown as 19301-Y {FIG.104). 

<<Moving a tenninal. between access cont.ml apparatuses>> 

As can be seen f:can the embodiment of the ICS user address 

appropriation recom table 19623-1, the first line of this table 

· approprl.ates ICS name •ddl.ccl.bbl.aal.jp" to the ICS user address 

"4610", and holds the ICS user address and the IO> name. For exanple, 

in the event that a te:i:m1.na.l 19608-1 (FIG. 91) bav:ing an ICS user 

address "4610" is moved fran the access control apparatus 19300-1 to 

the access control apparatus 19320-1 (FIG.92), and in the event that 

this temd.nal is appropriated a new ICS network address n7a2111 for 
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exarrple, the conversion table has registered therein a transmitting 

ICS network address "7821" and a sender ICS user address "4610" as a 

pair .. In this case, the ICS name "ddl.ccl.bbl .. aal.jp0 is paired with 

the ICS user address •4610" as stipulated by the ICS user address 

appropriation recom table 19623-1, and tbe ICS name is not changed. 

The resource recom cu1prised of the res name •ddl.ccl.bbl.aal.jp" 

within the danain name server, the ICS netwo.IX address "7700". and the 

ICS user address • 4610°, is changed to that having the ICS name 

"ddl.ool.bbl.aal.jp", the ICS networlt address •1a21" and the ICS user 

address 0 461011
• That is, the ICS networlt address 0 7700" is re-written 

to another address "7821°, but the ICS name 0 ddl.ccl.bbl.aal.jp" and 

the ICS user address 0 4610° are not re-written. Sumnarizing this, the 

resource record of the dana1n name server and ICS user address 

appropriation record table of the ICS authority server hold the ICS 

user address and the ICS name, and there is no case in which only one 

is changed. Accordingly, in the event that a temti.nal is mJVed 

between access control apparatuses, there is no need to change the ICS 

user address and ICS name of the tenn:inal. 

(other embodiment: detemdnation of ICS user address by the user) 

This is an ar.ranSement wherein the above embodiment has been 

changed so that the user detennines the ICS user address. That is, 

when the user (usage applicant 19200-1) applies to the ICS 19000-1, an 

ICS user address is added. The ICS receptionist 19940-1 includes the 

res user address in the application reception data. Also, the ICS 

authority server 19711-1 stores the res user address that the user has 
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applied for in the res user address appropriation record table 19623-1. 

According to the above net:hod, the user can detemli.ne his/her own ICS 

user address, thus increas:ing freedan of usage. 

Embod:imant-17 {cal 1 i ng other party of ccmmmi.cation by telephone 

number): 

The present embodiment shows an exan:ple wherein using the 

telephone number as the ICS danain name allows sending and receiving 

of ICS user IP packet with the other party of cxmmmication, in which 

digitized voice is stored within the user IP packet, thereby 

faci J j tating public canmmication using a telephone. In the present 

embodiment, description will be made with i:efemnce to the example 

whe:J::em the telephone number 81-3-1234-5678 in Tokyo, Japan, is viewed 

as being danain name 8 5678.34.12.3.81. If Here, •3 11 indicates Tokyo, 

and 118111 indicates Japan. 

Description will be maae with reference to FIG.116. An ICS 

20000-1 includes access control apparatuses 20010-1, 20020-1 and 

20030-1, x:eJ..ay devices 20080-1 and 20090-1, danain name servers 20110-

1, 20120-1, 20130-1, 20140-1 and 20150-1, and tbe access control 

· apparatus 20010-1 includes line portion 20011-1, a pi:ocessing device 

20012-1, a conversion table 20013-1 and a conversion. tabl.e server 

20040-1. The conversion table server 20040-1 is within tbe acx::ess 

control apparatus 20010-1. and an ICS network address of 117800" and 

port nuniJer of "600" are appropriated. The conversion tabl.e server 

20040-1 is provided with an ICS user address "4600" f:mn outside of 
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the ICS 20000-1, and appears to be an ICS server having tbe functions 

of ca:xve.rting an entered danain name into an ICS user address and 

retuming, and also :cegistering the ICS netwmk address in tbe 

conversion table 20013-1 within the access control apparatus 20010-1. 

A block 20210-1 is a LAN, blocks 20211-1 8nd 20300-1 are both IP 

terminals having the functions of sending and recei.ving ICS user 

frames, each having ICS user addresses "4520" and •1200•, and are 

connected to the ICS 20000-1 via the ICS user logic camtunica.tion line. 

IP te.nninal 20300-1 can be used as a telephone and thus is :referred to 

as an "IP telephone .... The IP telephone 20300-1 includes a telephone 

number input unit 20310-1, IP address acctmlla.ting unit 20320-1, voi.ce 

data sending/receiving unit 20330-1, input buttons 20340-1, and voice 

input/output unit 20350-1. 

<<Obtaining ICS user address by telephone number>> 
The telephone nurrt>er "1234-5678" is entered into tbe telephone 

number input unit 20310-1 by the input buttons 20340-1. The telephone 

nuoi>er input unit 20310-1 generates the ICS user packet P1201, and 

delivers this to tbe access control apparatus 20010-1 via the ICS user 

logic camunication line. Here, the ICS user packet is the sender ICS 

. user address 111200° and the .receiver ICS user address 11 4600", and the 

telephone number "1234-5678" entered by the input buttons 20340-1 is 

:included in the data. The processing device 20010-1 looks at the 

conversion table 20013-1, and sends the ICS user packet P1201 to the 

conversion tab1e se:cver 20040-1 indicated by the ICS user address 

"4600•. Also, in the present embodiment, the conversion table server 
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20040-1 is within the access control apparatus 20010-1, so there is no 

need to user ICS netwol:k camumication functions. Based on the 

telephone nu:nber nU34-5678n included in the data field of the ICS 

user packet, the conversion table server 20040-1 sequentially contacts 

danain nama servers 20130-1, 20140-1 and 20150-1, and obtains the ICS 

network address n792011 and the !CS user address "4520" of the temd.nal 

20211-1 of the other party of ccmmmication :in the event that the 

teJ.ephone number "U34-5678n is viewed as a dana:in na:ne. 

Next, the conversion table server 20040-1 creates a conversion 

table new item 20030-1 using the two addresses "7920" and n452011 

obtained here, generates an ICS user packet Pl202 for the ICS user 

address "4520" and writes the ICS user ad.dress "4520" therein and 

sends it to the IP telephone 20300-1. The IP tel.epbone 20300-1 

canbines the ICS user address "4520° contained :in the received ICS 

user packet Pl202 with the telephone number .. 1234-5678° :regarding 

which inquiry has already been made, and stores these in the IP 

ad.dress storage unit 20320-1, and uses it at a later day at the point 

that the ICS user address "4520" corresponding with the telephone 

nunt>e:r "1234-5678° becanes necessacy. The aforarentioned conversion 

. table new item 20030-1 cox:rela.tes the IP telephone 20300-1 having the 

ICS network address 117820° and the ICS user address "1200" with the 

destination temd.nal 20211-1 specified by the telephone number "1234-

5678". The conversion table new item 20030-1 is used as a new 

CCJllX>IlSD.t of the conversion table 20013-1. 

<<carmunication using ICS user address>> 
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Voice is inputted f:can the voice input/output tmit 20350-1, the 

voice is converted into digital data at the voice data 

sending/receiving unit 20330-1,, stored in the ICS user packet Pl210, 

and sent to the destination specified by the telephone nmt>er •1234-

5678", i.e., to the te:cm:inal. 20211-1 detemined by the ICS user 

address n 4520•. After this, telephone canm.mication is perfcmned by 

sending and receiving !CS user packet between the two tetminal.s 20211-

1 and 20211-1. 

<<Detailed description of dmain name sez:ver>> 

Regarding the above description, the method of the conversion 

table server present:fng the tel.ephone number •1234-5678n to the danain 

name server and obtaining the ICS network address •792011 and the ICS 

user a.adress •4520• will be described in detail. 

FIG .116 is diagram illustrating an embod:imen.t of a 6-1.ayer 

hierarchy "danain name tree", with :root danain name •root-tel• being 

provided on Level 1 of the tree, d.anain names 11 l n ••• n 44.. . .... 81" ... 

"90" • · • existing on Level 2 which is lower on the tree, and danain 

names ... "3 n ••• 0 6 n ••• for example existing on Level. 3 beneath danain 

name "81 n, and danain namras •.• n11 ", "12", 111311
, ••• for exaupl.e 

. existing on Level 4 beneath dana:in name •3°, and further danain names 

· · · •33•, 11 3411
, "35 ", · · · for exanpl.e existing on Level 5 beneath danain 

name n12", and danain nanes ••• •s677". "5678"' "5679 11 
••• existing on 

Level. 6 beneath danain name "34" • 

FIG.119 illustrates the internal table 20131-1 of the danain 

name server 20130-1 handling the danain na:ne "3", and indicates that, 
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e.g. I tmder dartain name n3n the danain server 20140-l which handles 

danain name "12" bas an ICS network address of 118720" and a port 

number of "440". FIG.120 illustrates the internal table 20141-l of 

the danain name server 20140-1 handling the dana1n name 0 12•, and 

indicates that, e.g., under danain name "12" the dana1n server 20150-1 

which handles dana1n nane n34• has an ICS network. address of 8 8820" 

and a port number of "440". Also, FIG.121 illustrates the internal 

table 20151-1 of the danain name server 20150-1 handling the dmiain 

name n12• .. and indicates that the endpoint for the danain name "5678" 

in the internal table 20151-1 is YES, meaning that there are no roore 

danain names below, and in this example, the ICS network address 

co:r.r:esponding to the danain name "5678.34.12.3.18.• is "8920°, and the 

ICS user address thereof is n 4520 n • 

<<Cal 11 ng dana:i.n name seI:Ver> > 

W:i.th reference to FIG.122, description will be made of the 

procedures for the conversion table server 20040-1 caJ ling the danain 

name servers 20130-1, 20140-1 and 20150-1, and searohing for the ICS 

netwm:X address and the ICS user address corresponding with the datlain 

name "5678.34.12.3.81.". Now, the resolver 20041-1 has the:r:ein the 

ICS network address of a danain name server handling the Level 1 

danain ".root-tel" sbown in FIG.119. Also, in the event that there is 

a great deal of ccmmmication with the dana:ln name server which handle 

the Level 2 and Level. 3 dana:ins, the ICS network aaaresses of the 

upper domain name sei:vers thereof are stared in the resolver 20041-1. 

The conversion table sei:ver 20040-1 .inputs dana:in name 
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•s678.34.12." into the internal resolver 20041-1. The resolver 20041-

1 bas the ICS netwm:k addl:ess •a610" of the server handling the danain 

name "3.81. 11 which indicates "81" for Japan and "3" for Tokyo, and 

sends an ICS packet 20135-1 including the dana1n name •12• which is 

tm.der the danain name "3" to the ICS danain name server 20130-1 using 

the ICS network cammu.cation function, :in response to wbicb an ICS 

fraRE 20136-1 including the ICS network add1:ess "8720" of the ICS 

dana1n name sm:ver 20140-1 which handles the dana1n nane •12~ is 

returned. Next, the resolver 20041-1 sends an ICS packet 20145-1 

including the dana1n name •34• to the ICS dana1n name server 20140-1, 

in .response to which an ICS packet 20146-1 including the ICS network 

address "8820" of the ICS danain name server 20146-l which handles the 

danain name "34 n is :returned.. 

Next, the resolver 20041-1 sends an ICS packet 20155-1 including 

the dana.in name 0 5678" to the ICS danain name server 20150-1. in 

response to which an ICS packet 20156-1 including the ICS network 

address •7920° and "ICS user address 4520" of the ICS danain name 

server 20156-1 cor.responding w:i..th the &main name "5678" is retm:ned. 

According to the above procedures, the conversion table 20040-1 

* obtains the ICS network address "7920 8 and the ICS user address "452011 

car.responding to the danain name "5678.34.12.3.81 .. ". 

<< Telephone line connection >> 
There is a telephone line conversion unit 20510-1 w:i.thin the 

line portion 200011-1. and the telephone 20520-1 is connected to the 

telephone line conversion unit 20510-1 via the telephone line 20530-1. 
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The telephone line conversion unit 20510-1 bas the sare function as 

those described in tbe other embodiments, and generates an res user 

packet sorted in the data field, as will as converting voice sent :fnm 

the telephone line 20530-1 into digitized voice. Also, ICS user . 

packet which is sent in reverse, i.~. , :Eran the ICS network to pass 

thmugh the access control line portion, have the digitized voice 

stored therein converted into analog voice in the telephone line 

conversion unit 20510-1, or in the event of an ISON line, caiverted 

into digitized voice. According to such an arrangement, the IP 

teoninal 20300-1 provided with an ICS dana1n name and the telephone 

20520-1 can perfonn cammrl.cation by tel.ephone voice. 

{Connecting to a public telephone netwmk) 

Further, the telephone line conversion unit 20510-l and the 

private exchange 20600-1 are connected by a telephone line 20530-2. 

Telephones 20520-2 and 20520-3 are connected with a private telephone 

line 20540-1 extending fran the private exchange 20600-1, and a 

telephone ccmm.m:Lcation can be carried out between the telephone 

20520-2 and tbe telephone 20300-1. Also, connection can be made via 

the private exchange 20600-1 to public telephone networks/ 

e intemational telephone networlt. 20680-1. SUch an arrangement enables 

the telephone camu.mication between the telephOnes 20520-4 and 20300-1. 

:EmbodiIIEnt-18 {IP tenninal capable of connecting to plural access 

control apparatuses) : 

The present erilod:iment does not fix the IP tenn:inal having the 



180 

:functions for sending and receiving ICS user IP packets to a specific 

access control apparatus; rather, it realizes an IP temlinal which can 

be roved and connected to other access control apparatuses and used, 

i.e., capable of roan:ing. Roaming is reaUzed based on the ICS danain 

name provided to the IP te.t:minal. 

<<Password transmission technique using cipher>> 

The present embodiment includes procedures for ciphering a 

secret password PW and send:ing it fran the sender {encoding 

(ciphering) side) to the receiver (decoding side) • First, a ciphering 

function Ei and a decoding function Di will be described. The 

ciphering function Ei is represented by y = Ei{kl, x), and the 

decoding function Di is represented by x = Di(k2, y). Here, "'y" 

denotes the eipbertext, "'x" denotes pla:in-text, "kl• and "'k2" are keys, 

and .. in represents cipher nUIIiJers ( i = 1, 2, .. •) detennining the 

secret key code and the public key code, including how the value of 

the cipher key is to be used. In the above, an arrangenent may be 

used wherein plain-text x' is ciphemd instead of plain-text x with x' 

= x II r (wherein 'r" is a randan nunber). and discarding the randan 

nurcbar r fn:m the plain-text x' upon decoding, thus obtaining the 

. plain-text x. Such an ar.rangenent generates a different ciphertext 

each time the same plain-text is ciphered, owing to the randan nuniber, 

and it is said that such is less susceptible to code cracking. 

(Exauple of cipher ntmilel: i = 1) 

<<Preparation>> 

The sender m discloses the danain name thereof (DNn) to the 
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pablic including the receiver. The receiver calculates Ktn = Hash-1 

(DNn) using the secret data catpreSSion function Hash-1, and hands 

over only tbe cipher key Ktn using a safe method so as to be urmoticed 

by a tbinI party. This exarrple is an example of using DES ciphering, 

and the sender hol.ds an "ciphering mdul.e DES-e" for realizing the 

ciphering function Ei, and a cipher key Km. The c:ipher key Km is a 

secret value which the sender and receiver share. The receiver has 

the "deccxling m:>duJ..e DF.S-d" for realizing the decoding function Di, 

and the data ccupression function Hash-!. What is used for the data 

cc:npression function Hash-1 is detennined separately for each cipher 

Il1Jl'd:)er. A data caup:cession :function is also referred to as a "hash 

function 11
• 

<<Ciphering by sender>> 

The sender sets the secret password PW as x = PW, and ciphers as 

y = DES-e(Km,. X) with tbe ciphering module DFS-e and tbe cipher key Km 

being held, thereby sending the ciphertex:t y and daaain name DNn. 

<<Decoding by i:ecei.ver> > 
The :ceceiver receives the cipbertext y and the danai.n name DN:n, 

calculates the secret cipher key Km as Ktn = Hash-l(DRn) using the 

. mceiver1 s secret data c'.::alpression function Hash-1, and the obtains 

the plaintext x as x = DES-d{I<m, y} using the decoding IOOdule. The 

plain-text xis password PW, and the :receiver can obtain the secret 

password PW. A third party does not know the data c.anpression 

function Hash-1 and thus cannot calculate the cipher key Km, and 

accordingly,. cannot calculate the secret passwm:d PW. In the above 
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embodiment, as stipulation of the cipher nunber i =3, the ciphering 

functions and tbe decoding functions can be replaced with ciphering 

fUnotions and decoding functions other than DFS code. 

(Exanple of cipher tl\JiltJer i = 2) 

<<P.ceparation>> 

The present exB111?le is an example of enploying RSA encoding, 

wherein the sender generates ciphering function y = X' m:xi n and 

de<xxling flm.ction y = ~ m:xl n. He.re, e ::/= d bOlds, the key d being a 

secret value. The sender hands to the receiver the discl.osable 

ciphering keys e and n, and ciphering roodule RSA-e for real 1 zing y = 
lf" m:Xi n. The sender holds the ciphering keys and the ciphering module 

RSA-e. The sender does holds neither the secret cipbering module nor 

secret data. On the other hand, the receiver holds n and the sec:ret 

key d, and the ciphering m:xlule RSA-e for reaJ 1 zing y = X3 rod n. 

<<Ciphering by sender>> 

The sender encodes the secret password PW, own dana.in name DNm, 

and time of sending {year/month/day/hour/minute/second) as x = PW llxl 

Iba (wherein xl: danain name DNn, and x2: year/rron:th/day/bDUr/ 

minute/second) and ciphers as y = ::emod n using the ciphering IOOdule 

• RSA-e, thus sending the cipbertext y. 

<<Decoding by receiver>> 

'lhe :receiver receives the cipbertext y and calculates x = "t- trod 

n using the decoding nVJdule RSA-d held beforehand and the decoding key. 

The :aasult is x = PW II x1 II x2, so the data which is at a certain 

position fJ:an the bead of x is used as the passwo.r:d PW. In the above 
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ciphering, danain name x1 and year/nmth/da:y/hour/minute/second x2 are 

used as randan ntmbers. A third party does not know the secret key d 

and thus cannot calculate the secret passwm:d PW. In the above 

embOdiment, as stipulations of the cipher nlJllber i = 4, the values of 

the cipher keys e, d and n can be cbanged. Also, as stipulations of 

the cipher nmi:>er i = 5, the RSA ciphering technique can be replaced 

with a different public key ciphering technique. 

<<Tenninal veri:ficaticn technique using passwcmi and .randan m:mt>er> > 
Description will be made rega:r;ding verification technique for 

detemti.ning whether or not the password PW used by a roaming temlinal 

agrees with the password registered in the verifying server. As 

prerequisite conditions, the verifying server of the verifying entity 

and the temrlna1 of the user to receive verification have a password 

PW that is secret to a tbird party, with a ciphering function E 

(whel::ein y = E(k, x), y represents ciphertext, k represents ciphering 

key, and x represents plain-text) • Specific procedures for tenninal 

verification will now be described. The teDn.i.na1 of the user to 

receive verification decides upon a randan nuniber R using appropriate 

means, calculates Yl = F(PW, R) using the password PW and function y = 

. F(PW, R) and sends both the randan nmt>er Rand the function Yl to tbe 

verifying entity. The verifying entity rece1ves the rand.an number R 

and the function Yl, and calcalates Y2 = F(FW, R) using the received 

randan mmiber R, the password PW held within, and the :function F, and 

checks whether or not Yl = Y2 holds. In the event that there is a 

match, verificat:i.on can be made that the owner of the temrlnal which 
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is being verified is using the oor.rect password PW, i.e ... verification 

of the te:r:m:f.nal can be made. In the above techni.que, an arrangemant 

in which tbe user to be verified cannot freely select the randan 

number R but rather the randan number R is restricted to depending on 

time Cc:::alleci a time randan nunt>er) further increases difficulty of a 

third party calculating the passwoi:d. Instead of the ciphering 

function used above, the secret data canpression function Hj may be 

used instead, for Yl, Y2 = (PW, R). 

<<OVerall configuration>> 

FIGs .123 and 124 illustrate an overview of the :roaming technique 

according to the present embod::lment, wherein the ICS 21000-1 includes 

access control apparatuses 21010-1, 21020-1, 21030-1, 21040-1, 21050-1 

and 21060-1, relay devices 21080-1, 21080-2 and 21080-3, verifying 

servers 21100-1, 21101-1, 21102-1 and 21103-1, danain name servers 

21130-1, 21131-1, 21132-1 and 21133-1, a user service server 21250-1 

and an ICS authority server 21260-l. The access control apparatus 

21010-1 is provided with a conversion table 21013-1, a conversion 

table server 21016-1, a registration server 21017-1 and a connection 

sex:ver 21018-1. The access control apparatus 21020-1 is provided with 

- a conversion table 21023-1, a conversion table server 21026-1, a 

registration sei:ver 21027-1 and a connection server 21028-1. The 

connection servers 21018-1 and 21028-l are provided with an ICS user 

aadress "6310°, and has the function to register access control 

apparatuses detem:i.ned as necessaxy to the IP tenninal, or to connect 

thereto. 
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The conversion table server 21016-1 bas a function for re­

writing the contents of the conversion table 21013-l, and the 

conversion table S81:Ve'C' 21026-1 bas a function for re-writing the 

contents of the conversion table 21023-1. Also, the LAN 21150-1 has 

an IP teDn1nal 21151-1, the LAN 21160-1 has an IP tetminal 21161-1, 

and a block 21171-1 is an IP temlinal.. A block 21200-1 is a portable 

roaming temlinal., and is identified by ICS dana:ln nane "cl.bl.al." 

provided uniguel.y within the ICS 21000-1. 

<<Application for use of roaming temti.nal.> > 
The owner of a roaming temdnal. 21200-1 indicates as an ICS 

usage applicant 21270-1 a payimnt method for the roaming tannina1 

21200-1, and applies to the ICS authority server 21260-1 via user 

service server 21250-1 for an ICS danain name and an ICS user address. 

The payment method represented by billing class "MNY", e.g. , in the 

event that MNY = 1, the charges are billed to the bane IP (i.e. , an IP 

te:oninal which is connected to the access contro1 apparatus in a fixed 

mmmer) , in tbe event that MNY = 2, the charges are paid accxm:ling to 

the recom of ·the verifying Server. '!he ICS authority server 21260-l. 

sets an ICS dana1n name "cl. bl. al. 0 for using the roaming tenninal 

. 21200-1, and an ICS user address •1200°. Further, in order to be 

connected to the access control. apparatus 21010-1 in a fixed manner 

and use it, the owner of the IP temli:nal 21200-1 applies for an ICS 

netwmk address to the ICS autbor.i.ty server 21260-1 via the user 

service server 21250-1. 'nie user service server 21250-1, upon 

obtaining the ICS netwol.'k address, makes a request to the conversion 
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table server 21016-1 to set the ICS network addt:ess "8115" and the ICS 

user address "1200" in the conversion table 21013-1. 

The ICS receptionist 21271-l embeds inside the interior 21201-l 

of the roaming tem:inal 21200-1 the following: ICS dana1n nane 

"cl.bl.at.•, ICS user address •120011
, special ICS address for roaming 

tei:minals (called "roaming special number•) 111000• , ICS user address 

"6300" for registration server, and ICS user address "6310" for 

connecting server, and further embeds inside the interior 21202-1 of 

the roaming teJ:m1nal 21200-1 tbe ciphering function Ei and decoding 

related data RPl. Now, RPl = Hj { dana1n name II RPO) II RPO (merein RPO = 

NMil!illj) holds, and the domain name is 11cl.bl.al.". MNY is the 

above-described billing class, "i 11 is a cipher number for typifying 

the cipher Ei, and "j" detenn:i.nes the type of Hash function Hj . Data 

carpression function Hj is a secret dedicated function used only by 

the veri.fy.ing server and the user service server. The user does not 

ho1d the data canpression function Hj, and doeS not even know Hj, and 

thus is incapable of generating code related data RPl. 

<<Registration procedure fJ:an bane IP temd.nal>> 

Description will be made with reference to FIG.127. The roaming 

• te:an:inal user connects the roaming te:anina1 21200-1 to the position of 

the bane IP tennina.l 21151-1. Next, the maming tennina.l user decides 

on a password (PW) and enters this fran the input unit 21204-lr and 

also generates an ICS user pa.Ck.et PKOl using the Ciphering :function 

and the coding-related data stored within the inner portion 21202-1, 

and sends it to the access control apparatus 21010-1 via the ICS user 
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logic canmmication line 21152-1 (procedures TlO). The destination of 

the ICS user packet PKO! is •6300" which points to the roam:Jng 

registration server, and includes own ICS danain name 11 cl. bl. al.• , 

cipher parameter PRl, ICS user address 111200 11
, expiration data 1198-12-

31", oiphertext 11y 11 which is tbe password that has been ciphered, •tg• 

(wherein tg = 1 in oI:der to display registration procedures), and 

11Yes• or "No" for roaming connection specification. The generation 

method eq;lloyed for the cipbertext •y• is the coding technique 

described earlier. For exanple, in the event that the cipher nuat>er = 

2, ciphertext "y" is generated. with y = 11! m:xl n {wherein x = PW II 

cl. bl. al. II year/rronth/day/hour/minute/second) • The access cxmtml 

apparatus 21010-1 looks at the conversion table 21013-1 and transfers 

the ICS user packet PKOl to the registration server 21017-1 with the 

destination 116300° (procedure Tl5}. The registration server 21017-1 

uses the danain name 11cl.bl.al. 11 to call the verifying server 21100-1 

(procedure T20) • Also, the rrethod by which the registration sel:Ver 

21017-1 calls the verifying server 21100-1 using the danain narre is 

the same as the method by which the carmection server 21028-1 calls 

the verifying server 21100-1 using the dana.in narre, the details 

. thereof being descr.ibed in detail later. The verifying server 21100-1 

checks the cxmtents of the received ICS user packet PKOl. and decodes 

the ciphertext 0 y" using the earlier-described technique, thereby 

calculating the password PW. For exanple, in the event that the 

cipher ntll1ber = 2, the ciphertext 0 y 0 is decoded with x = y4mod n. 

'lhi.s yields x = PW II cl.bl.al. llyear/xoonth/da:y/hour/minute/second, so 
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the password PW can be obtained. 

Next, the contents of the cipher parameter PPl is RPl = Hj 

( dana:in name II RPO) II RPO (wherein RPO = MNY II i II j) , so the verifying 

server 21100-1 uses the seeret Hash function Hj held within the 

verifying server 21100-1 and the obtained. danain name ncl.bl.al. 11 to 

calculate t = Hj ( daoa:i.n name II RPO) II RPO) , and checks whether or not t 

= RPl bolds for the received RPl. If it holds, judgment is passed 

that the danain nane "cl. bl .al. a, the hi 1 ling class MNT, and the 

cipher numbers "i 11 and "j11 have not been tampered with. '!he verifying 

server 21100-1 checks for excessive or insufficient :cegistration 

contents, and in the event that the contents are no.tmal, the 

mgistration results are registered in the verification table 21100-2: 

registration is not ma.de in the event there are insufficient 

x:egistration contents. 

This is illustrated in the verifying table 21100-2 in the line 

with the administration nlJl'lt)er 1, with the dana.:in name as 11cl.bl.al. n, 

cipher number 112", billing class (MNY) "l 11, value of calculated 

passwacd PW "224691", exp:ira.tion date "98-12-31", roaming connection 

of "Yes", i.e. , acceptance of a roaming connection. At the time of 

. generating the PKOl in procedure TlO, the aforemmtioned value of tg 

may be set to tg = 2 and :i:oaming cormection set to "No". The passwox:d 

will not leak to a third party, due to application of the above­

described ciphering method. Roaming registration is reported by 

passing through the registration server 21017-1 (procedure T30}, then 

the access control apparatus 21010-1 (procedure T35), and reported to 
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the roaming IP tex:minal (procedm:e T40) • Further, an ICS user packet 

for changing the value of the password PW with tg = 3 or changing the 

date of expiration with tg = 4 can be sent fmn the temd.nal 21200-1 

via the ICS user logic· c::amn.mication line 21152-1, after the above 

procedure T40 has been canpleted. Incidentally, a method which can be 

employed for changing the passwom involves specifying the prior 

password .. 

<<sending and receivmg user IP packet while traveling>> 
An exanple will be described regarding connecting a roaming 

tenn1nal 21200-1 to the access control apparatus 21020-1 and sending 

and .receiving of user IP packet between danain name "cl.bl.al. 11 of the 

roaming te.rminal. 21200-1 and the other party of canmmication with a 

dana:in name 1102. b2 .a2. ". Tbe user inputs the following fran the input 

unit 21204-1: the danain name "c2.b2.a2. 0 of other party of 

camllilication, •tg11 which has been set to tg = 5 for specifying 

sending and receiving of user IP packet, own password PW, and •5° 

which specifies the roaming connection period in days (represented by 

Tfi,) • The inside 21201-l and 21202-1 of the roaming temdnal 21200-1 

is used to this end. Also, the IP frane fliU.d 21203-1 is used for 

. generating, and sending and receiving ICS user IP packets PKOl, PK02, 

PK03, PK04 and so forth. 

Next, the roaming temd.nal 21200-1 generates a user IP packet 

PK02, and sends it to the access control apparatus 21020-1 via the ICS 

user logic ccmmmication line 21210-1 (procedure TSO). The user IP 

packet PK02 includes the sender danain name "cl.bl.al. 0 , receiver 
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danain name "c2. b2. a2. ", cipher parameter RP2 and connection period 

(represented by TTL). The cipher paraaeter RP2 is data cal.culated 

with the password PW and the inside 21202-2. That is, year/rrontb./day/ 

second •yy-mn-dd-sssss" is generated and used as a time randan number 

TR (TR= yy-mn-dd-sssss), and the clock of inside 21202-2 and the 

cipher :function Ei is used to calculate RP2 = Ei(PW, TR) IJTR. 

The access control apparatus 21020-1 receives the user IP packet 

PK02, obtains the ICS netwoDt address 11 7800" provided to the ICS logic 

tenninal, and since the request identification fi:an the conversion 

table 21023-1 is 0 4° and further the sender ICS user address written 

to the user IP packet PK02 is 0 1000° (i.e., roaming special nunt>er), 

the above ICS ne'b..Ul::k address "7800° is heJ.d, and is delivered with 

the ICS user packet PK02 to the connection server 21028-1 pointed to 

by the receiver ICS user address n6310" (procedure T60). The ICS 

network address 0 7800° obtained in this procedure will be used after 

the later-described process Tl30. 

<<Ftmction of connection sei:ver>> 
Next, the connection server 21028-1 calls the verifying server 

21100-1 using the dana.in name "cl.bl.al.", and transfers the danain 

o name •01. bl. al." and the cipher parameter RP2 to the verifying server 

(procedure T70}. The verifying server 21100-1 reads the val.ues of the 

password PW and c1pber Illli:>er wrltten ~o the verify.ing table 21100-2, 

and selects cipher function Ei and :reads the password PW. Next, the 

crl.pher parameter RP is RP2 = Ei(PW, TR) llTR, so the time randan number 

which is to the latter hal£ of the RP2 is used to calculate t = Ei(PW, 
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TR). In the event tbat the value of this tenporary va.ri.able t 

calculated here matches the first half Ei(PW, T) of the :received RP2, 

confinna.tion can be made tbat the password PW entered into the 

terminal 21200-1 is correct. The time function TR includes the 

year/m::mth/day (i.e., TR = yy-mn-dd-sssss), so t.mauthorized access can 

be discovered in the case that the received year/month/day does not 

match that time of processing. 

Next, tbe verifying ser:ver 21100-1 :ceports the following items 

written in the vart:fy:ing table 21100-2 to the connection server 21028-

1 (prooedure 'f80) : canpl.etion of roaming registration, bi 1 J 1 ng cl.ass, 

and verifying server cal 11 ng info.rmation (procedure TSO) • In the 

present eni:xldinent, the bi J 11 ng cl.ass is MNY = l, and the verifying 

server calling infcmnation is the ICS network address n7981" of the 

verifying server 21100-1, port nurriber "710" and administration number 

0 1 • of the verifying adm:inistration tabl.e. The connection server 

21028-1 presents the dana.1n name 0 cl.bl.al. n to the danain name server, 

requests the ICS user address and the ICS network address associated 

with the danain nane (prooedure T90) , and obtains the ICS user address 

"1200" and the ICS netwol:X address "8115° (prooedure TlOO). In the 

• sane way, the connection se:rver presents the danain name nc2. b2. a2. n 

to tbe danain name server, requests the ICS user address and the res 

network address associated with the danain name (prooedure TllO), and 

obtains the ICS user address "2500" and the ICS network address "8200" 

(prooedure Tl20) • 

Next, the connection server 21028-1 i.nfODDS the conversiqn table 
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server 21026-1 of the following (procedure Tl30): the ICS network 

address "7800" of the ICS 1ogic te:cminal. which has input the ICS user 

packet (held in procedure T60); the ICS user address "1200", ICS user 

address "2500", and ICS network address "8200", just obtained fran the 

danain name server; and also the cmpl.etion of roaming registration, 

billing class, and verifying server cal Jing infomatian i:eceived fI:an 

the verifying server 21100-L 

The convei:sian table server 21026-l writes tbe four addI:ess to 

the conversion table 21023-1 as received. The value of the request 

identification is •10•, treaning inter-cm:poration ccmmmication by 

roaming. In tbe event that the billing class is !fiY = l, the ICS 

network address 118115" and the ICS user address •1200" just obtained 

£ran the danain name server are fm:warded to the bi 1 Jing notification 

destination of the conversion table 21023-1. Al.so, in the event that 

the billing cl.ass is MNY = 2, verifying server cal Jing infannation is 

fozwarded to the bi 11 ing notification destination of the conversion 

tabl.e 21013-1. Further, n5u which specifies the roaming connection 

period in days is also written to the conversion table 21013-1. When 

the writing to the conversion tabl.e 21023-1 is cat'pleted, the 

v conversion table server 21026-1 reports the results to the connection 

server 21028-1 (procedure T140) . This canpletion report is sent via 

the access control apparatus 21020-1 (procedure Tl50) to the roaming 

temrlnal. 21200-l with the ICS user packet PK03 (procedure T160} . 

Now, the ICS user packet PK03 includes the ICS user address 

111200• associated with the dana:in name "cl.bl.al. 11 of the :roaming 
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tEttminal 21200-1, and the cs user address 0 2500 11 associated with the 

dana1n name "c2.b2.a2." of the other party of camamication. The 

corporation operating the access control apparatus can charge the 

owner of the roaming terminal 21200-1 for the above usage of the 

conneotion server 21028-1, i.e., the procedures for receiving the ICS 

user packet PK02 up to .retuming the ICS user packet PK03, and "5• 

which specifies the roaming connection period· in days. 

<<Using the roaming terminal>> 

'Rle :roaming teminal 21200-1 can use the conversion tabl.e 21023-

1 created following the above-described procedl.ll:es, to perfcmn inter­

coxporation ccmrunication (procedures Tl 70 through T220) • In the 

event that n 5" which specifies the roaming connection period in days 

elapses, the convenllon table server 21026-1 can delete the above 

roaming connection written in the inside of conversion tabl.e 21023-1. 

<<Noti£ication of billing>> 

The access control apparatus 21020-1 notifies the billing 

notification destination registered in the conversion table 21023-1 of 

the ccmrunication charges (p:rooedu.re T300 or T310). 

<<Method for accessing the verifying server>> 

On the above desCription, detailed description will be made 

rega:aling the netbod for judging whether or not the veri£ica.tion 

request contained in the ICS network packet PK02 generated by the 

:roaming tenni.nal 21200-1 due to the connection server 21028-1 

presenting the danain name "cl.bl.al. n to a plurality of verifying 

servers including verifying server 21100-1 is correct, i.e •• whether 
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or not the dana.in name "cl. bl.al." of the roaming teoninal 21200-1 is 

registered with the verifying server. 

An exaaple Of 4-1.aye.r hieraI:chy will be described with refei:enoe 

to FIG.128. A danain name pmot" is provided on Level 1 of the tree, 

and darain names ft al n, 11 a2 n, "a3 n ••• and so forth exist on Level 2 

be1ow, danain names "bl n, "b2", "b3 n, and so forth exist on Level 3 

be1ow "al n for exaaple, and danajn names PC111
1 nc2a I "C311 •••and $0 

forth exist on Level 4 below "bl n for exao;ple. 

FIG.129 illustrates the intemal table 21102-2 of the verifying 

server 21102-1 handling the danain 11root•, indicating, e.g., that the 

ICS network address of the danain name server 21101-1 which handles 

the danain name Dal R below the danain name "J:OOt" is n79711t r and the 

port n'l.J.liJer is "710". Also, FIG.130 illustrates the intemal. table 

21101-2 of the verifying server 21101-1 handling the dana1n "al n, 

indicating, e.g. , that the ICS network address of the danain name 

server 21100-1 which handles the danain name Dbl 0 below the danain 

name "al" is 0 7981", and the port number is •71on. 

FIG.131 illustrates the intemal table 21100-2 of the verifying 

server 21100-1 handling the danain "bl n, indicating, e.g., that the 

. dana:in name •c1" below the danain name nbl" shows "YES" in the 

endpoint in the inter:nal table 21100-2, meaning that there are no more 

dana:in nanes below, and that in this example, the danain name 

"cl.bl.alp has been registered with the verifying se:cver, and facts 

such that the password PW is 1122469111
, that the date of expiration is 

1198-12-3111
, etc., are recon1ed therein. 
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< <ca11 i ng verifying server>> 

With reference to FIG.132, description will be made. regatiling 

the procedures in which the connection server 21028-1 calls tbe 

verify.1ng server 21100-1 using the danain name "cl. bl. al.", and checks 

whether or not the danain name "cl.bl.al." has been registet::ed in the 

verifying server. Now, the connection server 21028-1 bas theiein the 

ICS netwmk a.ddmss of the verifying server bandl.ing the dare.in •mot• 

on Level 1 shown in FIG.128. Also, in tbe event that there is a great 

deal of ocmnunication with the verifying servers which handle the 

Level 2 and Level 3 danains, the ICS netwol:X addcesses of the 

verifying servers thereof are held therein. 

'!be connection server 21028-1 enters the danain name •ct.bl.al.• 

in the internal resolver 21029-1. The resolver 21029-1 sends the ICS 

frame 21335-1 including •ai• under the danain name "root" and the 

cipher parameter RP2 to the verifying server 21102-1, and an ICS 

packet 21336-1 including an ICS network address "7971" of the ICS 

danain name server for "al" is retumed. Next, the resolver 21029-1 

sends an res packet 21345-1 including "bl" to the verifying server 

21101-1, and an ICS packet 21346-1 1nc.luding an ICS netwol:k address 

.. "7981 n of the verifying server for "bl n is retumed. Next, the 

resolver 21029-1 sends an ICS packet 21355-1 including "cl" to the 

verifying server 21100-1, and xegarding the danain name "cl",, the 

space for the endpoint of 21100-1 is 11Yes" this time, so it can be 

judged that verification infcmna.tion has been registered.. In this wey, 

"root", •a1" and "bl .. have been followed in maer, so i.t can be 
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understood that the verification infcmnation for the reversed danain 

name "cl.bl.al." is registered in the internal table 21100-2. 

'!he verifying server 21100-1 checks the received cipher 

parameter RP. and checks that the expiration date •gs-12-31" has not 

expi:ced. Next, the verifying server 21100-1 reads the passwm:d PW and 

the value of tbe cipher nmtber written in the verifying table, and 

selects cipher function Ei. The cipher parameter RP is RR2 = Ei(PW, 

TR} llTR, so the t:inB randan number TR to the latter half of RP2 is 

used to calculate t = Ei(PW, TR) • In the event that the value of this 

tenp:>raiy variable t calculated here matches the first half Ei(PW, TR) 

of the received RP2, confiDnation can be made that the password PW 

ente:ced into the temtinal. 21200-1 is correct. The above results are 

reported to the comiection server 21028-1. Consequently, tbe 

connection server 21028-1 can know the verification results 

(authorized or denied) and the billing class MNY. 

<<other embodiment of roaming without a bale IP teDDinal> > 

In the above embodiment, in the event that the ICS receptionist 

does not set a bane IP te:ani.nal, the earlier-described "Registration 

procedures fran bane IP te:ani.nal 11 are per.fonned via the user se:r.vice 

. server 21250-1. In this case, the billing record 11120" within the 

verifying table 21100-2 within the verifying sei:ver 21100-1, and the 

infm:mation •1981-710-1" of the verifying server presented to the 

billing notification destination within the conversion table 21023-1, 

are used. 

<<Another embodiment of roaming wherein the verifying server is 
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included in the danain name server>> 
The structure of the danain name tJ:ee shown in FIG.128 that is 

the object of verifying server 21110-1 is the same as the danain name 

trees that are the object of danain nane servers in. other entx>d:iments. 

Accat'dingly, each danain server is capable Of storing the data of the 

verifying server described in the present embodiment, and include the 

ii.mction of a verifying server. That is, this other method of 

ca:c:ying out roaming is i.:eal 1 zed by integrating the verifying server 

described in the pxesent embodiment with the danain name server 

described in other embodiments. 

<<Access control apparatus and IP tei:minal connecting with wireless 

transceiver>> 

A wireless transceiver 21620-1 is provided within the ICS 

21000-1, and the wireless transceiver 21620-1 and a wireless 

transceiver 21640-1 can exchange infonnation one with another via a 

wireless camumication path 21625-1. The tenninal 21630-1 .includes 

the wireless transceiver 21640-1, and as with the case of the earlier­

desaribed IP tenninal. 21200-1, the temlinal 21200-2 bas functionS for 

inter-corporation camu.mication using an ICS danain. name. There is an 

~ infonnation ccmmmica.tion path 21620-1 between the access control 

apparatus 21020-1 and the w.U:eless transceiver 21620-1. The 

infcmnation camunication path 21610-1 is like the ICS user logic 

conmmication line in that it has ftmctions for sending and receiving 

ICS user packet, and these are different in that the information 

ccmmmication path 21610-1 is within the ICS 21000-1. The wireless 
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transceiver 21620-1 and the wire.less transceiver 21640-1 both have 

functions for receiving the res user packet, converting the 

infacnation within the res user packet into res user packet 

mfa:tmation in wavefoz.m fcmnat and transmitting them, and also reverse 

:function, i.e. , z:eceiving ICS user packet infoxmation in wavefonn 

foz:mat and z:everse-converting into ICS packet fo.:cnat and transmitting 

these. Accordingly, the ICS user packet sent out f.ran the IP te:cm1nal. 

21200-2 passes through the wirel.ess transceiver 21640-1, wireless 

camum:f.cation path 21625-1, w.lreless traosceiver 21620-1. and 

infmmation ccmmmication path 21610-1, and is provided to the access 

control apparatus. Also, an ICS packet sent out in tbe reverse 

direction. i.e., sent fran the access control apparatus 21020-1 passes 

through the infoz:mation ccmnunication path 21610-1, the wll:el.ess 

transceiver 21620-1, the wireless ccmrunication path 21625-2, the 

w.iml.ess transceiver 21640-lr and is delivered to the IP temli.nal 

21200-2. 

Embodiment-19 (Closed-zone network comnnmication using network 

identifier, and open-zone conmunication): 

A method for using a network identifier to restrict 

virtual dedi.cated line service, intra-corporation communication 

service and inter-corporation communication service to within 

the closed-zone, and a method for non-specifying the closed­

zone specification of the network identifier, i.e., specifying 

open-zone, will be described. Here, the network identifier is 
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appropriated corresponding with the ICS user address. 

<<Configuration>> 

As shown in FIGs.133 to 136, an ICS 22000-1 includes 

access control apparatuses 22010-1, 22020-1, 22030-1 and 22040-

1, and the access control apparatus 22010-1 includes a line 

portion 22011-1. a processing device 22012-1 and a conversion 

table 22013-1, the access control apparatus 22020-1 includes a 

line portion 22021-1, a processing device 22022-1 and a 

conversion table 22023-1, the access control appartus 22030-1 

includes a line portion 22031-1, a processing device 22032-1 

and a conversion table 22033-1, the access control apparatus 

22040-1 includes a line portion 22041-1, a processing device 

22042-1 and a conversion table 22043-1, and blocks 22060-1, 

22061-1, 22062-1, 22063-1 and 22064-1 are each relay devices, 

and are interconnected and also connected to one of the access 

control apparatuses, via the ICS network comnunication l.ine. 

Blocks 22101-1, 22102-1, 22103-1, 22104-1, 22105-1. 22106-1, 

22107-l, 22108-1, 22109-1, 22110-1, 22111-1 and 22112-1 are 

each corporation LANs, and are each connected to the line 

· portions of one of the access control apparatuses via the 

respective gateways and the ICS user logic communication line. 

Here, a block 22120-1 is a gateway for LAN 22101-1, a block 

22121-1 is an ICS user logic communi.cations line, and the other 

gateways and ICS user logic communication lines are also in 

similar positions, as shown in FIGs.133 through 136. 
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Each LAN has 2 to 3 IP terminals having function for 

sending an IP user packet, wherein the ICS user addresses are: 

for within LAN 22101-1, "1500" and "1510"; for within LAN 

22102-1, "5200•, •s21on, and "s2so•; for within LAN 22103-1, 

•1900• and •1910•; for within LAN 22104-1, "1100° and •1110•; 

for within LAN 22105-1, "4200" and •4210•; for within LAN 

22106-1, "1800° and •1a10•: for within LAN 22101-1, "1920" and 

"1930"; for within LAN 22108-1, "5410• and 0 5420"; for within 

LAN 22109-1, "1430" and 0 1440"; for within LAN 22110-1, 0 6500" 

and •1960"; for within LAN 22111-1, "1820" and "1830•; and for 

within LAN 22112-1, •4410• and •1420". 

In the above description, values "1000 11 through "1999" 

for the ICS user address indicate the ICS user addresses for 

the intra-corporation communication, values "2000" through 

•6999° for the ICS user address indicate the ICS user addresses 

for the inter-corporation conmunication, and values •1000" 

through "9999• for the ICS netwark address indicate the ICS 

network addresses. The ICS network server uses the ICS user 

address range ("1000" through "1999") when perfonning the 

0 intra-corporation conmunication, and the ICS user address range 

c•2000• through "6999") when performing the inter-corporation 

commmication. Also, the ICS user addresses used for the 

intra-corporation communication can also be used for the inter­

corporation communication. 

<<Conversion table line and network identifier>> 
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Description will be made regarding 0 lines• in the 

conversion table. For example, in conversion table 22013-1, 

the example is that wherein: in the first line, the value of 

request identification is "l", the value of transmitting ICS 

network address is "8100", the value of sender ICS user address 

(intra-corporation) is •1soo•, sender ICS user address (inter­

corporation) is blank, the value of receiver ICS user address 

is •1100•, the value of receiving ICS network address is 

•1100•, the value of the network identifier is "A001•, and 

other items are unfilled. Here, a blank space may mean "Null". 

The "line• in the conversion table is also referred to as a 
11record" of the conversion table. The network identifier is a 

symbol provided for sectoring off a section of the ICS network 

and making that portion a net, and distinguishing the net, and 

may be a numeral or a code. The network identifiers are 

provided per line in the conversion table. Incidentally, in 

the event that the network is not to be a closed-zone network, 

this is indicated in each line in the conversion table with 

"Open", as shown in conversion table 22033-1. 

'l'h.e operation will be described with reference to the 

flowcharts in FIGs.141 and 142. 

<<Closed-zone/int~a-corporation communication>> 

An ICS user frame SOl is sent out from an IP terminal 

having an address •1100" within the LAN 22104-1, and reaches 

the access control apparatus 22020-1 via the ICS user logic 
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communication line. At the time of receiving the ICS user 

packet SOl from the ICS logic termina1 with the address •1100 11 

of the line portion 22021-1, the access control apparatus 

22020-1 obtains the transmitting ICS network address •1100°, 

and further obtains the sender res user address •1100• and the 

receiver ICS user address •1soo 11 from the ICS user packet sol 

{Step SPlOO), and checks whether the transmitting ICS n~twork 

address •1100• is registered on the conversion table 22023-1 

with the request identification as •3• (Step SPllO). In this 

case, it is not registered, so next the access control 

apparatus 22020-1 checks whether or not there is a record in 

the conversion table 22023-1 that contains all of the ICS 

network address "7100", the sender ICS user address "1100", and 

the receiver ICS user address •1soo•, these having been 

obtained as described above {Step SP120). In this case, the 

existence of such is confimed (Step SP130), and next, the 

sender ICS user address (intra-corporation) of this record 

alone is recorded as "1100", confi.I:mation is made that the 

space for the sender ICS user address (inter-co:cporation) is 

. blank, following which receiving ICS network address 11 8100• is 

obtained (Step SP160). 

Next, an ICS encapsulation is performed using the 

transmitting ICS network address •1100" thus obtained and the 

receiving ICS network address •a100• (Step SP180), and the ICS 

network packet TOl thus obtained is sent out onto the ICS 
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network communication line (Step SP190). The ICS network 

packet TOl passes through the relay devices 22062-1, 22061-1 

and 22060-1, and reaches the access control apparatus 22010-1. 

The access control apparatus 22010-1, upon receiving the ICS 

network packet TOl (Step STlOO), confinns that the receiving 

ICS network address •s100" written within the network control 

fie1d (ICS capsule) of the ICS network packet TOl is registered 

as the transmitting ICS network address "8100" within the 

conversion table 22013-1 (Step STllO),. and then performs the 

ICS reverse encapsulation (Step ST120),. and sends the obtained. 

ICS user packet SOl to the ICS logic communication line 12121-1 

connected to the address 0 8100" within the line portion 22011-1 

(Step ST130). Incidentally, in the event that the receiving 

ICS network address "8100° is not registered within the 

conversion table 22013-1, the ICS network packet TOl is 

discarded (Step ST115). 

<<Closed-zone/intra-corporation communication/access to network 

server>> 

An ICS user packet S02 is sent out from an IP terminal 

. having an address •1100" within the LAN 22104-1. At the time 

of receiving the res user packet so2 from the ICS logic 

tenninal with the address •11oon of the line portion 22021-1, 

the access control apparatus 22020-1 obtains the transmitting 

ICS network address "7100", and further obtains the sender ICS 

user address "1100• and the receiver ICS user address 0 6100• 
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from the ICS user packet S02 {Step SPlOO), and checks whether 

the ICS network address "7100" is registered on the conversion 

table 22023-1 with the request identification as •3• (Step 

SPllO). In this· case, it is not registered, so next the access 

control apparatus 22020-1 checks whether or not there is a 

record in the conversion table 22023-1 that contains all of the 

ICS network address n7100°, the sender ICS user address n1100• 

and the receiver ICS use:r: address •6100•, these having been 

obtained as described above (Step SP120) • In this case, the 

non-existence of such is confirmed (Step SP130) 

Next, search is made for a record identical to the above 

receiver ICS user address 0 6100" from one or more records in 

the conversion table with a network identifier the same as the 

network identifier "AOOl" having the request identification 

value "4" in the conversion table 22023-l with the afore­

mentioned !CS network address of "7100" and the sender ICS user 

address of "1100" (in this case, the third record from the top 

in the conversion table 22023-1), and the receiving network 

address "9100" written to the record is found (Step SP170). 

· Next, the ICS encapsulation is perfonned using the transmitting 

ICS network address 11 7100" and the receiving ICS network 

address "9100" thus obtained {Step SP180}, and the ICS network 

frame T02 thus obtained is sent out onto the network 

conmunication line (Step SP190) • The ICS network packet T02 

passes through the relay dev1ces 22062-1 and 22061-1, and 
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reaches the ICS network server 22081-1. The same is true for 

the ICS user packet S03 sent out from the IP teDninal having 

the address •1110• within the LAN 22104-1, the network 

identifier is "A002•, and is !CS-encapsulated to become the ICS 

network packet T03, and passes through the relay devices 22062-

1 and 22061-1, and reaches the res network server 22082-1. 

<<Closed-zone/inter~corporation communication>> 

An ICS user packet S04 is sent out from an IP tenni.nal 

having an address "4200" within the LAN 22105-1. At the time 

of receiving the !CS user frame S04 from the ICS logic terminal 

with the address "7200• of the line portion 22021-1, the access 

control apparatus 22020-1 obtains the transmitting ICS network 

address •1200•, and further obtains the sender ICS user address 

"4200" and the receiver ICS user address "5200" from the ICS 

user packet S04 (Step SPlOO), and checks whether the address 

"7200" is registered on the conversion table 22023-1 with the 

request identification as •3• (Step SPllO). In this case, it 

is not registered, so next the access control apparatus 22020-1 

checks whether or not there is a record iii the conversion table 

· 22023-1 that contains all of the transmitting ICS network 

address "7200 11
, the sender !CS user address "4200 11 and the 

receiver ICS user address "5200", these having been obtained as 

described above (Step SP120). In this case, the existence of 

such is confioned (Step SP130), and next, the sender ICS user 

address (intra-corporation) of this record is blank, 
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confinnation is made that the sender ICS user address (inter­

corporation) alone is recorded as •4200• (Step SP160). 

Next, the ICS encapsulation is perfo:aned using the 

transmitting ICS network address •1200• thus obtained and the 

receiving ICS network address •s200• (Step SP180), and the ICS 

network packet '1'04 thus obtained is sent out onto the network 

ccmnunication line (Step SP190). The ICS network packet T04 

passes through the relay devices 22062-1, 22061-1 and 22060-1, 

and reaches the access control apparatus 22010-1. The access 

control apparatus 22010-1, upon receiving the ICS network 

packet T04 (Step STlOO), confirms that the receiving ICS 

network address •a200• written within the network control field 

{ICS encapsule) of the ICS network frame T04 is registered as 

the transmitting ICS network address •s200• within the 

conversion table 22013-1 (Step STllO), and then perfo.:ans the 

ICS reverse encapsulation (Step ST120}, and sends the obtained 

ICS user packet S04 to the ICS logic conmunication line 

connected to the address •s2oon (Step ST130). 

<<Closed-zone/inter-corporation communication/access to network 

· server>> 

An ICS user packet sos is sent out from an IP tenninal 

having an address "4200ir within the LAN 22105-1. At the time 

of receiving the ICS user packet SOS from the ICS logic 

te:cminal with the address •1200• of the line portion 22021-1, 

the access control apparatus 22020-1 obtains the transmitting 
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ICS network address 0 7200", and further obtains the sender ICS 

user address •4200" and the receiver ICS user address "6200° 

from the ICS user packet SOS {Step SPlOO), and checks whether 

the ICS network address •1200" is registered on the conversion 

table 22023-1 with the request identification as •3• (Step 

SPllO). In this case, it is not registered, so next the access 

control apparatus 22020-1 checks whether or not there is a 

record in the conversion tab1e 22023-1 that contains all of the 

transmitting !CS network address •1200", the sender ICS user 

address "4200" and the receiver ICS user address •6200", these 

having been obtained as described above (Step SP120). In this 

case, the non-existence of such is confirmed (Step SP130), and 

next, search is made for a record identica1 to the above 

receiver ICS user address "6100" from one or more records in 

the conversion table with a network identifier the same as the 

network identifier 0 B001° having the request identification 

value 11 4" (ICS network server specification) in the conversion 

table 22023-1 with the aforementioned receiver ICS network 

ad.dress of "7200" and the sender ICS user address of •4200° (in 

• this case, the seventh record from the top in the conversion 

table 22023-1), and the receiving network address 0 9200" 

written to the record is found (Step SP170). 

Next, the ICS encapsulation is perfo:cned using the 

transmitting ICS network address 11 7200" and the receiving ICS 

network address "9200" thus obtaine4 (Step SP180}, and the ICS 
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network packet T05 thus obtained is sent out onto the ICS 

network communication line (Step SP190). The ICS network 

packet T05 passes through the relay device 22062-1 and reaches 

the ICS network server 22083-1. The same is true for the res 
user packet S06 sent out from the IP terminal having the 

address •4210• within the LAN 22105-1, the network identifier 

is •Boo2•, and is !CS-encapsulated to become the ICS network 

frame T06, and passes through the relay device 22062-1 and 

reaches the ICS network server 22084-1. 

<<Communication from network server within ICS to network 

server outside of ICS>> 

The IP telltlinal 22092-1 within the LAN 22102-1 is an 

•res external server", comprised of an IP terminal placed 

outside the ICS 22000-1 and so forth. The ICS external server 

22092-1 has an ICS user address "5250", and is registered in 

the conversion table 22013-1 (ninth record from the top in the 

in the conversion table 22013-1). However, the receiver ICS 

user address and the receiving ICS network address spaces are 

blank, and are registered as being "Nuil • • At the time that 

· the ICS internal server 22084-1 sends out an res network packet 

T22, the ICS network packet T22 passes through the relay 

devices 22062-1, 22061-1 and 22060-1, and reaches the access 

control apparatus 22010-1 (Step SPlOO), confirmation is made 

that the transmitting IC network address is not registered 

within the conversion table 22013-1 as 0 8200", the ICS reverse 
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encapsulation is perfo:cmed (Step SP120) in order to fonn the 

ICS user packet S22, which is sent toward the ICS external 

server 22092-1 (Step SP130). For reverse direction 

communication, the ICS encapsuJ.ation is perfo:r:med using the 

conversion table 22013-1, and delivery is made to the ICS 

internal server 22084-1. 

<<Closed-zone/virtual dedicated line>> 

An ICS user packet S07 is sent out from an IP terminal 

having an address •1aoo• within the LAN 22106-1. At the time 

of receiving the ICS user packet S07 from the ICS logic 

te:oninal with the address 0 7300" of the line portion 22021-1, 

the access control apparatus 22020-1 obtains the transmitting 

ICS network address "7300•, and further obtains the sender ICS 

user address "laoo• and the receiver ICS user address "1900° 

from the !CS user packet S07 {Step SPlOO), and checks whether 

the ICS network address "7300" is registered on the conversion 

table 22023-1 with the request identification as "3", i.e., as 

a virtual dedicated 11ne connection (Step SPllO). In this 

case, it is registered. Next the access control apparatus 

· 22020-1 checks whether or not there is a record in the 

conversion tabl.e 22023-1 that contains the transmitting ICS 

network address "7300" and the receiver ICS user address 

11 1900•, these having been obtained as described above (Step 

SP140). In this case, such does not exist, so the receiver ICS 

network address "8300" of the record wherein the receiver ICS 
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user address space is blank (or "Null") with the ICS network 

address •7300 11 in the conversion table 22023-1 is found (Step 

SP145), the ICS encapsulation is perfo:cmed using the 

transmitting ICS network address 11 7300• thus obtained and the 

receiving ICS network address na30011 (Step SP180), and the ICS 

network packet T07 thus obtained is sent out onto the network 

communication 1ine (Step SP190). The ICS network paeket T07 

passes through' the relay devices 22062-1, 22061-1 and 22060-1, 

and reaches the access contro1 apparatus 22010-1. The access 

control. apparatus 22010-1, upon receiving the ICS network 

packet '1'07 (Step STlOO) ·, confirms that the receiving ICS 

network address "8300 11 written within the network control field 

(ICS capsule) of the ICS network packet T07 is registered as 

the transmitting ICS network address "8300 11 within the 

conversion table 22013-1 (Step STllO), and then performs the 

ICS reverse encapsulation (Step ST120), and sends the obtained 

ICS user packet S07 to the ICS logic communication line 12121-1 

connected to the address 0 8300 11 within the line portion 22011-1 

(Step ST130). 

This is the same for ICS user packet S09 sent out from 

the IP termina1 having the ICS user address 11 182011 within the 

LAN 22111-1, the network identifier is "C002", the ICS 

encapsulation is perf onned and transferred through the :tcs 

22000-1, the ICS reverse encapsulation is perfo:nned at the 

access control apparatus 22030 to folln an !CS user packet S09, 
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which reaches the IP teJJDinal having the ICS user address 

•1920• within the LAN 22107-1. 

<<Closed-zone/virtual dedicated line/access to network server>> 

An ICS user packet sos is sent out from an IP texminal 

having an address 111810" within the LAN 22106-1. At the time 

of receiving the ICS user packet sos from the ICS logic 

tenninal with the address •7300 11 of the line portion 22021-1, 

the access control appara~us 22020-1 obtains the ICS network 

address •7300•, and further obtains the sender ICS user address 

n1s10• and the receiver ICS user address "63oon from the 

transmitting ICS user packet SOS (Step SPlOO), and checks 

whether n7300" is registered on the conversion table 22023-1 

with the request identification as "3" (virtual dedicated J.ine) 

{Step SPllO). In this case, it is registered. Next the access 

control apparatus 22020-1 checks whether or not there is a 

record in the conversion table 22023-1 that contains the 

transmitting ICS network address "7300" and the receiver ICS 

user address 11 6300•, these having been obtained as described 

above (Step SP140) • In this case, such does exist, and the 

• receiving network address "9300" written to the record is found 

(Step SP145) • Next, the ICS encapsulation is performed using 

the transmitting ICS network address 11 7300" and the receiving 

ICS network address "9300" thus obtained {Step SP180), the 

transmitting ICS network address "7300" thus obtained and the 

receiving ICS network are used to perform the ICS encapsul.ation 
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(Step SP180), and the ICS network packet T08 thus obtained is 

sent out onto the ICS network conmunication line (Step SP190). 

The ICS network packet T08 passes through the relay devices 

22062-1 and 22064-1, and reaches the ICS network server 22087-

1. 

The same is true for the ICS user packet SlO sent out 

from the IP tenninal having the address •1s30• within the LAN 

22111-1, the network identifier is •coo2•, and is ICS­

encapsulated to become the ICS network packet TlO, and passes 

through the rel.ay device 22064-1 and reaches the ICS network 

server 22089-1. 

<<Open-zone/inter-corporation communication>> 

Open-zone/inter-corporation comnunication is almost the 

same as the aforementioned closed-zone/inter-corporation 

conmunication; the difference is that checking has been added 

·for registration of both the sender !CS user address (intra­

corporation) and the sender ICS user address (inter­

corporation) in searching the records in conversion tables 
- . 

22013-1 and 22043-1, as described below. 

An res user packet 513 is sent out from an IP terminal 

having a user address •1420" within the LAN 22112-1. At the 

time of receiving the ICS user packet Sl3 from the ICS logic 

terminal with the address "7405" of the line portion 22041-1, 

the access control apparatus 22040-1 obtains the transmitting 

ICS network address "7405", and further obtains the sender ICS 
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user address •1420• and the receiver ICS user address "5420n 

from the ICS user pack.et 513 (Step SPlOO), and checks whether 

the !CS network address "7405" is registered on the conversion 

table 22023-1 with the request identification as •3• (Step 

SPllO). In this case, it is not registered, so next the access 

control apparatus 22040-1 checks whether or not there is a 

record in the conversion table 22043-1 that contains all of the 

transmitting ICS network address •7405•, the sender ICS network 

address 0 1420" and receiver ICS user address "5420", these 

having been obtained as described above {Step SP120), the 

existence of such is confirmed (Step SP130), and next, a record 

is found recorded in the conversion table 22043-1 wherein the 

sender ICS user address (intra-corporation) is •1420• and the 

sender ICS user address (inter-corporation} is "5420" (in this 

case, the fifth record from the top on conversion table 22043-

1). Next, the received sender ICS user address (intra­

corporation) •1420• is re-written to a inter-corporation 

ad.dress 0 4420", and the receiving ICS network address •s400• 

registered to this record is obtained (Step SP160) • Next, the 

· ICS encapsulation is performed using the transmitting ICS 

network address •7405• and the receiving !CS network address 

•5400• thus obtained (Step SP180) ,·and the ICS network pack.et 

thus obtained is sent out onto the ICS network communication 

line (Step SP190) . The ICS network pack.et passes through the 

relay devices 22064-1 and 22063-1, and reaches the access 
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control apparatus 22030-1. The access control apparatus 22030-

1, upon receiving the ICS network packet (Step STlOO), confinns 

that the receiving res network address "8400" written within 

the network control field (ICS capsule} of the ICS network 

packet is registered as the transmitting ICS network address 

"8400° within the conversion table 22033-1 (Step STllO), and 

then perfoI:mS the ICS reverse encapsulation (Step ST120), and 

sends the obtained ICS user packet 5130 to the ICS logic 

communication line connected to the address "8400" (Step 

ST130). 

An ICS user pack.et Sll sent out from an IP terminal 

having an ICS user address "4410" within the LAN 22112-1 is 

!CS-encapsulated by the access control apparatus 22040-1 by the 

same procedures as described above with regard to closed­

zone/inter-corporation communication, transferred through the 

ICS 22000-1, reversely !CS-encapsulated in the access control 

apparatus 22030-1, and delivered to an IP telJilinal having an 

ICS user address "5410" within the LAN 22108-1. As another 

example, an ICS user packet 512 sent out from an IP ter:minal 

• having an ICS user address "4410" within the LAN 22112-1 is 

!CS-encapsulated by the access control apparatus 22040-1 by the 

same procedures as described above, transferred through the ICS 

22000-1, delivered to the access control apparatus 22030-1, and 

at the time of the ICS reverse encapsulation, reference to the 

record in conversion table 22033-1 (in this case, the fifth 
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record from the top on the conversion table) reveals that the 

address "5430 11 written within the ICS user packet Sl2 is an ICS 

user address (inter-corporation), the address value 0 5430" is 

re-written to an ICS user address (intra-corporation) "1430" 

(Step ST120), an ICS user packet 6120 is generated, and 

delivered to the IP termina1 having the ICS user address "1430" 

within the ~ 22109-l. As another example, an ICS user packet 

Sl4 sent out from an IP teDDina1 having an ICS user address 

•1420• within the LAN 22112-l has a sender ICS user address 
11 1420• and a receiver ICS user address 11 5440•, is transferred 

through the ICS 22000-1 and is delivered to the IP terminal 

within the LAN 22109 with an ICS user address of 11 1440" and a 

sender ICS user address •4420 11
, having been converted to an ICS 

user packet 5140 with a receiver res user address "1440". 

<<Open-zone/inter-corporation conmunication/access to network 

server>> 

ICS user packets 615 and Sl6 sent out from within the 

LAN 22112-1 are delivered to the ICS network server 22085-1. 

that is the destination of each. following the same procedures 

~ as that described above. 

<<Communication from network server within ICS to network 

server outside of ICS>> 

A block 22086-1 is an ICS network server is an within 

the ICS 22000-1. and is an •res external server•, comprised of 

a database placed outs:i.de the ICS 22000-1, and so forth. The 
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!CS external servers 22090-1 and 22091 have ICS user addresses 

•6soo• and 8 1960", and are registered in the conversion table 

22033-1 (in this case, the eighth and ninth records from the 

top in the in the conversion table 22033-1). However, the 

receiver ICS user address and the receiving ICS network address 

spaces are blank, and are regi.stered as being "Null". The ICS 

external server 22091-1 has sender ICS user address (intra­

corporation) •1960", and further, is provided with a sender ICS 

user address (inter-corporation) 11 6960". Al.so, the ICS 

internal server 22086-1 has !CS user address 8 6600", ICS 

network address "9500", these being registered in the 

convers:i.on table 22033-1 (in this case, the tenth record from 

the top in the in the conversion table 22033-1}. 

At the time that the ICS internal server 22086-1 sends 

out the ICS network packet T20, the ICS network packet T20 

passes through the relay devices 22063-1 and reaches the access 

control apparatus 22030-1, the ICS reverse encapsulation is 

perfo.oned using the conversion table 22033-1 in order to fonn 

the ICS user packet S20, which is delivered to the ICS external 

• server 22090-1. For reverse direction communication, the ICS 

reverse encapsulation is perf o:aned in the access control 

apparatus 22030-1 to form the ICS user packet 821, and delivery 

is made to the ICS external server 22086-1. SUmn.arizing the 

above, an ICS external server is placed outside of the !CS 

22000-1, and communication between internal servers within the 



217 

ICS 22000-1 and external servers outside the ICS 22000 is 

enabled. 

An arrangement may be used wherein all or a plurality of 

records in the conversion table 22013-1 within the access 

control apparatus 22013-1 are selected as necessary, stored 

within a conversion table record file 22014-1, and extracting 

as necessary for perfonning the ICS encapsul.ation and the ICS 

reverse encapsulation. This also is true for the conversion 

table 22020-1 within the access control apparatus 22023-1 and 

so forth. In the access control. apparatus, the portion of the 

conversion table 21033-1 in which specification of the network 

identifier is that for open-zone connection c•0pen") is usually 

not held within the access control apparatus, and instead an 

arrangement may be used in which address inf onnation to be 

registered to the conversion table is obtained from the domain 

name server 22095-1 and temporaril.y used as a conversion tabl.e 

22030-1. Also, the network server 22081-1 for closed­

zone/intra-corporation conmunication may be used as a domain 

name server for closed-zone/intra-corporation communication 

· which can be conunanded by the network identifier "A001°. 

Incidentally, the hierarchical structure of the domain name in 

the example is shown to be a single-layer structure specifying, 

e.g., domain name •al", but this may be made to be 2- or 3-

layer hierarchy such as "bl.al. 11 or "cl.bl.al.". Further, the 

network server 22083-1 for closed-zone/inter-corporation 
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conmunication may be used as a domain name server for closed­

zone/ inter-corporation communication which can be conmanded by 

the network identifier nsoo1 n • The network server 22087-1 for 

closed-zone/virtual dedicated line may be used as a domain name 

server for closed-zone/virtual dedicated line which can be 

commanded by the network identifier ncoo1n. Incidentally, in 

the present embodiment. the hierarchical structure of the 

dana1n name iri. the example is shown to be a single-layer 

structure specifying, e.g., domain name na1 11
, but this may be 

made to be 2- or 3-layer hierarchy such as •bl.al.• or 

"cl . bl . al • " • 

Embodiment-20 (IP teDllinal capable of connecting to plural 

access control apparatuses with identifiers): 

The present embodiment does not fix the IP terminal 

having the functions for sending and receiving ICS user IP 

packet to a specific access control device; rather, it 

realizing usage of an IP tenninal which can be moved and 

connected to other access control apparatuses and used, i.e., 

~ capable of roaming, using identifiers. Roaming is realized 

based on the res domain name provided to the IP te.nninal. 

<<Password transmission technique using cipher>> 

The present embodiment includes procedures for ciphering 

a secret password PW and sending this from the sender 

(ciphering side) to the receiver (decoding side) • First, the 
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ciphering function Ei and the decoding function Di wi11 be 

described. The ciphering function Ei is represent~d by y = 
Ei(kl, x), and the decoding function Di is represented by x = 
Di(k2, y). Here, y denotes the ciphertext, x denotes pl.ain­

text, kl and k2 are keys, and "i • represents cipher numbers ( i 

= l, 2, ···) determining the secret key code and public key 

code, including how the value of the cipher key is to be used. 

In the above, an arrangement may be used wherein plain-text x' 

is ciphered instead of the plain-text x with x• = xllr {wherein 

r is a random number), and discarding the random number r from 

the plain-text x• upon decoding, thus obtaining the plain-text 

x. Such an arrangement generates a different ciphertext each 

time the same pl.ain-text is ciphered, owing to the random 

number, and it is said that such is less susceptible to cipher 

cracking. 

(Example of cipher number i = 1) 

<<Preparation>> 

The sender m discloses the domain name thereof (DNm) to 

the public including the receiver. The receiver calculates Km 

· = Hash-l(DNm) using the secret data compression function Hash-

1, and hands over only the cipher key Km using a safe method so 

as to be unnoticed by a third party. This example is an 

e.xampl.e of using DES ciphering, and the sender holds an 

•ciphering module DEs-e• for realizing the ciphering function 

Ei, and a cipher key Km. The cipher key Km is a secret value 



220 

whi.ch the sender and receiver share. The receiver has the 

•ciphering module DEs-d• for realizing the decoding function Di 

and the data compression function Hash-1. What is used for the 

data compression function Hash-1 is determined separately for 

each ci.pher number. A data compression function is also 

referred to as a 11hash function11
• 

<<Ciphering by sender>> 

The sender sets the secret password PW as x = PW, and 

ciphers as y = DES-e(Km,x) with the ciphering module DES-e and 

the cipher key Km being held, thereby sending the ciphertext 

and domain name DNm. 

<<Decoding by receiver>> 

The receiver receives the ciphertext y and the domain 

name DNm, calculates the secret cipher key Km as Km = Hash-

1 (DNm) using the receiver's secret data compression function 

Hash-1, and the obtains the plain-text x as x = DES - d(Km,y) 

using the decoding module. The plain-text x is password PW, 

and the receiver can obtain the secret password PW. A third 

party does not know the data compression function Hash-1 and 

· thus cannot calculate the cipher key Km, and accordingly, 

cannot calculate the secret password PW. In the above 

embodiment, as stipulation of the cipher number i = 3, the 

ciphering function and the decoding function can be replaced 

with coding function and decoding function other than DES code. 

(Example of cipher number i = 2) 
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<<Preparation>> 

The present example is an example of employing RSA 

ciphering, wherein the sender generates a ciphering function y 

= rmod n and a decoding function y = Xinod n. Here I e '6 d 

holds, the key d being a secret value. The sender hands to the 

receiver the discloseable ciphering keys e and n, and the 

ciphering module RSA-e for realizing y = x8mod n. The sender 

holds the ciphering keys and the ciphering module RSA-e. The 

sender does holds neither the secret ciphering module nor 

secret data. On the other hand, the receiver holds n and the 

secret key d and the ciphering module RSA-e for realiging y = 
nod n. 

<<Ciphering by sender>> 

The sender ciphers the secret password PW, own domain 

name DNm, and time of sending (year/month/day/hour/minute 

/second) as x = PW II xl II x2 (wherein Xl: domain name DNm, and x2: 

year/month/day/hour/minute/second) and encodes as y = x'inod n 

using the ciphering module RSA-e, thus sending the ciphertext 

y. 

~ <<Decoding by receiver>> 

The receiver receives the ciphertext y and calculates y 

= x"mod n using the decoding module RSA-d held beforehand and 

the decoding key. The result is x = PW II xl II x2, so the data 

which is at a certain position from the head of x is used as 

PW. In the above ciphering, domain name xl and year /month/ day I 
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hour /minute/ second x2 are used as random numbers. A third 

party does not know the secret key d and thus cannot calculate 

the secret password PW. In the above embodiment, as 

stipulations of the cipher number i = 4, the values of the 

cipher keys e, d and n can be changed. Also, as stipulations 

of the cipher number i = 5, the RSA ciphering technique can be 

replaced with a different public key ciphering technique. 

<<Tex:minal verification technique using password and random 

number>> 

Description will be made regarding verification 

technique for dete.rmining whether or not the password PW used 

by a roaming tannina1 agrees with the password registered in 

the verifying server. As prerequisite conditions, the 

verifying server of the verifying entity and the te:aninal. of 

the user to receive verification have a password PW that is 

secret to a third party, with a ciphering function E { wher~in y 

= E{k,x}, y represents ciphertext, k represents ciphering key, 

and x represents plain-text). Specific procedures for terminal 

verification will now be described. The teDllinal of the user 

• to receive verification decides upon a random number R using 

appropriate means, calcul.ates Yl = F(PW, R) using the password 

PW and the function y = F(PW, R) and·sends both the random 

number R and Yl to the verifying entity. The verifying entity 

receives the random numbers R and Yl, and calculates Y2 = F(FW, 

R) using the received random number R, the password PW held 
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within, and function F, and checks whether or not Yl = Y2 

holds. In the event that there is a match, the verification 

can be made that the owner of the terminal which is being 

verified is using the correct password PW, i.e., verification 

of the tellninal can be ma.de. In the above technique, an 

arrangement in which the user to be verified cannot freely 

select the random number R but rather the randan number R is 

restricted to depending on time (called a time random number) 

further increases difficulty of a third party calculating the 

password. Instead of the ciphering function used above, the 

secret data compression function Hj may be used instead, for 

Yl, Y2 = Hj(PW, R). 

<<Overall configuration>> 

FIGs.143 and 144 illustrate an overview of the roaming 

technique according to the present embodiment, wherein an ICS 

21000-1 includes access control apparatuses 21010-1, 21020-l, 

21030-1, 21040-1, 21050-l and 21060-1, relay devices 21080-l, 

21081-1, 21082-1 and 21083-1, verification servers 21100-1, 

21101-1, 21102-1 and 21103-1, domain name servers 21130-1, 

· 21131-1, 21132-1 and 21133-1, user service server 21250-1 and 

an ICS authority server 21260-1. The access control apparatus 

21010-1 is provided with a conversion table 21013-1, a 

conversion table server 21016-1, a registration server 21017-1 

and a connection server 21018-1. The access control apparatus 

21020-1 is provided with a conversion table 21023-1, a 
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conversion table server 21026-1, a registration server 21027-1 

and a connection server 21028-1. The connection servers 21018-

1 and 21028-1 are provided with an ICS user address "6310", and 

has the function to register access control apparatuses 

determined as necessary to the IP tenninal, or to connect 

thereto. The verifying server 21100-2 is shown in FIG.145 and 

the conversion table 21023-1 is shown in FIG.146. 
. . . 

The conversion table server 21016-1 has a function for 

re-writing the contents of the conversion table 21013-1, and 

the conversion table server 21026-1 has a function for re-

writing the contents of the conversion table 21023-1, which is 

the same as described in other embodiments. Also, the LAN 

21150-1 has an IP te:cminal 21151-1, the LAN 21160-1 has an IP 

tenninal 21161-1 .. and a block 21171-1 is an IP te.rminal. A 

block 21200-1 is a portable roaming terminal, and is identified 

by the ICS domain name 0 cl. bl. al. " provided uniquely within the 

ICS 21000-1. 

<<Application for use of roaming te.rminal>> 

The owner of a roaming terminal. 21200-1 indicates as an 

· ICS usage applicant 21270-1 the payment method for the roaming 

te:aninal 21200-1, and applies to the !CS authority server 

21260-1 via user service server 21250-1 for an ICS domain-name 

and an ICS user address. The payment method is represented by 

billing class •MNY•, e.g., in the event that MNY = 1, the 

charges are billed to the home IP (i.e. , an IP tex:minal which 



·······- ----····------------··-- ·---------

225 

is connected to the access control apparatus in a fixed 

manner), in the event that MNY = 2, the charges are paid 

according to the record of the verifying server. The ICS 

authority server 21260-1 sets an ICS domain name: 0 cl.bl.al." 

for using the roaming terminal 212·00-1, and an ICS us·er address 

"1200 n • Further, in order to be connected to the access 

control apparatus in ~ fixed manner and use it, the owner of 

the IP teJ:minal 21200-1 applies for an ICS network address to 

the ICS authority server 21260-1 via the user service server 

21250-1. The user service server 21250-1, upon obtaining the 

ICS network address, makes a request to the conversion table 

server 21016-1 to set the ICS network address "8115 11 and the 

ICS user address 0 12oon in the conversion table 21013-1. 

The ICS receptionist 21271-1 embeds inside the interior 

21201-1 of the roaming tenninal 21200-1 the following: ICS 

domain name "cl.bl.al. 0
, ICS user address "1200°, special ICS 

address for roaming terminals (called 0 roaming special number") 

•1000•, ICS user address "6300 11 for registration server, and 

ICS user address "6310" for connecting server, and further 

• embeds inside the interior 21201-1 of the roaming terminal 

21200-1 the ciphering function Ei and the decoding related data 

RPl. Now, RPl = Hj(domain II name RPO) II RPO (wherein RPO = NMY II i 
II j II NID) holds, and the domain name is •cl. bl. al. " • MNY is the 

above-described billing class, n1n is a cipher number for the 

cipher Ei, and •j" determines the type of Hash function Hj, and 
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"NID" is a network identifier "BOO! n. Network identifies are 

named to distinguish between closed-zone networks and open-zone 

networks. Data compression function Hj is a secret dedicated 

function used only by the verifying server and the user service 

server. The user does not hold the data oompression function 

Hj, and does not even known Hj, and thus is incapable of 

generating cipher related data RPl. 

<<Registration procedures from home IP tenninal>> 

Description will be made with reference to FIG.147. The 

roaming terminal user connects the roaming terminal 21200-1 to 

the position of the home IP terminal 21151-1. Next, the 

roaming terminal user decides on a password (PW) and enters 

this from the input unit 21204-1, and also generates an ICS 

user packet PKOl using the ciphering function and the coding­

related data stored within 21202-1, and sends it to the access 

control apparatus 21010-1 via the ICS user logic communication 

line 21152-1 (procedures TlO). The destination of the ICS user 

packet PKOl is •6300" which points to the roaming registration 

server, and includes own ICS domain name "cl.bl.al.", cipher 

• parameter PRl, ICS user address •1200•, expiration data "98-12-

31", ciphertext "y" which is the password that has been 

ciphered, "tg" (wherein tg = 1 in order to display registration 

procedures), and "Yes• or "No11 for roaming connection 

specification. The generation method employed for the 

ciphertext "y" is the ciphering technique described ear1ier. 
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For example, in the event that the cipher number = 2, 

ciphertext 0 yn is generated with y = x'inod n (wherein x = PW II 

cl.bl.al. II year/month/day/hour/minute/second}. The access 

control apparatus 21010-1 looks at the conversion table 21013-1 

and transfers the ICS user packet PKOl to the registration 

server 31017-1 with the destination °6300n (procedure TlS). 

The registration s~er 21017-1 uses the domain name 

•c1.b1.a1.• to call the verifying server 21100-1 (procedure 

T20). Al.so, the method by which the registration server 21017-

1 calls the verifying server 21100-l using the domain name is 

the same as the method by which the connection server 21028-1 

calls the verifying server 21100-1 using the domain name. the 

details thereof being described in detail later. The verifying 

server 21100-1 checks the contents of the received ICS user 

packet PKOl, and decodes the ciphertext "y" using the earlier­

described technique, thereby calculating the password PW. For 

example, in the event that the code number = 2, the ciphertext 

0 y" is decoded with x = ydmod n. This yields x = PW 111. bl. al. II 
year/month/day/hour/minute/second, so the password PW can be 

obtained. 

Next, the contents of the cipher parameter PPl is RPl = 
Hj (domain name II RPO) II RPO (wherein RPO = MNY II i II j II NID) , so the 

verifying server 21100-1 uses the secret Hash function Hj held 

within the verifying server 21100-1 and the obtained domain 

name •cl.bl.al. 0 to calculate t = Hj {domain name II RPO) llRPO), 
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and checks whether or not t = RPl holds for the received RPl. 

If it holds, judgment is passed that the domain name 

•cl.bl.al.", billing class MNT, cipher numbers "i" and "j", and 

the network identifier •mo" have not been tampered with. The 

verifying server 21100-1 checks for excessive or insufficient 

registration contents, and in the event that the contents are 

no:onal, the registration results are registered in the 

verifying table 21100-2; registration is not made in the event 

there are insufficient registration contents. 

This is illustrated in the verifying table 21100-2 in 

the line with the administration number 1, with the domain name 

as "cl.bl.al. 0
, cipher number •2°, billing class (MNY) •1•, 

value of calculated password PW "224691 11
, expiration ~te n 98-

12-31 n, roaming connection of •yes•, i.e., acceptance of a 

roaming connection. At the time of generating the PKOl in 

procedure TlO, the aforementioned value of tg may be set to tg 

= 2 and roaming connection set to 0 No". The password will not 

leak to a third party, due to application of the above­

described ciphering method. Roaming registration is reported 

· by passing through the registration server (procedure T30), 

then the access control apparatus 21010-1 (procedure T35), and 

. reported to the roaming IP terminal (procedure T40). Further, 

an ICS user packet for changing the value of the password PW 

with tg = 3 or changing the date of expiration with tg = 4 can 

be sent from the terminal 21200-1 via the ICS user logic 
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communication line 21152-1, after the above procedure T40 has 

been completed. Incidentally, a method which can be employed 

for changing the password involves specifying the prior 

password. 

<<Sending and receiving user IP packet while traveling>> 

An example will be described regarding connecting a 

roaming terminal 21200-1 to the access control apparatus 21020-

1 and sending and receiving of the user IP packet between 

domain name 0 cl.bl.a1.• of the roaming terminal 21200-1 and the 

other party of conmunication with a domain name 0 c2.b2.a2. 0 

The user inputs the following from the input unit 21204-1: the 

domain name nc2.b2.a2.• of other party of communication, •tg" 

wh1ch has been set to tg = 5 for specifying sending and 

receiving of user IP packet, own password PW, and 11 5 11 which 

specifies the roaming connection period in days (represented by 

TTL).. The cipher parameter RP2 is data calculated with the 

password PW and the inside 21202-2. That is, 

year/month/day/second "yy-mm-dd-sssss" is generated and used as 

a time random nmnber TR (TR= yy-mm-dd-sssss), and the clock of 

• inside 21202-2 and the cipher function Ei is used to calculate 

RP2 = Ei(PW, TR) II TR. 

The access control apparatus 21020-1 receives the user 

IP packet PK02, obtains the ICS network address "7800° provided 

to the ICS logic terminal, and since the request identification 

from the conversion table is •4• and further the sender ICS 
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user address written to the user IP packet PK02 is "1000" 

(i.e. , roaming special number) , the above ICS network address 
0 7800" is held, and is delivered with the res user packet PK02 

to the connection server 21028-1 pointed to by the receiver ICS 

user address "6310" (procedure T60). The ICS network address 
0 7800" obtained in this procedure will be used after the later­

described process Tl30. 

<<Function of connection server>> 

Next, the connection server 21028-1 calls the verifying 

server 21100-1 using the domain name •cl.bl.al•, and transfers 

the domain name ncl.bl.aln and the parameter RP2 to the 

verifying server (procedure T70). The verifying server 21100-1 

reads the values of the password PW and the cipher number 

written to the verifying table 21100-2, and selects cipher 

function Ei and reads the password PW. Next, the cipher 

parameter RP is RP2 = Ei(PW, ~)II TR, so the time random number 

which is to the latter half of the RP2 is. used to calculate t = 
Ei(PW, TR). In the event that the value of this temporary 

variable t calculated here matches the first half Ei(PW, T) of 

· the received RP2, confi:r:mation can be made that the password PW 

entered into the te:aninal 21200-1 is correct. The time 

function TR includes the ye~/month/day (i.e., TR = yy-nm-dd­

sssss), so unauthorized access can be discovered in the case 

that the received year/month/day does not match that time of 

processing. 



231 

Next. the verifying server 21100-1 reports the following 

items written in the verifying table 21100-2 to the connection 

server 2102S-l (procedure TSO): completion of roaming 

registration. billing class, and verifying server calling 

infoi:mation (procedure TSO). In the present embodiment, the 

billing class is MNY = l, and the verifying server call.ing 

infOllllation is the ICS network address "7981" of the verifying 

server 21100-1. port number "710" and administration number •1• 

of the verifying administration table. The connection server 

21028-1 presents the domain name "cl.bl.al." to the domain name 

server, requests the ICS user address and ICS network address 

associated with the domain name (procedure T90), and obtains 

the ICS user address "1200" and ICS network address "8115° 

(procedure TlOO). In the same way, the connection server 

presents the domain name "c2.b2.a2." to the domain name server. 

requests the ICS user address and the ICS network address 

associated with the domain name (procedure TllO), and obtains 

the ICS user address •2500• and the ICS network address "8200° 

(procedure Tl20). 

Next, the connection server 21028-1 informs the 

conversion table server 21026·-1 of the fol.lowing (procedure 

Tl30): the ICS network address "7800" of the ICS logic te.nninal 

which has input the ICS user packet (held in procedure T60); 

the ICS user address •1200", res user address •2500°, and ICS 

network address "8200•, just obtained from the domain name 
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sexver; and also the completion of roaming registration, 

billing class, and verifying server calling infonnation 

received from the verifying server 21100-1. The conversion 

table server 2120-6 writes the four address to the conversion 

table 21023-1 as received. The value of the request 

identification is 0 10", meaning the inter-corporation 

communication by roaming. The network identifier (NID) is 
11BOOl 11

• In the event that the billing class is MNY = 1, the 

ICS network address •a11s 0 and the ICS user address 0 1200° just 

obtained from the domain name server are forwarded to the 

billing notification destination of the conversion table 21023-

1. Also, in the event that the billing class is MNY = 2, 

verifying server calling inf onnation is forwarded to the 

billing notification destination of the conversion table 21013-

1. Further, n 5 n which specifies the roaming connection period 

in days is also written to the conversion table 21013-1. When 

the writing to the conversion table 21023-1 is completed, the 

conversion table server 21026-1 reports the results to the 

connection server 21028-1 (procedure Tl40). This completion 

• report is sent via the access control apparatus 21020-1 

(procedure Tl50) to the roaming terminal 21200-1 with the ICS 

user packet PK03 (procedure Tl60). 

Now, the ICS user packet PK03 includes the ICS user 

address "1200" associated with the domain name "cl.bl.al." of 

the roaming tenninal 21200-1, and the CS user address 0 2soo• 
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associated with the domain name "c2.b2.a2." of the other party 

of communication. The corporation operating the access control 

apparatus can charge the owner of the roaming teminal 21200-1 

for the above usage of the connection server 21028-1, i.e., the 

procedures for receiving the ICS user packet PK02 up to 

returning the ICS user packet PK03, and •s• which specifies the 

roaming connection period in days. The above embodiment is an 

example of the network identifier (NID} 0 B001", and is applied 

to closed-zone networks described in other embodiments. Also, 

as another embodiment, the network identifier (NID} may be set 

as "Open• and applied to an open-zone network. In this case, 

the roaming technique is the same as that of the aforementioned 

closed-zone network •soo1•. 

<<Using the roaming teI:Ininal>> 

The roaming terminal 21200-1 can use the conversion 

table 21023-1 created following the above-described procedures, 

to perfo.rm the inter-corporation com:nunication the same as with 

that described in other embodiments (procedures T170 through 

T220). In the event that "5" which specifies the roaming 

• connection period in days elapses, the conversion table server 

21026-1 can delete the above roaming connection written in the 

inside of conversion table 21023-1. 

<<Notification of billing>> 

The access control apparatus 21020-1 notifies the 

billing notification destination registered i.n the conversion 
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tab1e 21023-1 of the communication charges (procedure T300 or 

T310). 

<<Method for accessing the verifying server>> 

Of the above description, detailed description will be 

made regarding the method for judging whether or not the 

verification request contained in the ICS network packet PK02 

generated by the roaming te.r.:minal 21200-1 due to the connection 

server 21028-1 p~esenting the domain name· •01.b1.a1.• to a 

plurality of verifying servers including verifying server 

21100-1 is correct, i.e., whether or not the domain name 

"cl.bl.al." of the roaming terminal 21200-1 is registered with 

the verifying server. 

An example of 4-layer hierarchy will be described with 

reference to FIG.173. A domain name nroot n is provi.ded on 

Level 1 of the tree I and domain names "al" , "a2 H , n a3 n • • • and 

so forth exist on Level 2 below, domain names "bl•, •b2°, "b3n 

··· and so forth exist on Level 3 below 0 al n for example, and 

domain names •c1°, •c2•, •03° ··· and so forth exist on Level 4 

below "bt• for example. 

FIG.149 illustrates the internal table 21102-2 of the 

verifying server 21102-1 handling the domain "root8
, 

indicating, e.g. , that the ICS network address of the domain 

name server 21101-1 wh:lch handles the domain name "al" below 

the domain name 8 rootn is 0 7971", and the port number is 0 710". 

Also, FIG.150 illustrates the internal table 21101-2 of the 
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verifying server 21101-1 handling the domain •a1•, indicating, 

e.g., that the ICS network address of the domain name server 

21100-1 which handles the domain name "bl• below the domain 

name •a1 n is •7951 n I and the port number is "710". FIG.151 

illustrates the internal table 21100-2 of the verifying server 

21100-1 handling the domain nbl", indicating, e.g., that the 

domain name 11cl" below the domain name •bl" shows •YEs" in the 

te.oninal space in the internal table 21100-2, meaning that 

there are no more domcdn names below, and that in this exampl.e, 

the domain name "cl.bl.al" has been registered with the 

verifying server, and facts such that the password PW is 

"224691", that the date of expiration is "98-12-31•, etc., are 

recorded therein 

<<Calling verifying server>> 

With reference to FIG.152, description will be made 

regarding the procedures in which the connection server 21028-1 

calls the verifying server 21100-1 using the domain name 

•cl.bl.al.•, and checks whether or not the domain name 

•cl.bl.al." has been registered in the verifying server. Now, 

· the connection server 21028-1 has therein the ICS network 

address of the verifying server handling the domain •root" on 

Level 1 shown in FIG .153. Also, in the event that there is a 

great deal of comnunication with the verifying servers which 

handl.e the Level 2 and Level 3 domains, the !CS network 

addresses of the verifying servers thereof are held therein. 
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The connection server 21028-1 enters the domain name 

"cl.bl.al." in the internal resolver 21029-1. The resol.ver 

21029-1 sends the ICS packet 21335-1 including •a1° under the 

domain name "root" and the cipher parameter RP2 to the 

verifying server 21102-1, and an ICS packet 21336-1 including 

an ICS network address 11 7971° of the ICS domain name server for 

. "al• is returned. Next, the resolver 21029-1 sends an res 
packet 21345-1 including "bl0 to the verifying server 21101-1, 

and an ICS packet 21346-1 including an ICS network address 

• 7981 • of the verifying server for •bl" is returned. Next, the 

resolver 21029-1 sends an ICS packet 21355-1 including •01" to 

the verifying server 21100-1, and regarding the domain name 

•c1•, the space for the endpoint of 21100-1 is "Yes0 this time, 

so it can be judged that verifying information has been 

registered. In this way, "root•, 11al", and 0 bl" have been 

followed in order, so it can be understood that the 

verification inf o:rmation for the reversed domain name 

0 cl.bl.al.• is registered in the internal table 21100-2. 

The verifying server 21100-1 checks the received cipher 

· parameter RP2, and checks that the expiration date 8 98-12-31" 

has not expired. Next, the verifying server 21100-1 reads the 

password PW and the value of the cipher number written in the 

verification table, and selects cipher function Ei. The cipher 

parameter RP is RR2 = Ei (PW, TR) II TR, so the time random number 

TR to the latter half of RP2 is used to calculate t = Ei(PW, 
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TR) • In the event that the value of this temporary variable t 

calculated here matches the first half Ei(PW, TR) of the 

received RP2, confiDnation can be made that the password PW 

entered into the teminal 21200-1 is correct. The above 

results are reported to the connection server 21028-1. 

Consequently, the connection server 21028-1 can know the 

verification results (authorized or denied) and billing class 

MNY. 

<<Other embodiment of roaming without a home IP terminal>> 

In the above embodiment, in the event that the ICS 

receptionist 21271-1 does not set a home IP terminal, the 

earlier-described "Registration procedures from home IP 

terminal" are perfozmed via the user service server 21250-1. 

In this case, the billing record "120" within the verifying 

table 21100-2 within the verifying server 21100-1, and the 

information "7981-710-1" of the verifying server presented to 

the billing notification destination within the conversion 

table 21023-1, are used. 

<<Another embodiment of roaming wherein the verifying server is 

Q included in the domain name server>> 

The structure of the domain name tree shown in FIG.153 

that is the object of verifying server 21110-1 is the same as 

the domain name trees that are the object of domain name 

servers in other embodiments. Accordingly, each domain server 

is capable of storing the data of the verifying server 
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described in the present embodiment, and include the functions 

of a verifying server. That is, this other method of carrying 

out roaming is realized by integrating the verifying server 

described in the present embodiment with the domain name server 

described in other embodiments. 

<<Access control apparatus and IP terminal connecting with 

wireless transceiver>>. 

A wireless transceiver 21620-1 is provided within the ICS 

21000-1, and the wireless transceiver 21620-1 and a wireless 

transceiver 21640-1 can exchange infcmnation one with another via a 

wireless cxmmmi.cation path 21625-1. The temli.nal 21630-1 includes 

the wireless transceiver 21640-1, and as with the case of the earlier­

described IP te:an:i.nal 21200-1, the tenn:inal 21200-2 bas a function for 

the inter-corporation ccmnunication using an ICS danain name. There 

is an infcmnation camamication path 21620-1 between the access 

control apparatus 21020-1 and the wireless transceiver 21620-1. The 

infOllDa.tion cxmmmi.cation path 21610-1 is like the ICS user logic 

conmmication line in that it has a function for sending and .receiv:ing 

ICS user packets, and these are different in that the infomation 

- carmunication path 21610-1 is within the ICS 21000-1. The wireless 

transceiver 21620-1 and the w.1re1ess transceiver 21640-1 both have a 

function for receiving ICS user packets, converting the infonnation 

within the ICS user frame into ICS user packet infonna.tion in wavefonn 

fonnat and t:cansmitting them, and also reverse :functions, i.e., 

:cecei.ving ICS user packet :infODDa.tion in wavefOlJtl fODDa.t and n:wez:se-
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converting into ICS packet fcmnat and transmitting these. 

Accordingly, the ICS user packet sent out fran the IP temti.nal. 21200-2 

passes thcough the wireless transceiver 21640-1, wireless 

carmunioation path 21625-1, wireless transceiver 21620-1, and 

infcmna.tiai canmmication path 21610-1, and is provided to the access 

control apparatus. Also, ICS frame sent out in the reverse direction, 

i.e., sent fI:aR the access control apparatus 21020-l passes through 

the infcmnation camami~ion path 21610-1, ·Wireless tranSceiver 

21620-1, wireless canrunication path 21625-2, wireless transceiver 

21640-1, and is delivered to the IP temdnal 21200-2. 

Thus, according to the present invention, acministration of 

ill:fOllllation camuni.cation is perfcmned with a unified address system, 

and various services can be provided, wi.thout using dedicated lines or 

the Intemet, thus enabling structuring a large-scale camamication 

system with high security and with relatively low costs. Also, inter­

corporation canmmication can be per.fcmned between individual 

co:rporations (including goveIImlellt organizations, universities, and so 

forth) ·which had conventionally been services separatel.y with 

practically no change to the address system for ccmplter 
9 ccmnunications. Further, since the network administrator holds the 

netwol:k control authority, the overall administration of the network 

becanes clear, increasing ease of securing relj ab:i Ji ty and also 

markedly .improving security. 
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WHAT IS CLAIMED IS: 

1. In an integrated infcmnation canmnications system; wherein an 

ICS user frame having a unique ICS user address system ADX is 

converted into an ICS network pack.et having an address system ADS, 

based on the administration of a conversion table provided within an 

access control apparatus: and wherein in the case that transmission is 

made over at .:1east one VAN contained themin foll.owing J:Ul.es of said 

addmss system AOS,;. ~ the destination other access control apparatus 

based on the administration of said conversion table, and another 

external infcmnation ccmnunications apparatus is reached, 

characterized in that the system CClllprises a first IP temrlnal 

in which a user uses and a second IP te:cm:Lnal operates in relat:i.on to 

an IP temd.nal which provides data or satellite transmitting apparatus 

and of which ICS specific number is assigned, and full duplex 

ccmmmicat:i.on is started due to an inquiJ::e of the user by us.ing a 

grand ICS camn.mication passage in which a satellite cxmnunication 

passage and ICS provide. 

2. An integrated in:fomation canm.mication system according to 

Cl.aim 1, wberein said full duplex camunication is started fran the 

second IP tenninal. 

3. An integrated in:fcmnation ccmmmication system according to 

Claim 1 or 2, wherein a scheduled notification is caz.:ried out fran an 
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IP texminal which provides said data and individual report of the user 

is executed. 

4. An integrated infcmnation ccmmmication system according to 

Claim 1, wherein the data b:ansmission is carried out fran the IP 

temrl.nal which provides said data before the inquire of the user. 

5. An integrated infcn:mation canmmication system accoming ·.to 

Claim 1 or 2, wherein said satellite transmissi.on apparatus is 

inc1uded within access control apparatus having a conversion table for 

address administration. 

6. In an integrated infcmnation ccmnunications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conversion table provided within an 

access control apparatus; and wherein in the case that transmission is· 

made over at l.east one VAN contained therein following :rul.es of said 

address system ADS, and the destination other access control apparatus 

is macbed, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table. and another 

extema1. info:cmation ccmnunications apparatus-is reacbed, 

characterized in that superior protocol of IP packet is 

refer.red, and pr.lority degree of next stage of IP packet arrived at 

said access control. apparatus fran ICS inside is selected in 
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cor.respondence to type of said superior protocol.. 

7. An .integrated infOI.111ation ccmmmication system according to 

Claim 6, wherein said priority degree is selected at every superior 

port number when said superior protocol is TCP. 

8. An integrated infomation ccmmmication system according to 

Cl aim 6, wherein said priority degree is selected at every superior 

port number when said superior protocol is UDP. 

9. In an integrated infcmnation camn.mications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conversion table provided within an 

access control. apparatus; and wherein in the case that transmission is 

made over at least one VAN contained therein f ollow:i.ng rules of said 

address system ADS, and the destination other access control apparatus 

is reached, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

external infomation camu.mica.tions apparatus is reached, 

characterized in that superior protocol of IP packet is 

referred, and pr.Lor.ity degree of next stage of IP packet transmitting 

to ICS inside f:can said access control. apparatus is sel.ected in 

correspondence to type of said superior protocol.. 
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10. An integrated infcmnation ccmnunication system according to 

Claim 9, wberei.n said priority degree is selected at every superior 

port number when said superior protocol is TCP. 

11. An integrated infcmnation ccmmmication system according to 

Claim 9, wherein said priority degree is selected at every superior 

port number when said superior protocol is UDP. 

12. In an integrated info.mation ccmrunications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conversion table provided within an 

access control apparatus; and wherein in _the case that transmission is 

made over at least one VAN contained therein following rul.es of said 

address system ADS, and the destination other access control apparatus 

is reached, conversion is maCle to said ICS user address system ADX 

based on the adm:inistration of said conversion table, and another 

extemal. :in:foxmation ccmnuni.cations apparatus is reached, 

characterized in that said inter-corporation camumication/ 

intra-corporation cann.mication and ICS network server carmunication 

are in the lump connected with gateway of LAN by a first user logic 

ccmm.mication line and virtual dedicated line is connected with the 

gateway of LAN by a second user logic ccmnuni.cation line cox:porated 

with FR or A'IM. 
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13 In an integrated infonnation ccmrunications system: wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS net:wozk packet having an address system ADS, 

based on the administration of a conversion tabl.e provided within an 

ac:cess control apparatus; and wherein in the case that transmission is 

made over at least one VAN contained therein following rules of said 

address system ADS, and the destination other ~ss control apparatus 

is reached, conversion. is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

external infoxma.tion carmmications appm:atus is reached, 

characterized in that said system includes plural user service 

servers, plural concemed ICS servers and plural conversion table 

servers, respectively, an application of ICS enti:y is received at said 

user service server, and said concerned ICS servers·allot ICS user 

address, ICS network address and ICS name and said conversion table 

servers rewrite conversion table in said access control. apparatus. 

14.. An integrated infacmation camamication system according to 

Claim 13 r wherein said conversion table server, said ICS user address, 

said ICS network. address and said ICS name m:e notified to dana1n rume 

server. 

15. An :integrated .infcmnation cxmmmication system according to 

Claim 14,, wherein ICS user address distribution administration table 

of said concemed ICS server and resources of dana.i.n name server hold 
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a pair of said ICS user address and ICS nanra, only one is not changed, 

and ICS user aadl:ess and ICS name of the present temd.nal are not 

changed when the temti.nal. is removed to said access control apparatus. 

16. In an integrated infcmnation ccmm.mications system; wherein an 

ICS user packet having a unique ICS user a.ddl:ess system ADX is 

converted into an ICS netwm:k packet having an address syst~ ADS, 

based on the administration of a conversion table provided within an 

access control apparatus; and wherein in the case that transmissi.on i.s 

made over at least one VAN contained therein following :rules of said 

address system ADS, and the destination other access control apparatus 

is reached, conversion is ma.de to said ICS user address system ADX 

based on the adninistration of said conversion table, and another 

exte.rnal information carmmications apparatus is reached, 

characterized in that an ICS operator gives an instruction to 

integrated user service server, integrated resource administration 

server and integrated passage information server, and an operation is 

executed by individual. reports. 

17. An integrated info:ana.tion ccmmmi.cation system according to 

Claim 16, wherein ICS operator gives an instruction to integrated 

conversion table server, said integrated conversion tab~ server 

instructs rewriting of the conversion table to conversion table server 

and the conversion table server instructs rewriting of address and so 

on to the daDa:i.n name sez:ver in accordance with the instruction, or 
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tbe ICS operator gives an instruction to integrated conversion table 

server, said integrated conversion table sei:ver instructs .rewriting of 

database to the user service server and the user service server 

operates by retum:ing tbe address and so on in correspondence to the 

instx:uction. 

18. An integrated info:ona.tion canrunication system according to 

Claim 17, wherein concemed ICS authorities give an instruction to 

integrated concem.ed ICS server and integrated danain name server and 

operate by reporting individual J:y. 

19. In an integrated infonnation camumications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conversion table provided within an 

access cont:roi apparatus; and wherein in the case that transmission is 

made over at least one VAN contained therein following rules of said 

add:cess system .ADS, and the destination other access control apparatus 

is J:eaCh.ed, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

exte:mal :infOIIDation ccmmmiCations apparatus is reached, 

characterized ·:t.n· tbat ICS user address and ICS network address of 

camunication other party are obta:i.ned as ICS danain name which is 

telephone il.anber, and said ICS network aaaress is held in a convamion 

table within access control apparatus at a call side. 
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20. An integrated infonnation catmm.ication system accoJ:d:ing to 

C1a:1m 13, wherein ICS user address and ICS network address of 

ccmmnioation other party are obtained as ICS OOnain name which is 

telephone IlUld:ler, and voice is fallen into ICS user packet. 

21. In an integi;:a}:ed :in:fo:cmation oarmmi.cations system; wherein an 

ICS user packet having a unique ICS u.Ser address system ADX is 

converted into an ICS netwol:k packet having an address system ADS, 

based on the administration of a conversion tab1e provided with.in an 

access control apparatus; and wherein in the case that transmission is 

made over at least one VAN contained therein following rules of said 

address system ADS, and the destination other access control apparatus 

is reached, conversi.on is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

extema.l infonnation camnmications apparatus is reached, 

characterized in tbat wherein a cama.mication due to telephone 

voice is capable by connecting to a telephone via telephone line f.ran 

telephone line conversion portion within the access control apparatus. 

22. In an integrated infODIJation ccmrunications system; wherein an 

ICS user packet having a unique ICS user· address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conversion table provided within an 

access control apparatus; and wherein in the case that transmission is 
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ma.de over at 1east one VAN contained therein following rules of said 

address system ADS, and the destination other access control apparatus 

is reac.bed, conversi<m is made to said ICS user address system ADX 

based on the administration Of said conversion table, and another 

extemal infOIIllB.tion camtmications apparatus is reached, 

characterized in that an ICS receiver gives encryption function 

and x:ela.ted enccyptioo data to a roaming temtlnal. and said enc:cyption 

:function is selected by changing parameter. 

23. An integrated infOllllB.tion ccmnunication system according to 

Cla:im 22 further :including an identification server to identify the 

roaming tenninal to be connected with ·plural access control apparatus. 

24. An _integrated infcmna.tion ccmnunication system accm:Q1ng to 

Cla:im 22, wherein an identification server includes charge control 

infcmnation ( cbarge cl.ass, charge :cecom) and ICS account is charged 

based on the cbarge control infcmnation. 

25. An integrated infozmation ccmnunication system acc:cmling to 

C1a,jm 22 incl.uding a dana1n name server having a function to uniformly 

identify the ftm.Ction to control dana:in name and the roaming teminal. 

26. An integrated infollna.tion carmunication system according to 

Claim 22, wherein a first radio receiver/transmitter is connected with 

the access control. apparatus, said first radio :receiver/transmitter 
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has a function to convert :imler infonnation of ICS user packet to 

radio type ICS user packet and transmits and a f\mction to reverseJ.y 

convert to inner infcmnation of ICS user packet, and a ccmmmication 

is oarried out between IP temti.nals including a second radio 

receiver/transmitter havmg the sane f1mctions. 

27. In an integrated infcmnation carmmications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the a.dm:lnistration of a conversion table provided within an 

access control apparatus; and wherein in the case that transmission is 

made ove.r at least one VAN contained therein following rules of said 

address system ADS, and the destination other access control apparatus 

is reached, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

extemal infcm:nation carmun:i.Cations apparatus is reached, 

characterized :in that network identifier is registered in said 

conversion table, closed-zone intra-corporation camamication is 

perfonned by using the networlt identifier and is capable of accessing 

to a network SeJ:Ver for the inti:a-corporation cannunication. 

28. An integrated information camumications system a.cccn:ding to 

C1ajm, 27, wherein closed-zone inter-corporation is perfomted by using 

the netwol:k identifier and is capable of accessing to a network server 

for the inter-corporation camumication. 
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29. An mtegrated infcmnation ccmnunications system according to 

Claim 27, wherein closed-zone virtual dedicated line ccmmmi.cation is 

perfonned by using the network identifier and is capable of accessing 

to a network server for the v:irtual. dedicated line ccmnunication. 

30. An integrated :fnfa:cnation cxmmmications system according to 

Cl.a:im 27, ·wherein open-zone 1nter-cm:paration CCJ.l1ll.inication is 

perfonned by using the net.wmk identifier and is capable of accessing 

to a network server for the open-zone inter .. co:r:poiation ccmrunication. 

31. An integrated infonna.tion caununications system according to 

Claim 27, wherein ICS user is transmitted/received by using the 

conversion table between an intemal network server and an ex:temal 

network server. 

32. An integrated infomation ccmnunications system aoom:ding to 

Cl.aim 27, wherein the conversion table is he1d in a conversion tabl.e 

record file and is took out at a necessary time to use. 

33. An integrated infcmnation cxmnunications system according to 

Cla:im 27, wherein tbe cooversion table is· not held in said access 

control. apparatus. and infollllation to register at the conversion table 

is obtained frail danain name and is used by temporarily holding at the 

conversion table. 
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34. An integrated infomation camunications system a.ccord:ing to 

Claim 27, wherein a danain name server for closed-zcne intra-

co:cparation ccmmmication is provided in res netwol:k. 

35.. An integrated information cmmmications system according to 

either Claim 28, wherein, a dana:ln name server for c1osed-zcne inter-

ooxporation canmmica.tion is provided in ICS network. 

36. An integrated information camunications system according to 

either Claim 29, wherein., a dana:l:n name server for closed-zone virtual. 

dedicated line is p:rovi.ded in ICS network. 

37. In an integrated information camrunications system; wherein an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS network packet having an address system ADS, 

based on the administration of a conve:rsion table provided within an 

access control. apparatus: and wherein in the case that transmission i.s 

made over at least one VAN contained therein following :rules of said 

· address system ADS, and the destination other access contro1 apparatus 

is reached, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

external. information cmmmica.tions apparatus is reached, 

characterized .in that there is provided an identification 

server to identify a roaming texminal. to be connected with said plural 
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access control apparatus, an identification table within said 

identifica.ti.on server includes a network discriminator and encrypti.on 

parameter includes a netwoJ::k identifi.er .. 

38. In an integrated infm:mation c:armun1cations system; wherelll an 

ICS user packet having a unique ICS user address system ADX is 

converted into an ICS ~ packet having an addres~ system ADS, 

based on the administration of a conversion table provided within an 

access control apparatus; and wherein in the case that transmission is 

made over at least one VAN contained therein following rules of sai.d 

address system ADS, and the destination other access control apparatus 

is reached, conversion is made to said ICS user address system ADX 

based on the administration of said conversion table, and another 

extemal. inf<mnation carman1cations apparatus is rea.cbed, 

characterized in that there is provided an identi£ication 

server to identify a :roaming temtinal to be comected with said plural 

access control apparatus, and the conversion table includes a network 

identifier. 


