1 Bionetric identification nmethod and device adapted to verification on chip
cards 5 The invention concerns the bionetric identification of a user of a
system It is adapted to an identity check on a portable object of the chip
card type. 10 One nethod normally used for identifying a user is based on a
secret identification code, also referred to as a PIN (standing for

Personal Identification Nunber in English) . In a systemusing chip cards,
a user enters his PIN code on a transaction term nal, which 15 then
transfers the PIN code entered to the chip card, which checks the PIN code
by conparison with a reference PIN code. The security of such a systemis
guaranteed by the fact that the reference PIN code is stored within the
chip card, by nature protected, and 20 never |eaves it during the identity
check process, since the final check is nade by the card. The 2 drawbacks
of such a systemare the fact that the owner of the card nust nenorise a
secret and the fact that another user can commt fraud by stealing this
secret. 5 Bionetrics consists of acquiring, measuring and recogni sing

physi cal characteristics of a user. It makes it possible to directly
identify a user whilst the PIN code nethod allows indirect identification
by the fact of checking that the user knows a secret. 10 Anongst the known
techniques in bionetrics, there are
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5
The invention concerns the biometric identification
of a user of a system. It is adapted to an identity
check on a portable object of the chip card type.
10 One method normally used for identifying a user is

based on a secret identification code, also referred to
as a PIN (standing for Perscnal Identification Number
in English). In a system using chip cards, a user
enters his PIN ccde on a transaction terminal, which
15 then transfers the PIN code entered to the chip card,
which checks the PIN code by comparison with a
reference PIN code. The security of such a system is
guaranteed by the fact that the reference PIN code is
stored within the chip card, by nature protected, and
20 never leaves 1t during the identity check process,

gince the final check is made by the card. The



t he net hods of recognising voice characteristics, characteristics peculiar
to the shape of the face or to the iris of the eye or, in the nost frequent
case, fingerprint characteristics. 15 Al the existing bionmetric identity
check systens are broken down into three phases: - the first phase is a
phase of capturing bionetric data froma sensor. These bionetric data
obtained are 20 usually inmages, for exanple in the case of fingerprints,
iris or face shape. However, it can also be a case of sound sequences in
the case of voice recognition. - The scond phase is an anal ysis or
extraction 25 phase for extracting a bionetric signature from bionetric
data capturedravbaclgst bé Biucht aplaseent kire tSigntaar ethet ngheonposed of a
more restrichedogel ofrq PARLE CHlAb, TRl riccfat danthissepond phase 1
extrenmely conpl ex and requires high cal cul ation power.” 30 - e ird phase
consi sts of aedphAeY ngSe¢hecani opwentt cfspgdabyir atopl anaethdar pAgrehe second
phase wth a reference signature defined previously during a procedure
called enrolling. 3 Portable electronic objects of the chip card type are
provi ded i t h m B} PPbELSS or EMHBEES c e ulFEEUST 1iSowe SRS USENT BPRI t ed.
Thlfs :ls why ge!%@ma&%ng %Mﬁ_,ilﬁrﬂapf ﬁhEQa@EbQ&saﬁ.bsUS@ggaCthgaEar dstkunctions
as foll ows: - In.the enr in se, referen ionetric _ .

makes it possfbie %opéarect Y igentgﬁy a user whilst

the PIN code method allows indirect identification by

the fact of checking that the user knows a secret.

10 Amongst the known technigues in biometrics, there are

the methods of recognising voice characteristics,

characteristics peculiar to the shape of the face or to

the iris of the eye or, in the most frequent case,

fingerprint characteristics.

i5
All the existing biometric identity check systems
are broken down into three phases:
- the first phase is a phase of capturing biometric
data from a sensor. These biometric data obtained are
20 usually images, for example in the case of

fingerprints, iris or face shape. However, it can also
be a cage of sound sequences in the case of voice
recognition.
- The second phase is an analysis or extraction
25 phase for extracting a Dbiometric signature from
biometric data captured during the first phase, this
signature being compcsed of a more restricted set of
particular biometric data. This second phase is
extremely complex and requires high calculation power.
30 - The third phase consists of comparing the
bicmetric signature obtained during the second phase
with a reference signature defined previously during a

procedure called enrolling.



signature of the user of the card is stored in a secure

card. - in the identity check phase, a term nal captures
of the user and then extracts a 10 bionetric signature.
exist: - either the reference bionmetric signature is tr

menory of the chip

the biometric data
Two sol utions then
ansferred fromthe

card to the termnal for a check on the identity, by conparing the two
signatures, on the termnal: this nethod has the 15 drawback that the
reference signature nay be intercepted, which is a security failing. A

conventional identification by PIN code3does not have t
the bionetric signature extracted 20 is transferred to

hi s drawback; -- or
the card for a check

on the card. ThePeakdbhaviedgcmonis | @i el ubht itdve cdphiei egrdt hypecheck is

a conpl ex opgtatiQRyvEEh oM NP QNG o JBAC e SHHAG:

a drawback conpared wth_the conventional use of a PIN code. 25 3
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the Dbiometric data of the user and then extracts a
biometric signature. Two solutions then exist:

- either the reference biometric
gignature is transferred from the card to the terminal
for a check on the identity, by comparing the two
signatures, on the terminal: this method has the
drawback that the reference signature may be
intercepted, which is a security failing. A
conventional identification by PIN code does not have
this drawback;

- or the biometric signature extracted
is transferred to the card for a check on the card.
The card having only a low calculation capacity, the
check 1is a complex operation, which requires a long
processing time. This represents a drawback compared

with the conventional use of a PIN code.

One object of the present invention is to propose a
biometric identification solution which is both secure
and simple, adapted to an identity check on an object

of the chip card type.

The solution 1s based on an enrolment method
comprising the capture of biometric data, the

extraction of a true biometric signature composed of



true particular bionetric data, characterised in that it conprises the

follow ng steps: - producing false particular bionetric data, - generating
t he obscured bionmetric signature 5 by conbining the false particular
bi ometric data wth the particular true bionetric data, - producing an

aut henti cation code which indicates which are the false and true particul ar
bi onmetric data of the obscured bionetric signature. 10 The fal se particul ar
bi onetric data can be produced consistently with the true particul ar
bionetric data. For this, at |east one fé4lse particular bionetric data item

can be produced by _slightl ransfor.mn true _bionetric data [te 15 -
in the case of* M nB?FgégWﬁlf’%htbcloc?nlleetsﬁ)lo%dg?ga’ f Fﬁ&gﬁﬁﬁeﬁtls&éit a of kéaﬂ rst
finger, at |epStconeridad sehdn mli@@i@@ns@@pg)_roduced frommnuti ae of a

second finger; - a false particular bionetric data itemcan 20 also be
produced by detecting a taufdusiigetidlee dmmt jawnhdvione e geohta y

relatively close to a tr %Mgir?%:_%é? b%l%@ﬁrré g?(%@e#%?@ a0 n?H@ESf orm ng

this true bionetric dataitemin 0 Create Se partircular
bi ometrics 25 datway i tembifhegauthentfizdatl opacotleutan he esitahld sieda
according to the follow ng steps:. - the particular bionetric data of the

obscured 30 bi ofEtTt TR @tttk ei ke tofieiepretric data,

- producing an authentication code which
indicates which are the false and true particular
biometric data of the cbscured biometric signature.

10 The false particular biometric data can be
preduced  consistently  with  the true particular
biometric data. For this, at least one false
particular biometric data item can be produced by
slightly transforming a true biometric data item;

15 - in the case of minutiae which correspond to

fingerprint data of a first finger, at least one
false minutiae can be produced from minutiae of a
second finger;

- a false particular biometric data item can

20 alsc be produced by detecting a true biometric
data item having a geometry relatively close to a
true particular biometric data item and
transforming thig true biometric data item in
order to create the false particular biometric

25 data item.

The authentication code can be established
according to the following steps:
- the particular biometric data of the obscured

30 bicmetric signature are ordered;



5 - the authentication code is conposed of a series of bits, with a length
equal to the total nunber of true and false particular bionetric data of
the obscured bionetric signature, each bit indicating 5 respectively

whet her the corresponding particular bionmetric data itemis true or false.
The obscured bionmetric signature and the authentication code can be
recorded in a secure memory of a personal object of the chip card type. 10
The solution al so proposes a bionetric identity check nmethod conprising the
capture of bionetric data and the extraétion of a true blonetrlc si gnature

composed of true pactigul 8t RARRLLEG fatBacand AL ot N8 dhe dol | owi ng

steps: - conparing the true bionetric signature wt iometric
signature, - pifodudsg amhda i Ihelngahl rengdie to uehandotfal seubbemetafi c dat a

on the basis of the prevhﬂg_ 20 co son with the true bIOﬂEtFIéﬁﬁ
signature, - CoHpar iy t F0dP t C%.aﬁutﬂéﬂW?EEfFon datgde Andi ing the

true and fal sgpRankbeul afiodd MR ri g1 dald,pd, theaehscyied biRIRIIH G
signature. In this method, the authentication code can be 25 stored in a

secure neni)ryr@Spacpe‘rvgéryal \@tbéa@mrandthtem Cfmonpapoednngf toeer toionlel aand

authenticatio% cod% can .t p ace §|th|n lpersonal object. The
bi onetric ident iy EHSCQa HEE™ &F &EEEsSEngdtee:

The obgcured bicmetric gignature and the
authentication code can be recorded in a secure memory
of a personal object of the chip card type.

10

The solution also prcoposes a biometric identity
check method comprising the capture of biometric data
and the extraction of a true biometric signature
composed of true particular biometric data, and

15 comprising the following steps:

- comparing the true biometric signature with
an obscured biometric signature,

- producing a code indicating the true and
false biometric data on the basis of the previous

20 comparison with the true biometric signature,

- comparing this code with an authentication
code indicating the true and false particular
biometric data of the obscured biometric signature.

In this method, the authentication code can be

25 stored in a secure memory of a personal object and the
comparison of the code and authentication code can take
place within the pergonal object.

The biometric identity check method for accessing
a service by means of a sgervice terminal, based on a

30 personal object of the chip card type for storing the



a service by neans of a service termnal, based on a 30 personal object of
the chip card type for storing the 6 authentication code and the obscured
bionetric signature, can conprise the following steps: -- transferring the
obscured bionetric signature fromthe personal object to the service
termnal for 5 the conparison of the true bionmetric signature wth the
obscured bionetric signature and producing the code wthin the service
termnal; - transferring the code fromthe service termnal to the persona
obj ect for conparison of the code with &0 the authentication code on the
personal object,, The,invention is also bas on an enrol ent_.devi ce using
bi ometric sigﬁgFB?ggéﬁ?Fé8Fioncga?tma?%ginﬁﬂg?defﬁF%“8ﬁ¥g?n 4 YETE 6 omet ri ¢
si gnature conpegREtatelSchhueohpiticeukBe bbomBlihg dakpsf.rom captured

bi ometric data, using obscuring software consisting firstly of producing

fal se particul ar bi oméfEns igatd nendt kentobsiongect Hekwwp thiehe igng&usar ti cul ar
bionetric dat ﬁréﬂ Uler 18 ﬁgia!o '%’&tObnsé:“Eﬁg bl QuBtld c. gl.gnat ur ¢, and
ancaut d orin the

secondly 20 producing enticdtion codé i cat I'Ag true and

fal se partd cuthe bompetikbendafatbk thee dbhseuredcbisamgiatngesndhat the. The
enrol ment device can conprise a device for conmunication with a persona
obj ect of theCBRFpredr PIIBEYhe SHAMHES 0P REPLHEIRYG tHE 05968 ed

biometric sigpatyeg apd gggvggghggghggghgn code to the personal object.

- transferring the code from the service terminal
to the personal object for comparison of the code with

10 the authentication code on the personal object.

The invention 1s also based on an enrolment
device using biometric signature extraction scftware in
order to obtain a true biometric signature composed of

15 true particular biometric data from captured biometric
data, using obscuring software consisting firstly of
producing false particular biometric data and combining
them with the true particular biometric data in order
to obtain an obscured biometric signature, and secondly

20 producing an authentication code for indicating the
true and false particular biometric data of the
obscured biometric signature.

The enrolment device can comprise a device for
communication with a personal object of the chip card

25 type suitable for transferring the obscured biometric
gignature and the authentication code to the perscnal

ocbject.

The invention also proposes a personal object
30 comprising a secure memory and a communication means

and compriging in 1its secure memory an obscured



The invention al so proposes a personal object 30 conprising a secure nenory
and a conmuni cation neans and conprising in its secure nmenory an obscured 7
bi onetric signature and an authentication code and conprising a neans of
conparing a code transferred by the comrunication nmeans with the

aut henti cati on code. This personal object may be a nediumw th a chip of
the 5 chip card type. The invention al so proposes a service termnal using
extraction software in order to obtain a true bionmetric signature conposed
of true particular 10 bionmetric data frdm captured bionetric data and using

software for ing A o] C arj t Nt ru iometric
signature an%P%ﬁggﬁggurgﬁggggﬁé%rﬁ%ﬂjs?gﬁafﬁﬁggnﬁﬁéﬂggggli2§¥%ht$ﬁ§ the true
and fal se btonpetistndata neartsheobasospatrihbe at ramwidi orehsferrdd ®diygnat ure

cal cul ated by the service termnal. This service term pal can conprise a

communi cat i oh*8e FPEE G MTUMTERT nY 0kt e R Slsrar1Cabt @Rt C6FSrhe chip
card type, a@ﬁfst}geiééﬂ§i95b§@@t phgcHeed REQTBR LS el AnahyLe ofr ekt he

per sonal obj ect 0 and the tode prododuced to the personal object. O her
char act erd st thspandrddvaptages of the present invention will enmerge froma
reading of the follow ng 25 description of particul ar exanpl e enbodi nents,
given for illustrative purposes and non-limtingly, and the acconpanying

drawi ngs in which:The Fiigifetith HEPLEES @RIPIRS O nddwbide @brminal
using extraction software in order to obtain a true
biometric  signature composed of true particular
10 Dbiometric data from captured biometric data and using
software for producing a code from a comparison between
the true biometric signature and an obscured biometric
signature, the code indicating the true and false
biometric data on the basis of the true biometric
15 signature calculated by the service terminal.

This service terminal can comprise a
communication device for communicating with a personal
cbject o©f the chip card type, able to transfer the
obscured biometric signature from the perscnal object

20 and the code produced to the personal object.

Other characteristics and advantages of the present

invention will emerge from a reading of the following

25 description of particular example emboediments, given

for illustrative purposes and non-limitingly, and the
accompanying drawings in which:

- Figure 1 depicts examples of minutiae of

fingerprints;
30 - Figure 2 depicts examples of the creation of false

minutiae;



fingerprints; 30 - Figure 2 depicts exanples of the creation of false

m nutiae; 8 Figure 3 depicts a sinplified exanple of the creation of an
obscured signature and of the authentication code according to the
invention. 5 One enbodi nent of the invention will be described in the
context of an identification by fingerprint in a banking application. A
user is provided with a chip card possessing a secure 10 nenory and a
bionetric identity check function which w1l be detailed below During the
enrol nent phase, which consists of stori®fi)g the reference bionmetric
signature on the card, the user 15 goes to a secure place such as a bank
branch for exanplBLowkfer & hidemidiger gr i stimpd idapdur edaowleg spéci ahe

terninal . An extragthge iBh00bE! il Ofodiuld Ofs Rfdaru OSB! LaCi Phe

consi sts of selecting particular biometric data fromthe captured

fingerprint, referPBdReBri62540R RRERaBCCOEFIREs LOhENET AETEfhd WBi-omet ri ¢
signature conposed of these mnutiae. To facilitate understanding of the
remai nder of the description, the terns true m iae and trye bionetric
signature%ManebEmggga BF (HeskPQat@VEBtdtRed" bt oPgi MEIT YiRs 281

cal cul ati on afhd heoptegt aff . adhdsentridd caltiwh agy aféngkepbréxanplre a
identified b%Eg%&ﬁliqgiqﬁEig itIQeir position, plus a data itemindicating
their type. |guré31 OWE TWO exanpl es of types of mnutiae, a

A user is provided with a chip card possessing a secure
10 memory and a biometric identity check function which
will be detailed below.

During the enrolment phase, which consists of storing
the reference biometric signature on the card, the user
15 goes to a secure place such as a bank branch for
example, where his fingerprint is captured on a special
terminal. An exXtraction algorithm of the prior art,
whose principle consisteg of selecting particular
biometric data from the captured fingerprint, referred
20 to as minutiae, derives therefrom the biometric
signature composed of these minutiae. To facilitate
understanding of the remainder of the description, the
termg true minutiae and true biometric signature will
be used for these data obtained according to the
25 calculation of the prior art. These true minutiae are
for example identified by data indicating their
position, plus a data item indicating their type.
Figure 1 shows two examples of types of minutiae, a
line bifurcation (Fig. a) and a line end (Fig. 1b).
30 The number of minutiae to be selected by the extraction
algorithm 1is predefined in order to obtain a good

compromise between security and calculation complexity.



| ine bifurcation (Fig. 1a) and a line end (Fig. 1b). 30 The nunber of
mnutiae to be selected by the extraction algorithmis predefined in order
to obtain a good conprom se between security and cal cul ati on conplexity. 9
According to the nethod of the invention, before the recording of the
signature on the chip card, the enrolnment term nal uses obscuring software
in order to transformthe previous true bionetric signature. This 5
obscuring software uses an obscuring nethod whi ch consi sts of conbining the
true mnutiae previously extracted and maki ng up the true bionetric

signature wth false data which wll be referred to as false mnutiae, so
as to obtalnA%ﬁOB%éﬁﬁréﬁ’b?%%EFPFPOleﬁélbhﬁt&ﬁéen@ﬁé”bhapﬁg?é?l§@@c of the

obscuring netbedreongi sés Oihedeéigmmf@l &ﬁlmtrl‘l-g| i e eolsi stent
with the true nutla in.order to nge t he operation consisting, 15 of

finding the E7L8 %?Bﬁe FrELEPgNASE e FIBHITE DR SPgRaBGFe @i fficul t
or inpossibIEraEQfotM|sheigrduiquuﬁﬂﬂ&amxbmémrimesighhbmreg mehheds: -

accordin sLovarl t he se sor of bank ter al captures nore
m nuti ae hang?%e pr%de§|§g8ar§0 it g& Ftranal” %ghgtlgé %%e t hen
slightly transherged |mfor©@mbimum@taﬂn3fﬂny£ mmtitdaee Tprsviousdst or mat i on

can_consi st gk 2aIpdf 6ot | ncohathe coor dinat 65 Gl be Mg, by

rotation or translation ication o - "according to
a second varvapk diajse t 6athe Wit owgll be referred tO as false

minutiae, so as to obtain an obscured biometric

10 signature.

One characteristic of the obscuring method consists of
defining false minutiae which are ccnsgistent with the
true minutiae in order to make the operation consisting

15 of finding the true biometric signature from the
obscured signature difficult or impossible. For this,
it is possible to use the following methods:

- according to a first wvariant, the sensor of the bank
terminal captures more minutiae than the predefined

20 number. The additional minutiae are then slightly
transformed in order to obtain false minutiae. This
transformation can consist of a modification of the
coordinates of the minutiae by a rotation or
translaticn, or a modification of their type;

25 - according to a second variant close to the previous
one, it 1s possible to obtain the false minutiae by
transforming minutiae obtained during the capture of
the print from another finger. It will then be
arranged to keep only false minutiae not too close to

30 the true minutiae selected in order to preserve
consistency of the whole. The advantage of this
variant is that it is applicable in cases where the

number of minutiae of a single print is small;



one, it is possible to obtain the false mnutiae by transform ng mnutiae
obt ai ned during the capture of the print fromanother finger. It will then
be arranged to keep only false mnutiae not too close to 30 the true

m nutiae selected in order to preserve consistency of the whole. The
advantage of this wvariant is that it is applicable in cases where the
nunber of mnutiae of a single print is small; 10 - according to a third
variant, anongst the capture bionetric data, relatively close geonetries of
true minutiae are detected and are transPornmed in order to create false

m nutiae consistent with the global 5 geonetry of the fingerprint. This
transfornati onm i 3CCPTALBEr ftedi ﬁfﬁ@r‘éaQ?aFggu@éﬂ%s%egih@t SCEPEWR

geonetry whi Chhilckelchanst gaiBd i REDa@ifal pe JNdud | aeopfertiRe bbEurcatd on type
2bl. depicts a true geonetgg which is
e

depicted in Fﬁggre,Zaz. Figgre
transfornmed i AEQUE1RE fASedRf RGEPde 298 AR | FrRPBHITGPe i mitdEd 9 Figure

2b2. Conbi ni ngrihe o al =6l and hiter thout tagsmBkesti t wpessi bl t@laiain the
obscured béonetric Si na%urﬁf A%.the 15, sane gbqe Ehe 0 scur%n met hod
generates an SSNRERT cRt i G ot MRORE Ront entt hdFEAPES CEAE C RPN AT ae
V\:h! ch are try&ldmxﬁ:tfxaltwit\nt Wa'gnimcmed Eig!nm ucel |depickes wO t_pmmluce
Lhis authentication . .code . he, mputige arg Lhest ofealde qrdsreddna well
20 defined order, by-‘choosing Tor exanpfe a geonetric origin an %en
cl assi fyi ng t k&enmihifweeatteonr diypg tdepicted in Figure 2a2. Figure
2bl depicts a true geometry which is transformed intc a
10 false minutiae of the line end type depicted in Figure

2b2.

Combining the false and true minutiae makes it possible
to obtain the obscured biometric signature. At the
15 =same time, the obscuring method generates an
authentication <code whose content indicates the
minutiae which are true and false 1in the obscured
signature. In order to produce this authentication
code, the minutiae are first of all ordered in a well
20 defined order, by choosing for example a geometric
origin and then classifying the minutiae according to
their position with respect to this origin. Then the
authentication code 1is established in the form of a
ligt of =zeros and ones, the zeros indicating that a
25 minutiae is false and the ones that the minutiae are
true, or vice-versa. This authentication code
therefore has as its dimension a number of bits equal
to the total number of minutiae of the obscured
signature. Figure 3 illustrates a simplified example
30 of the production of an obscured signature and of the
associated authentication code. Figure 3a depicts a
fingerprint, Figure 3b depicts the two true minutiae
(represented by a solid circle) extracted from the

fingerprint by the extraction algorithm, Figure 3c



their position with respect to this origin. Then the authentication code is
established in the formof a 1list of zeros and ones, the zeros indicating
that a 25 mnutiae is false and the ones that the mnutiae are true, or
vice-versa. This authentication code therefore has as its dinmension a
nunber of bits equal to the total nunber of m nutiae of the obscured
signature. Figure 3 illustrates a sinplified exanple 30 of the production of
an obscured signature and of the associated authentication code. Figure 3a
depicts a fingerprint, Figure 3b depicts the two true mnutiae

(represented by a solid circle) extracted fromthe fingerprint by the
extraction afgBiftAM-NE RiFECBeed 1548prEvrEet hahdidc e BrgAdcafe P¥hi ch was

produced by aaddhgg twe frlise mrrﬁb'ﬁﬂt@‘ée(r@i?é§§éﬂé§€eay BY Wt empkhf Cl €),
Fi gure 3d deEICtiFﬁhe sane nlna e ordered and anure e depicts the
d

associ at ed abthenti cathi TS E9d&E P Sentlf nERMSHHASRUBRAS WHITEFe st or age
of the obscandéd Higmesrize sigpatuee ahd tdsauiident | catthemt icedd onn t he
non- volat mory (EEPROM FLASH etc) of 10 the chip card. These data
require a refgglvely smal | anpbunt of nmenory space of a few tens of bytes.
After the enrol nent, the bank card can be used to nake paynents _access

banki ng servT gs gﬁEOIﬁgﬁB Oﬁﬁégéiﬁ%g%§tﬁ$ﬂ#%{ﬁ%hnng steﬁgi g t he

identity of t e user conp the serV|ce
termnal, fo@b@%ﬁpﬁe hiemshrédfspehgeature and the authentication

code in the non-volatile memory (EEPROM, FLASH etc¢) of
10 the chip card. These data require a relatively small

amount of memory space of a few tens of bytes.

After the enrolment, the bank card can be used to make
payments, access banking services etc. Each operation
15 requires a phase of checking the identity of the user,
which comprises the following steps:
- the service terminal, for example a cash dispenser,
captures the fingerprint of the user;
- the terminal calculates the true biometric signature
20 from this fingerprint by means of the same extraction
algorithm ag that used during the enrolment phase;
- the card transfers the obscured biometric signature
to the terminal. It should be noted that this method
has the advantage, unlike the prior art, of not
25 transferring the true reference biometric signature;
- the terminal compares the true bicmetric signature
with the obscured bkbiometric signature transferred by
the card and derives therefrom a cocde representing the
differences between the two signatures, according to a
30 calculation similar tce that of the producticn of the
authentication code described during the enrolment
phase. This code represents the true and false
minutiae on the basis of the true biometric signature

derived frcm the captured fingerprint. This code must



captures the fingerprint of the user; - the termnal calculates the
bi ometric signature 20 fromthis fingerprint by neans of the sane

extraction

al gorithmas that used during the enrol mnent phase; - the

transfers the obscured bionetric signature to the termnal. It shou
noted that this nethod has the advantage, unlike the prior art, of
transferring the true reference bionetric signature; - the term nal
the true bionmetric signature wth the obscured bionmetric signature
transferred by the card and derives thefefroma code representing t

di f ferences
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during the enrolment phase. If the codes are
sufficiently identical with respect to the predefined
tolerance, then the card returns to the terminal a

positive message validating the identity of the user.

A first advantage of this method is its flexibility: it
is possible to choose a number of true and false
minutiae according to the security requirements and
processing time reguired. One of the most simple
implementations with the use of 10 true and 10 false
minutiae, and with a tolerance consisting of accepting
the error of one minutiae in the checking calculation,
gives rise to a rate of false acceptance of 1 in 10,000
and a processing time by the card of the same order as

the checking of a PIN cocde.

This method also has the same advantages of the system
of the prior art based on PIN codes since firstly there
is no longer any transfer of confidential information
from the card to the terminal and since moreover the
checking calculation implemented within the card is
very simple. It should be noted that the
authentication code fulfils a role similar to the PIN
code of the solutions of identification by PIN code as
described previously. Moreover, this method of course

includes the advantages of biometrics. The invention

t he
pect to



positive nessage validating the identity of the user. A first advantage of
this nmethod is its flexibility: it 15 is possible to choose a nunber of
true and false mnutiae according to the security requirenments and
processing time required. One of the nost sinple inplementations with the
use of 10 true and 10 false mnutiae, and wth a tol erance consisting of
accepting 20 the error of one mnutiae in the checking cal culation, gives
rise to a rate of false acceptance of 1 in 10,000 and a processing tine by
the card of the sanme order as the checking of a PIN code. 25 This net hod
al so has the sanme advantages of the systém of the prior art based on PIN
codes since firstly there is no |longer any transfer of confidenti al

i nformati on HFESHIORE BREFT olt h&@CEEAMIfalt AnaCEPHER rbfe AEFARTRISE hecki ng

cal cul ati on ifplereeted cu thid Hie e@ed is 30 very sinple. It should be
noted that the authentication code fulfils a role simlar to the PIN code
of the solutions of identification by PIN code as described previously.
Mor eover, thiTsienethodnoficagourase demduidesit e adiast agelsodimbnonetis cs. The
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producing false mnutiae, combining tTalse and true mnutiae In
false minutiae, combining false and true minutiae in

order to produce an obscured biometric signature and an
10 authentication code, implemented during an enrolment

phase on a secure terminal of a service provider such

as a bank;

- scoftware for —comparing an extracted biometric

signature with an obscured biometric  signature,
15 generating a code, used on a service terminal during an

identity check phase;

- a code check means used on the card which also

possesses a secure memory for containing an

authentication code and a reference obscured biometric

20 gignature.

The methods of the invention are of course adapted to
cther fields of biometrics, using similar mechanisms
based on particular biometric data, fulfilling the role

25 of fingerprint minutiae. False particular biometric
data consistent with the true particular biometric data
will alsoc be added.

In addition, the invention is particularly well adapted
20 to the systems based on personal objects such as chip
cards, possessing few hardware resources. It does
however remain applicable to other gystems not

necessarily using such an object.



order to produce an obscured bionetric signature and an 10 aut henti cation
code, inplenented during an enrol nent phase on a secure termnal of a
service provider such as a bank; - software for conparing an extracted

bi ometric signature with an obscured bionetric signature, 15 generating a
code, used on a service termnal during an identity check phase; - a code
check neans used on the card which also possesses a secure nenory for
containing an authentication code and a reference obscured bionetric 20
signature. The nethods of the |nvent|on ate of course adapted to other
fields of bionetrics, using simlar Q?J based on particul ar

bi onetri c dat a, fulfllllng the role 25 o ingerprint mnutiae. False
particular bionetric data consistent with the true particular bionetric

data wll also be added. In addition he invention is particularl mell
adapted 30 1t he Yoo i o arboRaTDEsRaEss Ligh CEPORTY
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- producing false particular biometric data,
- generating the obscured biometric signature by
combining the false particular biometric data with the
10 true particular biometric data,
- producing an authentication <c¢ode  which
indicates which are the false and true particular

biometric data of the obscured biometric signature.

15 2. An enrolment method according to Claim 1,
characterised in that the false particular biometric
data are produced in a manner consistent with the true

particular biometric data.

20 3, An enrolment method according to Claim 2,
characterised in that at least one false particular
biometric data item is produced by slightly

transforming a true biometric data item.

25 4. An enrolment method according to Claim 3,
characterised in that the true particular biometric
data are minutiae which correspond to fingerprint data
of a first finger and in that at least one false
minutiae is produced from minutiae of a second finger.

30



- producing false particular bionetric data, - generating the obscured

bi ometric signature by conbining the false particular bionetric data with
the 10 true particular biometric data, - producing an authentication code
whi ch indicates which are the false and true particular bionetric data of
t he obscured bionetric signature. 15 2. An enrol nent nethod according to
Claiml, characterised in that the false particular bionetric data are
produced in a manner consistent with the true particular bionetric data. 20
3. An enrol nent nethod according to Clalm2, characterised in that at |east
one fal se particular bionmetric,data item.i roduced by sl ghtl
transfornigg a trug‘bioﬁ%&r%%r%%T%p?tgﬁ& 4£C$8r§ﬁ?%lﬁ%ﬁtbg%fwgf’according

to daim3, chbatackerissdd in thait t e tYamstpavhiecubal sbi gitgidulgdata are
m nutiae which correspond to fingerprint data of a first finger and in that
at | east onebREMEETif riRtae LiteTpr bBudE@IICER PYutdteBFing secdrid' i nger .

30 15 5. Angeprolyent Jmthod agoprding LooELabmg. ,ehanackar seddd that at

| east one false particu ionmetric data”“itemis produce etecting a
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create the false particular biometric data item.

6. An enrolment method according to Claim 1,
10 characterised in that the authentication code 1is
established according to the following steps:
- the particular biometric data of the obscured
biometric signature are ordered;
- the authentication code is composed cof a series
15 of bits, with a length equal tco the total number of
true and false particular biometric data of the
obscured biometric signature, each bit indicating
respectively whether the corresponding particular

biometric data item is true or false.

20
7. An enrolment method according to Claim 1,
characterised in that the biometric data are those of a
fingerprint and the particular biometric data minutiae.
25 8. An enrolment method according to one of the

preceding claims, characterised in that the obscured
biometric signature and the authentication code are
recorded on a secure memory of a personal object of the
chip card type.

30



6. An enrol ment nethod according to Caiml,

aut hentication code is established according to the follow ng steps
particular bionetric data of the obscured bionetric signature are ordered;

- the authentication code is conposed of a series 15 of bits, with a length
to the total nunber of true and false particular bionetric data of
obscured bionetric signature, each bit indicating respectively
the corresponding particular bionetric data itemis true or false.
enrol ment nethod according to Caim1, leharacterised in that the b

data are those of . fiNgelBRLAL; ANGALEsDY! LhEMAmdRIEPl AL Al g nuti ae.
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t he
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an obscured bicmetric signature,

- producing a code indicating the true and
false biometric data on the basis of the previous
comparison with the true biometric signature,

- comparing this code with an authentication
code indicating the true and false particular

biometric data of the obscured biometric signature.

10. A bicmetric identity check method according
to the preceding claim, characterised in that the
authentication code is stored in a gecure memory of a
perscnal object and in that the comparison of the code
and authentication code takes place within the personal

cbject.

11. A biometric identity check methed according
to the preceding claim for accessing a service by means
of a service terminal, based on a persocnal object of
the chip card type for storing the authentication code
and the obscured biometric signature and comprising the
following steps:

- transferring the obscured biometric signature
from the personal object to the service terminal for
the comparison of the true biometric signature with the
obscured biometric signature and producing the code

within the service terminal;

10 characterised in that the
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an obscured bionetric signature, - producing a code indicating the true and
fal se bionetric data on the basis of the previous conparison with the true
bi onetric signature, - conparing this code with an authentication code
indicating the true and false particular bionetric data of the obscured

bi onetric signature. 10. A bionetric identity check nethod according 15 to
the preceding claim characterised in that the authentication code is stored
in a secure nenory of a personal object and in that the conparison of the
code and authentication code takes plack’7within the personal object. 20

L1. A biometric ident ity check method aseording 40 thegreceding clai m for
accessing a service by neans OP a service térm nal, ased on A persona
obj ect of thecchihe ganddngle diofest of bNgcdhigaausbanbifcahicorceledarizh and t he

obscured bionetric signature and conprising the follow ng steps: -
transferring the 8bs8&REACHIdRBL COEEsPEn&NGr BCTEPERt ROIS& sonal obj ect to
the service termnal for the conparison of the true bionmetric signature
with the 30 obscured bionetric signature and producing the code wthin the
service tesmnal; 172.- trajasferennglmhdret codeviicem theiser vildenegrmiaal to
t he personal object for conparison of the cqode with the authentication code
on t he personﬁFgBBF&E?.eXtraCtlon software 1n order to obtain a true
biometric signature compcsed of true particular
bicometric data from captured biometric data,
characterised in that it uses obscuring software
10 consisting firstly o©f producing false particular
biometric data and combining them with true particular
biometric data in order to obtain an obscured biometric
signature,
and moreover producing an authentication code for
15 indicating the true and false particular biometric data

of the obscured biometric signature.

13. An enrolment device according to the

preceding claim, characterised in that it comprises a

20 device for communicating with a personal object ©of the
chip card type able to transfer the obscured biometric
signature and the authentication code to the personal

obiect.

25 14. A personal cbject comprising a secure memory
and a communication means, characterised in that it
comprises in itg secure memory an cbscured biometric
gignature and an authentication code and in that it
comprises a means of comparing a code transferred by

30 the communication means with the authentication code.



5 12. An enrol nent device using bionetric signature extraction software in
order to obtain a true bionetric signature conposed of true particul ar
bionetric data fromcaptured bionetric data, characterised in that it uses
obscuring software 10 consisting firstly of producing false particul ar

bi onetric data and conmbining themw th true particular bionmetric data in
order to obtain an obscured bionetric signature, and noreover producing an
aut henti cation code for 15 indicating the true and fal se particul ar

bi ometric data of the obscured bionetri%® signature. 13. An enrol nent device

according to the pjgcedingockahgy cR3eact abksedihpg tRAkHL HURIHisES a 20
device for communicating wth a personal object of 'the <chip card type able

to transfer théadhscohetdabiemetedc insicfnat dteiand meeiaot herth @atdhap code to
t he personal bject.. 25 14. _A _personal object conprising a secure nenory
and a connuniEgt#ﬁﬁ ﬁgéﬁs?agﬂaFggFerised inthat it comprises inits secure
menory an obscured bionetric signature and an authentication code and in
that it conprises a nmeans of conparing a_code transferred by 30 the

communi cat3 on neansl® t hAt Gersdgchefiervanponusdng. exgrarsion sefdomale obj ect

according to {fe BB%%e%gﬁ%ﬁ%é?{?%FPPQQCB?éﬁégg'&”s&h%%thEe'%dﬁ?@%@ mw th
a chip of thé chip Ccard type. 6. service térnmAal usSi'ng extraction
sof t war e of true particular biometric data from captured
biometric data and using software for producing a code
from a comparison between the true biometric signature
10 and an obscured Dbiometric gignature, the code
indicating the true and false biometric data on the

basis of the true biometric signature calculated by the

gervice terminal.

15 17. A service terminal according to the
preceding claim, characterised in that it comprises a
communication device for communicating with a personal
object of the chip card type, able to transfer the
obscured biometric signature from the personal object

20 and the code produced to the personal object.
ABSTRACT

A method and associated device for checking a
25 biometric signature by means of a very simple and
secure calculation adapted to objects of the chip card
type.
The method is based on the storage within the
object of an obscured biometric signature and an
30 associated authentication code, a terminal capturing a

fingerprint compares it with the obscured biometric



in order to obtain a true bionetric signature conposed of true particul ar

bi onmetric data fromcaptured bionetric data and using software for
producing a code froma conparison between the true bionmetric signature 10
and an obscured bionetric signature, the code indicating the true and fal se
bionetric data on the basis of the true bionmetric signature cal cul ated by
the service termnal. 15 17. A service termnal according to the preceding
claim characterised in that it conprisés a communication device for

comuni cating with a personal object of the chip card type, able to
transfer the obscured bionetric signature fromthe personal object 20 and
the code produced to the personal object. ABSTRACT A nethod and associ at ed
device Tor CNepldgd 23 RhdRRLU Cogl Afal UIcR,BY HRANS-PLndr¥ply sidiple and
secure cal cul on adapte to objects of the chip card type. The nethod is
based on therestdriragefw thiis t bempebjieoh ofocantiobsculnén bwmxrlvmml'gnature

and an 30 assaqci ted ayt henti cation cod m nal tur

fingerprint % lh%ﬁtq?§¢1§(ﬁﬁﬁﬁjiﬁflﬁqﬁhﬁqq%Fﬁiﬂéhdﬁﬁg re transmtted
by the card and transfers the result of this conparison to the chip card,
which wvalidates this result with the authentication code.



