WO 987/ 03927 PCI/[ 15977 13309 PERSONAL-TNFORVATION SECURITY g 0 0 )1l 2 -
AND EXCHANGE TOOL FI ELD OF | NVENTI ON 5 The present invention rel at es to.

t he software managenment .of information within a netvvor

envi r onment .WWF’E’%"’speci fically, the present invention re at es

software systemoperating on the Internet that creates a él rtual ri vat e

network where a user may atﬁﬁ@bmﬁeﬁ#mwﬁm gRcuRfrexchan %@CDIO @essS
personal information in a. truste rkg( él(y %ed manner. This software
system encapsul ates trusted conmunities and their nenbers, where a trusted
authority certifies the identity and the infornmational-self of 'conunity
menbers. OnNGErELDUSEIINVENTEON stered with a trusted community, 15 the user

can authags and Seﬁgr&é&w iﬂv&b@oﬂ}’:ﬁﬁfdﬁdlﬁa amet saftwareo nEnagerent cont r ol
t he rul e-bas ese nd 2P hghtileimaagal mddeor mati on.
BACKGROUND d—fd I%IIE"T N\r}é%i gﬁ:@rihe |{r§ |on & §c§%I ers%tﬁ?gréjse of the

| nternet hasePerdiicaiiyyre Hh? rP:‘(ﬁ‘?enEx ﬁnoxf' e quantity and

avai | abi | i t ysysglempepaxatihgi o Glh?aiméﬁfme@n'ﬁbﬁ lﬁ?&?éF? a §1’1’F€€a} he Internet is
| argel y unr ggtihatednetwdrkewherena assxmayceuthat, akbutrd sermfhrmation is

accurat e pr. é;?éh' 5& eané‘B??Qéése'ﬁe&?@nﬁ)li'h‘i@r&it;ohhgnd&lt&ds%eaoincﬁven

t bl 25 t t ak
AnyLhi ng SerfoUFRLIH SAEREY: o R BosatfiaR byeel, BhcRbafrAbRCR.AR Then

These joi nt cummpities Aol their F@F‘P%‘Eﬁll whoTre i t&'&?ée‘br%’tte’(:’? B can be
conbi ned i NntEexifiies i fhac ttenkicynesdtthe iaformastional niekinedi oommuRityity.
Dat a reliabijdniérg! tddést WORddY R@SSedistereaamtt & BPustm eammumirygccurat e

and can fie YNeRLL CALPduPAG Una SOELAD UL chel i ZatdeaR,i s when

g::qgrl SO?V? abl ea for d:%gggssaﬁ%?egaf eSS| Eg onlx Bﬁﬁ% Gmgnaggr oA by the
accordi ng t oof wlhssrmmkh@#q;yu?#@novmer is present. 35 Trusted
utilization EXCKGRUSKRE FIEE CRWERTION especially critical when dealing with
personal data. P?ﬁéofﬁﬂroduction and accelerating use of the Internet has
20 resulted in an explosion of both the quantity and availability
of personal information. Unfortunately, since the Internet is
largely uhregulated, there is no assurance that all this
information is accurate or reliable, and often the source of
the data is not even ascertainable. Additionally, unless
25 particular precautions are taken, anjthing gent via the
Internet is subject to interception and misuse. These joint
concerns for data reliability and data protection can be
combined into a multifaceted concept of a trusted information
utility. Data reliability or trustworthiness is present if .
"' 30 the data is accurate and can be autlienticated and/or
' ‘corroborated. Trusted utilization is when data is available
for access or processing only by those approved by the owner
of the data, and assurance of continued command and control
according to rules eséabliahed by the owner is preseht.
35 Trusted utilization or trusted processing is especially
critical when dealing with personal data. Personal
information, such as an individual's credit worthiness,
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medi cal history, enploynent background, or lifestyle is now finding its
way on to tiveosseesrnet. It is likely that |aw enforcen®fTUBYaM? es, credit
bureaus, landlords, and others w1l be using this information to assist in

maki n deC| sLons. :} ES €p haéw dr amat i cal |
[ fTDac%:J an™ #(;‘f 5‘?1 F%%CI | ?‘éi |§' igélc r?ggf%aggiéﬁ%%ig a’I,t ion that Y
t hey shoul Ghn‘P‘E/éﬁshWe ‘3’? 38 g 3 g’é e real i ze that
sonet hi ng anmrdwedbrnsetn@iepr cﬁ@éﬁtab‘ﬁéaé’én BMBH&IW%P&FW&% on and as
nore 10 i ngiid Beahsih@ivhibhenformarieh,td hestswiin mbkimpréecppéeniy e t o
i M A ﬁﬁPﬁ?%ﬁﬁ%‘%Z‘a’f%%;&'?ﬁd; R A

”é’c“t"ﬁL B &8e 4 é‘gsi“"r" AN

activity B canno pirc;g y emented with
t he | nternthat ¢dey phawlds’ Eyeven Ra¥e) LAt besfey b8¥- can efficiently
i ncor porate themms,i pedile Thakizet hbat saneghimednist be clargetan | nt er net

utility Pr&%llt b0petdin e é&rﬁélaﬂﬁf@e&&h%ﬁlehrﬁ aBems@al i nformation. It

s thep QU ECledl (hICAUSRED! LR O HOpoPd Prbhable 1P LTSI ed
liz4 ﬁn"fq"o réﬂ‘ %‘ ?gg . Zesl di
e Char o Ferlqdi BPanaRd a?rlg%ﬁ' 8o a@eﬁa%ﬁ%” afqrhaf *Béﬁﬁt'eng 2

per sonal dabd thed ingivicmadi Witk olant e \nertilaipatee 1py ceemaadi ofRdhind

processi ngceﬁtrdaei:amadcam&eyrratcoamecmalg, 2¢heme)ddess nearinbe bedi vi dual or

bk 'hfﬁ pet B :é;{ 28 mon"tn%% f"‘te”""g““mr"ss‘*@*e’&ﬂ;%?&a%'hgn
Jng‘l& ? caﬁg%gﬁ’fe&?%‘:ﬁrpﬁéﬂ on neror k servers,

presen |n9§
wi t h suppoi@easy afi’bpﬁca‘?heé‘ﬁsimfeP&Fﬂn? d’FF°"a iafd ok eERat WY personal

conput er systueml ifoel tis wecof1t30 anddr exdhiamgeaofl peinsehal sixtfermatintput i ng
devi ces. Thi s ifveB! tKiYefiose Uid @bted: L6F dhdYpidBntOinvdtddhngoan i ndi vi dual
or entity assigt in the trusted utilization of personal information on
20 thesInternet by 1) providing a mechanism for individuals or
entities securely author and encapsulate personal data and
processing rules governing the presentation and processing of
personal information, while 2) empowering the individual or
entity, at will, command and control of their personal
' 25 information within network computing environments.
SUMMARY OF THE INVENTION
The present invention is a software system for operat:.ng
on network servers, with supporting applications operating on
an individual user's personal computer system, inclusive of
' 30 wire-line and wireless tele-computing devices. This invention
' ' is directed to a system for allowing an individual or entity
to protect, command, controél,. and process personal information
on a computer network, including the Internet. Specifically,
. this invention facilitates the formation and use of networked
'35 Trusted Electronic Communities, hereafter referred to as E-
Metro Communities, where each E-Metro Community comprises'
several members meeting common admission requirements.
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To protect, comand, control,.and process personal information on a
conputer metwork, including the Internet. Specifically, this invention
facilitates the formation and use of networked 35 Trusteggl%g n| C
Communi ti es, VA BH¥ ter referred to as E- Metro Comuniti Where each
B-Metro Community conprises several nenbers neeting common adm ssion -
requi r enenpfafezabl¥y) %1 @A398He RCHetBd Td¢dndmdty Rrlefteisabk yregistiratidre E- Metro

Communi ty Liyal ﬁﬁ&svéfﬂlhiﬁrﬁ@dﬂai i&Hﬁéi% NEs¥Ef idd eaciPitiies @ROtity itself
or facilitates

S te Authorities. The.
i nf or mat i 0138 °rfd8ﬁ??’f} 3‘«2‘% %ﬁ%? i enc%%siu%gt ed.within 5 the E-Metro
Conmmuni ty #nfoamatierad ddgabitnnt PﬁF’ér'?Pé&‘-"ieGn 8 pRaapsulated WiLhIR | eoferred
to as ks Pl aMebreaxinmbnbPtA asr ernee'smuumgeasmibénfemwrﬁMt i on and
behavi or, A(&éd&sSOHEréﬁfte&:hfef&f&aﬁe&Iwn&wnhl ek thy egar hermmber and sorre of

the informatl ongggm ng é“F“‘%m ;ru%tfggﬁ% Q{;grﬁgegéheaﬂgk t‘gié_?% ol Sgenber’

E- Metro ConmhT I shi'ng I Ng refstr Ion rul es and
per f or ni ngﬂe&:éé?ﬁﬁ?%‘ﬁé’naﬁﬂl’&&ﬂdc &y e |“FF'@?5F|%‘FF§ 56’f“e i dentity, and
i f so chosaformatsamatomingf ﬁrmmttmateéraquﬁcceatemmheti-ﬂm ro Conmunity

bui | ds, @ mm&nhtﬁ-mewmmft f BY Sestablessifp anhcboftrcing 15
partici pate i. gtra?:.gr(l:t ni.c rgggae#@o%mﬁegre atcg éﬁﬁt sagad Lf'éﬁ% onsibilities

of privacy & o7 hational on are reallzed. Thus it is

t hrough t heerifdsaeiong 6’Ifr AR AdePFELY &lﬁ"db}f £ CHOEER: RWECPBL Cormuni ty
t hat a nmenireforetbre centdficatiand Ebe|EdMegsronComuaitgObuilgdesacti ons, but
nor e imorémtga&m&e&anéw{ oF itbehémbedat 8an Biong aBEr i S a menber of

porsontl TELOCaRI BT %el@%?%esé&ﬂﬁ%é?ﬁ?‘ B T2 that 25

nust be netesRoRsiki %1 egqpP Eﬁ‘é’[acb’l gred intormationa Sﬁggan be processed.
Addi t i onal dsterntigaBidetare Ceadigad.y Tays.gdt isthueushstbsdards for all
transact i ofésctliationliid kerttticatbarby 4 equsséd BMetrpardnnmmbiey pi ece of

'nfor”at'oghdésa member becomes trusted and reliable in other
20 transactions, but more importantly gains control of their -
data. '

Oonce a user is a member of an E-Metro Community, the
membexr can assign access rules,to'each piece of personal
information. These access rules set the requirements that

25 must be met before an individual piece of information can be
processed. Additionally, the E-Metro Community may get
minimum standards for all transactions which must be met.

When a request for a particular piece of information is .
received, BE~Metro Community standards and the rule attached to

30 that piece of information is checked by a processes specific
to the E-Metro Community, hereafter referred to as the E-Metro
Community's E-Broker. The E-Broker is the actual process that
checks to see if the requester and the situation meet the

_ requirement of the rule. If so, the E-Broker allows the
35 requested information to be processed; if not, the E-Broker
; does not allow the information to be processed. AaAdditionally,
 the information may be transport packaged with tramsitive
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received B-

pi ece of information is checked by a processes specific to the E-Metro.

Community, hereafter referred to as the B-Metro Conmunity's B-Broker. The
B- Broker is wbesmszrual process that checks to see if tIRETASBWPer and t he
situation neet the requirement of the rule. If so, the B- Broker allows the

35 request ed, i nf or mat e processed er does not
al | ow t he PFFE7EE ’6#?8 agga%%eggegféae% isAda-L‘ ieQQ: Eﬁng

|onaI¥ ell:lfg t|on may
be trans por@qtpa@mg%ﬁ fgm Rrevenfing e anvape odbieos a‘PéPFU??/’
privil ege whetisr.at teitpthesatransitive gerivhdegalahlne, tm@eme&mﬁfbrrent s for

processi ngp by ?ﬁ%&mﬁ&d&eﬁn&*’@d}x&-@ &Y itdiiRal parByraesseniviatgyoh hese

transiti ve | VI I X nge%%@ 1J;lt ai n comand and control on
third part a8 (?ﬁ a Focessln t hei r_pers ‘hg ormation. A
nenber may al sé &‘F@a‘c”é“&ﬂ( 3&%?1@“&5?«3‘&? 2“Fefrﬁrre§8t$’6 §r5ﬁ Qut oPI A, to
i nteract washamEantokiete intemagt Bl ofhermambers in GnyvefehetHia h dat a
external tgomihikyVed* (kveﬁoammldayﬁa dhiernagens aagnEaderscea subset of the
personal 1 ' nfQk rrat 'ﬁ? qui Q'sﬂﬁs&t?’gfa'tﬂé BSekddnbfier ary that

directs the® CIVf %8aen us ent sable i nt er act
with t A ptrkeymatip f‘Eﬂr?%(‘F OP‘éTdr?élﬁfBg’l’ga it recIP'ea Bits.

i tinerary. aBRIGER DESGRH#WEN ¥ theFagyabal NTRvua 5 %e%?ﬂ"edﬁl ﬁB &rk® ot her
obj ects, fenterat, whtll thdvpatagad infoindaeibnvehicdtber wenberbegd®ne nore

readily apgaf&dteaUPRMNtd qi:gﬁ@fﬁe, to. the follow ng detailed description of
a present lﬁ %r%fggéﬁggn%ﬁﬁ .ﬁ&p? taken in conjunction with the
acconpanyi 51 r aw I'n I C BA 1 shovvs users laect ed to network
server 35accessiTg. f°¥?ﬂ9"~Pﬁt apchather; ﬁbief"'?ho ?R“gra PPt Shr ef erred
enbodi nent of i thes inventeionEwChhrkatome cwoxs rshéilmta@pneent FP9R 3 shows the
Cor’rponent Sreférehcd 86 te €BL1bwkingatietaildd Qegexrip¥dbh o @r@lsgmﬁ]é}# | D.
preferred embodiment, when taken in conjunction with the
accompanying drawings in which:
20 * Pig. 1 shows users connected to network servers accessing
the Intermet.
Fig. 2 shows how a user of the preferred embodiment views
other E-Communities on the Internet. : '
* Fig. 3 shows the components of a digital certificate,
'25 e.g., VeriSign's Digital ID.
Fig. 4 shows how RSA Public-key cryptography works and
how a digital signature is created and attached to a document
to aspure authorship.
Fig 5 shows an E-AutoPIA operating outside the E-Metro
' 30 Community. :
Fig. 6 shows an E-AutoPIA that has collected several
informational E-PIAs from -several E-Metro Communities.
Fig. 7 shows several network servers, a user's personal
. computer connected into the Internmet plus a wireless :
' 35 communicator.

Fig. 8 shows several E-Metro Community systems along with
other resources interconnected by the Internet.
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Frg—4 shows—how RSA PUbt i c- Key cryptography works and how a digital
signature is created and attached to a docunent to assure authorship. Fig.
5 shows an E- AntoPl A operating outside the E-Metro 30 Community. Fig. 6
shows an E- AWPEMPR hat has col | ected several i nformati AP BPas
fromseveral E-Metro Communities. Fig. 7 shows several network servers, a

user's per sonal F&O@uhs&s U ecERft ddtPe SPGHNEEHOEo RruataaW rel ess 35
comuni cat or . : shows several E-Metro Community systens al ong wth.

ot her reso®®¥EFt nt érconnected by the Internet. 4 WO 98103927 _
PCT/ US97/ 13309 Fi5g109dekaids the BORMA Eubeystemin khe E-Metr8 Trusted.
Server. Fi rrudbed eseaivier, t WieidbORbEshavis Vst Bigi 8.t he E-Metro Trusted server,

whi ch : SBOWﬂ #{g Fiida-Q. ?ﬁ:ﬂlgthélﬁtdi-agétﬂééhédlt%mslf:@f aa?gﬁgn;[lan: smt L or
severa (0] USE | e _pr [ I n g etalls e
Sriefte i af 1 FReEREHLE neiR R

nmessagi ng ern which is shown in Fig.
10. Fig. 13 is Elseoé@hdeFab}BaﬁPafm%mGEnWe?wmmﬂ/ im ghe HARME Fig. 14
i s a Booch stibagsten,ofwhibk is BhowerimiBiget 10. Fig. 15a is .a Booch di agram of

the E-Pl A obj ecpig Fi1d 1450 Bovch Boastano20tReNMietbs ¢m@me§| onal E-PlA
obj ect 96 I s a Booch di agram of the E-AutoPl A object. Fig. 17 is

a Boocﬂ'odl agljgﬁ%of the itinerary object. Fig. 18 is a _Booch diagram of the
I nteract | nstrufigoné é8j2Gooch glagean §fat%§c1?r8?‘§§r%e&F the Interact
Protocol 20. oPjectl5aFig.a Epoch &i&pmohofdike) BxPIdfobiwsttul e object. Fig.
21 is a Booch. diegr amisti\ead&haaﬂgiranobreme informational E-PIA
object. -
15 " Pig. 16 is a Booch dlagram of the E-AutoPIA object.
. Fig. 17 is a Booch diagram of the itinerary object.
Fig. 18 is a Booch diagram of the Interact Instruction
object. '
Fig. 19 is a Booch diagram of the Interact Protocol
20 object. ' . _ o
Fig. 20 is a Booch.diagram of the rule object.
Fig. 21 is a Booeh.diagram.of the parameter object.
Fig. 22 describes the relationship of the various classes
of objects used within the preferred embodiment.
25 Fig. 23 shows the basic Booch symbols employed in the
object model'deecriptions_within the preferred embodiment.
Fig. 24 shows that the communication extermal to an E-
Metro Community are all done with RSA-type security and
. encryption. :
30 Fig. 101 is the user interface to the preferred
embodiment showing the initial screen.
' Fig. 102 is the user interface to the preferred
embodiment showing the log-in screen.
. Fig. 103 is the user interface to the preferred
35 embodiment showing the community 11etings screen.



. USe
within the preferred enbodinent. 25 Fig. 23 shows the basic Hooch synbol s
enpl oyed in the object nodel descriptions within the preferred enbodi nent.
Fig. 24 showwass@¥2t he communi cation external to an E McPeEUSHIAMRMity are
all done with RSA-type security and "encryption. 30 Fig. 101 is the user

nterface Lo thg,prefgy gd, h@rmgggmfaaevw%h grifizicdl screen. Fig. 102

is the user interface to rred ., enbodi ment, show ng,_th
screen. Fi (emoRg4mpRE tq?é’"ﬁ?:% ?%?e?gm'?’ﬁ& pr‘é’f‘%rre& gg e'%oog'gmant

showi ng t heexasmtraneearabiest dinplaydpg ctrarehy DFWE927 PC MS97n3309 Fig. 104
is the user int wﬁéacmet dst tise psek eimexkfagboth rohet pséfarred how E- Metro '

Communi ty aae@rsi{owag @ 1n SXEOU pRgE 6aF GREB-WieR @mAgnaRAr ch
results. g | S hg usterbelint erf&oer L0 the preferred 5 enbodi nent
showi ng th HeFFar IBFE AT EPMETT O Cofmuni ty regi stration object being

aut hored. Fi g Fbg. 0% I’ré E%%r“alaﬁt %?‘feoﬁ,fé‘c?ot? H’é‘epPE‘F &8 enbodi ment
showi ng t heereiddnent] shoBéng cthee BEbectiery BaBeing Pedfopnimgeat bxpanedof 't heir
personal i NfRigeRthOlon Wt Bhéf pakBordd)l daPHmlon, aRitH kektanitri but es

i ndi cat r t r does not
e thied“g é&g’%g&gtasddggh ﬂt ﬁ%@iﬂ&&eqw@aeﬁs sea%a% (S;g/%ﬁ;geae@mmm o

nenber. Fi P BCUFE %r’yﬁqr‘ffg}:f "fagefhcg’%ur & enbodi nent
present i ng xeiniirewerts setseyidihe; ﬁrmm Comunity apdiBrdlekeri butes with

di scl osed aruhmunfilty chebett. access processing rules. .Fig. 109 is the user
InterfacettOfthaliQremr riﬁdth@rmaell {ﬁ{gerEgst?J‘tth@gpfé@&r?dt hogl ng a?fl ot
assign of r.ules | GU LS mation attributes
and par CLﬁqudﬁwﬁﬁﬁx?reFeng%P gd?@i n&i £g¥sé§3 9Q§$r#£l18£ Fig. 110 is the

user'int erf:&@é.cpg ‘PS]é‘tﬁFéP'é‘F?eed'ith diaclosed and undisclosed access-
processing rules.

Pig. 108 is the user interface to the preferred

embodiment presenting rule authoring and assignment of rules
-20 to both particular personal information attributes and
particular groups or sub-communities of a commumity.

Fig. 110 is the user interface to the preferred
embodiment presenting rule authoring governing what criteria a
processor of information must meet to accees-procese the

25 user's information.
Pig. 201 details the E-Bazaar E-Broker subsystem.

. DETAILED DESCRIPTION OF THE INVENTION .
' The preferred embodiment of the invention primarily
30 operates on a network server, with supporting applications
operating on the individual's personal computer system. To a
.user, the preferred embodiment appears as a Web site, so it
may be accessed simply by knowing its Web site address, but it
is a Web site with comprehensive security safeguards:
35 firewalls, proxy servers, SSL enabled Web servers and clients,
digital certificates, hardware tokens, security policies end
procedures. Not only will the Web site typically require
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enbodiment—presentTng Tulre aat hori ng governing what criteria a processor

of information nust neet to access-process the 25 user's information. Fig.
201 details the E-Bazaar B-Broker subsystem DETAILED DESCRI PTI ON OF THE
| NVENTI ON ThWOgB®®%% r ed enbodi nent of the invention pri mEFFPYP B oper at es

on a network server, with supporting applications operating on the
| ndi vi dual & vgﬁm-bsgaau;ﬁnﬁﬁémonwoa adsde, the aanef erred enbodi nent
appears as a sit.e

cqt[a.o'ngsg?i W@nggro GRogl faTRhY dRHEIaMLAY | TS Vb

site addref® € W th conprehensive sec ré saf eguar ds:

35 firewal loghepr BNetser Gepmunigdescyithl e oRETRNEFer ST A di gi t al
certifi cat assubanckarfc usek eldgntdftcation,pehi @mmhm@dtl@l@ Not only

will the Ve gkberd V&Hﬁabéﬂufi%}uh?stéwﬂ&§ B 2iimRCchehiN0y/ 13808

certificate- basgd | dentiflcat rl]%n gguﬁarasgé%gzg ti[%}t?eél &w&ﬁﬁ%???es will

bet ween E- BEEPEICHAARTED B8 a
be encrypt ed. Fb? Heaeesf farliery  Bareg Preassing et Antermatiomtin opti onal
har dwar e t Glaantso crompeaents c ared isbilityt wEspentantmand beonitpoldednt ed. Thi s

tSECU{I ty S)sileEb¥ind f%d?éé&yi%eddafeé’aeldab?rtl%@rbﬁarrﬁ eitbbaisetd e?rl ier,
ruste r LN ng or 1;Qn CQIRO [ o]
contengogn cfei’ﬁfr%f‘?en&ionr oc%;ss?n Qﬁ?cf \B;gh 'S ggLé td ?iggm%e&%r eferred

enbodi nent PHS‘fSFr?‘heaWéﬁ?‘i%r\miPﬁ 2 gnetropplis zﬁ?&lﬂg‘ét (ﬂ"‘é‘&r a8 iHi%scuss t he
preferred eiisydi tlentInkerngt prmtidepodn sindduidwpl ajpiaceasa meat city, 't he
I nternet privedss shhreNdh¥bshitlion, Phéde entefEinmenit eds wothkdr &nd Nf or mati on,

seek ent ertafﬂ % egﬁ,s\g_pr&rvﬁ_lx?qq.nd§@ﬂﬂxall-b§em§%ntg ﬁ/ﬂzﬁdh}{' dual on the

| nt er net_ has ress ence % nt. In the city,

COrTes
caut i ort wﬁddﬁésﬁs‘é*be%éﬁrﬁ%%ﬂq SO BN BT no 1P PR TiHa s it may be
unwi se to fapsienomaicbei neest ﬁﬁlepoﬁe?‘bi@oﬁeme RE the Lﬁ'trlsﬁsfmt hy. Also,
busi ness t raandachayitse wnivis@ teyivpetso miehsinfndeien 0y asbnkdbye as t-he

quality of 5048, uAthihaBdehy. OR18HPPAIineBE Ofdndabt Hind RALRAT Q4R -1 s not
known. - Thepse%B%grr&scto %eﬁgrste a@ﬁe%ul%taha rtl: & E\?ac.l.qlént SES
20 standard of support, or origin of the product is not known.
These same concerns appear with new encounters and '
transactions on the Internet.
In the city, peoplé use an unfamiliar person's
associations to lower the risk of these new encounters and
25 transactions. For example, if someone is wearing a police
uniform, we will typically be more likely to give them our
drivers license number, home address, and other personal
information. If someone is seated in an attorney's office and
hands us a business card with the title of "Attorney," we are
30 wmore likely to expose confidential information. Also, if
someone lives in our same community, maybe even our neighbor,
we too will be more likely to share information and feel safe
~conducting a transaction. On the Internet, if a person has an
) address that ends in .gov, we may feel safer doing business
35 with them, as some government agency has allowed them access
| to the Internet from a govefnment network server, thus giving
" that user an air of trustworthiness. If that user conducts a
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person S associ atlons to Iovver the risk of these new encounters and 25
transactions. For exanple, if someone is wearing a.police uniform we will
typically bewoeswsd?i kely to give themour drivers |iceraossmid®?, hone

address, and other personal information. If soneone is seated in an
attorneysofflce an hands us a b e a h | En
"Att or ney, Pafet aggion ch TEV gﬁi{‘ aé'égg?:&dﬁﬁ@&tr ?‘w%at : or mat i on. Al so,

i f someondntexnes can %F°§5ﬂ%"—“é%Rﬁi‘ﬁn"rl%ey agﬁﬁ'ﬁlbe“'e\}éhe}iﬁrt"nel ghbor, . we too
wi |l be noeentticyl ghao wiex: e HowWeyerat thm vastl haiirisyfef ussxguering a
transact i Ogpe Qhtdiaet WHANNBE, £1dm RePREXO Belr@erfthatdpf@nisiet hathiamds in gov,

ve may Leel sal ehodal 0. AUSLORARSE? idrdzBEl) R BOERafQNeT NTENt agency

has al | dowe m acce fernet from a net wor k server,
thus gi vi n§™® ?‘f‘i‘é‘le“ﬁs‘éf 1:ri’r‘i’ Bf'?secﬁt {lf“ﬁ%’?%ﬂ”t RFREEY m?rg%'g §8er conducts a

7 WD 98/ 032equqrCTEhesoiak 3300ev Hangeragkions,i and mve'eagerk*gﬁ t hat al | oned
their acceﬁioﬁébﬂliey thdethet ot D8er A shbetheynrdyt ticeyageneythes |ikely -to

sancti on tgéaf YR é{gat\éassg QAL Vodlled!BEESe RN the | nternet

will be fr erv t hat provi eno hint 5 as to their.
trustw&Pthl tsr°\,\"l?'ﬁ '\‘"(')"‘rﬂg§ preferred enbodi ment of the present

i nvention pr OV|He§ha ﬁ%ﬁﬂwo&lf%zeqsehﬁ%%“ﬁ e PRERraln crRERRiti&Pact i ons, and
i ncr ease 't Beme provivabi tids) arbadefiimedobyagecgsephy s evhoic lackgagundey are: the
preferred Qat)@kdmnalﬁ AL, APloyhente, RASREbEIEE! Edorthbmalyect roni ¢

communitie aé yggl %tcagélz%}sﬁgﬂ qu%n;:Qfﬁ rogl ag®muni ties. Some

connunltle ra religion, alm
mat er , érrpFB%f%ﬁ?tcuB’P rﬁ?ﬂ%Fg sq‘&?p Rl SPmnSE ’p’? & ggﬁl‘% &¥t deal of

sel f - i dent belerg.i oAt afel QBEtSaQCP@PaCf-P’erFWQWC%meQ ‘Eméhemﬁﬁ't}fﬁst ies to
whi ch t heyash®l Gigloyée icf guednmpangnas d aemBerasiia keliciionr, &P dehensel ves

as an enpl gyese0brtaat Ay aaaeaoasm@rtooa Botfilri1@iOfs ¥t 8f1yan expert at
a hobby. Belo éLJTgytgaéBQQQHngE mémbe nLXt allows the reputation
20 of the E-Metro Community to lower the risk of dealing w1th any
one of:its members.
In: the preferred embodiment, a user may join one or more
E-Metro Communities. Each of these E-Metro Communities is
independently operated by an- administrator that sets admission
25 requirements, authenticates membership, issues digital
certificates, and sets the services available to members. The
E-Metro Communities are actually implemented as Web sites on
the Internet, but are special Web sites as they have a great
deal of intelligence and utility. Fig. 2 diagrams a user's
30 - view of the Internet using the preferred embodiment. The user
will be a member of one or more E-Metro Communities 11 and be
aware there are several other E-Metro Communities 11 on ithe
Internet. The user will use a Web Browser such as Netscape
. Navigator 15 running on their personal computer to access the
35 Internet and attempt to become a member of one or more E-Metro
Communities. . When desiring to become a member of an E-Metro
Community, it is possible to retrieve an unreéistered or empty
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personatty satistying to the nenber, but allows the reputation 20 of the
B-Metro Community to lower the risk of dealing wwth any one of;its
menbers. In.,the preferred enbodi nent, -a user nmay join o ' e B-Metro
Conmmuni ti es. VRSPt these E-Metro comunities is. i ndep@é@gﬂ@&oper at ed
by an-adm nistrator that sets-adm ssion 25 requirenents, authenticates
nenber shi pg_pSSUL LYt tflom €RE tE-Metebecommundtgads firhe &epubldesBavai | abl e

on Che | nPEMIE FeppHEeaty SN i3, A6 3T B 1A SR O Meal of

ecl al .sites as.th reat deal of

intelli genéée‘amyutiPF?Wt"PF‘g.an‘g KoL Fgﬁ‘ieiart' §§%%r ?638%:5%%%]( t he I nternet
usi ng t he pembers cdncwbxetinsared BrBeisg maybe| roerievRd BEI®H %ne or nore
E- Mt r 05 CoguE dricf ha 1R Mt roe Commarieyt Besiredr to e godhedt hedndg- et r o
Conmuni Ui egadd QN autHEriddd €oNfhin BCEUSIryichimusityg VAD Bawser such as
Net scape REVT gat or runni ng- o I r personal ¢ e ccess the 35
Internet aRECSHeSARRPehH Oﬁga‘é%g? ég‘? né'@%ranﬂd;}%g‘h Eﬁ'ﬂi&rr% '
Comuni t i eservikiesn thesEriietyot Eopmunivy admnistratsr ARspPRBYIRd-conmunity, it
i S possi bl gei@ided magVEnciuden L injkes tter other E2Mptyo CoMDuBSEtDSH27

Pt o268/ 1300 i, B8l Mo UP Eh 1Rl ESn ['0iokB 1 A05TEIY BYaldadd O a publ i C
- Being reposi t or a nee i e identity

i nf or mat i oﬁgﬁﬁﬁa%ee?ﬁﬂ'f‘?%?ﬁ r%‘\gﬂ()r%%? nfe%b%gc‘gienlel giaér’rgﬂrﬁ)eér .goﬁ% unr egi st er ed

E- Bei ng mapdgtticnal; SUERPTH PEPIFS aF theimdorpt MRS Cdifuni ty desired
to be joi nellieftihmbaystewrii.s Toedwralient tajbsyatem - RepportComunity, the
UﬁerE beco PariP HRQI pRbcddirk &Mmqoﬁomwmbtgcaﬁuim&mgm toe s?r\éi ces
the E-Metr mMuni,t.y a . as- YAVIIY: i ncl ude
i nks o?‘ﬁ’é‘? gﬁ\‘fejtf?ig mé‘yﬁn}u%lﬂe& i%oggl%férﬁg,é:%?égé\éeg??éwnf or mati on.

Besi des t h€ouwamtiied - NERQge PIONERRY Mot & b A PANF1 T 0 need some
addi t i onal psepeordd embgdimantat butierilll beatonfigpuakle byhghe cBiMatrosubsyst em
17. These, ¢binihi st RSnShEdtratorUPP Gvien PhJiseistarraviaeespasifiileat al | ow
the !\'e.tScal%-%g{é@ﬂﬁﬁti%.tQrﬂe"%ehéwgéé%%‘?%hfd fgeneki @ iihyahfp support of
specif |28 B_lang{tgge, but Java is presently preferred. It should be a i
goal of each E-Metro cOnnnunity, -howevgr, to not require
additional software besides standards based browae_ra, as this
maintains a much easier to support client software subsgystem.
Additionally, the member may desire to gain privilege or
25 access to specific E-Metro Community services to which it does
not have rights. The E-Metro Community may require further
information to be filled out in forms that must be submitted
for approval. These forms are stored in an E-Being repository
13, and can be set up as an independent Web site, an FTP site,
30 or any other storage mechanism allowed on the Internet.
Remembering that trusted processing comprises reliability
and controlled processing, in the preferred embodiment, .
trusted processing of personal data is improved by two means.
_ First, the perqonai information that is processed is authored
35 and monitored by the individual. The information can also be
: verified by third parties who issue digital certificates which
" corroborate the facts claimed by the individual. The
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- | Lo,

Communti-es—TFhese—proegrams—wHt+—beprovided—as—part=of the—preferred
enbodi nent, but will be configurable by the E-Metro Comunity '

adm ni strator or even the user to provide specific functionality. These
prograns couwvodesmssareated in any 20 | anguage, but Java PETHSYEEN |y
preferred. It should be a goal of each E-Metro Community, - however, to
not*require _addi t fona tvva e_besi a browsers, as this
mai nt ai ns AFATRREEE 8JF°Y% anrfspalrlggﬁtéé a‘?‘tqmgr?%i‘;slggggs

Addi ti onal IWFMNbthWeHESF}P%“ﬂ%Vﬁal?P‘bFP?‘r‘?sé’gérB%/t access to
speci fi ¢ E-déktipidamenanthyrisdesi o srerd fnhamh asgedodbe netiahdddtyi ghts. The
i 3-Metro Coiamupi therBRtal Sibdrat 1od herrhelcémmammenaﬁ&ﬂelsl ed out in

forms that i G1 Loty WRLOYBy HIoPRLIBATR PTG Shered n an
E- Bei 38re ‘5) is‘fg "eii it chPle WLIKR, { t

S ety g by v o R T
Renenber i ngerbatal fisgadipk @G’eégamgi&ﬁgrrpm%@sl EeMetys Cowmmrmitydscontrol | ed

processi ng,reb{lta«l%rprf.ei:efémbembeﬂlamanhaera:cremted dameessehg of personal

data 1s | MlQyela DY retiniBA probddaibg 1 &%regoneae s Rk QFflionm t hat
10 al . Th
i o ﬁéﬁfiaraeé% %r«iam%ﬁ a1 it o W PAPFD Yir pbS ams iR 4G

certificates whFlsh otderraarack: 6Lt Halsterd PIOEssingd RFPLERelaM@Eyi dual . The
W) 98! 0392 aakey M Anp330&d imteo nedysobystioe aoefertedesbadbrentt of t he

i ndit v; dualt the ﬂeéé&nahwnutdae UB it thﬁgﬁﬁéﬁmrénbeamt ueest teﬂ
certificate, ,aythorities e
personal i it gma f(ftrkl‘ Eotfe%%&wcateugg ﬁé &mttotj?c-)g éé 5|Ptﬂg

certif |’c5at & geSRraliyn§toRR 3G PRty igFomaki °ﬁat hpl e woul d be a

credit uni earypwhgxdphy s diacquisped #;eme'natﬂetfqiﬁahmaallaéﬁrlm&ieata As an
B-Metro Comﬁléaétt/ecﬂmﬂ:ﬁéblta”;ﬁd\ﬂﬂ tiit rehlei aittd icay Al besdeciyeredcitontrol  of

personal inf QE?@&%&E& B{;Qfﬁ‘é%f’alﬂs 1RASCana (i8y PhOTIRRLAGNAIrehdexal ue and
mutual. trust o S users I N ase. 1n The ,&t her caspect of trusted
pr ocessi ng,°aFr SETAE oﬁnﬂf“’\‘,goegfﬁm‘li the n%f‘g ' WaySSDY t he preferred
enbodi Rt asturite feasyeeof r?&'én??%ﬁ?mﬂrg'ﬁmdtiﬂeni)rj@f éFP%QP’-’érrﬁSdl ment uses
place .controls on the amount of information processed and to
limit the utilization of data to recipients meeting criteria
established by the user. This security feature allows the '
user to set rules that govern the processing and utilization
25 of personal information. For example, one rule may state that
it is acceptable to release legal history information to a
user that is from the American Bar Association E-Metro
Community. Another rule may state it is acceptable to utilize
‘a home phone number by a user that is single, from a
30 partiéular geographic area, and also agrees to have their home
number utilized in a controlled manor. By setting sufficient
rules, an individual can control the utilization of personal
information by only trusted users. Additionally, the user may
_ get transitive rules that attach to information that control
35 electronic distributed processing of the information. .Thus,
: when a user authorizes trusted remote processing of personal
information, the information is utilized in a manner that
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State-of-the-art techni qués, such as public-key cryptography, 15 to
securely-store and transmt information. Public-key cryptography is

di scussed in nore detail in a later section. These technigues sure that
t he data canWe#¥&’ deci phered if intercepted during trgﬁg’Hg gﬁi’h and
only the intended reader can decrypt and understand the |nformat|on The

second 20 Saﬁeﬁ%hbt&hé Qidlet’ €0 MaihBBiR &ihh&Ja Rl #B o hoWeshgned to
pl ace contr %he ampunt of L{lqurﬁtﬁgg processed and to |imt the.

utilizatiornt PR 35, BRSPS ddgcrlterla est abl i shed by the
user. This secuﬂ@ﬁ#ﬁf&ﬁ-’ﬁ?@ W’Eﬁé Sipnaldysatlows|a®s that govern the
processi ng @@ vidndl zat Bet Bl esl formabsing @erabnah. informakiom| e, one

rule may St@clxembhé’;v o bthér AEARRL abAE 1nA1GeAeASE pbeefdrdiicebpry | nformation
rorher s uRivaageE HaFHctRF ATEE, Al A0S ik A0 E GO COmTIL LY

Anot her rul acce i ze orre one nunber by

a user thatth%esPﬂH’é‘g PrefMaEe30 qiltéﬁ‘Pé} &e(ﬂ@?&ﬁﬁ*’tg 4l so
agrees to hmldetheand hggenizrimoeh imfdrmabiion ard eehi rtﬁdB@dmntﬂrm By

setting suffjisgisend bdsa_lnesse@rtmaadhaa i phroBast m&rﬁ&y téﬁaeﬁllfé zation of
personal, 10{of %eﬁ{g ﬁXFE’ %séhaséﬁed %‘EEE q}bhhgﬂ&g anl N€_user may

set transitive ru atta OI’I’TB. ﬁtl’0| 35 el ectronic

di st ri but edJsi¥daeat (f§nof 1igrnseS: thedk oA, Peﬂ’ﬂ?éu trEermatdor t @ hori zes
trust ed rermisdnpssctiseichly ofr (For 8 onastketiing of irm, i @mmtmrqingoimneon is

utilized i maaueaaﬂﬁtémay ik \RARCES D6 cBE8indPDEL 138l eabboWbndlne user to -
mai nt ai n C%]HR control of how the i nformat i on i s subsequently
p

utilized. eferred enbodi di tionall an |nd|V|duaI to
set rul®s for F‘S g RE r'é"o%z féjlvr ﬁﬁt?mﬁg ‘xgﬂfh 7 SWer val ue.
An i ndi vi dugge yhﬁ?e#‘!ﬂeéﬁé% "’pﬁygﬁém C@H‘E‘Pﬂ%‘ﬂérﬂeﬁ pike i&nehﬁ‘ﬂ% ng habits
have val ue Hexre,! bhs eccmpluten ugerodaciwmnihyaNet scapal Nwiga_tro!tebn rlg?e‘in-r ns woul d
col | ect ancgé}rsaaai Z&oniphheBr | ratﬂar %aslﬁhﬁaédsleédaaabesleamuwgme&d sts to

busi nesses I nal aaﬁgiagdg th‘i"o “EQ pggfa po?.néo éhe %esegnhég'%ol st
Usmgthe pre rrede
tell the Netacape Navigator the address of the E-Metrxro

Community Web site, and the Netscape Navigator, through the
user's network server, connected to the remote network server -
where this E-Metro Community Web site is located. Once '
.accessed,_the E-Metro Community Web site sends this

25 introductory screen 511 to the .user, which contains a
graphical logo 505 and title 503 specific to this B-Metro
Community. The user can select one of three option buttons
507: get more information on this E-Metro Community, go to the
services available in this E-Metro Community (will require a a

30 sgecurity check-in), or, if a new user, register for admission
to thig E-Metro Community. If the user .gelects to register,
the registration objects will be supplied by the E-Metro
Community or retrieved from a E-Being repository and the user
will author their E-Being, similar to filling out a

35 standardized form.

; ' If the user selecte the services option, the user will be

asked for security information and/or hardware tokens. In
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directly or. to a marketing firm thus sharing in the value created by the
trusted processing of reliable personal information. 15 Referring nowto
Fig. 101, arveesaspte of what a user may see when acces®BCHYUSIFIH Metro
Community Wb site is' shown Here, the conputer user is running Netscape

Navi gator on their ES ut d pe Navi gat or
menu it erfd9503%%arf @%ﬁr %8{’%%?1 o] ﬁ}? aaﬂg f‘%:ar% %EQtl\Hé&gd to 20 tell
t he Net scmeﬂawwiéricﬁﬁtpfaéaﬁeé%d@f BFﬁ‘é“E?YI\/EP‘TI% °r08te?ﬁ:gfﬁrt%f Wb site, and
t he Net scafp@pbasé sasar , ohdw ahghusdme seleers S'OKAt STk andr tee usegnhBcted to
lthe reg‘)t %&%&tﬂ&rﬁéﬁﬁ:ﬁerz M!%QBecétﬂlhﬁziEyl\fﬁiHeOuﬁ‘éﬁTw TR, & 13 $he§ i 525

ocat e ce ces ni Skl S

i nt r oduct oﬁ?%?’gg eﬁ'g ?o the Eﬁﬂ %# E tth)é e%lﬁaggiaptllogal | ogo 505
and title o2 EBQ&W'E“‘%‘?%E@“ "I%][er Gcr 655 Irpg r ‘cafh sel ect one

of three opticbniduadenef ey grgphieal é%ﬂfﬁﬂﬁrﬁ?ﬁo@%ﬁ%ﬁ@%’ Met r o
Communi t y,1igkst 6§23 he segeivés avatvablealihethis EiMstfo MetmonOgmmunity (wil |

require a %%ﬁggu hCQﬂ&kﬁéflr&t:LQﬂ debi B ARWoHSEhaatlegyi St er for adm ssion

to this E- user .sel e the

ts_to I §
r egi st¥%t i BYFhL 2% \f}’f’ ping, schlf)f) |edﬁ'%pcf’:rcjfeaﬁ‘ti t‘fheg' R ty or
retrieved #erlGﬁFad RBEhegETMAFS Corgunity adpinistratay.| | 888X Hbr their
E- Bei ng, sdexiviiaes tprdviidednin obtisaBMetsbafolemaiizgdis ¢he | f the user selects

the servi cRai9RbiPity khepeStirm\phtamtriashas-ikal . MecULde ysﬁdwboarrat i on
andl o harduiue, tolGre Lo bl RUASAge EGbhted] CEadan Fieaio?. L1

E-Metro m’rum 1 11 cat ion 523 and

a secutd ty"b(’i&ésoﬁ ’??rHPI ?f&'@mgrr':&p%ﬁs"é’ 3%5&"0‘?8%:? gu%‘%t’?el Scts "OK" 517,
and the ussslect paptiionddriBtRIAshby Belectinconpinrese-1dpk $&%r can utilize
the S avaipRiaesathd Geguedtlirghimenisesniiabethd peoperipnlisigateionsted with
the comunjg 's‘éf_ ﬁy@ﬂeagh@ewﬁgdmgo%é RnEbProghtdd méleifisi s nade of
the ar. aph| Cn%l Oglon canage seen Eomﬁnlre&ester.
20 The preferred embodiment is premised on a user's
membership in at least one E-Metro Community, with the E-Metro
Community :defining the memberis duties and rights. 1In the
preferred embodiment, the E-Metro Community has three primary
responsibilities.  First, the E-Metro Community sets admission
25 requirements that produces a high probability that the
applicant for admission is who they say they are. Second, the
E-Metro Community has security measures in place to reasonably
assure that a member's identity can't be appropriated by
someone else. Third, the E-Metro Community sets standards
30 that place a high probability that the member is transacting
_business and disclosing accurately and in good faith.
The first responsibility for assuring the applicant is '
who they say they are is. met .in the preferred embodiment in a
_ two step process. 1In 'the first step, an applicant, using the
35 Netascape Navigator 15 accesses the Web site for the R-Metro
Commumity 11 they wish to join. This user selects the
registration object from an E-Being repository 13, £ills it

1



Hks—523ServiTes avaitable tn this EEVetro Conmunity 1nclude search and

sel ection,- registration updates, 10 advertising, shoppi ng, custoner support
and other services selected by the E-Metro Comunity admi ni strator. Search
servi ces pro¥P8¥¥%n this E-Metro Conmunity is the avai FEBPPMY®™ o, perform
parametric queries. Fig. 104 shows a. partial view of the menbers who net a

speci L' c S%ﬂECQnétemb%&Eslﬁ i EﬁeSz&év&breT&mmpl hdmirdls@utog. t he -
sear chi ng r.to S re-lin

557 " br ov FBCE IR e, SR 187 BoRE dteabo £y ose?*ee%?f’ﬂ??%%ﬁ’%%% 2 set
by the int asﬂﬁgatfétﬂtrréhﬁépplt énFrfP%ﬁ‘:PoﬁBFe%r FFBeF“’ if¥or mati on can be
seen by theuagiifixsitdons20 MHheher appkicadtemeans rbet qualifdenttens.on a user's
menber sii p g %ifc%%&oar&d%%t &P EBUBEEY twdd. t N1k htel- MabJ acheCommuni ty

defining the les and r odi nent, the
E-Metro Corﬁ?ﬁﬂef?“ ANt %peear% ol égmr estgntﬁel};% M?F'Pé i n?})t he E-Metro
Community $6mé nh%ﬁﬁ%oﬂrﬁqt\?qﬁ F%‘fﬂ%‘?@sa}‘\"%‘?‘iﬁ’oaﬁc@l&yhl §PE B8babi | ity
that the appkrtificater Aatmsityonrimotany, t beywegrdfyt the) veew's Second, the
E-Metro Oomatiﬂxé&&oaecwné YpPESSAHIE Cahpidsee bﬁe r&as@ea deceassur e that

2 e o e A e a0 bn D APLON A L AQIERD® ElisBepTh 1, he

E- Metr acea |I|tythat t he
menber is tlri&ﬁ%?:'ivl rPg“sB%‘F'néié’é’iaﬁcF?ﬁ“%'éFBS‘Fw 860%?%?? 33Rts n good
faith. The neianstof cisienndficdtiion. f oPnees thei applilcantpid ipeagenakly who t hey say

they are i gdefitifidu tana aneé;,elpaed gmaditaranttﬂey aretidnueldep @Igicais. I n the
first st ep,ce%ﬁfﬂ%l g?g%di t xéélgt §:9£Fia% Nar\(érﬁ@roﬁn%%%%ses the
‘ant-

Web site for t ol n hi s user selects

the o5 sCPERRBHY, TV Cield 25 Ghaliiene FEPRgIEES \o
98/ 03927 PEFressImtipdods ehaseanand hardware ttakent hE rRawested Chrrmani ty
adm ni st r asihimihecHe Metber GAMIunaty adightsl rcetrelficatecwndtdcemapl i cati on

to assurehabatily RARY cadtHEEgtfedtid BadBigRovd BIMdYo qualifications.
It the. appld Ganh s tny‘e%te%w.cesqquhl kaﬁt ! Onabtmmmity is now reasonably-

20 assured that the person is who they say they are and has

accounted for the processing of the registrant's. applicationm.
The second respon'sibility of the E-Metro Community is to

assure that only the original applicant can use that member's -

identity. The digital certificate and security code or

25 challenge response described above will assist in assuring the
security of an individual's identity, but new technology
allows for even greater security. For this advanced security,
‘the E-Metro Community wmay issue the user a hardware token or
secure-card, such as those sold commercially by Gemplus,

30 Schlumberger,' and Spyrus corporation. Although the LYNKS
secure card from sﬁyrus has several coptions as to what
information it can hold, three particularly useful items are
1) the basic information about the user, 2) a digital

_ certificate, and 3) E-Metro Community digital certificate

35 digitally signed by the certifying E-Metro Community. The

" . first item may contain several pieces of information, '
including passwords, security codes, and particular challenges

15



L-oA—-process—Hovres—to—step—two—tmsteptwo, the
appl i cant/user appears in-person to the E-Metro Conmmunity adm nistrator or
anot her trusted authority or entity, such as a Certificate Authority or
notary, to weodsd2fhe user's identification. The appli BEHPS¥&¥%r esent one
or nore pieces 10 of identification, such as birth certificates, drivers'

li censes, Bassd eo?gesgsg't%at St He! ¥ &Pt Che ﬂfa%@né@'an&%?mem%s of

i dentifica |cant IS pérson entified a key pair
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requestgd F%FH&H:&@? r@-@)géc&ﬂi Qéi‘&‘ hih fedqde"Cehé I dderat e and

etgk
access he selecte prove tro Comunity
servi ces. W@%Wrﬁgdﬁ%ﬁ?\ %39S ¥ %I b2 anyex aggured that the

person i s ppecidedy.salhe [egord e"—t&nd %diaééﬁ)hrﬁiﬂapé‘fe't A8 PRocessing. of
t he regi st aamn&daaabmﬁaiy fechaiiismseandlliesp e behddxy tof attectBaletro .

Communi ty &1 %iéh’%ﬁ; 2b PHokulbs: Hhall SesfBR! AdAaneaNchife af hat .

nb L | t 5
(r:rﬁal F(raﬁée F%% ageanen beI : Ct%gi%ﬁl' #ﬁg&ﬁaé‘é}fjb%eﬁﬂé E\érr]‘gg?e olrhsecurl ty of
an indi vi d8&g "sa-"1 Géﬁ?ﬂ‘?‘e sitl é@f‘ﬁmb? mope gfkatoinede rtfrreat er

security. Bectidm.s Toosmnekdlietum the anthwiEl Mecognizenethery nmay i ssue the
user a har gyedmacakes & asstee!dir-galny dedubieg dthasesswlsdiaentiici al |y by
cempl us. _ 30ucit Ul BRGhENG1cad N Innl Khitza SUROpELS Ay i&l%gtahs hearlaYNKS

secure_car nformation it can

Egrus as severa T-[,%cpt 1on t#x
hol d, tRr eBtPERa ARGPEPASIONsBR iPe #8 32 t°r?é't Js‘?"c Afor mati on about
the user, Bjriiaulgrtmemberer t This authoridydcgypld e)\khe FUVEFRUCREy 38 gi tal
certificat E-18étxdi Qoimalitys agrbdidtyatdne cxestrfodate, Fedvkt com@ercdali ty. The

T i e ey o
IIgcr/ us97/ 133‘5'5" ¥ %)C el%“f tan ebgfu't's}%d %@f’}i %r r‘?’éd enbodi nent
to the higher the assurance that the member is also trustwo
The, third responsibllity for the E-Metro Community is to
assure that the member properly transacts business and
disclosea personal information accurately and in good faith
.This is mostly a policing process for the E-Metro Community,

25 where those who violate the interaction policies for ethical
interaction are removed from the E-Metro Community. Stricter
enforcement of the rules will lead to a better E-Metro
Community reputation for trustworthiness and accuracy.

. Once there is assurance of the member's identity, the

30 next level of security is to assure that the member can
communicate with the E-Metro Community without messages and
information being intercepted and interpreted by unauthorized
individuals. This security level has two main components.

First, the preferred embodiment uses security protocols

35 approved by Netscape for commerce transactions, including
purchases made on the Internet with a credit card. Second,
the Netscape Navigator web browser has built in cryptography
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Cryptographyeceive and interpret the- encrypted file. It doesn't matter
if the file is sent via an unsecured transmission method such
as the mail, Internet, or phone lines, since no one that

" intercepts the message can interxpret it, unless they have

25 somehow appropriated Bs.private key 23.

' A second security mechanism is the prev;ously introduced
digital signature, and assures the receiver that the message
was actually sent by the stated sender. As briefly discussed
above, a member can use a digital signature to "sign" files so

'~ 30 to give a high degree of assurance that it was the owner of
the signature that sent the message. Fig. 4 will assist in
explaining the use of the digital signature. To add a digital
signature to a fileé, the member passes the file 27 through a
mathematical formula 31 that produces a digital pattern, or

35 message digest 33, that is unique to that file. This message
- digest 33 is then encrypted using the members private key 23
as discussed above, creating the digital signature 29. This
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gval ! ﬁbl edt&eﬁgxe@ﬁéwotnarmeuver Afdcphe PN ThePli Sitalt Beghathare229 can b$h
eci phered o usi I y us,
B has.  2PisboRs zyen b p by 11, Sepating i RO B D

recei vetlnd3 NPEEYT ttﬁﬁ-%’r?‘(ﬂ' tedTbﬁ F”éb i (Téfes?fytbelgﬁf?ér if the fileis

sent via aravaideble girom amlésh% prblhedeey dist a25 + hdEnkpe digatat net, or
phone | i nessiguiaBGee N¥® @ae thdtw using anyeptiser memmeacamemt ceheret it,

unl ess they, \iei ﬁmebﬂvvvmpaaprmfcsdtﬁé mavamd lepy %eﬁesecond
security mec gF a} 2?1$r6w ousl qyc ‘?Ia%l %g%_ ure and
assures thée” et H&s,BR% %e s Hctaarty sen st at ed :
sender .1%s Q#iisef-iwl"cﬁlsG&%Weaﬁﬁwi%‘ewe%rpréﬁﬂr{%dee&%‘?ﬁ?‘i"é’l ca&R gnat ur e

to "sign" fplaee sohitth mesgrarmeathayha gegtibmuleir fibeiwasceerthdly at was t he.
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expl ai ni ng thenggfn th%h@e%hgq}xg{a é#&& qhg;,tﬁ ;h Signature to
afile, the ne 9fasses fg}aﬁ rougt g @atlca}zltiforrrula 31
t hat produde%‘"% 8f Fasapse t igf °mati°n va{Beas® Bandd .
will be made securely and accurately. However, security is
only one part of a successful Internet interaction.
Presently, interaction on the Intermet is an impersonal and
often random experience. 'A ‘common critique of using the
" Internet is that interacting on-line doesn't allow us to
25 locate, understand and know with assurance the person behind
the e-mail ID or message -- to hear the voice, to see the
face, to know a little about the senders personality,
characteristics, and trustworthiness. Without these, the
interaction is not only personally unsatiafying, but
30 frust:i:ating_ and useless.
Virtual communities are forming but people have little
assertive control over their digital persona or interactions
and much of the rationale behind these virtual communities is
' data gathering. This data gathering is performed by commercial
35 entities seeking to track consumers, performing continuous and
subtle surveillance of community members. Overwhelmingly :
consumers want control of their personal information and are
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35 message digest 33, that s unique to that T11e. This nessage digest 33
is then enerypted using the menbers private key 23 as di scussed above,
creating the digital signature 29. This is W 98183927 PCT/ US97113309
digital signdQ$8®%Fhen, can tie a particular file to a RS EHEr owner
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security isaeahyatsiy phetInternet paxsosality widineeflectetbetranid-1ife esent ly,
i nt eracti onpepséiil Iyt ermels ipdresndMRAEsaRAlionntls ailuable amstomneyper i ence.
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doesn't _al | ow sto 25" | ocat e yn f ran%gthe
per son Pjghl ﬁar {$%r DagePP™EyHP r?é‘?é“& Eb("&"’l’\ea e’?’l‘?@a% e the
face, to knBRYatike mPBYaferms. tﬁ@c%‘éﬂarée s o fimangial enérlaaaén stics, and
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unsatisfyin rebé'i‘er&@af I US4 dr e NEhesy p!S@é@S:? iNESimRlioRPMIEINI ties ar €
form ng but aggex%l?e,hi\éeﬂx Jéée?: that can make interacting on the
' 20 Intermnet more effectual and enjoyable. In the preferred
- embodiment, these information assets are compiled and made
available to others according to the desires of .the individual
E-Metro member. All the personal information, taken as a
whole, makes up the electronic presence or digital persona of
25 an individual. For purposes of clarity and ease of
explanation, it is useful to think of this electronic presence
in a Web site E-Metro Community as an electronic personal
information agent or E-PIA, as introduced earlier.
, _ Some of the informational assets of an E-PIA are created
30 and held by others, but can be dispatched or processed in
accordance with the rules embedded in the E-PIA, such as
medical records and school transcripts. Other assets are
~ those that can be authored by E-Metro Community members. The
. preferred embodimez_zt allows a member to self-agssure or .
35 collaboratively assure the information encapsulated within the
- E~PIA is accurate and reliable. .

b



assertive control—ever—therr—egit-at—petrsora—or—nteractions —and nuch of
the rational e behind these virtual communities is - data gathering. This
data gathering is performed by commercial 35 entities seeking to track
consuners, pwobswming conti nuous and subtle surveil |l an®ETFTEFANuUNi ty
menbers. Overwhel m ngl y consuners want control of their personal

I nformati on and ar.e 1 ReL LEBA01 ), ange as a
backl ash is m)uml ﬁ see |érz§ 83, 1|2§1 at %én yd §§0§ Me’qent | S unbr| dl ed
gat heri ng, Maﬁ##%kﬁsﬁggaWRFBﬁPBﬁ iggtor and %8 HFhdtfon. The pr esent

i nvention indessrsregibtratiod appXkicagiondinunlChe mm AMNgtERRR? mat i onal 5
privacy anqntQI-PééEitzlsoﬂalnéi&l thélaioy BENEHd Tagurder epacibical ey cathe

i ndi vi dyal | n at I [ eg&{}_al_.lg agggessing and
pr ocess:‘gng"l>é ?s%ﬁ&l(yf or%a&ilugﬁg?(;ﬁ\t:}&gl yg:-gi@t q%iz%ﬁoﬁ:wi Y whi ch nmake

up their i W&Fﬁﬂ%‘?‘iﬁ?&l LESE SEEHGRITEA er net” personality
i s determ rigdicatphplt heﬁ%ﬁéeh%]rllﬁ'nf%? ERN saaalm |3ab%a=r &®an i ndi vi dual .
The nore GREpbRicE Fig. rEld aklls tumwe that osematriion, id He opematigucs@tel y the

Internet pep§o é’:LrnIn\iciAHénJ %fiEﬁCéhé ReMEEA} Colinénitie WeBNeldel ¥re Ti s per sonal
|nformat|on|s va e

& not only to accurately define an on-line presence,
but , as%i SEGERS 5 earli er, has commercial  value to ot hers. Personal

information na¥he AEGLAEFARY. GRREIEYIGAER T FthEL 49t PIbIERY 8Fe3fd | egal
records, scipvofessizmadsiPinanciadl seddaelhiwitbin the nptghaek shew er ences.
Each of thagetpé crer: abst NHcrolBALXH wihlowC Qfr Bhe usex selextsethéhat can make

I nt er act | n% QRed iﬁdé earfast PP eeChbSE Widh é’é’bﬂtﬁgl lswéalaaiom t he

pref erred g in&a L nf or matol on %segﬁ ‘ﬁ orggll | ed and.made
avai | adi®e tpa Br BE% 1'bll & Y ﬁesli" Formariitual  E-Metro
member. All theFiser 38fals i FB%&‘?W BrBRon which is,AéfRlayiife® up the

el ectroni c garesemaE thedpexdonal percfidda. of IRFign i0edwhichidls ther purposes of

clarity an%ﬁ%ﬁ:&ﬁione&@lﬁ&bwa EPIAl Ehe'SRidl Addirdddi DK ft This el ectronic
presence

i nf or mat i olrﬁﬂﬁﬁe?{ed A ?’I% ed }‘,C([Ckﬂqgght Gﬂcaé’%ﬂpglqieeé &b &L personal
20 .

attribute to the ri g t This indicates the person requesting
to access this information did not meet his rules for access-
procegsing and Dieter is unwilling to disclose what the rule’
~ is governing access-processing. When Dieter completed this
personal profile, he .authored rules Fig. 109 that determine
25 who gets access to each item of information. The user
accessing this personal profile does not satisfy these rules,
so Home Address and other information is not available. 1In
the preferred embodiment, if access to information is denied,
there may be opportunity to see what the rule is and respond
30 as indicated by the open key icon toc the right of Home Phone,
Fig. 108. : '
In this example Dieter has several options for rule
processing depending upoh Dieter's anticipation of rule
" interactions and the level of hands-on control he'd like to
'35 maintain or entrust to the E-PIA. Dieter may simply wish this
- requesting user to provide, in exchange, their Home Phone
number and s0 a simple rule interaction will begin. Either
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Ot her asset s WR%SWRRKose that can be authored by E-Metro ESHEEAMY® menbers.
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i ndi cates the n requesti acces LS intormtion did not neet
his rul &3 fBP‘E“&?iE‘g g‘&’g'gs e aﬁtﬁa& §P°.§e°{wf ™ g d?g% % ose what
the rul e, Flsegwerﬁcwnaéee%%rr&eéce%uw tyiggens et ekientrgldeed this
personal preésdage bo-bidteersdE+RIASS- 86,0 witBintdle rdgquestlingeudérido. gets
access t0 €At ACEY Pént AL ”i’ﬁpll@.ﬁati_&? Disebr' ACRASBALEKRd W-pIREr SONal
profile does geoi:[vessat ! Sf&ﬁatl £8% ec%y%?. his Home Phone number for
20 controlled access. The rule interaction Broker within the E-
Metro client-side application checks to-see if the Home Phone
has been properly provided.
In the above case the E-Metro Community E-Broker has
_ dispatched an already loaded E-PIA with encrypted data
25 encapsulated which will save the messaging sending, rule-
processing, and hands-on response some overhead by processing
the rule right at the client-side. Dieter will decide how
trusting he wishes to be in that he can rely upon the system
to fetch data in return prior to releasing his data over E-
" 30 Metro's virtual private network or have the data and rules
dispatched within this E-PIA for processing right at the
client station.
Rule response dialog boxes display rules and give the-
requesting person the option to respond. The rule may specify
35 a financial tra.nsact;i.on to occur. In this case the user
) ‘authorizes a debit from their E-Metro wallet for the amount
required by the rule.
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Some data attributes will have Time Requirements in that
20 the E-PIA will only allow so much time to pass for viewing or
processing the E-PIA's data. A case in point is that Dieter
will only.allow 24 hours to pass and then his E-PIA locks
itself up (encrypts) in order to prevent further processing.
: As shown in Fig.. 110 the sub-community Initial Contacts
25 555 must meet the above rules 565 and 560 in orxrder to précess
Dieter's E-PIA. So .Dieter is specifying the criteria other
persons must meet prior to processing his E-PIA.
So.community members will send queries toc the E-Metro for
. processing and although a query may have several matches the
"30 decision to dispatch the E-PIA which meets the query
requirements may not be sent due to the fact the requesting
person may not meet the person's rule requirements. In the
.prior case Dieter's E-PIA was digpatched as the person
requesting his E-PIA met the above criteria.
35 As shown in Fig. 2, the E-Being repository 13 may be
- anywhere on the Internet, that is, it may be on the same
server where the E-Metro Community resides, or the E-Metro

20
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create a "Neethd hdfROB-PEX @apt baquaddete uwpdatecthe qustinagionusar alk pronpt ed
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o5, iR UL conbin el a5 it B "B BS || 0, bt ort e
Yours rul E&ommusiEybiasgt éF’ homgpethe merbey £an: join3pathee Fllariges '
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the E-PlA Wehkk giNetrd boMmEALYUSHA UHER ESpYWIIYS the E-GIAWO XHY new :
E-Metro Community. As will be’'discussed in a later section,

20 when a member desires to create a special E-PIA, called an E-
AutoPIA, that is capable of moving: to other E-Metro
Communities and perforﬁ requested tasks, - the E-AutoPIA can
only be spawned from the home B-PIA.' The E-AutoPIA, then, has
a subset of the information contained in the parent home

25 being, thus assuring anyone encountering the E-AutoPIA that
the information it carries is related to a home E-PIA.

A member defines rules for the access-processing of their
personal information to assure the information is processed
appropriately. When a user tries to access the personal

' 30 information of a member, the pfeferred embodiment checks to
see if the user meets the requirements for trusted processing
of the information. The preferred embodiment only dispatches
an E-PIA to the redquesting user containing information, which

_ the user is authorized and qualified to process. These rules

35 define the limitations on information processing and form the

" basis for interaction between E-PIAs in the E-Metro '
Communities. That is, when a member, represented by -an E-PIA,
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oniy.all ow 24 hours to pass and then his E-PIA locks itself up
(encrypts)-in order to prevent further processing. As shown in Fig..110 the
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560 in order to process Dieter's E-PIA. So.Di eter is specifying the
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- Enr 'Aor tcatSﬁ D) ehis &,ﬁhkm@%@mpﬁi Qhedzasett:la,ec&aﬁﬁﬁlayrBﬂstmhng hi st
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PCT/ U89711328f&matdomuadording tes guded3- Badngctimgoohly mMithini ekenE-sonewher e

el se on the&&tc%meﬁuwemn&H@@befemdnsmuiﬁemt ribwedeBjinidey 8- one of

the fig 15" i*g%% l?% ﬂf P OEC&%Qengcmet Qﬂuegseemﬁéé%etlon the
pro ro %’S’FS

d
Sources, CBTNNAEIAy hEAREED aBial, B eleet AR VR (TAE nt ornot .. A

user can betbwg R-UeSWé!OaWuEMP\?@tBr sndEnAIABt i Pthar i BrdMetFpef er r ed
enbodi ment confithities ohithe hvernet, i ajenerabne Thk EifhwroBIAEtro Communiti es

; 0 Ee Pt Redb.eﬂt?aﬁsl\/ﬁt %&&Q”HE NiHe/ eI&'&allo élﬁééﬁﬁthdnwtrwem;l&g?t y Poijﬁ es
ot her E C&’#&ﬁ%?ﬁg %%r &% htiener?rﬁgf\that d@:eé@l 'C"Q?h Ry Liaf hange in
Che horre PP ALASATBEY (828 the FIANEORH *PAF i WEEFDFFFREL 38 (8 of her
E- Conmuni t vésit . Wwhaecksfoamati@nde eokimuter ands inScpujunction vEthet r o
Communi ty aRé HAassywkad ihberdatYohl fay Genpiitdddseds ivsAngoar, the menber can
Join anot hqeife foth&pmné%t%ﬁ:ﬁ'mhy A5 B8ohd & HRIThESHR ,
requi rerrent 3 :.ng other E-Metro Communities where it can interact with
" the E-PIAs in each B-Metro Community.
In"the -preferred embodiment, the E-AutoPIA does not
directly interact with other B-PIAs. Instead, each E-Metro
Comﬁhnity has at least one process that acts as a brokering -
25 agexit between an E-AutoPIA and the E-PIA members of the E-
Metro Community. This brokering agent is the E-Broker
presented earlier. When two E-PIAs or an E-PIA and an E-
AutoPIA desire to interact, both present the E-Broker with
their respective rules, and the E-Broker determines what, if
30 any, information may be exchanged. Additionally, the E-Metro
Community administrator may set minimum rules that apply to
all the E-Broker mediated.transactions to occur in that E-
Metro Community, assuring that only transactions that meet
. minimum E-Metro Commmity standards will occur.
'3§ As alluded to, there are two modes of E-PIA Interaction.
A user, electronically represented by his member E-PIA within
an E-Metro Community, may invoke a single Interaction for an
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can det er M dhera@b , sitle BPgomiunfieiémtasan can be exchanged without any

concur.rent i nputy, r eRL0 URBAS: ey SRR his rule
checking is desf:rrl be?éolitgr lFacHe ée&i@l ic?m 1’ E? tSEhMgEFI%I Ain the
E-Metro ConTAMIMRYhas Fﬁ"ééﬁ rg’f)‘éff E‘agﬁfﬁﬁgp g?%f ePedbsitory for
personal i MEtRONROPEHNALYL ﬁdfﬂ#féséﬁﬁ?lf \Fot ghag ddej geedent Pkas%f am¥f or mat i on
accordi g tm-mnl ehat arshtacto ngnten| an \B-Metno (Tenmanitfel r GnColmimuini ty. In the

g{) 31; e; (r: teflve nfolcéﬂoeayeéqarbner Eclié%kgl &Mﬂahsg?d ,akerifred or m of a.
unsuper vi seo‘se t"'[i;:éf t y V\ni%lﬁ“uaﬂ% igtéu‘{\yeet #’%&mﬁ% F-ﬂ)g ap§¥§§é?%¥ in other’
E-Metro ¥ing (Fher reteq Sefehigithe ETHMRETOCCammYBY contains a

subset of tmqmssnm::. n:hecﬁ-rl?ecpkgn wiild =utlw @fanwmcess to the E-
20 PIA or allow it into the E-Metro Community. Second, the E-

Broker acts to search for members that meet the criteria
designated by an E-PIA during its request for interaction.
For example, if an E-PIA enters an E-Metro Community to find
members who are interested in purchas;ng a car, the request is

25 given to the E-Broker. The E-Broker, using several subsystems
available in the preferred embodiment, then searches all the
members to find those that have expressed an interest in '

" purchasing a car and creates a list of all members meeting the

necessary criteria. Third, the B-Broker acts as an

30 intermediary between the E-AutoPIA and the B-Metro Community
E-PIAs. In the above example, even after the E-Broker has
created the list of members that express an interest in
purchasing a new car, the B-Broker still acts as a mediator.
The E-AutoPIA presents its rules for collecting information,

.35 and each member E-PIA presents its rules for disclosure, and
the E-Broker deétermines what information, if any, will be
exchanged. Of course, even if the two beings agree to
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i nteract wgl, ﬁtﬁi]a%s tgr&@:'e%t:)’godeﬂmﬁél ?z%hgt?ﬁg{‘%&c%ﬂ:a%‘ﬁ?tﬁ dymuni ties 35.

The E- Broker as t mal n functions W”l
reso ut on of customer complaints, or community

subs;d&;ed provision of advanced wireless communicators to
promote:. 'equal access' policy objectives. The E-Metro
. Community may also provide extra-community services, such as
access to cross-community mobilization. efforts for .
25 philanthropic or political purposes, joint electronic commerce
- services, sharing of cowmunication infrastructure costs to .
facilitate cross-community advanced or newly introduced
- wireless networks and technology for all community members.
i A typical physical arrangement for the preferred
30 embodiment is shown in Fig. 7 where a user 43 accesses the

Internet 1 by using a personal computer 45 to connect to a
.network server 11, and the network server 11 makes the .
.connection to the Internet 1. . Both wire-line and wireless
connections will be supported with where more than one E-Metro
35 Community can reside on one network server 11, and B-Metro
Communities may even form a hierarchical relationship. That
is, an BE-Metro COmmunityfmay.contain not only members, but may
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Cransactfon, ondRoR 8 £8 the gee Bt FQ%EEQB@EE%%WSES ate 5

the control Fag WSE% rﬁ‘bei '&%nb@FeSP F’oﬂ Pr ovi ded
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20 operate on one or more network servers, while other modules
' are designed to operate on a user’s local computer system. -
The user and server processes necessary to the preferred
embodiment are shown in Fig. B8, and are associated with the
physical devices shown in Fig. 7. Referring to both diagrams,
25 the user 43, from their personal computer 45, runs the
Netscape Navigator Web Browser 49, a commercially available
application. The Netscape Navigator 49 allows the user to
conveniently access any E-Metro Community Web site. Also, the:
Netscape Navigator provides compatibility with other Netscape
30 products that bring specific tools to the preferred
embodiment. Besides the Netscape Navigator, the user locally
runs several utilities 55 in supi:ort of E-Metro Cowmunity
activities. These specific applications wmay be DLLs (Dynamic
‘ Link Libraries), Java applications, applets and scripts, or
35 some other code of a similar nature that supports specific B-
g Metro Community activities. As wentioned earlier, however, in -
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Comunity ¢ esides ' cuftd, t Comuni ti es may
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cont ai nthot?@ hbers, but may |[|& . WO 983927 PCTIUS97/ 13309 contain
ot her sub- commufFFies sggupky isrpepespagyiohis oxderidick enge¥e &3t 1anl th one,
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security measures to assure that information is only released
to a trusted entity. The first type of security is
accomplished by using cryptographic techniques to transfer -
data between entities. . Referring to Pig. 24, several Web site -
25 E-Metro Community systems 47 and a user acceésing the
preferred embodiment with the Netscape Browser are shown.
Each Web site E-Metro Community system 47 is operating on a
_network server as a secure process. It is expected that
anybne skilled in the art of process security can create a
" 30 local secure process for each Web site E-Metro Community
. system 47. For inter-community communications, each Web site
. B-Metro Community system 47 maintains its own private key and
public key for encryption use. '
When a -source B-Metro Community wants to communicate with
'35 another target E-Metro Community, such as when an E-PIA is
transferred, a double encryption technique is employed. The
source E-Metro Community encrypts the message using the public
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preferred enbodi nent all ows any publTc Storage subsyétem for B-Being
obj ects. Two possible storage subsystens are an FTP site or a Miil server
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Net scape Na@byaktor, Sinblars erchxityl mpasynessazewsred for idanmuascadSions support
of E-Metro Epsinei EyMetd iCominueity dhese asagetrfic applications nmay be. DLLs
(Dynam g5 Link M&h@fiﬁ&n&ﬁé’%@ﬂ?h}}f%&%@a&%&kﬁé% i rn}\%{ s, or 35
some ot her code of _a_sim|ar n4§;_ure tHat gorts specifjc Es ro
Comuni ty aBPXAS C&s3® %&r@ﬁt ORER thyr | |T§$ 3 gpsRERRre 9, origdy ifp
98103921.. Feawrushreugisode upenf aafertifisate 15ddpnd FrustedBolen ens and
DLLs shoul dis®: erthfietear yre Heddhieprdllok-rins pnafBimadpeabpdinent is the
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20 associated public key. Since the personél information held by
an E-PIA or E-AutoPIA has been encrypted by the private key of
the person or entity represented, if the public key in the
certificate.matchés'the-publiahed-public key, and the perscnal
information correctly déciphers) then there is certainty that
25 the E-PIA or E-AutoPIA originated from the stated source. The
Certificate, then, is to assure that a being represents who
they say they represent and the information was originally
encrypted by that representative. The  TrustedToken represents
a necessary privilege to perform an Interaction, given by an
'~ 30 E-Broker at E-PIA or E-AutoPIA authoring time. Each
Interaction that needs to be secured will requiré that a
TrustedToken be issued. Before an B-Broker will act on a
requested Interaction, it will check to see that the
requesting E-PIA has the necessary to assure that the E-Broker
35 had granted privilege to perform the Interaction previously.
Each TrustedToken will be associated with a specific

Interaction and will be encrypted by the requesting E-PIA's
' 27
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architecture is shown in Fig. 9. The system conprises the Distributed
bj ect Resource Managenent System (DORMS) 57, which is shown'in nore
detail in Figuos@3zn Netscape Enterprise Server 59, theanasgiiialge
Application 10 Programm ng Interface 67, a LivePaynent payrrent card
transacti on processor

TR serve 63. Each of
t hese systéfﬁlgﬁﬁf)d??é’nt s&%qslqnﬁettfen s %sugﬁgyﬁ glllgcusse E%/c and t hen
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occurs. _ Sequrit ﬁe? g4l ded generally into two categories: 1) security
mechani shs £ ure f’ eav sdro or_ 20 act} ge @ma?%gleent s cannot
access i nf or mat Fh, #egRad HecuE, E’Gr e@‘ FEEUTER SRS P FHAC Thformation is
only rel easedy releasedute é{t\l@ﬁ?@t%ﬂtiﬁesf i Whent ) E-BIA HYES YT s

acconpl'i shegk lﬂsuisdf@nﬂymmma@i‘um tbeatstilgae Sthe peramsdler - dat a bet ween
entities. -Rof Fohit {h bRvéh & aénf%\ee{.eéa\m Siéa 29 EndRiigifnmuni ty

systems 47 ‘ang user accessi eferre h the Netscape
Br owser °areg§ﬁ8\'/m FRERTVED 3 gg?”“ﬁ"ﬁ@%“ CEonmu ge cmgl%gb St em% is operating
on a net wovdchgnisrs °&§car"5é€‘6F%°1prr6&8§§° ak 1P§°’3‘3&5 Bgéﬂ’ 4 hat anyone
skilled in divaegquéntoidipsenioesioncy icthermn GheaimitdalOreleage efcure process
for each- Véﬁf%%&i%ﬂvebr@ommmt ‘havinp Ehithe Web éitecE-HOtFAINI LYy

communi cat | Qg Ear M MERs Hldor 54\%&%&&1@1&{1& ys&y%ﬁg %eﬁgﬁl ntains its

own private encr I on_ use ce E-Metro
Communi 5. v!&lﬁtsb?d“%gﬁﬁ?ﬁ%zﬂ’@ Trationss ﬁ?ﬁ Fgre3ags, Ffﬁ Tomuni ty,
such as whetpmmang:y|afimipistragesfean agt lksubhet gereyptioAPPAEHYR que s
enpl oyed. ' Ti1Q. poeekitiRlFeitliangesoianthiet Yele oitgpEMdtive caasmdeyusi ng t he
public 11~ %&%ﬁ&%‘i&h%@’ééﬁ%ﬁﬁ@&@ & BaidkalhdnrEgElorEthBt ro Communi ty.
The source ypea oP acceptable transactions. Also, the individual can
20 assign a rule to each piece of peréonal information in their
E-PIA. . By setting these rules, the E-PIA will only share
" information in a trusted environment with a trusted being. A
more difficult issue relates to control over subsequent '
dissemination of information. .In fact, if the receiver of the -
25 information, in turn, passes the information on to a third E-
PIA, the preferred embodiment still retains knowledge of the
original owner of the personal information and continues to
" police access to the information. This subsequent security is
" set by Transitive Privilege Rules declared by the original BE-
30 PIA. The transitive privilege rules create a transitive trust
such that: If A trusts B with information X, and B trusts C
with information X, then A trusts C with information X. This
important concept assures to A that its information is never
' passed on to an entity which it does not trust according to
'35 the Transitive Privilege Rules it has declared for the data it
" has submitted. Information is always passed as a version of
" the BE-PIA which submitted its information. For example,

b1 ]




Comumi—ty—themencrypts tHe Now encr ypted nessage again, but this tine
wth its own private key. Each E-Metro Community is aware of all ot her

B- Comuni ties and their public keys. When 5 the target Es b i;_,;B;’r'r’ﬂ,ml ty
receives a mM¥QBAP?7 it first decrypts the nessage with ' %)986 rc key of
the source B-Metro Community and then it decrypts the rressag_e wWthits own
private keygdiise afOsUHIR" cOmediyt b ORL IS St €6£ il okmdigikin Ehidktro Community

that the sOUICRJo,NELLG, GRPBUNdakelS drafieehundllal NEeeOUE BRI [ o

Community nd Tioned 1 he nes e _an ssur es the sourc £ Metro
Communi ty tﬁ‘&?P‘tﬂ?I }ttwqeérb%treé%a%t?'t}yczm 5% 0 decrypt
the messagedirirendedintepackionS; ﬁbPa?e%@éWtﬁn%Xsﬂ*@s a&tﬁa%%d for
comuni cgt i Qéée:wfer QmﬁJPIE-UBiéd!: dafshmitiyndY E<PIA,uskich Fonfaibhder

i nportant s ﬁ&?&huﬁ?&er %rassﬁareﬂgcam SR 18] oBfedr PI A OF

E- Aut oPI A | assurance

ou t he use of a
Certificat eT¥SEVETd ?r%éﬁeé'ﬂaf%’keq‘gtgg %cﬂz}{h gg?}é HRFEEBY% 1 E- Pl As
and E- Aut oPhe, thendubmisiingnE+ A waskesitor he prycedNedrbetbet y T epresent ed
and their zgeagme;gaéMugubl Pigutey 6 @Gpictst ke pildention rifoversians hel d by

o enti 63 1 4 E L bEfM&‘ﬁ%y?f‘ﬁ‘**w o T B S O PR P
the. publi i sRB¥ECHSLBP %h?%yawqe% Q fnﬂ? g?‘ﬂﬁt{loexgg?'r‘%ec ly
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The activities of the DORMS 57 are implemented with a

series of interrelated subsystems, as diagrammed in Fig. 10.
. The interaction processor 73 is the key subsystem for the
25 DORMS 57, and is responsible for all external communication
and most internal decisions. Once the interaction processor
73 decides on a particular course of action, the action is
implemented by the use of an E-Broker process. There are
several E-Brokers available to do specific, reoccurring tasks.
30 The operation of the interaction processor is discussed in
detail in a 1ater'section, but first the other DORMS functions
and individual subsystems will be addresgsed.
The DORME is responsible for the storage of the E-Metro
' Communities, E-Brokers, and B-PIAs. Although each of these
35 items is quite different, they are all stored in a common
structure within the Object Repository 75. The Object
Repository 75 employs a simple object oriented interface over

2



D 98 3 ® 3309 s -ert-e ' v T0 S 0 —PTA
known public key, the TrustedToken can be decrypted and conpared to the
expected val ue, thus giving assurance that the ability to request the .
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Per sonal -1 ot G B8 e ey o mation.
'FI)'hi S su%‘s’se Tent °§s:ielec’f1r3?{& 3?‘“‘.'"%“5‘%8{’ %%/n %re a%%ﬁcﬁ'\?téeéﬁﬁ\%ﬁl % seit‘%gleg% decl ared by
the ori gi.nafieg¥o3gommmity.e The, £e114crdopRIR) iPegtheny 48 The RFELET9hnsi ti ve
trust - suchentisiiment'sAmethed SoB tradkingf therhieparchicahd B trusts C with
i nf or mat i onrefatibffhidps bethderCEWCSdininAt DédTRlahanthe mébhéd Sowportant. concept
assures to &Jéﬁh%ié?éoﬂwrﬁ?é BOPIA SsBEYlentPAESHEt QNpd L 2018RIELY Which it
does no;ot rr%lgéroa&on%urllirt]:g.t OFollowing the CollectionOID 53 are several :
key fields 95 that contain selected information about the
object... These fields are "keys" that may be used for search
and- selection criteria by the database program. In the
-preferred embodiment, six key fields 95 are allowed for each
25 row in the database table. Of course, more or fewer keys
could be used, or alternate search techniques are clear to
those skilled in the art. The specific identity of the keys
is left to the E-Metro Community administrator to assign, thus
"allowing E-Metro Community needs to direct the most effective
" 30 fields for efficient searching. The last item in the row is
the object itself, which is stored in BLOb (Binary Large
.Object) format. BLOb format is a standard database storage
structure that allows a single field in a database to hold
multiple pieces of discrete information and is unaffected by
'35 the content of each piece of information. Thus, the DORMS can
search the key fields 95 in the object repository 75 to
quickly select appropriate cbjects, then extract and view the

30
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paag:'gilcwg.rv hggr%kesi'u lvjtit\{gtae rg%e\émiklc %@M%g'gé eéo?m%ghity using a
CommunityOID 101. This association method allows an efficient
method to know which E-Brokers are allowed to operate in an E-
Metro Community. Additionally, this same association method.
is carried through with the row structure.fof the E-PIA, which
is shown in Pig. 11d. 1In the E-PIA, the CollectionOID field

_contains the Metro CommunityOID 101, thus associating a -

30

35

particular E-PIA with a specific E-Metro Community. As can be
seen in Fig. 11d, all six keys are undefined in the E-PIA row
structure, allowing the E-Metro Community administrator the
flexibility to define each field to meet specific E-Metro
Commumity needs. - '

Referring again to Fig. 10, the DORMS 57 also maintains a

current directory of all B-Communities on the Internet. This
directory is maintained by a special E-Broker in the E-Metro
Community called the Directory Broker 77, with every E-Metro
Community having a Directory Broker 77. The Directory Broker
77 tracks all E-Communities on the Internet and their address.

)



|-S } Metr+o—Commumities;
B- Brokers and E- PIAs * Although each of these 35 itens is.quite
different, ,they are all stored in a common structure within the object
Reposi tory 790 9M827Cbj ect - * Repository 75 enpl oys a si REVESHBPLLt ori ented
interface over WO 98103927 PC r/US97/13309 a relational database. The :

| at i I "
e ?h'eoggpd’rd%tr 2RR8E1GANNE tAReedHABrORG! 3rCho R U &nsoﬁet%r,ko&emer suc

at&?ie g gbn% cgq | ties, B-Brokers, .and
B-Pl As ar e SHRersEJRFOMETE §f 'f"reerd’e 0 l?/vlth each instance of
an E- Met rom:ommqryheE Bmshudes GherE{RIRkasts ARG ar%ﬂsquenﬁbj ect

| denti fi er ot%ErQIEc&inatﬂsle thledE 2eiteni Cénuntmity cadriadsstarozddesiztds t he O D 91

in the f E@B dHduEl Stheld antditiet ElMl&rsSh% xbBS e detedngf each row
of a tab e vvrt

! | at | t fe t th
o o L ol o RS ot BBl B (1o
i dentifies 1% Wl%hrEFréBFé%ﬁnﬁ’siT‘WerEﬂ ge¢ éﬁyi'iﬁ RsMetry Sommuaityswi ng for

the creatilne afided| delershi ps @Wmémmbpeat&erdspn@-@mem
Col | ecti anxia 98 ad 0t n8X@Hiceo %Le&akexEvBr WKE 3aukciP S E-gucdireven ot her
E- Commupy %rh %pilﬁsv?ﬁla el Bolasy QQ£ ;- it ERENEYI LY. The

CoIIectron re erre o N od for tracking

the hi er ar GHEEERCE tgt F‘bﬂs’thﬁ e%acrg%dn? ° met hod for

t racki ng Bmit}anth-ﬁ%césw%rre'ﬁhe vﬁrtenuemar p&r thigupdate 20 Wet r o

Comuni ty. adlyl, osithgobbel alllyeatdchiethle BF ance gareday ugdayihgedidq 95 t hat

cont ain. selyeC bieled dieOE MRS IRBpBPe Heckblte @heCIo commnikiese fiel ds-are
"keys" leg] \é 6, use for 'search and;, selection criteria by the

dat abas 15‘51’ K"t he preferred errbodl ment, six key fields 95 are

al | owed for eac'ﬁhez@OFBW 5T alfe PRRtaBRS R MeBpaging s¥etAR Il FBA% or fewer
keys coul callewasEa® EeMetatd Commird tycto Gentdegh rB-umsoPThk doc aparhdy t hose

skilled in g-hess loomhllBiGPECREI Gar BRNbddny fQBmtthﬁskeyéuré s:hefmom

the. B Mtrg 7033%941 ¢88 LS bERLO reh G A85E E-Metro
Community nee % rect rmst e ect | ve h effici ent
searchrzr?y eClignt GPeﬁ‘H Alt °u9

processes are shown connected directly with the Messaging
subsystem 71, all actual communication is controlled by the
interaction processor. A more detailed diagram of the
Messaging Subsystem is.shown in Fig. 12. As discussed
25 earlier, the Messaging subsystem 71 uses the FTP protocol to
' conveniently send and receive messages from or to the Web
- site-based E-Communities. This Messaging subsystem is
employed exclusively for transporting E-AutoPIAs from one B-
_ Metro Community to another. When an E-AutoPIA is sent to
30 another remote E-Metro Communitf, the interaction processor 73
first retrieves the address of the remote E-Metro Community
using the directory E-Brokér 77. The interaction processor 73
then bundles the E-AutoPIA with the remote address and '
' forwards the bundle to the sender dispatcher 105. The sender
35 dispatcher 105 places the message in the message queue 109 and
- notifies the FTP client. 65 that a message (an auto-being
- bundled with an E-Metro Community address) is ready to- be '

82,
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be 20 from the original message and its tasks completed. The
message queue 109 itself is a standard FTP file system:which
may comprising an incoming message file‘and an outgoing -
message file. It will be clear to those skilled in the art
that other transfer methods .may be substituted for the PFTP
25 process described above.- '
The Virtual interpreter 81 is a software subsystem that
provides the ability to execute the script lahguage and rules
language of the preferred embodiment. The Virtual Interpreter
81 plays a major part in the use of the rules processor 79 and
" 30 the Itinerary processor, both which are discussed in a
- following section.
The DORMS 57 contains a Rules procegsor 79, which is -an
important subsystem for emsuring that information is securely
. distributed. ' A member or the E-Metro Community administrator
35 |uses rules to set the limitations and controls on the |
" distribution of personal information. The rules are actually
a series of strings, written in the programming language

3



seen in Fig lid all six keys—are—thdetHfed—n—theEPtATow —structure;
al | owi ng the E-Metro. Community administrator the 30 flexibility to define
each field to neet specific E-Metro Comrunity needs. Referring again to
Fig. 10,'thewodRM®57 al so maintains a current dwector‘?""@?"’%J
E-Communities on the Internet. This directory is nmaintained by a special

E-Broker in,the LS 32 Gakke Qﬂ@é‘gt QhX. Broker 77, with
every E- NEFP‘B”’C(%%U ?frﬁfgﬂggjg é{‘%ect(k.irsﬂliﬂ'eca Lgctory

V] g
Broker 77 reputRemegtp ‘E‘deﬁrﬁ%{lﬁ%ti ORtLRR Vi ?’ﬁef “6" hei't a dr ess. . WD
98103927 P@oSspli3 80omakid the i vHEB| 92 gimele) 9%&%?%@? nee
i nformat | 0&n@nza&étroocm&jaramenss&nmu may peovidae arindmurf- :@dmm ties.

I nf ormatJ o ol {cnsN3ER a19bR Sthed Bdmbext ey

i nf or rrats: o%hFE &éll\/é%é?ﬁ Qﬁhﬁzﬁﬁgéﬁ ni %&E?& or A.d&? tnhe L0 keep about

ot her | nteﬁ‘?éPB'E‘B’IIBR di recrory 1n £6n current,

an. B- Met r o p@efmxmec y@@m&étw BR ARRLicaviqy jto B%T'l PEal FRPEChquire to
see if i'ts gkilMbéd dnCobenaitt yilhaecegulioe, sdeextledlternatiynguethodp E- Brokers

or E-Commury 8 §Suser2Be é&ui@.atfatt%rdtémeyn&& oker 77 will launch an
e AUt oPl A TE5 % | s, E- At aPL wBJ § b9 l lneibliels BRCOERNI Ui €5 10
rok

interad® with t e|r rect or at1 ng each E- nity with
t he changesmf‘i’ﬁ‘éa"riPéq‘i‘]@h(F)?mﬁff‘f% g ﬁ‘i’ﬁﬁ b (BoWrEPS: aﬁﬁf{’%s%%?miel y a
schedul e ofmeober-perndRAntpBEA ivig Gnline Botevdqtiloncmde 6TsBMY t accurat e
B-Metro Corﬁﬂ&at-&étib’ﬁ ModEr debpantivéde. DIEVEN S8-ruitsPIX @ntaissam Bvessagi ng

system 71 ErM?.IJ HeHBbL Ve t S roehsk 55, Exelt OPI A to
anot her Et'%e%o t}%d s@scg se kY DORVB 57

f h
conmuni at é?tﬁf??l“(?f’hg’f'“r%ﬁﬁfe?% C”J%Sr?rrrﬁl'fﬁl rt% Pesr'?rgm%ﬁ EH?%% ﬁfir Ny client 63
and the FTMandlediesseaygstho e PRECERD tophandiea; such & TeAUSHE dnnect ed
directly wdetaihed Masaalxtes aecﬁ@s&ﬁﬁﬂ@llambm!:em hayenbegtation is

control | ed dagckiise, bﬁi:eéélﬂrhﬂ&,prtﬁﬁeﬁwmf‘ ed}exr cHetAileadeiingr am of the
Vessagi NG IYSTSD LSp B b kgl 1185 l: 8 3868k FneEhictign L he

Messagi ng SUb % e 71 Use t 0CO
20 the virtual interpreter 81 an 1nto the rules processor 79.

The rules processor 79 converts the request into a standard
database. query request; such as a.standard SQL SELECT command,
and_ruﬂé.the query to select E-PIAs from the object repository
75.. The E-Broker then accesses each selected E-PIA's rules,
25 sends then through the virtual interpreter 81, to the rules

processor 79, and the rules processor 79 compares the
requirements set by the member E-PIA to the characteristics of
the E-AutoPIA, and if the requirements are met, the E-Broker
sends the requested information from the E-PIA to the E- -

" 30 AutoPIA.

If another member of thé same E-Metro Community requests
information on another member, the process is similar,
although much simpler. In this case the interaction processor

) 73 again starts an E-Broker process, and the E-Broker sends
'35 each E-PIAs' rules through the virtual interpreter and .finally
: to the rules processor 79. - The rules processoxr compares the



CONVENTentty Send and recei ve nessages fromor to the Wb site-based

E- Communittes. This Messagi ng subsystemis enployed exclusively for
transporting E-AutoPl As fromone. E-- Metro Comunity to ag{lﬂ Pﬁ%éhen an
E- Aut oPI A | s™WOMP2E 30 another rempte E-Metro Community; %9’ eraction
processor 73 first retrieves the address of the renpte E-Metro Community

usi ng the diyRGt @by &udd eklber andTHEtdraliesGIiHaR) RE QERSSeAEIAmatien bundl es
t he E- Aut oPl A \#et t he A &e -address and forwards the bundle to the

sender di sp'&? %em'Fhe sender 35 di spatcher. 105 l%ﬁ éh%n;gssage in
the nessage qued® PPAViaYEd srflieresan (RsApYerh |1§nf'“%‘2‘mt ate &ge (an
aut o- bei ng udmrntel BdPYA tandadnéludesr an Gaimenaxy. adtecttineraryecigiya t o- be 32 WO
9B ) 39275 PGNSYE 18508icti6hb - tHilt aifsuty @RkeadtiviiiR, of heFEPAGtorIN. 65 sends
the message,(the,usg, hessd huadhsd, ggne%xaqgaemto rhge FTP  server

of the recelver nnunlty an uent erases the outgoing
nessage f or 1¢NETAEY s abideq a5p %réﬂ‘n’f’ﬁ’gttl‘—an BoFFR FTP server
63 accepts ohe:uhs:sagevemiéntplmge r@mss&ye the prefexwedage queue 109.
The recei Veémbddii&eatch@rs ¥0h NeHe 01&s,! RBoBE HAJ2eduirt/ € he08xt alidIwhen a new

TooonuCad o, Pecdlimt %89&%2 Efté:‘?x% PS $R¥Roas VL ARG aF 16UAR4 The

recei ver d| s‘gad &htl les the 10 I nteraction processolf 73 that
a new E- Aut® &rﬁﬁg %?ﬁ'@@ﬁ" the interaction processor 73 deternines

what next to do Thet Wirtuysd Emage G5 ¢ uBed tackmEreyenthss pgafermange nessage
queue 109 o5 thel poefetred efibddiviehe by Aluofhd deletbed imEssageidmdnconpl et ed

Communi1y. | oo 3Ry garhl ncéﬂﬁ{mp'“9*“‘*’a@9rﬁ§°”@%%z?*5 Sy
e e S e
own in err 1 a I r
server. \Whesudihas tké\VabijlecscRemsitory 8, athedsysthn BimumoPe A can be
restarted 2QsffQEnhtip. ordn%nah nrrﬁasfmzoaﬁdniéﬁ, EaBkskezOeR! BLeEh iBhe
message quege ;a9 téﬁé re% ?ze_%#% 84 £ 1 fﬁ-%%ﬁé’?%%’i‘é%é%e nmay

COFYpI’I SI ng an 1 nco ssa e n ah out OI ng
needed entity from the o Ject repository places a copy

of the entity in the virtual image 85. -‘From then on, the

system uses the copy in the virtual image 85 rather than the

original in the object repository 75. '
As can be understood from a previous discussion, B-

25 Brokers are processes'that execute on the network server and
~are used within an B-Metro Community to assist in the oxderly
and efficient functioning of that E-Metro Community. Each E-
Metro Community has at least one E-Broker, but may have more.
Two special E-Brokers exist in the preferred embodiment, but

30 . there may be more. The first one is the mandatory directory
E-Broker 77 and was discudsed earlier. The second one must be
present. in E-Communities that require secure modification
access to the E-PIAs and is called the Home E-Broker 87. The

_ home E-Broker is responsible for assuring that only the owner

35 of an E-PIA has edit access to his home E-PIA. The home E-

) Broker may be set to require very strict security accéas, such
"as having the member use a secure caxd, paséwords, and

35




message file |t w.ll be clear—to—those—skHtetd—t+n—the—art—that—otther

transfer nethods. may be substituted for the FTP 25 process descri bed
above. The Virtual . interpreter, 81 is a software' subsystemthat provides
the ability wossameute the script |anguage ‘and rul es | BGEEYE3NDf t he
preferred enbodi nent. The Virtual Interpreter 81 plays a major part in the
use of the rules rocessor 79 a0 30 the | R XoJs o. whi ch
are di scussERpyignge Y FBwi gy 8 d'fl ontt ‘Sj[%?kgg%fgcon sm=HR$uAI.|es
processor 78ustubpring Waﬁe“'l?eﬁpal‘l?%ﬁ‘[ asBE%RF;‘t BRTPeF 18A8 j‘r?@ fﬁ t

I nformati onpame.securely distributed. A nenber or the E-Metro Conmunity
admi ni strator 3galf &5 -pridk€s 1eD asehstdit bhilk teaaebmnndhmm| gnon the

di stribugio of er sonal | a series of
strings, S o Dhe BRI ﬁi?%ﬁ%%%gwleé‘%g&& %Ga{'&’lglé 27th.rI?E®97113309
chosen for ??&ciﬁiéf%ﬁ"r é’&' Er 1ﬁ§ﬁi9“tllﬁ’ t ¢ S %E]J’ Feffent s under
whi ch i nf or Metticogomimiritlyeit ofamddes. int When mms B-BlA reguesti® & he rul es as
sinple or a é“darf&l:eﬁnu't&aaeﬁﬁe,d the Thiecérablbicm Froosartrt ¥3 atiniakiest thd or may

provi de mi ng g}' Do S DA el APRIG £ A littE@%@Qﬁ%ﬁ)r‘:%e and al | ow the
menber to ust rul es ar |c ne referred
embodi mefit FREEsHRd ef"'éﬁﬁcfh t% % & 25, t:ht hgg%eraAk'lﬁ t%epart will

recogni ze sé%eraFOWaﬁleé%Pﬂ%(ﬁ’Ber?r £xgsuFabje ’éfélﬁ‘i‘rﬁ é’f‘f*ﬁﬁﬁ to input
rul es. 10 Ascuhumitstsizoh pavtomyl, EcBpndsirsAdaptoxsnpéiizae’ smpmyednal

i nf Ef KatlglnmA'ﬁWé’ Qﬁ&fxﬁﬁ&ghg&&@?@éaé&&ms%ﬁgﬁn a&jainthﬁicd:‘:eal m:menber or
an E-Auto 8f€#;}f’a§£‘ 'ﬂfb?%lm Cof10%hE %ﬁ%o

Mbde, - %"t‘ t d
IR g AR ok R | ROTIERL AL, LT, Ehs. BBRRRE 7% il start

an E- Brokereqneam'ebtet'lf hamh.e thieE rBrplkertAddaptorpto@sss 2® dhandl e such a
request is ngefdek et Ropmindicition hdtuaenfl ey Iatbrsutisyskyeesbare been

descri be, by} 3angk 3 IbobboedsclE e | 3465 ddibebshasnkhoin 19T i ne the

E- Aut oPI A Snége%sea% scirnlcteeﬁ gro ra gci;lxga ructe tf*%%“@ C++, Java,

20 Visual Basic, PowerBuilder, or other development environment
" may require different means for invocation and information
transfer. . )
. As a means to assist the construé;ion of all necessary
activities that an E-Broker executable may need to perform,

25 the. E-Broker Service API DLL is provided as part of the DORMS
server subsystem. E-Brokers must be capable of calling APIs
in a DLL to employ these helpful services. Some services that
have been identified are: 1) input a set of rules and output
a list of E-PIAs in the current E-Metro Community that satisfy

30 the rules; 2) interact with the Transaction Server to perform
credit card processing; 3) bill a credit card; 4) wvalidate a

. Security Card that is entered on-line. It should be clear to
those skilled in the art that other APIs may be added as
_ needed. .

3s Referring to Figure 9 again, so far the DORMS 57, FTP

: client 63, and PTP sexver .65 portions of the Web site B-Metro
Community System 47 have been. discussed, with the LivePayment

b



Z0 the virtual tnterpreter 81 and. 1nto the rules processor 79. The rules.
processor 79 converts the request into a standard . database. query request,
such as a. standard SQ. SELECT command, and runs-the qu éect
E-Pl As from ("YR®FPEct repository 75., The E-Broker theﬁcﬁgggggé each

selected E-PIA's rules, 25 sends then through the virtual interpreter 81,

to the rul %%rvgi-oefsmﬁzsz&pe Qﬁ‘x@e delb@sver GRGSaRd NeLeeaPPaues eihe
r equi rerrents gt g¥&nglf§ er E-PIA to the characteristics of the

E- Aut oPI- A, he Tequirenents are net, the E-Br.oker H«ids t he

requested i nf ori’fh‘h‘dﬁ'ePPm‘?’t%@E"ﬁ RYt 381 hFEmEECIR ypRReL ot her menber
of the sanegdpllibatiprCérmurNetscrpe Udeits handten payrent ¢ardnot her nenber, the

process g s yafish@fion %EEBQ&EIhigUUG%rﬂ:l NBh§ing,| AnBhisttiament he THat eraction
processor \ JiteRighdh .7; & 3 Wil WLCuBLAIERY c8Mhidie E-xgﬁ%er sends 35
ax

each E-PI As virtual !Lnterpreter ; to the
rul es procé?éfa‘re‘n 9° ’é?"ﬁ?ﬁte B b AFa8sRflet

PCT/ (B97/ 1380%er  invalviegr they thranefare ofameneie o3 Maless, mhatl? Bzfomxy,
i nf or mat i orsend@@yche iifogaNtitii €d. tHs INEevach M BPhbtdsdior a8; RnIERBI A is

| ”Sta”ti@teﬂ}fei-gglfon p436&s ﬁv?dﬁoﬂﬂ%b”ﬁw%%% adb ! éhfe @Eﬁ% Lge itinerary

Is a b set |nstruct|onst Vi t ut oPI A.
Thus, the BSXSFEPMULELEVER &hn ab%‘#tif’ﬂ? B theriGuestopizeg oy, i ke the
rul es, can IjoeRapreny Serve¥ tGlcneeds m/aend oirnfomti%mbeﬁneﬁrt | anguage
chosen for grhvkepy edeerforderediitodar@® ipprégalviddtifeatidngsthéhose skilled in

the art W ldustni S6PQAlvESaRAE Skrilyl 81 NELALE cHE! 8AdS hOchE eal i ng an
itiner ry ré’f% ct nE— % % I rt L{:al rrt?%gv | S ysed to inprove
the perir RBTEECEeR §°5?Ee#°5r b L SR R ﬁgag'mtct ed
i nf or mat i orPSYer| &k AoTRARAS e SRt xemaEden Mt he) PreRerqBrBRokR%cess. Since
the 15 systbmivaduzlc E=Bsokerfsandt B RIAsncii\Mefiol flesireowh Haillingcan
retrieve i rfnienés OhlioRind Lakabddasy LREH M2 Gomdmndegll i ve, such as the
%Jnfrﬁtm Fepﬂa@ngﬂ ﬁtia‘%ort ESP@‘\ELE@@ £U1° 0P Ehe SehbSEEYr ¥nedhni 30 B-MetTO
8’ an examp e, the E-Metro Community administrator could set a
charge of $1.00 per name and telephone number released, -but an
individual could add a'requirement that they receive $0.25,
too. This raises the cost to $1.25 if an E-AutoPIA wants to.
utilize that user's name and phone number. S8ince the
25 customized LivePayment Server 61 is aware of all financial
transactions in the E-Metro Community, it can easily create
accurate billing and financial summaries. :
The Netscape Enterprise Server 59 is also a part of the -
Web site BE-Metro Community system 47. This server is a
30 standard commercial offering from Netscape, ﬁnd when run on a
network server allows that network server to be a Web site,
communicate over the Internet, and efficiently intexact with
the Netscape Navigator. The Netscape Navigator, as discussed
_ earlier, operates on a user's’ personal computer and is a
35 client to the Netscape Enterprise Server 59.
) The standard Netscape Enterprise Server 59, while
providipg the basic toolq'for allowing ‘a network server to be

Y



entity fromthe obj ectrep05|tory 75 and pI aces a- copy of the entity in
the virtual, imge 85 -Fromthen on, the systemuses the CO%I n the

vi rtual irragsv(ﬂﬁmm her than the ori ginal.in the obj ectPCT@ESYEP0/ry 75, As
can be understood froma previous di scussion, E 25 Brokers are processes
that execute on the network server | Be AdhH ro

Communi ty t® YaRsBitei3hs ﬁég%r gerry &nq eﬁlﬁeﬁgﬁt Mutggctﬂ?or nyig t hat
E- Metro Conbernnoyidetdie Eemqsoae%rﬁ?eﬂmtvwgaaﬁ > §8PPYiTe g oker, but
may have nDeSmmunitbes pefcithe prefievked smbrdinentn tTee Metseapeed enbodi rrent
but 30 ther g, By, DEe BrSer TEE dain’ 5& @2 £isd isengrbaNet yoabie' ABL 06

B- Br ok t-
E- Commun? t.é%ﬁqﬁgfgl%’bﬁir R offhzgﬁgf?;n‘g%?e%s%ﬁﬁg e an

is called tfer I‘R?rrE°‘E“%k'éPa"8FanTh% aqeshee K& PEOFETRSSsibl e for
assuring t hpexrformymodie iednBrtgprase ferwep| 79 Hynceipns.actrdde o his hone

E-PIA The rEedE’érﬁﬂb‘aﬂnﬂﬁty RheSRétdcape cRRI 68 Yengedt to otodd€yurity
access, suc 1 P HRSEuHSE afld - MATIHCESA e spBREiIOLES, and WO
98/ 03927 P etcn.ﬁ 4€enge system or may be set up wth weak
securlt st §8' g the nenber supply aqpro per nmenber

i dentificati on N?Hnéha‘E&éﬂ EQ‘BP@EE'P“‘? angd BYRAYSHEBRHavecReBht abl e that runs

in 5 the \ésctibed, EadpeEi Biolesample wifldhe upedi tpldemenstrate specific set
of E-PIA i nggg@gﬁ{ i Afe X HRIBRS MHRVLEDE ebmble, Ensidd HBatOsTRETOLY i1 resides
in. Vhen an E PhA rsa%%%hs;%mﬁsgg Gol BLELARHE Oflark e $HREBCL I ON.

Pr ocessor 7% |n\}1a§ B—B and t H‘S it to .
at t enpt 18 heCoaPMALH LR SREFAEET élc‘,’?f’ﬁ‘f‘? i B‘Xc?&lef"?ﬁ t“ﬁ'@b?’l;ﬁ éﬁfj Fon

Processor EF3Metny Commndityat cRefierhte Rigupe®okér 2xdOut 8 2WEPR a unifi ed
commyni cat i gRe Fllovilg pPoBedio ségusice:.S Fer avevenisnogecthe Bhess the

'nteralcl“og P{ 9£ec¥§n%8t kllrmiﬁme &ﬁ:vw{ﬂ oﬁﬂyﬁs@rdeher Adaﬁtort74
I ] X I
wr th ?heyB- é?%‘?(etrp i’é&%ic"tﬁﬁ ; 'g‘ﬁ <5 V\% egga {%}l act s agaaes
steps that are repeated each time an E-AntoPIA requ
Metro-Community information.
Preliminary steps:
1. .. An. E-Metro Community administrator loads the preferred
embodiment on a network. server 11. - This administrator employs
25 an E-Metro Community administration tool to install the E-
Metro Community. The administrator also creates several E-
Brokers for handling tasks such as requests from E-AutoPIAs or
transacting financial business. The E-Brokers may be
constructed by modifying an existing E-Broker or by writing a
30 new E-Broker process in any pfogramning environment that can
be "adapted" with the E-Broker Adaptor mechanism. The
administrator additionally defines what services
(interactions) to make available to members and creates the
screens to present the information to the members. The latter
35 1is done with the standard Net:ecape Enterprise Server 59 or any
other tool that can create Web site pages. The administrator
‘either creates or modifies existing admission forms and places
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“bridge—for connuni cati on between the Tnteraction Procepsor 73.and an
E- Broker executable. This adaptor nmechanismis necessary since E-Brokers

constructed from C, C++, Java, 20 Visual.Baeic, Power Bui 9{% ot her
devel oprent MR%EP¥eTent may requite different means for CIAVOLAti on and

information transfer. As a neans to assist the construction of all
necessary @ ipbichs 6 ahabril objBevk@ipoatesty abl.e Ty foemd to perform 25
t he. E- Br okey - S%riﬁbﬁg APLaPle ioh g{lﬂgva&é;{gdn R bePbed 1 RORMR gorver

er SF

subsystem BBro st be ca of .calling AP in_a DL to enploy
t hese hel pf¥RtTSefF9 EYsofe "Ry césacteﬁa?n ﬁg"ﬁggwliedgﬁ?? Sed are: 1)

i nput a setnetfwork| serverdlbut (Rimally) it BfMetyo femmipithe current B- Metro
Conmuni ty tA@insatisdor BRihdee thel BsNetko Catmudely whilinehaendrkewast i on

Server to p, Q,;,mngtqgi br&sddePbP 0L S 8- Mebrd blmhi¢yedi fheag-d; 4)

validate a . Securl hat 1s.entered .on-line. It should be clear to
:%QFS .

-
t hose ski | | ¥&F%%n COTR ?ﬁéf‘%ofﬁﬁqy WEERPISs added as needed. 35
Referring t2- Fi gotermetaygers oo mpwbexrsh oZDoFies FrCommmnitdppdprcqg® and FTP
server. 65 psdde0Bs tle nae BéNetiot cofimMity cand aireuas ttheSEsMetyral7 have
been. di ¢ USaSnmity s i blUCRAMIEN 16 ol0 RARSIRLRIHALRO/usiago Ser ver
61, Ngtscapﬁéen{&[egrgrl S% Sngéaor gg arwl eﬁetsctg%g API s%Z:é yel tq:tel;__e_ det ai | ed.
The LivePay APRRST MEYR9Ator &3 RETvEey ?? | BETE &pﬁ?‘f‘%‘h ion from
Net scape. t et thgoiein sRyReigtreafemmunityy s ateYo faprancess agiasiont | oggi ng,
and settl| entorms dhé subimiePeherariuésted inférmatilonbe ARtushdm peihtt,0 handl e
:3;] \l\//g][ \r/g Pﬁ%&ff?gﬁ%&ﬁ&éﬂ% inﬁrﬂﬁaitllﬁ‘)&ié@? thel E?ﬁﬁ@éltohoﬂoﬁﬂs ;i%é:E' Br oker
i nf or ma 5|on':"?“fjnlte E%I'?Jn %%g%%u%r %Ergés%(;%’r c%ﬁ? ?ﬁﬁﬁf&%‘gﬁ?@ eé}ct i on
Processor 7¥ordkels the adpipispraspr sdil #aveean ¥1BROB&Tnent Server 61.
Addi t i onal | sytonashcaliey checkh rtihee fort i fcaPhberprini Sun veaqud remertesiando send
i nf or mat i ongdtd aaNif=pdisokcippainthenit Wikl the algdrapprunealfopas iddecat i on, the
acceptable. Depending on other requirements set by the E-
20 Metro Community Administrator, the user may then be notified
to come down to the E-Metro Community administrator's office-
or some other trusted authority and present sufficient
identification and records to convince the administrator that
the user is who they say they are. If 'B-Metro Community
25 requirements dictate that security measures be maintained,
then the user may be issued passwords, a secure-card, or other
security mechanism. If all is in order, the user will become
a member of the E-Metro Community. If the member has chosen
the E-Metro Community to be his/her Home E-Metro Community,
'~ 30 they must input a complete personal and professional profile,
including compiling records held by others, such as medical
and legal records. When the E-Metro Community is not the
member's Home E-Metro Community, only a subset of information
needs to be submitted and should be directly derived from the
35 new member's Home E-PIA wherever it may reside. Several other
users may also become members of this E-Metro Community.
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Processor 73, and the custom zed LivePaynent Server 61 forwards the
information to the proper E-Broker. Individual E-Brokers and E-Pl As can
define thei rwowse37 | ing policies,. allow ng a nenber @ET/HRBONEL o
Community administrator to collect fees-for the release of information. 20

As an exanpl e, H]S"hF ’ﬁ& @%@%té{ éaﬁq;;g %&Je%o Metdbdesftu eychar ge of

$1. 00 per nang an ut % |V|dual coul d
alss

add a requﬂ*liépre‘?ﬁtiﬁ'ﬁa'f‘e e‘&eg';%% 9.&?“25"" {agyan *he cost to
$1.25 if a@o@nmﬁttappermﬂss FMF?‘F@ z'étme&hea‘se?mkeﬁ#arreraﬁﬁfaﬁﬁone nurber .
Since the 2h eitmitePrXechdti veRagbrent Hel beowssl othenVvBriCemminitiesf.i nanci al

transaci Ogﬁ?'&ﬁ&% Vel 1@9 E@fmntﬁy,muasm easeAsiny 9a£amaccurat e
billing an LiB The éﬁaﬁpﬁfﬁnt%ﬁ“ §e‘§v e09 is also

a part of |sservr|sa30

st andar d céﬁ‘ﬁe‘i"t‘i*’al’ebﬁ@rrl ﬁ§ ?YWR@&F@a hat the QFRST SdAeoFeifasRet wor k
server all eimildmtinfetmurilons er Theret bs [maich ﬂ!ﬁeubp.l-e%;y begruemitd®wt e over the

Internet, wagbét fdreheéulahel PLREA Bl wiﬂngtbq,ﬂxg&aﬁaﬂeaNaaﬁﬁﬂqér The

Net scagg u o€ uImJuEE 2 US8I er sonal
corrputer N%éhﬁggéi%rl& c'flen'(té ?o SC e Enter %erver e5§R The
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20 .Reguest Handling:
4. Suppose that at this point an E-AutoPIA arrives at the
FTP server 65 from another E- -Metro Community. The server
places the message in the Message Queue 109 and subsequently
. the Receiver dispatcher 107 recognizes that a message was
25 received. The receiver dispatcher 107 notifies the
_interaction processor 73 that an E-AutoPIA message is waiting
in the message queue 109 and retrieves the message containing
the E-AutoPIA, but does not erase the original copy from the
. message queue 109. The Interaction Processor will retrieve
30 the message from the receiver dispatcher and unbundle the E-
AutoPIA from the message. The interaction processpf 73 then
starts an E-Broker process to handle the interaction requested
by the E-AutoPIA. Since the E-AutoPIA ia'encrypted, the E-
AutoPIA must be decrypted using the public key of the source
35 DORMS- server and private key for the local DORMS server. If
© the E-AutoPIA. was intended for this E-Metro Community, it will
properly decipher. Each E-AutoPIA also contains a Certificate

yo
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Nowtirat

aH—thesystens and subsystens have been described, a specific

exanple wi Il be used to denonstrate systeminteraction. For this exanple,

assune t hat

a renpte user has created an. E-AutoPl A to enter the

exanpl eE- Vet M@ % munity to retrieve information on sEFEEPE®enbers of
the E-Metro Community. Refer to Figures 7, 8, 9, 10, and 12 for the
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any ot her foWverhaif adie BFrRaicPINEBaidftiepatits E-Hoeradommusityt or either
‘F’J&?tu e o 3Pmsf'tﬁg e SXnticbBEA gﬁgufﬁé L 1foREH B A NG BLAAE it R8nerbedD 98103927
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on-line andgqiaRSmadiioUBEER%s g enkt a3RNEEPEK w1061 MRl sRaddamuni ty. The

Finally,

E-
20
25
30

35

the transitive privilege rules taken from the original E-PIA -
are met. - -

S. If the transaction:haa-progressed to 'this point, the E-
AutoPIA has a high probability of originating from where it
says it does, and the E-AutoPIA meets the general rules for
further engagement. - Now, the breferted embodiment begins to
analyze each requested interaction. The E-AutoPIA sends its -
first request and a TrustedToken to the E-Broker, where the E-
Broker verifies that the E-AutoPIA holds the TrustedToken for
the specific requested interaction. If the TrustedToken
passes this test, the request is retained and moves on to step
Bix; if not, the request is discarded.

6. The E-Broker takes the request and again processes the
rules for the B-AutoPIA with the rules processor 79, but this
time to create a query into: the object repository 75 to find
BE-PIAs that meet the criteria set by the E-AutoPIA. Once the
rules processor 79 develops this search, a SQL query, the B-
Brcker process runs the query on the object repository 75 and
places the selected E-PIAs. in the virtual image 85.

by -



ot her E-Commnltles becorre aware of the new E- Metro Communi ty and access
the E-Metro 10 Comunity's Web site address to get nore information. Using
the Netscape W@Mfor 49 Browser on their personal conptffféf?1a¥% hey join
an B-Metro Community. They can access adnission forms and subnit the

request ed i gl orffal k0Rrol hbk Soi9kots thEhfuﬁéynfﬂbﬁtéééhoﬁ poy, weasal |y check

t he admi ssion for m eness. and | t nity
requi r ement &8 eo‘FuleﬁDF%r‘T"igge%e vtiﬁPé %‘drﬁnﬁe’é‘? °g V\Hnl E/gv{e&an roker

aut omat'i cal pyoesrack The fTHETHES PF@WHF%%&U??WHPS“%& set an

i n-person appR!atrutas and ehbhwertestatids,t hke (RxAUSORIA s guoteptaad e. Dependi ng
on other gregyj é‘&%ﬁﬁtﬁ‘f‘é B¥a tdiR E-Q&:Uétérﬁn@imﬂlﬁhédmlﬁbbat@r the-
user nay then ogl fkeer wh;g q(}ng?go%fgﬂ[‘é% gt Y .
adni ni st r at &P % offrce o SO auf orlt\é resent

suf fici ent PpEessn Fbﬁaﬁ'l%‘ﬁ"%*fd and they & PBAcorﬂ?Fﬁc?'iiﬁé Efrator that

t he user i sbwblkert lthen ssagueheialdyecol ¥ecRs\che meCeamanyt ﬂyfmtéqai. rement s
dictate thalnssfiedingt dnfRISHEHS REpPI-ilegb NAlles h€biEngser nay be issued
passwor ¢g, 3@%&&?{0&&%@%%@4 %xﬁswrawaes%cmrur&%&lﬁah I's in order,

the user w

nber has
chosen t hePEiREt rEaﬁ%rﬁnﬁf‘tfp’}tﬁiﬁé % sFﬁ’é‘fltﬁISﬁﬁngy %ggﬁa y, 30 they
must input hetrgpithe eogdacsed nersanal ristesmatsieal. m%ftheetrarr%va. ng
conpi | i ng r eepviiegectuildyy Thécnformarional beidigeabre tbeén| pagdedr eoor ds. \Wen

the 8- Metro.GoreBilklyids baPhg! Nasr ARyPRN] Sndlal momtohowommmty only a
subset g.ts ol gi\[ﬁm#e' Onor ’L?:ngt tc%.rgl ﬂ?%@i&&?%na ﬁ&iﬁéldd gﬁf e @.rectly derived

fromth ever Several other.

users may aP§6k%éBH%r?ﬁ§r?bE?‘Eh Ghet i eeRayReRt §e€8 F§? satiffy\\y 98/ 03927
PCT/ US97/ 133b8s& neddst hiThepabome proesss is reppaited-tumesch glgsted Conmunity

with acti vegnﬁtﬁpero&, {Merdper B-KitortA keasndV il @hadf ofiyMalléws GoBaEtiNi ty
services, CQEmuE Gat }gngggag PLAEr VARt AimfeCad Gretdn E- AutoPI A that can
g0 OE” %nd rovggier cgilectixgnn*ntgeefiformation, the E-AutoPIA's tasks :
at thi§;$7Metro Community are completed, so the E-Broker
removes.the selected E-PIAs from the virtual image 85. The E-
. Broker locks at the itinerary from the E-AutoPIA, and using-.
the.dtinerary interpretér 83 and the virtual interpreter 81
25 determines the E-Metro Community where the E-AutoPIA should
next be sent. The Interaction Processor contacts the
directory E-Broker 77 to find the address associated with the
next B-Metro chmuhity, and the directory E-Broker 77
retxieves the address from the E-Metro Community directory iﬁ
30 the object repository 75, and answers the address to the
Interaction Processor. The Interaction Processor then bundles
.the E-AutaoPIA and the address into a message. The Interaction
Processor passes this message to the sender dispatcher 105,
and the sender dispatcher 105 places the message in the
35 message queue 109 and notifies the FTP client 65 that there is
a message waiting to be sent. - The FTP client 65 retrieves the
message form the message queue 109 and sends the message.
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S—Ttemenber mHYy - arso_defitne the rures for releasing personal and

prof essional information, including the ability to charge for such

rel ease, or even require that the other side release simlar information.

There is sucW@%®M3Bi| ity because the nember creates t hECFYFREMY writing

a programin a | anguage 10 conpatible with the E-Metro Comunity. Forms are
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and Zgbsequaﬂt% % %\h@f ﬁ?ﬁ%EfdQ‘Ionﬂbﬁf@ qdaewn%&? theC eglBazaart hatTh rrfssage
was ceLve e e i on

f 13 Oz o &JE %S%r%g% /ﬁ:} %Ré‘ §*b%k&9 u@:‘ﬂh&@&foﬁ beb&ﬁaeef 3¢

process ssage queue 109

and retrievt® ahE- ﬁﬁ%’%éhéﬁrﬁ%tﬁilﬂﬁ a‘]tlhe Et%f‘BPPH‘eIEYuPneoes not erase the
ori gi nal copyintadnsttiee bebsvigr ofusun E-Medro Trminity acThds PrBRazaagor wil |

retrieve 30E1§ﬁm§esmafihenhﬁiaﬁerﬁ£@§eﬂaediamt aberorigdnanbtsicdine t he E-
Aut oPI' A fro Ry 108 4XGRES 10PNl SGARI05E é’bt BEPenSiay. S an

E- Br oker process to e | nteract I'on request ed y the E- Aut oPI A:

Si nce the roker AExamale:  TRe AR Aut oPI A must be decrypted using

t he public key G'lhet ﬁeamcésfﬁm FeMotro fommppi tyn thakegLfesns t he | ocal -
DORMS servefhrdef ustebel E:oﬁureﬁé‘.la svesarivscod echdeostudiies E- Whit®' Community,

it will prg né wp1 EFBrErdil! Qﬁbpzﬁﬂégaﬁoﬁﬁﬂdi&raigedﬂdof icate 40
V\D 98/ 03927 PCT/ SQZ/ 1339.‘%& ﬁ)reaesgggee sttuguag haereO\éQrexéraq p&‘i@agy Aut oPI A

act ual Ig i n'T14a
o enabled commerce, seml real-time auction, and large quantity

sales. In all three cases, ‘the salient objects-are E-PIAs
acting as sellers, E-PIAs-acting as buyers, and an E-Broker.
Note that an E-PIA may also ‘be an E-AutoPIA in this context.
The E-Broker handles various public services and Interactions

25 directly on behalf of the E-Bazaar, as well as mediate the
Interactions between E-PIAs. An important purpose of the E-
Broker is to validate that commercially interacting parties
satisfy each othexrs privilege rules for interacting. 1In the
context of this document, the term trade shall be used to

30 refer to a generic notion of either "buy" or "sell."
Additionally, the term advertiser shall be used to refer to
someone who publicizes a desire to trade. The term shopper
shall be used to refer to someone who browses advertisements

. and who may eventually place an order to trade.

35 The privacy enabled commexce case provides a means for

- both buyers and sellers to: -

advertise a desire to trade
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Wi | e theE-AutoPIA S present in the B-Metro Community, 5 the E-Broker
places it in the virtual image 85 for easy access. The E-Broker.then

col l ects thewodsas2fromthe B- AutoPi.A, and .using the virQrus7isWeer preter
81 and the rules processor 79 checks the rules against the E-Metro
Community rules to see if this E-AutoPl A should be allowed to interact 10

with menmbers. |@chdvels piage BREREXEF 8MkP¥he E-AutoPIA to the sender
di spat cher 105, 'tad@ithansepdrn farspfx@der 105 will send the 13- AutoPl A
back to its HomunbnMid @raaing intyractiioncomrurs,f it his Guikrameed tati sfies

the E Metroy, Ef-%d sre§h€§1 taha fu@ilioﬁ’ Biithbe Sugek Ol de@1ént er act

W th rrenber {iona t diol ding E-PIA
data that PE°9 8ﬁd'é‘ti“t1 lE)""e nl}(‘:ﬂé ecAf'% %‘%@% b% so, the

transitive partiesegeThelessudt fé'&éﬂ ‘E"IWA“YS‘%H’QER&F PRI¥AC%i i | ar manner,
assuring thahadled.E-PIA Wil only be shared if - the transitive privilege

rul es takenTﬁé @Pﬂhﬁeﬂ“tgtngaéudﬁlghpcaﬁoiﬁrﬂﬁhmﬁs Eﬁetﬂiﬂvacyh
transacti on. % e é ot I\'.@!.Et £ 1Fer a g
se o GgEce Sase xy

probabi | i t y*¥ ng 0es . the E— Aut oPl A~
neets t AR gépeided Folady f‘“efalﬂ‘r %‘f ’%’ f’?te 35 EP% ed

enbodi ment peedmort w@&%aaﬁs&&%&%ﬂ%ﬁ&éﬁ%’t@@eﬂn‘%&@cw% tﬂfiihe E- Aut oPl A
sends its fhkSdntr Bdiast o8Rélr otentisdbalders GknbhewdatBrokiesat .where the E-

Br oker Ve“ﬁb@éretrhatméél%nﬁ i 8R! feftdrdeat Wen' sustadtglien for the specific
reguested i nter&gxs gn thteit‘l}"r é;_t;gg%kggsgq%s?#é tyhg_ L&ﬁé sl PReF€QUest is
3 I'S

retai ned and o Scarded. 6.
The B- B#ékePr’e‘éﬂ@'se’t‘%%ﬁﬁ@%ﬁ”&nﬁ“%ﬁﬁeﬂ? ottf@§sés"‘tlﬂgr % RYeFor the

E- Aut oPl A whaé deedded|dmtpiboesdbr tfdie boleadiit can hrade xagxtainm query
into:the obj ci&?peslgdam &b devibe. GnhEldrorehad plRekatdest magri a set by

t he E- AutoPhé: %ﬁl Iﬁéﬁ&h@ﬁ% Qi cessor 79 devel ops this search, a SQ
query, the Bpro rocess ru ﬂ? % on th%lobjtect rfeogm&tory 75 and
pl aces - the sel ecteliE IﬂeAE ?‘?’f‘t the Fa 8 o pex

each of these three case studies w1th identical framework
in thesinvention, the subject of a later discussion. It will
be shoyn. that the primary distinguishing feature between each
scenario is the manner in which an order for buying or selling
- is fulfilled. '
25 E__Bazaar Activity Model - -

An overview of E-Bazaar activities is best described by
presenting the activities lifecycle of an E-Bazaar when
ewployed in E-PIA Online Interaction mode. An enumeration. of
the Online mode activities in the lifecycle are 1isted below.

30 . Refer to Fig. 201.

1. An Internet Client 303 (as E-PIA) interested in buying or
selling a product interacts with the E-Bazaar B-Broker 301 by
submitting all of the information about the product so that
the.E-Bazaar can make the information public to other buyers

' 35 and sellers .
2, .- An Internet Client 303 (as E-PIA) browses the product and
service offerings at the E-Bagzaar.
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T WO 9&I03927 PCr7 US97IT 3309 7. The E-Broker now collects the rules from
each E-PI A, sends. the rules through the virtual interpreter 81 and to the
rules processor 79. The rul es processor 79 then conpares the E- PIA' s

rules and chiNe®O¥2Tstics, the E-AutoPIA's rules and 5 cﬁﬁf’ﬁ%’f’é?’?%tlcs and
the E-Metro Community's ruI es and reports to the B-Broker what, if any,

i nformationgcan PQ@d@c‘f@ﬂﬁ@ggﬁ ﬂ&tﬂ/e&kéih@c&%o%éeﬂiﬂe&he ﬁ:&&tﬁ:t Once
notified, t e F‘E’% &? %g?yally coll ects the necessary
|nformat|on an 8% |ng an ransi r|V|IeeruIe and bl%|ln
i nformationt: fABmTRERIReE. BHEntaAl3 (a8 BaBIA), FERAOPREY eoﬁ’ﬁfler Bhg. Each
E- Pl A cont aB1s fioreacpraduckclt elsf Aphexdasedr {gyifrom theiBrFIAt he sel ect ed

personal gi n;@&éﬁtihgﬂg @ﬁ&dp&b@&f ansitive privilege rules. The
| nformational - bey,ng ﬁté{n% I:fﬁ}ldoﬁﬁe&é @-pi ﬂ(ihlse&&é %ebefa&pdﬁn any

bi | | f t t
neoded. 1 hests ABROREPILE ERRCTILAR % O, VR SAFnBrTDSOVBFE BT cati sy

t hese needsthe Hredubyve process is repeated for each selected E-PIA or,
if the E- AU&QF’l AhBagiFleéd! bt tfvdim 08| proveboed Wy acprodesEb@esddndtder acti ons,

‘unti| ]ﬁ_g b,?qﬂ% bertiling g2:dia fhbgl aQOngcdx‘d%Q'P9$c§J§%r' 3L9r Myeon, the

E- Aut oP s E-Metro Commu sq the E-Broker
renpves t hePEXGEE BRY PIHMAY Bt FPPRLERA g e"‘fﬁg E-**Bt oker | ooks
at the itinetisnr ErBFA tifceftthen émmil%YuBWﬂg‘-i t Ak- ‘titﬂ“ﬂéilhl?dl nt erpreter
83 and the giddntiak hotifiedebfranddrdér ddiiehnidan pregtedd:t r sufloraruni ty where

the E- AutoPLéa@%' Qalé‘%t plend@iled Q%yh@ﬁf&ﬁﬁfs‘l?nafré_lﬁﬁs§9£ezcom acts the
di rect O% ker i nd the addreSs associaied with the next E-Metro

Conmmuni ﬁ?‘?ect ory E-Broker 77 retrieves the address fromthe

E-Metro Corr?mnl tPVrd?‘Pm*EPW‘P% oxder Hplfiiliwent.c she; ¢ byapt75-PIhdsansvers t he
address to hiweifiledt ef actfiud iiFtest esder .orThthérwiseawhemther ot bestoE-t hen

bundl es t hgrrRiduebtd\ cradrt Seatddi Sy, BEOr&dEve808-makhe rbgd i i On
Pr ocessor p?%%ﬁfﬁthl S nmessage to the sender di spat cher 105, and the sender
IO

di spatcher aces_the _nessage_in-the
20 For E-AutoPIA Batc Interaction mode, the activities are

identical except that the sequence- of Interaction activities
‘would be performed according to the-E-AutoPIA's Itinerary.
For an E-AutoPIA advertiger, the E-AutoPIA would submit
- product information to the E-Bazaar E-Broker as part of its

25 Itinerary and typically proceed to another E-Metro Community.
However, for an E-AutoPIA shopper, the Interaction sequence in
the B-Bazaar would ﬁypically'be quite different. Since E-
AutoPIAs tend to automate Interactions, it would be most
likely that it already has a copy of order forms it needs. It

30 ' just needs to submit filled in oxder forms. Thus, the E-
AutoPIA would avoid browsing and a request for an order form
and simply place orders. For asynchronous fulf#llment orders,
the E-AutoPIA can check on status in its Itinerary later, or

_ the person representing the E-AutoPIA can wait for Internet e-
35 mail. . -

' wmmm
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35 _nmessage queue 109 and potifi-es—the—FFHP—etert—65
‘message waiting to be sent.. The FTP client 65 retri
t he nessage queue 109 and sends the nessage.
Since the E- Awosmbets has been sent out of the E-Metro
di spat cher

Pr ocessor'

10 focu
E- Br okerss

tha cont ai nsg
an E-Metro Conmmf n|t

hai

+ 1o H
matc c1rerT e 1.5

d

t

| eves the nessage form -
42 WD 98/ 03927 PCT/ US97n3309
Coranmspug309t he sender

105 now renoves the original incomng nmessage fromthe nessage

queue 109. Wth' th A e tion
s 5 cﬁ%‘r%n't%aszgss:}a"éﬁ%&?&%%%%%\i B%éﬁ?e% act |d%%s£lgéf: al |

processes ofRFlON{RE1"PIFRN" (§REEYFR%er red enbodi ment are_under st ood,
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i mpl enent atg,prampej‘, E-Meypé Mimmandy} nepCesentingythe ®aBassar Ha 4B- Bazaar." The

gp,mtmn because it is an
ﬂ%‘é éﬁ%‘éaﬁiﬂi‘ﬁhgﬁﬁﬂed Gibe [ 418 t he behavi or of

rRagRagy

it is

Er%reié%e? %ﬁ %?Igpt L?nl que properties

that are or¢apfagnre dhehemptaxEcBazaa¥at they are included in the clains of

the i nventi on.

The B3-Backer Mowdnpstratibe ToRazssistBhen EAddandatratom type of

B-Metro Conpiet¥iddahn Riffaar LéU®E £83 eddtimecOETTENGR rﬁfn@"}aﬁéﬁﬁ or case

st udi eslo V\hj l ?:o éer\ﬁrhgna\%d% géé@ﬂuﬁeg ﬁreogﬁé mA;J;';e % r BI‘ oker is
al so very co ree case studies ar enera rlvac 20 enabl ed
comer ce, sEr QPE‘?ﬂ aﬁdnﬁe%‘GtFFFoFPa'hl’fé ‘.ILat?"gérﬁ t’1“t B€§aa n all three
cases, the.$udh ehtridintestare inowik-g8 Ahe Erdazadr'ss pgbli@r@;,trEbﬂ%- acting

as- buyers, laﬁdexﬂtﬁpﬁ- Baekeractrmtﬁast Bath iz Brithd\ (@@yestiwer Beprmn E- Aut oPl A

| nt eracti ons

in this cori:% Bg{&(g& gﬁ(yfe%%&reggus .ﬂ,}ébhl ﬁa%rvl ces and

I nter ac

privil ege rpir@ichbar kihéref (H-Bgzadm t Rer examnpbet anf EtBazmadothaent ,
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sell.

20

25

30
. gallons of milk, gallons of milk, as well as possibly cream or
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with many different products where year is not appropriate for
all of_%he products, then a wine product in the same E-Bazaar
would have to employ a private attribute assigned only to the
wine pfaduct. Note that all attributes may be aasociated with

_any rule expression governing type restrictions or other

general restrictions such as value ranges.

. The E-Bazaar may also assist in configuring the product
list before commerce commences. Products are organized by
category and type. A category'represents a group of products
that have similarities. For.example, in a "Milk" category one
might find product types such as quarter gallons of milk, half

even cheeses. 1In this example, the milk, cream, and cheeses
are product types within the product category. Pinally, each
product has its own productId, a number assigned by the E- -
Bazaar Administration Tool. An InteractProtocol exists on the

E-Bazaar E-Broker so that products may be added. at runtime.
-Bazaar E- t

e

as nedi ate the
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sonmeone WO pubtTTIZEeS a desire to trade. The term shopper shall be used
to refer te soneone who browses advertisenents and who nay eventually

pl ace an order to trade. 35 The privacy -enabl ed commerce case rOV|des a
means for bwoies#sfers and sellers to: advertise a desi rBECHESIe i3 WO
OML3927 PCrYUS97/13309 actively place an order for a trade fqu|II an

order 1or a Ul ags milialak BoednadiNtul B BLAEL %wesawtﬁam infiy Goe2r ant eed to

be perfornmed secur |vac etvve bu % IIer nt accordi ng
to all the ¥ \H“Pé@%t%f"éé"l&d%”l %ﬂnb'é ppfé FFe Ctual trade
activity i sImichie BngaaraByBerwa‘bPéQie. The exgrutebie. 5&4 ﬁ@rquPMF’&ase i s
the sane ascéﬂhqae&h asty databdded] 0706 aadCcanmmixakpy dhwgiagsel | er or
puyer Nag 10uASELURE daheREYEL 1dnd f-‘_aémseﬂﬁ%éﬂm GrREEAEQIS Wiknl hifpcase, the

goods or~ ser Vi (yes ar p| ca

vertised alt th the urrent b|d SO
ot her pot enth&achPadche ﬁHﬁW?%& 't @é‘ﬁsys'f-ﬁﬂg\'f‘é?’ be, FRt EEh s VRS
perfor med winvpkescseverdldDL#e 8 aage Wﬁ?ﬂ’f‘bf OF RS AEE | s al so t he
sanme as thealé&ﬁ&ivaamienanh&ﬂftamme:@uggsam(@ephywmt a seller or buyer

hasddeC| ded, H}ﬁttebguflprbrgsgﬁ@g,ebulmggsz |tdcan trade a cer]Eal n quantity of
Pmedi at®ly. 11 FaPr 1 26k P2RBas O pB e AhR-buliereRotrdiics %‘&%or m 20,
each of the@@e {BrBagarp fxesutables Wit Y90 Shees 3y G&F‘PH%\HFE" o
t henvent i onthé mtephete dlieht fE4Bakzear diverusabbe inktexrastion.beThdoi . t hat t he
\%' mary di S%ﬁ%eéhtﬂﬂeﬁtea&elﬁﬁl Elﬂﬁlﬁﬂu‘%ﬁfﬁés WitaN2hé Cpdrg bera@fme: i n
Vodel An_ ovERy HRRPoPE et 8 r SR, (fifends” s Hetle ‘3§ Rty ghRLBR Y
the act¥it#Rd intPERTRYALign. AP Mepl, 28 SRHELLY S5 8?%‘%% £ BSETn! | ne
i Nt er act i onsuahd @rofassmingethe BBrokér executable is finally invoked.
As shown in Fig. 201, the architecture of the E-Bazaar
executable is such that there is an E-Bazaar Community Info
Encrypted File 309, a Commercial Activity Dispatcher 305, a-
20. TrustedToken Processor 307, a "Public Product Database®" 311,
" and other "Runnables" (contained in the Advertiser Directory
'313) for each Advertiser where each Advertiser has its own
OrderProcessors 319, ProductInfos 317, and OrderForms 315
- which it maintains to trade its products. Finally, each
25 Advertiser will need to maintain its own "Private Activities
Database® 321.
The E-Bazaar Community Info file 309 contains information
to manage various aspects .of the E-Bazaar. During actual -
_ development, this file may be found to be a convenient place
30 to store additional information.
The Commercial Actiﬁity Dispatcher 305 is the main
subsystem of the E-Bazaar. It handles all indoming
Interaction requests, which involves processing and
controlling the flow of information from and to all
35 subsystems, files, and databases as necessary. ‘More
' specifically, it processes many of the requested Interactions
with the E-Bazaar E-Broker 301 proper, and it is also
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the Online mode activities—iA—thpe—tfeecyecte—aretistedbetow—30 Refer to
Fig. 201. 1. An Internet Cdient 303 (as E-PIA) interested in buying or
selling a product interacts with-the E-Bazaar E-Broker 301 by subnmitting
all of the i wo®emed on about the product so that the. Errszmrazvmaoan make t he
I nformati on public to other buyers 35 and sellers . 2. . An Internet

Client 303 A) _bro t he .product and Vi C off at the

E- Bazaar . 4‘5? 5&1623 ﬁ’ﬁ’% 3355“5?”& ucfern % %?)fryéa specific

E- Pl A advert?d §er’ @WS&IEC‘?‘PI&aﬁ“‘}f&"‘SB%% federpiratd Bﬁuest 4: - An Internet

Cient 303 (as ErPITkuscbdTokes Prore@sderFUr memSitiexopulsl iy kdustofit is

iQnt er est eg #'.-ri::iremlttl&esﬁ fishied Méa‘i‘&éiﬁ,t bed pra0dustes 5. An | nL er Peltl .
I ent as i ts the fille

out for %’Ot 0'1( %ﬂ}ﬁ% %%/%srsetnlqsglanﬁ@ah%%gﬁo uct %ﬁ‘p%%?gfl I d out formis

processed lﬂPB&nﬁ?%'cess designated 10 by the advertising E-PIA known as the
Or der Processor Bd® Pubhdc Byoduet Parabase Iidypnimanidiprenaistheod rane

i mredi at el yrabiBewitH oa8t RdedPliApés prbliey whitRtha ®eyn naibritedd do a
fulfilled ,ord sﬁgi at'faﬁ%d Sl urfdld Ekd@.;e bed a&rk_- 6Cpfe Such an

d ' I
i, 70 ia' SRBES SPABA PEFT FeRfLofind &, o LBE%&WF’S' Mot 11 ed

of a ful filAdEdneperRatign ?ﬂ%lfﬂfsaéuvﬁﬁﬂd‘!"ﬁé éPl'@Tﬁ 393"*?#%' ‘request s or der
stat us | at eMeanshiXegc ¢hees is meBlOblr egdumh rig the atahde Aéhtladnibg At oPl A Bat ch.

| n% eract ' Orbi%‘aﬂ@au:f'@fa&ééﬁf 3-b&§ctarae rivieat hE@J-it@éGSDt tﬁH&?Eaﬁi@ etequence- of
interactio ie [ o in 0 e

E- Aut oPI A’ '%r%ﬁ‘léyé 18 ﬁeaﬁﬂg‘{: bge%%i ggﬁdgg%gr | segrJ t he E— Aut oPI A vvoul d
submi t %r oduct T‘i‘?lft&rﬁﬁt?ﬁﬁ?if’b Rynnaples, Are soxed, 18 8 £O%Filef its 25

| tinerar y aigecyory ghl yed rtdbechdvens iaantHdecBombt r@‘he:oﬂnﬁmittger
Directory 313 then has one subdirectory for each Advertiser.

When one of the three is needed, the Advertiser is known so
that the Commercial Activity Dispatcher 305 knows which
20 subdirectory to obtain the needed Runnable. The'B-Broker 301
itself.has .its own subdirectory as well.
The Private Activities Database 321 provides the means
for an Advertiser to store pending orders if it needs to,
. store its inventories, or whatever other information it needs
25 to maintain in order to'carfy out commerce in the E-Bazaar.
It should be possible to maintain such private activity
databases wherever the Advertiser desires. This just means
that the OrderProcessor 319 will need to access information
external to the WebServer where the E-Bazaar is running. Such
30 ' external information should be able to reside in an external
Database Server or even a mainframe. In either case, it
.should be possible for the external database to reside locally
or remotely as needed. .
_ ‘The E-Bazaar should be provided with a variety of simple
35 OrderProcessors 319,,35 well as ProductInfo 317 and OrderForm
315 templates so that an.Advertiser may quickly and easily
become an advertising participant in an E-Bazaar. With the
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FHowever, Tor an E- Aut oPTA shopper, the Interaction sequence in the
B- Bazaar woul d typically be quite different. SinceE- AutoPlAs tend to

automate Interactions, it would be nost likely that it S a copy
of order forWO%MP%eeds. It 30 just needs to submit fi||§€‘t’§§q’%?§’gr f or ns.

Thus, the B- AutoPl A woul d avoid browsing and a request for an order form
and sinply pigae OrdirsocEorasyacdingleudataldsel mapnilser ders, the
E- Aut oPI A can f&gs%g SIS 1hchd SebbLIFLATSE LOLA partles {hengier son

o

representin q can Mﬁlt

ernet _e- zaar
E- Broker Advheis8Pe A353pase s 48 ?%‘:9 6‘%’9?7 3’1]'89“931@65“%
E- Bazaar Adas m‘het datameTanl@Pan# Ib}bbPO%ngs-che following "birth"
featuresg Ilg-pH3 - B _ hotPaiiticepldool is used to deploy an enpty

E-Met ro Communi weﬁ %{&%@Bﬂ rﬁtra?ﬁe@ c&aéaarcauen&éaM%ueﬁn&ont aining the
preferred enbodi rrent E zaar g@sm tration 'I;Pq_ln s used to

configure t PREMEN B Efé(?a SEET M RPSEF &t 6 Tool assists an
Adni ni st r at ateragt tnqng}ea%ﬁ I!l"Bai*a%ﬁd Eealy Eﬂe%@nﬁ%‘%’@ltﬂ'hﬁ‘. primry task
t0 is to degickeron Ihithisabédtion, eshenagrati hablw Interpoiricast that cdd goods

and seryj Ceﬁe edidd aR8 ug@&%ea Nyof fa%tEiﬁazms cgﬂqmc@t iiwtarfas are

known as th tribu trlbutes
such as br %%F"(réaég?‘h 3e? ﬁ%‘?ﬁe"‘) ttgﬂﬁs anc{:eél%g ggzﬁrové q rzllt er est .

The E- Bazaawndershanding of atlbtbroprssiie & g"@ﬂ"rﬁmﬁﬁc‘iﬂﬂépﬁﬁ ng these
attribut es. tdtheanatdkd plhes imu tnml];y ifentti@ringt ErBazaaxaE-Merard i cul ar kind
of B-Bazaargodiiifyanpl e, -an E- Bazaar that deal s excl usi vel y w th w ne

bottl es uld t OA I ¥4 3! 2 rlgglt er i f
t he E- Bﬁ aar dea Sf% Q"ifﬁg %%‘5 ?f er en H“%s %ere ¥ear IS not
appr opr i at eEfRFokey) {8 Jhe Rgary; Muﬁt%"m‘til‘fgn W Ys ame
E- Bazaar Wrhe dntevactRrogapbb\pamegr thatt @hatEdemﬂae asucgq#@dpmﬂiﬁetso t he
are listed in the table below. These InteractProtocols are
available at runtime. The "Seller” column denotes who the.
20 Seller E-PIA interacts with when it initiates the Interaction
~while the "Buyer" colum denctes who the Buyer E-PIA interacts

with. _
InteractProtocol . Overview Sellex Buyer
. -Desoxription
getSummary () Get runnable body |w/E-Broker | w/E-Broker

of code that
summarizes E-
Bazaar.

Get runnable body {w/Buyer w/Seller -
‘| of code that
summarizes
advertiser's
product

. offerings - _
getPublicProductAttri [ Get Dictionary of |w/E-Broker | w/E-Broker
bute public attribute .
names associated

Template() __|with their rules. :
putProductToTradelInfo [ Put a new product |w/E-Broker | w/E-Broker
0. in the E-Bazaar
: to advertise
__|publicly. _ :
getProductToTradeInfo | Get all of the - w/E-Broker | w/E-Broker

information about
4a




wine product

Note that al l—attft=iDert
expressi on governing type restrictions

PaVal
wJ

or ot her

AL | H (] T |
oy Ot asSSUtl ateo—wrtmn

25 general

any Tute

restrictions

such as val ue ranges. The B-Bazaar may al so assist in configuring the
product |i swdvebmze conmerce commences. Products are orRGAWEYARDY
category and type. A category represents a group of products that have
simlarities. E a__NLLk_IcaLegaL¥_nn343ﬂ might—fird—product
types such|d3 quarter gallons b?ggg @t Eﬁﬂhe g0a| lons of mill k, gallon%
of-mlk, ag$ well as possibly c} a2 ~even chepses. In. thi s exanpl ¢, the
m | K, CreafgzepEbdadeBPES af € EREVIPES W [ [w/Buyee pr qa/seltet eqgfry.
Finally, each product has its|Bawaagredidat] @f a| nunber asdi gned by the B 35
Bazaar Adnilnistration Tool. An Tﬁﬁﬁ' ?#RﬂPGEBI exi sts, orl the E-Bataar
E- Broker s¢ that products- may rungi nme. E—Bazaar B- Br oker
Subsystem Architecture 46 W) 9 ﬂiL§97113309 As nfentioned earlier,
an B- Broke = Subsyst en] wiBwfercan |aw/selileri n|t he
preferred ¢gpgpeig@nt. -In the Bmsumﬁid,EEBroke case, thg executabl ¢ is
very conpl ¢x consisting of dajR r{lq s, _ahd dynanicdlly changifpg 5°
subsyst ens |dependi ng on the B- EB Ei Eﬁc ed with. IIn the actgal
i mpl ement afi on, the subsyst ens|wigh kBeff EXE ch “invokds several Ls, a
Java Appli¢ation, or-any other|values.nati 1‘h mai ntains the quna,sted
subsyst em |astPraductiradeFornth Iao&/ 10 Fi g] wOBWes: i ng{/8¢14®%i cls t he
subsystem architecture of the §§§ Qtaple. It al o shows a
sinplified]view of the Interng &gggz aggal executablle interaction.
The Interfet Ci'ent actually- tesTesdegatsa Wi thjthe DORMS [Server vig HITP
whi ch, in gurn, invokes a Ser|=thiﬁ<$mlb$ proce>sing 15 and interprefation
as well asj|security verificatib i w
execut abl e %‘?FWF?’?W@H( : gﬁﬁ? =le) "ﬁ,ert he |a ﬁ Tctufe of
the B-Bazadl executable is such g e | S ap E-Bazaar |Community Info
Encrypted Kile 309, a Conmerci ahdﬁ:ituuﬂ.ﬁgfﬂa spaj cher 305, [a
PIA, obtain
. eithet an
p indicatoxr of
Y order acceptance
L or an OrderNumber
b for a "to be
' . fulfilled®” order.
cancelProductTradeord | Given an w/Buyer w/Seller
er() - OrderNumber of a
"to be fulfilled"
order, cancel the
order so that it
will not be
fulfilled. . _
getProductTradeOxrders | Given an w/Buyer w/Seller
tatus() ’ OrderNumber,
: obtain current
status
information about
the order. - -
Get a list of | w/E-Broker | w/E~-Brokexr

gatOrderHistory ()

OxderRecords of

all orders
submitted to the
E-PIA satisfying

iven

a Query E
“The next table describes the precise subsystem activities

that.must be performed by each InteractProtocol
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20
"Runnabl es*

TrostedT

"ORen Processor 307,

(contained in the Advertiser
Adverti ser where each Adverti ser

a Publ1c Product Dat abase"
Directory 313) for each
has its own O derProcessors

311, and ot her

319, . Productwasem®®d17 and OrderForns 315 which it mai R rade its

products. Fi naIIy, each 25 Advertiser will need to maintain its own
"Private Acfiy ;.Jasémfa@.t abgisgy witd. aJﬂ%tEtﬁézz%rde@Wdefe{:Qﬁ&ir@ e
309. cont ai n§ = n s%q ft&xﬁ egel ectossofnteg_g %gzaar Duri ng
actual deVBl%op ﬁ?lm{ B? oalfe B cdhven ent pl ace 30 to
store addi trwlstﬂnforrratlon The Cormerm al Activity Dispatcher 305 is
the. main swkeyaéewBorbebhe B-Bamaagn |t handles all incoming Interaction
requests, proceﬁmro@nntlm"l Rgnhdisld [faamothe
informatior] fromand to all saxbsyb@emzbdﬁree@rmne m%sésmaasry
necessary. [Mare specific BRZEAAL SOk E ','.‘ i ST
Interactiorls wth the B-Bazaar " _ ‘Hrififes o 41 -
W0990927 PQ T/ US97/ 13309 r espqdiiiphhes ,_.t|iggpk| rm,eﬂ €nd oker
Service APlls 72 for specific H-id Qetéimined, i Dte dribéifedtadrnyots The
Trust edTokgn Processor 307 rengraearshedifiaxe theyProgiducElnfiot Ruphable, | i ssues
Trust edTokgns, and vaI i dat es S E’Femé'-% pimRasyt B9 Hie RS SEnE: PI \s
attenpti ng S-Reos € /
consi sts of gqltg ﬁ“ﬁaﬁ“ﬂ {2e¢ah &erobggp,qmgj %r s@@esumi tted
to be publ |%j“ahe col umms dfnfbbﬁattfdai e correspond to the 10 pub ic

1 haoon  conf .
attributes fhac—pavc : : : Tool
for all prgﬁ"c S ln-rﬁ?e Eﬂ azaa e in the
t abl e cont ing a ‘Dictionary dheeaﬁﬁiabiﬁduaésocﬂrdt!atﬁﬁt tthlebmémrd The
Tabl e of .|Products is nmeant tdare browskdnabbe (qpegwieepondimg The t hreg¢
speci al Rurlnabl es are stored i ®vegbisen PdregteXtory cal l ed the

Adverti ser.

Directory. The Adver

tifs%ﬁe'product is new and has a new
Advertiser, a new subdirectory must be
created. In this case, the Advertiser's
name and its subdirectory name
association must be stored in the E-
Bazaar E-Metro Community Info File.

getProductToTradaInfo
O

The Record of the product specified is
read -- its public attributes and

-1private attributes BLOb is read, and its
‘{ Runnables are retrieved from its

Advertiser's subdirectory. The public
attributes and Runnables are assembled
into a single Dictionary. The
Dictionaries may be presented to the
Internet Client and the Runnables
executed on an as needed basis.

get?roducts()

A submitted Query is performead on the
Public Product Database Table. The same
two Dictionaries described above are
returned FOR EACH product satisfying the.

| Query.

getPrivateProdncthttr
ibutes() ’

For the specified product, return the
BLObbed private attribute Dictionary.

getProducthaﬁaFo:m()

Retuxrn the OrderForm Runnable so that it
can be presented to the Internet Client.

)

putProduatTfadeordsr(

Submit a Dictionary of the OrderForm
fields with their associated *filled in"

‘{values to the OrderProcessor Runnable so

that the Order can be procesgsed by the

Y
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getOrderHistory ()

SRSt

The Commercial ActiV;ty D1spatcher knows -
that the requester is the Advertiser in
question. The Query is submitted to the
Advertiser's private OrderProcessor 80O
that the OrderRecoxrds containing Orders
which satisfy the Query may be returned.
These may then be presented to the
Internet Client.

5 .

~The InteractProtocol interfaces will now be described.
Before describing the interfaces in detail, it is important to
‘present the fundamental object framework employed by the

InteractProtocols.
the fundamental object

These ocbjects are presented below.

_After
descriptions, the InteractProtocols are

" discussed in detail denoting which parameters are input, which
are output, and their types based on the types described in

10

the ‘fundamental object

framework. This should provide the

‘reader-a maximum amount of detail with regard to the flow of
data into and out of the B-Bazaar, how data is employed to
interact with advertisers and shoppers in the E-Bazaar; as
well as when specific objects or data is presented to an

Inté:qetfciient,,'

52



I5AS IS obvious 1romthe discussion thus tar, the E-Bazaar E-Broker is
the heart-of a running E-Bazaar E-Metro Community. The InteractProtocol
names that the E-Bazaar E-Broker provides are listed in the table bel ow.
These | nter wOM893col s are available at runtime. The "HgVUSEFI335| umm
denotes who the. 20 Seller E-PIA interacts with when it initiates the
Interaction ‘wyle B S Rt E-PIA interacts
with., | nterac}[l\g"nt“;’;"% Olé%l@?%%v&g#?g?g uyeg a%sitglslg%t ion getSummary) Get
runnabl e bestgcurabZeBbokins WLEC®ie whichfcar fhepspivesshandngtAZSeE- °Bazaar .

Get runnabkgnhashe . w &'Bblmrct\zvoﬁecﬁrcon@ﬂﬁwalnhof themerecuwsdleadverti ser'

product offerings P C ar Ys&e WsEEBLO er W
| E- Br oker Bﬁ?cesq |g§£ a#?)r F%u%‘gp% %‘B “Q} g%eés‘l;dtgﬁ % eed svmft h their
rul es. But P%ﬁlﬁﬁ“FGTFﬁﬁmPPLR LA ker W E-Broker () in

t he B- BazagomnercidleActivdityubiepdtch knews Ma?‘rcﬁﬁ“ﬁﬁeliﬂf%n @t tBPl of - the w
E-Bro er WekBo@flHe bodidédcontainediaus RuGnABlOSINE0RT € /IUSe¥heB309 an

existing predust dd)ithEak exdeas@thell 2prcddriately. A Runnable with
a single Html Document is the simplest case.
10 ProductIafo — A Runnable whose purpose it is to present

product information to a shopper.
Query — A String representing a SQL SELECT.

PublicAttributes — A Dictionary of names associated with

values representing the values oﬁ the public attributes of a
15 product. An example is shown below.

Name Rule example
activity this.isKindOf (8tring) && "gell"

' (this==="bu§' !] this=s"gell”) |
advertiser this.isKindOf (String) "Dad’'a"
productCategoryName this. 1sKindOf (String) "godas"
productTypeName this.isKindOZ (String) "root beer?
productInstanceName -tlus :LsK:mef Of (8txring) "Dad;s Root

. Beer
productid th:l.s 18KindOf (String) "D-RB10014F
pricePerUnit this. 1sKindOf (Money) && .79

this>0 -
unitSize this.isKindOf (Integer) && 48
this>0 :
productInto — | this.1sKindOf (Runnable) - HEml
_ ' - | Document
orderForm } — | this.isKindOf (Runnable) Html
_ ' : : Document
orderProcessor this.1sKindOf (Runnable) ~ [Java
' Application

PrivateAttributes —~ A Dictionary of names associlated

with values representing the valuss of the private attributes
of a product. .
OrderPorm — A Runnable that presents an order form for a

20 person to £ill fields with values.
' PilledOrdexForm — a Dictionary of OrderForm fields names

associated with values of the fields that are filled in.
) -



get products() Query the B- w /lBuwer—Bazaar~s—tTsSt—0f  E-PI A advertisers
“for products natchlng the query conditions. getPrivateProductAttr G ven a
w /Buyer w /Seller ibutes() productlid, get Dictionary of private
attribute negespdssociated wth their values. get Produrhissrassedor n{ G ven
a w/Buyer w Sel l er productld, get a runnable body of code representing
an order 'form that can be f| led in pQ%EroduatTrad g# & G ven a filled
in w/Buyer w SEréerPropaesox o n (Rymoahls ¢ Pﬁ%"“&&@e&f ERE™B: PIA,
obtain ei tRelicamy ithdisCRIrHabDE mtdperfmntpratessing on aprdvaes Nunber for
a "to be flliéf Ig " order. aancel Product TradeOrd G ven an w /Buyer w Se |er
ﬂ’() O der erp ggua%ldtg he S]c g:}.r]:gl lt g.g mi%l;.xggy i t&%ket heprod & . SO t hat

5 OrdarNumber — a String that uniquely identifies an Order

tha£ has been placed.
OrderRecord — a structure is with the format shown

below. Note that it may be deairable to allow the structure
of OrderRecords to be authorable on a per advertiser E-PIA

10 basis. .

Name type
productId String
numberOfunits Integex

| when Time
price Money
fulFilled Boolean
comment Btxring : _

The InteractProtocol interface descriptions below explain

. how to use the InteractProtocols and what data is expected to
be input and output. ‘
' éé%summary(out Runnable aSummary) — Obtain aSummary
15 which éqn be executed to présent a Summary of the B-Bazaar or.
" the sﬁﬁaéry of the Advertiser, depending on rules chosen.

s getPublicProductAttributeTemplate (out Dictionary
'aListofpublicAttributeRules) — Obtain
aListOfPublicAttributeRules, a Dictionary of attribute names

20 associated with their rules.

pucProductToTradeInfo(in String aProductId, in Dictionary
. aLiétOfPubli;Aﬁtributes, in Dictiomary

alistOfPrivateAttributes) — Enter a new product into the
Public Product Database or modify an existing one. If

25 attempting to enter a new product, then aProductld must be 0,
otherwise it is its existing productId.
aListOfPublicAttributes and alistOfPrivateAttributes comprise

all of the attributea of the product to be newly entered or
modified. - .

$4



wH—ot—be—fotfTTted——getrProduct ItadeOGrdera G ven an w /Buyer w /Seller
tatus() OrderNunber, obtain current status information about the order.
getOrderHistory() Get a list of . wE-Bro er w 8-Broker O derRecords of
all orders wihgwsbized to the E-PlIA satisfying a Query PORUSITEONext table
Iolescri be; t he plreci se subsystem activities that.nust be perfornmed by each
nt eract Prot ocol so WO 98R) 3927 P U897/ 133 ment.ation. This w |
assi st the read@stP¥PenclEe %Pﬁ ﬁé’r?%?a? r@ﬁsrﬁ@%&of t he subsystens for

yarl ous '”t&;@%w{bn&ﬁquﬂﬁﬁoﬂhblm&%ﬂtmpl Desi gn getsummary bt ain

Product| nf o 'ﬂi pa, P‘P'fée é&k%n&&z&'ﬁ%&bﬁeéw oget gevirsp pr esent Summar y
of E- Bazaar®t%o WhteThe | The gekSg\gma =y % tted along
with Rul es AGRRET3HEEIFYR) 4~ sﬁﬂtﬁ ser en t dvertiser is
determ @d,eﬁﬁiagbgfdmtow the gehlixdhdctofioct tmabﬁaequtvpéldl%mﬂabl e to
present tge%méo és{éﬁti £ U rodddeeat of dfte RutbbiindPradagttAttr The

- aar E- o ni o Fi ﬁ&% gf‘ﬂfbé IdmbREsPUbl i C
attribute %i"ﬁ% ﬁnd pu %ngt%{ r% 4 negv T?ecord
i n.the pub|alﬂ,pﬁbgggtattributes of the product. aGeneralStatus

.String with some human readable astatus information.
10 getProducts(in String aQuery,

out OrderedCollection aListOfProductIds(
out OrderedCollection aListOfListOfPublicAttributes, -
out OrderedCollection aListOfListOfPrivateAttributes) —

Obtain all of the information about more than one existing

15 product. The products to obtain information on are the ones
satisfying the Query aQuery. Three OrderedCollections are
returned in the out parameters: aListOfProductlds,
aListOfListOfPublicAttributes, and
aListOfListOfPrivateAttributes.

20 getPrivatoProdunthttributes(in String ‘aProductId, out
Dictionary aListOfPrlvateAttributes) — oObtain all of the
private attrzbute values of the product with productld
aProductId. The private attributes are returned in the
Dictionary aListOfPrivateAttributes. '

25 getProductTradeForm(in String aProductld, out Runnable

anOrderForm) — Obtain a Runnable anOrderForm representing the

OorderForm of the product with productld aProductId.
. putProductTradeOrder (in Dictionary aFilledOrderForm, out
.String anOrderNumber, out Boolean fulfilled,

'_30 out String aStatus) .— Place an order with the Dictionary
aFilledOrderForm. A String anOrderNumber is returned
representing a unique order number for the order placed. The
Boolean fulfilled is returned indicating whether or not the

. oxder was fulfilled immediately (TRUB) or if it will be

1Y



() :~ s Database Table is | ; nnabl es associ at ed
WiTh the Record are stored in the corresponding Advertiser Directory. If
the product is new and has a new Advertiser, a new subdirectory nust be
created. In {lygnwdse, the Advertiser's nane and its Suykdieeabasy nanme
associ ation nust be stored in the E- Bazaar E-Metro Community Info File.

get Product ToTr adel nfo The Record of the product specifiasg&itg‘é‘h ) read --

its public BEiileA datand(FALSEY at &18Pt FePFREd 1} @opReY its
Runnabl es asteringtiridivetidyg emyi oshexAdubfillgent sinfigyaatien.ory. The public

attributes and Rupablesedtr-aaserdr@in striagaasiraghfutber, onary. The
Dictionaries rmay be presented to the Internet Cient .and the nnabl es
execut ed orft¥ANIATFELHBY DadPe. °%’P%ﬁféﬁ’§“ﬂb%mf§&?we%&yper f or ned
on the PubldecrPaddudiDié@iaseankaed. sdhhatade willdoneret benari es descri bed
above are Fg;uggg%?é‘&’ rF S4BT A hed M ddil’t i G- otidte ncel

getPrivats _ tt or the specified pro uct, return the ibutes()
BLObbed pr i APEPEMACAM-i but e Di ctionar y. getProduct TradaFoxn() Return the O
rForm R | e so tetProduchPrasieopdexitatud (in Stréng AnOrderNyghegt out

put Pr oduct Bagegy dan sSuP! che Dbtdngnabuactln) Lhe fllrgis m - fiel ds with
e In

their associated "fil val ues to the OrderProcessor Runnabl e so

that the oraSrderipmbeT iy BETLEEed, tonebtadp APF et 085254 T/ 0597/ 13309
Adverti ser'infpriation ebodet theocrdssi.ngIf fulfilled is TRUE, then the
order has been fulfilled already, else it has not been
fulfilled yet. aStatus is a String containing further status
'infdimation. )
15 " getOrderHistory(in Query aQuery, out OrderedCollection.
aListOfOrderRecords) — Obtain all of the OrderRecords for

- ‘Orders for producté from an E-PIA which satisfy the SELECT in
aQuery. The OrderRecords are returned in the
OrderedCollection alistOfOrderRecords. A useful example using

20 the QueXy’ is to employ the expression *"fulfilled==TRUE" to
obtain ohly those OrderRecords which correspond to actual

* trades performed. ' o '

. arcial Scenarios Ugsing the E-Bazaar Framewo ‘

As presented, any E-PIA can participate as an advertiser

25 in an B-Bazaar by providing its own implementations of

__ OrderProcessor, Productinfo, and OrderForm Runnables. This
-framework allows an advertising E-PIA to maintain a very
géné:al capability for performing its necessary commerce.

"Additionally, the framework provides the means for efficient

30 trading scenarios not possible without an electronic commexrce
' system and which is not possible without special attention to

. privacy, security, and privilege which the invention provides
80 well. Additionally, E-PIAs and E-AutoPIAs may also
participate as shoppers using this unified framework and

35 <receive the' same benefits of efficiency, privacy, security,
and privilege. Efficiency in this context appiies to the

Sh




subsystem i any way he chooses. A Boolean and String regarding i medi ate
order status are returned. The Bool ean -indicates whether or not the order
was imediately fulfilled. The Boolean value and String contents nmay be
presented t owoS¥3pt ernet Cient. oancel Produat Tradeord SERREr ci al
Activity Dispatcher nust O () determ ne which Advertiser E-PIA to submt
the cancell agf o8 i® 19 n Lf«% wauhne,.tgﬁ %L{ltﬂél% R8OWSS] .asVkea t he

et er m ne

Adverti ser Qd& shS submitted to the

Adverti ser %ffd't“l"ﬁﬁ‘f% & B?Fﬁ" ceSSor. g?rl hg concer nj ng cancel | ati on
status is ret uRAeTeniionrd ca the prarteffcibe B1BaZaaFd4AHES8PPent . gat Pro
uct Tr adeOr dgies ptimafiodiet thatiioAcbetwden Bheptlxdwecagasstudiesudg) deterni ne

whi ch Adé’eréﬂa‘ir i ﬂn@nEQti&UW thé MerceicbasespesThi® dnngBel es  subnitted

with the regue det e Order Nunber is
submitted t "ﬁ'@ g‘érq s\igﬁ%a "Bﬁ& gF’?{rIcges% g:s “A} String concerning
cancel | ati @rasﬂeapﬁk ‘F°é‘ ré‘E‘Eﬁ%’éﬂ“%\}N diredgReRe 3de F%o""‘[?ﬂt hel®% nt er net

Cient. getfhthar chséomhe)y fire PCBazsacican handle tgremgpadiﬁmsskdows- t hat
t he requestﬁg dws the Advertiser in question. The Query is subnitted to the

Advertiger:s pr at&rqv%%&f%ﬁaaoe rcghaace,g&?ﬁgfw%dﬁoman ni ng

Orders |ch S |sf retur

presented teegired F‘Pmrﬁétt‘lﬂ ‘T‘FFesleﬁf‘é'P t%PE ¥ice engﬁes will now
be descri bemodel for ordering and fulfllllng orders is meant to be

general. Thus, there is really nothing to expound on since
the framework itself is able to accomplish this case due to

15 its intended generality. The Semi Real-time Anct;on and Large
Quantity Sales cases are, therefore, members of the "Privacy
Enabled Commerce" case due to this generality. Note that
Internet E mail may be a useful tool for notifying shoppers of
asynchronously fulfilled oxders.

20 The "Semi Real-time Auction" case requires certain
'processihg and functionality in the ProductInfo as -well as the
OrderProcessor Runnables. . The ‘ProductInfo Runnable- should not.
only advertise product .information as is done normally, but
should alsc display the current bid and any other real-time

25 'parameters of the auction that are deemed necessary to present
to a shopper. _

The processing of Orders is interesting because most will
be canceled eventually. However, totally adhoc order
~ fulfillment is possible if the OrderProcessor is coded to

30 allow it. FPor example, it  could allow the auctioneer to '
examine the Orxder history. The auctioneer could decide at any
time to extend the time of the auction, cut it short, fulfill
the non-highest bid (order), fulfill multiple bids (order), -or

. cancel all bids (orders). The behavior of the auction is
- 35 governed by the OrderProcessor

’ - Intermet E mail will be very useful in Semi Real-tiie

Auctiona. For example, orders may be placed with a request to

£



Bef ore describing the interfaces=R—~detatrt—tt—Ts TTIpOTTant to present the
‘tfundanental object framework enployed by the InteractProtocols. These

obj ects are presented bel ow. After 5- the fundanental object descriptions,
the InteractwWostmesl s are discussed in detail denoti ngpPeiusdiigeas anet ers
are input, which are output, and their types based on the types described

in the fundangt, g’vﬁbéffihpf:ﬁ@&}ﬁwﬂ{& upllitse 0uhd piANEdga) IR eadera

maxi mum anount tal L ow of d t@dint o and out
of the B- Baf&gPe“t? FAEVPE eier °‘91ci§ %3 p“rﬁ%’?‘acf b"t]igda%ver i sers and -
shoppers i n Rehb-tEmeaguet-ionagystes) !" whdevs Sedipe E-fdPettent® B3ta is

pr esent ed tQ-eanizd peeiddic Ghass. from $he\ ¥ BE/a@ 3R ileGH £&B97. 13309

Runnabl e, A Heongg,}@é)bugﬁm agsmeahegag@ E:Bs@i&e@éhab&& bodi es of code

whi ch can thense ves be i,nst NG&:

I ct| I ri ses
all of the SXBRIYnBracesadig & " necessar Q%g FuR-a rtlcﬁ%ﬁﬁ%ggstem
Sone usef ul fsrsﬁm?Pagg'és}*i&FetEééA&bY afh\?&&ﬁﬁ% " YRER The

comerci al Actatus.t yAD sqwet phinthdnstimey howeiamn| bhe agdregate lnrdesxecut abl e

bodi es cont Q;haﬂ@hclynfarwraaabkﬂn @RvBudtd eikbeedd tieEnptedetelrfiiedso it can
execut e tohemg%qar ktg}%.jéokﬁlmaé@lﬁﬂ%ifherﬁ Si Al Nk LRGuent is the

si npl est” casge purp ose létafls to present

product i nf GFABERRSReEE R §ﬁob’b°ermrgf|§’§nt:fwvgaieﬁgc? 18Y a sa

SELECT. Pulprematume; Sutfidlment Ginc the hgepasio whess h"sé@cFa]E’éw #Ph val ues
repr esent i nQohfeforabhuesrtafint feamribyi of akferdticesond im.15Ppematuce. An

examﬂl e 'tsh%aﬂmlf&%"heif/ oé\lfaﬁ &g, waars sitiflav i Yo thel §og§ig1e?8t8tr n)g §L%a
se I S= u ren
o o d Rling 414 .s Ie%‘gab%eof CHES St %m,. b210 g

S uct Cat egor Er oductTypeNarre t
is. e n O SEAIRSF Bt his £agfuAn nEaYt Fskin O (String)

"Dad' s* Root desirable to maintam a hybrid of an auction along with a
large quantity of sales scenario. The Advertiser who finds
that he can trade product for less because there are enough

20 Orders and still make sufficient profit, should be able to go
ahead’ '&nd invoke order fulfillment rather than wait and
poseibf be left with a large unwanted expensive inventory.

: Some Advertisers may desire to display real-time

' intprmation in the ProductInfo Runnable such as the current
25 .quantity ordered and the total guantity desired.
.. Email can be used for notification of sudden changes in

order status, just as in the other commercial scenarios.

9 {£ic Obiect

- ., 8ince the preferred embodiment is designed to be
30 "implemented with an object-oriented programming 1anguége, we

' ‘now turn to the design of the individual cbjects.

.4 Before continuing with each of the objects in the
preferred embodiment, the. fundamental object classes that make
up the preferred embodiment’ objects that will be presented are

" 35 1listed below. Most of these object classes are commonplace in
fundamental object oriented frameworks and should be familiar

"¢
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Beer“—productid T S.1SKn O String "D-RBL0014"™ pricePerUnit t s . iskKin
O Money &% .79-this>0 wunitize t s.isKindO Integer &% 48 this>0 '
productinfo s. skKin Re H Document orderFormt is.is n (Runnable Ht

Docunent orwes#sieseor t s. a O Re Java lication PrPCRPEZEMM butes - A
Dictionary of names associated wth values representing the values of the
pri-vate att?bb&{&% sRi1 B adeid a e B€r d¥eBt- oAidhvutabhe tdedt- presents an

o_rde_r formtor 20 person to fill fields with values. FilledO derForma
Di ctionary 81‘90% drForm fields panes associated with valuesoi—the—ields

that are fi[T¥@pin. 53 mwﬂ,ﬁ_&eﬁmwwable
t hat proceskesje@tder For Eﬁ%%tggoﬁié ff=r" ﬁﬁ rﬁprl eksing -
a cl -
Clés

on a privat p_database ket a

¥ = :l .": e = - >
product. 5| B Nunber srgg%ﬁév%é‘tmuehg R g eﬁent if1es an order |that
has been pl peprEgee HET RERGRBEL 2 FUcture 1s w e tornmat _shown __bel ow.
Not e that | {sE¥dhgoec Oes| chararctersal | ow the structure of OrderRecords|to be
aut horabl e pRIeatper advéRomssyr E-P| A 10 basis. Nanme type nroducttd Siring
nunber Of Ua [ bodigamger Ny | \/ :
: Collection an apstract Class which is the superclass of all

Classes that re regent collections of Objects
Ordered a Collection-schIaaa that represents a list of
Collection Objects that are ordered in a set sequence.

Set a Collection subclass that represents a list of
Ogiects in no particular oxder '

. |Dictionary [A list of Ee¥ed objects.
Foldexr Can store objects using hierar cally arranged

keys. -
SQL Provide fast lookup for information.
. | Statement '
Executable A plece of code that can be passed around as an
String object, interpreted when it needs to be, and
executed. ,
Compiler a Class whose instances each represent an

executable body of code that translates a String
into an OrderedCollection of Codes that are

inte;pretable'g¥ a runtime integgretéf.
Extended Other classes w .need to be defined for ‘
Clasgses individual E-Metro Community needs, such as for

video, sound, etc.
The E-PIA object 135, shown in Fig. 15A. The E-PIA

encapaulatéa the personal data and ‘data processing rules or
5 behavior of a real individual or an entity by storing
information assets and releasing them under the rules
established by the owner of the B-PIA. Fig. 15B shows an E-
PIA that is created to pass informational assets. The asset
'.'folder will contain the approved subset of informational
10 assets, and the rules will contain the transitive rules (from
the interact protocol) of the original E-PIA, thus providing
“‘alimit on-the subsequent dissemination of the informational
 assets in the folder. The certificate helps assure subsequent
_users of the information that the informational assets
- 15 * originated from the original B-PIA. .
{ Items in the E-PIA '|Nb. | Type | Description

.



ful Filled Boo can

coaneat

escriptions
i s expected

bel ow expl ain
to

be i nput and out put.

St--Ag—FhRe—tnteractProtocol
how to use the InteractProtocols and what data
get Bummar y(out Runnabl e aSunmary)

interface

~Obt ai n aSummwoesadahi ch can be executed to present a SURATATN7/I3I09t he

B- Bazaar or the Summary of the Advertiser, depending on rules chosen.
get Publ i cPr iSEA---Ba-eFenphatetgut D;bt'unary
aLi al of Publ f@%‘;“ -G B oAt st R
Di ctionary of" Wi fl%%@fé:ﬁi’ ﬁ# e%irgeﬁéﬂebrlsulmt
put Produat T¢Tradel nfo(in Stri ddnct | d,| chirofl clie oharlyistory of an L
aLi st Of Publ ifcAttributes, in Dilcti v aIJékfipr|varpArrr|hutpe\ - HBnter a
new product |BAESER he Public ?°Eﬁ?%1b 115ng gne. |f
25 attenpti t, then @gﬁgyg °@n sg ot Herwi se
It is its existing productld $t Of Publ i
aListOPrivateAttributes corrprl se fjall of tﬂexfamnﬂmtwdfe tihputprodHCt to
be newy enfered or | e dder -
get Product T@
aLi st O Publ ifg# ‘ ] ‘
String aCenera St at us) sdv’eaamirrﬂteﬂaedoqnbtadoﬁs eXi sting
product in P gnamgﬂ;ﬂs_zfrﬁﬁéhpg_LepLesenting
t he product ! F i eet
aListOfPrivateAttributes conprfise lall of fHEER8F &E§s§ﬁr p‘?’ odyct .
aCeneral Status is a .String th gone hunéan&g QfSAR} US |n or mat}i on.
10 get Produg¢tstin Strlng aQuerly, out O der gdTahbactions. aLlsthProductIds,
out O der ed(prrhectegeRutas st O Lj st Of Bebl i c AjtIhehBt B, hagua E@tdeﬁedOoI llect i on
aLi st OfLi'st (fPrivateAttributes) - Tules that must always be
L . _ met for any interact
R ’ : protocol to be performed.
certificate 150 | Certifl | The certificate containa
: - cate the name and public key of
' the entity the E-PIA
represents.

The InteractProtocol Object 141

is depicted in Fig. 19.

The In&gract?rotocol defines the name, input parametexs,
output parameters, and the conditions that must be met in

“ordétr for the .interaction to occurs.
implements the interaction.
_ InteractProtocol invocations.

detailed in a later section.

An B-Broker actually

InteractInstruc;ions cause
InteractlInstructions are

Items in the Ro. | Type Description
Interact Protocol
Object
141 | Interact | Inherits
Protocol
name 181 | string Each protocol must have a
- name (]
[ PrivilegeRrules 185 | Set Already described.in a
e : I revious table.
.| MaxInstructions 193 | Integer | See corresponding
‘ ' description in the
interact instruction above
transltiveprlvilegen. 1857 | Set See corresponding
© lules - description in the

Lo



pbrain alr_of "thée 1 nitornatl on about nore than one existing 15 product. The
products to obtain information on are the ones satisfying the Query
aQuery. Three OrderedCol l ections are returned in the out paraneters:.

aLi st O Pr oduwol9giess27 ali st OF Li st Of Publ i cAttri butes, and PCI/0S97/13309
aListOfListOfPrivateAttributes. 20 getPrivateProductAttributes(in

String' aPr of - +-OHPH Rt e AT TR S Tontlbave] @l |
of the pri) noe [thePiHEeEddtd arroauct | d.

The privatejattributes are ret kp the Difbtarniign must be
aListOf PrivateAttributes. 25 g¢t Proguct Tr adeF8£iiled Sn'"i pefower oduct | d| out

Runnabl e ahOrderForm) - Obtaih a Riinnabl e ahErae} E t NP’ he
O der Form of the product with produgt!d aProg 8B} o r 8RO fler (i n
Dictionary gFilledOrderForm ofyt .Htring anPDigdes ehsrPide 4 Q ean

fulfilled, BEn@ifs SLI1Ng acotal §ap7 PEeEce an grder_witn the D ctionary
aFi | | edO defbotputsA String an @EN{IfBer 1S | Bhat notormapi aselnasagua Ini que
order nunbef for the order pladed. The Boolq rmmer istpeedin thet

i ndi cating Zwhether or not the [ordef was fuI1 Fé{% ng("'r%E) or if
it will be BS WD 98103917 PCr/{)S97/ 13309 fulf d18hEhs SE). Al ko
returned is{a general status tring indicatiBagcesesfalheretetutietil NENt
i nf or mat i on[Enabieal Product 11 adgtmge ey | 1q —anor der Nunber out String
aStatus) - The Rpkésobieck RO -

fulfilled i TESR dPelibe RulRat i1!.°-wi F‘Ymver Bﬂ?ﬂﬁ’mq%d. aStatus is

returned in

E

get Product. T \ dS(in S?Or’i n; lefgaingan ful f| 11 ed,
out string Yorder 10 a ggfj%%] &?t"b"& to obtaln
current stal he o ed I's TRUE, thgen the

order has b
asStatus is

String a n@ @ompllex lvdtﬂiaﬁ &1
her St u$ always "Rule"”
8 _shown in Fig. 21.

Items in the Paramater |No. | Type Description
Object .
name ] 211 | strin |{name of parameter
: — : 19 — — :
valIdationRule - 1187 | Rule an Execut:EbleString whose
compiler is "Rule"

~ The E-AutoPIA 151 object Is shown in Fig. 16. The E-
AutoPIA is an intelligent ,agent that employs an Itinerary to

5 perform specific tasks assigned by the owner. Itineraries are
detailed in a later section. only the 'original E-PIA may
launch an E-AutoPIA, but the original E-PIA may launch several
E-AutoPIAs and have them active at one time.

Items in the E-AutoPIA | No.. |Type | Description
Object - : :
itineraries - 161 | Set  |An E-AuUtoPIA may have

i | several itineraries
) hierarchically callable
' : Itinerary ob:lecte 163.
The 1tinerary Object 163 is shown in Fig. 17.

Items in thae - | No. | Type Description
Itinerary Object : .
| name . ' 1170 | Stxing An itinerary must have a

»




I nformation. 15 gef Or der Ri at-owyd=p—etr-y—atoery, out O der edCol | ecti on.

b sStO O derRecords) - obtain all of the OrderRecords for -Orders for
products froman E-PlI A which satisfy the SELECT in aQuery. The O der Recorda
are returnedwossbismr O deredCol | ection aLi st Of O der RecoreEx/ussnasnef ul

exanpl e using 20 the QJdty '"is to enploy the expression "fulfilled=-TRUE"

to obtain-b & U ruma WW
i hg ¥he E- BRéveralFia As presant ed,

per f or ned. d '
any E-PI A can Priiser >5nstrr1muiBaBazadrt i di ng
pcessor, PaYel LRsviernad, lltﬁi'-d'u rfm

Its own |rrpl_e 7 i
Runnabl es. ] h adverti Pﬁ'ﬂ@ ?:Ef-@ct:@ﬁ n a very
S necessaLy, £QMIH 11y onal|ly,

general capd ces
DEEEidHac %WW ot

t he frameworHe
possi bl e witlh PEgE  SYS ammamtncﬂsuect nﬂuqhosm bl e

wi t hout spedial attention to :y, secur | ajlowm@npekedytahie whj t he

i nvention provides so well. Additigpnally, E p %@‘%ﬁﬂ Eeﬁ'ﬁﬁfﬁ F%e‘*r&?' al so
partici pat e ge—shappess—HStRasiiig HepE e e R ; t he
sane benefi t|%10% I'crency, pfi , Securi yrev 95,1,1/4 1 ege Ef f I di ency
in this contgfivijEerated 0 { e |362 WTOBQZ AFrdddySdésdntixed isfdort |in
connecting W previcus sabley in the cdst to

do busi ness. As FeIPGATRCGLINEREICHLEP: 167 cthﬁécB W AR i Fagsiths,  the
primary di stinteractinseruetivonsheatde doteran:ionadbeisvees B-RIisi and E-

| npl enent at i Qi opiad he gekH rite@s S5t rudticnsS hages tndi stinction was
intentional ﬁ?ﬂ%é%géé?x%tgégﬂl%g ‘Eiﬁﬁla%re Ei@amﬁr&&%ledamqessf ul Iy

i mpl enent_ al ree c%ses Rases ; Lbeo Baza r _can handl e

are now di sRATEBRCETRLE8Y, =) ?ﬁ%ra DS Etdntad §’6enar| o all ows

for any .desihicH tomsnreecusy Theeens zeeu @#relwmﬂﬁﬂvately. The
InteractIinstructions is the creation of an informational E-PIA.

as shown in Fig. 15B. Bach item of information held by the
informational E-PIA is encrypted using the private key of the

10 przgihél E~PIA, thus providing subsequent users authenticity
of theqinformat1on when using the E-PIA's public key.

An InteractProtocol maintains essentially a template
reiationship to an InteractInstruction. An InteractProtocol
is.represented by a signature of parameters to be filled in,

15 while. the InteractInstruction counterpart is the same except
with parameters filled in. . InteractProtocols and Interact
Instructions are both authoring time entities. The
InteractProtocols represent the services provided by an E-

.. Broker and are authored along with the E-Broker.

20 Interactlnstructions are authored during the construction of
anuItinerary for an B-AutoPIA. Each InteractInstruction

. represents the call of a requested interaction or
InteractProtocol. The inputs, outputs, and the default map
are removed from the InteractOrotocol when constructing the

25 : corresponding InteractInstruction.

. [Ttems in the [Ro. [Type | Description |
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modet—for—orderingand fTurfiTiing orders 1s neant to be general. Thus,
there is really nothing to expound on since the framework itself is able
to acconplish this case due to 15 its intended generalit The Sem -
Real -ti ne AuWOI98M9%hd Large Quantity Sal es cases are, t hEEBIY 3% enher s of
the "Privacy Enabled Comrerce" case due to this general ity. Note that

| nt er net EJ t—t-opt—for—oty-Fyrg—stoppers - of

asynchr onous Iyut éjjohegbﬁr‘_q:ers. 20 The "Seni Real -tinme Auction" case
requires celtga= 7 F'ﬁ'lﬂ 5 Awel |
as the O dgilgeocessor nhabllea. . | The -Productinfo Runnabl e -.shoul d|not

only advert i TompityMame . | NT Ol MBI BtA_ng S ffone mameedf \thebBtMetsteoul d [al so
di splay thelcurrent bid and arLy ot her real -tlmi?hr"&meli e - t he
auction thaﬁ are deened necesgary fo present Agggg%ﬁsﬁo‘ﬁ}@rlm He Bocedsi ng
of . Orders |W rE—ih ., W

' However, tdta T'y oc order ' b @amflt e

O der Pr oces §paxiRs€fitedon® 30U | h&uﬂuﬁ ThmbED Gt 1BW T e

auctioneer o exam ne the ‘order histor y ThPPmmhehemlkbavﬂ @ de |at
any tine tq extend the tinme ¢f. t eauctlon r“FFi d-\aFdf%fl'thlsnhe
; D et—s

non- hi ghest J@W | |
bi ds - (order.g )t:r e Benavror of

Or der Pr ocesS@ranbit Fareivilagi|

Auct i ons.. FQrerRei |l e, orders -a . to  S?1 W
9&W27 PCT/ US97/ Z%SGQ-MBSEO Gammung ®aFeg- i¥-the future
may be requagi edMetivvesamunitly sbyedt frevides i igeotypidyichdceptSaivr

Real -ti me augld @0psys a5 m‘ggabgm@gghne E-PIA clients to real i'ze
peri od| ¢ -upd v—5_The _Large_Quantity of

Sal es" case ﬁt‘fﬂm"{‘?e‘@g e’%“’t?ertzﬂ FBB&SSl g°1"r‘F’t‘1’ °brderPr ocessor

Runnabl e. AU 3ty i? apraoduct in a “pending"

unfulfilled]| status. At sone poi 43Pn|ERER ho %ﬁ ;2?’% @:@Q%ﬁord r
' | eclass. Thus, an E-Broker

is a subclass of E-PIA

o containing all of the

- | items that an.E-PIA

contains, but additionally

on ik 35 governed by the
[ xr -Ul e

(DG

- includes: _
name 131 | String | Each E«Metro Community
. must have a name.

 Communities 132 | Set An E-Metro Community 137
. may contain other E-
Communities in a

R hierarchical relationship.

Brokers 33 | 8et ~| Each E-Metro C ty
" | will need at least one, :

and likely several E-
Brokers 136 to perform
specific tasks. The B-
Brokers are orgaxuzed into
| | a Bet.
Beings ] 134 | Set A1l the E-PI PIAs 135 in an
' E-Metro Community are kept
in a set. —
. The E- Broker object 136 is shown in Fig. 14. An B-Broker

5 is required for all E-PIA and E-AutoPIA interactions. It is
the E-Broker that assures _tl;gt information is released only to

" b3



quantity for a-certa-h—produect—exeeeds—ttspredetermned 10 threshold for

i nvoki ng order fulfillment. However, a'real OrderProcessor for. the Large
Quantity Sales case nust allow premature fulfillnment in the scenario where
it is taki ngwossmsnrong for a certain quantity of orders PCHUBBAEOP n,

Pr emat ur e cancellatlon of all or sone orders should al so be possible. 15

It may al so_be d %rstgggtj_lng\gtr&@ el %Helngg géy gRets. In this

case, an Ad VEPEY ser desi'rable to mainfain a hybrid of an
auction al oAg W-"tdh‘aé' I arge quantity of sales scenario, The Advertiser who
finds. thafTtsmscan thedle prodisst |Twpel esisPersedntion here are enough 2p

Orders and peidkernobieasuf ficijent Pprofit, lshould be able to I% ahead}! nd
i nvoke ordefTUrTTTTREnt T at He¥3% f&@~Pwai {| Bed E- G@Sﬁl‘o ?% i%th' h

| arge unwanfed expensive inventory. Sone g I§a§ gh‘@fdl spl ay
real -time {nformation in the Productlnfo ﬁg a'il!lﬁh

Q ERET €N 25
.quantity ofdered and the totjal ggantity dﬂgn@edhaEamag pnara:oheame,d
notificatioh of sudden chanagels in{ order :

commer ci al ppestdcpdBirecseryi f i ¥430)jS€8t s § ;
designed to be 30 |rrp] enented wi thh an objEL; ?‘ " ' nguage,
we now. tu to—ttre—desTymrof e T v I nui ng

with each of .th ects the preferred errbodl mant' t he. fundanent al
obj ect cl as¢ preferred enbodi nent' objects that will be
presented are 35MHiBsneXt [REFbHEn l%gFr%H“t B8 eaxsaiiisectyye, 88€ sdefignc omonpl ace

In fundamemfa& rEysensl anideptivatier dnfmonaltdonmkatieotiah hadf bralerage S8 WO
98/ 03927 PQ@LM@%&Q& dgambbese skilled in the art of object orientation.
See Fig. 22 fic ﬁégrl_ptul gg ,Gﬂgg% @Bg%égct Cass for which is the

supercl ass : | i sted bel ow, C ass .a Cass

whose i nst ances TepFeleko HaEtf 4 Fhe collection of all haraware and
10 software that is being employed to store E-Metro specific

- objects and/or perform E-Metro activities. The user view of
the E-Metro World is achieved primarily through a Netscape
Broﬁéér, and from that application, the view is that of many
B~ cOmmunitles all connected to each other via the Internet as

15 showﬁkzn Figure 2.. Ultimately, the user does not care where

' the B-Communities are physically located, only that they serve

. as a logical place for interaction with other E-PIA's with
similar interesta.

. - As a facility for building up one's information asset

- 20 structures, E-Metro Forms Repositories are also available.

- Forms can be retrieved using the E-Metro Client authoring
facility and incérporatad into existing or new E-PIA's to add

- information according to a useful reusable structure. A user
‘may- then store his E-PIA into one or more E-Communities.

25 System Architecture Overview
R o W M ' T
In reality, each E-Community resides on an E-Metro Web
site Server. As depicted in Figure 7, more than one E-
CO@munity may reside on one such Server. Furthermore, E-
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Crasses defined in the system Inte er Nunber String:-Characters -Float
Number bool ean ‘Expressi on Col ection an abstract C ass which is the auperc
ass of all Classes that re resent collections of Cbjects ordered a

Col | ecti on- sWPEBMY t hat represents a list o CollectionPSHUBHIB® hat are
ordered in a set sequence. Set a Collection subclass that represents a |ist

of = Obj ect s o, Bn0 Bk k&éhﬁbgoiﬂeé gDn§ié R rAky He @bnkey@cbdipect s.
Fol der Can Stg{ie?’ﬁ?& S aur%wg%?aﬁeerﬁggghgied )ané{lgn% q_hegeys SQ. Provide

fast | ookup™® p| ece, of code that can

be passed aroundl‘%gaﬁei‘ﬁ ri Rgeeh Repesitoniasidt &8 iFPHCFRd fidbds to be, and
execut ed. Ceigsrer7.a B5agslivhbed bnshentext dacRigers dsennegirBedpgcut abl e

body of godgothatrddoaieba) 8% amSiduei@ed B QrARTE spresdwalil eciricenenf Codes

that are int e%&}et ab‘:e [ Lénhmfcﬁe%gge%ﬁfﬁ{ixt gggad egegegogg ges wll.

nee to be déf sSes I n nty nee i such as
for video, th8EmMRP F@FE‘B ‘WR?E SEEe andFhash bhe, Frme; gre SBRPLhe E-PI A

encapsul at emahhged aies dnadl (faﬂasand data proce55| ng rules or 5 behavior of
a real indivi du-Mytranw@ﬂ aieasset s and rel easing

them under ¢ he Tyl e% g5t i §Qo??‘¥%n5ﬁ gﬁéhfe&o iy 128 Shove

an E- that i's crea asset et folder

ass .
will cont ai PheKR i Fiavee Bs‘ubE‘BF Skiemh BPREAN AP ‘1‘3}‘5&§§Et§ d the rul es
wi || cont ai Wetheape drowsex andyEeMetxc specific DiLey aFEW\pIBGF%E@:) osf the
original E-RBofle éther RLO¥AKicRGe 6f -dinmilaramatute felmedqoefacilizaeni nation of

the inforna%%ggg&s E-Metro client activities. FTP Servers are well known

15 staples on the internet while the Netscape Server System is
discussed in Netscape's Server documentation. The focus of
this document is the shaded E-Metro Trusted Server Systems 47

" in Pigure 8. While using E-Metro, the Clients always
communicate with an E-Metro Trusted Server. At authoring
© 20 time, InteractProtocols and.interactlnstructiona may only be

obtained from the correct E-Brokers (Actually; the Forms for
InteractProtocols and InteractInstructions may be obtained
from Form Repositories if set up to do so, but the required
TrustedTokens for these activities may only be obtained from

25 the E-Brokers). At runtime, E-Metro Clients guery a user's
Home E-PIA at the E-Community, and therefore E-Metro Server,
where it resides to see the latest results or status of
associated E-AutoPIA's. RB-Metro Server Systems actually

. consist of many processes which will be discussed in the next

30 section. _

= o_Secuxi i ure

E-Metro emphasizes security of information assets and
trusted interactions. B-Metro guarantees that all information
put into the E-Metro World System will be secure and thﬂt only

.35 those who are trusted to have access to specific information
~ will., The reader is referred to Figure 24 for a depiction of
when and where encrypted transmissions occur in what is

oS



. “he
i nformation that the informational assets 15 *.originated fromthe ori gi nal
E-PIA Itens in the E-PIA No. Type Description -S1 WO 98/03927

PCT/ US97/ 13300 9s@ect au itTra 153 Ordered An O der ed CoPCREIOTIINIOf

Col | ect RecordEvents 154 that ion chronicle the history of an E-PIA

assets 135 FoLigleioily WhE HOLARIR! LN 1nRS oAt Ehgr@mcggowsﬂrdhe E- PIA are

stored in an® unstruc ur ed ornati on €g into the

fol der usi ng8Y#ee™-f ofhs e'f)?? APEG=Fom FH%“C-F&P%C Bec
i nt er act Pr ot bandled] iy Nesscape B BEh ¢Amuabeatdion 1§ﬁfer aF’°|'Fﬂ’é‘rt&&P protocol s
stored in a gré.lévelséaieksity fbdcSdied]hehdfoldowind syetémct

t rust ed- tgkegéth(gugég%omag,ﬁigggrs to assure the integrity of any
transactions. “priyil egekubes el olhg & gag»aagugsfseegpgt §Uiegs sibat nust
Thierac oca .

al ways be net i & a certificate 150
Certi The cefFeRrgistgt @f ASFREP RFOCESPE® ( 82 A5 BRERP 5P the entity
the E-Pl A repilsehey.are Funing. eréttiﬁﬂaﬂw @ljmcﬁn exdinaryiPereeRd in

Fig. 19 skilled in the art of process security on a single machine can
10 achieve this runtime integxrity. '
2) Each E-Metro Trusted Server Subsystem maintains its
own private key and public key. The public key of a specific
E-Metro Trusted Server Subsystem is known by all other E-Metro
Trusted Server Subsystems via the DirectoryService E-Broker.
15 8] 3) All E-PIAs and E-AutoPIAs are encrypted when
transmitted between E-Metro Trusted Server System Web sites.
Encryption is performed with both the public key of the E-
Metro Trusted Server Subsystem that is the destination of the
transmission as well as the private key of the source of the
20 transmission. This double encryption accomplishes a double
' guarantee:’
s a) Only the E-Metro Trusted Server Subaystem (the
_destination) with the correct private key will be able to
. decrypt the transmiasion
25 . b) This same E-Metro Trusted Server Subsystem (the
' destination) will be guaranteed that the transmission
came from the source E-Metro Server stated in the
transmissxon and not a fraudulent source. See Figure 24.
. 4) _.All interactions between E-PIAs and E-AutoPIAs are
30 performed in private on a single machine within an E-Metro
Trusted Server System.
.5).  When a client requests information contained in its Home
' E-PIA, the E-Metro Trusted Server Subsystem maintaining the
Home E-PIA encrypts the information for the transmission with
'35 the Home E-PIA client's public key so that only the receiving
- client will be able to decrypt the information.  When writing
;nformation to the Home E-PIA, the information is encrypted

6



Fre—tnteractProtocor—defThes the nane, 1 nput par aneters,

out put' paraneters, and the conditions that nmust be net in order for . the.
interaction to occurs. An E-Broker actually 5. inplenments the i nteractl on.
| nteract | nst MO®BPYES cause | nteractProtocol invocati ons PCT/USI13309
Interactlnstructions are detailed in a later section. Itens in the No.
Type DescriRijkfNchd @eeemitl%wboneirﬁkeﬁtea%ﬂvate:@atystahes igudliBr ot ocol

nane- 191 Strl0g, Ea&nqyfégég&glet ptedNEae R, wELL Wl RpsRuLeS 185 So

ready escri

ns{‘ ctlgns 193 |

cor r espondi HgcTERS e P PRe ¥ gf‘ﬂc nflu%?? i gﬁ% ran5| t
vePrivi egeRut8BIA Soid Seeocintedspointivayy antherdager$en FédEWrd 2he ~0 1 WO
98/ 03927 PCTeyUSOHiihe3 3081 i é1hte 11@C bbt dliiingC huEkibritg enforuiakBipn 1S%rDaot i ona

Since the infLagly [ %nbNSLEHEHG MR maBEon '{d lenBydrta UetRrhe execution,

t he default "map

aul ts 0
i nteract i nﬁltiﬁﬁ'fl%r?“%lii‘ﬁplfﬁys PgPRSC %gff)u?'% Yl& ﬁfie\%agn or mat i onal
assets- wi | [tchdecryptebppinfprmatieny nFbignercppAipe ’c%é-“‘PQE'EJ%’é'quent
interact  moetly for the transmission of TrustedTokens during authoring

10 which must immediatgly be encrypted via the client‘'s private
key upon reception.
t
Pigure 9 pictures the top level subsystems of an E-Metro
Server. The core subsystem that provides the primary services
15 of E-Metro is the Distributed Object Resource Management
System Server or DORMS. The five other subsystems are an FTP
Server and PTP Client Process and three Netscape Web site
Server subsystems that, together, perform the functionality
necessary for a complete B-Metro Server. '
20 DORMS Server ' _
As mentioned, the DORMS Server is the heart’ of the-B-
Metro system architecture. It essentially goverms the trusted
storage and brokering of. all E<Metro objécts and resources
with the assistance of the smaller grained objects, namely E-
25  Communities and E-Brokers, that it internally manages. More
specifically, the DORMS Server performs the following:
D1l. Stores E-Communities _
D2. Stores E-Brokers ' o i
D3. Maintains an entire E-Metro World Directory of where all
30 Communities and E-Brokers are located and keeps the directory
up to date.
D4. Stores or "banks" E-PIAs .
D5. Maintains a Meassaging Subsystem for B-AutoPIA transport:
between E-Communities '
'35 D6. Maintains visiting E-AutoPIAs

D7. Drives E~Broker mediation of B-AutoPIA with E-PIA’
interaction
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Lostruction is successfully exesui-ee—EnRabl-ea—192-boe—esn—The—Rule—object-—*-

201 is shown in Fig. 20. Itens in the Rule No. Type Description Object a
Rul e object is 201 Execut an ExecutableString actually'just an le
representi ngwessmez? ExecutableString String defined RulRET®S$748%9 conp | er
187 String name of corrpi I er which is al vvays "Rul e" The Paraneter object

195 is s owmn _in Fi Pa el fiepti on

bj ect nane 211"%?‘?’?% "h trlrig o r@'h l{lﬁ' E?IF& dati on )AQSE%;??BSRSI e an Execut
|l estr ng \Ah@@@“s'cs‘lﬁ?%ﬁ“ies° F&ﬁcéreﬂfél EXRatebLREEEACHIEet is shown in Fig.
16. The E- Aut ofMeAsEts Commexde Sgrver agent that enploys an Itinerary to 5
perform speci fi Grﬁeaﬁg&c%‘psl Gdﬂn&dirby sérremierthd tbrersubsgsteme detailed in

a later §e0t| *;X riﬁt%'éﬂ t.Eo iBleAa MR é;%HnE:!EB él@xtErM QFks, but the
ori gi nal aunc severa Aut oPl As_ and &&__Pe gtive at one
time. | tems"-?‘ﬁ ¥ TRetyt SERRE NG ethﬁege?’i’ pﬂﬁcblﬁe | nerar| es- 161
Set An E- Aut{SS1LA pragotrive itsmﬁ-éPslﬁquiaF‘F’é’?t HFE\“&A‘@’hl cS¥ty callable

| tinera obj gebéided3endryptibh nasearyr Ghjthent 1648 jon, sandvmeisgageé g. 17. |tens
the No.. Typﬁn%%&waé% thbARACALYe LM RER DA sE&lrfiy.i NEndM tivel Nerary,
must I1a%% a li ent makes a regquest, it always communicates with qhe
. Netscape Commerce Server initially. 1In turn, the Netscape
Commerce Server will cooperate with the DORMS Server via the
Netscape Server API. This communication with an E-Metro
Server via the Netscape Commerce Server is what allows the
15 client subsystem to consist primarily of an HTTP/HTML
compliant World Wide Web Browser such as Netscape Navigator.
The details of this cooperation are described in the next

section.
Net e
20 As noted in Figure 9, the Netscape Transaction, Server

handles credit card processing, transaction logging, and
billing management. The DORMS Server interacts with the
credit card processing function when a person wishes to begin
using E-Metro services for the first time, or add new
25 capabilities to their E-PIA. The charges for initial or new
' capabilities are processed automatically by the credit card
function of the Transaction Server. The DORMS Server also
.interqcts with the transaction logging function to track what
- 18 going on at an E-Metro site and may employ the billing
. 30 - management function as well. It is assumed that an ordinary
person skilled in the art of computer programming can easily
follow the necessary Netscape manuals to configure the
cooperation between the DORMS Sexrver and Transaction Server.
' An important E-Metro feature is that individual E-Brokers
35 and E-PIA's can configure their own billing policies. E-
 Brokers can require the entry of credit card information in
order that it submit a required TrustedToken for an

Qo



WO 98703927 PC TUSI7/7 13309 Tnstructions 171 Set The- itinerary may contain
several interact: instructions. If there are several instructions, and

there is no script the instructions are perfornmed sequentiall 5 scripts
175 Dicti ona‘@c’?’gﬁ? are stored in a ry dictionary obj el al | ows
an executable string. to bé referenced by a nane. TransitivePrivil egeR

gf ilet Ndrezgﬁ%rd@%%dt%dv&&ntuir@étﬂfaeweuﬁod i'ab{b.epm-@r mdiy| @gae 681%2
e rea escr e | I QU S&I
! AR, | BE el e RO argq nsgn A, |4B' 65 Ak LASEIAIeAN

object is s nt e ons Cause interactions
bet ween E- lelm@t%t- 0P cEgdit (Garer ard kLt ine tAEHfs 3R%nes t he
| nt er act Pr otznadlablertinnithe m:ptefosemcanalﬂ hhigbt BeBrokegar aneters for the

interactign ﬁn%l\éﬁéﬁté\ﬂohbemi}ukﬁilundﬁﬁs WiiThod Qisaisdr uatefhe end resul t
of a-successful 4] ] L1 AG nm\,, d;§ the-creation of an informational
E-PIA as shown TT o"" .

] g ﬁ i nformation held b%%g_ev
i nf or mati onal E- BPR ¥ éng?f)fﬁ &Ea°8S ’hd""l‘ Pt iNREPEaRR FAER i gin"I
E-PI A thus P orier mp pabyidpdbe usens fout AdRD @ity tothavrecerFmlmat i on
when usi ng t&iﬂerEtRé AbroceEbing whey. a Atormal CHET? RcabatibleTaiequestns

It or act P ot Tt B oy Lok OB bR o B b R e 11110
in, 15 whil enettl‘?é’a’r"ﬁtslﬁaagfi?ﬁ&]%gt P%ﬁafcpé‘gﬁfg?%frectep% % HE"'%];cept with
par anet er s f¥edpogse Proqefer act Protocols and Interact Instructions are
bot h aut hor ingy .t haEh®rizaties. trimelativrer act Prot ocol s represent the services
provi ded by b Enaké OGnsdleid € authored along with the E-Broker.
15 NS3. Path checks
NS84. Object type
NS5. Respond to request
NS6. Log the transaction
The NSAPI provides the ability to override the processing
20 that is performed in any or all of these steps. It is assumed
that an ordinary person skilled in the- art of computer: -
programming can easily follow thé*necessary.NSAPI-ﬁanﬁals to
enable the required overriding of these steps. In particular,
steps 1, 2, 3, and 5 will need specific E-Metro replacements.
25 An overview of the replacement. :melementations are enumerated
below:; .
For NS1,
The E-Community privilegeRules necessary for the request
can be checked; and -
30 The TrustedToken necessary for the request can be
checked. . : :
" For NS2,
Paths may refer to hierarchically located E- Brokers or E-
Communities. The path submitted. is munged by leaving only the
35 relative path corresponding to the E-Broker or E-Community-
assuming the site portion of the path is correct.
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Itinerary for an B-AutoPl AL Each Interactlnstruction .represents the call
of a requested interaction or InteractProtocol. The inputs, outputs, and
the default wepesea’e renoved fromthe | nteractProtocol vREWSEBR#Er ucti ng
the 25 corresponding Interact Instruction. Itens is the No. Type

Desor i pt i on V0,38 0392% BCHUISRY 13300,k &/ Cheblidd H4ChEN Clkect

i nt er act Pr of 8%0 rrng. rof oc S a nane. ne

Contm uzi t yRhEEs:31Fef NSRg ﬁ’??erﬁgﬁég'iﬁd PRRME SeETCS ’Goﬁ’ﬁﬁg?’ﬂf%ere the E-
Aut oPl A' s orhegealre Fdetal r exgiateof Faquestegdrchsan@s Set Al ready
described-in a ipr eyieuts reqldsts tdbbdouser titd iDorM BHRduetegger The maxi mum
nunber of E Pl AS)t Raj ey kéq‘t@*% bt Sor 1nBSE {ht Hin@BrHR8bn0Brod s E-NUNber can
be infinity_. ar amet er AsSi gnnmen 182 Diction is ea y scribed in a

tranaiti vePPF%’F‘?reg . 185 Set Already eRules previous table. The E-Metro Cty
Obj ect 130 i s.sRdwAlisptrrgauests refeieyalref PWESANEMEHY 196PERAEL9PoviI des a
groupi ng coasegda.for the E-PlAs and other E-Communities. Itenms in the
E-Metro No. Type)DeseddtPirkilests0 toBibel ¥-£1 aaltotmdr fonPhiedde E-Bro er
class igherils LLom I NG, E Bldicedl A3%11babs. an E-Broker is a subclass of

B-PI A )
§) Client requests to launch an E-AutoPIA.
Note that E-AutoPIA's do not utilize this entrypoint
because E-AutoPIA activities are not a Client driven process.

» ETP Sexver and FTP Cliepnt :

15 .- As will be introduced later in the architecture, E-Metro
requires a reliable Messaging Subsystem for transporting the
E-AutoPIA's from E-Community to E-Community. Since Internet E
Mail is not reliable, FTP Servers and FTP Clients are used to
implement the transporé. E-AutoPIA's are marshalled into a

20 BLOb and transported to remote sites via a file. The file is
then agloaded via initiation of an E-Metro Server's FTP Client
to andther E-Metro Server's FTP Server. The later section
describes the details of the use of FTP for the Messaging

: sﬁﬁsystem machinery. o
25 istr (o) 8 lement DO Se x
Pigure 10 shows the complex arrangement of subsystems
within the DORMS Server. The rest of this section devotes
portions to discussing each of these cémponent subsystems,
. Realize, however, that the Interaction Processor is the focal

30 point because it is the driving subsystem that gets called due
to a Client request via the Netscape Commerce Server or due to
an E-AutoPIA arrival via the Messaging Subsystem. Another
important point to make before continuing is that all service

- requests- are somehow implemented as an interaction with an E-

35 Broker.

' In Pr
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conmtaiming art—of The 11ens that an..E PIA contains, but additionally
I ncl udes: nane 131. String Each B-Metro Conmunity - nust have a nane.

Comunities 132 Set An B-Metro Com‘rumty 137 may. cont ai nl%&&g%g%%”
Conmuni ti es WP erarchical relationshi . Brokers 133 R-Metro

Community wll need at |east one, and |ikely several B- Brokers 136 to
perform specifi Qstﬂﬁhﬁoﬂbe the Bhokeictisheppsaamoretls tieo fogaket .

Bei ngs 134 Sely BoRlidecl 3 dadiie Eabbif Qe ORIMIAGuatsorienn 0 a
act. The E- jker obje

i.s sho

required forEzRIOKEEp] /&fﬁsgﬁ?i\:ﬂ? r#‘??ggt’?%nsé’bmﬁs %tﬁe %érlglroker t hat
assur es t hat to rifher BORNSHN ii’-s-’“? 3Ly ot bing ‘\M)tSS‘ELIEBQ;?Y'eP?ﬁ?’t%Q?/ 13309
trusted egtipictessbflwiihl ibhehe dativimgroty sftcdde £be theneholelual . |tens

in the S NO?% QelbeoLs i %éﬂrtheBmelsségﬁ@ @%sﬁé’b@uﬁd&é\ cHis, FzBr oker class

erits fro

| E-PI A
cont ai ni ng aF‘I"m'B‘th ﬁé"c %Sﬁés?ﬁ‘ Bﬁaiagén? g %é'gué%% %%gl tjonal Iy
i ncl udes: pr thatt ¢hei EMtoRJA 148 iSeP ﬁ‘h’é’-#}lBr EREN Logy theKeftnof its

processing. As enumerated in Tables 1 and 2 below, there is
10 much processing to be done for a client request as well as for
‘a visiting E-AutoPIA. The ‘service requests that the
Interaction Processor handles are all the Client requests
1igted below, as well as the InteractInstructions of incoming
E-AutoPIA's. The compléte list of requests serviced by the
15 Interaction Processor and an overview of how they are handled
is enumerated below.
IPl. Client requests to browse the DORMS Directory- The

request'is redirected to a special E-Broker.known as the
"DirectoryService" E-Broker.
20 IP2. Client requesta authoring time information fran an B-

' Broker -- The request is redirected to the E-Broker ffi
designated to call one of its special authoring time services
(InteractProtocols) such as "interactProtocolD;rectory“ or
"getRightsToInteractProtocol." :

25 1IP3. Client requests retrieval of owned E-PIA infozmation
assets— This requeat is redirected to a special B- Broker known

as the "Home" E-Broker. The special service employed is

called "retrieveAssets." This special E-Broker must be

present in every E-Community that Home E-PIA's are to be
30 allowed to reside in. '

IP4. Client requests to store E-PIA information assets after
assets were updated on Client -- This request employs the

"Home" E-Broker by calling its "storeAssets" service.
IP5. E-AutoPIA requests intgraction via current

35 InteractInstruction in its Itinerary- The request is

Ry



several | nteractProt-o60l-s—141—stofed—tn—a—Set—Architeeture—and-—Dest-gn—5-
Thi s next section describes the architecture and design of, a. personal
and private information protection and brokerage systen1ca||ed "E-Metro. "
| ntroduct i ogygogndeger s’ E-Metro World The E-Metro Worl d peanustmassel | ection of
all hardware and 10 software.that is being enployed to store E-Metro
specific objects and/or performE-Metro activities. The user view of the
E-Metro World is achieved primarily through a Netscape Browser, and from
that application, the viewis that of many B-Comunities all connected
to.each other- via the Internet as 15 shown in Figure 2.. Utimtely, the
user does not care where the E-Conmmunities are phyS|caIIy | ocated, only
that they serve asa logical place for interaction with other E-PTA's with
simlar interests. As a facility for building up one's information asset
20 structures, E-Metro Forns Repositories are also available. Forns can be
retrieved usi:ng the B-Metro Client authoring facility and incorporated
into existing or new E-PTA's to add infornmation according to a usefu
reusabl e structure. A user nmay-then store his E-PIA into one or nore

E- Communi ties. 25 System Architecture Overview E-Metro World Machi ne
Configuration Xn reality, each E-Community resides on an E-Metro Wb site
Server. As depicted in Figure 7, nore than one E- Cormunity may reside on
one such Server. Furthernore, E WO 98! 03717 PCr/ U897/ 13309 Conmunities
residing in a single Server may be configured to maintain a hierarchical
relatlonshlp to one another. Two E-Being - Forns Repositories 13 are '
depicted in Figure 7. As indicated by the text in Figure 7, one E-Being -
5 Forns Repository is inplenented by an FTP site, while another (S

i npl emented by a Mail Server System It is even possible that no Forns
Repository exists and that the Forms are sinply

This page is missing upon filing.
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managed as tocal fi1Tes. E-Meiro Wrld System Processes Architecture 10 The
Client and Server Processes in an E-Metro Wrld are shown in Figure B. The
client workstation consists of the Netscape browser and E-Metro specific
DLLs, JAVA s¥PPBY or  some other client code of simila®REEU" ant to
facilitate var| ous E-Metro client activities. FTP.Servers are well known
15 stapl es @8 : R DF T EHET <Btatake DY S1 Em 1S discusked

i n Net scape'’| s S T ;-- —‘n.-l TEaih] & E- T PEHvokE € 2 Pabiy &oaBltd S e
shaded E-Mef|r'o [Trusted Server Syst. ens_47 _Earfdaggirsezﬂicé/\hl | e using E-Metro,
the dients [arvya Srokerrrsnnvdaeemﬁ Th an- £] My rueed trot @eyyice APL

authoring 20_tijne and be

obtai ned frdt %?SFP%&WEEBFBM‘*EAM uag :% %? K.
I nteract Protjocdl s and Interactl nstructi on< l.phﬁ Ep{@ er

Repositorieg if]l set up to do so, but the | uad;ey‘[rustedTokens for these

activities rgghieniy DT eqlt au-, ..r. .A.ﬂ cappHicatdbR)-- Aher unti ne, E-Metro
Clients query a user at th E- Co mt; therefore
E-Metro Ser eraﬁh’e‘?’b PFPC?%%‘?rdés '6"%@5‘ H&®| s or status of

associ at ed BuksyePemes. E-Metro Server Systens actually consist of many

processes W CHTRGbbystelOsa@SSCd TN LNE T[RdtioBU SECLION. E-VBLTO Secfirity
Archi tectur g5F B : fReceLVE D TR IAvoBEh aira and. trysted
interactiond. B{Metro guarantees that all Jida‘c&wahimuspug the pritece- Metro
World Systerh wi ljl be secure and that onI y ey pﬁosbema&r%-btwgt ed to have

access to sfdeciflic inforns usted -'MJ,,:.‘: ‘ TSR 24
for a depi ctlion ﬁ LBrWQrem ypt ﬁwgﬁﬁﬁ OBHE %%&?r ' Whit is
6S WO 98!039? T R e T WA Tt T ahPUE T B ianHIh Ty ERe a0 T
E-Metro Worl E>3mi;eﬁg,r9%elr of t he necessar R-Quypeogreaphi c securl ty is
handl ed by t sdape’ s SSL co uni ca AINterigt Imgurlg D f
security dedcri j&gle ‘Yﬁhsystem Validate privil of E-
Virtual Inte:pre Community
5 Rules Processor with Validate the privilegeRules of
Virtual Interpreter any tranait;vely exchanged E-

PIA versions that are going to
be passed as an input or
output Parameter.
6 E-Broker Validate that E-AutoPIA has
. necessary TrustedToken by

decrypting it with E-AutoPIA's
public key obtained from its
certificate.
7 E-Broker Adaptor Call execute() with

: "getTrustedToken" service and
name of InteractProtocol
(which will be performed
shortly) as parameter.
8 E-Broker executable Invoke executable code to

: generate unique TrustedToken
- for InteractProtocol named.

[} Rules Processor with Construct reduced SQL
Virtual Interpreter Statement in preparation for

: : E-PIA selection and collection

N (see next section)
10 | E-Broker , Call BE-Broker

11 | E-Broker Adaptor Call execute() but allow only

those inputs that satisfied
transitive privileges to be
_ : . passed.

12 | E-Broker executable - " { Invoke executable code to

3
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lprocedure.

.. Bules Processor
_ 7Fhe' Rules Processor is a key
subsystem.

security enforcement

It checks privilegeRules, and additionally, the

Rule Processor also handles conversions to 8SQL, statements to

aid in E-PIA selection.
Validation of privilegeRules

refer to "myself" and °®yourself."
B8et of Rule objects.

requires a fairly complex

In the case of E-AutoPIA's, the privilegeRules can

Each privilegeRules is a

Each Rule object must initiaily be

" broken into subexpressions which include "myself“ references

15

20 ..

only.

These “myself only" subexpressions may be immediately

be reduced to TRUE's or FALSE's by executing the Virtual
Interpreter on the B-AutoPIA which is the current context.

reduced expression is then parsed

The remaining “yourseif" subexpressions are combined with
"~ the results to form a reduced expression.

This remaining
and transformed into a SQL

SELECT statement which may have an ORDER BY clause if the

Rules language provides this.

7.

This SELECT statement is used



decrypt the infornmation. Witirng 1ntormation also 1 ncludes E- AutoPl A and
associated’itinerary authoring. See Figure 24. 5 6) Wien a client is

obt ai ni ng aut hor| ng. information froman 33-Broker, the aut hor,}

i nf or mati on ™ i’? pted with the client's public key, §§§Pﬁ9§8§’?hat only
the client knows how to decrypt the information. This encryption is.

i nportant  noShkyrf@ dfifebt ARTESHLIRL Ahatl Mat ATOkEN SLHIELNEs 28 Fa Ng 10
whi ch nust |m'red atel be ent%lysote via the client's private Kkey upon

reception. 'I\/EterVB &R B2 VEY % Fi gure 9 pictures-the top |evel

subsystems of an ESMSH gackciRIA hap by, chmsppivilegpRules forotheies the
primary servi daserdétioh witktthe EsAttePId shichuie dhebfuaatenResontred,

g/!an«':lgem%‘m‘éI 5§¥%h€”b§ﬁfé€%@doﬂ -RMEsrdih - He ¥Bo0E tmmb&ufe & faftthad FTP
erver an S e
‘.Ftt;e REESHs %@@ot{;t]fﬁ*euetg? gﬁgs] }ététgaat £ pIR biéfat a

subsyst ens that et her un g necessar a

conpl ete E- I\/Ettllﬁ‘eS QL the) BGQVSQS%?Q/&" ANEXREH N EB
t he heart -'ofwithttike E-ButdREA @ss{yowrseliféhanddther Gnrmnt E-PIA as

essenti al | y- gowgsess I*he ThibSdxtutibhPdifizad tHOKArtagL Aintdkprétddkl ro :
obj ect s a;tg r?@éoér% th%t dée%ﬁ gﬁ'&t@%‘iﬁvﬁeg{é‘%ﬁﬂﬁuﬁ? ndt&! obj ect s,

ly E t t | Mo
Cpeci 11 cal |y, PERECTIIRGE. SHPyeHScRROTES: MBLPCT 110uPRD, SHRPYeds otk 16

E- Communi t i es thppefqre) AEpOFL Mo [EOr SOMTH: XU ﬂpmm%wﬁmtm Wor | d
Directory of wiantorin's 86 €lnvnthe! t6Xl tddFEI K @Sess adxe laBC kgL &ad keeps
the directory polBibLe date D4. Stores or banks!' E-PIAs D5. Maintains a
Messagi ng ubsyst for ut obl A_transport- between E-Commities 35 D6.
Mai ntains Visitin i ves 8-Broker nediation of E-AutoPlA

with E-PIA inter a'EIT‘F Jirtugh Lireopneterdy ML de machinery that
gives dynamics to the programming language of E-Metro. The

programming language may be any language even a new one, but
_ it is suggested that it have similar features to that of
© 20 Smalltalk. This programming language is the one. that must be
used in the privilegeRules and:the scripts of the’Itineraries.
v .' . . . Cpe
. The Virtual Image is the place where all E-Metro specific
classes and objects which are being processed are kept in RAM.

25 The Virtual Interpreter is what gives dynamics to these
objects. As shown in Figure 10, all E-Communities and E-
Brokers are kept in the Virtual Image as a performance
technique, although each is pers;stently stored in the Object
Repository. :

30 - When an E-AutoPIA or E-PIA is processed, they and all of
the objects they own are brought into the Virtual Image. The
legglggszglgg then employ the Virtual Interpreter to process
expressions. A special method on Class EPIA is able to check
for the existence of a specific TrustedToken.

35 E-Broker Objects '

Bach E-Broker object may represent an executable which is
essentially external to the delivered E-Metro software which

ris
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guarantee of secure and trusted interactions. Netsc!ape Commerce Server The
Net scape Commerce Server is.the core subsystem5 enabling an B-Metro Server
to be a Wb wioisgrusazvd i nteract over the Internet. since Bdrussmgso®he open
Secure Sockets Layer (SSL) protocol, it provides fuII I nternet security.
SSL* provides encryption, server aut henti catj on, integrity

usi ng t echnol.oifjPlemBat REReHE  IteZacTFFaFocRhR il I‘fev_‘L 4 8f§1t Tkes a
request, it alBaweveronifupldathat detdesired betinfopmatinnmsberimepspeen
initially. In &ﬁlrﬂlnuédsnﬂ\lahacaﬂe pE0rENRhC ehSE-Bebket | tequdppermt e with the
DORMS Server viglhg fcﬁeane Se&xasea%Pl chJ hirkt e2QBPLEH $2bLOFkoy Wa1an
E-Metro Server via & N(Et Ca%e‘ﬁg ce, aeﬁ{ﬁ_s | S vvhg €+ ovvs the 15 .
client subsystha% gnbp e PR °d"f 2k PHINTT ConplT ant vvorl d Wde
Vb Browser smﬁﬂiﬁﬂﬂ&@&p@rwﬂi’i&g&@or An BrRUtQRIA f SINFeraREEnGuGEi9R | on
are descri bed shbullBebé axithof&t tasobholddt sotpeonke BABaAtwidl Berirsrol®dAs not ed
in Figure 9, tm—‘ N@E%&Qﬁl cH@@saehI% sSiﬁPU@fm ha@ﬂéeﬁx&&aéﬁozpard
processi ng, nsaction | oggi a0 | N ot,
? &9 cre _F c%nd'b cméuqmt ga?‘%%%rgo vﬁg‘%

Server interacts
wi shes to BRgi F’Fl"c‘lfs P“'E tﬁ’?‘iag‘FE?r‘ll me, or add' new 25

capabilities .to thBeBrd joar B Brok pcukablesr new capabilities
are processed aut omIIpdrbxebwgbewrm hceéﬁad LDeg ispndfiddie Transaction

Server. The ogﬁé NRenALE virRbET Ak Sritidhad N ublANSAC L JR08E N

bi 111 ng 30, m AR R e

billing 30. ma
per son ski}¥ edeambeh C‘aPF 61“* EFpuk & 931 6yt BHking ¥iFradaBprpic PXOBF8W t he
necessary Net saamsnamhalesttcacsoutlgumhbhe Theopeocdduwre bequioed the DORVG

Server and Tr aﬂw‘c&l e Sa@yaﬁentémm hanin@i%i:mé&muaﬁ éewlaat in
i ndi vi dual Bé E:&ae 955 ? é‘%ﬁfe@%g{. eg:lé%gr h%achoms:yp :
fon in

policies. ers_can credrt card
executable requi es an E-Broker pt:or which transforms the .

20 unified protocol invocations into the mechanism required to
con‘mzm.ca.te the necessary signals and information to and from
the . E-Broker executable. :

3 . The Adaptor is always a DLL which is dynam:.cally loaded
and which always supports ‘the following APIs (with signatures

25 undetermined):

atart() -- called just after Adaptor DLL loads

stop() -~ called just before Adaptor DLL is unloaded

a person

execute() -- this is the main entrypoint to execute an

InteractInstruction. The name of the InteractProtocoi must be
30 passed in along with a linked list of all the .parameters. The
_implementation of execute() is important because it must
contain the code that binds the InteractProtocol name somehow
to the executable code body representing the
InteractProtocol's implementation. Execute then invokes the
35 executable code body
L B-Broker Service AP I-
i



order that it submt a required TrustedToken for an wo 98/ 03927 )
PCT/ US97/ 13309 {nteractProtocol or Interactlnatruction. E-PIA's may do the
same, but realize that E-PIA' s can only do so via an E-Broker .

i npl enent at i WRIMEEh credit card and billing APls are avAFFEBITE330 t he

E- Broker Service APl which E-Broker 5* inplenentations may call. This wll

b?t ﬂi tSﬁUSSNZ? laterpg nh‘!iﬁi%ﬁg& é&r‘ée,ﬁré)@rdmt le-Eh_ﬁ\aQ'S}fE'an\PE;kStl?é osel %b .
Wi e scape rce Server, i rder pr.Qv e . a
site to have ﬁ%ﬁ?g&q%\?@e?h%erbﬁg%sgs%ﬁaQMegnao ngrkrrg? W?gﬁ%aﬁ%l e
request 10 cotEdting(Qf ©CRde ErmRarEermdiife FETYIERIMELTRGLRRPLORPE  thaket scape
has identifi edhiehB-Bodkexwdeyebipeps ia nexiting horaatiieveeshRis @xpr ocess: NSI.
Aut hori zat ison dypaNsed! | Ghe MReutBIE distbkabafibiE5 oklSda1iRdghcchecks NS4

bj ect type NG, R&POs”%rEQ Led t Qeok@% LB0SS eion The NSAPI
F?y’f ce at |

. O, to 8. - .
provi des the &rF 0 overrjde the processi ng S perforned in
any or all of thes8o® Qfstheridentifl efph Rrofedyrar niriFy #LgRAr e | ed
3n the- art - ofundenprmigred) - axrer ogr anmi ng can easily follow the

necessary- NSAPl nBgsRl eotreusCatitiias(16-J anubr s Qwethe dbily, Ghel fiaHe Steps.
In particul ar, steg and_5 will need specific E-Metro

1. 2 :
repl acenerit®s. ™$tR 2‘6?(-};1\?9239; dtachn B-Bralterc eneritabis; enbhif £HRsOBI®
enuner ated bedaywfoFdiheNgxecUtable Borgamiat ohd iofi [theeMptiosilegeessary for
the request GcaEpbtamiredottiectivh 38 FlrraFeust B0 EREARS 2Ar ¥npw, t he
request can beasiBesiad puiah dbde BBbIVed"Rir! A ladiPell M ENECAl v | o0t ed -
B Brokers or ol esmr:[rlogg'sec;rrhe':.spgmp oye ML ESibine ¢ Dogd tyR‘IlfaVI ng only
t he : pu e8
- 15 with the SQL statement formed prior to entry into the E-
Broker. This produces the final SQL SELECT statement to be
employed. The SELECT statement is performed to obtain the
-collection of E-PIA's that satisfy the SELECT. The collection
is not returned yet, however, until the individual
20 privilegeRules of the E-PIA's in the collection afe checked by
executing the Rules Processor.éa_ . . Lo
- Once the entirely “privilége compliant* collection is
returned, the E-Broker executable may do whatever it wants
with them before returning from the interaction. Note that in
25 the case of small maximumInteractions values for an ‘_
InteractInstruction, "order by" rules may be very important.
processCreditCard() -- interacts with the Transaction
Server after obtaining credit card information for a purchase
of something. C
30 billActivity() -- interacts with the Transaction Server
Ltoﬁbil; an E-AutoPIA based on an activity name.
h _ validatdWithBecurpCaéd() -- requires a specific
Elé@tronic Secure Card to be entered into a card reader.in
order, to return TRUE. The specific Secureé. Card is identified
35 by information and Rules supplied as parameters to this API.
Meta E-Brokers
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site portlon of the path is correct 69 V\D 98/ 03927 PCT/ U897/ 13309 For
NS3, the E-Broker or E-Community is checked to see if it exists. For NSS,
t he request ecwdXgnbdddrservice is perforned. There are sevecpustiypes of
requests which are: 1) Cient requests to browse the DCRMDirectory 5 2)

Client requests aut hor| ng tine L n#rat i on %¥Fom an_E- Br.oker engedeb
requests retrieval of* ”(ﬁﬁn@ﬂmﬁ Kbe Bdierar; SYPTeRC REORET AF IR request s
to store E-PlA |%B§¢h§tq'oﬁha%%@§°ii3b %F@Fe%%sma&p%@d' &1 dient.
5) dient requesrokéss| agscarn ohlputvelPhave Noden tilentiEikdt oMokes mdy bt
utilize this entjoygEant because E-AutoPI A activities are not a Cient
driven. process. FIP Se ver 1nd il Client 15 As will be introduced | ater
in the archi tsect ure, E- es a reliable Messagin Subsystem for
transporting the E. TeisoPrirekes pritazidynhreds to o"Eljéﬁﬁ?uﬁgf hej Heer
Internet E Mi ledisimptorr brdediing, iffiRxddivonrsasexadof ’P @epeﬁt% Hgme Bsed to
i npl ement t he trpenswritn £EcAWHRPbArSor WMo TBnsd1 dlt!, € Wi ileO tRi 2 (bpdic@h) amd

transported to rgé%gt Ste/'b%,ge ilh eéﬂé & hnin tﬁ%@% Qadgd yig

initiation of an erve 0_ano Quoeryer's

FTP Server. *he iF'H?‘%'Fe’tté ELPDMeYy c?Y%&d?ﬁ‘e detAi F’éa € hd ?féee 51? TP for
the Messaging SuBsgkexdrpbemrsntation maypDpseyida, esalchisesur iy dychethat
Managenent Syst amsébofdVBardeta absoFatplye réQuintedis Otisexc VHphe'X ExBrakepsrent

of subsystens \alNbdhy BRlXFMa Eﬁéé{\%rd TNg $&5/ 18bed H-TonmEdity mePVOL €€ -

portions to disgussin each of t hese conponent "subsystems. - Real i ze,
however, that'-‘it&m Trteract’ r1YProcessor is the focal 30 point because it is
the driving 3ubsystem t hm%%mm a Cient request via the
Net scape Conmerce SeFfhigr EeBraker abtemptsEtpumaiRPitainrvp \tal dete krewlgasagi ng
Subsystenl AthﬁErthe entire B-Metro World. Only one DirectoryService E-
_ Broker is needed per E-Community which is the top level parent
~at a site.. Specifically, it keeps track of the public key of
20. each online E-Metro Trusted Server Subsystem, of all E-
,Communities and the Internet addresses they are located at, as
;!5}1 as which E-Brokers reside in them and the names of the
x;InteractProtocols each BE-Broker owns. The Directory
.. information must persist so it is stored in the Object
25 Repository.
To keep the Directory Information up to date, every’
DirectoryService E-Broker periodically checks to see if there
were any E-Community or E-Broker assignment changes. If there
. was, the DirectoryService E-Broker launches an E-AutoPIA with
3Q._£n Itinerary to viait each and every other DirectoryService E-
Broker to notify them 6f the changes. The frequency of the
.- period may be something like once per aay since such changes
. are probably'fatrly infrequent. Note that a new B-Metro Site
; mist obtain a copy of the entire current E-Metro directory
35. upon instailation. '

e Itipexary Interpreter
13



Important poi nt {0 nake pbefore continurng 1s that all service requests are
sonmehow i npl enented as an interaction with an E- 35 Broker. Interaction
Processor WD 98103927 PCP/ U897/ 13309 As nentioned, the Interaction
Processor | sWa#%Btal point of the DORVS Server and it FSHOSTR ;|
requests via an E-Broker. \Wen the Messagi ng Subsystem submits an

E-AutoPIA to the Dﬁ@@a&ér& %ﬁEé’PMéﬁé%ﬂ&éfdt&ﬂdh&ﬁ& eRe Tt herast i on 5

Processor which is

AR NN g s xqey STnEC e il

unmar shal | ed t los Baf\rooBEAiBHOR 38 either £ase £.the Jpinerary gugt sl'ﬁﬁ‘feaﬂlte
formfor the rashedfodd Intpranaastngrtibm enuries dpetrict fExm es 1 and 2

bel ow, there i g k0, E&l’ﬁﬂ f&‘r?s' R {1 RBsHO8E APlecripts Sither €quest as wel |
as for a VI Si tj@gﬂgg@éﬁﬂﬁ t%% ifrvtl (Al uﬁ’fptli' §2%“ﬁt | nt eraction
Processor handl i 23t S ATEL P te ow, as well as the
| nt er act | nst r ucteaueRtiFllync ol fge BRSRIFPPArLPLSRTe8ERh e | i'st of
requests servi etebyct imtibetidner dotitorhaReotesaiuadidy bavevarainevexs how
they are handl edijpbg ﬁ?%@&@é@%haebmpd Bbr£&hhe ither BMLESHTH O browse the

DORMS D|rectory The requ st [ recle roker known as
the "Directr FEEPUPRE® £ hls cggé gﬁ%ﬂ%ﬁ%&%é@t%ﬁg& horing tine

i nformation frcﬁﬂt&HaB'-I‘Br"-SkEFimB - Eehé(ﬁé’ﬁs?% & édfrected to the B-Broker
designated to c:laitlerau'elmcrucsuspechat can ber catped froncths @ssipts.
(I nteract Prot 0Gfllesr $4/GIb 2asbiitd ﬁﬁﬁgrdlﬁﬂiﬁhﬁ retde@aytImdtructions for

."get Ri ghtsTol r P3. dient requests retrieval of owned
e QSL S%t%t prdhent

E— Pl A i nfornmation uest [ s red ect ed a sr%gm al _ B-.Br oker

known as tife "HorreF°B %R@r”’?ﬁé sPRRS al® §e? y“e’a’ r MY
"retrieveAsset sircrénests gocinstimckionPointexy J-Eethﬁ)rseélém I tockreen
E- Communi ty t hagrakdf@nes RiBcA’ Sntdract Indienit® iah| Dvvarhet ativsiachy in. thé4,

Qient requests,L0eif 0L B fhéh d¥r9prBd A p2asels, dhkCitinerary -
Interpreter must be able to compile and execute scripts. It
20 achieves this only by employing the Virtual Interpreter. Each -
script is like a Smalltalk method in which the programming
. language may be employed to perform any general processing.
The variables referenced in the scripts bind to the named
information within the E-AutoPIA. At any time within a
25 script, an InteractInstruction or even an entire Itinerary may
be called by referring to the special variable "Instructions."
-The syntax for calling an InteractInstruction would be
"Instructions at: aProtocolName performWith:
aDictionaryOofParameters.” 1In this example, aProtocolName is
30 - the name of the InteractProtocol to perform, while '
aDictionaryOfParameters is a Dictionary keyed on parameter
- name and valued on the values of the parameters.
Object Repogitory
- The Object Repository is primarily meant to be the place
35 where BE-PIA's are maintained persistently. However, E-
" Communities and E-Brokers are stored there as well.
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by cal | ng Its StoreAssets service. |P5. B- AutoPI A requests interaction
via current 35 Interactlnstruction in its itinerary- The request is 11 WO
98/ 03927 PcrwaoRew309 This page is mssing upon filingecruénsds 98! 03927
PCf/US97113309 6 E-Broker Adaptor Cal execute() E-Broker executable .

I nvoke executable code to performservice 8 B-Bro_er SerV| ce API I\/ay need
to call servite APThe PRi&sH REPORY-LOTKFTRIONE BAHTRLE LB e P HE T n

i nf or mati on bathkterEace yoitext hereélstdonal idatabane implemreniatiope®<hti ng
client's publ bﬁa&i@y T'ﬂ{hl Fedtdrd Picsle faiaplé hubjectetd r@ipbiosli on -- the
I nteraction Prﬁgl %Bsa%‘%dl%ﬁlﬂfws' nt r a- DORMS subsyst ens. Subsystem
Used Acti on 1 s%g R tem Regelnres E—A}SOPI QSB{%Q‘}:& it using
the private® £ EW? PuEPE L sEr ver% eraction
Processor and-. Fb%]t}@yt S¢T$e%l§1ﬁi’%@"eﬂ!’ 8 Towws 1% rtual Image with E-AutoPl A 3
Virtual | mage gri.h THerobidctl adentifiBr CamaIbi iy avaTedermet -wite rnpriauer
E-AutoPl A's | H&ﬁ‘éﬁ%&i nﬁiédé%l@ﬁ »fiueueéaﬁb@ceééan ruowa&fefalehdat@e

privilecakul tes al. | nterpre rocessor with
Val i dat e the p :&l g s of‘m Vi a%u%‘lgagﬁ?t grPrerf er a?g Q'riagm tively
exchanged &2 F'Br%f that O £2goPHfSPB the pricxr

_OR3 Bach Object is considered to be stored in a .
PersistentMultiKeyedCollection which is just a grouping of
. rows that each have the same CollectionOID. :
.-OR4. The keys are actually nexposed® information of an Object
15 ,When an Object is stored in a row, the Object data that has
_been identified to be exposed is copied into the appropriate
,columns of the row. Only the keys so identified can be used
.for fast ‘E-PIA selection and collection because the database
. engine can be employed.
20 . ORS, The actual objects themselves are stored in the BLOb
cognmn of a row. :
sy An Object Repository is inatalled for each top level E-
;1COmmunity residing in an E-Metro Server. The database schema
includes only three tables, one for B-Communities, one for E-
25 - Brokers, and one for the E-PIA's. The
PersistentMultKeyedCollection schemas for E-Communities, E-.
~ Brokers, and E-PIA's are shown in Figures 11b, 1llc, and 11d,
respectively. :
In each of the three tables, the CollectionOID refers to
30 a different grouping concept. In the E-Community.table, the
: ﬁJ?afentOID is a CollectionOID which treats a parent E-Community
;a8 a Collection of its children E-Commnities. In the E-
-Broker and B-PIA tables, the ECommunityOIDs is the _
..CollectionOID. The keys have been intentionally unidentified.
35 - This is because these keys should be determined by the needs
_,of the E-Community and should be configurable via the E-
Community Administration Tool.

% -



be passed as an 1 nput or output Paranmeter. 6 B-Broker Validate that

E- Aut oPl A has necessary TrustedToken by decrypting it wth E-AutoPl A s
public key obtained fromits certificate. 7 B-Broker Adaptor Call execute)
with "get Tr Wa8@8Pken" service and nanme of |nteract ProtREFAISIIBIMI ch wil |
be performed shortly) as paraneter. 8 B-Broker executabl e |Invoke

execut abl e code to 1e 960 {n%to?ﬁ%%en&?sﬁogpg%léggé fﬂ\,ﬁﬂ%%?&f 9t geol

nanmed. 9 Rul es Processor truct reduc nter reter

Statenent in pFEFRRibieR isopchieysdy sEPRRASSHA SHG’l‘Ed?eIeQEt Forpl 1€§eé Yext
section) 10 B-BfRiketh@alis B Bewhex of]al-Brstaunitiyorngabf ibeecut e() but
low only t hoseni'lra&uhssiémhuﬁati@é itedbe t {1l 3S irleiaM®L Pr irdirB€gethd @Ibe passed.

12 B- Brok K t : .
PCT/ US97/ 13309 57 e‘%e”‘?i?. B2 P Bagebfoilalily Soacpipll gl sen
col | ect Tr uat edBHM® ‘?‘?&’&r F’??f°§°f FB‘?‘n ré’c?‘n e‘b‘li's:"IeFBF RSB

execut abl e Per@uesmn then reasy bef c@)@?@wamleﬂtébéeb\lmlEﬂBr BRed' s service
i npl ement at i onncoliedt LonGID=kNBOExde@ationd- Aut OPI A with outputs for which

transitive ~ Remember that most of the E-Community and E-Broker only
' 10 processing is intended to be done directly in RAM in the
Virtual Image. Only B-PIA's will be accessed in the Object
Repository regularly.
Mepsaging Subsystem
As far as the Interaction Processor is concerned, the
15 ' Messaging Subsystem is sclely a source and sink of E-AutoPIA's
which will request brokered services. When the service for an
E-AutoPIA is complete, the Interaction Processor submits the
B-AutoPIA to the Itinerary Interpreter. The Itinerary
Interpreter interprets the current script as far as can until-
20 it gets to the very next InteractInstruction invocation. This
will be immediate if there are no ‘scripts and- only :a:linear
Itinerary of InteractInstructions. When the Itinerary
Interpreter is finished, the Interaction Processor gets the E-
AutoPIA béck. The DirectoryService E-Broker is then conferred
25. to see which site the E-AutoPIA needs to go to next. The
Interaction Processor then submits the E-AutoPIA back to the
Messaging Subsystem so it can be transported to its next
destination. The details of the Messaging Subsystem are
presented in the next section. :
30 Megsaging Subgystem :

The Messaging Subsystem is employed exclusively for
transporting E-AutoPIA's frém one remote E-Community to
another reliably. The messaging machinery pictured in Figure

-12: is fairly simple. The Messaging Subsystem primarily relies
35 - on E-AutoPIA's arriving and being sent out of the Message
+ .Queue with the assistance of the extermal PTP Client and. FTP
. 8erver. The E-AutoPIA Dispatchers are the primary interfacers

%



-N-A W]

— ef-a-y—Rt-efpreter—naterpret——current
script and determ ne next Interactlnstruction to erf orm. 17
DirectoryService E-Broker Look up FTP address for next and Virtual | mage
E- Community oWoesm3sk7 | nteractlnstruction 18 Messaging Sedspseinasied t
E- Aut oPI A back ‘to I\/Essagi ng Subsystem'to be transported to next E-
Communi ty. -Messagi.ng” _Subsystem nust encrypt the information to b '
transmitted wubP i RERMR HSFYkey NoFet Hove ég’s't ithati BFf FaprE PR IEJuest
from an E- Aut oP$ Ahe Mepgagingefubksyssam Impdemsntationst Rathead amye of
I ntra- DORVS supéyssbigsmeadsulfos d¥nddAg Sinfoimatide Tahl e aaplbyed. a Haeh

security enforSEeSE&H}%¥§ﬁ|§rHrel heshasky D ladehesaRicRe. and

addi ti onal I%/ the _Ri X S |'eés conversions to SQ
statenents To* ai d ‘ r |dat|on of privileaeRul es
requires a fairly é‘bﬁ%l%‘kg'ﬁF%@@uﬁ-é bqiﬁlgt Rent £6e aoFeata, Eofepmunityne
privil eaeRul esitaFTPlintezinet éddrempseiXl hawe dMeadgpecbder’ 1Bakéd up by

E“ K' ! eae{?ul eSthé 1htSPhctionRetscddabect Qiotgaﬁlkhd?%berQ]?iee%e”ﬁﬁ initi <1':1_Ih| y be
roken into.sub S c references _o ese
"nysel f onlé su ex%?e%@#%s% tl?g L = |an¥ 'ﬁmmiﬁﬁ e{é"u gaé?o '%%E s or
FALSE' s by!®xeBtRISREOT 18 rf}ﬂﬁil -fgt?mrs Pt i&ﬁaf‘fﬂfrEbKu?mle\/\ﬁFEh i s

the current coﬁh%ﬁ'ﬁum éﬁabmlw"—"?mgsvim thibea@dressi.ons are conbi ned
with the results thefBiantarIzdenddr codppasshe putBi che' BRLEGPIA ineduced

expression is ama@?g?%amgéd@uéfmﬂem&&é %%EEifié&afusrfent

whi ch may have 3 f I age rovides this.
This SELECT st Al oﬁ{[ﬁq: il: &es%inatio ?? refson tg
15 ,FTP Client cannot send the E-AutoPIA right away, the FTP

,Client will read the entries in the ocutgoing Message Queue
.later and attempt to send the outgoing E-AutoPIA's then.
The Message Queue is really just an FTP file system.
20 There is a single outgoing Message Queue and one incoming
Mgg‘%a:geczueue which can be two distinct FTP file directories.
.a¢» B-AULOPIA Receiver Dispatchexr
P When the E-AutoPIA Receiver Dispatcher cbserves an
."harrived E-AutoPIA in the incoming Meassage Queue, it unmarshals
25 the E-AutoPIA from its file format and then immediately calls
' up a new Interaction Processor server process té handle it.
_The E-AutoPIA file in the incoming Message Queue is not
deleted until the E-AutoPIA is submitted to the outgeing
" Message Queue. This is required for recovery in case the
) 30 DORMS Server crashes. Since only so many such server
| _processes. may be running simultaneously, a backlog of E-
,_A'utoPIA can build up in the incoming Message Queue. If the
_ incom:l.ng Message - Queue becomes empty, the E-AutoPIA Receiver
. Dispatcher may go to sleep and wake up periodically to check
35 If anything has arrived. If there is a way for the FTP Server
. process to signal the E-AutoPIA Receiver Dispatcher, then the

4




Ty WO 98/ 03927 PCI/USI7IT3309 Tater to colTect the E-PTA's that satisfy
all the rules so far evaluated up to this point. Since each E-PIA has.its
own privileaeRules for the interaction with the E-AutoPl A which is the
current contwotssne3y t he collected E-PIA's fromthe above PEEUBTE3NSt be
further filtered. This is acconplished by taking each E-PIA one at a tine

fromthe collected set and executing thej ri |Ie | es
t he. E- Aut oPI A %%eeﬁ?ﬁﬁrg’é‘f‘?“saﬁﬁnﬁ?egf cfu‘?rp SpY ATES pﬁyse% e ®Thi s
execution requheesedi hasigrtual Interpreter. 10 Note that this portion of

the privil ege checlgrpagiiwite poor .performance since the database SELECT is
not enployed. It igy, t?ﬁ%&@ﬁt'ﬁ%&e@”&e&ﬂ el UEd peR€bihiL few MoreaeRu
es for E-AutoPlA' s at. the ¢ d I S ghe ek a§h
possible. i3 \/Fﬁ]ifal g?‘ﬂt‘gﬁar &t e rst%f{%tﬁtdérgsre?rgr gt SciHie y the

machi nery thatE’1§]+t\Pé’§Ad§Heﬁni€‘sa{‘cP‘{clﬁé’ Bgoﬁ?%ﬁ?ﬂen gu @?ﬁﬁef Sha?I\/Etro The
progranm ng | amgeepefab)y braanfetreth dhegB-AWwtnPIA Addke dreitBumextit s

suggest ed thf‘t déétihﬁ‘é@oﬁ' Mpagal nf eﬁwrﬁSeﬁ]pléﬁ’a fot é’:&n‘iﬂtﬂﬁkttﬁdee Ibi Ssl
rogranmmin an es
prog 9 fgf:‘?ag #{] er%ggs %Lrﬁ%taﬂﬁﬁgséi%n_r Eh | k! uak:?il@l%’

and. -the scrip Inérari es. i | mage

i sthe pl ac&9whetel A‘F‘P”E"mtr dtshecause. trﬁf‘%&’ﬁ&%nﬂs di?]r(?Eﬂyvﬁﬂlé’lrr 5Pe being
processed are kejxt. nTRAMTP Z3ight willt knew |thadr premust keephthe drided
dynam cs to t hEsSguIBIRCLS . theS otbg¥ing MeEbaye Quble &hd dryCeneunities and E-

Brokers are ke 4al 1hoBge as a performance technique, although
each is persi s?%?f% ﬁsg?glyec#l n the Object Repository. 30 Wien an

E- Aut oPI A or E-PIA sed, they and all of the objects they own are
brought inib the ViTheuEFP IRRYET dpes Noti needfeRIPeINYHERICAPEHARLhel It ual
| nt er preter tojpsHetdresciifcaiagoBsAutdPIpetild trahhbersotoCthe sreigiested abl e

to check for ppe £XeStERre Qb AesSPRiidd tnd#% @dFokesty designated
represents the incoming Message Queue for one of the top level
B-Communities at the local E-Metro Site.
20 c : iew '

This section describes thé object model of a cyber-
community based pefsonal and private information protection
and brokerage system called "E-Metro." The object model
focuses on the user's view of objects in E-Metro. This object

25 model provides a detailed description of how objects. behave
and how they relate to each other at the user level. In some
cases the objects and classes at the user level will not map.
to an object or class in the target programming language.
However, the transition from OOA objects to OOD objects is,

30 for ﬁhe most  part, very smooth. The object oriented Booch
notation is employed in the diagrams of this document as a

. means to communicéte relationships of objects visually.
Figure 23 depicts the basic notational symbols used and their
meaning. The "uses for implementation® symbol is largely used
.35 for instance variables to denote that a Class needs the object
) in its implementation.:
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35 E-BrXer Ohjects Each E- Brolkes nhj ect—ray—tepresent—amexecutabl e “which
Is essentially external to the delivered 13- Metrosoftware which WO

98/ 03927 PMUS97/ 13309 inplenents their InteractProtocols in a variety of

ways. Howevgipestshzzal | that is desired is information shafnienisbween an

E- Aut oPI A and an E-PI A then the E-Broker requires no external executable.
I nstead, the Interaction Processor will 5 know only that_an exchange of

data is to occur iAt tthe highesr| bewsd PEsdencripbdgRr £f AheEAIRLEH gpisct
| nt eract | nst r usdebn thelreudxk BeBeirdsor BeCaummnboieh @midyEcProkBrRl.A 2| | be

invol ved in tgeidt 826k C&%&kilkb;tn?ec&;éwcoaéﬁu&kw pBéetanilyon TExCessor
Wi automat! 63 Ll A9EEGR BEESaDleifhe G AUTbulBeLd PR IMITEAL S act] 0N

for the output paranet ers. tor r Execgytable All
E- Br oker ofj eé’F§9%ﬁ' dtazerERssatasi by A0 ?ﬁﬁréaac?n oG EEERYR ﬁ?#ﬁ& R rtual
| nterpreter. .BoGewmmitife inyprdef tockeer RimizkinfermasienRasets possi bl e
different. An gecBr@keMediutaiae, bB-Frokeds die+ thXFactudl medGitorBlbf a11Vi sual

Pvoke the | mi Band RebrfUitaly & Sllr Lo BelBfatd RRePEOARIS Looh case.
i s possibly PF’ng‘g"rﬂa YT%E‘?’ @f'g?@“mbtggh 2Ry pe FHY ‘%ﬁé taeé‘J1 BeFR qres an
E- Br oker' Mapt@er%HPF‘FiafrWoFﬂ%‘“’t & Wﬁh’ﬁeﬁ ed protocol. invocations into
thfe mechani sm reqi; MCbmmjmﬁ;@mmlmGVbetmﬂmngﬁwcbl gz:&;;:;dand

i nformation tQrapeed.r Ofh #-ltRmminfiokaaraaedt sbberity in TteatASARY k- i S

al ways a DLL | y. h ports the
foll owi ng API \m?‘g\% r@gﬂg%ﬁ-@ééyzds %@%"‘?@P e% V@% ga{#)ed j ust
after Adapt or-TBpLde FBET isapiRy ‘})I"é fbEDLL is

unl oaded Isxefomunity- inmt@tu sh@ Hei fiornat on uaypetmmﬁ shexBdaingan
I nteractlnstruebiiing Theithaire ohly [baked erizti Ehosd adatnhste the Bhogassed in

along wth a iH.0k&eh Fﬁwﬂfeg@bl {4 EDALRREIHEYS1e MiGiatedPL S EARALL ON Of
execut e-() 'S I ortan %ag&; cont:minted B- Be?.gtgglanné v:.aggflng tén'g ix?ég'ds the
| nteractProto
will interact according to the rules that each E-Being has
20. established, thus maintaining "trusted only" interactivity.
"'5‘ There exists at least one E-Broker per E-Community whose
purpose it is to actually mediate privileged information
- sharing and interaction. 1In fact, both E-Being information
aharing and interaction may only occur via an E-Broker.

There are two primary aubclasses of E- Be:l.ngs in BE-Metro.
They are E Personal Information Agents (E-PIA) and E Auto
Personal Information Agents (E-AutoPIA). The term *Personal
. -+ Information Agent" exemplifies the purpose of the E-Beings in
30 that they manage the electronic information assets of a real
person. An E Corporate Informamtion Agent (E CIA) representing
“a real corporation is also a poasible subclass of E-Being that
may be useful.
... It is the E-PIA that shares its owned information while
35 . residing in an E-Community. However, such "passive" sharing
‘may only occur with a more "active® E-PIA known as an BE- .
AutoPIA. Only an E-ButoPIA with the proper privileges

gy



{0 the executabl e code body representing the InteractProtocol's

I npl enment ati on. Execute then invokes-the 35 executable code body. E-Broker
Service APl WD 98/ 03927 PCT/ QS97/ 13309 As nentioned the E-Broker

execut abl e nwpokasszmy of t he executable types nentioned REDVEINIM order to
facilitate the witing of code to performthe service/lnteractProtocol

that the E-Broker devel o er |s tr to_achieye, APl s ed. The
execut abl e nus®sHRPIASPEE| T'X?F&gE'PHJdePSer?CtO%la Cfgﬁll#otgh erform
t hese procedur esd goy ohetmmmcm isbaripes uRAnpEoRERKSFe 39 (IFHIFNEAGRAL ur es
undet er ni ned) ghe:E-CRmnasidy B3, edhiteAchp E-PIFhi3y Abbides,t hediaties che t hat

10 nust be cal gggv@gﬁ b fa@iBh aRAULAR Gndvh L ideeanby e for the

executable to a 1o rjvileg I ant col ectlon of
8-PIA's. ThPs BPRt (OR¥s28E MY FIR gﬂ‘gﬁ %l%’%? %ppl.ed for the

col l ecting of E-PlAfsan Kf\@lmlésdﬁ@@@sﬁ’yerin’é:léﬁﬁl w&aarapaiem Bfle
I nput Rul es | SengidiirdghenSséoirdedt entormatdoneshyyingr with ethey EfRIA‘Bhe B-

Broker. This pgg Q&@&ﬁntghseéﬁmﬂ 586 - ECIm StdHe2MBObTA &, bEx Fféﬁidﬂaﬂ The

SELECT st at t bt th |1 f t hat
satlsfystﬁeegelégﬁﬁred?%é'aﬁﬁ) g Ooﬁualc’%ﬁ’gfemﬁqo @g&'é)'},u% Pwevé"r% Sunt?ll t he

i ndi vi dual 120 yiBis Ifé'aeREPlé%'-‘ &-Brakex_fiprpeach rFHeﬁéf%‘bl"t"ééf’i‘Bh ar®echecked
by executing thstFaf datEracsner to kncerrhed eniti byl an 'BrAugoPBydsconpl i ant "

collection is khswrwdtstha@ﬁ&gkerwmeytmxa Boyesl@ivgahever it wants
with them before returning fromthe interaction.. Note that in 25 the-case

of small naxi nGRATEEtAeE;, OFAUFQPLRLE faFe gRcureqd by, aR | Br&rokeri P ™a¥: der by"
rul es may be ven¥yiinrermahtwithposhes EIPIaI's G d-RutoPlAliseviatan -t h t he

Transacti QlisSeﬁa&er:eﬁf t mwbﬁﬂi’zﬂiaagoﬁ rairing adrill iothef Ngdriedal f Bérns pEr chase
of somet hi ng. 8 %H&!t@as e%i&ér/?@a ”&1 [ 36k S db ot BEo1d . 2NRACTd PheSBLVET

to bill an E-AU y nane.
AutoPIA in Figure 6 is shown visiting several E-Brokers each

located at a distinct E-Community, it is possible that
multiple E-Brokers are present at a single E-Community and
20 that théy are each visited by a single E-AutoPIA depending on
' its desired activities. e
1d o st
The reader should note the continual use of the qualifier -
"secured." Security is key in E-Metro as the chief means for
25 maintaining the integrity of intended interactions between
persons represented by B-PIA's. S8trict security is necessary
in order to ensure the intended E-PIA Interrelationships and
to maintain the confidence of E-Metro users that only those
who are meant to see specific information, can.
30 ° When an E-PIA gives some of its perscnal information to
another E-PIA, the persohal information given is still secured
"and owned by the original B-PIA. 1In fact, if the receiving E-
PIA, in turn, passes another E-PIA's information on to a third
E-PIA, E-Metro still knows the original owner of the personal
35 information and continues to police access to the information
' according to Transitive Privulege Rules declared by the

original E-PIA. This security paradigm pioneered by B-Metro
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be entered |nto a card reader in order, to return TRUE The specrfrc
Secure-Card is identified 35 by information and Rul es supplied as
paraneters t@olfdss?APl. Meta B-Brokers 77 WD 98/ 03927 RGTMe5AF3043309 Si nce
sone of the E-Metro System proper is inplemented by E-Brokers, these
speci al E-Brokers are known as "Meta" E- Brokers. So far onlré?two have

been i denti f i.ad. knymcanglrapeitividaeal Tryshme EraRikdvitnief Erifoker

primarily needeah® thakidate that the user editing or browsing information
assets of a speci fi« pHoAR R BRkAH Snkbrhatdlont A€, person who owns it. Wile

this special E- needs Lo erhaps many E- Comuniti es,
its-10 inpl ement at'ﬂ""@n{a % ov‘éfrl’(ril gé mH £ rrpl e, a one "Hone"

E- Broker i Apl enenttdeRroh ‘?ﬁ'f‘tﬁr%\)‘f‘&e‘ %’E‘?‘?’E‘tﬂt&@f}&lty such that a Secure
Card i s absol ut el yrideqgimpostanty ¢ancepEioguarantped iy & thay Ay require. a
password. A Vgﬁfoimiian EtaC@tEWﬁimseaayon hay annentsitgyuwhigh itSdoes not

Di rect or vSer Vi ggad bsctlfe Bicffd QURVAIIQR HBIAL Alnkp L0 date
know edge e entr re | ¥§8‘2 rectoryService E- Broker
1

i s needed per SES¥RRALAPT \F 1'5 E’ﬁé % parent at a site.
Speci ficaPy, it Kddeps %#%c@ﬁfg't”f?érﬁuiﬁ itelleyhigh FoPIR RMPEERE ne E- Metro
Trust ed Serveinfounmridbe Mbechuae | irfforfiat inmiist absaysn pasbed last ar vexisimadr esses

they are |ocabeded &- @?A wHic8SahitRe& BIPKAESIHASIONS | Foit kemimagl, t he nanes
of the a Interact Pr ot Iﬁhegggt%?l’a‘rgkﬂc own éhﬁf%ggoq{ hi }pformatron
o ed rt 55 oSl ory ¥I ,

nust persist -§6°% eep t he
Di rectory ‘I nf éf‘ﬁ’dﬂe&nbb’&bc Gabat é’ddé'ﬁét‘y phaoge, @‘é’l‘ltﬁ’ilsé Gt c&VE

peri odi callby -ehppdas tb wirhesf to mimitvenrly dts Bha@mmumbey tor anith;ker
assi gnnent chgnges .during her entedsctiohe [AHeewbositng BeRLEWBIOker | aunches

an E-Aut oPI A Wt:{utfhlly receive an E-PIA object which contains only the phone
number. More specifically, the E-PIA object received is a
version of the original E-PIA which- represents how the
20 euhutg;_itting BE-PIA wishes to be perceived by the receiving E-
pﬂtﬂ; Figure 6 depicts the "collection" of versions of E-PIAs
40 '-by a traveling E-PIA 41. The versions of E-PIA objects is
$he only manner in which information 1is maintained by E-PIAs
in B-Metro. Figure 6 also depicts a version of the traveling
25 E-AutoPIA that has been given to a non-traveling E-PIA 39 in
one of the E-Communities.
Bubsvstem Model
Before presenting the details of object behavior and
relationships, it is important to understand the subsystems
30 that various users are aware of while using E-Metro. This
‘ section describes the activities of the major client and
server subsystems.
Modes of Use
. Authoxing Time
35 E-PIA
. E-PIA's have only two authorable items: their
information assets and their W&g The assets
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30 —am rtinerary 1o visit each and every ot her Di rectorySerw ce E- Broker
to notlfy them of the changes. The frequency of the period may be

sonet hing i ke once per day since such changes are probably fairly

i nfrequent. Woweemat a new E-Metro Site nust obtain a BEPYSBAIPhe entire
current E-Metro directory 35. upon installation. Itinerary Interpreter WO

98103927 PCTI US97 9 lLherar nter t t an
ltinerary come® ﬂ‘#}' Siéeoﬁ‘utp 4(?ryr’r§ jﬁ‘gr P{;{S %l ngrg:lﬁfé 135 é%g?pt s or
has no script sSUY.n EhisSUIcEeet aliew| f‘?’hélné(r Rsto I?&v%n &8sf one

| nt er act | nst r uttdldnand ttHee fieald rgivenomsiames @U@r@i@hsemlmprpﬂi@%@ case

of no tSPr: }Ot S, Téd?:? tb NSddate! hdiarOhe e HeruleGiéd Hys adEIHY Ja e,i@cf:amhtr :
sequenti a n ri nstructions
acrtceggr yﬁg:egtxlgf tR?'er s % c&f‘?‘% esleﬂegtg

don't have Ve ecause t e scrl pt
perforns the cﬁﬂqa%?h"’i%sﬁﬁ?aﬁﬁeﬂ‘s etﬁ'r"gl‘ PFREC

Or der edCol | ect i onofintéraahPxotboemlar grei mquQVeﬂqcmsir ea@may ondyiPbeer act

I nstructions térdaiead Hond dhe ek fthenE-Bitkess rosSdingT R €hd Same@ Eeason to

h dupl t t t t
'he o Scr b by h‘#‘?‘%‘*uﬁrﬁalﬁ¥”bF9“%r4‘{*§°2§5' g Py rEok i Hogf BRBwas ot

instrutio FEHEORRT 1R 88 Aot ¥ &
| nt eract | nst r morfmﬂnat hemﬁlmydﬂﬂ%@exéuh@mﬂeen@ I‘MnFQE‘PI pt s are
present, the |idprebatyind therpéfis tontejudat abtL£idingConpi o mord examd €
scripts. It 20::&@%@&5@&&&%550145\&@1 emm goﬁéaﬂhgtyaépdat:%pr eter.
Each script is like.a Smalltalk d]ﬁl‘% ﬁ %ga ng Ianguage
may be enpl.oyeFIEe gér‘ﬁyr lﬁegﬁg é’ﬁ’@?aYa & ggl °rT Y |at§ 5
ref erencedl n When $bei ALLIBLRBrQtocohein Artdallyehtainedn it ti% Arered
E- Aut oPI A.- At hmw\thel BePIA L hHoweved; sheiDiteraptPrdtscadt hasmstructi on or ‘even
an entire Iti "fiﬁ’% elBit1 42 afd 4 G ERYI RIEWRILEE el bRCLSES GelisVaE abl e
"I nstructions fﬁ; calTing an Interactlnstruction would be
el T ot
rot’oco B

"Instructlonsm‘f maperforrrWth

.20 . B-AutoPIA's have only to author their itinerarjes. This
is because an E-AutoPIA is always instantiated from an E-PIA.
To author an Itinefary, browsing an E-Broker for '
InteractProtocols is performed in the same manner as with E-
PIA's. However, instead of retrieving an InteractProtocol, an
25 InteractInstruction with parameters to £ill in is obtained.
Forms Repositoxy
8ince the structure of E-PIA information is likely to be
reused again and again, the HTML Forms necessary for filling
out the information of various E-PIA structures can be stored
30 in sha:ed lJocations known as Forms or E-Being Repositories;
These repositories can be éimple FTP sites or possibly even
Netscape Server Systems. It is also possible to store the
HTML Forms associated with InteractProtocols,
InteractInstructions, and Itineraries. However, as will be
- 35 described later, E-PIA's employing these objects during
runtime must have specific TrustedTokens associated with each

Ry



the InteractProtocoI to perform Wnrle aDr ctronaryO‘Pararreters Is a

Di ctionary keyed on parameter nane and val ued on the val ues of the
paraneters. GQmeiziRepositorv The Object Repository i s ppéfodidaseoneant to
be the place 35. where E-PIA's are nmintained persistently. However, E-
Comuni ties. and B-Brokers are stored there as well. WD 98103927

PCT/ 13597/ 13309 thaeecppirgtaRdpoTies 9°e4ﬁﬂ‘@}§yap%qfﬁmﬂeﬂéﬁﬁreéﬂt%‘?‘?%t ed
-interface overctiviglyati onal dat abase inplenentation (e.g. ", Oracle). The
features of the sigineis®j ect to relational table row design are as

follows: 5 ORlL. Ea [ d 0
.the row schena(\ag Qﬂﬁfﬁ% 3 go?‘e“&% %32%% ﬁ&)g%?qu\%ge%?gf | er or
i s an | nterfet PO ey Py ngn H@%&‘F beranser pLt ’rﬂr'rie&'ﬁc%’aﬁ?“bérﬁsed to

der ef erence therOQﬁ?jeeéth R-Methoisarverhat Howavemi dos semtprqmrese-an ddel0

uni queness of - Lincedtl Pesdlt oLl Dutktachibhe, Rhi OmeY may réfieviaris Object is,
consi dered to ?Ef&tnﬁri:?gn'afbs%tspﬂcf'a%ﬁ@@té\ﬂrlﬁ' Lﬂﬁ&%&h' t[guan V\S&ég)' S ] ust

a groupi ng of % g}fe@?c av?eméllae sane ectlon The

keys are act ua?F;)F i Pt 5r2 BeTERn JPRYedpve M oiRie EPBPect s
stored in. 40robnt t"l‘i‘éto‘B‘j'%éiB garignated tde EBErﬂ%ﬁtPM elihore Welledpgosed i s
copied into theaimnbeaflaieehoﬁelauma PhedN1C T RY.210RVY, i b §'¥§ex§&tion

i dentified can Sfﬂ = E%Aéa}%' EC&IIOI’I agd cPI |l e because

t he dat abase igcf’;gane can %1% *Ac Jects

t hensel ves are &8 Hhpb ﬁ@mﬁ ischit%fBF fa-‘rrtbﬁt acu%l\/?%rf*%?oj ect

Repository is* Pmraprm@p ealem Ptlepeneqﬁ@IreEthe MEdrerneany cossimlieng i n an
E-Metro Seiwer. Th@-dammt ‘ only three tables, one for

B- Communi ti es, oneﬁ.ergfem&énﬁ &ﬂ.&mmc 9 dd¥s &Q%ﬁrﬁéﬁ. Deans
Per si st.ent Mul t,%%g r_éec | on che c,or E_r_éasmm fB.L kers and
E-PIA s-are €Y 1g The B-Co
nistrator also needs to '‘be able to have privilege to
-everything within an E-Community's boundaries (i.e. contained
20. E-Communities) in order to make sure everything is running
smdothly or find out where problems are. Backup and recovery
functions must also be performed;
S I E-Metro ; rat m
% . An E-Metro Administrator employed by E-Metro who simply
25 .has access to -everything does not exist. Each E-Community
maintains and administrates its own aséets autonomously
‘according to the rules set up by the E-Commuﬁity. This is a
key ownership concept in E-Metro. '

30 - Uger Perspective
' » ~ The user's world consists only of E-Communities and the

E-Brokers that belong to them, Forms Repositories, and the
Netscape World Wide Web Browser. The user is aware that all
of the E-Communities are attached to each other wvia the '
35 Internet and that they can be connected to via an
-®http://www." address. In the prefious section it was
mentioned how all of the data in E-Metro is transformed into

%



respectively. Th each of the three tables, the ColTectionOD refers to 30
a different grouping concept. In the E-Comunity.table, the ~"ParentdD s
a CollectiondD which treats a parent E-Community ,as a Collection of its
children E-CH¥P¥7i es. In the E- .Broker and E-Pl A t abl @ET/UST@A3309
ECommuni tyol Ds is the .Col l ectionO D. The keys have been intentionally

uni dentifi ed. an %ohﬁatp%%‘i‘g§§ %431 eggggcon?o%d ,E Jleter rrtﬂead by the

needs :of the nmrun| t gura e via the E-

, Communi ty ABFRRRTOEPAEioH, OFGBFS MtHE) 8SOEF BeTRRy LRIYosRe 1Ne5883PRyor t ant
to note how aGdbenst whdhamiexisting FHMLECORYRNSant] Ebient mgeanSuppose a
query needs tgystdudv(aly. de+PhAdiNGIPI|,Sof JAVA)cazrefnadded- CANthicleat any

of its chj Idlwf; 5 anavmﬁatés hék % hBafe rne%aummgoést magh&- qa%néc

refering to a muni {1 es St , be

er ar ¢hi cal reach

di scover ed beFSF‘é’lthfe ll.]#e‘f"ftﬁ datcd"ﬂ o8RBT S*FﬁelgEfE%I"thu By §hasntBiR be
construct ed Mhﬂ’@%uh@%‘%ﬁomidﬁeéw%tiﬁ)r#@r@le‘ﬂntexpr theiumex. Remenber
that nost of the Bseeanmay talsanwart Bookse @ iB]ectBoicdEeN&tHg Sedurdt ended
to be done-di pggdles bBoRMM- Ip&ntmoz\aaewaladmge 2 o/ Pﬁé realeh! be
accessed 5_9 tge G)Jegcgah ggllnt d8 uI ar | I\/Ess ng g Stgﬁ-mAﬁ far as
the Interdctiof: ProcesSaor1s concerne s - T %"’dﬂ JB%‘S/
sol el y-a sour BBOUHRF ¥RYiKa FETEOR Wishes o %ﬁr@hh\?\ﬂl#sﬁeéques# gk beed
servi ces. \Whehhe mmlyeplaaee af peraon wanbat oilkkepshigngdseie, at heextatiar act i on
IF’:ocessor S:Jbﬂﬁé Lhee fs%ﬁﬁf‘i@ebhﬁi&ﬂ'd?%ﬁéypé% B}gﬁi & ththg- -

inerary In r er ur as_far_as can unti
20 it. gets t%f%ﬁ;h%gg v % f'%t!g"r‘}a%?lfglgt#rl%’tmaﬁi? ac?@&f:?o?lm'sﬁ? © will be
i medi at e1Pf FReFe éf‘@ °‘h(9h§EFiipt s and only =a--,.linear Itinerary of
I nteract!| nstructi demmuiyny : - pceipeeter is finished, the.

I nteraction Procegsor- G:Siﬁxx&:rﬁh? ﬁumiwhef’&éoﬂoa\blo}aecﬂ? Fseéaﬂﬁdiﬁ%w ce
& Broker s tH&Ihr&%@LQEI&Q o831 £& mARgl it o’ hbrd " onmihPEIds BRE4S to 90
to neXt', slngle E-Metro World Wide Web Server. While each E- -Community
20 Administrator is aware of his B-Communities and their
corresponding E-Brokers created by:the E-Communities'- .
development team, one E-Community Administrator designated the
"E-Community Site Administrator® is also aware of the E-Metro
and Netscape server processes which may need to be monitored
. 25 and/or configured.. Due to strict security measures required in
" B-Metro, the Administration Tool client application requires a
direct log in directly to the.E-Metro server rather than via
any Internet protocols. Note that this restriction does not
exclude remote login. An E-Community Administrator may aiso '
30 install a Forms Répositdry on the server if this is desired.
Detailed Object Model
" A major feature of the E-Metro Object Model is that the
first-class objects, namely E-PIA's, are not instances of
. - Classes (at the user level), but rather just instances.
35 1Instead, they are dynamically assigned behavior at any time
via protocol assignmem:s This provides a facility which adds
behavior incrementally or subtracts behavior decrementally.
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| sagtng
subsystem so it can be transported to its next destination: The details of
t he Messagi ng Subsystem are presented in the next section. 30 Messagi ng
Subsyst em Thewobmseegi ng Subsystem i s enpl oyed excl usi vel ypctosomisssansporti ng
E- AutoPlI A's fromone renote B-Community to another reliably. The nessaging
machi nery  pictured in,Fi 12 s fairly sinple. The ssagi ng Subsyst em
primarily rel |g€ %S%ﬁlﬁ%%ggﬁ ithg‘saﬁcf’\}iiﬁé h%gpeﬁgfﬁ sgl\ﬁ/? gl?ﬁq of the
Message :, QueBeexMdal ehanaingireedscandrdespzed qlcpnperaonrdesietng &RddeTP

. Server. The BoAuwxpRble [Mififeteftcastivitiese primary interfacers WO 98/ 03927
PGT/ US97/ 13309 to Server. Note, however, that FTP is not required

.as the Mesgsagi ng g Esy ' T ion 1 rel i abl, ans for
sending i nf%r mat i ongéan%tg’mg%p@o@g.gigach A%?H%gég é‘%gsgﬁ%éé&ba?%@
described in db® fhe SE??N(Z”%"I’:%A&'HF’?W'S&‘BE? llﬁf?pa?’ﬁﬁe‘rayeﬁ“ﬁ%n WFLE- Aut oPI A
i s being sent baveaateheast BauColsaimet 9r onet go&llRol pnkerast wilth exthewi B+ have

al ready been |peisR@ i dddert be dviber actling i @woesss. Note that there is

one FTP Inter net ggqr%?ﬂasaiﬁgoa.geey reﬁagewéar o?%ngﬂ. iction 10
Processor l1s th - Aut A. Sender spat cher ?1 ndi- 0, he

e At opa £8 pledd epks el o iskenda Bas I gdven A pBacts. sk

Di spat cher putRCTIRILE-YORIGPPAE ihe Gonsifezgdqtr haves Ehkfeql e uBor eFamade:

i nvokes t he FTdead pernsoris caschel riepresentetio Plwhifle the pldsmhrpagoadlnof| k- f or
any reason t heuddro, EdRlHa0BtR-3RIRGE F@Rdabhe reafUi BFINY phdbie,20BYy the FTP

Client will re ' ' the wgl ter and
attenpt to_sen tatggg?)u (%Jieﬁgn%r}ﬁt&fhloﬁ sgf-%ﬁegﬁ/gg‘g% e%ggéuzéé, he Message
Queue is ral K f‘a;fir $34 dnapimahe obiertmePE Feem, rephARIesEegoi ng
Message Queue that ane steredi oxy kepbsakipeQinuslegtronic fiorbe owweidesefnct FTP
file directorimaMetro: E-DNAHORS AveR2Cab Witall § PEilceieiovs hoR- 11 )E- Aut oPI A
Recei ver Di Spa_.é&h%&ieb% ¥%? &¥'the above may also be represented.
S 33. An E-Being is essentially an abstract root class,
20 there are no direct instances of E;Beings.

-3 Eund . iec
_ x~Il. Purpose of Fundamental Information Objects --
Znformation Objects hold data in E-Metro and are instances of
:Elasses. It is important to mention fundamental data since
25 the user interacts with various fundamental data types
frequently.’ '
' I2. The base Classes are:
Class
. Integer
30 ' String
Float
Boolean
OrderedCollection
Set '
as - Dicticnary .
' - . 8QLStatement
-Folder

¢



arrirvedB-AutoPrA T The incom ng Vessage Qieue, it unmarshals 25

the. E-AutoPlI A fromits file format and then imediately calls up a new

I nteraction Processor server process to handle it. The E-AutoPlIA file in
the i ncom ngwWowseIE Queue is not deleted until the E- ARCBOBH/IBYI sybnitted
to the outgoing Message Queue. Thi s Is-required for recovery in case the
30 DORMS Server crashe %IH Q_E s-o many such server processes. may be
runni ng si multaneously, ac }og o °E. ~Aut oPI A can build up in the

i ncomi ng Message Queue. c‘?“fpiﬂﬁé -incom ng Message- Queue becones enpty, the
E- Aut oPl A Recei ver I3D sP blage GAnsags have|dad ugh@m@é’%p péfitodically to
check 35 if anydfiule Pastctioli ¥6fredpontibet® tie methydd of the dEBs8ar ver

process to A | t , n the g2 WO
6205057 s Rk sraete tetflbds Tt \ssaaﬁm S!ﬂ@é of 8

ocC nchr ono keped on
an as needed $ERgrEACRHEeRyiony S %T “IE'% ’Eee§’s Egg Q/wﬁ\ggdggto
performa few epecd£i6 indseest hérpmd@%ﬁﬁqw&sw @peshfl ‘éid@é’s PE. nust
delete the E-AudraBhAriéde in an outgoi ng Message Queue once it has

successful ly transfgredyf fﬁe@u@%ﬁ@ﬁ%ﬁb' f‘eﬂ:%s'ehés ”&‘ﬁﬁecéeéf | ddlel @Rat Agai n,
FTP is enpl oye

NGt RO ity oouigte Suqres ey ey i
directly poi ntte de,pendtpronegsed - CEXefut#hIeStEABIR (FREuire HRYE keep the
failed E-Aut oRbdunientshe Zuticgoong, sl age sxmurenanBxéqurabhestaingasm ssion
agai n | at er Fgﬁoﬁg el sﬂptbom@dFT%a'iﬁf ﬁﬁécﬂ%.egei'lwgﬁeheiﬂ:ﬁésa'&}ibhl ng
speci al . %; es A%t EI A file i fe
request ed FT G & gF o | one ﬁerFTlg'lhél recjfatg'r% é esl ate
represent s1¥ herﬁﬂﬁﬂ?ﬁ’ﬁé %ﬁ‘&g@‘{iﬁ?@lﬁﬁ?’ BhdoPipfete dpEP n
E- Conmuni ti es' dtffidrenkocantextbbrontBilled Py Wi SorpM=eisl Overview This
section describes tfie ofgEstatengsts Gtire AnEed to provide a vehicle for
fast look up of information while. being able to reference BE-
PIA information -- since a reference to E-PIA information is
20 hierarchical and, thus, not SQL compliant, SQLStatement
Objects do not support SQL exactly. The references get fixed
up by a special compiler provided by E-Metro.
I6. A Folder is able to store Objects using
hierarchically arranged keys. :
25 I7. An extended set of Classes will have to be provided
to support the various standard object protocols -- some
examples are OLEObject, OpenDocObject, and SOMObject. This is
needed since some information asset data will be desired to be
stored in such formats by persons. :
30 I8. Aan extended set of Classes will have to be provided
to support various multimedia -- some examples are Audio,
. Video, Picture.
I9. -The very important .Dictionary 6bj ect appears as
- simply a list of keyed objects to the client of a Dict'ibnary--
35 The keyed objects are frequently referred to-as the "values"”
of the Dictionary. A key is used to look up a iralue_or object
~ in the Dictionary. Keys are typically Strings or Symbols (as
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0 R d—p+-va e —pT-6 bt oker-age —
system cal I ed " E- Metro." The object nodel focuses on the user's view of
objects in B-Metro. This object 25 nodel provides a detail ed description of
how obj ects. webss®? and how they relate to each ot her apctbsyrisags | evel.
In sone cases the objects and classes at the user level will not map. to

an object or clasg | e target programm ng | anguage. However, the
transition f roﬁf‘(%&]g’b'f‘g'& sanf’oafﬁb‘s&gj a3 (names fax) ths, obiretfngp kawed: very

smoot h. The ohpubtkeys| eam k¢ Boycdbieqdt the mogsamqu eyed am uskéulliagrans of
this docunent xeya mmavslues eanBanafiftsbieetais arghi. psawfexabpest s visual ly.

F| gure 23 depi gggty;ﬁzgag q,hgg,t‘agélggal symbol s used and their meaning. The
"uses for | np| -..- tat lﬁl’-TL LS al. rjpl \I IIQF\(‘I 25 far i nq'r ance vari al‘l es

to denote that
bj ects. WD 98
the E-Metro ob. 3 .
B- Brokers. gn "E-BEl rrg rsThe CYDEr = DEr Ty TuTTEpt—TTEnt Tonet—pt-eviotsty-
This is like g - posedto"be" the 5 person it
represents, bu oqe in E- Communi ties in order
to keep their i %rﬁﬂWe"hFlBFGREF%e%"eat he
actual medi at QF%aJoPeaF‘Pn aEdmﬁfg:aliMetrlmcmal tperson' sriteiortmat den risaienst he
secur ity . provhatedrbyitendBd GoTienkhareds iied |se%%.ré@¥féiﬂ‘§.bﬁnat ed personal

. (B-Bei pg speci ). RCELPIN wAGASKIRS
cyber-commnlt ich is secure and trug!tlg%1 %&%Ey%g{nénﬁnh §/ guar Sifitees
security in tha% onl ‘Bei ngs with the proper B-Community privil eges may

enter or . reside EWe?ePagBcBY It“;/“?%”&ﬂt§0°ﬁreﬂmm9h§@cmneﬁl FokderEthst

_Comunity in ihzwreated ianfloedittedont cnshbsing time E- Bien@aitimsiidi gg in it

are. only shar ese wictbmTiamedt Witth BEME £d20s PRORSY is- Psaﬁ%ake&wghggﬁ AN
ein

S- Communi t ys i s,,gtrfés&fpeﬂtnf atlely, guarantees that its containe gs-
and visiting E Be| BgsS, W nt eract _accor di n% to the rules that each
E-Being has @ ach E-PIA may be assigned a Set of

Interactprotocola by the E-PIA's owner at authoring time -- E-
PIA'a share information at runtime only via an
Interactprotocol and only one protocol at a time.

20 . PIAS. An E-PIA contains a Set of Privilege Rules which

r

must be checked and satisfied on all InteractProtocol
. .executions. -
PIA6. An E-PIA contains a Set of TrustedTokens which it
obtains from E-Brokers at authoring time -- some or all of
25 these may be used anytime the E-PIA interacts.
PIA7. An E- -PIA contains an audit trail of all
.-ainteractions that occur with it -- each RecordedBvent stores
_the information about an interaction that is interesting (e.g.
time started, time completed, any access violations, etc.)

39 s For an E-PIA, everytime an InteractProtocol is performed
on it, a RecordEvent cbject is added to its auditTrail. For
an E-AutoPIA, everytime an InteractInstruction is performed in

._,its Itinerary, a RecordEvent object is added to its
__?uditTrgil The contents of the RecordEvent objects needs to

QL



20— estabtTshed, thus nai ntaining "trusted only” 1nteractivity. M
"' . There exists at | east one B-Broker per B-Conmunity whose purpose it is
to actually nediate privileged information sharing and interaction. In
fact, both .BwBesmsm?i nformati on -sharing and interacti onPORYSIHMIN® occur Vi a
an E-Broker. 25 E-Beings as Personal information Agents There are two _
primary subcl asses of E-Beings in B-Metro.,. They are Personal | nformation
Agents  (E- Pl APeasgFeamined bashds GRAFUF I 5PRE i .dBAB‘é’Ff’tg FE—aﬁgf%Pl A) The
t erm " Per sonalkdeveldmmentt | Addigdonallywe filtering oficcprtaias BegprdBHentspei ngs
in 30 that thﬁﬁrwgﬂshhﬁa e:lee&bec(amsd ifokOperidrmanas set disk spaeal person.
An B Cor porate matg; e r exfigti a 4e [eor ation
is also a osgfﬁg‘ge‘gs'ubrgkggsbéﬁg'f Q&B@l’%{&%’ﬁa?% ma %egg%ieltjg:é. tquatﬂ?l _the E-PI A
that share8 | FBECHREF PhfEReRFaR THiTEUCSEIR &8 APRY AT B inbtRf 1 y.
However, ‘suchbepasdanes” sharing may only occur with a nore "active" E-PIA
known as an E Aut ofias. SRl B-FrA mapuéefdtAini il ¢ 1pe epE oqedmupd £ Yéd eges 84 WO
98/ 03927 PNUS%ZA&;E&E%OUQ§$§bIished by the perused E-PIA may interact with
the E-PIA ‘and en] oY t He 1 nfor rT%H‘on hi,rgi 19%% An E- Brfl% r 39 assi réed to
the E-Community 35°AthefeoMe 5 A'“'?S)‘: sPaRtemaksti 1t S8R DMV eged
i nfornati 38 skbahrepeaE-BRbIM foF A glyen PerfpR o5 ThRHOWN By PRl k38R A 41
may initiate aheaBiGommunity fnamesEwlerteRhA delser EPIN'S rxel dbeated.er acti ons
such’as  engagi ng »7h19CCOABRY tHa RbHBIE-FTASHAY M0 mdbl fidd R altiiring,
requesting se lired services fromother E-PIA's, or performng secured
transacti ons PR* other PIA's, the E-AutoPl A nust 10 visit the roper
E-Broker for each BHYdi-f Bach@-RFA gontaine pj Certdfirate Midh 4R "'tprl? be.
carried ous byame ¢ AleoPersars itk mepresesitst and tthatr peyacnAs’ pRblLEXRYA S
relsi ding at E~ CogmiglidssBfied Forditt QP! dny tame §stb¢’arﬁﬁaﬁig£&<kﬂdheaz‘ldl nmay
only interact LB ' - WY roker. '
i nfornmation sh(gﬂ_ra‘ltn%' 0;%{%:31 cE’t‘ %f\p%é%er Iﬂ%?r%éo%e Iagp%ﬁa%é

certificate authorit%.

PIA12. A Version of an E-PIA is constructed at runtime
20 when information from an E-PIA is supplied in an information
interaction -- an BE-PIA version contains only: '
asgets E
25 The posaibility of including an auditTrail should be
considered. Note that versions of E-PIAs typically represent
a subset of information actually contained in a source E-PIA,

so that agsets may be a copy of only a small part of the
original agsgets folder. The certificate assists in validating

30 that the information actually otiginated from the E-PIA whose
name is stated in the certificate. This is important as the
information can be passed on in "transitively trusted" third
party information sharing. Additionally, each individual

- plece of information in the original E-PIA asgetg Folder is

35 encrypted with the E-PIA's private key when assembled at the
- B-PIA owners personal workstation. By using the public key in

the certificate in a version of an E-PIA, another E-PIA may

0



l-nter acti onalways—geet—v-a—tateraetProt-ocots—Whttethe—E—AutoPrATn
Figure 6 is shown visiti ng several E-Brokers each |ocated at a distinct

E- Community, it is possible that nultiple E-Brokers are present at a single
B- Communi ty awales®892t hat they are each visited by a singl ectirédwaail A
depending on its desired activities. .. Security and Transitivi ty of Tr ust
The reader shoul d note'the.continual use of the qualjfier "secured.

Security is keRaYe the \iataodecrynted andmeu,fier raywe bhatnthe: ¥ergiqn ffic
integrity of itheXigdh i ctncefifiess, btaigned” pey Sesovegr.esented by B-Pl A s
Strict securitynigtefpgigasary in order to ensure the intended E-Pl A

| nterrel ati onshi pS g pusoBBIdH BliatdiitokaR! L 190 GenglediRhr gpuser s ¢ hat

only those ‘ﬁi;t ant to see s eC| i c | nform When an
ofhFadped, F

B-Pl A gives’s 4 SuFRYyHIE i B &+ (?m&ﬁ’ét’r?é’lnngﬁlh Sqfe |
personal i nfor?ﬁdler"-'oﬁbiﬁq}:eﬁnl%r@ ke %%Hﬁe‘dﬂe ®fd thanchti dey , t fypimaildivnal
E-PI A In factan ilhtéhectiencoy isegviee Plthati thé \R-Brokes Iokaps| h&'heE- PIA s

i nformation Onrﬁd&téd‘fékerndgrﬁiﬂ £he ldPlhRes td Id riKnQW’Sa:H‘ Qéé& owner of
t.he personal 35r |vg(§jg atn contu_lr; es t SS

i nfornation cor O TTRNST LT Ve ﬁ?’vf‘l‘gﬁﬁqﬁﬁfzegr’d@ :ly ot°oy t he

ori gi nal B9 RerFRFed ’&(’ft‘}ﬁ FSFITEA R RaSEdPRer ed by E- Metro WO 98103927
PCT/ US97/ 13309 . i ETxndhenas TRughedTakent §s ofivEnuso. ad (Rx®IAt awtitox, olt Tr ust
means t hat: IfmAehemitfedmen RhenBop1miaubhor s pravatd KeyUat Shis Wokl

i nformati on Amachné hen tﬁetﬁ-‘iﬁroﬁeg e’i%énh rbfddPR! RS EA‘PIATQ{léhCéanm tant

concept guaraq"%? to, A that its ormation i s néver passéd on to an
entity which i 58s"Hot trust accordi ng to the Transitive Privilege Rul es
it has detiared fOF3 1 HBeRR Lecure@sintepprtian) is1pequestedeathe Bor E- Metro
to tell whi ch HroReA maatsbe heivenntbe IExPIANs reause ¢t endByptEd | S al ways

passed. as a Ver&iseadTdKent herdenPbRs ¥iiaalk, Sﬁ@ﬂﬁhﬁée&i&ehnf:%fﬁ“on For
exanpl e, ., SURRASE AN Gubh A RLBL 16 13y bEMuSEY Bfod W QLORILON which
~__aut_hor:lng session -- the E-Broker knows that the E-PIA
20 regggsting interaction is trusted only if the TrustedToken can
be decrypted successfully.
ar ) o
x- . SPl. Purpose of InteractProtocol-- An InteractProtocol
~ object designates-specific named information and the
25 .conditions which must be true in order for the specific
information to be shared.. The shared information is packaged
-in the form of a version of an E-PIA. The version of the E-
PIA is specifically defined by the outputs of the
. InteractProtocol.
30 ... . SP2. An InteractProtocol must have a name.
. - BP3. an InteractProtocol consists of a 5- tuple of
~3 - 1) Set of input Parameters
. 2) Set of output Parameters defining which information to
store in version of B-PIA that will be shared
s 3) Default parameter mapping
< .- -4) Set of Privilege Rules for immediate sharing to occur

H
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rmctodes biTth datre,  addr ess, phone nunber, etc. Further, 15 -suppose
it-wishes to submt only its phone nunber to another E-PIA during an
interaction. The receiving E-FPIA will actually receive an E-Pl A obj ect
whi ch cont aiwgesasszy t he phone nunber. More specifical | yeCWUSSUBI®TA obj ect
received is a version of the original E-PlIA which-represents how the 20

submitting B-PI A wishes to be perceived th ecerving .E:_PlA ,,;Figure 6
depi cts the "col | e iS6H" °5fT’iP€F§F£YI% P(ff"vgi/ﬁeA}“aﬁﬂ: ‘Js%’i/ B%af:rl%%e‘# ng

B- Pl A 41. TheveestoromE BfPER RPAccHedlys third paxsies| (ELaRgaEive n which
information i gnaRishai NRE Andink| AchedeN rdftare cbpied and placedidmi cts a
version of th%ggrg%%lggggﬁgﬁ% /ég; eﬁ%e%%n@é.élﬁeﬂ GHaMeRil? Be

non-travel i ng e B-Communities. Subsystem Model Before
presenting5t h@P@¥edi | s of object behavior and relationships, it is '

i mportant to underét &mdbileccanliespsterdn Inbexani mﬁxrbfblﬁm&?g?é are aware of
whi | e usi ng' E- Met rgps . TiEixecseiin of &t itebastkivrorol i exdates af varsdomaj or

client and S@i/ehe URTKSLEAEY MOURS Rhtihe olihBariectalde £-PIA
- v : | | | |
Tt or act P’ ot GEGPCTSRISR. S Bept Ty hoflin, o el AT 8188 30 BRE 1T
be aut hor 8@ bE-BHEPREA fhatol inseraghed, wikhr vhiboyrverauit RhE ORI G st
al | ow for any paahmeter lvalaees eredpraviousiycdbtaingd BePXA olegsionen thenane.
ng Gl mJSL la:a!nlsg-PﬁQ‘SUeQﬁi@n ri:@aatt&galrt@at.e fﬂé%reaachﬁ&alnﬁﬁlhuﬁidﬂ ,asat b%/_
s Posei bl o AR o ph i Prinmtity ptabiied BPER Hd-yd, PLOCDNH CT
are strictly securSeFBinGoREIAAIoRLC SEEELNR AHTROAR FRAY SPRNE® BEFPoker s :
residing ixs t dtsankors, Cathemitbanodlvays BsP Avdreiog efit@moEeBIAA person may
browse an 10 ByBLod e iinvabt fydeedUnbddhapd Pdddiing Qhta RisoAcCBPIA rectorv in
version or raw data can.be a choice .during InteractProtocol
and InteractInstruction authoring. T
'§P5. The version of E-PIA that is shared, has each of its
20 piéc':es of fundamental information encrypted with the E-PIA's
- private key-- this encryption- occurs at the E-PIA's-personal
client workstation when the information for- the Home E-PIA is
asgembled. Later, another E-PIA or process can decrypt the
information by using the public key of the version of the E-
25- PIA found in its cextificate. _
Note that since private keys are never located in
servers, the input or output parameters used to pass data in
an B-PIA version may need to be severely restricted in
‘expression richness, since in general, an expression result
30 would require re-encryption with the private key.
B8P6. An InteractProtocol's Default parameter mapping is a
Dictionary shdw:'.ng the name of zero or more Parameters and a
hierarchical name that each listed parameter is associated
with. B
35 . ‘8P7. An InteractProtocol may inherit ‘an existing .
. InteractProtocol -- the subclassing InteractProtocol inherits
the 4-tuple to which it may add wmore Parameters and Rules.
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HIM _f or nat . The+etiHnedHFM—t-ext—t-retudes—ar—tHv—For-m—representimigthe
means 't o request obtaining one or nore of the InteractProtocols |isted.
Actual |y obtaining.a specific protocol may require sone validation and/or
payi ng a feewobpuagen the InteractProtocol is actually okfraisswassesit is
stored in the E-PIA. However, the InteractProtocol has privileaeRules and
a defaul t MaD whi.ch may be used as is or nodified via HTM. Forns._ [E-AutoPl A
20 E- Aut oPI A',s hav@PBonhy BPIAubayroverwrite BuixilegeRules Tip &A1Y @F Rt se an
E- Aut oPI A i s _alfvelys Interactiratodols @meagnddl RoAit. To &behwrtheming | tideary,
browsing an BgBppkefadificy I“Q;sgrggﬂdét eRr 4 %ulaipprforrred I n the sane nmanner

as with E- PIA's 9m¥,§e déﬂﬁﬂ? r@éﬁte\ébngc@rgsl gh el ahleFant acp! . an 25

Interactlnstructid ar ane 1S ohtalneg., ~ Forms
Reposi t ory 5Si i¥be @‘PT@%PFH%R‘UP@ chcB’rIQFRmi“Hf”(?r FRESTRFEIRSFFISHP™E O be reused

agai n and agajsincé EntieFatt Fatapcrionss gusy THIALf int ithg parametiezs f At i on
- of various B-Rhfesidtpsbub@sl 4aBhbexieaseohsii-ings 5hiar edghvdst indne tamown as

o osel bly ofid PRt Nk B of % bERRS, <A 4B, TAR Eéh'iﬁbl Lo store the
E%% gfo %Jl°§' bﬁ‘f’%raé‘cfga S‘Jlrucgl o‘fr%ls'"S and

HTM. For ns as§€f€?%‘f“é’dd\ﬁf§‘l"}'ﬁ1te
l[tinerari @®. J@Rever, as will be .35 described later, B-PTA s enpl oyi ng
t hese objects arl nme aalee vapesi I C [rustedlTokens associ atled
with each 87 Wmmr These ob ects | n_order

actual |y perf prHeigkE"r | nt ended
who owns an E{PBYrest"F. Aut oPl A. q

all interactions are -..processed by E- Matro servers. However to e
progress or the . Thenmpslogwsial €£Cof woniér%ttmngunq;r#oemtmer etrieve
hi's information assRiessstsernidialnty(stenniariedeiamneli Bléat? A(ssght.

ﬁtring* Street) :
15 _that would be automatically filled with the default call:
;brocessSuperficiaIInfo(firstName, :
-brofile physicalAttributes.height, address.street)
WJIRealize that the default parameters reference variables
that_reference (and hence, bind to) the E-AutoPIA's Folder.
20  Parameter
; Pl. Purpose of Parameter-- A Parameter is a named
fpaasageway' for an InformationObject to either be imput to an
interaction or be output from an interaction.
. P2. Each Parameter is a 2-tuple of (name, validation
25 Rnle)—- the validation Rule may be used to verify type at
runtime. For example, the expression "isKindOf: aClass"
determines whether the runtime parameter value is an instance
of aClass or one of its subclasses. A more complex example
jwould be the combination of a type validation and a general
30 expression such as:
{oyself isMemberof Float) & (myself > 203500.00).
g - RL. Purpoee of Rule-- A Rule is asasigned to some
éctivity and describes the conditions under which the activity

Y%




—or—E=AutoPtA(S)—NoTe that a person nay have nultiple E-PIA's 10 but that
one is destgnated to be the Hone E-PIA (nore will be said about the hone
E-PIA later), As'always, the presentation enploys HTM. text. In
sone-cases, wbesmbate of an E-PIA may indicate that sonBGHUSHE3NRiting for
further action on the' owner's part to take place before the waiter can
continue. 15 B-Comunity Admi nistration Ilg{re ‘gge E- Communi ty f@' -Bni strator
needs to mai nWalh, oGk PPeTWLER  TRREEI BHOK &85 RCR P B s mupity,. The
E-Communi ty Adpbrtiasitr sbonote shahekhis Rudebgramsiar ngeddie Bej Trltedde: o
-.everything Watby needtrBcCommunity' s boundaries (i.e. contained 20.

B-. Communi ties) i 0 t Q- TR cSL i b SehthHY sa8kloashl y or
find out where pr(r)bb%'e%gié?ea& BaCEEJg__%gz}{g%%év%rf%grﬁ%ct ir}ignggxr)rﬁst al so be
[

per f or med. SE- WBRF FVRINRREST? 0N E-AN E-Metro Adninistrator enpl oyed by
E-Metro who si npl yR3.25 ThihoRukec €XDTeRFIOR BYATNAR) THEE STERASTEZR ST 1S
E-Community riEahbéddids -apf HEmdbet iniezesting @anessted E-RIAGAOCOUSept

according to t ewétﬂ%s_iﬁ‘ééré& ih NG ERBERNY | Y ThéNEwo IconRexk@Yar@ner shi p
concept in B-Metro. l.en n erver Subsystens 30 User Perspective The

user's world ¢BRsPRAZETAP BB fruni ti es and the E-Brokers that bel ong
to them ROrns RepRit 8pi Eacildtate heefayense e ter PHIST R thab PR%Puser. The
user i s awar e theakeywdrdsofmided £8- sdmMyrBekt Bwd 1at bacdmhbl dsked hirot her vi a

nddress. |1 1 < e ng I data in
E- Met ro. S tré’g’égﬁrmléﬁ?ore e {:38#%355% J 39/ %tgééeg% f or mat
bef ore being E8fMed ta the user. This transfornmation occurs on the
server so-ishat onlB5i h@oNEecilhgate Chefimrengactamorei tham@nidl hbj esthwdasant
Cient programgéedy tife Ke§Wdrd ydurkelvedvdshkYPve ebrdbifphed gnnaagled on the
client 5 workyf 3l - Nblirddi¥esSERALAl €oFei@ BB Y Sallbl QE-PHY: 410
that meet with sharer). Indexes can be used to refer to
specific'sharees. Yourself is always the same as yourselves
20 at index O. ' ' :
' R6. References are used to refer to a hierarchically
positioned piece of data in an object -- a Reference may use
‘names geparated by spaces to denote hierarchical access.
EXAMPLE: To restrict an activity to only those over 6
25 feet tall a sharer's rule might be yourself profile
physicalAttributes height > 6
_ R7. Rules are meant to be interpreted at runtime --
therefore, only some errors are intended to be found at
. authoring time. .

30 B Auto Personal Information Aden B-AutoPIA
APIAl. Purpose of B-AutoPIA -- E-AutoPIA's are
.intelligent agents that do work on behalf of a Home E-PIA. An
E-AutoPIA is an E-PIA which initiates tasks intending to
interact with other E-PIA's in local or remote E-Communities.
. 35 . APIA2. An E-AutoPIA is an E-PIA which has at least cne

'itinerary assigned to it.
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actually be | ocated at t{he sapp—Ste—t+p—rea-trty—but—that—ttrs physi cal

| ocation consideration is irrelevant to the user. Users may al so want to
use an Electronic E-Metro Secure Card to store E-PIA information assets.
This may be weageer710 for user validation while using seeevsensieses, but
may al so be another way a person wi shes to store his assets. It may be
the only place a person wants to keep his assets at certain tine -- S

totally a deci si orRRIR3: AR FohbePBWARH O Ye DE- 19MEbRAer b, e'V\ﬁ§ﬁ°“'é?‘|(f’how
t hei r i nf oryaIcinermyet franw @ Homd&E-PIAst or ed and/ or shared. Community

Adni ni strator Per s{s@ai, Vg m¥teFECOMTmEPI {aundtMingl tiiplat Brargpizays. t he

E- Comunity ggm ni ﬁt ration Tool to manage one or nore E-Comunities on a
single E-Metr. de Web Server. Wil e_each, E-Conmunit

Adni ni straPor i s aiar ePBIPISes OB BIMGRATY 1+ esAﬁnﬁtjt’}%FFYc‘Eﬁ’}sééﬁﬁn%ﬁ fy

E- Brokers creatiet Oﬂ)}ntermlsamﬁet-;h&tdevelerhsnpeizmed@ne E- Communi ty
Adm ni strator. desixgnat gl 1titeraby GRIEEURAYd/ aShawe AdMi ni strator” is al so

O ornd pe oy £ R R o e i red
et r o ERESSTHLAR CRER, BB SHTARELER B AT EEAr bHIA ERGE L aae S, bt
log in di F8ct Pfet:B‘ g Eap tpothe Spr of a‘f‘ﬁéﬁ’-lf%ﬁ“’\#a defipednfer fdie

pr ot ocol S. NoEeAttwRIALhis restri ction does not exclude renpte |ogin. An
E- Communi ty Admi nigd.r ﬁhortim&a@irsabnmm@sa get &£ I'_J.Q"aﬁﬁn.mi’kl'@iyegm t he

server if thi ?uié s desipé & t%]aéév?}n?*ﬁfﬁ e MpdElnaR21 B ¥ ]%Tof thare

E- Metro bj ecs ass Obj ect

fiel 1S g name ?ﬁ@a

not instances¥YGFe+®s ég’ésE’PéfF°?% V5eE °’|‘%\?€I)" 1, Rase); Hhat By nces.
35 | nst eads tp¥ylnteragyinstirvgtionmwithie thechtinayary: Jdfhe frlrﬁdesitxAV&
protocol assi gefeilieye Riles previdiedditiatitol aiy Wiahbiedkts prielbeder

i ncrement al | hﬁieé%@f&ﬂ%& SferHﬂViﬂHivEE&ﬁ fi;i@& ééins\!@x&?i%?’%zelf
PCT/ US97n3309: at t aci ssary for the

ever yday chan@Fnﬂé@'ﬁS %Pfl %\ée’é}?s‘e?&"%? Sr 83 @§Fa Q’bﬁ‘& do or explore

di fferent- actiﬁi¥il§§§5!l§ﬂ of the version of E-PIA that will be shared.

20 . 15. An Itinerary contains a Set of zero or more Scripts
--.@.8cript is just an ExecutableString written in some
programming language. Scripts can control when and how _
;nteractlnstructiona are to be performed. Thus, Scripts are
just general programming code to do whatever processing a

25 programmer wants to do. However, a Scxript can call an
InteractInstruction by its name and pass it any variables as
parameters that are within scope. Only the
InteractInstructions of an Itinerary or superclassed Itinerary

. may be called from the Scripts that are attached to the same

30 Itinerary object. ‘The net affect is that the
InteractInstructions c¢an get called in any order.
,xnteractInBtructions are only called in sequence when no
scripts are present in the Itinerary.

- I6. An Itinerary consists of one or more
35 InteractInstructions ~- 1f there are no 8cripts, then the
o InteractInstructions are executed sequentially.

®




= i PUTPOSE Oof E-Belng-- An E-Being represents a "life" in the
cyberworl d of E-Metro. This life, or E-Being, nust have at |east one
desire or one goal to interact with other B- Beings in order to exist
on-line in bwdidusnrr B2. An E-Being may represent the |ifRCTNSIHEEIMNI ng-- 10
Note that "life" in cyberspace can be given to objects that. .normally

woul d not be considered to, have "life " For examl ad ons n be
represented. Wil eI?héonFﬁ?ﬂoﬁf‘Yoirm’f}'gFNE’?regasgif’%'dﬁd"\?eegg?gei ngtg’%
represent realsubtVasaingedpinerarycfnhexits sheoRyles c§EFiPY P ni nal s, real
cor por ati ons, .reifétarhp o' §A8I parlen@NStinedalryl nani mat e obj ects, or even real
obj ects that a;:e' stared. QLe t alive in electronic fornms. outside of

E- Metro. Dead fictitiou z_é‘gon-real ) .anal ogies of all of
the above Fay al sofhbe P@EP%%%rﬂ%&.ntB’?c%ﬁm BRFMP S essentially an
abstract root InmtesactIrgGruhtiensazentheliaisgle|peinindasths whode; syatem
Fundanent al | ifh@t N@dusd) iQBkeadtions. between EuPpRSe (attBahlisErhatoPIA

I nformation O qCESpra) tb"fQkdBiael. ObRE Inbotsbiddlstridt forlVRksoraih are

In . - . .
otances, of et rancsap s P AL B el 8.0 e 25
The base Qtasxan geeur. Clhsis |FhasgdRPoXkRnt Epgeteithat 1pddieegKecution
Or der edCol | ectdfoan feterdtbDhstiatdoy. tha8Qist ahemnly wikpl therexch8tye\D
98/ 03927 Per/ Ya4ldcth assets.
' . II2. Bach Interactimstruction is a 5-tuple of
_ 1) E-Community name
1s ~ 2) InteractProtocol name
3) Parameter assignments
4) Bet of Privilege Rules for immediate sharing to occur
5) 8et of Transitive Privilege Rules for sharing of
- version of E-AutoPIA to occur by third parties (transitive
. 20 sharing). .
6) Maximum number of intéractions
II3. Execution of an IntéractInstruction creatés a
. version of the B-AutoPIA based on the runtime input parameter
values. This version of the E-AutoPIA is what is given and
25 pshared with E-PIA that is interacted with-- however, if ALL-
input parameter values are previously obtained E-PIA versions,
then an E-AutoPIA version is not created. Instead the
information is passed along in the originally obtained E-PIA
forms. B ' : '
30 II4. The version of E-AutoPIA that is shared, has each of
its pieces of fundamental information encrypted with the E-
AutoPIA's private key-- - this encryption occurs at the E-
AutoPIA's personal. client workstation when the information for
, the Home E-PIA is assembled. lLater, another E-PIA or process
35 can decrypt the information by ﬁsing the public key of the
version of the E-PIA found in its certificate. ’

N



Execut abl eStri ng-Conpil-er—I1l3—Hre—base—c-asses—havedefautt—protocot—==
the default prot ocol corresponds to the methods of the C asses. 5 For
exanpl e, nmethods that obtain the size of an O deredCollection, Set, and
Di cti onary opsged as well as specific indexes of Orndﬂms;bﬁcdobect i ons
and specific keys of Dictionaries. 14. An ExecutableString represents a
pi ece of code that 10 can be passed around as an object, interpreted when
it needs to_be, afcteptbaessinge-privareukers aSer PeRF rlé‘&EF?% i™Mput

argunent s. Zergémv@f@,, tRABCOifpuE o gounput' hxrEmmetaioh osted ngspasshdard be
supported. Eacly £yl | gl agmmemeaf i&Dd hevefaryeraacﬂaed in

Conpi | er/ | nt erpret ﬁ% f“dh’?er#g\rl\gi ey ﬁg;ﬁfrg CLREEL1 b AeB1r

Execut abl eSr i fJPE ron’i erent “contexts controlled by
t he Conpil &r. mldmiaﬁmr&&%“?%?’éméa‘et BTHYRRA #E€Ya vehicle for fast
| ook up of informatimnThbipeivideaeRulldsemust hef gaviefied £Ar Ahenfornation - -

since a {efer%%%ré&ﬁsEkécélfﬁnOEH&Sé rESzmedd -Di ERéy GlveCoh adwitibhuso’' not
S t St at s
QL conpl i an th§81aafﬁ g?ﬂ Jreﬁﬁé qn@? YRPQL1 1 ?5?%%&4 Yr ROE

ref erences get ecCl a onpil er provi y E-Metro. 16.
Fol der is abl.corothe si*ecyb HE?WJ‘ hi erarchical Iy arranged keys. 25 17.
An extendexb set of IT§.afbe byeRs pgeRulen; axel copded b MLacRe vari ous

standard obj egiin IEBGt alise of eimn’pémcmr of CEEA ebht BpmmBec (bj ect
g“d SO'(;/O?J egt 28 . Iﬁggégfci %éP&&I%QQ?u%ﬁo%MéE&:&%ﬁet data will Sl;te 9
O asses will ehaxs/eOHFb M’ﬁﬁ%&%@% T R e R
exanpl es are Auditbe exgcysbon mic ey ntepge Iqﬁ%“\?éi“?“l?fp(’if“i"an‘fa]ﬁ f“PBnary
obj ect appear s:@infmm?ly a list of keyed objects to the client of a
Di ctionary-- 35 Therkewadrafiictsratdedil aastete ublefy bedetaraant vvm
"values” of tig B CLLQRLY nd d¥nt SrdiRPlat ud: 0K WiHIR PUBLHE s QBRGF!
to be filled in.
.- I19. There is a special "Update Home" InteractInstruction
20 which updates the latest information in the E-AutoPIA into its
HoggLE -PIA -- an implicit "Update Home" InteractInstruction is
executed at Itznerary termination. Note that this special
,_JnceractInstruction requires the E-AutoPIA to physically visit
_its Home EB-PIA. ) -
.25 i R -ionsh etween InteractProtoc ang -
- IntexactInstructions :
. An InteractProtocol maintains essentially a template
'relationship to an InteractInstruction. An InteractProtocol
. ‘is represented by a signature of parameters to be "filled in,"
30 while the InteractInstruction counterpart is the same except
with parameters wfilled in.®
n InteractProtocols and InteractInstructions are both
. authoring time entities. The InteractProtocols represent the
l}ervices provided by an E-Broker and are authored along with
35 an E-Broker.. InteractInstructions are authored during the
%¢onstruction of an Itinerary for an E-AutoPIA. Each

-
.

10



Fr—the—Brctiomary—Reys are TyprcalTy Strings or Synbols (as 91 W 98/ 03927

PCP/ [ TS97/13309.in Smalltal k) and -are used as nanmes for the objects so
keyed. But keys can be any object the programmer sees as useful as a key.
The val ues cwostmeany object as well. An exanple . D cti BEBEHUSITABShown

bel ow. keys.values | "F ratNane" a String object fleg t" a Fl oat. obj ect

"Street" a String object 5 E Personal |nf on _Age ) Pl AL.
Pur pose of E- FneractipatrRetiRy FHFPTRSFRH égﬁn?iha"f geafe g%é\ and

mai nt ai ns t he imeakrageisdnos InfaeectProrraedsets that are |ntended to be
shared in a secureﬂlgca,s@'hggn ﬂ;QEEbAZe 1Y) arePpAivill)egeRuEés whaginafeé quntoni c

E-Metro Secure gmg;pggaoggf Eaﬁrgﬂmagggﬂesamsuasg&uatugm Fol der

that is createfd or| I me” - - eltlnglsto be

acconpl i shex VWHJH‘CFHNL Afsofiﬁﬁcm PF§"‘T‘ Vl’tﬁ?‘é}blg%\? tHe B 15 Metro client
subsystem Pl /xprEasionstRiing nelddie eapleymhddeaRale ComPilex s PFRFER%Bcol a by
the B-PIA'S OwWiflordbr a6hahi Netétate protdeolPka! esecitar 81l Mbhthat Rales at

runtime onl'y vig 3 oliyiaackill 468k S0C:ARLY £0haebAGs Ipratridudiyre. 20
PIA5. An E-PI A conta 0 I whi_ch checked and
satisfied on afhe IRH?‘%? a‘anPFStL'B’é?ﬂce géc'%ﬁe Téhe Iﬂr%id%y °E E’Fi contains a
Set of Tr Ukt edIRHeFRSCRFAtETORt intayastisn) rang Epm"iﬁ@efr dthe ERWSFTAg tine --
some or all of reqfestescintemicbion)sedIanyds adsohehdBmPLhat Razameter Pl A7. An
E-PI A contai ns c%Hdhévé %ikd&éid’ﬂ Rulel S¥jRicRst i Oﬂfestahﬁﬁlém% dbplidd - -

each’ RecordedE‘\’/ nt st ' I nf or pat.i,on_ab nteractlon that is-
i nteresting (e° e satcg}‘?gopa’ﬁ“ﬁ& el r}111 gg any access vi.ol ations,
etc.) F;gure 18 also shows InteractInstructions as having

15 privilegeRules. Such Sets of Rules may be added by an E-
AutoPIA author as he is constructing an Itinerary and has
decided that certain Rules should be ‘maintained regardless of
the InteractProtocol's privilegeRules that the
InteractInstruction refers to.

.20 E-Commupity '

' c1. Purpose of E- cOmmunity -- An E-Community provides a
grouping concept for E-PIA's and other E-Communities. In this
regard, an E-Community alsoc provides security for the objects

. it groups.

25 . €2.. An B-Community is an E-Being -~ an E-Community
maintains a E-Metro notion of life concept in that it has
goals to share information and interact with general E-Beings.

C3. An E-Community must have a name.
C4. E-Communities contain zero or more E-PIA's -- the B-

30 PIA's reside together because they share the same goals as far
as sharing information. Thus, E-AutoPIA's locking for
specific B-PIA's will know which E-Communities to visit.

C5. E-Communities may contain other E-Communities such
that they can be arranged hierarchically -- The contained E-

35 Communities may, in turn, each contain one or more as well.

" The hierarchy must be strict, however, in that no E-Community
is contained by more than one parent E-Community.
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Recor dEvent object is added to its audltTrall For an ES-AutoPIA
everytime an Interactlinstruction is performed in its Itinerary, a
Recor dEvent wojsee®d27 s added to its auditTrail. The contmmussnfskhe
Recor dEvent objects needs to 4L WO 9MB27 PCT/ Q597/ 13309 - be determ ned

based on audit trail needs durin Metro, .dev 1Lt ly,
filtering of -certaf%r R@E%P(ﬁE\F@W@ME ek §’% gggmé‘efg q?a edgfaﬁ
perf or mance ofCommupityhhae decidsdne marAarY3ilabhe. point of the audit trail

is to allow 5 t he onneEach B-Imenﬁaralbsr contaiiig aPl Intexracobkotrmolson what has

been done. PI'p3, &&liheywhexmefaetwltlple E- Communi tii es
Si rmltaneousI% !@ A Hone E-PI A nust be designated if there are nore 10

than one E~PI a given person -- The Honme E-PI A contains _ the

B- Comuni ty names BiHer EUFPREePRF-BobeA"s A% ErBEitady i8pre@t re8nfST t he Honme
E-PIA may be nmddi intes--2TAdlntesacripns.i nB-Bikars. gEawntEe Ptiric ghearts a

Certificate WelBrAts ihR81véa 1aNEn OfntlekBcORirS Bave t tHe REGEEH tsas@Bdoh hat
person's publiy t&?aYcupro cAfs eSHIRY abPal, 3he@R¥nd ﬁhﬁtpéﬁbcess can

val i date the A y querying t appropriate
certificatd a ﬁﬁﬁ‘f °nﬁ%ffr§éwcf5| on of an B-PIA i.s constructed at

runtime 20 when |$ﬁ?or Fach BrErpker AYNE- eRe\ 9Zs mLp pintegarkPERTAcAL®r mat i on
i nteraction -- an BERR| AnVEyBriokar caontains the wubsystens doplementingsall

pri.vil eaeRul egntggégﬁogmabggig%aof I ncl udi ng an auditTrai |l should be
consi dered. Note that anélh%@s oéf |ecal tgpeﬁs? sgpset of
5?5\ asse

i nf ormati on agtual Ty ‘cont al Ned a sour s. may be a

copy of orfy &-SHEMRiSY vhigh f‘ﬁ% ¥t |EgPﬁ%‘Fe‘a§'§§Pst’?‘bIIHEFraqq'?é”&BF?}f i cat e

assi sts inval |1ggptx@ed by the E-AutoPIA's current InteractInstruction.
BRS. An E-Broker must generate a unique TrustedToken for
~each of its InteractProtocols.
L BR6. InteractInstructions may only be authored by
20 obtaim.ng the corresponding InteractProtocol from an E-Broker.
s BR7. An B-Broker mediates the 1nteract10n between an E-
PIA..and. an E-AutoPIiA as follows:
g - 1) Validate that the E-AutoPIA satiafies t:he E-
Commmity s privileageRules. :
25 2) Vvalidate that E-AutoPIA has a decryptable Truated'l‘oken .
fcorresponding to the InteractProtocol being executed.
' 3) Validate E-AutoPIA's privile uleg.
4) Validate the E-AutoPIA's Itinerary privilegeRules.
... 5) Validate the E-AutoPIA's current InteractInstruction
30, pxivilegeRules. .
< 6) Validate the privilegeRules of any transitively
_9xchanged E-PIA versions that are going to be passed as an
':éi.nput or output Parameter.
. ) 7) Call the entrypoint of the E-Broker which corresponds
35 to the InteractProtocol's implementation -- only the
.’Parameters that passed validation in (6) of the E-AutoPIA‘'s
InteractInstruction are passed in. '

‘.
e

o

»e
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30 that the information actually originated fromthe B-PIA whose nane is
stated in the certificate. This is inportant as the information can be
passed on in "transitively trusted" third party information sharing.

Addi tional | ywoesmshe?i ndi vi dual piece of information'in therassmgisml E-PlA
assets Folder is 35 encrypted with the B-PTA's private key when assenbl ed

at the .3-PlA owner nal_,wor kst at.i on nQ.t y i n the
certificate in a }egﬁn&f’) thﬁ ﬁ%iaftinof:?llﬁélcﬁlig o IPPPI% 8&&323%57

/ US97/ 13309 -ipatke tir&‘eaa?'ai%cryb?’eﬁj ignBageRd P Shr §‘E|r °L“ﬁat t he version of
.the E-PIA is, in effead, vikidatddh Taekshd thwmigh $rabewdToken TT1. Purpose

of TrustedToken -- A Twsmchﬁaiemom Esega&ai&edma.b SepgIQleldNgik i 4F - om an

E- Broker al.ong wth r ?&Hﬁé guse of the
obj ect, tyBr cally Metar ma'ﬁ%er act | gn %? seerg%: Qfé Br oker brokers.
The TrustedToken grant3 mpﬁn‘&ﬁ/’g&ﬁa"r\%%aﬁe privilege -

(but not necessarléqlenrhﬂlhum oprayidnggb) to 10 ; perform ng the secured
interaction. TT2. dhen The TELEHGKIFOK SfindlemEh AN o0 igNedkedtitddaut hOF .anyt i
encrypted wt Pl ut S q,%g“; QE%#I ne -- the
E- Br oker thenr}Pté E’r'.rggg Céf"% @HPF%' %‘%@hﬁtkg H'llﬂ:'kref\(];/tp 1 3. Wen a
secur ed i APer ZICFBPFE ‘kl ¥equested, the B- Broker nmust be given the E-PIA's

name and the encry.‘pQ)e@anrtm d’tﬂ‘emetﬁrﬂzrtbnttmeeﬂe@avﬂidﬁtéonreét'é'eﬁT(ﬂ{en can
be -decryptedpaat b frhterivbbicrdcoy 8b¢ Paaedalewyn a previ ous authoring

session -- the E By r@é?. ‘Ealfl ztcﬁc@} Sffers Eh“frﬂ:e&%ﬂl:‘ﬁéééd&lb?}f‘é%non s

trusted only if ”j:' b can. ber ec t\: cess

| nt er act Pr ot o&5FV-¥p17" % ? ¢ MBEE: f’r%?‘b%(%l [i#&l ?19 %Y%r ot ocol

obj ect deésgn&leesr*slﬁﬁéts Bald ﬂ%rﬁé’& FRFSFIRPrOFORIP PH‘@VE‘?%@NdFE‘?dﬁs whi ch

nmust be true iBxokedfler for the specific information to be shared.. The

shared informationgps. RRCKkaBSSoker offers a-'getRightsToInteractProtocol"
service-- the service anaswers the InteractProtocol with the
TrustedToken. It is important to note that this serxrvice can

20 be implemented: i.n any manner by the R-Broker. For exanmple,
this service may be where the person desiring rights to an
InteractProtocol has to validate who he is and/or pay to
obtain privileges. The E-Broker can refuse to answer a
TrustedToken for any reason.

25 - BR10. B-Brokers may be directly interacted with without
regard to the E-Community privileges of the E-Community they
belong to -- however, interaction with an B-Broker does
require privileges to be obeyed of any parent E-Communities.

Having described and illustrated the principles of our

30 invention with reference to a preferred eﬁbodiment, it will be
apparent that the invention can be modified in arrangement and
.detail without departing from such prihciplea. As such, it
should be recognized that the detailed embodiment is
illustrative only and should not be taken as limiting the

35 scope of our invention. Rather, we claim as our invention all
‘such embodiments as may fall within the scope and spirit of
the following claims and equivalents thereto:
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I-A—t+-he—formot—a—verstor—o—antEPrA—Fre—verston—of—tteR—PHA -+
specifically defined by the outputs—of—the TnteractProtocol. 30 .- SP2. An
I nteract Protocol nust have a namg. SP3. An TnteractProtocol consists of a
5-tuple of Wosew2rof i nput Paraneters 2) Set of output mavaserissws defini ng
which information to store in version of . E-PIA that will be shared 35 3)
Def aul t par arreter ping 4) Set of Privilege Rules for imedi ate sharing
to occur | 9§t 6:5‘827 PCT/ US97/ 13309 5) Set of Transitive Privilege

Rul es for sharl ng bf v&exi Yrplemeptation gnokt dieaby ond comparer @etweriansitive
sharing). At raervesp.a ichepetenrneswaried epitsh ot praaadngesedutred

privil eaeRul ese,éaimagke OFCRS an:i%y B Bia%ﬁ.ﬂ@{oﬂwokfkrb; &@Pé&@%&&ﬁnabl e

bool ean -- teract y S 5;1 SP4. Eé,ecutlon 0
| nt er act Pr 6t oCO allldc?me é:rs‘gganet’\}"éwr"szflkoél1 YRR TRPAM  hsed on the runtine out pu

par anet er valves. GIFRUtEEr LIR}EUSREeG, depnp) for estipblishing atolegnl evmr ed
with the 10 BetworPlcammhnity,sernh csaict netwarkh comhvmiryebeind fAkkdoin put
paramet er val uRmpatér RPeaNANLS médobia BaE & RaAdVesiRes nddifzx an E-PIA
version is not ed. Instead the information is™ passed along in the
originally obtaine E-PIL A ns. NOTE: I deration to passi data as raw
data in sdfe - 15 s‘f‘f“ﬁ’é‘f:FBn‘smll’egPﬂ'é’?d RaRe aqsc(ﬁaﬁgc’é%e]é' 9@?%‘?%“&%“%*‘}5 Pl A,
shoul d be' i n\P§§%$lgeﬁ earemlhapécvaépngamhmlas gaveEnbhd\ saidr si on or raw
data can. be a iofiormariduréofigy phueabitiyPbt Esfiuni 6 thetwork members in the

s oach o 1aorka Q‘%Mdlg?‘"f oF SomlfiF s B Aot ok ég’wé 'h' the
E-PIA's pri- vat'gm%g nc’?l:[Efj :ggeﬁngo%dﬁfisi’ét cqmputer Er%I%ﬂ'g €personal -
client wor1|§ %eﬁet% ﬁaﬁf’o?mtaﬁ Refworkheexyexes . ' E- Pl A i s-

assenbl ed. La,t er, Wher impRemented megns Foraaxdemaipy sdil enbieyrati on by
usi.ng the publpbﬁsdﬁﬁ)l Qﬁf&ﬁﬁt‘ieﬁséé&%raflné% Bt-least cne set of
1nformation exchange rules.
o r 2.  The computer-networked system of claim 1, wherein
20 saxd network commmity is further compr:Lsed of:
oﬁ_‘a community network name;
--a plurality of community network member profiles,
a set of community network member admissions rules; and
‘ a set of community _network information exchange rules.
25 - 3. The computer-networked system of claim 2 wherein
aaid network community is further comprised of:
an electronic broker which. securely processes said rules
_ governing said pereonal information and to ensure that said
rules governing said personal information are satisfied before
30 . said personal information is processed. . :
. 4. The computer networked system of claim 1 wherein
said computer-implemented means for establishing at least one
» net:work community further comprises means for authoring and
adnﬂ.nistrating said personal information and rules governing
35- said information. :
5. The . computer networked system of claim 4 wherein
aid means for authoring.and administ:rat:.ng said personal

.
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J5. PTAfound iniis certificalLe. _Note that—stnAce private keys are never
| ocated in . servers, the input %&H{—pﬁ{—pa-l‘-aﬁ?tel’s used to pass data in
an E-PIA version may need to be severely restricted in expre55| on

ri chness, si RS eneral an expression result 30 vvoul 'Be
re-encryption w the prlvate key. SP6. An InteractProt oco aul t

paraneter mapping is a Dictionary showi ng the nane of zero or nore-
Par anet er s andirEorhaeicn @hdcmhlemgevehainge aalhd| irsficathapdomnet er | S

?ﬁfgfggt ggot \éwc%ilhtﬁéuéfd? abﬁ\ecé rste%f,%faé’rﬂr%%eheﬁ@ws%%ﬁr (HorME)§Xi St i ngI .

| u
to-which it may adg rmreeng'g#rre}%r negw%ﬁ{%?l %QQ%S?%E%@'UQS%'&%OQ SPS.
An E-Pl A may RAFRERLQ cammpplewn aRtvesk membey BYofile igffyrrher

I nteract Prd ocadmprasedgfdd to it.-- the authoring tine "E-PIA facility nust

provide this abili gyd,_g'il%gl Igﬁﬁqtaggtcmihgngag{g nhile 36 ta% an assi st ant
to 5 the con &{ ﬂl}%mb% correspondl ng Interactlnstruction-- , Since

| nteract!| nstructi ons Firr in ' the paraneters of an

.. I nteract Prot ocol 3% }9patxpRe Re5ABRE | iRfermation phiesk: mrdk to fill in
sone or all of theapalesust ene weanbert efomatdob yexahapget ealledef aul ts. The

ta:al e bel oy shewsreaposa@pte eeinehia ﬁ&sonanpinﬁ%am&@roﬁs@& def aﬁl t ]
val ue "FirstName" ,F r m]ﬂhﬁ! " r ei ght
"Street" addr ess st r eet ;'et‘%%e +L§g@i}%’3}f¢@i€${£ dfunc%?%ﬂrll

prototype: priftids gf‘g‘?’l"??ftg\égt?lﬂﬁf;‘t kB raglhested fromdth
.String* St ree'!c)nsisting h‘ét dakal dictunes onvidtecs) |sound| bbqumdnld gl todf aul t
call: processspfeetki ci al | nf o(fi r st Nane,

fil | At b h
profile. physi cal At gri buis -8 Oty BF% 3 o Q@éﬁ e

?ﬁ;agl;UfgL?ZS%%ﬁﬁpéegéﬂéingnformat?on . ject &e fﬂé%@ﬁegiég“iheegge bind to)

consisting.of information objects defined by said network
community. .

9. The computer networked system of claim 6 wherein

20 said pei-sonal information object is selected from the group
consisting of personal data, financial data, medical data, and
professional data. : '

" . 10. The computer networked system of claim 6 wherein
said digital certificate assures that said personal

25 ' information originates from sdid entity.

11. The computer networked system of claim 6 wherein
said digital certificate is issued by a third party which
verifies and corroborates sald personal information asserted
by said entity.

30 . .. ‘12. The computer-networked system of claim 3, wherein
said means for exchanging personal information is further
comprised of: :

" computer-implemented means for creating a home electronic
personal information agent (home EPIA) which contains all of

35 said entity's persocnal informAtion; and ’

- computer-implemented means for creating an electronic
personal information agent (EPIA) which contains all or some
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" passageway" for an Infornatlonggi—eal_t_o_euiher be |nput to an interaction
or be output froman interactidn. P2. Each Parhneter is a 2-tuple of (nane,

validation 25 Rule)--.the validation Rule nmay be used t | type at
runti me. Form)e, the expression "isKindOf: ad ass" P‘EZ‘F%J’M% whet her

the runtinme paraneter value is an instance of aCl ass or one of its
subcl asses.” A JDER18 WHY1RY ' £ )pHRbaal iRifoemMEiddhe combi nation of a type

validation and a g er e p L £ H oat)
g on 2 aTRe! e SRS ASH 8 (AL 12 HLREIA

e- - Rul SSI gned
to sone actinAdg Qﬂ‘ﬁg cf&§8FT‘Tfé’§ PﬁﬁB%}dﬁgg?ﬂ?%&ﬁ’aeﬁge\ﬂﬁl Eﬂ“ﬁ?gsac fvity NO
CVO 98/ 103927, REFre¥SFRiA3ebertrpnie RAsegpal Arfermrsen RESRELi vity does not
occur. it iss., inpetl arthet commitert hetwdrked Ruytsreqr afmainetzls wherbénnul ti pl e

party centri C sdid mBA&Lee%oar&&&ﬁgwﬁgtﬁﬁaﬁammawﬁ%ﬁnungn%@&esm ons 5
that eval uate, to IRU% R3. The Rul e expression granmmar mnust

recogni ze mJIt it exts -- in the nost interesting case, two E-PIA s

can neet so we ar EOTRHtEraiTRIeMeRtedSreanf £0x dispatchifg i exts are the
sharer and t helsikctresic b@rmnalenfamduipatesm teesrddl destimatdlopect s t hat
meet, thedkeyoummdaitynseewbzrkand "yoursel f" will be established in the

grammar -- nyself g &ngﬁlgn%%eﬁl?é&%aﬁﬁh f’Z:QuE:l %)ade‘f'izLﬁ: yoursel f

referstotheﬁ aree at neets wt arer To facilitate

reference to & P?lta’r?noﬁ@ ¥ Tk Fr’éefec Ker K ?’d ‘%EF?EF%s"
shal | be est af#aighetegtrophe Pﬁﬂ&ﬁﬂhrinﬂ’%ﬁ%ﬁgeﬁf efers to the Set of
sharees (E-PIA's tofjutereimplcrentédimaahs forlexedizing beidssikcteondder to
Specific ShAr aaie¥OMicH bbrl £1 Al BN ScHalC s 8 A0R13E L YIS gb¥6énal
_1n£ormation agent satisfies destination community network
.interaction rules.
: computer-implemented means for causing said electronic
. broker to search the community network member profiles:
20 aspording to a search criteria from said electronic personal
ig&ermation agent. :
computer-implemented means for causing said electronic
_‘broker to extract a set. of member information exchange rules
ofrom each said community network member profile matching said
25  search criteria from said electronic personal information
.agent;
computer-i mplemented means to exchange value possessed by

”»

.each electronic personal information agent according to:
“ a) said set of community network exchange'rules,
30 .. . b) said set of member information exchange rules from
said electronic personal information agent; and
)] said set of member information exchange rules from
each said community network member profile matching said
Lsearch criteria from said electronic peraonal information
35 agent;
. computer-implemented means for dispatching said
electronic peraonal information ‘agent to said originating

A0k
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20 at Tndex 0. Rb. References are used to refer to a hierarchically
posi tioned piece of data in an' ‘?m&{ ence nay use nanes
separated by spaces to denote hierarchical access. EXAMPLE : To restrict an

activity to ogpbysdspse over 6 25 feet tall .a sharer's rup@riitedidsode
yoursel f profile physical Attributes height >'6 R7. Rules are neant to be

Interpreted at runtinme -- therefore, only sone errors are intended to be
found at aut horammynitymetgork ynenosweeesffal exehangst PEvalgi&it ( E- Aut oPl A)
APl Al. Purpose of Ecémputfériimpldmeitib@Rhebing 8o dispaitehingesdidagents.that do

work on behal f ofe 2 5RIE derBbhnl ARfolndtiicdPhlehs @ gE18! & iinabihgi ti ates
tasks intending to | nter%ct ]\émth ot her cE- PLA s | Iocacl, Q. et e
E- Communi ti es, SEmWunipy Aetwapk uppn wppycqessinl exqhangg, Cf‘l Yas'®at | east one
Itinerary assigned £8-i tThe-gpmmyserspetuprked gystem $Fo9lajnp|i43 whagein Ayt oPl A
may only be. | aasighednputer-ispbawintedmesdris flor acaysingosaid MleetEoi A\
éP' Ad. A fHolfo BsxheBrNBY deaton Neni! chimmtn®i AEEG?*ﬁ'n%n\lbgi-Eéf%t@bﬁié Li.

ur pose o i nerary-s r 4List o '
| nteractl nstr uc‘ﬁr&ﬁéﬂ‘ h%%o%@f%@gée%%??&%%ag 'i%.‘pr,&ﬁe tinerary nust have a
name. 13. An |ti ner SPYPRRT-APpLenensgd pgans, £or| fajdrelestronia, pTekeX |t nust
be satisfierb f ogakel b tredquesictritdniac fromsaiddelddramdci autxgimbusn to t he
Set of Privil egge/ehes ggfoirﬁ\ggligrpraﬁghe, d&EgAutoPIA. 14, An Itinerary .
contains a Set of T | td yve [\ e oot l.es _g :
transitive sharin %‘?Q%én fo - 5F%e\gt.i§gr%?igwn%g%?s %&?gf’& t\e/beras?t\c'l)%é&%rr?- this
case) that are Bfe 1TerYpFeMf®%ract I nstructions within the Itinerary.
The Transitive Pri b} edRheRgbuputarenetwerked: spstem ofnglaimidi wherein | vi | ege
Rul es definegl f&idaBompitiet-diplenened afddnas £o4Cédingt 6&1d transacting

agent to extract a set of member information exchange rules
further comprises:

. means for generating electronic personal information

agents which satisfy sald request criteria; and
.20 ~ means for comparing the information processing
requirements of each of said electronic personal ‘information
agents. o - .
.17. The computer-networked system of claim 1, wherein
" said computer network is selected from the group consisting of
25 the Internet, wireline telecomputing devices and wireless
telecomputing devices.

18. A computer usable medium having computer readable
program code means embodied therein for causing at least one
computer to implement a system for providing secured agent-

30 rule based exchange of personal information over a computer
network, said computer'readable program code means in said
article of manufacture comprising:

- computer readable program code means for causing a
computer to establish at least one network coﬁmunity;

35 ‘computer readable program'code means for causing a

. computer to encapsulate personal information of a plurality of

* community network members in the form of a plurality of
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A

version of E-PIAt ht W II be shared—20—15.—_An _|tinerary contains a Set
of zero or nore Scripts --_.A .Script is just.an ecutableString witten
in some progr ) | anguage. Scripts can control when and how
Tnteractlnst%&%’g are to be performed. Thus, Scripts HFPSYIRP general
programm ng code to do whatever processing a 25 programmer wants to do.
However, a SCldoRinneidly fehberprofiley;aghdnstruction by its name and pass it

any variabl es as é@:&;%?@%efe%dkﬂi‘é ﬁro%r%téﬂd@ﬁf&&efgﬂ‘%yuéi'& a

I nteractl nsttuctions of an_ ltinerary or suyperclasse erary__may be
cal led from t FETERTS,ES FREHATHP PSRePRAR ATEEPETAPR AFEORHAG FRePar y obj ect
The net af f ecflepst (angt seheof Hpferpatdopstrahengernsledn get called in any
order. Inseract!| ms.r ust methdaker aichasgirgedni entsegueneformaniom orSar i pt s

are present i Rofffterl hBSHGHY, sald mebhod IditGalnp1cRRALEd SorPfatON€adt NMOre 35
Interactlnst f-%%t | QO3 ui:-erlr];ettw%% Cs airrv%rngnqs%gi'nggfé ! hgg EFI}%?? :

Interact!| nstrictions are executed sequent i a Y #8583 pEr/ QS97/ 13309
| 7. An Itinerary rAfFbprheing said cnddvidepl tpndeigy pt- leaste ongupetwesd ng
Itinerary i nhepningittiye Whems safd meuveork artmuhi tyn uathenfcdmpeipes ent

| tineraryaiol Xicb@magiichNfdd Ghdos sdr bfladnieeResenalshnt eract!l nstruction --

|t er act i ons. bet ven =R 818 EEPLL whB-bUE M6 SrfbhEltn 0% 2UCC
pl ace. Each | ROBREAENRY r@&#oﬁnﬁ@géf?%‘es the interaction that will occur
and the. rul es undeftopingpaid infemmatder Un a| maynerawberdhyperidnt to note
that is the eiefesuationadbjaethknbar bet ssighedt aleabatons rule, Giaredmy t o
exchange 15NT'@ai@AR SRS thd heceBathy |cBhAI AeN 8hi UiHe2Bi Eo acRielsdP! € Of
1) B-Communi Ty R30RckBs Haild L REAGE 8 Wiecha® 3) Parameter assignments
. i creating an agent, esaid agent 'comprising said
- information; and o :
. assigning an itinerary to said 'atgent, sajd itinerary
_ 20__5’__%éire,cting the activity of said agent.
. .Z“&* 20.. A computer usable medium having computer readable
. program code embodied therein for exchanging an entity's
-...yinformation on a computer network, said computer readable
. program code in the article of manufacture comprising:
25 ., . computer readable program code for establishing at least’
.one network community;
computer readable program code for establishing a
plurality of individuals as members of said network community;
. ;Computer readable program code for establishing an agent for
30 .each said individual; and
. ‘computer readable program code for establishing an
Atinerary for said agent.
- 21. The computer usable medium as in claim 20, wherein

. said network community further comprises a community name and
35 a set of admission rules. '

s..» :.-22. The .computer usable medium as in claim 20 further
' _.gomprising“co'mputer readable program code for acquiring
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4y Set of PriviTege Rul'es Tor romedratersfrarrng to occur 5) Set of
Transitive.Privil ege Rul es for shtaring-of——version of E-AutoPl A to occur by
third parties (transitive 20 sharing). 6) Maxi mum nunber of interactions
113. Executi %dﬁfnni‘ﬁ InteractInstruction creates a versi

E- Aut oPI A based on the runtine input pararreter val ues. This version of the
E- AutoPl A is what is given and 25 shared with E-PIA that is,interacted

Wi t h- - howeverinfiokmagion pppeaclpMajdeentityal whereire spidvinfiermatddn ai ned

B- fF’I A ver si OnSfurthbﬁrbo%F:rEséﬂtﬂaénHBrﬁim' sidsmtobgeeeaeﬂ;d kg &6 athd hgo

i nformation i

114. The ver s%’%ﬁ?ﬁéa}dogg}égt a& | %}%?géysﬂ%gggﬁt%f %Fé(;g(::ses of’
fundament al i ridnR ‘?ﬂ?"éné? t‘FP:’ceﬁ ESE. AutoPl A's pri vat e key-- this
encryption Sccurs a@ t aeEcomprtem neable medhuh ag|inealaim20s wherein when t he
i nformati on f afaidt AgeriofRrEhéd Aomprisee ! tdast al @Lb-sewidesakdaPl A or
process 35 ca é}ggﬁyptigflggmgg&{ mati-on by using the publ | c key of the
versi on of theE—PI dinits certl i ca 3927 PC

r/ US977/ 13309 Not @4 ©s PRERILST 93?% éf‘é'f‘ea%ggle\fég > gu"l""rfmfser vers,
the input or cﬂﬁnpaf-sw seEpater yeagable ;959sraat<a9den forrploaing ¥sider si on
may need t1® beageavete|quergssaidipedsonal infoph@siingnwherdie saidStulds i N

general , an eweeeﬁéa&d aaalacce‘ésw@%ﬁédequl 68 d Sn2BEhYPidrOBpYeddE t he
pri'vate key. jho nriyil eaeRul es rrudtiﬁesatlsfledfor the .lInteract
|

Instruction to ot 8 necet"“?a‘r’%n i tion to the Set of Rul es

for the Itinerary § V\éF‘I electronigabeing Q| eemmand,and rontredut i ng
E- Aut oPI A. 10 infoiBatidmne objectss tbeloRging teaaRerad tyy, esaizhieddctrshig-aced

.in the vrisvi RAaBUEBEedOint HEINE IR S6mAltel PhAIdNN1A! £6AE UIRS prefeaitedndue to
the | nteractl ns eug{.élo[bui_pgggc Hpﬂ@erlév eﬁ.\h é/onﬁ&)li ”Hm nteractlons of

B-PIA's wi |l particl pa execution of “Aan Thteractl nstruction --
this value may igital certificate;

information objects relating to said person oxr éntity;

and . o ' '

20 rules related to said information objects whereby said
rules govern the accegsing and- processing of said information
objects; .

26. An electronic-being as in claim 25 wherein said

electronic being is further comprised of:

25 - . means for creating an audit trail of all information
processing and electronic personal agent information
interactions; -

- trusted tokens; and
a set of interact protocols.

30 wherein said trusted tokens grants said electronic being
a primary and necessary privilege to perform a secured
.interaction and wherein said interact protocols govern the
interaction with other electronic beings.

27. An electronlc-being as in claim 26 wherein said
35. interact protocols are further comprised of:
priv;lege rules which determine if said electronic being
- has the necessary rights tp begin information processing; and
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.Fo1rm representing an | pteractinstruction with Paraneters, ready to be
filled in. 119." There i S a speci al "Update Home" Interactlnstruction 20

whi ch updat egmtwdﬁt est information in the E-AutoPl A j rycq.,ds;,zmolg—iorre .E-PIA
pda a

-- an inplicit te Hone" Interact Instruction is execute [tinerary
term nation. Note that this special ",,Interactinstruction requires the
E- Aut oPI A t o physitnsttive iprivilegeHonbedswhish £33 06 aaid \d@legtrbmic
IRelt at| Otn;hllto liﬁltmgeyﬂs lsRhes %b?réﬁm(elhén@rit@a kﬁf&ﬁ:ﬁ‘ét 1 ofl SdBjekiePNEE AN

nt er act Pr ot ocQ [ | e e Q. an
| nteract| nstr&et f%%.oq‘kﬁ %tglr%%c%i%b’ o%%ﬁ:he. ?EJ"?&S% éggﬁ%%géggposélgcnat ure of
par anet er s t o P§Es0na] igfioymptionpgemt, (gt matntain,: PFRRGEIEE; BRe count er part
i s.the sams ewsdéginal enthties qomeandsahdiddnggoln. , | nteract Protocols and
I nteract| nstructi oze.ar nbaxitenomdus ReettubriiicBe 1Y itbi 86 .enbity's

| nter act Pr ot 09QkS; fAACAS Cl ol Brononbhy | dteBbAY dnbVe APaf g, and are
W t 5 a

aut hored al on % n B- 510 fr I nteract) nstrlictiqQns are authored
during the cdofsFYTRY Fanr?ﬁ%ag © | 19 PRP PHEEPRR A TE2ABE RT3 PERRRSS 100 WO
98103927 PCTNSOMRMIFF0 Y=o .c FaERYyPdpgect i on represents the call of a
"request edo int er actdightabrcekrhi £kaatePr ot ocol . Al so, shown in Figure 19 are

privil egeRul es t hainfdkfa i rep;ts_h;at £6 addildr pL s or ERCALNT WMbbageRul es s
a Set of Rulegg;g n%%ﬁatfq% stﬁ# Pé«@‘é‘i%?'é’f gagh, Rul g 1S an
EXpI’ essionstrin e‘g%&%s e e ]

8 Icﬁt nprier to process. |In order for
an | nt er act Pr $REeDRLER & all of the Rules in the privilegeRul es nust

be true. As nenti ond@spreldtedsty saidhinfrrmatiommbdetts svhexebptdaid/sel f (t he
provi der af t keldd dovees atiePactamingi Midprtteddingadd 08 sakbridtion
E- Aut oPl A regyesdddl0ahdt eraction). It. was also shown that Paraneter

obj ect's have val i darjon Rule oblegts, fhese Ries are apolied
- 29, An autonomous electronic being in claim 28 wherein
said itinerary further comprises:
20 . ..«an itinerary name; '
. .w@gtransitive privilege rules related to said information
objects whefeby said transitive rules define a necessary
condition for the processing of said information objects to
parties subsequent to processing by said entity;
25 . interact. instructions which direct the actions of said
autonomous electronic being; and '
privilege rules which must be checked and satisfied on
all interact instructions. '
30. An autonomous electronic being as in claim 29
30  wherein said interact:instructions further comprises:
privilege rules which must be checked and satisfied on
all interact instructions; and
= transitive privilege rules related to said information
objects whereby said transitive rules define a necessary
35 condition for the proceéssing of said information ocbjects to
parties subsequent to'proceasihg by said entity.
; 31.. An.glectronic community for use in a personal

o
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ONy to the actual paraneter belng passed 1n. rrguref8—al so shows

I nteractl nstruct.i ons as having 15 prlvmgg Sets' of Rul es may
be added by an B- AutoPl A author as he is. constructing an Itinerary and
has deci dedwgsapssgert ai n Rul es shoul d be nmintai ned regeacrussssssed t he

I nteract Protocol's privil egeRuI es that the Interactlnstruction refers to.

.20 T-Comunity CL. Pur f*E Conmmuni t ro

gr oupi ng conce%"t""tr&l"'yEa gﬁﬂ%e qrgfgug?’ygcféf‘ﬁ‘ﬂﬁﬁ}ﬁ 88‘."9‘?59% %Fggal?dgegard

an B—Oom‘runltyfﬂ%t#ilet’c‘)l peERFifi®gsecurity for the objects it groups. 25 C2. An
B-Community is an & Beké(for said felserrmid yomwanitygi ns a B-Metro notion of -

life concept in th%t slﬁgi’@%r goata iy éf‘aél%ctk&fx% %&h@&ﬁ&%fb%&éf&ﬁ wi th
general B-B |n s . An B-Conmunity nust have a nane. . B-Comuni ties

contain zer é E-PIA's -- the B- 30 .PIA s reside toget her because
they share the samil §érgle £ phvralisysabrelestramts Axokere: Thus, E- AutoPl A's
| ooki ng for specifa eidg ¥ Arsplmntdlityonf vddikiBadoralenttomic to visit. C5.

B- Communi ti es g@wmm@eiasn ot her B-Coi anunities such that they can be

arranged hierarchi ggllyy- € L@@F@ﬂ%&:gﬁ& %xcﬁ%ngé)r | % pm?étix'xn &l
each contain one' of hore erarc ST AcWeer, in
that no B- @)mﬁ?ﬁqﬁﬁ““ﬂél%cﬁﬂ“‘m‘ﬁ%’ﬂ BPLRBr éﬁiﬁaﬁrﬁ?ﬁs%&?@ﬁi%ﬁoﬁ%m ty. 101

WD99103927 PCTétsg8z/ 13308rei®dng Bad rEt Coonmmnii tyt Hon Sironsa ofirist Beokeres t hat
the E= communi &y asidesidiad chimiic@cayai hakher SomprEathgE- Community

contains no I nteract.Prof g{e@éig té’%ﬁ@%’?&g‘:ﬁgﬂ E:Pyth'éohaﬁté‘toe{ %S?.a f’ir

. E- Broker BRI1. Purpose er-- 'S require
i nter-Pl A I nteract BGHES®E- Br oker s guar ant ee that the all E-PIA s i nvoI ved
in an intet3cti on have ingormpgien dedetingito BaidriicsPr evuxss,swhereby er act

I n the manner that sah@ information is further cowprise of information
objects; .
rules related to said information cbjects whereby
said rules define a necessary condition for the
20 processing of said information objects;
verifying said first communication was originated by said
first source; CEa o Lo
~ verifying said- rules ‘were originated by said first
source;

25 executing said rules on said information objects to
determine if said information objects meet sald necessary
condition;

collecting electronic personal 1nformation agents that
satisfy said criteria; .

30 . dispatching said electronic personal information agents'
to request another electronic personal agent or autonomous
.electronic personal agent. )

- 33. A method for an entity to command and control
proceasing of their individual information on a computer

35 network, said method being implemented on at least one
computer: network -sexver and comprising the steps of:

becoming a member of at least one network community,

"
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I nt eract Prot ocol s. BR3 An' E-.Proker cont ai nsdt he subsyst ens i npl enenting
all InteractProtocols it owns. BR4. An E-AutoPl A may only interact with an
B-PIA in an vidssl@pnmuni ty whi ch has an E-Broker with therisstess@ct Prot ocol
identified by the E-AutoPI A's current Interactlnstruction. BRS. An E-Broker
must generate a uni que, TrustedToken for each of its |InteractProtocols.

BR6. | nt er act |'HREFEUERD REREYTIH FOPTIRILY FHEYRRF GO™DTians: &i APALAE

corr espondi ng .navecpnd tPmEetoed|admigpiom rEl®oker. BR7. An B-Broker nedi ates
the interaction betumeiling faid’iAdbwital’ Egﬂhxhual?wz_;a@efrebyoyﬁd 1) Validate

that the E AUtﬂﬁ;@i&tﬂl ShieSmdthenE1s RARHE! lobmpribéd IdreaeRl£R one25 2)

Val i date that. s_a.decr abl e TrustedToken. correspondi ng to
the Interact Prot @gﬁgu%ﬁlﬁ é‘ﬁf‘e%‘%t 2 'val i date E-Aut oPl A’ s

privileaeRul es. 4)afgigndageat H@aE‘iA@R%F’P%F 9 tBPhér%ﬂd}"éFlP%:’rl eaeRul es. 5)
Val i dat e the Enfotro#tidins objectent whetemadd| neler gcatem tha0n&réadargacRul es. 6)

Val i date the Mdnuahw&besomezenyo ﬁ&ébélé@hyanHBEdoﬁ‘e%EA and
versions.that are QAEP& fe@?%nPc a%gtgut%aﬁ’%raéreertmer 7)
t Gaii Sual

l_l_

Call the entry 0|n corres ond

| nt er act Prot oc nPa‘?%t‘r?e €8¢ RFE Plssed
validation in Kve}lemrxrheaeimi@m diFﬁ?mtthﬁsNWFMnoér%lgassed in.
701. WO 98103%4enPCT/ US97/ 13309 8) Deternine the specific collection of

E-PIA"s involved &j, tb\enem&rx@at b&ﬂ:u‘tert £ st elnS £ 8250 0nd Wx@eﬂa@@f a) -
Val i dati on Tasks 3 %{1{\’8#? above An "addi tional selection rul

suppl i ed via o 3?'?9% tiﬁ?h t he B- Broker -execut abl e c) The

O Vil eae Hossof {MRATE EPR GFoWiding & mechanism for entities to securely
author and encapsulate personal information objects and

processing rules governing the exchange and processing of
-personal information; and
) means for empowering the entity to command and control
20 -its personal information within a networked computing
_envi:onment
' _‘35 A distributed object resource management system for
use in a personal security and exchange tool being fixed in a
_ computer readable medium eompfieing:
25 a messaging subsystem which receives and dispatches
electronic autonomous personal information agents; ]
an interaction proeessor which processes requests from
said electronic autonomous peraonal information agents through
- an electronic broker,

30 . : a rules processor which validates and processes rules
from electronic autonomous personal information agents and
handles conversions to SQL statements;

an electronic broker which securely intermediates between
electronic autonomous personal information agents and
35 electronic personal information agents; and an object
" repository which is where electronic brokers, electronic

i1
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setected—based—oma)—and b) 9) The B-Broker s | nplenentation is executed --
if any failures occur, the Interactinstruction is not conpleted 10
successfully. 10) Only the Parameters that passed validation of the E-
Pl A's | nter astdysmsarol are passed out. BR8. Each E- Br okerrcwiuBsnssoan

"interactProtocol Directory” service -- this service answers a generated
HTML docunent 15 descri bi né; all_ of the |nteractProtocol sp?{)l(?)vi ded by the B-
Broker. BRO. EREFSRAR; gREPESH ARG, elertrgpi ey CRIFURSFHER %8 servi ce-

t he service anpeesistenslynteract Protocol with the TrustedToken. It is
i mportant to note t3wmt Ahi Slettkvhie maaﬂmdiechapbwbedfifamytaawr by

t he B-Broker. EQL-&Xaigl Somnetxjébsbfea[u\(:‘t%n ﬁ}‘ﬁ@re the person desiring

hts t Int t Br of t d/ t
B A Tl o ac

any reason. 25ProGiEEgSs - praneactiemfopengurethay rwies &é‘?eﬂa%&fﬁe@l t hout
regard to the beforenantiryngudtibheie protesssi;B- Community they belong to - -

however, interactiqp WhbbeAthi Eé%aldeﬁﬁm{a%qu it \chhages%cwew obeyed
of any parent E- Oomﬂi rated t

be
principles of SUFRRY aﬁﬁ%n?rft&ﬁq F%’V%?’%%%H@%C’W'éufﬂ @%F?Eﬂ aé’f‘?bﬁ&?‘ﬁ%nt it
w il be aBBar gavexni®g PRece8fiBHti on can -be -nodified in arrangenent and
.detail wthout depmtinepgidl artiuity dibpstqhezswhich Siamhlestalls inabdihe

recogni zed t hagrajditdehatdfibe8BDRMNBRLG | Sedtkbhfl Rla%E MUctaRdcShoul d
not be taken ag limting the 35 scope of our invention. Rather, we claimas

our invention arT cduch enbodi ments as may fall within_the scope and spirit
of the fol l oni ng A¥AE BFREVSGUAYARSAESWhiGh PRESigtenftyopyerRs, product

PGTI US97/ 13809 infeérmitdom fxodéssed npy @apdt electronic diazasaselagtgondaput er
network servepbroker0nput er - net wor ked- system for providi ng. secured
trusted token processor which stores and processes public
keys from said electronic personal information agents and
issues and validates trusted tokens presented by said
20 electronic personal information agents;
advertiser directory which stores and processes’ orders,
product information and order forms as initiated by
- transaction requests; and -
private activities database which stores advertiser
25 pending orders, inventories, and information necessary to
carry out transactions.
37. An electronic bazaar as in claim 36 which ‘operates
on a semi real-time basis.
38. An electronic bazaar as in claim 36 which processes
30 aggregate orders utilizing electronic personal information
agents. '
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conput er - net wor ked system conprising: conputer-inplenented neans for
establishing at | east one network community, each said network comunity
bei ng fixed i nwosampzs er readable nedia in one of said corpriossrinest wor k
servers; 10 conputer-inplenmented neans for securely encapsul ating an
entity's personal informati.on and ruleﬁ?%overning. said information of a
plurality-of connqglty net wor, AFe S the formof a plurality of
comuni ty. member profiles, ¢[d community nmenber profile being fixed
in conmputer readablle 15 medi sai d cosputer network servers;
conput er -i npl enent ed ntity's -personal

i nformation. accQrding imformati on exchange rul es..

2. The conputérﬁﬁetmorked - 20—sat+d—Aet wor k

comunity is further conpriseg / |[net wor kqnaee| ...a

plurality of comu i 5 HEE[:corndﬁi y network
infldr&at i on

menber adm ssions, rul
exchange rul es. .Y 25 3. The—edpy
"sai d network connunlty i s* further co
whi ch. securely processes said rules
and.to ensure that said 1. r
satisfied before 30 .said p

ﬁemﬁ\mwrﬂ\MHmn
etectronte—bt oker
oovernlng sald per gonal information
i.ng said persopallinformation are

Af ormation is praEQ§$ec.. , . 4. The

< |

- U \J

conput er networ ked system of § wherein said c i npl enent ed
nmeans for establishing at 84 net wor k comuni tly&fR@F Her conpri ses
means for authoring and ‘1 admi ni strating sai d person H‘ E; rmati on and
rules governing 35. said information. .5. The. ConplTFr #etlwor ked- syst em
of claim4 wherein :

INTERNET
FIG. 1

INTERNET
SERVICE
PROVIDER

~

mI=I=T=T=
HUB
_ 1
| SERVER
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§aid means 1or authoring.and admnistrating said personal so 104 gEPLACED
SEES. ascription pages to page AA Cainms) Pag .. t4 to paged . ..

Drawi ng(s). page.. ,~ paged ....... . Abstract paged d W 98) 3927

PGT/ U971 13309wossmermat i on and rul es governing sai d i nf oPFROBBMNE g

di stributed object resource managenent system (DORMS). 6. The

conput er - net wor ked system of claiml, rein each said conmunity network
menber profil@ 1S turther 5 conprised o a digital certificate containing
t he nane of tlhe comunity nenber; Ieasg one personal information
object; and |at | east one nenber inf Z exchange rul e 10 correspondi ng
to each said p\,iscr‘"' iherratemobl ect . 4g The conputer networked' system
of claim®6 erkin_ saBPWersanal I' nf or mati on object is selected fromthe
group consiqtihg of data, picturgs,] videos, sound clips and digital -
objects. 15 §. [EBMETRQEBEGURERE ked systemof claim6 wherein .said

per sonal i nf dr npt(HARDYMABETOKEN)ellect ed from the group consi sting- of
information dbjects defined by saild petwork community. 9. The conputer

net wor ked syqtem of claim6 wherein |20 said personal informat éon object is

sel ected from *t he [Of cAPE Jestinglof .pgrsonal data, fi Ancidl dat a,

nmedi cal data,| and RESTORGt —dataf110. The conputer nefworked system of
claim6 whergin sal _ certif ¢ate assures ‘that gaid personal 25
information griginates fromsaid ent|ty. 11. The P ehwor ked system

of claim®é6 erein

- E-METRO
CLIENT SUBSYSTEM )

.11x

E-METRO
COMMUNITY

(Irput er et
E-BEING
REPOSITORY

e
E-METRO :
COMMUNITY

o - - —

13

E-BEING
REPOSITORY

FIG. 2
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nd- -
corroborates said personal information asserted. by said entlty 30 12.
The conput er-networked system of claim3, wherein said neans for
exchangi ng perggigeagisnf ormation is further conprised of :pcrossinsse
conput er-i npl enented neans for creating a honme electronic personal
i nformati on agent (honme EPI A) which contains all of 35 said entity's
personal information; and conputer-ing/@rented neans for creating an
el ectronic personal information agent (EPIA) which contains all or sone
1D WD 98/ 03927 PCTI US97113309 . of said entity's personal information. 13.
The conput er - net wor ked syste OMABJGRIESQIGTHAL 1 n ,said hone electronic
personal information agent cpnmands and controls said el ectronic per sonal
information agent. 5, 14. T d ?rstémof claim 12,
wherein ,,said neans for ex inffrmation is further
conprised of : conputer-inpl ilsPpt ching said electronic
personal information agent t 0} ..,community network.
conput er -i npl enent ed neans fpr cam@mgm-@m rs destination conmunity
network to receive, verify, pn proqmgg@d ecfronic personal
informati on agent. .f conputkrdi npl enent ed rreans f i'$| izing said
el ectronic 15 . broker uponjverIircation ihai sai j el ect roni ¢ personal
i nformation agent satisfies flejt MARIORIE'S BUBLIG t 1etwg .interaction
rul es. conputer-inplenented pheqans for KBYsi ng sgi d| £l eCctronic broker to
search the comunity network i a ,ordl ng to .a search
criteria fromsaid el ectronif pepsmal ID VADITY i agent
conput er -i npl enent ed’ neans f pr |causi I’QA'EEBd el e tr 47 broker to extract a
set. of nmenber. information gxchanmge TOi €S )J-C

. DIGITAL ID SERIAL
NUMBER

18
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fromeach said community network nmenber .profile matching said 25 search

criteria fromsaid el ectroni c persona

per sonal - i nf or ma#883Bgent - accordi ng to:
exchange' rul es;
said el ectronic persona

_ information
conmput er -i npl enent ed neans to exchange val ue possessed by
a) said set of corPCEAEIYIE3M9Et wor K
.30 b) said set of nenber information exchange rules from
and c) said set -of nenber
conmmuni@y networ k nenber

i nformati on agﬁgé;
i nformati on exchange rules from " each d

profile matching said
informati on 35 agent;
el ectroni c personal
WD 98103927 PCTMS97/ 13309
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|nfornat|on proceSS|ng reqU|renents of each of sald electronlc

personal -informati on agents. .17. The conputer-networked system of claim
1, wherein saiygeisputeer network is selected fromthe or peuSISEsSt | Ng of
25 the Internét, wireline tel econputi ng devices and wireless teleconputing
devi-ces. 18. A conputer usabl e nedi um having conputer readable program
code neans enbodi ed therein for causing34t |east one conputer to inplenent
a system for providing secured agent 30 rule based exchange of personal
informati on over a conputer netmorﬁg conput er readabl e program code

neans in said article of manufact i, Si ng,—ggnput er readabl e program
code neans for causing a conputer. i | east one network
comunity, - 35. conputer readal eans' for. causing a
conputer to encapsul ate. perg0nal : plurality of conmunity
network members in the forpfof a plurality of 107 R WO
98103927 Pcri us97/ 13369 conput er readabl e
program code neans for, _ sonal information
according to at |eagt one S i nflor mati on exchange rul 5, 19. A

met hod for exchangi T ormation on a_r conpWyer network,

sai d nmet hod being ifpl enented Jon -f’lﬁl eapt——
conprising the stepg of: authdcizing sald il
network conmunity, ere sarcrmetwar k conﬁunlty urther cgnprises a 10
conmmunity nane and a\set of adhfgelon ruIeF acqui
wherein said informti OR onprises_at | east one obj eg="storing said
information in a manner ereby said |nﬂornat|on opj ects may be assigned
at |least one rule, wherein . _

!
i
!
!
I
!
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IS5, Saifd.tule states the necessary .conditions for others to access ,and
process said informati on objects; creati'ng an agent, said agent conprising
said -information; and assigning an itinerary to said agent, said
itinerary .20wQ®mIRTtting the activity of said agent. 20.FPCTASSUVRMAt er
usabl e nedi um havi ng conputer readable .program code enbodi ed therein for
exchanging an entity's -......,information on a conputer network, said
conput er readable .., programcode in t¥4%rticle of manufacture conpri si ng:
25 computer. readabl e pro ode for establishing at | east ©one network
communi ty; conputer read %ET% ram code for establishing a plurality of
i ndi vi dual s as nmenbds tvvor k community; .:conputer readable
program code for esta ' agent for 30 each said individual; and
conput er readable p QLam de forNestablishing an :itinerary for said
agent. 21. The conputigrproERe] medi §yn-as in clai nEMETR@erein said network

comunity furth conprises a rtomuni t\ nane anCOMMUNITYL ssion
rules. :..k .2%.  The, co utem]m diumas _in claimg# further
conprising.. cpnpyter-_ppadaplig de fef acwyi rjfg T
THI S SHEET HAS\BEEN AC : [ Nat i on on
each sai d ent3st wherein said i)‘ffor eepri-ses Per sonal
i nformati on object and rul es afhd j idr t &-necessary
condition to procesd_ sai dpepsongV inf GPlA3 onmput er
usabl e medium as in clatrm 20, ein ‘ urthery conprises at | east
a sub-set of said personal/informatidng. gels um as
in claim20 further /7 : 39 \ '
/
//
s TRAVELING
/ E-AUTOPIA
/, ' I,
TRAVELING . /)
E-AUTOPIA : “ K
/
41 : v
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query sai d personal |nfornat|on mhereby sai d rules are checked and access
limted to said information objects. that nmeets said necessary conditions.
25. An el ectronygegdaiang to command and control i nfornmati eeressmashs
bel onging to an entity, said electronic- 15 being fixed in nedia
i n-conputer readable formand present in a general purpose conputer
system conprising: a digital certificdf3; information_objects relating to
sai d person oyz ity; and 20,+4hes related to saif #%f or mat i on obj ect s
whereby said rul govern thg accessing and ol;ce-sing of -said information
obj ects; . 26. An eyectronic (Qei ng as in .'m[‘r—"-rein said electronic
being is furt 25 pegms |f or an audit trail of al
i nformation ctyonic ( formation
i nteractions; okehst/ |8 a set cols. 30 wherein
said trusted tokens ants s el ectroni d necessary
privilege to perform securEﬁj i nteract}i : { d interact
protocol s govern the } inter n w '.r"s= gs. 27. An
el ectroni c- beyp s T claing wher ei , [!'Iarotocols are
further conprised Of i pr| '$ .A" SF=%2i d el ectronic
being has the nece Wé "gn%ﬁ{jé’ bepifn mforﬁﬂdW%ﬁVﬁR and 109
Il THI'S SHEET HAS N CED T 110332 COMMUNIEIESNSi ti ve
privilege rul gareDESS IeTERNER2I :
"SERVICE PROVIDER

E4METRO\NMNVSERVER
W/ 1 EEMETRO COMMUNITY

EJMETRO\NMNVSERVER
W/ 3 E—METRO COMMUNITIES

E-BEING REPOSITORY
(MAIL SERVER)
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being To state what conditrons Its rntornation objects, 1f passed onto
another entity in the formof another electronic personal information
agent, nust naintai'n, protecting the 5 original entities command and
control. 28. AweaNdabnous el ectronic being to an entity' SPCUUSST3BML i ON,
sai d aut ononous el ectronic being fixed in nmedia in conputer readable form
and present in a general purpose conputer system conprising: 10 a digital
certificate; information relating to sd®f* person or entity, whereby said
information is further conprised.of at 1east one .information object;
rules related to said information objects whereby said 15 rul es govern the
accessi ng and processing of said information objects; and an itinerary
directing the activity of said agent. 29. An autononous el ectronic being in

claim28 wherein said itinerary further conpriges 20 . ....an itinerary
name; .:;.transitive privilege rules related t¢/ said information objects
whereby said transitive rules define _a necessagty condition for the

processi ng of49saj d |nfornat|on obj edts R®P p3gfties subsequent tq c7oceSS|ng
by said entity; ) nstru:tSERVENhlch direct_the actifOons of said
aut ononous' el ect 3nd rTegeTul es whi IS b checked- and

sati sfied on aII |nxvnmmonrmtru t|'ns 30. An au#t ectroni c being

as in claim g8 d intergct}linstruyefion conpri ses:
privilege rules : vcheckedyand sefisfied on all inter
i nstructions; ang ;rEHWBnROM{pr\yileq- res\elated to said infortation

obj ects whereby $%
the processing of
processing by sai\d_enfify 31/, An?
per sonal

ece$ EBBMETBD tohdi tion for
he ARUSTED=¢uent to
onmuRi SERVER j1se in a

47
E-METRO , 51
TRUSTED '
SERVER
' MAIL
SERVER
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110 ot THL S _SHEET H -S—BEEN—/REP-AC—O—ad—WO—98703927 PCTI S97113309
security and exchange tool being fixed in a conputer readable nedium
conprising: a nane.for said electronic conmunity; a single or plurality of
el ectroni c per woasaasghf ormati on 5 agents; a single or pl BEHPSSTAII

el ectronic brokers; a.single or plurality of additional electronic
comunities.. 32. Atrusted electronic change process operating on a 10
programuabl e conmput er system said progégs conprising the steps: receiving
a first communication froma first source, wth said first conmunication
further conprising: a certificate having at |east the name of said first
source; 15 information relating to said first source, whereby said
information is further conprise of information_ 4sobjects; rules related to
said informati on objects whereby sai-d rul Ce}%gfl ne a-necessary condition
for the 20 processing of said infornmation jects; verifymm said first
comruni cati on \Naﬁﬂﬁ‘ngﬂ'Rdjs}pEBzSERVﬂisﬁf source; ,.vErifyin i

were origi nated source: 25 executing s
i nf or mat i on 6@bjedf TSCARE ENTERPRISE SERVERF obj ect)s neet sai d
necessary . condi WWW%WSERHE g n agents
that satisfy sa RTERX: hi ng said el ectronic persoggl

i nformation agenf ‘ . ag
autononous g7 | nSORMS SERVER ) ETSCAPE LIVEPAYMENT
I~ SERVER
1 - (SETBASED PROTOCOL
- RANSACTION SERVER FOR
ROCESSING PAYMENT CARDS AND
ELECTRONIC CASH TRANSACTION
PROCESSING SERVERS INCLUDED)
J
- y
ey J
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erectroni ¢ personal agent. 33. A nethod for an entity to comand and
control processing of their individual information on a conputer 35
network, . said nmet hod being inplenented on at | east one conputer

net wor k- ser ver wordodnpri sing the steps of: becom ng a neRdIEISYIAB30At | east
one network community, 111 . | | Th% SHEET HAS BEEN REPLACED Z d WO
98103927 PCr/US97/ 13309 .where said network comrunity- further conprises a
comunity .nane and a set of adni ssi ofPB4l es; conpi ling said i ndi vi dual

i nf ormati on whereby said individual information is further co r8%d of at
| east one 5 individual information object; assigning at |east/one rule to
said individual .information object s,57\/\/nere sai WO NEFSCARE- 't he necessary
conditions for others to process sa'd 1 nfornmat ENTEBBRISE SERWER assenbl i ng
and directing an eIectronlc agent sald agent 10 conqwising sai d

I ndi vi dual i nkorres i ' . ret-e e ——t
directing the

Cumuar ry
' ; agent 34. A networ ked conputer sysgem for
securing the Iom/of personal i nformati.on co t 81 ng:| 15 neans for

provi di ng a nechani SbSﬂGth‘}Sl‘J S§YSTEMSECY el aut hor} and encapsul pt e
personal infoymatio Jects an processi rul es governing the exchange
and processing of personal information,; ans fdgr enpowering fthe
entity to conprand atd control 20 its per nforngti on within a
net wor ked co N\0g environnent. | ect resource
managenent sy : ' exchange tool]| bei ng
filed ina c - :

(IRTUAL IMAGE A ~ OBJECT
- 89 REPOSITORY
E-COMMUNITY
85 OBJECTS \ﬁ
_\J _ FUNDAMENTAL ETA E-BROKERS )

CLASSES & OBJECTS| |(DIRECTORY
SERVICE
N

E-BROKER |
@omecrs — 87
\— J '4J

. £-BROKER "BROKER “BROKER
* |IADAPTOR ECUTABLE SERVICE API
74~/ 76 —/ - .72 ]
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autononnus personal |nfornat|on agents an interaction processor mhlch
processes requests from said el ectronic autononous personal information
agents t hroughwomsemtzectronic broker; 30 :.a rul es procesporuossinia®d
val i dates and processes rules fromelectronic autononous personal

i nformati on agents and handl es conversions to SQ statenents; an

el ectroni c broker which securely intertt&4 ates between electronic

aut ononous personal information agents and 35 el ectronic personal
information agents; and an object repository which is where electronic
brokers, electronic lit -;., T TH S SHEET HAS BEEN REPLACED WD 9803927
PCt/US97113309 personal agents. and ‘el ectronic conmmunities are maintained

persistently. 36. An $1ectr gl ¢ bazaar for he purpose of facili taté'.,ng
el ectronic co b cti’on co n oni ¢ baza
el ect roni ¢ [PTOKEeT | 3 ron— hat

rules are L KEY3'KEVR | REYS | REVS PREYS!| KEYe ¢! eBLOBNI ¢

personal i tion agent ich pecurgly eficapspl atep entfties’ pefsonal

i nformati om ODJECTS and rulres 10 governing Processing, Comrercrat—activity
di spat cher which handles all incom ng h&ansaction requests with said

el ectroni c bazaar electronic broker; b | i c product database which

persistently stores product 15 information processed by said electronic
bazaar electronic broker; trusted token processor which stores and
processes public Kk sgﬁro §ai d ectronic personal information agﬁnts and

i ssues and va es Ste erng p ——Q=T¥Rti§§£§E£Lgp el ect

personal i

fion agenis,
OIDTPARENTOID NAME | KEY1]| KEYZ KEY3 | KEY4 | KEYS E‘CO&%“;N""

118

R S
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advertiser diTectory wWhich ST or €s. and processes order.s, product _
information and order forns as initiated by transaction requests;-and-
-private activities database which stores advertiser 25 pending orders,
inventories, arMOMBY nation necessary to carry out transBeVVBHS30937 An
el ectroni c bazaar as in claim36 which operates on a sem real-tine basis.
38. An el ectronic bazaar as in claim 3ﬁ?%gi ch processes. . 30 aggregate
orders utilizing el ectronic personal i rmation agents. 7.113 TH S SHEET
HAS BEEN REPLACED W 98/ 03927 PCT/0S97113309 1/34. mN er O 0 WO = I
aW z20 O zcoWt z WVLL WUQWI W 0 ~

65

/— 71
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WZ Z SUBSTTTUTE SHEET (RULE 26) :d PC 'JS 97/ 13-30 108 1 RIUS 2 8
DEC 1991 be apparent that the invention can be nodified in arrangenent and

detail w thout dqﬁégting from such principles. As such, ié éhould be

recogni zed t ha™ A% et ai | ed enbodinent is illustrative houl d
not be taken as limting the' .scope of our invention. Rather, we claimas
our invention all such enbodi ments 3884my fall within the scope and spirit .

of the follow ng clains and equivalents thereto: W claim 1. A
conmput er-i npl enented system for securely asserting and enforcing the

i nformational privacy and informational self-determnation rights and
responsibilities of an entity by providing secure and private storage as
wel | as secure and private information exchange via trusted processes and
cryptographi ¢ nechani sns, the conputer-inpl enmented system conprising:
means to securely store an entity's personal information in the formof a
self-determ ning digital persona such that it 1is accessible only to the
entity or trusted B - being stored in an
encrypted manner; privately
exchangi ng sone or§ il entities in a
manner so as to pr¢e #lhe per sonal

i nformati on. bei ng]| i i nformation not
bei ng exchanged; wW s an exchange of
personal informati
permt an increnmen
entity's self- deté
personal privilege§
process neans fur.t§

j i dual or set of
erein said trusted

FIG. 107
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that—entties—irvelred—t+r—a—potenttat—or—partratty —TH-S—SHEET HAS BEEN |
REPLACED U SHEET PCT! _ 13309 PEAIUS 2 8 DEC 1998 109. performed exchange
are unaware of each other's identities wunless information concerning their
identities is Wasse®1 onal | y exchanged, and are unaware oFCWHRIIeCI ficC
personal privilege rules have failed, if any; and neans to assure that any
exchanged personal data is deliver8¥38o the receiving entity privately in
such a manner that the receiving entity can process only that data which
the personal privilege rules allowit. 2. The conputer-inplenented system
of claim1, wherein the entity's personal information is encrypted by a
key that 1is securely stored, said conputer-inplenented system having

excl usive access to said key .and, therefore, exclusive capability to
decrypt said personal information for a trusted and secure process. 3. The
conput er -i npl enent ¢ (stemof claiml. wherei he increnmental exchange
of personal infor : *TegpuUS exchange session
bet ween the entiti of claim 1,
wherein the incre n occurs in
mul ti pl e exchange s of tine, each of
sai d exchange sess )f- t he exchangi ng
entities,-and each e f action of a
different set of of 15. The

conput er -i npl enent € usted process neans
for securely and pé# pnal i nformation

bet ween entitiés trusted exchange of
an initiating.ent br trusting

§

!
!

|

h

FIG. 108
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EMTTYy W Th which 1T has established, In a previous interaction, trust to
exchange information at a different location or a future tine. TH S SHEET
HAS BEEN REPLACED &¥YMFD NOT i i ~ PCT..S9-7/1330 |PEAIUS2 a DEC 1998
110 6. The cor@&®2Y npl enent ed system of claim 3, wherei RCTHSE3%ans f or
provi ding trusted exchange at a future tinme further conprises neans for
the trusting entity to provide a trusted token that denotes trust in the
initiating entity for future interaction and exchange of information. 7.
The conputer-inpl enent ed systen}gé claim6, wherein said trusted token is
doubl e encrypted,. first by a pr e key of the initiating entity, and
then with a public-key of the trusting entity, so as to ensure that oply
the trusting entity can decrypt the trusted token with its private key and
then- use the initiating entity' s.public key to validate that - the
trusted token was in fact suppli toit earlier.. S. The

conputer-inplenented systemof clpim1, further pri si ng neans for
asserting =y ¥ : : | transfer of
exchanged enf or ci ng
transitivep i ni ng
digital pel I on

b ng access to
h replicated

encapsul at §
t he persong

ver si on caf es, but on
behal f of | ictions or
negoti ati of
conputer-i g rul es are
capabl e of |

RN

o

-

Q

i

2
o
B
o
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)

p+ocessi-ng—functi-ons—er—regutRg—teat—arbt-trary—criterrabe—met—sard
general processing functions including the ability to exchange nonetary
value for permtting the receiving entity ‘to have a privilege of
processing trawoP#ss3d personal information.- i' TH S SHERCT/UYSEHIBPEN
AMENCEO. SHEET REPLACED PCT ' S97/ 1330 IPEA/US 2 8 DEC 1999 111 10. The
conmput er -i npl enent ed system of cl ai33/34 wherein said neans to securely
store an entity's personal information *in the formof a self-determ ning
di gital persona conprises neans for securely authoring, and encapsul ating
personal information electronically as. secured personal information
representing informatiogal assets of the entity, the personal information
conprising one or nore ﬂhfornat|on obj ects and one or rnore per sonal
privilege rules ¢ : sted brokering and
its trusted onwa § rul es conprising
conput er readabl § g whether or not a
el ectroni c perso ion wth another
el ectroni c persois speci fic personal
information will § per sonal

i nformati on agent gital certificates
along with said | iginating entity
as a .non-reputi af dn or. corroborate
the reliability ¢ . The

conput er -i npl enef sing neans for
asserting and-enf jonwar d transfer of
exchanged persong iy PSSO g. and enforcing
transitive trus§ ISIERICH G e ans T epflémﬁe Y' ; 4~ det er ni ni ng

FIG. 110
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drgrtat—persona. T n _one or nore versions, each replicated version
encapsul ating sdid one or nmore digital certificates, personal information
objects and privilege rules governing access to the persgnal information
obj ect s durlng,oéygﬁﬁnge transactions, and each replicat SFKEEY? capabl e
of interacting autononously wth other entities, but on behalf of TH'S
SHEET HAS BEEN REPLACED pCT/US1330934/34. . ... 112 |IPENUS 2 8 1B'_ the
originating entity, with ongoing dynam c interactions or negotiations
based on its personal privilege rules. 12. The conputer-inpl emented system
of claim 11, further conprising nmeans for maintaining a secured audit
trail recording of each attenpted and actual secured interaction and the
information, if any, exchange in each interaction. 13. The
conput er-i npl enented system of claim1l1,. further conprising nmeans for
securely and accountably commandi ng and controlling the replicated
versions of the self-determning digital persona wherever they are :
currently located. 14. e cqnpu&e&-lnplenented system of claim1l, wherein
said electronic personaIqu;Or tmun|agent further conprises a plurality
V,
sel

—

of interaction protocols er eC|f|c secured personal behaviors or
interactions _w th other ldéi nlng el ectroni c. personal information
agents. 15. g el & ,syst emtof clal@n 1482 wherein said

i nteraction rm@ lcorrput & read8bl e M ogram code
representing o_de or|V|Iege
rul es which-dete
rights necessar)
transitive privi
trustfully exchan
i nformati on agent

tlon processlng

ar ng. fd igiginsfar of any segurely and
Eéﬂa \?ggeby o] d eﬁect Tonic perfsonal
tggcgndl t 15 inf or’matl on objegts, if
: & wa : s
o
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el ectronic perMMLQn agent, mnust maintain, rg ' n;j .
enforcing the origining entity s command and control Pﬁ6%§fcgqgf &#0
i mpl enented system of claim1l, wherein the self-determgp cohtql {
persona conpri ses. an autononmous D TH S SHEEJs HAS BEEN I\bwggzé&ﬁ&@q
I PG .~-9-7/133012 DEC X998 113 r ...: electronic personal information
agent (Auto EPIA), said autonofous e|lectronic persanal infornmation agent
conpri si ng benaprarent &hati fBpaineentions fan be Modified obpr PEFIRPIIOEr act
instructiongnqgf@ke iy GeftihtaGepaping BAbM SOOI plekeCt MaNigudper sonal
information agent. 17. The conputer-inpl emented syst ergnoflnﬁl gi m ]‘{3 Wherein
sai d interatt igheuldct Pensrecagpired: thaty §oe o?e%/%\g"ﬁ afMBRI PR ed®

net wor k comiifiidoratane dfly | S@r 8abud; nat pedetaksad ast diadtipgotuheol
specifying the interaction; a dictj OQary of raneters_all ogvi njg?r{ nvqcat I on
of said pr86eRe Rid GUF SPYEREIRTH o KB P i VF T PSRN HREERTER 5 :
checked andggéh i efb&dindhtsalds indiyerfadl |witihine ttihensscoped andarsgixiive of
privilege rules_related to {he encapsul aje i.nf orppti on objects,. said
transitive E}P?vﬁ‘?ﬁrj’é’iflﬁl ‘égah'%ﬁf iafﬁ%nﬁguﬁ‘é%%%%asr f/:%&r)ﬁ Ptions for the

processi ng Wé skaign: nformati on objects by parties subsequent to the
original receiving entj » t st P! I HeldraY st §83&f i@l M
11, further _corrip}ri s?ngohégﬁéﬁflﬁigggg_g?#s "#gé_ﬁg trusted ne?work _com*?ﬁni ty
that represends enfosedng avhe t daforuationalonpeavaeyr apd pinfarpaticnal

el ectroni ¢ pef SQRAlernIbOL 1B | AALC AhaTRERES S R11R2EhYBEYaPeRd R iHYY

shared-i nformati onal privacy an : SRR
providing secure "and private storage as well as secure and

private information exchange via‘ trusted processes and

cryptographic mechanisms, the computer-implemented system
comprising: .

means to securely storel an entity’s personal information

in the form of a self-determining digital persona such that it

is accessible only to the entity or trusted processeé, said
. personal infprm&tion being stored in an encrypted manner; |

trusted process means for securely and privately

0
-

/ exchanging some or all the personal information between
entities in a manner so as to prevent access by other,
processes to the personal information being exchanged as well
as to the personal information not being exchanged; _

N wherein said truétéd process means bases an exchange
of personal information on personal privilege rules of
each eﬁtity s0 as to permit an incremental exchange of
personal information stored in the entity's self-
determining digital persona as each indifidual or set of
personal privilege rules are inctementally.satisfied;
wherein said trusted pfocess méans further assures

that entities involved in a potential or partially.

- | THIS S8HEET HAS BEEN

- REPLACED __ §




I'nformati onal selt-determnation rights and responsibifirtres as a group In
order to assert and enforce the 1 nformational privacy..and gy 6

sel f-deternination rights of The commmity, said t .ﬁ'g'adéng\%llk %@g gﬁ
conprising: a trusted network conmunity name; secured HeEA/HS & B _

for storing self-determning. digital persores which are nmenbers of the
trusted network 7,41S SHEET HAS BEEN AM-DED , .s : REPLACED pff

S$-7/13309 114 IPEM (S 2 8 C 1998 conmmunity and thej socj ated.

el ectroni c perso®g™ °§'ﬂ?‘ir%‘fq}%5’ﬁe 2g&nyRavart i‘ifg e@F&c?%ﬁ’?ﬁs 'p’édreg%ﬁgiles

i nformati on agentmleBese infioginhtiomer eonesriagj r etsettir e idpntitaies ams
trusted interact,ion \A%;th'f][ne or .nmore._nenbers_of the truo}';%% nest\/voriF.c
communi ty; and acdfi-¥BtyPRt 'Ynge’ﬁh@BFthiEn‘ge?’é%n‘érlla‘ﬁﬁeor 8n "EFENtEC t hat
do not bel ong t o geigohalspeilrilegeotkled mave taibed, Wi any;desdre secure,
private, and trusted interaction w.th one or re nber t trysted
network communi t y"e3fer &P n 385148t r tedawogggggﬁgggg P@%ﬁ%??ées&}r? 13

el ectroni ¢ bdekireredaited alhectvegeivibyg otetityormtivarelygia sspbcialmapnerust ed

el ectronic p i.nf.Qk | on.. f Lhe S AT
comunity V\h?‘(&:%'oaq%{es rgg 8%% r%htg%%%aggﬁpcg%?ﬁ'a rcﬁntlg Fré%wgeéésg bmg{}\a@?'f IE'P%r
secure, priveexsonaldpriviliese mleecatlow) idf. privilege rules and interact
protocols of el oflrofhe BERBNAL- inBh BhERLLP oAU JEEUIM Agaliiredsl | Ve
or visiting electronic personal infOrmation agents requesting interaction,
sai d el ectrobpe ekt of mergenat oApformatgonprisyiencgapsedekehandeyr thas for
visiting el eghr QabGrePP’ 80828ka) NEQIARICLRAPUAEL Hmpl efteh8ed! Idyls¥eOhaving

interaction with said trusted network community; conputer readabl e program
code for inpPEfHiviey RFEePECcttopretitolkey i di FgeredeRe+ o ¥EINEEME and

tr USE f ully sespsrii1idgd t60deeeipONsaifd i Pk sRn8Et AARbsmPEISTONRYr ianfrarsedon
agent's

and secure process.
3. The computer-implemented system of claim 1, wherein
the incremental exchange of pers.onal information occurs within
a single continuous exchaﬁge session between the entities.
4. The computer;intplemented system of claim 1, wherein
the incremental exchange of personal information occurs in
' multiple exchange sessions separated by arbiti:ary amounts of
- time, each of said exchange sessions independently initiated
by oné of the exchanging entities, and each exchange session
involving the satisfaction of a different set of one or more
personal privilege rules.

"5, The computer-implemented system of claim 1,- wherein
said- trusted process means fof securely and privately
exchahging some or all personal information between eﬁtities
fu';:ther comprises means for providing trusted exchange of an
initiating entity’s peréonal information with another trusting
entity with whilch it has established, in l,a brevious
interaction, trust to exchange information at a different
location or a future t:une

THIS SHEET HAS BEEN
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+

n P ] -4 =N
I UTITC Ml o UlTdl r I_l'rUI IIﬂL I UIT a.gan

menbers1accordi ng tor_a) said trusted network com"ru\réé* eécg?(l ptrgg '
98

the personal privilege rules fromeach of the acti |
informati on agents; and c) the privilege rules fromthe"@
i nformati on agent nmenbers; TH S SHEET:HAS BE&EN WOOD $MFET REPLACED z d
PCT!'" ;97/ 13309 IP 41US 2 8 DEC 1998 115 an interact protocol directory

conprlsmgallst of _public interact prot cols of fe ythe om‘rumty
and means for nafnt al?ﬂ%QCMEErFE’]fH@PFe r YPESR %ﬁd‘? m 3 ec}éﬁ'ﬁ

that take plgaga lm@awaerfoictpmlahagt k@ibEed PekSHAe IilthéWPﬁth&eag:ﬁmfeS,
whet her menbers of the trusted t wor kK commrunj t% or. VisSiti n f rqm anot her

trusted netJdtrkh eE ofiTRT 18RS I'!?ath XofiBht EFUPRIE S SR (ERAVd e Bai m

18, further trueBpai S6k¢h NEHEELS d‘e@bteadepmdam |t:y1eVG.lrﬂ1f:¥aﬂgl§8¢1d;ﬂ@CLﬂ”did
0. The conputer-i claim 18, further

audit trail. u% gp nt ed Ifi
conpri sing &ERBUTRS P angsi cl lﬂ“@ PRtwork server
connected to ot hgc trrst mbﬂwﬂ}%nt-mp]lmme& sgst/emsofsoclasnt@, fmeman

ter-net k t
exchange of SRBcFrated XBATRE' St o URcTFRfSs, ek My EpBlVaGFMLEC |
servers eaclPf ddhgprinditigting neutiyy.i rﬁﬂder’ém‘edllﬁﬁaﬁs Pll’@rliél &eat i idieand

packagi ng  S5uEEShy EASEY,0BbCaRCtS UldurkERAFTBIAT tRBCRLEE DAY it g
digital certifi cates representing_ the originating conputer network server

to all ow corfély eCrYRtt Khe FHBS’E!‘F‘%CWW Vithe riddh BT IVAES: ket ndaddinn
ori gi fiat ed fuyseMeiHeS 1GARBHECRg BREVEF s SRIDISE; kad @0 NRiLliRatenHRRER R

means=ror uthlLZi0% S w2kt5h AUC supplied to it earlier.

8. The computer-implemented system of claim 1, further
comprising means fof assérting and enforcing transitive trust
to govern the onward transfer of exchanged personal
information, said means for asserting énd enforcing ‘transitive
trust comprising means to replicate the self-det'e'fmining
digital persona in one or more versions, each replicated
vergion encapsulating personal information and privilege rules
governing access to the personal information during exchange

s transactions, and each replicated version capable of"
interacting autonomously with other entities, but on behalf of
.the originating entity, with ongoing dynamic interactions or
negotiations based on its personal privilege rules.

9. The computer-implemented system of claim 1, wherein
said privilege rules are capéble of performing general
processing functions or requiring that arbitrary criteria be
met, said general processing functions including the ability
to exchange monetary value for permitting the receiving entity
to have a privilege of processing ° transferred personal

information.

THIS SHEET HAS BEEN
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broker upon verificailion that sard electroni c personal 1nfornation agent
satisfies destination _community network interactiongpafes 7(h§_36 Ot
conput er- net wor ked system of claim 20, ‘wherein said ne tc ma
selected fromthe group consisting of the, Internet, 82 émﬁ

t el econputing devices and wirel ess tel.ecodpdting devices. YHIS RE~, ~, EO .
Il SHEEP d pC,.JS97/ 13309 116 |IPEAIUS 24.8 DEC 1998 22. The

conput er - i npl enent ed a aj ei I det dqne ;
conmuni ty contai %55 ap u%g:lm?’%g%]?i@#%}e?@géaISQgBE?agﬁeswtééﬁs%édgﬁgfﬁﬁk
comuni t i es sahérveans st dsequrelyd stereofR ebhith|a ypérsanadariaformakhemi ty
to the conygingd GAUNE | £Sae8aldbeitiliflinGd AITHN WetBoRke cRApR1GeNI |
community; “said chi community may contairn théir owi plurality of child
comuni t i esmeane ni figr a deetRalyhi caithoriing edandt weRRaPHBARIRS: y PEEPRRRYr €;

said child Eﬂg%éyomﬁgﬁééé%ﬁéaﬁlw g8 NEShsfe BekBondle RaRBktion

communi ty; and secured and trusted I'nteraction between el ectronic personal
i nf or mat | onrggEReenting informatianthi a569tey Rt ey entityl e dhsr PEREORA} ent

conmuni ty t @nPeriEtior TompReaCAFPHE lor MYrRMRABEmSY 518 BB ectlsaiaii18ne
wherein said trusted conputer network further conprises trusted . network

utility, saPf (MOFe: RETAOOASr IPTHVARPES CHASRI JAVGTNEBHp GASH- | HFioFmahien
_rregnS- Ior abgew';{w @msittédesrbne;wlarlﬁi ﬁ@k&%ﬁ;é&d?ﬁﬁ&ﬁ@&h&ﬂlﬁaﬁebﬁpna'
i nformation objects and processing rul es governpin e exchange an

pr ocessi ng Gﬁldpé?%r&‘?&?gi n?’Ei‘r‘ﬁéﬁQSn;%ugﬂmFgﬁ’gﬁreﬁPEﬁ“ﬁﬁﬁn%ePgFgle
adnmi ni str at pregpehSTodle and OlcHillieatively I tovergingr Wheghesi doi nfraitmaai on;

computer-i W%Elgc zr-]ér?{jc nggzr']ssox{a F Al oonvn\%rtlig tageen%ntv}itl)i tz:to.l.IILo‘»r interaction

with another electronic personal information agent and whether
or not specific personal information will be exchanged ‘with
the other electronic personal information agent;

means for encapsulating one or more digital certificates
along with said personal information to establish the
originating entity as a non-reputiatable source of the
personal information or corrcborate the reliability of the
personal information objects. _

11. The computer-implemented system of claim 10, further -
comprising means for asserting and - enforcing transitive trust
to govern the onward transfer of exchanged personal
information, .said means for asserting and enforcing transitive .
trust - comprising means to replicate the self-determining
digital . persona in one or more versions, each replicated
ﬁmioﬂ encapsulating said one or more digital certificates,
personal informatiqn objects and privilege rules governing
access to the personal information objects during exchange
transactions, and each 'replicated' version <capable of

interacting autonomously with other entities, but on behalf of

_ . .| THIS SHEET HAS BEEN
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|nforrrat|on agenty re Icatd and couer-i e -" N
means for securehy. browsing thé audit trail of PMMSaI I7q7pia§§€£if|9y S

el ectronic per son’al i nformation agent versions I y mmied.
24. ' The conputer;,inmpl errent ed system of cl aip 23 d as -

network utility fUrthe conpri ses conputer- THI S SHEET HAS BEEN REPLACED |
| PCT/!;97./13309 tPEV\B 2 8 DEC 1998 117 inplenented nmeans for indicating
to the. aut hbhe wprigicatingp #otityil avitkaprgering | dERmi¢ Fnterpegionsl@s wil |

be fast or #w&;a@%ﬁsdw&%nweesfﬁrédaglsﬁﬂmég% capakl e of being

mapped to a d base. query. 25. The. conputer-inpl enented system of claim
11, wherein sai d 12e| FheicFRMRHESTT&™PLeMeItES SYaEeB L 1Ehaiferlle o APFERYS of

one or  NDIr ecdrpiSileddigt OkBBRs WESH rmnl@aidsﬁgve&edeé@z@aot heuepti ty¥adBs a
synbol of pre- establlsged trust for ure teract|<§>sJr 26. The '

conput er - i npFeFRFASY SFseRFR AttamRE 1an Tin: SESHBT '?ﬁfré'cf:b??rsand
repO_s: tory fiﬂﬁe sﬂrxfbmatﬁoxpj WA lainkry &chaﬁfdge}/hhleeﬁcﬁ lﬂrﬁ?r"ae}ipbm es, each
privi egeruest I SILN a getault set " ul es _an

cor r espondi ng to ?éﬁe??ﬁgteﬁeﬁﬁtg}%tf‘e%?ﬂe syshem iy %%ﬁ?‘ﬁ'htsl&rﬂ ?Hﬁpéﬁ’ént ed
system of cl @mﬁsihgr neans tfourplslesungl)anam eatcamtabByz gammhndimpnadt i ng
el ectronic . et r ek r td

enforcing a %ﬁﬁq}n t?'s a#l%lrlg:éﬁoﬁy o] F?ngs o\ygaéi a%ﬁ'ge%r. gﬂ%ng

i ncl udi ng i ndtgitadi pnasomuwkmpvandthenf @neaciwrentke/locatieder mi nat i on
O rhee! eCt A Crha A8 fUH g} Sendilt 8YBEL0BE CoRAIP Y42 whafaLam! | of

agent .structure ICh rovi entity merchants or ent Ity uyers to

search, i nt%ﬁ\%te%l@aw ereyanmal éaf@m\‘#i@l agent vEuphero gomprises a

plurallty of interaction protocols governing specific secured
personal behaviors or interactions with other self-determining
electronic personal informatioh agents.

15. The computer-implemehted system of claim 14, wherein
said interaction protocols each comprise:

computer readable program code representing specific
personal behaviors; '

one or more secured privilege rules which determine if
the electronic personal information agent has the rights
necegsary to begin information processing; and

one or more transitive privilege rules governing onward
transfer of any securely : and trustfully exchanged personal
data, whereby said electronic personal information agent
defines what conditions its information objects, if passed
onto another entity in ‘the form of another version of the
original electronic personal information agent, must maintain,

, protecting' and enforcing the origining entity’s command. and

control.

"16. The .computer-implemented system of claim 1, wherein

the self-determining digital persona comprises an autonomous
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I nformati on processing_privileges In ekchange ror value; an electronic

bazaar el ectronic broker which securely processes t sagk i @QF oye % C

that exchange rules are satisfied befare a transact @: ﬁ;gngel ;d§ pé‘

mai ntai ning the privacy of .personal information encaqz_&;l-altv_ed kn. tg{cm
S

el ectroni c personal information agents duril@3 a proce tr &n¥acti o
comercial activity dispatcher for handli ng I ncom ng transact I on requests

with said el ct oni ¢ _bazaar el.ec [0 M ~?
REPLACED PCFASCE89RIq 508 ﬁ&mé;‘gglﬁ‘%ﬁ% S’gen 18/ a pub ﬂﬁg pr% i’

dat abase V\/maaitopemsust elecyrenin eperpomaducinformatien o#gvrtocegmlb‘,n$al d
el ectronic bazaacgr '%]s_agt P ﬁrlgger jeahl 5 rgﬁhﬁ %‘fk%BmBH)Q aF E\@#or - ion

stores and processes e S from sai oni c” perso

agents and nmwstamb vafodat dsrecmd Nﬁd@m prafensaid by aghpgomous

el ectronic Ry, %Q,Qéluié Cﬁ%hog A0 advertiser directory which
stores and processes ers, product |nfo mation and order forms as
initiated by t réﬁsac’i‘h@rﬁqﬂw@esﬂs@mn&eﬁrﬁva‘i%ﬂ &% ialiadme36¢daVRBERE whi ch

stores advergah%egnggpgé@gugrtc}gg,gmw%g“gs and information needed for
carrying out transactions. . The . conputer-inpl enent ed s%fn;em of claim

27, wherein theael'-'@éEPGmQ? M&Paﬁb%aﬁﬁs'&ﬁfiangéﬂ?r]?eﬁ? Tk YhaRime g
The conput eredrmheeratetony o YPreabsched Nl ravbepLbtbedlNapebeyingi endazaar
further conprises conputer-inplenented mneans for aggregating into bul k

uni ts i ndi vid\F&FagFieRs of same product, so that buik unit buyers and

sel l ers: can tl’aaS&ﬁIctWohhﬁjdt ofapaigméOers Nal Fowitlg eipastditignsion| sabdil k

ggl ; sel | er prec;%'%x Ta fnteracttr g]srétegcoell ectroni c exchange process operating

privilege rules which must be: checked and sat:.sfied on

all interact instructions; and |
transicive privilege rules related to the encapsulated
information objects, said transitive privilege rules defining
necessary conditions for the processing of said information
objects by parties subsequent to the original receiving
entity. ' . _ |
18. The ccmputer-impiemented eystem of claim 11, further
- comprising means for establishing a ‘trusted network community
that represente a secure and trusted environment for a
plurality of electronic personal information agent members
effect'ively maintaining shared informational privacy and
1nformationa1 self- determ:.nation rights and responsibilities
as a group in order to assert and enforce the informational
privacy and self-determination rights of the community, sa_:.d

trusted network community ccntprising:

a trusted network community name;
secured persistent storage for storing self-determining

digital personas which are members of the trusted network

THIS SHEET HAS BEEN |
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receiving, at the—conputer-—system a conmunication from an ori?i natin

source, said conmmmication conprising a) a digital i T¢ 'g 1880 Q
public key to the originating source; b) . inform - Ob@d
information objects relating to said origypating SOL’ . 2 8r ' 4833

rul es associated with said information objects, said privilege rules
defining TH S $hEET HAS-BEEpt . REQLACEU T N A#MED 9HF7 pCTI 97/13309 !d
| PENUS 2 8 Pe@wgsigy antgtheir agapaisted ehectremifl teggonadi dnfermeatden on
obj ects may_ he,pyocessed by a receiving electronic entity; and d) one or
more interaction instructions collectively defini ng a set of search
criteria; verifyaatdveat elretromifit PerspnRdm ingermagion CRFRANE cHWB® was
originated Bygf@d Opbphdiild NJaSPIFEE; sesfel €l Briidapt] f Viana aéridtRa
conputer system and w thout access to said originating source, hone

el ectroni c pRESEARHION YHEh@Reo Py Jiates MeRe 895 f (e af pnaked et er | a,
said hone. cekfedity/)i an@ersonal i nformation agents encapsul ating secured

i nformati on and priyvil ege rul es governi ng access to ,said informatian;
securel y execut i%d:’fﬁei Ve PBu| e HTORA S u I RETRPTRLt N RO RE *1R8ne2 2 r oni C
per sonal i nthitrede aotadwliongonot bhe tristethinenworlk) eommuhii oy st dwhich
originating ce 0.as t etermsne if .the dnfor Lon e
encapsul at eaggvﬁ%ianeé re] proiva(\i.e, ahd etﬂusteg irﬂ:e%ag@“x? wggh %&1% or

. more members of the trusted network community;

-

wherein séid trusted process means comprisés an
- electronic broker, said electronic broker constituting a
specially trusted electronic personal information agent member
of the trusted network community which acts as a third party
on community members’ behalf for secure, private, and trusted
prdcegsing of privilege rules and interact protocols of
electronic personal information agent members against active
or visiting electronic personal information agents requesting
interaction, said electronic broker further comprising:
privilege or exchange rules for visiting éleétronic
. personal information agent's eligibility for interaction with
said trusted network community; -
computer readable program code for implementing interact
protocols, including means to securely and trustfully search
and collect on active electronic personal information agent's
request, a plurality subsét of electronic personal information
agent members according to: _ |
a) said trusted network community exchange rules;
b) ° the personal privilege rules from each of the
active electronic personal information agénts; and
c) the privilegg _ rules from the electronic

information agent members;
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ROE el ectroni c_personal T Nformation agents neet the conditions for

further processing; replicating the hone el ectroni ?mr/o Bt30 9
e 1 nfor '
I o~

agents satisfyind. said criteria and having at |east n
obj-ect whose privilege rule has been satisfied, the 8 ithgC-1998
plurality of autononous el ectronic persond®Sinformation agents; and -
securely dispatching said autononpus el ectronic personal information

agents to the orlgingliddeR0Ubfsiocbl & ALAIdLPULEHROPIRE CSREES of
managenent system for ~USe im a personal Security ahd exchange tool fixed
in a conpupeblieatitismateprotpcelkmmmiiferad: by thes segimpityiband em ' whi ch
receives and dis e el all u: oq&[gqi%- p |  J.0for LPgapents,
said electroni cﬂﬁ%ng%uﬁggﬁ:gg}ﬁg?&i%f ormat | gne%%del%st.%%{n%r fqglkng&[%s
gEEN . | | inTef@&tia@EO RERIA. taeENDPRCR ¢ REwegng7/acgive 3363echresiq

PEANUS 2 8 BE&&&%griﬁfymi'dH O BN it re Gefbe¢s’ ][wag:ﬁécmsééa-sai d

I nformati on by ot el ectroni ¢ aut ononbus persona I nformati on agents; an
el ectroni c BESWRFK WFCERUBLEYr OFy VIRI&AREd Ty deethash truRrest Repeork

el ectroni c- gufuRBRIBHS personal information agents; an interaction
processor which frocesses requests from said el ectroni ¢ aut ononpus per sonal

i nf or mat i on agent2- t ASUFPTPYSEE - BIRIGMTHEE BYBREP ;oh FLAL8s 1fr o EBEERET whi ch
processes rgbRprisnig ehieheONEsr AddepeBest BEr SRRAEyiAg Ordalld OBeageed S and
det ermi nes tha& the ,rules are satljsf_l ed prior to permtting an exchange of
Tr i nformat P Bt ¥R t he el ectroni ¢ aut ononmous personal information
agents; an obj ecto! erFifd lcdimputber tmplenetitedt spstem Hkdraimng,t flerther
el ectroni c personal agent 3 aheelPLatalnedBelal S §014Y colfdrer network
sexver connected to other trusted computer network servers 8o
as to form a confputer-netwo‘rked system comprising the means
for trusted and secured éxchange of electronic personal
information agents, said trusted network servers each
comprising: '
computer-implemented means for dispatching and packaging
securely electronic personal information agents containing
digital certificates representing the originating computer
. network server tor allow confirmation that the electronic
personal information agent originated from its computer
network server; and _ _
.compuﬁer-implemented means for utilizing said electronic
broker upon verification that said electronié personal
information ‘agent satisfies destination community nétwork
interaction rules. _ |
- 21. The computer-networked system of claim 20, wherein
said computer network is selected from the group consisting of
the  Internet, wireline telecomputing devices and wireless

telecomputing devices.




permtting hone electronic personal information agents to ¢o icat |t
replicated el ectropic persomat—information agent c%t_ejSaé'&%i %\%Vb §
el ectroni c bazaar for the pur pose bf asserti ng -and Mﬂﬁg’ @;}?%el 998
rights and responsibilities based electrogihg comrer cti nJ
direct offer, said digital rights including informational privacy and
informati onal self- determnation rights, the electronic bazaar conprising:
a el ectroni c per £3nal Thef computientimgtenentiedumeaane Wi cilaipy A8 dekergirber
entity- mer Chal QrugBbAl YnbUNRIS BuRGAIEH: odrthehaCladnbiapdlfaf i\l Y
bargai n coll ective personal 1 nformat.ion processing privileges In exchange
for val ue; aaddiyigpplycentadmed: rorstedaesveork Jamupihied WheFedns, each
secur el y. encapsulggliing rQ6E &P Nl t dHkO iRl P PL £Ch SphPén coRRG ity NIty
as well as exchange rules governing processing the personal information
obj ects; THItheseptajped momunibdesicED | | PCT/ L97/ 13309 11874 | PEAI US 8

DEC 1998 an el eclgagfi omswiaRt ebffldities RiékichVai ehi T Ginthinit; ocesses
transactions to ensgre t?gt- excha.n%e rules are satjsfied blef ore a
transaction is pP3d8s&hild; RRMMIILY, gRYc CORLILn  thetk ( OWhi RIMFSY of

mai nt ai ni ng ¢hiddor comoynitfieishe fauisgnakb |wfexarehiocal orastede metpeartiat ed
within said personal _infqrmation agents during a processing transaction;, a
comer ci al aég R '?‘gl’d?%%‘é‘%é‘ﬁ&f for handling incom ng transaction requests
with said el ectreaid rhdddr cimpanityni eembexdldp wequibresc yrmbdrshigatiabase
whi ch per si o) ﬁﬁn’ ARegdu i nformati on processed by. said

el ectroni c Eéar?;yra}éeéf:e% roni (%'gbr%&%r; and an advertiser directory which
stores and procesecyredrdand, proeted |intenagtion abetveerr fdesgrenic

initiated Dypergonal information agents in a child community requires all

rules of the parent community to be met.

23. The computer-implemented syséem of claim 18, wherein
said trusted computer network further comprises a trusted
network utility, said trusted network utility comprising:

computer-implemented means . for allowing entities to
securely author and encapsulate personal information objects
and processing rules governing the exchange and processing of
personal information; '

éomputer—implemented means for administrating personél
information and rules governing said information;
computer-implemented meang for-empowering-éhe entity to
securely and accountably command and control all of said
entity's personal information
agents wherever they are located; and

cohputereimplémented means for securely browsing the
audit trail of any or all of said entity's electronic personal
information agent versions wherever they are located.

24. ' The éomputer-implemented system of claim 23, wherein

said trusted network -ﬁtility further comprises computer-

-—
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tTansaction requests; and a "private activities database whi ch stores

advertiser pending QLdﬂL&—PnWLI es, and infor nPU'Fﬂ' %%‘103 3 0 9

carrying out transédctions. 33. The*el ectronic bazaar

which-operates on a sem ‘real -time basis. 34. The e zqu ISSG n
claim 33 further conprising conput e‘:-l npl ¥hEnt ed neans for aggregating
into bulk units individual orders of sane product; so that bulk unit

buyers - and, '[sﬁ[ | erzF an 1 tr sag{, v%él%%hgaw,&g tRel | {krdr COREEREPNE NY

si ngl e bul k* uyer e electronic bazaar of claim 32,
further copartiisivlgra sbaushedmpbkqﬁl by opeiwidregshimiest gHdd Aed LaftoQFsses

Publi ¢ keySe{ Lo S8hEhEr ! LR NhiePRESORAL  ddi:amTBLd 0BaBEBIE S oFNthd siyles

and val i dat presented by said el ectronic personal
infornationmampnd:;o a dafyhBeSIBETYHAS BEEPt H Ept, ~ICED AMRL D SHEET

PCT/ US 1° 7£?em§ X é:%mg{xggf"‘%@l%néz@g@ 3998m -of AHIMD136. wherein said

conputer-inp stem asserting informational pri vac and
sel f - det er meebfidetermining ofligtador RET AN FUS LREFHITFFS] 5 ur°&ﬁ tSF of

el ectronic ﬁﬁ%étﬁﬁ&teaaebkéw%ﬁm GrayeBEi B¥1 CPSREd A @rdeheEemt pey sanal
data and exc rul es governing access to sal% I nf ormation; .and

conput er - i nl le @fneEAse s AP LIEBeAIE RSt iRk &d FUbPER cRYFHFFdPReen t wo
interacting el ecig onitheebbinblér Sipllemblitéd aYsten idfusladmplocesarthenbl e

the' pur posecoBe S8 oby AT FRICEHATIonEPTy SRS, | So@ IiEae S And t

det er M ni ngp¥iei Teje A vshabaepiteanne ear:hal prpeibege| mdea welplaceur.

37. A Comugg&ﬁén@lln%nent ecﬂaf%\/xﬁ:en;eftoro rltI ngax%'d corresponding to a
predefined behavior type.

27. The computer-implemented system of claim 1, further
comprising an electronic bazaar for conducting electronic
coamerce by auction or direct offer while asserting and
enforcing a digital rights and responsibilities, said digital
-rights including informational privacy and informational self-
determination rights, the electronic -bazaar comprising:

an électrbnic personal information agent structure which
provides member entity-merchants or entity-buyers to search,
interact and colléctively bargain collective persoconal

y information processing privileges in exchange for value; '
o an eléctronic bazaar electronic broker which securely
processes transactions to ensure that exchange rules are
satisfied before a transaction is processed, while 'maintaining
the privacy of personal information encapsulated in the
electronic personal information agents during a processing
transaction; o . ' |

a commercial activity dispatcher for handling incoming
transaction requests with said électronic bazaar electronic

broker :
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of their self-determning digital personas, the conputer-jnplengnied
system conprising._a prurality of sel f-determn ni ngP! di\tiléﬁriolag 09
sel f-determini ngr digital persona securely encapsul at L?Ee@gjsg?tsdt%e 1993
personal information and privilege rules ggyerning sai d personal
information; means for securely determ ning whether sonme or all of an _
entity's personal information'will be transferred to another entity or
entities based upon the privilege rules governing access to the personal

i nformation; an . .for ed%égmr t er ; SQ

i nformation to %e%s% elpftgggégai mear?g fggg?lrrlus%égclsltgﬁgvral?g{' téf\?nrsefser
conpri si ngprednst f oinformafion i pgoceeseskr dvhalsaidnf GlREEFORLE o Przaar
transferred;bpt ot U spaRtically. created new. version of the
self-determning digital persona encapsulating both the personal

i nf or mati on andaprizpstegde tokATesPERGRAIATIgWhEEH pBtOBRE| 3 oPRAEFRAES and

for di spat ghibige kbl S SEBRTsbS BEEMLA:GR RRIAGED inforhafidlealets 118/6
t he new version of the self-determni g'ﬁsgqlgl t al g.?e][sona to %hgy recej vi ng
|

entity; whépdi nlepuesynd evVahidptrs st t fekens 1 PFEPERHST 4 t al
persona is etefti6nid Geradnhlr eafdratdoAnagént s WMaddei n each. new version of
the sel f-determning.diqital rsopa _is bl e .of acti a |y but
on behal f of th&® og‘?‘é?%a?ﬁeﬁg %Ff"-cg%’%r r?f%g’locﬁ‘g Ffitges Sglrgsoﬁ%gg\ngﬁet%ngoi ng
dynam c i nbedaes| opsoductiednforatinm sk comiern t fomme aps ulnd iatedr ity | ege
rul es;~ and wherein. the al _Lnfor | eNGaRA;ake Rl new
versi on of i *qrﬁe’fegﬁﬁss%?hga'hlaglgt g? i%%?%ona 5&%1%% gg%té%%?y&ﬁ&h
transf err edtoney adreertiisercpeaging avxedens:,i invegeoried.cangr dnfarnation.

needed for carrying out transactions.

28. The computer-implemented system of claim 27, wherein
- the electronic bazaar operates on a semi real-time basis.

29. The computer-implemented system of claim 28, wherein
the electronic bazaar further comprises computer-implemented
means for aggregating into bulk units individual orders of
same product, 8o that bulk unit buyers and sellers can
-transact without having to find a corresponding single bulk
unit seller or buyer. ' ' .

30. A trusted electronic exchange process operating on a
programmable computer system, the érocess cémprising the steps
of: _

receiving, at the computer system, a communication £from
an originating source, said communication comprisihg

a) a digital certificate binding a public key

to the originating source; '

b) _information in the form of information
objects relating to said originating source;.
e) privilege rules associated with 'said

"information objects, said privilege rules defining
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38" /-\corrputer-lrrpl_etrem.ed_s_ysi_em—f—er—'representlng-an entity wth its

securely authored self-deternmning digital person | Che glrz (yvslassgro Q]
and enforcement of theentity s inf8rmational pri <

sel f-determnation rights and responsibilities wit S:2: 84DEC1988 ¢ v
network, the conputer-inplenmented systenll®@mprising: nmeans for securely
aut hori ng and encapsul ati ng personal {information electronically as secured

personal data in_the _formof a.self-deterpnnin i gi t,

representing iffor ABEi oHR erass"gfag: Qf“f’ﬁé{:'lg%n El’t)%aqtﬁe %efrogg‘%gl%?nf or nat i on
conprising one ebjeacte. manfbe nptocesssd dgt sa areceivdingr ekecsropie sonal
privilege rules %gxg}rpniar}% each information object's trusted brokering and
its trusted onwdl f17Zation, said personal privilege rules conprising

conmput er - readabl e pdbgr ancuedecmndiaxs | dattevacyiQpyamAtygckierfer or not a’

el ectronic pers ' i (gAY H Rege@Fidon  with anot her
el ectronic pers%%g#e#ﬁ‘gélgbfggngﬁn%t Bgﬁdl’ﬁma%‘%%e%r T THLY SHEET HAS BEEN
REPLACED 4Mt Eerifyimy/ 13300 (28 2 BOWRGenog system, .. that|11gsaidy not

e PedcaalschPlgh U 310k ndedi? i GARR0SK PiBink oidil o eCt TN €
personal information agent; neans for pProvidi ng both secure and_grlvate
storage as wel Isegureby uidentidypngy At She GorREFen BEUEThganfoFitheut

entity' s enganald Aledsed SORALIdIBEMHAuRBe, S HofheMABELr6AIP! bEEBGRAEANS O
securely store the entity's persona i nformatjon such that only the. entity
or trusted iffisEasien mgestacddes t3pbistyr Raydyr8g of P BTG Rt pt ed

usi ng™a keyhda Cleliest 8661k €lpertonatd nfbrmaiensi hyentwl \ericapsatat bay
processes Wlsetcrurrédt hienfbrnlatibn and privilege rules governing access to
said information; - .

securely executing privilege rules 'encapsulai:ed within
the home electronic personal information agents on the
information objects from said originating source, so as tq
determine if the information objects encapsulated within said
home electronic personal information agents meet the
conditions for further processirig;

replicating the home electronic persona_l infonnatiqn
agents satiéfying . said 'ériteria and having at least one
information object whose pri{rilege rule has been satisfied,.
.the.reby generating al ‘plurality of autonomous electronic
personal information agents; aﬁd

secure.ly dispatching ‘said autonomous electronic personal
information agents to the originating source.

31. A distributed object resource management system for
use in a personal security and exchange tool fixed in a
computer readable medium, comprising:

a messaging subsYstem ‘which receives and dispatches
electronic autonomous personal information agents, said

electronic autonomous personal information agents comprising

—_—




entity's encapsul atedpersonal I nformation wt another epntity in ner
so as to ensure the - encapsul ated pdrsonal inforrﬁ@'rﬂrj, 91& r1(3 ﬁ(ﬁag
exchanged, is inaccessible to other processes, theleﬁmgg gebga d on
the encapsul ated personal privilege rul gggaf each i ¥g ed
process whi ch securely accesses each interacting entity's personal :
information for the purpose of conputing each entity's privilege rules,
wher éby t heecered t jimfoymptiorr cancht ATulpscx SRNRERIRG | IRGRERS| P &dEnt of
personal | QfesARidioR aby@n LRRELASI BfectldMi®’ OflauRbh¥hbede pdafonane
satisfied;, neans to ensufe that entities involved in an- attenpted or.
partial |y pefermard@ncREAB¥Pe are unaware of each other's identities unless

i nformation conggrdliee@rbAee 'bisl@t iWhiiel béculdlilyenintetmblyatas hutgaedn means
to ensure. that entities involved in an atte tid,o art.i allg per f or med

exchange aF¥° PRSBEER!CFHIB G BULPROIPS GEESPNa mfgﬂi%gp pIERERCTUS. | 7i
13309 . REAM Zar8 Dh€edfd onn adcesebrWihishe gdcesaesVideemestel exom f any,

t t, d t t hat d pi | _..nf ti
S Gl ver BniaSeEeqaamlc, RESREE GRFBORbby LU ATAPR: REETEh AT or i on

to the receaidnsiectabniy hrokeat;el y in such a manner that only the
receiving entltg Eﬁi&é”ﬁ%é%%%s%ga%mﬁggo5@3&&8@es rules from electronic

autonomous personal information agents and determines that the

v v

'_rules are satisfied prior to permitting an exchange of
information betweén the electronic autonomous personal
information agents; '

an object repository where the electronic brokers and the
electronic personal agents are maintained persistently; and

' a secure remote nethoa invocation system and messaging
system for permitting home electronic personal information
agents to communicate with replicated electronic personal
information agent counterparﬁs. .

32. An eléctronic bazaar for the purpose of asserting-
and enforcing digital rights and responsibilities based
electronic commerce by auction and direct offer, said digital
rights inclﬁding informational privacy and informational self-
determinatioﬁ rights, the electronic bazaar comprising:

a eleCtronic-personal information agent structure which
provides member entity-merchants of entity-buyers to search,’
interact and collectively bargain collective personal
information procéaaing priviléges in exchange for value;

a plurality' of electronic persoﬁal information agents,
each securely éncapsulating personal information objects for a

specific entity as well as exchangé rules governing processing

the personal information objects;
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alTowed by the other entity’s personallpr|V|Iege rul es; neans for
provi-ding trusted i nformati on exchange such that | Ni tigatdsn I &y
exchange sonme or all -of 1ts personal infornmation ﬁ&fﬁt&gfzr}tm&
entity that it has established, in a previous inter ?%wgg wtDEC 19 8
exchange information at.a different |ocatll®4 or at. re time; means
for asserting and enforcing transitive trust to govern the onward transfer
of -exchanged person i-nf ormatjon said nmeans f et A8 a5k rcing
transitive trus@® c%l':‘f;‘fq%‘in&é’ azAan oehsf)ﬁ%ré’tce- gﬁgﬁéollsgi %%nger sé%'ayl' n one
Or nDre Vehrddddsescathanistticnsedtdi gristirepetbana exvhapgel atulrg @&esonal
I nformation and* .pr.ivilege rul gs_gover.ni ng acg t e i

i nf or mat i oﬁ?ﬁﬁfﬁ&de:&erﬁ‘}% e & r'éﬁ%‘gscaﬁ%&r??, asndpgé%caﬁ?%rdépﬁ%cegt ée% gt al
persona capsddaarof elleteranic ngorokeronoabosainitg hthet herivaeytiehs, et on
behal f of the  origi.ndting entity. it ' héni BAEE A6+ HHR10T
negoti ati or%ezf?zfg?& &H%PF@QE%Q%O% Iec\glrsi \glnfgege ir%eg%?ﬂ%aﬂs for altga%]capsul ating
one or nor einfiqgymaglioneagents athusing A predessdpic sxaBepekfial persona so
that any further M?]['& of o & tdidhbat REES Y haHDIiHRY | Phicdwingne of
its replicated i gl'ta pgﬁsoé\%élhﬁg‘;gsspérbedcto have ori gi ngqtged from, the
entity: andcrangestion XeQUESteatwitd tsrid cple@FIonif oPaFapr BhESTRAN St ed
personal i rg]p(;]{@t;i on obj ects. THI'S SNEFT HgS BEEN | REPRI CED AAA SHEET
| i 99nott2-~ 110 REPLACEMENT SHEET 6. The conputer-inpl enent ed s%%stem of
claim5, wherei® @abdigeansodert prdnkadrag  Yoithd RETEIEREBCLY PYUHH e
time - urt N ST | SRS MReESn! Oprédésddd!Stdyng sl t ¥lketrPhiyi dsazaar
trusted token that denotes trust in*the initiating entity for future

i nt er act i oneRFEORIFaRFERSF / | #Dr mat i on.

an advertiser directory which stores and processes

orders, product information and order forms as initiated by
transaction requests; and a private activities database which
stores advertiser pending orders, inventories, and information
needed for carrying out transactions.

33. The electronic bazaar of claim 32 which operates on
a semi real-time basis. _

34. The electronic bazaar as in claim 33 further
comprising '
computer-implemented means for aggregating into bulk units
individual orders of same product, so that bulk unit buyers
and sellers can - transact without having to find a
corresponding single bulk unit seller or buyer. _

35. The electronic bazaar of claim 32, further
comprising a trusted token processor which stores and
processes public keys from said electronic personal
information agents and issues and validates trusted tokens

presented by said electronic personal information agents.
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7. Thé conput er -1 mpl enent ed_sSystenrtof—ctainT 0, whet-ei—sae-trust-ed—teken
i s doubl e encrypted, fiTst—by—a-private key Qfﬂ% a |3? Q)% and
then with a public Key of the trusdlng entitys? §l gée nl
the trusting entity can decrypt the trusted tokenl s2|c3 and
then wuse the initiatjpg.entity' s publicikgy to validate that the trusted
token was in fact supplied to it earlier. 8. The conputer-inplenented
system of . cl ai m 1, further conprising neans for asserting and enforcing
transitive trusi®: t & goFSFRUESE FRIEPENEednsIBfEtEM ex dPEngedsgerssral

i nf or mat i olnfémhat ivRANS pEOvadis wRid! isBYE Akt BiARELON LIHY eV Gethibiist

conpri si ng ans to replicate the self-determning digital persona in one
or nore veF‘g‘?%?i'éa ERER 3P cated version encapsul ating personal

i nformati on anca proluirhegey r RS elgetesmidg e’tﬂ:ﬁ&i&sth 0 éé‘tﬁh p@l&gaabmc
inforrratio g N e  dd.an actions eac e |cate ver si on
capabl e of gﬁgerg?: Iﬁl}aia ono | PSEPR2Dt ﬁfﬂ‘:aen?‘?‘{ chipge oRubeMal f, of
t he ori gi ngevenniagt atgessitich saligoim@pmlyamaanﬁ amd eracti ons or negotiations
based on its p p ul e Th corrput er nt ed system
of claiml1, \Ahg&?%%ga{@ﬁpérm%\gﬁfége ?' “2% ar€° cap ng Tﬁ‘?general
processi ngPF'EFFﬂf’ﬁl@ﬁs hatweeruitvon glnteracking t e&aytmmicereatmemebuclsal d
general  preoes s, fanehhd¥i | fidcdding st I&Slablth ts>écu£81 | apeess dgtary
val ue for- Permttlngthe receiving entit ave a

processi ng RreRAStdPPc 81t ERHG enj thr?raE?’tﬁPnaﬁzEﬂéAPSIﬁEETtBe PSG’OQQ) pag
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will occur.

37. A computer-implemented system for asserting and
enforcing transitive trust of inforﬁation exchange between
entities by_way of their self-determining digital personas,
the computer-implemented system comprising: ]

a plurality of self-determining digital personas, each
self-determining digital persona securely encapsulating an
entity’s personal information and prifilege rules governing
_ access to said personal information;

means for securely determining whether some or all of an
entity’s personal information will be transferred to another
entity or entities based upon the privilege rules governing
access to the personal information; and

means for trusted onward transfer of the personal
information to be transferred, said means for trusted onward
transfer comprising means for transforming the personal
information to be transferred into an automatically. created
new version of the self-determining 'digital persona
encapsulating both the personal information and privilege

rules governing the personal information, and for dispatching
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said nmeans to securely store an entity's personal information 1Tn the form
of a-self- det ermning.di gital persoma conprises ureI Ye

aut horing 'and encapsuTﬁﬁTg‘persepal i nformat i %&2‘/&?

secured personal information representing infor rrat

entity, the personal. information conpri qigg one or nore |nforrr_at|_on

obj ects and one or nore personal privilege rules governing each

i nformati on object's trusted brokerl ng and its trusted onward ut| |'ization,
sai d persobB® B Viaréden, af cthe dfdd gﬁ”&’cﬂﬂﬁtﬁ &197-E3YBPESOH 5§t &fFcode
and col | ecféaﬁﬁr@owéa{;mtyg whet her or not a eIf determ ning digital
persona will allowinteraction wth another self-deter n| n di gital
persona and whéB§ERiBr &)0PeRF&RSE! |’E,e“be'f°s‘fﬁi‘zﬁn i ™% oF ARt BEAT € q'*5’>’<"€hanged
with the aiditalspersdnieidniddeagedi goi aéaqme&seaavmr&a‘my,encapsul ating
one or nore dlqvtal certificates Js gcﬁ%vl aiqsgegsonal.inf rmation to
establish the mrﬁrlﬁaﬂaﬁ BRYi V9% nt}f YELPEEPE LG L35 Pl
personal ipéxsora iisn capabbe robaratiagt hetom&mcain']]yi byutobnt heha X rad redle

i nformati o he cQ [-i ntedsstemof claim.10
further gnx#illga%tﬁ%g se:":L'rf"'gert arrs“rglgir E?n a%ﬁ:rrglnf el aat ran5| ti FEFPGst
govern t hedynamigardsteranticng aof r@golua'tagmh@ebmuhlon dosoenvapsnlated d
nmeans for telgad e cing transitive trust conprising neans to
replicate ?ﬁﬁ@ﬁ rgegef %rir)ﬁ{ ng digital persona in one or nore versions,
each replicat edvharsnsl the enespendlat infproatdonnencapswlatefl gritdiin che
certiticatasy vBEESARAbE M LI QaeRBEREAEnANA1B1 LA | BEEsHA CEafOWR NI NG
access to t personal 1 nformation objects during exchange transactions,
and each r‘é@l’#@ﬂedW@F%ﬁWQS’ap&Bﬂ-E dﬁheﬂ ni&FacenerRpanlesREnoBEIYilageh of her

entities, pyiedareeBatispieq 0d BEp] ~-~RENT SHEEP 05 JAN 2001 I,I1, i
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to

A computer—iniplemented system for representing an
entity with its

securely authored sel.f-determining digital persona which
allows assertion and enforcement of- the entity's informational
privacy and self-determination rights and responsibilities -
Iwithin a trusted community network, the computer-implemented

system comprising:

)

means for securely authoring and encapsulating personal

\

information electronically ‘as secured personal data in the
 form of a self-determining -digif:al persona representing
informatiqnal agssets of the entiﬁy, the personal information
comprising’ 6ne or more information objects and one or more
personal privilege rules governing each information object's
trusted brokering and its tﬁsted onward utilization,

said personal privilege rules comprising computer readable
program code and collectively gdverning whether or not a
electronic personal information agent will allow interaction

with another electronic perscnal information agent and whether
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negot.i ati ons based—eR—+ts—personat privilege rules. 12.

conput er - i npl ement ed systemof claim 11, further /r’rﬂ@&d(ﬁ Y
mai ntaining a secured audit trail recording of %‘%ﬁdnﬁg 1ﬁgaual
sécured interaction and - the |nformat|on f any, ac

I nteraction. 13. The-conputer-inpl enent e!i stemof claim 11, further
conprising neans for securely and accountably conmandi ng and controlling
the repli @at atbtvespdiifi cofpddponat! findekaitidi N@ildi Bé t akchaiganawidler ever
they are rregﬁ# Ioc ted 14. The co uter-| | emented system of claim
11, wherei’ &'QPéFn?‘r’ﬁ'ﬁj‘ grts A9%Phi t her conprises a
plurality of i meanaCc Eoon ppooi dixg sb@}ﬂ-veémmga st prvars Useskadgeer s nal
behavi ors i nferactions w h ot.her self:det rm ni di gi tal _per.sonas.
15. The cc‘)v%%&t e%gl %éél%ente S ]iwatgf %?%lﬁﬂa% $%1T ?8 it action
pr ot ocol s ea&éhyt®nprencapsubatrd er peesuiwdll e mmmonde rmcbsenéam
specific 099&5 Qﬁ?‘l’ behavi ors; one or nore secured privilege rules which
determ ne 1| e el f - det er ni ni ng digital persona has the rights
necessary to begi n Mefs A | eecpredoesstiony, thed entdtor snpegsohadinsiti ve
privilege rul esnfOMRtAOAT AIMRT fhat ' 3R3HereHyf @MV1tSLCHE elugidgt rustful Iy
exchanged personal data, whereby said Self-determning digital persona
defines what cBFRF%8a5Ts Have i #FSiEfattconttob) e sinfqrmasigrdbedngo anot her

entity in the énsrppfecanadingy avafeg» Gthich tile séarutran?alata@éat ﬁﬁaer m ni ng
orci ng e origining

di gi.tal " person mai nt ai protecting
entity's com‘ra?fdéeﬁ%%tl& n??i)}' Q5. SPRBTEd mRFOSEEPRP| hig®d Ehetem of claim
1, wherein theosmitferdainpl it @iygtbal persona conprises an autononous
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to securely exchange some or all of an

entity's encapsulated personal information with
another entity in a manner so as to ensure the
encapsulated personal information, whether or not
exchanged, is inaccessible to other processes, the
exchange being based on thé encapsulated personal
privilege rules of each eﬁt:ity using a trusted
process which securely accesses each interacting
entity"s personal information for the purpose of
computing each entity's privilege rules, whereby the
entities may :_i.ncrementally exchange an increasing
amount of personal inforrﬁat:ion as an increasing
numbexr of privilege rules are satisfied;
means to ensure that entities involved in an
attémpted or . part:.ally performed exchange are
‘unaware of each other's identities unless
information concerning their identities is
intentionally exchanged; |
' means to ensure that entities involved in an

attempted or partially performed exchange are




REPLAC. EMENT* SHEET 113 i electronic personal i1nformation agent (Auto

EPI A), said autononous elecironic personal information agent _c I Si_ng
one or nore itineraries, each iitinerary conprisPﬁEDﬂHSep td ﬂngfgg()' ns
for directing , actions of said autononmous el ectrgnj Ingaf tion
agent. 17. The conputer-inpl emented syst gqiggf clai ﬁm}?EPEga‘lggsa
interact instructions conprise: h target or destination trusted network
conmmuni ty name.- for interaction; a predefined interact protocol

speci fyi ng' t he unawageaf oWhy a speeiibmaPyivilens amatess afl AMhg i nvocation
of said predefjdiednLpt g@ctady ot ocol; privilege rules which nust be
checked and satisfied on all interact instructions; and transitive
privilege rul es rel #ea@st & hasewkapShrht e | AFeRaRAe%DNPBEF YRS, sai d
transitive prividRamatybRsigdehel Vired QIS AFep1GRALREI BNECEEnide
processing of said information  objects by parties subsequent to the

origi nal recei \REFFONBA ipFOrnat iom agegtp YeEPiPRprenthe e8eSSEYHIE of cl ai m
11, further CcQAYItY NGriRARIyl Ofn eghak! iaShhdthex t EHSE €@nlt ek communi ty
that represents a secure and, trusted environnent for g _plurality .of

el ectroni c per STTR*VitABor TREAER oG8Rt PERGEPS EPFECt'FF@BWa?r’a‘?’ht_ ai ni ng .
shar ed i nf or matdlQesdedprby acheansthdxnf entidy ‘@napessdrialdepeiviede on ri ghts
and responsibiljities. individually and corporately as a group in order to
assert and enf%ﬂ%ﬁ?'the i nformational privacy and self-determ nation rights
of the comuni tngansai fot r perbeddimg Wwirkstednimfoymatign | ®xghange t rawched

net woLk co i TR _Secur rspste g r oriNg ,
self-_getergﬂ%lpnéX Qggﬁ?gﬁgﬁgrggﬁggywk?%hQéfggﬁé%bgfégofﬁ%ré??ragtéésnetmork
comuni ty pedsorwdi rinfespetion ewitle dnothier wenestibng aentuity, tdwitd itelhast r oni c
mani f est at Egg&ii%%eﬁql nght f;e £§&Ho¢£@t e&!né/&{a%t%i, trust to exchange

information at a different location or at .a future time;

means for asserting and enforcing transitive trust to
govern the onward transfer of exchanged personal information,
said wmeans for asserting and enforcing transitive trust
comprising meahs to replicate -the digital persona in one or
more versions, each replica,téd digital persona encapsulating
personal information and privilege rules governing access to
the personal infofn\ation during exchange transactions, and
each replicated digital persona capable of interacting
autonomously with. other entities, but on behalf of the
originating' entity, with ongoing dynamic interactions or
negotiations based on its personal privilege rules;

means for ehcapsulating one or more digital certificates
in each replicated digital perxrsona so that any further
exchanges of the entity’s personal- information by one of its
replicated digital personas is assured to have originated from
the entity; and

means for corroborating the reliability of the

encapsulated personal information objects.
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asspctratred w theach—set r deterrm-rg—ei-gi-tal—persona—cach replicated
version functioning as an electronic personal REP a.rt ;C T SiiEghobi(¥£-&
REPLACENMENT, SHEET 114 i nformati on agent on_ behalf of its associ at qdo%

self-determining digital personal activg,glectronic .pREPMCEMEMF

agents whose self- determning digital personas desire secure, priva e,ngEdT
trusted interaction with one or nore nenbers of the t.rusted net wor k
communi ty; active. vi §heiempetectimphenented sayrtiem pforkain $n aperdim t hat do

not bel ong tgyihhgebhd!SESd MIRIMBIAG COREUDA t ¥xdilngdhhEN, GRELLIE ShRUM e,

private, and trusted interaction with one or ndre nenbers of the trusted
net wor k comfyFERSE SATRFEFeF fgrBStfAstdE Srotdss RBbiY donprPeee an

el ect rgnilc vrakesa tored ﬁ%a;tcpaémie@ bg@g@rm-@ﬁesu%&a'tmg% &nﬁi@ﬁcﬁ@ lé
trusted electronic personal 1 nfor tion ent nenper of the truste
net wor k con%tfl'ﬁ‘rlﬁ/ j\ﬂ%?’é?\“éf?f‘sa."ﬁ;s eﬁg?amng°€g‘|"?9mﬁ°80mni ty members' behal f

for secure, privatie, Taadedmpuséedmppensneedi sgsteh pEi vidieges,r wheseiand
Nt ¢ h . T .
interact prologolSseka &IRA! {9 UALPE PR dd] ?E{% gﬁ”ngfgﬁﬁiﬁﬁté’?{?&i“

agai nst active or visiting electronic persona _ aqg

rrequesting SfntBeadritditingentdbect awshitdepr ke # puide kenpef siheg:

privil ege orrezeimgngatity,esof4y tvi snsiregtRdenlontke tpasSidGakbntityor mati on
agent's eligpbili for.interaction with, .said trusted. network .community;
conput er re%&gb}iéé%?ggrtg% %6‘1 2& orgolferflpI'welrtf'lra’ntlitﬁgpfﬁfaté"reagfey BFDL ' s,

i ncl udi ng m¥gAsthe tritiebing antity Ustpubdliy kewr th validatel thalt the active

el ectronic pehsafkokdd MaBBil GAcEAURPD1Sed tBUNEMar18eP| Ut al ity subset of
el ectronic perso&al i nformati on, agent r’rgnbers according to: a%ﬁ sai d
E&S BHF

trusted network Fomnthfi (P BREHaAGRISAREED syptemn L hetadsh i ®¥ege rul es
from each ofcomprisiagt mesnselfort agmeret iperawn @#hfordimgmatanyitagentaystand

to govérn the onward transfer of exchanged personal
informa.tion, said means for asserting and enforcing transitive
trust comprising means to replicate the seif-determining
digital persona in one or more versions, each replicated
version encapsulating personal information and privilege rules
governing access to the personal information during exchange
. transactions, and each replicated veérsion capable of
interacting autonomously with other entities, but on behalf of
the originating gntity, with ongoing aynantic interactions or
negotiations baée’d on its personal privilege rules.
' 9. The computer-implemented system of claim 1, wherein
said p'rivilege rules are capéble of performing general
processing functions or requiring that arbitrary criteria be
met, said general processing functions including the ability
to exchange monetafy value for :permitting the receiving entity

to have a privilege of processing transferred personal

information.
e
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Ty the pri;vitege TUles Tromthe el ectronic personal infornmation agént _
menbers; KKACEMENT SHEET .Il 0 5 JAN 2Btt -REPLACEMENT. SHEET %&i :

i mpl ement ed treans for +i ndicati'ng to the author whet REPLACEMENT SHEET ch
iplied by privilege rules will be fast or = slow, depending on whether the °
search is capabl e-of being mapped to a database query. 25. The '

conput er-inpl enented system of claim 11, wherein said self-determ njng
digital persona further conprises of one .or nore truysted taq i ch may
be delivered to Hhot AR HTH §réj§“pq§m%’§fﬁﬂolsy?)'fempr°ef- é’ﬁfé‘ﬁﬁ'shwgﬁgé%%@t for a
future intersatcti @¢ans2o Sheurdyputere iampleettt’ed peysareh dhfoimaitped, furt her
COMpriSing a.f QuIs (hEROSE! BF Yol PlackbOidfihal Bl |dokabha Lolp488EI ON -

- obj ect tenﬁ1ates and privilege Ul es tenﬁlates, each privilege rules
tenpl at es cowpresi foF a s¢ererln Sutheringr yped ANFAEBHYAE4PBNIPSTFOPRL a
predefined behawhiohy REectfonidd@1¢0HM BEcureR! grarabAsh S)iatematiion] ai m 1,
further conpri si%ﬁ:_an el ectroni c bazaar f% g}onduclti ngtgl ecélfs%%iaf

commer ce by XEEEEPHIFIgE dRtumRrtierdy aRAPTL Us FOPt PAY And “PB PO G Ry

parti ci pati nigifephatiions cotbristiag oriegbt smared infaswpaihen objectesands ghe di gi t al
rights and responsi hilifies _Jj | ng i nf | I [

i nfor mat i onal” self- %35%%3#{11 %ji%glfllg%l g tlsega gq?%%ﬂ%ﬁsﬁa%ihl :i'?‘ ?ggﬁ%'? ﬁg

el ectroni c didezabts dconpredihrpkeninge [apdt i"fﬁlité'uﬁfsﬁcg(ﬂwf‘r‘? e 4835168 agent
structure W8 fur@vhsles phbriRgeethilby - MREFRRANLY WomPltéd Y réagabie t o
searchy interact and _collecti ?I¥ {))’arlgai n_col ] ect ir\;’eeth%nd <;rnd‘invt_[ dyal
personal i nfRICREET ofoRP 0 £E si‘ﬁ’é BV g VPR NN Ge o or®F vaTue® an

el ectroni ¢ henfadetdrethimnidigbtak peradriach secuwély albroscdstesagtighsact i ons
to ensure t\*ﬂlﬂkﬁlgégmml i gséﬂ-ﬁﬁt n15gtdifitef Jeebore and haHaRAgi on is

processed, | AT T , al information
encapsul at ecPH PQthepecific personal information will be exchanged with

the other self-determining digital persona :

means for encapsulating one or more digital certificates
along with said personal information to establish the
originating entity as a non-reputiatable source of the
personal information or corroborate the reliability of the
personal information objects. ' .

11. The computer-implemented systém of claim 10, further
comprising means for asserting and enforcing transitive trust
to govern the. onward transfer., of exchanged personal
information, said means for asserting and enforcing transitive
‘trust -comprising means to replicate the 'self-determining
digital persona in one or more versions, each replicated
version éhcapsulating said one orx mo;t'e digital certificates,
- personal information objects and privilege rules governing
access to the personal information objects during exchange
transactions, and each replicated version capable of

interacting autonomously with other entities, but on behalf of
; L T _
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access to said information by other el &&ronic autononous personal

I nformati on agents; an el ectronic broker which securely internedi ates

bet ween t or c j.C n p | 4] | gents; an
I nteracti o\rll&eprogggé%é:ﬁh%%%vﬁ? oggélge‘gﬁ%gcﬁ]aegﬁaq@?oﬁhgégﬁg{)%égtn?%ni C

aut ononous fRIcS bakdonsnlbagednen ditsaperfcsal Rriyghegs ahdes] ectronic broker; a

rul es processoryhi Ghe PESERESESImbYeRshtbAOH fRRCHE WliaGm 81! GRUGERS per sonal
i nformati on agents and determnes that the- rules are satjisfied prior to

permitting SATPEXRHSh gl ifRF or PRETEAH S wBenStHE eS| e21tni EX3th onomous
personal irdcorthig @ff astiastemptedbimt tactepbHeicared vilmeeeadtiioneamtt r oni c
brokers and,th el e oni, e SO e e, Il i ned persistently;
and a secu&eher g'rlr% "Ié“"ﬁ%%’ﬁoagi% oot %%?é%gyﬁ Zer% énﬂmﬁggé%go?’ﬁg system for
permtting honeli®! efhe orimpuper-signiementedr sxatiennof agj@imsilo gkhemi cate with
r:apl itcat ed %mggié ' Qneaﬁé S%@'sechgg?} Neid gtaga&mlgouawf nRdhd sapé_zi IAn

el ectroni c baza or e purpose .of asserti an rcin igita

rights and ‘f*°é‘§5‘?)#§i"§i ItIS‘f’i é‘%pi)fcatﬁgr VRPN Y eThe t‘?e@g'geol%eéaggf‘%%t roni c
comer ce bydigucal geraomh wierecis ohéyrreseumtedtly tlakcatediht s and

responsi bilitiep, ingludinigelnfiQpTBHd-208! sflitiehdsy Adn' M OrRELONAl sel f-

detersination rights and responsibilities,” the electronic hazaar
conpri si ng:®addepeti-dghermindpg sHol tal RATAARS on agEWEther, GUmFi&eMA ch
provi des nejluesl B4yt idfy 1ACELAMREb5 BfoteBbld Yodveyring (spesffdc Becured

personal behaviors or interactions with other self-determining

digital personas.

15. The computer-implemented system of claim 14, wherein
said interaction protocols each comprise: '

computer readable program code representing specific
personal behaviors; - '

one or more secured privilege rules which determine if

the self-determining digital persona has the i‘ights

necessary to begin information processing; and

one or more .transitive privilege rules goveining onward
transfer of any securely and trustfully exchanged personal
data, whereby said self-determining digital peraona

defines what conditions its information objects, if passed
onto another entity in the form of another version of the

original self-determining digital persona , must maintain,

protecting and enforcing the origining entity’s command and
control. .
_ 16. The computer-implemented system of claim 1, wherein

the self-determining digital persona comprises an autonomous
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I'nferact and coll ectively—bargatfr—coll"ective and 1 ndividual personal

i nformati on processi ng—priviteges | ngexchange for value; a plurality .of

el ectronic, pérsonal .infornmation agents, each secur? n l.ating
p€rsonal i nformati bn-objects for a specijhhc entity as. W@@éﬂtébﬁET
rul es governing processing  the personal information objects; REPLACEMENT

SHEET 521 05 JAN 118i5 REPLACEMENT SHEET 36. A conputer-inpl enent ed
syst em f or edsswranigg persanednt infrimapioy acgenhd SitP- dEBPE)N n&Ri%n rights

and 1 espongtbhdnidule Se1¥ct PEAMOT Ke FBBRRET SnESARRYLDS | Rgert PLurpHiistyg Of

electronic entities, each electronic_  entit ri smg?secured er sonal

1ch > co

data and ePBRaRfe MPGFedLiNGFAFAFR n?%c’e"s‘é‘#%%a' HAF et 1A “and

conmput er - i TpbeARitieds "e&Bs f @irdytaugdi ageicnsst ed paddesautondmetimeen two

I nteracti n%lel ectronic_ent hlt%a’?? such that,only a trusted process is able
t

to securel y-SEEETE CeRBRIFORR EPPREePEe  oni ¢ entity' s petsonal ‘data for
t he purpose oflsecfhel gompubpuiimpdenentiedenystem ofpelain age wheresnand

determnin e af gt all personal data wll occur.
Gatl iﬁ@rgﬁgn%?g@%n ciifitis

37. A conputer-1npl ystem for asserting and enforcing transitive
trust of infornht Faveesx PrarffPrhRaticen trufted | R kWS Bty e fRme

sel f - det er rHoRi DEt&Ha@tiah; REPTFeBSEinedt Itk e3ABP Upitocap| speeiEgihass theem

conpri si ng:, ﬁ ﬁl L{__r.al ity of self-determ ning digital personas, each

sel f-det er i"FPHY  digf t al persona securely encapsulating .-an entity's
personal i nfor nat breizmdrpr pfi permretekres aybywingi rigvocatdens ofo ssdld per sonal

| nf ormati on, ABANRa PheSRRLT Lot Jlet er m ni ng whet her some or all of an,
entity's personal infornmatjon wl| be transferreg' tg ano rkgr entity or
g c8asigigeth

entities based RfgAieae prien |ysh, gret Bovebrsrks &%per sonal

i nf or mat | orallafteract instructions; and

transitive privilege rules related to the encapsulated
information objects, saici transitive privilege rules defining
necessary c;onditions for the processing of said information
objects by parties subsequent to the original receiving
entity.

18. The compuf:er-implemented system of claim 11, further
comprising means for establishing a trusted network community
that represents a sgecure and trusted environment for a
plurality of electronic personal information agent members
effectively maint':aining shared informational privacy and
informational self-determination rights and responsibilities.

j.ndividualiy and corporately as a group in order to assert and
enforce thé informational privacy and self-determination rights
of the community, said trusted network community comprising:
a trusted network community name; _
secured persistent storage for storing self-determining

digital personas which are members of the trusted network
comtﬁunity and their respective electronic manifestations, sald

electronic manifestations including the replicated versions

associated with each self-determining digital pérsona, each

replicated <version functioning as an electronic personal

S |
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P o

neans _for. trustedomert—t+anster—eot~t-he—personal—i-niornation to he
transferred, said-neans for trusted onward " transfer canprising neans for
transfornming thelpersonal infornation to be transferﬁg ' y
automatically created new version of the self-determ E&%@W&NBGSHEE\T
encapsul ati ng both the personal informatt¥h and privilege _rules governing
t he personal information, and for dispatchi ng EMENTSH\ JANE REPLACEVENT

SHEET 15 MA¥fafitidRSagdit eRPBaR bBajrd haabBiddkl sﬁi‘f-fa%eegg[%iﬁgdi fied.
in arrangerrgn , gn = As such,

it should b&8: that. the detailed 'enbodinent is. illustrative
"only and shotiwk neledtrohikerpezsohdli infigpnabion Sagpets ehose needft on.

Rat her, we |.m.as_our..in tion_ all h e gi[_gent y | within
t he scope. g%gélls'nﬁfl?? 0 gii{%[e] fpng%nvﬁsng%ggﬁﬁerrsnggn €qu Va aééngt%s ereto: .
W cl:aim 1tréstednpnteractiphewitlh edne yort emorfeo megbexs edfy thesetnushgd and

"enforcing ! - QFE‘? ,onal privacy and infornmational
sel f-deter mn%g\ﬁr(]){ngél g ‘s"i" and responsibilities .of an entity by

provi di ng secur @°hhte piietiiagsedeSEEPRAS RSFPORAL  LRformAtkom, REEDES| | a1 o

I nf ormat i on texe hinget vbeldngUsd ethep taaLSRE hetiastkk ehypirgy' Byphivhigrchani sns,
the conputegak d I Skpg: (a0 r . st.orean
entity's per go{n%l G%E%P%g'na@/%;ﬁgg]i ngl?ﬁ&fu%r&%go% a sgf#&dzvﬁg?&m%h?énékdi gital
persona sucROThaEmPers jof Bhe xustade neFark: GOTRELEYt ity or trusted

procestsj_es, sai dwhaeéﬁopa&aﬂmf w@té@ndp&c@wsst?@edsi nﬁa&b@aeéyphﬁd manln?ar; .
trusted progess neans .for securely an rivat exchanging, sone or a

t he per sonalegffﬁ'rgfln%t ib(fr?kﬁlé‘t vvéaggd ee?litef:f?"ensici ngﬁ%ﬁﬁnh‘é?nsstgk‘u%s"gt 0?pr event
access by oehegiallyrtmwtedselestroniqpeesemmal infomatiémmgeat memprehanged as

vel | as tookhendareapad AdtvebiBldnminYf WASERJa&RCRangedhi gLty said

trusted process neans bases an _exchange
P on community memgers' behan'é%r secure, private, and trusted

processing of privilege rules and interact protocols of

electronic personal information agent members against active
or viaiting_electronic personal information agents reéuesting
interaction, said electronic broker further comprising:

privilege or exchange =zrules for visiting electronic
personal information agent's eligibility for interaction with
said trusted network community;

computer reqdéble program code for imﬁlementlng interact
protocols, including means to securely and trustfully search
"and collect on active electronic personal information agent's
request, a plurality subset of electronic personal information
agent members according to: |

a) sald trusted network community exchange rules;

b) the personal privilege rules from each of the

active electronic peraonal information agents; and

¢) the privilege rules from the electronic .

ersonal information agent members;
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of . personal -1 nf ormatt+ef—ofrpersonals privViTege rules of each entity so as~
to permt an i ncremmel—emmﬁpersonal i nf ormati-on stored | n the
entity's self- determining digital persona-as each E%(Q M T
personal privilege rules are incrementally satisfie E Sal d trusted
process means further assures that entr#es involved in a potential or
partially SGi~cl offlwr REPLACED SHEETS SG page ~~g . ed .... . Pag

~. SCriptiQRnjeR@¥ed -means- -fokO mgcatla@age: théi Ehehox wﬁ@ﬁﬁrlvea tb paged
W S ~ Drpaged .' =1t O Drawin 12 Bag ........ ‘E3
AQ Abst ractpaﬁ’é’gfét}a??. search o‘"'aét;%% Y BEAVispe .r.“?‘?‘i‘.‘.’“riErPEA%ERfer\ﬁr SHEET MAY
2801 Ce L(iawi dppéddingEdneXtieange thes eseanchaviar ecapbéachfothéng’ s
identities__un s infqrmation' concernlng their identities is

i nt enti onal™PFP %‘gstﬁangég: a8 Rd Are” unaware of why specific personal
privilege 28l eswmmewwqredmplermean«;d sysdeneeih $1aém okloy Weerem #pidny
exchanged Rgh$oAAeridhihd igifhl Vﬁér%@naoftme&eeswh%seatl 'b)ie pekvately in
such a manner that the recéiving- ¢an rocess only P: data whi ch
the per soﬁQFepF‘F‘tﬁtFég@Weg igh B‘Wfl‘te dél Aresber #p tﬁéﬁ?

system of & @inbdl owhpfﬂerataBMheatumetsfqnerasﬁnasre nhogreetion. i S. encrypt ed

by a key that fbormtﬁth%r :%%E%ﬁféuéﬁéé&m [ NGE ¢12iMEEYr Sdnthekor ed, said
excl usi ve access- sglﬂm and, therefore, exclusive Ef)‘?abl lity to

decrypt sapdﬂmseeﬁala i ﬁ?MF?MiFBFYafPFus"c‘:@H ngngd RPFAIIY 088ss. "3, The
Corrput er-i [REGIRRISH SYFEA Bémflhed dndWpeieilege rules templates,

each privilege rules templates comprising a default set of

rules and corresponding to a predefined behavior type.
27. The computer-implemented system of claim 1, further

comprisij:lg an electronic bazaar for conducting electronic
commerce by auction or direct offer while asserting and
enforcing participating entities’ digital rights and
responsibilities, said digital rights and responsibilities

including informational privacy " and informational self-

determination rights and responsibilities, the electronic
bazaar comprising: | _.

an electronic personal information agent .structure which
provides member entity-merchants or entity-buyers to search,

interact and collectively bargain collective and individual

personal information ‘processing privileges in exchange for

value;
an electronic bazaar electronic broker ‘which securely

processes transactions to ensure that .exchange rules are
gatisfied before a transaction is processed, while maintéini_ng
the privacy' of personal information encapsulated in the
e]_.ectron-ic personal information agents during a. processing
transaction;

a commercial activity dispatcher for hendling incoming
tfansaction requests with said eleqtronie bazaar electronic

broker;
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the_Tncrementat—exchange—of—personat—hp{-erat+-er—eoscHrs—wi-thin agu ngle

cont i nuous exchmsm on yeen the entities. 4. The

conput er-i nplenented systemof Claim1l, wherein the j rcrenent al exchange
of "personal information occurs in -'-‘rnjl“t"ﬁll._‘;e exchange & NJasggEyr
arbitrary anmounts of tinme, each of said e€xchange sessions |ndepe ent |
initiated by one of -the exchanging entities, and each exchange' session

i nvol vi ng tdseuzsed | sirfornatnionl andli frheeentgc&et:nn‘ig orecess noe spid sonal
privilege erf%%naéonThebionp&tth | NDIl AR, %d S}éﬁéfr[qm%sc' Pabnaiiher ein
said trusted fprocess meahs for secureel private angi ng some or
al | personat’fn orraient Agrntiset ween ent|t|es further conprises neans for

providing trustgd eeehadiie Bkoldt whikh isabLeh e MhtbinediREEs Harbedf Or mation
with another trusting .entity with which it has _establlshed in a previous

i nt eract i ore¥% PRJOTE S ISRERSRLR SUHPRAMMYE| RAFSQP3L INEPFBAERR 29578t i on or a
future tine. RERAGHMYEEE ShiEEJrodeksor ~widdhi ﬁfoﬂ&ﬂéeeﬁ refuests from

conmput er - ' r%! Q"B RS on Séu%m'xgl{udus kag%égngl Wz%!a? égﬂ{gaq‘ﬁﬁ‘ou

provi di ng' trusted éxc ure t I conprises nmeans for
t he- . t r ust igfddemteqtyonts We%ﬁe a trusted token that denot es trust in the
initiating enti iyniIB’s protédsdr %Qél@%ﬁd&s@é\ﬂ AXeBaEgém Oé1ddtlenimt i on. 7.

The conputer-l enented s cl a said, trust ed token.
i s doubl e eﬁlg?lgp iacied peﬁ?’?g %?ﬁngmﬁ?t%ﬁge?te%/ ngd?tﬁémf‘ﬂﬁ iReFntPentity,
and. . then miled aneubbatisflied oiribhe ta r petmitginat iany, eschaaget cofensur e t hat

only the trisebimaient i bhewsdd A8k ¥ Rl eePPorkicl St ch il Wigelhabhat PY [ val &
key and then_ use the initiating entity's public key to. validate that the

trusted tok&iORRAEICR 296 ESEypplied to it earlier. 8 The

conput er =i npl enemiobdesty steppsbiarycivhéra the feliddiesnic ipkers agdnmeans. for
asserting. Aadesfiar v, onward transfer of
exchanged personaig ﬁé#&rn%t [ olnHa 55'1-& (@Hﬁ;taikg \éggé;%é{éghgr%%d enf orci ng
transitive trifsteRERpAEEPER REk0d t16V°?aé'-|&I°PcaYé“t“heaf§’eI'!&9&é9§?‘-’(n ni ng

system for- permitting home electronic personal information

agents to communicate with replicated electronic personal
information agent counterparts. ' _

32. An electronic bazaar for the purpose of asserting
and enforcing digital rights and responaibilitiea of _
participating entities based electronic commerce by auction and
direct offer, said digital rights and responsibilities
including informational privacy and informational self-

determination rights and responsibilities, the electronic

bazaar comprising: .
a electronic personal information agent structure which

provides member entity-merchants or entity-buyers to search,

interact and collectively bargain collective and individual

personal information processing privileges in exchange for

value;
a plurality of electronic personal . information agents,

each securely encapsulating perscnal informatién objects for a

specific entity as well’ as exchange rules governing processing

the personal information objects;
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digi tal persona in one or nore versions, each replircated version
encapsul ati ng personal infermation.and privilege rules governing access to
the personal information during exchange “transactions '

replicated version capable of interact i {3g5 aut onormuslsaéagﬂAGEK&NT SHE_ET
entities, but on behalf. of the originating entity, with ongoing dynamc

I nteractions or negotiations based on its personal privilege rules. 9. The
conput er - i npl endAt edAsy stampusér cimplemdntedher eystemsai opr i \adeegbinall es are
capabl e of perfor.m ng,gen pProGessj hg_ f.ons.Qr . Lrin hat
arbitrary clrlﬁf’mtamﬁ‘gl mgfe'{‘alé id%gne?gﬁgpé%%géis%% ungggi(#\gs i—%—udi ng the
ability toespohsitgdinbertofr petmmirkemémberpergomprisigegt he receiving entity to
have a privilege afluradeesSollg élexBebgid ednpiyizanal eadnf elediroane . HEFT S
MAY 260 111 tlg. .__The, conput er-i&ewpl errentied s‘\s/sten& of crI}a%i m :r%,léswher ein

sai d ' meansSt3t¥e SQPRTFIEE 0 PECUFF L IR 8 B8R EDNETe | RFHEEI 54 1%Fn the form
of a self- detverning rgcesgitbabapbisbmamatiomprandes neans for securely
authori'ng and epGansul-alddidnBflePNalheaddf OTHERE | OBr&)1QGhHE ONi GAlsk¥a as secured
personal information representing IRTor mati onal ~ asset s of the entity, the
personal iBHOSEARINGDOPEtWERD L¥P ndRERTRCEI DRI GAPBI Frat Rt 16B) €UER. and one

or nore per&tabonpyi ¥i togR edUbescdRRY AleNiaBle €66 heddifrel foadédits @aERCt ' S

trusted brokering and its trusted onward utiljzation, i d_personal :
privil ege rjtﬂ%ga ST Fg?ﬁtgmé%ﬁpﬁ%eé‘r%yr 5a%earrﬁ°8ai p?aot&r ra%ﬁfcgg%_%lpﬁa’og%l | ectively
, gover ni ng efiheeterely orompwsting esehf -aetioyhd nipwdvillqget akrupesr send wi | |
al I ow"i nt erfftlebiihing WhkfhéN Anh@kcRlde G2t 86 %141 GebbniCiaaena and
whet her or naqt specific personal information will. be exchanged with :the
ot her sel f -HetePrfHfi-ng digital.. persona neans for encapsul ati ng one or
nore *digital cBvii A cabEmteraimplgmentdd Saystgrer §onalassetoinmt aod t o
est abl i sh. LT glhakik [ty .AS <L eput.i e " of the
personal in orﬁ%ﬂgong%r cg??%bgggéttte ?ﬁel?féi | ab#?'?tikgéﬁﬁ?e Bétvell

entities by way of their self-determining gital personas,

the computer-implemented system comprising: _

a plurality of self-determining digital personas, each
self-determining digital persona securely encapsulating -an - -
entity’s personal information and privilege rules governing
access to said personal information;

means for securely determining whether some or all of an
enéity's personal information will be transferred to another
entity or entiti;a based upon the privilege rules governing
access to the personal information; and

means for. trusted onward transfer .ofn the personal
information to be transferred, said means for trusted onward .
transfer comprising means for transforming the personal

‘ information to be transferred into an éutomatically created

new version of the gelf-determining digital persona
encapsulating both the personal information and privilege

rules goverping the personal information, and for dispatching

«d
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Ival m- 10 . frthe.r " cma‘pft—sr-ng—ﬂm.:assertl ng- and enf orﬁr%mﬂf%ﬂt I ve .

trust ‘to govern the onward transfer, ,of ‘exchanged per sonal EET
said means for asserting.and enforcing tfansitive trust cpam“sqw means
to replicate the self-determning. di gital- persona in one or. . nore- .

ver sions, each. replicated version encapsul%®ing sajd . one- or."more. dlgltal ,
certificates, per.sonal information objects and privil ege- rul.es govetrni ng--

access to thebeeamhtlm&r Rbi DRl 66 Sarfl bei madﬁ&ehaﬂgearr%hﬁaﬁglons
and each repli g&t% ﬁr5| on:capabl e-.0f. 1 i nteracting autononous th other .

entities, but? Sadis WhEhqUEPARPRRENY §FEET“‘WA?"Z‘E§’191H2 Astﬁtch

originating enmti tshoudd t hneongmcgglzbmauha:t i mher alabhsal - exhbodnneget ijations -
based on 1 1S pe %@QLNE'XM?%J Wikaa hor BIC (SROPULE' 1 ARL SRR System.
of .claim 11, nprisi ng nean talning a securéd audit - .
trail. recordPﬁ‘@P%Pfea% igveRtiated %afdlea:@tmlclgeem%eurmrmeacwmmland t he.

i nformati on, buclﬁréﬁlboaltﬁé}ﬁ:@gﬁd geﬁﬁﬁ I Wit®i ACtHONscopa - a;[@esﬁﬁrmmo?r -

i npl ement ed syst em of cla| urt.her rising neans for. securely and
account abl y cgﬂ‘?nf%??lﬁ”?nﬂ ’d'l:?nt’? Iﬂq“ﬁﬁajtﬂﬁsng‘b?‘ieéﬁt ed versions of the

sel f.- det er m nWﬁ@laclmgl tal -perSona“wheréver they are currently |ocated. 14.°

The comput er - i npl'@NENtedoRyat&Tinh1SHeak Ba ldyatbheE &l Recsald) agklzdgher m ni ng.
digital persona further comprises a plurality of interaction protdcols

gover ni ng spe%’?‘? ENEXSIPEd Noer LRTREMaplanali oPSlVAFY i gy akitfosmatieh ot her
sel f - det er m neekf-detepniiaht ot s:dghtsS anfiSredgomsibigiitties - dwmheaﬁﬂi@dbyst em of.

claim 14, whepgifia; 3@ fodubleeld! ggvﬂeot%%%ée CRENELITPLd SSicureC QIRULET

readabl e program-code repr esent i. B Speci persona avi ofrs;. one or .
nore secured PFIVRERegdnfenmalimi cgxcheres nive | 1‘11”“@‘?%1 sé’lrf-’c%ﬁﬂe@r mandng

digital per somﬁaagréﬁlﬂcrl ﬁé&lianlsms, " the:” comput:er 1mp1emented system K

compr:.s ing:

means to securély.stbr’e'_é'n ”e.nt.ity"s pefsdnal .in-f-oz_'matlilon
-in the "form ‘of ‘a seif-dei:erinining ‘digital persona such i:hai: it
.18 accessible only 't:o th\e ‘entity or trusted processes, said
personal information being étbred in an encrypted manner;

trustgd process means -'for. securely and privately

R exchanging some or all thé personal information between - -
entities in a wmanner so as to prevent access by other.
processes to the personal information being excharged as well
as to the personal information not being exchanged;" .

wherein said trusted process means bases an exchange
of personal infprmation on personal privilege rules of
each entity so as to  permit an incremental exchange of
personal information .stored in the entity's self-
determining digital pér’sona as each individual or set of
personal privilege rules are incrementally satisfied;
.wherein said trusted process means further assures
that entities involved in a potential or partially
* . ~FPLACEMENT SHEETS SG
REPLACED SHEETS - SG f ged .= to paged <
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necessary to begin information processing,. and ong of -NDFe—tFaRsive—— - ——.

pfivilege rules goverTimgonward—tT ansfer “of . any securely REFI.ABEMEN'F BII!IE;T-

exchanged personal —data, wher eby. said. self- det er m ni ng digital persona
defines what conditions its informtion objects, if passed?fbﬂﬂa bbt her
entity in t he form of another versi.on of the original self-determn ni ng
diigital -persona , nust maintain, = prot ectihy-and- enforci ng ‘the oFi gi ni ng
entity's command and control. 16.. The’ conput'er -i npl enent ed syst em. of
claim1, wherein pbhﬁofn%hf eﬁ@ia@;@m ihl'é’lgmdwgré alf pae!scxm;ecosrprdmstaes A
autonormus ----------- ACENENT., SHEET 113 - g el trom c
personal i nf or mat “Bﬁe?gen{’“ RIE 6 Epr AjonesER Y au'f SHSmous deg)f:ie%itersonl %SC |

per sonal ‘i'nf or mat iotemigienally compangsdig andnererunpyege| of néryarqpeglfeach
i tinerary conpri SFQQ sddlhe ?fwh ebQSJ%J WGt LARS eh@iedl] r:.QCL {Ifgaﬁat ions of said B
(0] ) A

aut ononous €l ectfronic pe Sonal rmati on agent
conput er - i npl enenfeANsy $perAsFhre| &PAT 16‘“Yvdﬁﬁcgf“ﬂge‘%a?ﬁr‘?‘?ﬂaér Hara is
i nstructions G@lﬂiﬁ%kﬁ@ to atﬁ@rzﬁ;ﬁblﬁing(j%ﬁtlmtpﬁVatélﬁSiECbum \aomhnnermunl ty.

nane for interact r'edefined i-nteract ecif
interaction; %P3 Foﬁ%‘iey}gbf‘g p%’ftéﬁ%t‘éa}"s pﬁ??%vé) n'\:c/}’oaé:ag i 'cg)an v}fo}"‘ggalkgg
predefl ned i npermblmrjt\n&edae mlewidldge- iwl €s whi ch nust " be checked- and

satisfied on all int BSE & b PR 88 sy SRS ol ¥eatl | ) la@@eis Ul €S
related to the encapsu 3 I nformati on objects, 'sajd tranS|t|ve '
privilege rul &&e o‘ﬁ%ﬁiﬁ}’nﬁj PeiEOBaL AP BEREBAH AN Oifs SGFYRIRE o Reds¥nGhot sai’'d
informatkon. igbpeeirelly e{t&&&d,eSsSi&)SwﬁmmErtmmbaemecgrn&ltemedewungg '
entity. "18. The computerinpl eggntseaquyﬁ%)gmaq{d cl @ Q}ijoref uré,ttqr s_we

conpri sing means u1“gor estapl i shi ng a trusted networ ‘conmmuni ty

represents a sepakid itmdtq rdesremt eﬁi\}ldr Qﬁﬁmalf éﬂfamatmn for truated,

and- secure process

. 3. " The computer-implemented system of claim 1, 'vihere:i.n
the incremental exchange of personal 1nfonnation occurs w:.th:m
a single continuou.s exchange seas:.on between the entities
4, The computer- implemented system of claim 1, wherein
the incremental exchange of personal information occurs in
multiple exchange sessions separated by arbitrary amounts of
- time, each of sa:.d exchange aess:.ons 1ndependent1y in1t1ated
by one of the exchanging entities, and each exchange session

involving the satisfaction of a different set of one or more

~—

personal privilege rules.

5. The computer-implement:ed system of claim 1, wherein
said trusted process means for _securely and privately
exchanging some or all personal information between entities
further comprises means for providing trusted exchange of an
initiating entity‘’s personal information with another trusting
entity with which it has established, in a previous
interaction, trust to exchange information at a different

location or a future time.




mai nt aj ni ng shared i Aformational privacy -and - i nformational '
sel f-determ nation rights and responsibilities: “individuall J)EP%QEMENT SHEET
corporately as a group in order to assert and enforce-the jnfor rratlonal
privacy and sel f-deternination rights of {fy comunity, $ai MAY 98

network comunity conprising: a trusted network commnlty nane, secured .
persistent storage for storing self-determ ning di |taI personas -which are
nenmbers of the trifst edThfetapepRten-implemented system. of: ¢lqdm)iSgt wherefnci nn °;

S RNy A 'slﬂM:‘d thearial Vf.ror E)rov:td/ﬁlg |trl1§t|:éd"|é:¥eh§n§e at “a%quréj dinfe MAY .
2001 .114 Cﬁg"”% y and their- respect | %(e el ect,roni c ni festatjpons, said
e fie

el ectronic' t SOTRFEES] RERRRYi 57 ErUShing A PG WY £Qi BRRVIASs &oci at ed
wi th each sel txustedr nolmmg:hdtgdémdtepetnmta ineabé inmigght g entiey sfon
functioning a e f agent on behal f of its
associ at ed seF‘flé‘%et er n%{#%gn dmg %J&fmﬁé sdofqné%%&?pl\';e el ectroni c personal -

i nformati on agent §-whode §@F‘PUCQ}‘6FW¥§WFH§‘1 F¥fiter| operkifad. dubeFelnsecur e,
private, and s&w&trasltédltcekaﬁtisoaomwenefw_ea MR At TBYDL Srivhed heyt rust ed
net wor k commupj t Ve 8GhI xe VISItI n ele trenic. Ptehrsonaulbli nf rmaté on} agents
that do not b8 ong to i

&1 rgusetnef:] etWSY K comruni ty Bt Gnrch °© deS| re
secure, privateustind entidyedsé misctacdnsumekhat ondy dthe tovst imgnbetiEyof t he.

trusted netwogkn C&amettyme WORIsBLE’ télael.nd WitHSGed. ppme68§epem QREpri ses
an electronic braqker, gld el ectroni c broker -constituting

speci al | y. t r uSfR R dadf Mg ErS oIS |Pr‘|‘PEJ?‘?ra{‘?36nt%lg\§arﬁidﬁE?rb'éii‘at dthe he
trust ed- net wotikustedntokeny wadiinh fact Supslied Bbrik parlyer.on community

rembers' behal f fgr SOGl Gonflidialfel ABMeLd Unfcidn BEOORSH N9 Blodd:Vi| ege

rules and interact protocols of ectroni c personal” 1 nformation ent
nmenber s “agai nSY"PXEEIRE megnsy foF t?‘ﬁ’gre}"&:tﬁ"énPEf?J’Eé?jé’@néFa’?%FéY?ra'f agent s

requesting to govern the onward transfer of exchanged personal
information,' said means for asserting and enforcing transitive -
trust comprising means to-' replicate the self-detérmining
digital persona in one o-r- more versions, each replicated
version encapsulating personal information and privilege rules
governing access to the pereonal information during exchange
tranaactions, and ° each replicated version capable of
interact:.ng autonomously with other entities, but on behalf of
the originating entity, with ongoing dynamic interactions or
negotiations based on its personal privilege rules. '
S. The computer-implemented system of claim 1, wherein
said privilege rules are capable of performing general
processing functions or requiring that arbitrary criteria be
met, said general processing functions includ;:ng the ability
to exchange monetary value for permitting the receiving entity
to have a privilege of processing transferred personal
information. '
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exchange ruI es for wvisTTing electronic personal i nformat ion'a

sard-erectroni ¢ _broker further.conpri

eligibility for. |ntem=d trusted net war k conmmuni t%mcorrputer

readabl e program code for i npl errentl ng'. interact proto &&AY

udi ng

means to securely and trustful ly: search aRgjcollect on actlve el ectronic
personal information agent's request, ‘a pl ural ity subset. of” el:ectronic
personal informati on agent nmenbers according to: a) said trusted. network

conmmuni ty. exchangeto-ul Bee qompsyerﬁ@péemwﬁél spstien |

elpifed, f YRaRedBch of

the active el'ggid QRidmsPB6SEERIre Pl SESR 128N cAORRIS; pBPSond)) ihBErwitivEl ege -
rules fromthe el ectronic personal tnf or mati Qn agent nenbers; REPLACEI\/EI\FI’
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list of publ meandit efoaCt sam&aq;ol auekidrangd &)ﬁtIaxcepﬁmamhy, perkameans. f or
mai ntai ning a,s cur dSﬁUd lec}:mmca cordl ng, geracrtsl gg ?hn;aq:li gnPl ace
B8R ¢

bet ween acti vé&®

personal I nafBOI’ nma I on gen

rrenbers of~

the trusted mepmdntéwmﬁqrywabionﬂls peBettp. fofo Nhangnltﬁew t rttret pefranEador k
communi ty. 191ng£ﬁnaﬁqu%cﬁﬂpr|1H%§%Qt ¢ mokal ?Hf&fma(illéhra Reth Uidd @ne

conpri sing nmeans for i'ndependent

y. verifying said secure audlt trail.

.20. The conpGEefeFfpPeFianadd RYVELeAS T Ers i APTRing: (99&h ig SRPPAEPRg a
corrput er net webfe@esV ekuatsi @reawugean@eitawtkuaw waWam)rutemteatitom ot her

-trusted conpyter network s rv ng n
system conpri S| n% lpﬁgs?rr\‘eaa ?r usftuiel%a am‘ss)lfa?&rggd ex@&g%rgeg% el ect ronic
personal . inf @rmﬁmncmnpsd §&Meqw{9@m govexidak - whethers @ucpet 2 o

conpri-si ng:

. se P eEnd ARG pEAdRaf or di sraﬁncrumwarld.taam@hng

I | ect t t al
Certificates MARCR F%Ssréiﬁedswaﬂaim AT zegpons andnethds" 7!

. or not specific personal information will. be exchanged Wlth

the other self- determim.ng dig:.tal persona _ '. :

. means for encapsulat:.ng one or more dlgltal certificates

along with said personal information to establish I:I_le_'.

originating entity as a non-reputiatable gource of the
personal - information or corroborate the reliability oﬁ the
personal information objects. ' : _

11. The computer-implemented syatem of claim 10, _ fui‘ther
comprising means for asserting and enforcing transitive trust
to govern the onward transfer., of exchanged ' personal
information, said means for asserting and enforcing transitive
trust 'comprising means  to replicate the self-determining

digital persona in one or. more versions, each replicated

version encapsulating said one or more digital certificates,".

personal information objects and privilege rules governing-

access to the personal information objects during exchange’

transactions, and -each replicated +version «capable of

ihteracting autonomously with other entities, but on behalf of’




net-mﬂe&ww%—k%&H—ew—e&n#Wm%hm&mﬁmnl——
i nf or mation agent origrnated fromits—conputer network:ser 5
conmput er - nmpl enent ed mam_mg said el ectronic; ﬁwﬁgﬁgﬁﬂfﬂ

verifi.cation that said electronic personal information ?ﬁ% m | sfies
destination conmuni'ty network interaction_rules. 21. Tf\ ' : o
corrputer-networked system of cl ai m 20, V\/nerlé?n “said conmput er network

i 5.selected fromthe group consisting of " the Internet, wreline:

tel econputi ng teeVbeagiraring énlitys wigl &ﬁgesmg lmadew ﬁ;ﬂeeralzt&ké% 2601 116
22.. The conputer - |n sai d trusted

netvvor k comumEgt %amﬁf’aﬁé“ﬁg ?ﬂ d?amm@f pré&%"t%eo ®%ont ai ned trusted .
net wor k comuni t'i ek2 V\h'éhealcmmpsmnhmplmrteededleaymm q:ﬁ)rmra:hmtyl.l Sugther ent

community to Egﬁd&q%al CORGHNI S CﬁéTJg‘mgal caatbaed, earmupiiies

ar.e.ea.ch a ch communi %‘1 . sai comunity may contain their own
plurality of reme¥dngopfench aktempsediang actual sprwred dRFeractippsand).

network CcomMM¢Rkt ynsohcbl€iddl, €if . a@%ﬂcﬁﬂgbd ﬁpammuhyef@dﬁiahshl p requires -
menbership in th Jar gnt comuni-t, d Lrusy eractlon

bet ween el ectrom(;Ql persoTar STt o ?megg ‘igs %gml CISH"I dé
requires- all comprising F‘h@ﬂaaﬁcehtseemla!ﬂ? aF@P%’éahiaY c@sﬂamllh@ and

conput er - i npl eBREEA 16Y S tRE Arehl {dadbd) +ErsiWRBT QN ch&alsiltfta@ée&d\iﬁ uter'
net wor k furthgr conprises a trusted . network util. i??sald trusted net wor k

t
utility conpri d9HG! PER e PR TRYCE e fYe 85 Freing e‘?t&ry Fitig entities to -
securel y author arid: entlaqawmueeq&émslﬁnahted]fmmlqm albjieclls, whedein

process i -1 ulsgga GAMSL BLMExEa P HARR0AC pRRELAN 0CCSSHAANREE 1004

i nf or mati on; conputer-inp nte for adm ni strating personal
i nfor mati on aRyuFahisy ﬁSvéﬁ“’rﬁrﬁﬁtt%ﬂ PPRPERPaGPYRENing specific secured

. personal behaviors or 1nteractlona ‘with other self determ.ning'
dig:.tal personas. o

15, The computer-mnplemented aystem of claim 14, wherein
said ':!.nteraction protocols ‘each comprise: )

cémpﬁter readable program code representing specific
personal behaviors; - '

~ one or more secured privilege rules which determine if

the self-determining digitai persona - has . the rights
necessary to begin information processing; and

one or more transitive privilege rules governing onward
transfer of -any 8ecurely and trustfully exchanged personal
data, whereby said self-determining digital persona
defines what conditions its information objects, if passed
onto another entity in the form of another version of the
original self~determining dJ,g:.tal persona , must maintain,
protecting and enforcing the origining entity’s command and
control.

16. The computer-implemented system of claim 1, wherein

. the self-determining digital persona comprises an autonomous




Tonputer-Tnprement ed neans for enpowering the entity.to-secuely—and

account abl y.command: and control all of said en:tlty S perso:@b%g@&gﬂfr%htﬁn |

agents wherever they are | ocated; and conputer-inpl ement ed

securely browsing the " audit trail of any or all of-said et BtyAs Lgm

el ectroni c personal - information agent veridBons wher ever they are | ocated.
24. The conputer-inpl enented system of -claim23,. V\/nerel n said.trusted

network util %éﬁt;r%é?erger nprises, grgr?ggg){ eng ,_hégr %E‘Pﬁ) 1]s7a1d

i mpl emrent ed rcati ng Butor whet a part i'cul ar
search- i npl i edtdysmopei \sleggromid epengonhl hdnfemmatdpn PR - GEPRTHAG on'

whet her the oher FQ 'm%reci‘{?fﬁbéz%n@% beifiy idiRRPSEY &&nﬁ;@@ﬁ@b&ﬁﬁer@ﬂery 25.

The conputer-inplenented systemof claim 11, wherein said self-determning
di gital persdnattuatines céﬁf)rl dizeqsfingneackionsn ot 't fadfled 2PERAMCURNi ch may
be de"Veredelk&@?ﬁbhﬁérﬁ%utyn@&mal&m‘gem of pre establ-lshe d . trust

for a future interaction.. 26 uter-quo mi%stggé#glclalml
further conprisi¥g aT’P%r?ﬁ%“PPEBBS’r“IP&F?e &Yy "hé’ prur al it

i nformati on thecinte&aaplﬂtses—ucemim porptiikege. rul es terrpI ates,. each
privilege rules tenpl al e tiﬁé% a &%fsggétnggorgf comb,eﬁyaryggme _

correspondi ng to.a preglfef ehawor Ty he conputer-r rrpl emen't ed
system . of cIf&lelteIfaGFE‘WEir a mﬁﬁ?ﬁﬁeﬁgm%ﬂ?a‘éFe@E‘F@ﬁPl %&V"f‘%r
conducti ng% gheetdin; comerce by auction or direct offer while assert| ng

and enforcing partlgl atin tities' di gl N
responsj bilities, g%ﬁtg‘ §?t L PF@%T%tegﬁd lﬁ"g%‘b%lﬁg %P?%I lon. cl’fnc?add ing =
i nf or mat i onalprpdef/me}l ancderattopretidcodal self - detertmination ri ghts and

responsi bilities, 41%12%2%{19&1 thmzaagtcggp&h&m A0 @hechfOsd Coper sonal |
|nformat|onaent structure which _ o
: all interact instructlonsy and :

‘transitive pr:.vilege rules related to the encapsulated i '
'informat:.on ob;)ects, said translt:we privilege rules defining'
necessary condlt:xons for the processing of said :Lnformat:.on_ )
objects by parties subsequent to the original rece:.v:.ng
entity.

18. The computer-implemented system of claim 11, furtl‘gerl'
compfising means for establishing a trusted network com'rhun.ity
that represents- a secure  and trusted environment for a
plurality of electronic personal information agent members
effectively maintaining shared informational privacy and
informational self-determination rights and responsibilities .
individually and corporately as a group in order to assert and
enforce the informational privacy and self-determination rights
of the community, said trusted network cqmmmity comprising:

a trusted network community name; _

secured persistent storage for ‘storing self-determining

digital personas which are members of the trusted network
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provi des nenber entity-

col I ectively bargain col | ective—amd-=rrdeAiarayeress
processi ng pr|V|Ieges~+ﬂ—exshange_for val.ue;. an el ectronic -
el ectronic broker "which securely dprocesses transactlonslts S o t hat
exchange rules are satisfied before a transaction is processe ile

mai ntai ning the priyacy of- personal infétfmation encapsul at ed |n t he

el ectroni c personal information agents durirg a processing transaction a
conmer ci al . RhhYidy hswéﬂ“%s%@éu%nglg é}&oh{'&qmﬂl@eséaraaaactam requests
w th said electronic bazaar electironic roker; REPLACEMENT SHEET d
101 118/ 1 #lpabrdndc. prasdfestardonpasiaclydineh %sFﬁE%ﬁ’PF?dst"GrésOnsproduct
i.nf ormat i on REEERIIQD RS aéa@hels%%t&&eweﬁgarmg%sft %Q%&né” okgn a

trusted token grocessor whi ch stores and processés I'ic keys from said

el ectronic PeP eatiedi nTersien; ofiurgidening - a&ndaﬁss%tﬁ%llq/alﬂeaa?%l trust.ed
tokens ' pr esapbashthyn Sajeht hCEEKF %prEécﬁﬁﬂoci£§éa'@%&fcﬁkt%%ﬁﬂﬁfh and an
adverti ser %é ctor mhlch stores and .processes ders _

i nformation ﬁ ¥8¥@ms as initiated by transaction requests;. and a
private act avtiweesele:ta:hrahaee pairscinl stiofesnaxdorr tdgeets poideag snfldfer S,
|nventor|es r or y| t: ti . 28 The
conput er - i npf%%bgéé)s%%ﬁ]&of celtgl mJZ de% eér ein t% rggtéggm c bazaar
operates ontmusedi interadtins. baehsonQQOthmrecmﬁyme# Pﬁpt@rehmeéystem of

cl ai m 28, ?E'%rﬂ m%;pt roni ¢ bazaar further.conprises
conput er-i np ~i.nto bulk un I ndi-vi-dual

emen for eqgat.i ng. ts -
orders—of same 35 Qr'g‘éﬁud'l ajs%“ﬁhaﬁlegg’f nlq BAGRT s 1% W&#?rérg IS transact
Wi t hout havkhat tde fiphdbelopgr tespendirngtsd mgteotjuldommunity but which

desire secure, private, and trusted interactlon with one or.'

more members of the trusted network communlty,

wherein® said trusted 'process means comprises an
electronic broker, said- electronlc broker eonstltutlng a
specially.truéted electronic personal information agent membexr
of the trusted network community which.acts as a third party
on community members’ behalf for secure, private, and trusted
processing of privilege rules and interact protocols ' of
electronic personal information agent members against active
or visiting electronic personal information agents reéuesting
interaction; said electronic broker further comprising:

privilege or exchange rules for visiting electronic
personal information agent's eligibility for interaction with
said trusted network community;

computer readnble program code for implementing ‘interact
protocols, including means to securely and trustfully search
and collect on active electronic perBOnal information agent's
request, a plurality subset of electronic'personal information
agent members according to: ' '

a) said trusted network community exchange rules;

b) the personal privilege rules from each of the

active electronic personal information agents; and

c) the privilege rules from the electronic

personal information agent members;
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unmi T serrer or buyer. .30. Atrusted electranic exchange process.aperating

on a’ programrabl e cONputer_system the process CoAprising BEH.AGEMB‘ST SKWEET
receiving, at the conputer system -ae¢ommunication from  an i nat i ng
source, said comrunication conprising a) a digital certifi clageh& rfﬂﬂ]ng a
public key to.the originating source.; b),information in the form of
i.nformation objects relating to said originating 'source; c) privi | ege

rul es associated with said information objects, said privilege rules

defi ni ng REPLACERENTLrSEESJL  protocol. ‘directory -camprising'ja--Mm®Et 2001 118/.2

o, 'erl@iﬁ@}aeedﬁ)m%ﬁwaéff@Qgg'ﬁ}l tRBScfhdliey; -and Obj ects may be
processed by a receiving electronic.. entit and d) one or nore

interaction' insfFERe | &P% mabrtERirgeldy %PFﬁ‘i”néuﬁlt E8rilof recending

‘criteria; veinfetiaBgiord tdmac cealwt ep1ae:3estmwéérat stiide CeDeRbiondti on was

originated by said,origina source; ecure | derd ti.fyan at the

“conput er sys ersmaénanvﬁ"f"ﬁ 3%%'7‘58't owhseézl oF‘f“énlyenat i nég %hdgu?%% £ &

el ectroni ¢ peetorkl| commﬁmmtw)nva@pemms ‘tfrm sakhey Sauatedserm’t@nrbrl teri a,
sai d: honecoh&GEy ONi ¢ ' personal information., agents encapsulating

secured ..information and privilege rul es governln access to said

i nformation; secdPel yhex SERWLRy-iMplenanted coyaieds ok relaidyl8t HSRPERi n  t he
hone. el ect r&ﬁﬂlﬁlﬁeﬂi§0ﬂﬁhnsl HoRr N"Bidepenageillys 9erifiifly dailiorseiirea

obj ect s- froméieyg 0{| gi nating source, so as. to determne if the

I nformation O\E)j ecrs encapsul ated within said hone el ectronic personal

i nf or mat i on-agen®d. néde cheputedirplenentedrsyarerhef ¢rajoedsi nfprther = .
replicating éhipieily £ e6kH UL RRWSERAkeiEQr TR0 RomBEEdH Sntolrkf Vi ng

said cri terl a and havin c%egt - | eagt one.

gserver conne to other:trusted computer network servers so
as to form a computer~networked system comprlslng ‘the means
for trusted and secured eéxchange of _elgctronic .personal .
information agents}' 'said trusted network ' servers ‘each
tompriaing: . :' | |
computer-implemented means for dispatching and packaging
securely electronic personal information agents containing
digital certificates representing "the originating ' computer
. network server to aliow confirmation tﬁat the electronic
personal information agent originated from its computer
network server; énd ] .
computer-implemented means for utilizing said electronigc:
broker wupon verification that said electronic personal
information agent satisfies destination community_ network
interaction rules.
21. The computer-networked system of claim 20, wherein
said_computer network is selected from the group consisting of
the Internet, wirelipe telécomputihg' devices and wireless

telecomputing devices.
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inf ormation object whose privit-ege—t-e—has—peemrsatisfTed ter_b
generating a plurality of AUt oo B et T oIt SO
ageanT_a,nd_seC—u#el y- di spat chi'ng sai d ‘aut ononous el ect roni '

i nfor mati on agent Hto the ori gi nating source. 31. A.distri g‘ﬁéwo@ﬁi!ct
resource nanagenent system for use in a personal securlty and exchange
tool fixed in a conputer readable medi um1léonpri sing:. a nessaging. .

subsyst em whi ch receives and di spat ches ' el'ectroni ¢ aut ononous personal

i'nformation agent g, said chnﬁfttego gﬁ%aa.uwé&mgﬁspsfseﬂﬂm ¥ QFH@L&Q” agents

corrprl Si ng - tsubza.1n> -..~as~.
LG | sk thfxﬁdomﬁtmrk " GWRRIEY C (FBGIEH orarmpiwldﬁéf of

rul es-: gOVeI’a’B.d’ig1&me&8nt5191eaaﬂ:ﬂ;stbﬂfﬁt%fk Qsa,mlaﬂnmilaerwmzaehs oni c

aut ononous per sonal N nf o[: ent"slti gy Jrect roni ctbr oker .whi gh

securel y inter medPat%s err‘\e Y CPIHEFEY et B TRt afT IS HEYs %ersonal

information agmtgntalneqummmmsl,on :processor whi ¢h- processes requests

fromsaid el ectropig auh Jrelpe UioT-T:Yo h@fé%rcﬂ%'&ﬂlagfé% ough said

el ectroni c broker; a_rules .processor ‘whic rocesses rules from el ectronic

aut onomous per son&®id (3 fra EPRNA B8 nPaY aﬁﬂﬂ“‘-élb‘f ethifiifeswp haturaldtyrofes are

satisfied pr |cari1dt Gocompran 18 itelsi, ngfora:ﬁmg e)&Chﬁf@:@rﬁ]ﬁlcdlnf wmb&orheht%i\Ieen t he

el ectronic ' {%}J% LsQaal  information agents; an object. repository

where the. el ectron rokers and the electronic personal agents are

mai nt ai ned per si sé&it | ghilgnFompumidoy membensiie megHbred NMRRbErEBIP siRt em and -

messagi ng S WHee pateiic- c&amlt;pt Nghghore el-ectroni:c. personal- -information-

agents to comuni cat e tiepl | cat Ed Sl ect ropi-c personal Jenf orggt i-on

agent count er partse°“§§ LSRR BRYHAFEIR (PRFVEEP poREPTF R Ser ti ng
and enforci ngbeerﬁgmlalimfpgmaoandgqsre:spdnsabchnltil ssmminitpareq@rpat abhy

entities baseqighesd LA GareRiNESnEn Pty FYChd %tand direct ‘offer, said

digital rights and resgons|b ilities :
e computer- 1mp1emented system-of claim 18, wherein -

‘gaid trusted . computer nthq:k furthe: comprlses a trusted
network utility, said trusted network utility"compriaing:
computer-implemented means for allowing entities to
securely author and -encapsulate personal information objects -
and processing rules governing the exchange and processing of
o personal informatioﬂ; | . . '
computer-implemented means for administrating personal
information and rules governing said information;
compuﬁer-implemented means for empowering the entity to
securely and accountably command and control all of said
entity's personal informatioﬁ ’
agents wherever they are located; and
' computer-implemented means for securely browsing the
audit trail of any or all of said entity's electronic personal
' information agent versions wherever they are located.
24. The cofputer-implemented system of claim 23, wherein

‘said .brusted network utility further comprises computer-
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ri‘ghts aﬁd—r-e?pmm—bﬁ-ri—res t he el eéctroni c.. bazaar -conprisi

el ectronic_personal . nfoymation agent str ucture which ‘provi g nmenber
entity-merchants or entity-buyers to 'search, interact and c | ¥ Ml muy
bargain col l ective and i ndividual - personqll-,l nf or mati on” processi ng
privil eges in exchange for value; a-plufrality of electronic personal
i-nformati on agents,. each securely ‘encapsul ating personal information
abj ects for: ATPLemenicefc dipeppy 9% ieidicabingk ckanghe r AMERORoYBeEheY @

pr ocessi ng bﬁ?tﬂﬂfl%QnQEai:él’f %@Eié&%ﬁ@z&%ﬁegeshﬁﬂs REHL&GEW o8 MAY
2001 .118/4 ﬁn el ectroni ¢ bazaar el ectronic broker Wna#g urel}/l
processes tr8n8%ct PORRPYES SRs IPERRG: SR CASHEE rifl 2R %efi a4 before
a transactionabpeqartocesdmﬂ,baséle;telrgctrom ¢ bazaar el ectronl c ‘broker -
mai ntaini ng Lthe pg V%SM%@ tt'rﬁple?n%ﬁﬁgd'ael BEQLOJM%%H i QhbSefGARY! at ed.
within said" personzﬁ agent a proceSS| ng transaction; a
commerci al' aselfidepesmipina iiigitak mehﬁnéu#WGnFﬁanﬁean ctqnenOFequests

with said. el ggts: mteaztﬁa{enﬁl mcmoahg b gk evered By linbEndrF Raheety dat abase

whi ch .persi stent | res- produc or mati on -processed b ald electronlc
bazaar = el ecf‘r%’ﬁ?%’ hPH KRS @%&ﬁﬁvﬁ‘ﬂ:s S llG E TS nWﬁ%ﬁ’f SPores and :

processés order $26. prG@GcFoﬂwt@FnﬁmWakﬁﬁ @Avgben { of r%laé@ Lni Epekhey py
transaction écﬁ%'r?ﬁiﬁg AN Sa | il@éo%ies{rwabi-esstdeiﬁjfaae phiralitpt Oees.

advertiser orders, I nventortes i nffornmati on  needed for
carrying outiqﬁoamssmq opRiecs3. teméaé?%cFF%nPEi‘ﬁéfaar ryleg| Leppkatemi ch

gge][ at eﬁ on eﬁzxﬁ%mv&&abet wteéaaeé@h%és Thplstag ama“efhazaarseas Jgn clai m
urtner

rules and corresponding to a predefined behavior type. ' _
27;' The computerdimplemented system of claim 1, further =
comprising an electronic bazaar for conducting electronlc'
-.commerce by ‘auction or direct offer while asserting "and '
'enforcing partic1pating .entities’ dlgital rights and
- responsibilities, said digital’ righta and respensibilities
including informational privacy and informational self-
determination rights and responsibilities, the -eleetronic
bazaar comprising: . ._ T |
an electronic pereonal . information agent structure whieh
provides member 'entity-merchants or entity-buyers to search,
interact and collectively bargain coilective and individual
perscnal information processing privileges in exchange for

value;
an electronic bazaar electronic broker which securely

processes transactions to ensure that ekchange rules are
satisfied before a'transaction is proceseed while maintaining
the privacy' of personal information encapsulated in the
electronic personal information agents during a processing
transaction;

~a commercial activity dispatcher for handling incoming
transaction requeets with said electronic bazaar electronic

broker;




i ndi vi duaI orders of sane product SO that bul k "UAI't " buyers _and -set
can t+ansact—without—traving to fi nd a correspondl ng single- BQ@E ENT SHEET

sel | er—er—buyer-—35" fjhe el ectronic bazaar of claim32, further onghgj si ng

a trusted token processor which stores and ‘orocesses publ ic keys fromsaid
el ectronic personal information agents a A¥t ssues and val i dates trusted
tokens presented by said el ectronic personal information agents. Il | -
REPLACEMENT SHEET ! $ MAY. 2001 - .118/5 36. A conputer-inplemented. system’

for asserting infor |onal i'vacy and sel’ etermn t|o ri ghts and
m%[ kpréyr'%ﬁ'ér S&Qta[é'%%” SR é’eﬁf’tﬁat ?’{/ ®&F8ctronic

responsibilities of

entities, eadradbett rmﬁos‘ma'emrl t precmyedsi by swddr edlqntrrsonal Wehar and
exchange rul 68 ec8PYSINbRIKACCESS to said information; and

conput er -i npl enent ed .means for providing trusted processjng between two
interacting el ect?orfFuetsfl | £PkRN sPEQFesePnt WBhHFY, gteresstME pPERGESSePs abl e

to securely gamass kegd firon @addt elg-tebALd rpéﬁs&naBninﬁolhhnStﬂﬂf lsay&ahsdata for
the purpose of, securel o] & ch rivile es
V% gt igaue )éng r\rrpa'ZII.J.da 6}: tt?;kerééa S%ﬁ,?gﬁng%q a

determ ni ng Her an- exchange 0 ¥ \ni® FF occur-.
.37. A corrput%PCFFﬁﬂi@nEﬂFwaéystwmom%eﬁﬁ:ngm&nd enforcing transitive

trllrfst OIof i nfor rratazon febeigs battf&.%ryen&hidhes sbaré@ay aaﬁ tlbf‘déesses

se et ermini ny i- t er.sgnas, - |

system conpri §| g% %“ﬁ?aﬂ‘ V“&Fig%l T‘n e‘{’%%r‘ﬁ r“rf’ﬁggd‘?‘ﬁl t'&ttlﬁé?goﬁ’és each
sel f - det ér ni mrﬁgsmtgpnalrewmrnaam@wrp&tlyammulatemgaaabaseeMmt!y S

personal” i nf qiBRL QavaRE: &l Yeh&ly LRh&S gqtreéruo@qes a%%SEnt&thn personal

i nf or mati on;
needed for carrylng out tranaactlons

28. The computer-lmplemented system of claim 27, wherein
the electronic bazaar operates on a. semi real t:ime baais '
29. The computer-:.mplemented -system. of cla:.m 28, -wherein "
the electronic bazaar further comprises computer- implemented.
means for aggregating into bulk units individual orders of
same product, so that bulk unit buyers and sellers can
transact without having to find a corresponding single bulk
unit seller or buyer.
. 30. A trusted electronic exchange process operating on a
) ‘ programmable computer system, the process comprisirig the steps
of: '
receiving, at the computer system, a communication from
an originating source, aaid communication comprising
. a) a digital certificate binding a public key
to.the originating source;
b) information in the form of information
objects relating to said originating source;
@) privilege rules associated ‘with said

information objects, said brivilege rules defining




means for securely determ ni ng whether sone or all.of a ' J :
i'nformation will be—t—r“ansf-er-red—t—e—aﬁother'entlty or- entltleﬁp A SMENT BHBET .
the privilege rul es-governi- ng___a._c_:cﬁésds to.the personal i nfor §% 2&?

means for trusted onward transfer :of the personal ' informati
transferred, sai d means for trusted onvvargllsgtransfer conpri sing nmeans for
transforning the ' personal |nforrrat|on to be transferred.into an:

automatically created new version of the self-determning digital persona
encapsul ati ng botif t lagdpevrdaral what orgaudibionmnd spidvi infgamatignes .gover ni ng

the personal i nfQyAREES mayrsk f;%::@h&é@ttﬁh'd"grec&E’EPgLAéiENEMn&EET MAY

2001 .118/6 the néw version of the. self-determ ning digital, persona to
the receivi ng erﬁfittl';?Y'vﬂﬂ'@rel_ n.a separate new'version of the
sel f-determ ning digas al pﬂ{esom i fo¥d ea&ledriwioﬁacbngmetyémg entity;
wherei n each newv rsmnﬁg Tti sel f-deterpm nin igital = persona is

&s ?/F

di
capable of actindAdEohbF Y39 o 35508 fsegfg]? t8¥1%i nati ng
sel f - det er m ni ng,vedii§iring, . per sorie. wi. t:bmrmgm ngsyshemani cthatt er @etdons or

negot i ati ons cBARGH R0 b4 %asegﬁng.‘alké& 59{]& ‘QﬂS%t&%eéouz%@dt \r/]vher ein. the

personal information encapsul & néw ver sion of tt
sel f - det erni ni ng &ECYreLy . W@PEB%”@anaE)etheoﬁﬂﬂ?‘éﬂef systafsf and LAY Wnen n
its encapsul ateébriyi b&PE orfidgiast Rie sorircef | Réme 3@lectLo T PpERional

i mpl enent ed temfor rese ng ent | with.its. securel t hor ed
sel f-determ ?ltlx’r?\gm?ti f’alaggntserg%anta atq%fy eﬂaﬁowsf'eg]srcs%r ff}n *ahd én grcerrent

of the énti t jrome | rﬁlﬁpha?mm]aper@?né\lacynmswﬁ daeutar mﬁwlmtgngs and

responsi bi | i gk&$redM ;dyoeu@tiamsat&d AV Yr1@EWkerdi. access to
conput er -i npl eg(gnt ed - st em conprising:- means for secur ely. aut. hor i ng and -

encapsul ating?® dion; _
securely execut:.ng priv11ege rules encapsulated within

the Hhome : electron:.c personal information agents g_xi_ the .
.information objects from sald orlg:.nata.ng source, 8o as. to
determin_e :_i.f the infonnation ob)ects encapsulated within said
home -electronic personal information agents meet the
conditions for further procegéing,-
. replicating the  home. :elédtr_onic personal information:
.— agents satisfying said cri‘t'e.ria and having at .least ‘one
information object whose privilege rule has been satiéfied,
: thereby generating a plurality of autonomous electronic
personal information agents; and .
securely dispatching said autonomous electronic personal
information agents to the originating source.
. 31. A distributed object resource management system for
use in a personal security and exchange tool fixed in a
computer readable medium, comprising: _
a messaging subsystem which receives and dispatches
electronic autonomous personal information agents, said

electronic autonomous personal information agents ‘comprising



information el ectronically as—seewmed—persomat dara- 1N _THe {0000
self—determnirg—digit al peFSona,representlngfm?ﬁfornﬁ - onaHEMAGCKEH
enti by-—the—persongly information -conprising one or nnre-infpﬁgﬁi}
obj ects and one or nore personal privilege rules governing ea

I nformati on object's trusted bquering-qqggits trusted onward utilization,
sai d personal privilege rules conprising.coiputer readabl.e.. program.code
and col l ectively governi ng whether or not a- el éectronic personal

i nf or mat i-on ageyredwi informabden ntaadacriles  @pvérndngt hascespect? orfaidper sonal

i'nformation agesitnagiiéh qu;yherot';ﬂérlr . Eléc&%ﬁk@wmn%-r MAWaorQ01. 118/ 7 -

or not specific personal infornmation wll be exchanged with the other

el ectroni ¢ péREYMAFi¢hiAgPRERT on agent; neans for provi di ng both secure and
private storage aa eYeddrofi$c daokes whHidhpséeadietyi iriterimdiavescketwarge for the
entity's encapsul a personal. i nformation, . sai n rislpng neans to
securely st o?‘got re}"{g% ie? §é§r°§é'rcs%‘hta -'-om‘ilnfﬁ BF‘ﬁ% I}agn ggﬁ%%att Iﬁ‘gﬁgﬁﬁglg't he entity
or trusted - procedsdathractigocerecessort whitle pnécsasesi analedtesg fxomcr ypt ed

using a key whifRikseRREYr Qiu}’on%l'-ngﬁé?‘i:e%_ggn'alaciﬁgéﬁéﬂiﬁn%ﬁéﬁtfsotﬁf&%ed
processes. V\nthl_nlt-he 6‘?0 uter.-inplemented system neans t.0o securely
exchange sonB2tt S18F4=BfcFokERt i ty" s encapsul at ed personal infornation’
with -another enti tylem procesamerwisichaprocesmesureléehefrancipsttatied
personal infogim Gl pMRELRGN iﬁ%gﬁ%&ibﬁ%@gegnd defeliFfeGCERAD et O OF her

processes, the exchange bein ed on the encapsul ated personal
privilege ruF&esof aecipaghefisy ugﬁf’riﬁf.-a??r'maf‘f:jg'ﬁocé%s Theraserely
accesses eachnformetsat i Ngetweshi t ¥hé pelédvrahic nf aut@icmons f Opetdunapur pose of

information agents; , .
~an object repository where the e_‘leci:ronic brokers and the
electronic personal agents are ma:l.r_mtaL:Lried persiétén;iy; and =
@ secure remote ' method -i..m'r"ocation system and .messa:.ging
system for-- pez"mitting home elec-trdnic personal -1nfor."matioﬁ
agents to commuriicate with 'r:.eplicated. eleétronic personal
information agent counterparts. '
. 32. An electronic bazaar for the purpose of asserting
.- and enforcing digital - rights and responsibilities of
participating entities based electronic commerce by auction and
direct offer, said digital rights and responsibilities
including informational privacy and informational self-
- determination rights and responsibilities, the electronic

bazaar comprising:
a electronic personal information agent structure which

provides member entity-merchants or entity-buyers to search,
interact .and collectively bargain collective and individual
personal information processing privileges in exchange for

v_aluea,L plurality of electronic '.personal information agen't:s,
each securely encapsulating persor;al information objects for a
specific' entity as well” as exchange rules governing processing
the pera;'mal infortpation objécts;
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conputi-rg—each—enrtty-s—pri Vi1 E0e LULES. . WNeLEDY. LB ki -ttt
.increnental | y exchange ‘an-increasing: anmount of personal i nREILAGE o
-increasing  nunmber of privilege rules are satisfied; neans{@SoM&hW0k that
entities involved in an attenpted or partially performed exchange are
unaware of each- other's identities unle 4 i nformation concerning their-
identities is intentionally exchanged; nmeans to.ensure: that entities
involved in.an attenpted or partially perfornmed exchange are T I | |
REPLACEMENT. SHERR €ll eidi¥onic() bazabd/ Seleabvenie: bfoksry Wiebi fseruprlyi | ege

rules, if aiceoll® dhalliond "t CRMSO PR Sxliiflnea surte haRged

personal . imfornmatlon s ivered as a replicated el ectronic personal
i nf or mat i onsaljafiedebsfore td transacetdnyi iy PrenEsesdor Rt e1SFETRD8ECh a

manner thatpbonlay t Bfecdr@nel VididkeR! idintahROCERS (dialatpl @EMBERON

all owed by the other entity's personal 'grl vil ege, rules; neans fﬁr '
provi di ng” t PEERABAL| MEATTRE I lerthRceRartatedat it ARLT RIWE Bhtity may
.exchange soffiefadnatfdn a@fents Sdurfag SO pabeeddingmatamyacuidny anot her trusting

entity that. it _has abl i shed. in.a preyious pnteraction trust to
exchange i nfor r?a?clogﬁ"gg%l‘% dié?h:flé”iué%t d?%‘%aﬁ%}%ﬁ gf?a?%g&futgarenti rre%' means
for. asserti tepnesgtéon oredyapter asht peédt elisetnopicobpeddr t ALeTHFRBLA transfer -
of exchangegydighsonal information, said neans for asserting and 'enforcing

transitive trust conprising neans tqQ replicate the digital persona in one
or nore versioffs, P¥ rEﬁg‘?‘b“oﬁ eB2HRAEal w’b’g?'soﬁﬁr%’r%gﬁgg?'aﬁ g °° per sonal
i nf or 17Et | onpambthapr | ¥hfegetrich espyeeesed npyac®@edd telectronic bazaar .

B eleptrbﬂic broker; and o o _ ' '

an advertiser difectory -which stores and .p?ocesses
orders,'p;oduct information and 6:dér'fofms as initiated by
transaction requests; and afp:ivate-activitiés database which
storés_advertiser ﬁending ordera, inventbriea{ and information
needed for carﬁing out transactions.

33. Thé electronic bazaar of claim 32 which opefates on
a semi real-time basis.

34. The electronic bazaar as in claim 33 further
comprising ' .
computer-implemented means for aggregating intq bulk uqits
individual orders of same product, so that bulk unit buyers !
and sellers can transact without having to find a
corresponding single bulk unit seller or buyer. . s

35. The electronic bazaar of claim 32, further

comprising a trusted token processor which stores and

prdcesses public keYs from said electronic personal
information agents and issues and validates trusted tokens

presented by said elec¢tronic personal information agents.
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di gi tal persona capabl e of i nteractl ng ti autononously w th ot het enfiLt.ies,
but on behal f -of the  originating entity, w th ongoing dynarﬁh&%kugﬁtéméﬁs
or negotiations based on its personal privilege rules; meang Q{A ?

encapsul ating.one, or nore digital certifijjgates in each repl I C gd 0(9 g| t al
persona so that any further exchanges of the entity's personal information
by one of its replicated digital personas is assured to have ori gi nated
from the entity;36andPreafemEuSercmignented ngsysien r elfPEDi | #45PT6A28 he -

encapsul at ed; eraenal Nf QrERidyN Al ec'eIé.f Jete&muadidn rigde® bZaS

RFpLACEMBNT SHEETS $G p Description pa“(igD I aged -.::. dain(s)
paged 147~ t¥repapetbilitieq) of AnfvRFisTen eﬁége‘f?“‘?n? aged ..... 0 Abstract
. paged ..... t oapapjaral OATE ofF FAECEKPTiG Jentittieps ceaghn electyonic

conput er - i Ml ARt %@Lmﬁyﬁtﬁ@ fREuSEL UpSlabnaB S Bht A Nnd 2RLchHRLONG1RE t he
I nformati onal privacy and informatiognal  self-determ nation rights: and

r esponsi bi | |?‘i"€§“b‘?9 é‘ﬁc‘é‘?ﬂ iteyepid ipformatingy &@ure and private storage as
wel | as secure aacmputeirvitgemahtsd At meaneXCltafrge pravidingt edeprenedsses _and

crypt ogr aphi ¢ Jxeghan %’&Wewet&Q”’RHEe@achJ eQF 160, By 5&3&’9:1‘&8”’%%? ng:

nmeans to- securely store an ent per-sonal ormation 1n.the formof a-
sel f - determ'-'rﬂal’ig%wl?af-nffé'—teéoﬁﬁ%‘if@h ileh&i’l?tml%e%@&s??ﬁ%?%rﬂa?hto t he

entity or triftleedcfinaCeié&rondal entiR9F 5 Opeisond] Od4Md ifoR BRé NGrHoseed in an
encrypted matr]EneSécur sted ru(ggggss er;g nserl‘t%ysecurelvht%réd r‘lg{lvatel
determlnlng whether an exchange of aome or all personal data
will occur.

" 37. A computer- 1mp1emented system - -for asserting and
enforcing transitive trust of informatlon exchange between
.entltles by way of their self determining digital pereonas,

- the computer-implemented system.comprising: -

a plurality of self-determining digital personas, each
self-determining digital persona securely encapsulating -an - -
entity’s personal information and privilege rules governing
access to said personal information;

means for securely determining whether some or all of an
enﬁity’e personal information will be transferred’ to anether
entity or entities based upon the privilege rules governing
access to the personal information; and

means for trusted onward .transfer .0of the personal
information to be transferred, said means for trusted onward

. transfer comprising means for traneforming @he ‘personal
information to be transferred into an automatically created
new version of the self-determining digital persona
encapsulating both the personal information and privilege

.xules governing the personal information, and for dispatching

Th

|




exchanging sone or all the personal .Information between entifies.in a o
manner so as to prevent access by other. processes to. the. pergpg : )
i nformati on bei ng exchanged as wel:l as to the personal inforn%?ﬂgﬂrEMrggI SHEET
bei ng exchanged; wherein said trusted process neans bases an eicéluwezm]pf
personal information on personal privilegesgpul es of each entity so as to
permit an increnental exchange of. personal -information stored inthe
entity's sel L det ernm nj ng gi ?i tal _persona_ as each_ individual or set of
personal pri VI'T ¥ YEFRCHPE FhastERdehgriaing Sieitrl mezrens toathet rust ed
process neansedaimihgrertsisyies. that "entities involved.in a potential or
partial |y TA 1045, Ipig, 12 LOS,foR! Q0emeat oheels lnd | ol Gucirdnlad UN 2001
perfornmed exchange are unawar e of each "ot hert s dent i 15 es “Coniedens

i nformati on BFid@LnPeRpaeis Greasedtfarsepch Yegedviigoratityexchanged, and
are unavar e .of WikeS®BCiddch nBA' $&AAlnPbEVEAE M2 1EUbES ARYend adifda1i T any;
and neans to_assure,that % exchanged personal ‘data is_-delivered to the
recei ving enPf3P Br i-l?/a‘faé:i_a% n°% RAF189 AHTRBPTOYS Nt Petheory bebrlt iRF &Reity can
process onl yotiginating weil€hdédwrmipitie odabipdl vipkegenad Uw@shal diwing. 2. The
conmput er-inp g Eed: ] iLm . wherein .the gntity’s persqnal
i'nfornmation é|ls_ e'n%r%‘fséé%tcg)g/b Igé-kogy%'?ﬁg%la t}ﬁ'fégé:%agfz gl 9“’3‘%& §3¥a%sa"ﬁ'&t'8 mput er -

i npl ement ed PEYMLeds Hawtiesy ardcl usi ve access to.said key and, . therefore,

excl usive .capabiwhét¢in.@hdepeyinadaiidoRitA8a! chdpRTBEE® Wi Hind theUSt ed
systemof claim1l, wherein

and secure process. .3. The conmputer-inpl enent ed,

the ingremental -‘é?(rcar%gﬁg@@ofé‘ﬁerss FaPeFTBAARY | g’rﬁ’cﬁ‘? UBETRPEA| A3D 2P ngl e
continuous exeadde’ teosferrdset weln when erittbt i @®apduldtied privilege o
conput er - i nph@@nLed swskefepf claiml, wherein the increnental exchange
of personal information occurs in._nultiple exchange sessions separated by
arbitrary anount 8%of  t PREPUSEZCHMRIeme] %‘g)eﬁ%ﬁ%ﬁm_ef%‘éSE?w.eth%péﬂdent ly -
initiated °~ entity with its ' _ : . D

securely authored sélf-fietermiﬁing digital ', persona which
allows assertion and enforcement of the entity's.l iﬁfonné.tional -
privacy and self-determination rights and responsibilities
within a trusted community networic, the computer-implemented
system comprising: ' |

:/ ] means for securely authoring .and -encapsulating .person_al
information electronically as secured personal data in the
form of a self-determining digital .perscna representing
informational assets of the entity, the personal information
comprising one or more information objects and one 6r more
personal privilege rules governing each information object's
trusted brokering and its trusted onward utilization, .
said personal privilege rules comprising computer readable
program code and collectively governing whether or not a
electronic personal information agent will allow interaction

with another electronj:c pei'sonal information agent and whether

n




satlsfactlon of "a dlfferent set of ‘one' or - nore personal I
5. The conputer-inpl enented syst'em of claim1, wherein sai @H’M?gﬁE@PSﬁEET

process neans for securely and privately exchangl ng sonme or MpErzggJ[nal
information between entities further conprises neans for providing trusted
exchange of "an "initiating entity's persd information wi'th anot her

trusting entity with which it ‘has established, in a previous _interaction,
trust to exchlngs ideel R i girsdhalR Shidr@heitn dlqmabéoexaia@eBUWm time.

TH S SHEET HAS BEFer SREPLACED _ Thi s i he repl acement sheet .Date’ 2 7 JUN
2001 6. The conpuUrer S AT EHENt BE 78t SABF I8P A% S her ei n- sai d.neans for
provi di ng trust eteane Hargeravidinoutbhoth becere fapdt peivaienmEtiozege neans for -

the trustinGu@ilidy LRHOVhAE bribitio! lediiselod Nakalal! ofd rsl 10 the

initiating entit uture interaction exchange of informafion. 7.
The -conput ereqtﬁﬁ¥e?mn?’é?fp§9§%§£ﬂ of PETESH 6; i’%/&?é’F‘%‘i’t?n'saF&lE‘r uSeans t oken i's
doubl e encrwunpd;aingrst by a private key. of the initiating entity, and’
then with a public kgy of {he trugtln‘goent(llj\ qstg_ ens| Ire that only
the trusting entit can deer YPERe BFArSt & toﬂ%n Wt BF8%ri vate key and
then wuse the -i m%/qrmﬁ@ e*mqht ythatpidsilyc they enbita| prateusteskt the trusted

t oken was in faclsrcsdéaaés exhved a&ewréé eft, &heTliﬁf&ﬁﬁE%ﬁrbémgl enment ed
system of . clai m 1 g% her, SI ng .neans for asserti aagd enf orci ng

transitive trust® e‘l"Ehm?hé St é‘ﬁsf&?“?ﬁl"efﬁﬂ’é er sonal
i'nfornmation, sai dcmanlslef opPnys s &pt mag:uaﬁdi @mborspieng withdsi tthee trust

conpri si ng manscg@uggplln@qgﬁegﬂg §)¢Ae‘emdet ermning -digital persona i n one
or nore versions, each repl icated _Vversion encapsul ati_ng personal

i-nformation and pri vEEfe TUIRESUTHHY P FFRGIACETEs o Alite Ffer@onal

i nformati on durientiexthangeapbnatsdct peAsonaand i fEsrmat e | osiithd version
capabl e of another entity in a manner so as to ensure the
ericapsulated personai information, whether or not
exchanged, is inaccessible to other proe_esses, the
exchange being based on the encapsulated personal
privilege rules of each entity using 'a trusted
process which secur_elY accesses each interacting

entity's personal information for the purpoee _of

()

computing each entity's privilege rules, whereby the
entities may incrementally exchange an increasing
amount of personal information as an - increasing
number of privilege rules are satisfied;
) means to ensure that entities involved in an
attempted or ©partially performed exchange are
unaware of each - other's identities unless
information concerning their identities is
intentionally exchanged;

means to ensure that entities involved in an

attempted or partially performed exchange are

T 1




interacting autononously wth other entities, but on behalf. of. the
origi'nating entity, wth ongoing dynamic interactions or - negﬁgmeE ENT SHEET
based on its personal privilege rules. 9. The conputer-i m] , mrjnﬁ system
of claim1l, wherein said privilege rul es are capabl e. of perfor r4 lal
processing functions or requiring that ar Bll%)ary criteria be sai d
general processing functions including th Ility to exchange nnnetary..
value for permtting the receiving entity to have'a privilege of

processi ng- tr ansferawadepefsonyl specfiftanpirbnileghl FubbiETik ey BEEN - 106-
REPLACED T NS 'Swéli(} not GRILACEAENt sheet Gate: 2 7 JUN 7001 J J 10. The
conmput'er-i npl enente system'of claim1, wherein said neans to securel y
store an entity's per ¥efRf Enf @emure oshat n anyie exghanasid apexsionatiet er ni ni ng

digital persona coifdirima€son NMRAMR1EPEr LGS & xeaﬁm@angléé&oﬁﬂsapsul ating
personal information electronically as secured personal information

representing inf RIREOPBhal nEETaE Lo ageRE XATSIAR tPhEDPFRRRFARNI| nf or mat i on
conprising one orenwitg iprioately O ObjieCt 8 aa@AneNcthat BRIE BRESoNal

privilege rules 5 e nf rmat obj S truste broker| ng and
SPEROLAG Saf ey Qo™ bRlcedd okt LAESHEY

its trusted onwar sard rsonal prIV|Iege conpr|5|ng
conput er readabl ellgwedr dm e aﬁzrrcoqmre@m 9 elppraenadr nprﬂgri\;l«hee her or not a
sel f-det erm ni ng Idngbt, al persona will allow interaction wth another

sel f-det erm ni ng er so and whet her or not eci fic personal
i nformation will "fﬁ?% ?”Jr‘f’ ‘ﬁg Fﬁgsﬁe{%efnwth‘e{)ei*ﬁ?l?ﬁ“ﬁﬁ o4t al
persond ; ne&hatfan éncaipi;uhet iemgitnemay axcrangegisbaé oer tailli (b&te&s al ong.

with safd pepspdiiall BHhesAR180 &&rﬁ%@*e}.é h?m%m rd, 01090 LG SfY iy as a

non-reputiatabl e source of the ersona or rrat on or-corroborate the
reliability 6F L3 shgds sdRal2 i HF?)Y’rPéc‘tsl olntsBpetiar. YrustThHo exchange
conput er - i nphefentatdos yat amidf fedent N ddhtibiréhak aCAMREESE (g ;mM™ans for

asserting and enfuging tr ARSI MG tgllfldgtenforcing transitive trust . to
govern the onward transfer of exchanged personal information,
said ' means-' for asserting and ° enforcing transitive trust
comprising means to replicate the digital persona in one or
. more versions, each replicated digital persona encapsulating
personal information and privilege rules governing access to
the personal information during exchange tranaaétiona, and
each replicated digital persona capable of interacting
autonomously with other entities, but on behalf of the
originating entity, with ongoing dynamic interactions or
negotiations based on its personal privilege rules;
means for encapsulating one. or more digital certificates
in each replicated digital persona 8o that any further
exchanges of the ent%ty’s personal information by one of its
replicated digital personas is assured to have originated from
the entity; and ' | :
means  for corroborating the .- reliability of the

encapsulated personal information objects.
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means for asserting and enforcing transitive trust conprising neans to
réplicate the self-determning digital persona in one or norea®0HzorE,
each replicated version encapsulating said one or nore digital
certificates, personal information objects and .privilége rules governing
access to the personal information objects during exchange transactions,
and each replicated versi ortg BINT SHEETSAct 8G&g aiit ononmously with ot her
entities, but on behalf of 107 1 .pgéﬁEI_WgedQEPLACED aEEN This is the
reel eta 3~iei- bate: 2 7. J)th?,agydn@tmapagagﬂ«bn ity, with ongoing

~dynam c interactions or Hblain g}s'ph 0. wnpdged."pegsonal privil ege
rules. 12. The conputer-i daxggya S)apayl.ofo piged m.11, further conprising
means for maintaining a secured audit trail recording of each attenpted

and actual secured interacti inﬁrmj,qn iIf any, exchanged in
each interaction. 13. The ' tem of ¢laim 11, further
conpri sing nmeans for seéﬁrely and account abl y conmandi ng and controlling
the replicated versions of the self-determning digital persona wherever
they are curv{eegié.mzl Qcated. 14. The conputer-inplenented systemof claim

11, wherein "said self-determ ning digital persona. further conprises a
plurality of interachi ePmanter ol emeear ﬁY?ﬁf‘“sﬁ%’éi‘ﬁcErEBélﬂséar% sonal

behavi ors oradant &fRetimhs thet Rn@bheit i6RAT - geiwddy namy idf@intaalonpdr sonas.
pr ot col o 6B ECRHPPTERE KeBnFIA P PRa S e APt dioshets SFLE My Fooet ! on
specific persebdindelegurer snd opriveke neteragec @sedept i 9P| 8g8ureul ¥ whi ch
determne if ribgt,ee S?Mfo%éé_fo&{i nbﬂ&hﬁbﬁ' t ¢la Pets@Bad hasrddeesés ghdra
necessary t {rgggé;r;pgig ' rrrg'etc!hgpli _ni\‘sc,)ce%:ﬁle ngé':omaprtll(tj:er- implemented system
comprising: '
means to securely store an entity’s bersonal information
in the form of a self-determining digital persona such that it
is accessible only to the entiﬁx or trusted processes, said
personal information being stored in an encrypted manner;
trusted process means for sécurely and 'privétely
exchanging some or all the personal information between
entities in a manner so as to prevent access by other,
processes to the personal information being.exchaﬁged as well
as to the personal information not being exchanged;
wherein said trusted process means bases an exchange
of personal information on personal privilege rules of
each entity so as to permit an incremental exchange of
. personal information stored in the entity's self-
determining digital persona as each individual or set of
personal privilege rules are incrementally satisfied;
wherein said trusted process means further assures

that entities involved in a potential or partially
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one or. nore transitive privilege rules governing onward transfer of any
seturely and trustfully exchanged personal data, whereby said '
self-determning digital persona defines what conditions its information
objects, if passed onto another entity in the formof another version of
the original self-determning digital persona , nmust maintain, protecting
and .enforcing the origining entity's command and control. 16. The

conput er - i mpl e”E'CBe‘?:@ofrb(e“& eR-RInde! 8kdN thawdherdH Back eeheet & - fiRineipidd ng
di gital persona conprises an autononous T-108- | 1| This.is

] . t he,
repl acenent sti Munpgee: 2nformakiom01cHBERIHhi ctiRiTsorde P titmattDn agent
(Auto EPI A), sai dpraft Ny SetdRabédNimdpars Oivdwaraf 6f Matiy Gipeadfid
conprising one or nore itineraries, egch [ ti.??e) ar, corrpraingi ng i nteract
ormou

i nstructions for RFFPBRYY PFiutisasnEY A% £54 &§Y%eP8Ct roni ¢ personal

S
i nformati on agentmeah#. tbheagmirputtati nplyenenrhedged spersaialc| ditm 188 ;
wherein sai d.4 [\l &IACt o1 PR ré’&ée'i?ﬂ?g “HIRE S§ﬂv%tkﬁ§ 96l darqhd%sw_anaéf on
t rust ed networ comunity name or-rnteracti on;, a pre eflned_ | nt eract
prot ocol ‘spe&héyithy rheeivimgeenkityoran Argress eRarythat fakanttichsths | owi ng
I nvocati on 0E3§§3,Q1 pregialegpesiiedt g1kt iprotocol ; privilege rul es which
must be checked and satisfied on ., all int rgct inso”‘é%ln? : wr%g,euansitive
privilege rules rel at €8 t P PHECEHERPEMAEEE A5y P 10 el O obj €Ct 5, Sai d
transitive prheiemgeyral perstefalninfprmeies sia \ercgwdied dns o eyt ihhat
processing 0fgSalel,b 0T FRLIAN  sQPk CEbApUYLr - B lenBir S DafsRNmalang e
original recérving entity. 18. e computer-inplenmented system of claim
11, further CEBHFIVE n§CFHEBMNS tPor 533G abPY sHAMy a thPTRTOEE  net SO ¥ muni ty
t hat represeghpailiCoUES @ddlyptUsiR peR¥bianiRfbridiion fat U alxusyedf
el ectronic pergonal I nformati on agent nenbers
‘and secure process.
3. The computer-implemented system of claim 1, wherein
the incremental  exchange of personal information occurs within
a single continuous exchange session between the entities.
4. The computer;implemented system of claim 1, wherein
the incremental exchange of perscnal information occurs in
multiple exchange sessions separated by arbitrary dmounts of
time, each of said exchange sessions independently initiated
by one of the exchanging entities, and each exchange session
involving the satisfaction of a different set of one or more
personai privilege rules. , . . _
5. The computer-implemented system of claim 1, wherein
said trusted process means for securel? and privately
exchanging some or all personal information between entities
further comprises means for providing trusted exchange of an
initiating entity’s personal information with another trusting
entity with which it has established, in a previous
interaction, trust to exchange information at a different

location or a future time.
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and i nfornmational

s€lf-deternmination rights and responsibilities. |nd|V|duaIIy and
corporately as a group in order to assert and enforce the infornational
pri.vacy and self-determ nation rights of the community, said trusted
network community conprising: a trusted network comunity nane; secured
persistent storage for storing self-determning digital personas which are

menbers of the trelsteméleidhﬁﬁi@r-'ﬂnﬂ:ﬁm‘él-ﬂEH $948eBEEN RRRWAEFpwhddein- | Qg t

r,: the re cenen ni t nd t
resp:ait ive el g&?r@?ﬁ"’b‘s nél fp§§f'b{;ln8n§m§%¥(;l execﬂ;‘gg?% caﬁgﬁ? es?zéfnl ons
i ncl udi ng t héurgpn ccatnprhaaer seams foxssbei eusting t éntdayhteepfowddeernni ni ng

di gital persgugyconthie ShliCaLed ACLAIRN shURE! | ANLOG AT oAl aBkr oni C

per sonal ormat | on agent on of its associate etermning
di gi tal perséHBradpreeacEierandnexchsees sfafnfeRMeAeR4 on agents whose sel f-

determ ni ng digi tal pﬂt&%&ﬁu@saﬁ@eﬁ@aﬂé& syditedabe, c1AAf 6} I WisdRdn
interaction w % rrg erls of the 'Eir ufsted netvvork corlrc'rr?runl ty;
active visit Fﬁggletlré‘ﬂ:? e efbe’r%&ﬁﬁ‘l" § SREFRIEPont HEEnPY 2 EFAY2 K8t bel ong
to the trusted nlke¢ worikieoimurentytphutandhitbln €iddi ree mbtin ekeyprafvathe, and
trusted i nte'i:?&édﬁ@ %éih:tyongo Qs tHDér%uE‘Enﬁ?artSoﬂiy tt'?x% Ef-&la%tlﬁg &ﬁﬁ‘&@rk

community; wherein said frusted process means conpri ses. an _e] ectfonic
broker, sai d°8Pe8TARFc BT okBisted obdis™ (HiFRgits %ﬁé’éf’ﬁl ks 35 (g
el ectroni ¢ pessotisd iniftmatmr@ eatagen publberkeyftd haltidasd echatetoher k

comunity le:ﬁh"st%(&t g(rj}ll o4 ¢ Lardyor % gmpnity; Jgenbers’ behal f for
rus? 7 é? ? %

secure, private, proces privilege rules and interact
protocols of el é‘ct r ovtec CBEPWaPm?WGnhﬁ% |Emﬂtage<hﬁ Hedbels Byeihest active

or visiting ebffdlie0nd Gmdd@ESedel adset o ladndNeAGRIiBigl EEHIRS LIV tduaker acti on,

gﬁlsﬁtle'ngcg ropic broker TALther comprising., priyil eae oL gxchandg,sul es for

information, said means for asserting and enforcing transitive
trust comprising means to replicate the self-determining _
digital persona in one or more versions, each replicated
version encapsulating persocnal information and privilege rules
governing access to the personal information during exchange
transactions, and each replicated version capable of
interacting autonomously with other entities, but on behalf of
the originating entity, with ongoing aynamic interactions or
negotiations based on its personal privilege rules.

9. The computer-implemented system of claim 1, wherein
said piivilege rules are capable of performing general
processing functions or requiring that arbitrary criteria be
met, said general processing functions including the ability
to exchange monetary value for permitting.the receiving entity
to have a privilege of processing transferred personal

information.
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personal Tnformation agent™s el grbiTrty for rnteraction wth sard trusted
néet wor k community; conputer readable program code for inplenenting |nteract
protocols, including nmeans to securely and trustfully search and collect
on-active el ectronic.personal information agent's request, a plurality
subset of el ectronic.personal information agent nenbers according to: a)
said trusted network -conmunity exchange rules; b) the personal privilege
rules fromeach ofot h&‘heacdbrhpx,&,eel-ﬁﬂ;ﬂhméh&d)&IYSQélmoﬂ ru‘laﬁmani ovheagent s; and

c) the privil r el ectr EEN er sonal

I nf or mati on. asgggg{;‘g% %r&&l—lﬂ gig-EE'la L‘Bt IPRCEDS aﬂhl%nfgr'f%é'on

r epl acenent SlmeettheDefton 2f7a]isel f i erminingt ehaq:talprMmOh dPmmGises y
cONprising agehsl Ofor PUbkhfel Pt GhRfibriieO!t 368! Sersy‘% t B&rgeguuini ty;

and neans for  maintaining a secured audi't trail I nt eractions
that take pl d@EOHRA%HOBN tyenifaddyr Af cse%&e§orﬁﬁrsi°ﬁ?brr%ﬂlfP6FF°&§Ents
whet her rrenbere@reéeﬁdmgt wsdmtl&ﬁlwske@@mmr’dht«_y eREitH, SIthbngefgdim anot her

t.rust ed networg conmun| The conputer.-i mant stem of claim
L5t ol ey U er Rt bt Tng e 8Tt tn R TEn SRR S0 St oo
audit trail. o20.moFke reyApRAlerpYiviLege ntwkss \goverminfg cdawhmibBordatibher
conpri sing a&?&@éisercrﬁsi&wrﬂ%oﬁeﬁlﬂ an§ i ‘EQHP&@@%QQLWJ&&{‘{%W

connected to of her trusted conputer network servers so
conput er - net W3R ePeSHEREM BEHHYIegEngulRR FemEPEising, qomguted aprPaddeur ed
exchange of glregtamnicodpeananalollesd Rt igRe @Y Swhetted tcmsﬁ@d et wor k

servers each sl Pl ”%T“E'g’tnc rrg r Ierrent ed neans, f.or at c |ng and
packagi ng séurely & 101 %%?85 %3 nf or mat'ioh % ents1 %gﬁ?a fng
di gital cert*RtBatrarhespreldedetenpinieg oHigdkahtperngona omplitwbethaet wor k ser ver
to al |l ow confdr ki @@e&bﬁ.tc_ thes8hert {trfation will be exchanged with
the other self-determining digital persona ;
means for encapsulating one or more digital certificates
along with said personal information to est:ébliah the
originating .entity as a non-reputiatable source of the
personal information or corroborate the reliability of the
personal information objects. ; -
11. The computer-implemented systém of claim 10, further
comprising means for asserting and enforcing transitive trust
to govern the onward transfer, of exchanged personal
informgtion, said means for asserting and enforcing transitive
trust comprising means to replicate the self-determining
digital persona in one or more versions, each replicated
version encapsulating said one or more digital certificates,
" personal information objects and privilege rules governing
access to the personal information objects during . exchange
transactions, and each 1replicated version capable of

interacting autonomously with other entities, but on behalf of
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and conputer-inplenented neans for utilizing said electronic broker upon
verification that said electronic personal information' agent satisfies
destination community network interaction rules. 21. The
conput er - net wor ked system of claim 20, wherein said conputer network is
sel ected fromthe group consisting of the Internet., wreline

t el econputi ng,_,devi Wi S i Ll t} Viice T T HAS
beEn 1| Rep e iaflfa el 30 v %ﬁrSe.’piqaaicngn%’pn%"gﬁeg?@&ﬁtzg S
JUN, , 2001 22.nebiesisbinngt basddrph cisnpexforahiriyiledearmda® wherein said
trusted network CQEMURINLY c&iptkat Ntplertintedl sfatenl of addiini pnalfueewdai ned
trusted network comrunities wherein:, said trusted networ niHy is a

m k
par ent ‘conmunfRPTEBing h&eabht £oRe MHIALMNG 8; B&TY© on?‘édlci%ggy Dimuni ti es
are each a chiddbrapmanuti ejich at@empredi hnt Gernahisegured iopetadtionhand own
plurality of _chi.l onmuni t.i.e fQrm . hi rGlhiegade fonust ed net wor k
comunity st r B l}Pe?&saé:rl 1111'(:H’lfl Y SN falnrgréégshl Sgre.tqltl?:hr es nenber shi p.
in the parent coddunifihe; cenmitsecimpdementadt pxssendof mlaifcil ofusekSieen

electroni ¢  pgsgRiding HRALBBELPNRUSBIP Al BceBinthbl § MEbMhdndihe Qatkd €S al |

rules of the parent.co ni t o henet. 23 T onput.er =i ed
system of cl a ?ﬂtfg,hwgem%en Q‘?Qﬁf‘? eflus“teéafon(?on%t}el;t%re n%lﬁogié%?gﬁ%

conpri ses a tdigitell perebnarvhenevern they sapdourrgntyl lecavesk-k utility
conprisi-ng: conpuggr - gl gg@ytgg__ir@gg,ﬁegt_ga Ardt@wl B8 @Rlilt 1£S wheresecurely
aut hor and encapsul ate personal information obj-ects and processi ng rul es
gover ni ng t hes¥diec Bahfrdesamminigg cdigifgl ReT8PRT sonal TYFHASFnELTREH=e® &

plurality of interaction protocols governing specific secured

personal behaviors or interactions with other self-determining
digital personas,

15. The computer-implemented system of claim 14, wherein
said interaction protocols each comprise: '

computer readable program code representing specific
personal behaviors; -

one or more secured privilege rules which determine if
the self-determining digital persona. has the rights
necessary to begin information processing; and

one or more transitive privileée rules goveirning onward
transfer of any securely and trustfully exchanged personal
data, whereby said self-determining digital persona
defines what conditions its infofmation objects, if passed
onto another entity in the form of another version of the
original self-determining digital persona , must maintain,
protecting and enforcing the origining éhtity's command and
control. .

16. The computer-implemented system of claim 1, wherein

the self-determining digital persona comprises an autonomous

—
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conput er -i npl ement ed nmeans for adm ni strati ng personal 1 nformatTomand
rul es governing said information; conputer-inplenented nmeans for :
enpowering the entity to securely and accountably command and control .all
of said entity's personal information agents wherever they are | ocated;
and conputer-inplenmented neans for securely browsing the audit trail of

any. or all of said.entity's electronic.persona I, nf or L on agen

versi ons wherayerr RSy BF%S?%gat éﬁf“ﬁ‘&?l e ESfiput “ltlorrpn?g#r@rft e%aéystem of
claim 23, whewuebmomsai celectisteit Npdmwonkl utinfotmatfiont lagent onpnpsisingonput er -
TH' S SHEET AS _BE - "t CED This i1s_the, replacenegnt sheeet:--. te:' 27
JUN 2001 1 mpPBee e doE8al s TR LR cSRhg CEREREY o IRar Shis: Hagerste
parti.cul ar sdastiuqtiphsedfby pdixedtége raterna | lofbe gaddt eptondmous

dependi ng on e‘ﬂ’@@ﬁﬂﬁ{ictﬂé‘xs}&%ﬁcfhﬂoe%gﬁéﬁﬁpla @f being nmapped to a database

query. 25. The conputer-i enented_systemof claim 11, wherein said :
sel f-det er mi ni ng Yi-gi TAf FREPYEEE-iMplePrittedofypteafe oL oflaife 167 WhfFedMt r ust ed
t okens whi ch samy ifrtedtatt iaistduéionBOtdiprigat ity as a synbol of
pre-established trust_for a future interaction. 26. The .

conput er - i npl ement egaﬁe Sth O#SEF%?%%, HHPY L r PSR COIMR A Yr SRS

reposi tory fdprsimienagtiompl @ predefiokd imfegnortpwmvoob] espect Eyjpicaitbe and
privilege ruligget£ibat €s, each privilege rules tenplates conprising a
defaul t- set of rules and corresponding to a predefined behavior type. 27.
The conput er - i nplEnBifttdanaist efn BrralesPR? 1al¥enifFe Anvoeai#pni SitnFadn

el ectroni c bpzadsfined Dwduhaetipprekerironic commerce by auction or direct

of fer while assertl. d nf or ci.n articipating.enti.ties: digital rights
and responsi bi | jéﬂllgg,lg%%li H’el(ﬁsgi"i%é grg‘éﬁ %N er%g%oﬁfi'f]bfﬁl.s[fgég o
i ncl udi ng. i Atdrinkerantl inatirveeiongmdanchf or mat i onal sel f.- deternination

rights and responsiabkhtiveSprivite§d €6hIi felated to the encapsulated
information objects, said transitive privilege rules defining
necessary conditions for the processing of said information
objects by. parties subsequent to the original receiving
entity. .

18. The computer-implemented system of claim 11, further
comprising means for establishing a trusted network community
that represents a secure and trusted environment for a
plurality of electronic persz.anal information agent members

' effectively maintaining shared informational privacy and
informational self-determination rights and responsibilities.
individually and corporately as a group':i.n order to assert and
enforce the informational privacy and self-determination rights
of the community, said trusted network community comprising:

a trusted network community néme; '

secured persistent storage for storing self-determining

digital personas which are members of the trusted network
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provi des nmenber entity-nmerchants or entity-buyers to search, interact and
coll ectively bargain collective and individual personal information
processing privileges in exchange for value; an el ectronic bazaar

el ectroni c broker which securely processes transactions to .ensure that
exchange rules are satisfied before a transaction is processed, while

nai nt ai ni ngconmgip*imm;@irpﬁé@eaaivé rfle&tRini eNmenitepsatimned Baid he

el ectronic personal information agents duri n? a pro es%i ég vetrril&?saction; a
conmerci al ekSGLFPRIC diephisaraFis HEIYAIRY ﬂ%oﬁleﬁg“catf nSaction requests
with said ehggddiaped higmacasl esé10AeCerntin@ier digitall idradhld,S SHEET HAS
BEEN REPLACED f This Is.-the re{:) acenent sheet lectronic D%rrgéngl 7 JUN
2001 a publ FePlicabedt trIpiphs R Br Pt &Rt | §-IBPEE° product

i nf or mat i onigpfcamesiser aagns adrl ehelt rahiiesbagsmiiated endlfoaéterminkey ; a
trusted tok NL.Rrocessor whi ch stores and processes public¢ keys from said
el ectronic %éq;sana?eﬁsﬁf’%f mati on agents and issues and validates trusted

t okens presentivd balestronice| persapalc infoswatdion npesntat i WiPeggeftE™ and an

advertiser gl eeiofy Wakoh oS! OpeSABE PAOHGESESecteder Srivataducind
informati on and ordér forns as. initiated by transactlogL reg_gestds; and a
Eng=BR Y s,

private acttmustedsintarashien witdh ongt Gre IOy BETRSTE, e

i nvent or i espe3ddki dniaiBEy;0n needed for carrying out transactions. 28. The
comput er - i npl emgnt g4, s ::‘Ssti%rinngf efécﬁ:lrrg&gg’ SN 1t BEndtliBA! T2QBhEs bazaar
operates on a sem real-tine” basrs. - The conmput er -1 npl enment ed system of
cl ai m 28, wkeateida netibedpagttrine BEYRERR REFYOTEr COBRPLFEJut which

Cogput er];i N SFRNs8EurdTEFHAvhed, agar agabidly idtle@abtiids withsSonh&idowi dual
orders o

more members of the trusted network comﬁunity;

wherein said trusted process means comprises an
electronic broker, said electronic ﬁroker . constituting a
specially trusted electronic personal information agent membexr
of the trusted network community which acts as a third party
on community membeis' behalf for secure, private, and trusted
processing of privilege rules and interact protdcols of
electronic personal - information .agent members agains; active
or visiting electronic personal information agents regquesting
interaction; said electronic broker further comprising:

privilege or exchange zrules for visiting electronic
personal information agent's eligibility for interaction with
said trusted network community;

computer readéblé program code for implementing .interact
protocols, including means to securely and trustfully search
and collect on active electronic personal information agent's
request, a plurality subset of electronic personal information
agent members according to: 3

a) said trusted network community exchange rules;

b) the personal privilege rules from each of the

-active electronic personal information agents; and

c) the privilege rules from the electr
: SHEET HAS BEEN
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sapge product, so that bulk unit buyers and sellers can transact w thout
having to find a corresponding single bulk unit seller or buyer. 30. A
trusted el ectroni c exchange process operating on a programabl e conputer
system ' the process'conprisirig the-steps of: receiving, at the conputer
system a conmuni cation from an originating source, said comunication
conprising a) a'digital certificate binding a public _key to. the
ori gi nati ng sourae; ipyexaftor pEatiaseli MirREtIDr nFIPTIILBY nedt i 8?1“ offects

relating 1o aghde Ak gk el I3t SN B £ EdedPbi iHeCBEmiUHiRY ; a8RDCi ated with
said .information objects, said privilege rules defini ng}z -114 '%éal eis
the repi acenent STRANS, fopH mrigneiyingacs pRERITed) Y360 FTAREPERCES Bt e: i f

and under whg{ces@RtdichbOnsns@i dedief OpIaLé ONbetdlepRCt Sctiye belprooeEsed by a
receiving electronic, entity; and on r _more.interaction.i uctions
col l ecti vel Wﬁéf’?# nb“f?frg‘@{:}/‘éff %%eﬁ‘g%h E'g?ﬁéeﬁ a‘t‘?em\?gﬁf%?ng%l?a#t t(‘aahcorrput er
system . t hatnetsbek commmiitgatdronvisdising i romt enbthers timysted | §eFrATiNg
source; seclre XuBQentifying, at the conmputer system and without access
to said originating source, honme electronic personal _ informatiqn agents
that satisfy sai 89 sedhehcerauterrwleneatechS¥ater &b COAIR ar SBRHET

i nformati on QEeRiSiRNCARSK AlkbAJ indeperdethtl pf aeraty iy andidr sechege rul es
governing access to ..said information; securely executing privilege rules
encapsglatexfﬂﬂlfh???lﬁfhe hone el ectronic personal information agents on the
i nformati on obj eg¢s frhenromputenr impleaentrd sygter ofsslasmtds, FBEER$H ne i f

the infor ”ﬁté&r%rﬁ??ir%cté EofaReY abedoM tdiesdi daidlOBBmRILRE! HeBlerper sonal
information . agents neet the :
server connected to other trusted computer network servers SO
as to form a computer-networked system comprising the means
for trusted and secured exchange 6f' electronic personal
information agents, said ;rusted network sexvers each
comprising: '
computer-implemented means for dispatching and. packaging
securely electronic personal information agents containing
digital certificates representing the originating- computer
- network server to allow confirmation that the eélectronic
personal informétion agent originated from its computer
network server; and ] '
computer-implemented means for utilizing said electronic
broker upon verification that said electronic personal
information agent satisfieas destination community network
interaction rules. .
21. The computer-networked system of claim 20, wherein
said computer network is seleéted from the group consisting of
the Internet, wireline telecomputing devices and wireless

telecomputing devices.
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conditions for further processr g, —TepH—eat+ng—the—hore—el

i nformation agents satisfying said criteria.and having at

i nformati on object whose privilege rule has been satisfied, thereby
generating a plurality of autononous el ectronic personal information
agents;. and securely dispatching said autononous el ectroni c personal

I nformati on agents to the originating source. 31. A distributed object
resour ce nmanagenment.sy®ieeBomboter-tfifldmanted GicaBalbfsSetalin t38 amérexchange

tool fixed in_a ,c uter readabl e nediy conprising: a.,nessagin
subsyst em whi &A% e%glpl\s/‘é%c{ afg - paf IR ¥ e%‘ir’IESh?% %Jt Sﬁgﬁ%ﬁgpe‘?%onal
I nformati on agéditsionahiapntairect torstedandtvwokmesmpeitsiesavherefing mat i.on agent s

‘comprising TH S SHEETeAASAERNER. imhlifef SPL SPAMEND! oAl ey REPLACED 1

| Date: .2 7 JUN ML secur rmation an es governing access to said
i nf or mati on byhetaeeFaiedceemrdti®Riononous personal information agents; an

el ectroni c broker g CdbnE8EnEE kY¥mmiHi@l &P Ghrat &TnbEt MRAA cdnRinEy 1OT €
el ectroni ¢ aut ononou onal information agent S;. an i niﬁer ction

er ;
processor whi ch prs&‘iés 9, SQUBEHLYt PRYn SHCGER| RS0 B BUFSHSRBURE per sonal
i nformati on ageritids témomdghiesai towdiegt raonhiedarokirgl atrudted pregeeslsor which
processes I Ul gsmiun@by edr@abfy;C autononous personal information agents and
determnes that the, ;rules are satisfied prior to permttin exchange

¢ an.
of information b&fWRefPtite @%F%%i‘@%FW&E?%Oﬂ%{@e%PN%r tat i on
agents; an obtleciparemo ommuinitylicsel t he el ectroni c brokers. and the

el ectroni c persongl.agent §,3" e fRl sl 'lgge%%ﬁ:ﬂ:}ft e@ééw%énangléctﬁ-gﬁk'é e renmote
met hod invocati on system and nessaging™ Systemfor permtting hone :
el ectroni ¢ pePeReapl i Hiformatiaon adepentia rockifmgamewnisywredmizepl ptht ed

el ectroni ¢ persi¥sabf the parent community to be met.

23. The computer-implemented system of claim 18, wherein
said trusted. computer network furtlier comprises a trusted
network utility, said trusted network utility comprising:

computer-implemented means for allowing entities to
securely author and encapsulate personal information objects
and processing rules governing the exchange and processing of

i personal information; '
computer-implemented means for administrating personal
information and rules governing said information; -
computer-implemented means for empoweriﬁg the entity to
securely and accountably command and control .all of said
éntity's personal information
agents wherever they are located; and

computer—implemented means for sgecurely browsing the
audit trail of any or all of said entity's electronic personal
information agent versions whefever they are located.

2¢. The computer-implemented system of claim 23, wherein

said .trusted network utility further comprises computer-
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I nformati on agent counterparts. 32. An electronic bazaar 1or the purpose of

asserting and enforcing digital rights and responsibilities of
participating entities based el ectronic comrerce by auction and direct
offer, said digital rights and responsibilities including infornational
privacy and i nfornmat i onal sel f- determ nation rights and responsibilities,
the el ectronic .baz conpri-sing:. a.electronic ersonal I nf ormati on agent
structure whi'dRe pefn de'% aﬁgnbf&r e’ﬁ’%ﬁ{:?t’rﬁ?r cHantRe oRUERT t YRBRRET s?t o
search, int mctcm eehfetctmmpéhgd ey gaiiniDajel @olléy ewildld Hendiayt doal
personal i nf Rt ssin vil Xxghange alue: a
plurality of eﬁgct (ragﬁg"(‘:&glgr Z’gng‘fhglgr‘] or na |%?1ar§§enltss cga ég‘ﬁ Sg E’Fé?%/
encapsul at i ngP2peed dieap ﬂ?ﬁa@lﬂﬁatm@mobj ects for a specific entity as

wel | -as exchasge FHd QSmPONE! BndrRhOELSYs0gn dfe1 naj, rgai4 on

obj ects; - 116. THS SompRa DnflnBhO0E 300y Je"CLRAS A1) Réemrlg’ng%aerrent
shut - r pat &215-CrtegRiniRy dgital nersane BUELREF EP'ER:ITHBGFH ef bpPBke?PT whi ch
secur feI yd Er ]gxoeesesxdteanwehlsomdmmeﬁ% aelhareaks&aas@xéwbﬁgiwgs
satisfie efoLemaat | c cesse el ectronic aza

el ectronic broE nai %P%% esgﬁf]ﬁmgé% E Pc%r g““ﬁ&r%%??d’l“ﬁ?’brrrat i on
obj ects encapsul a%sed \ﬁl‘FhFﬂm%’&ieH‘H@r%med |9HF6?"Fra-‘tf| SRadmeht sfwtheng a
processi ng te&aﬁaeih@na ArEBEF ol tast | Yol Y s€bSRY cherpibieal gndbing

I ncomi ng gﬁsact | $n re yests with said el ectronic bazaar electronic

br oker ; u8’P "d’&t AFAOLAGHR FPhePEivdtest | yuitsr kemPlFteauCt

i nf or rmat | on admcegﬁedlbye s@uTke| esiiplapes baﬁﬁabingfl gClgeeah: bsokeps and an

adverti ser dlrecto whi ch stores and pr ess orders r oduct
i nfor mati on SAG oFaBrCHFSFRARCIEDE ] iaaP’gedioe% ned behavior type.

27. The computer-implemented system of claim 1, further

.comprising an electronic bazaar for conducting electronic
commerce by auction or direct offer while asserting and -
enforcing participating entities’ . digital fights' and
responsibilities, said digital rights and responsibilities
including informational. privacy and informational self-
determination rights and responsibilities, the &alectronic
bazaar comprising:

an electronic personal information agent structure which
provides member entity-merchants or entity-buyers to search,
interact and collectively bargaih collective and individual
personal information procéssing privileges in exchange for

value; _
an electronic bazaar electronic broker which securely

processes transactions to .ensure that ekéhange rules are
satisfied before a transaction is processed, while maintaining
the privacy. of personal information encapsulated in the
electronic personal information agents during a processing
transaction;

a commerc1a1 act1v1ty' dispatcher for handling incoming

'transactlon requests with said electronic bazaar electronic

'”broker,f; )
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tranmsacti on requests; a

advertiser pending orders, inventories, and information needed
for.carrying out transactions. 33. The el ectronic bazaar of claim 32 which
operates on a sem real-tinme basis. 34. The-electronic bazaar as in claim
33- further conprising conputer-inplenmented neans for aggregating into
bulk units individual orders of sane product, so that bulk unit buyers
and sellers can transact without having to find a corresponding single

bul k unit seller or buyer. 35 The_ el ectronic bazaar. qf [ further
conprising a trust eauj?%ﬁenpﬁ?%éss‘%ﬁtaﬁﬂ?echwa‘é}? egbeﬁ%&eﬁgsé e?s?gge%ubl iC
keys from sapfbodic€Ct i Afdenapesss Opabeedsetior mat | sridagekeatranic i $agaar and

val i dates trusted token%ske$[ esented by said el ectronic personal information
agents. TH SESHEET™T 7-°T’ TTh is the repiacenent sheet. Date: 7 Juh t 36.
A conput er - i npl eAertWtedsttoken oPregssert i Mich nPEPFRR | ¥thl PTRIEFAnd

sel 1 det er i LuiiiOReh 0bkon il €2800iBL5I bitdcnsloinninimotdn nehes s,
conprising a pluralify of electronic entiti St each_el %%éog' C 4,64t ity
conpri si ng s&edir d¥SYRE sHhl Vﬂ’é‘fjét%dtﬁ?c?ﬁgngg PUT B 55OVET nirhg "access to

sat d i nf or mati&dtroand pexeopal dnformatéomraoedtseand for provi ding trusted

processing bet wegq { g, LAUGELACIAMCELAC! WANLK QUtorb CerdliCroddabsonl y 2
trusted process is able to securely access each_ interagct el.ectronic
entity's perSEifme,d@Fadedh IHermRiossandoPTd 1B &8 ﬁhni%‘@ega b oentity's
privilege rutesmeakeioslefejuebts nGnahet beivaze exchenges ofatsbage othighl _
Bnd onf or o REPRPARETET AEeF peadinf b RRhERR el Loy R e
by way of theeedesleffbr chargyimdiiony eHageaetiosér sonas, the
conput er - i npl eneged S BRPGUPESlieRdnted system of claim 27, wherein
the electronic bazaar operates on a semi real-time basis.
29. The computer-implemented system of claim 28, wherein
the electronic bazaar further comprises computér-implemented
means for aggregating into bulk units individual orders of
same product, so that bulk unit buyers ‘and sellers can
transact without having to find a corresponding. single bulk
unit seller or buyer. S
30. A trusted electronic exchange proéess operating on a
programmable computer system, the process’ comprisirig the- steps
of: ]
receiving, at the computer system, a communication from
an originating source, saigi communication comprising
' a) a digital certificate binding a public key
to the originating source;
b) information in the form of information
objects relating to said originating source;
c) privilege rules associated with said

information objects, said ﬁrivilege rules defining

1 -This is the reblacemant-'sh'eet-
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a plurality of self-determning digital personas, each self-determning
digital persona securely encapsulating -an entity's personal i-nformation
and privilege rules governing access to said personal information; neans
for securely determ ning whether sone or all. of an entity's personal
information will be transferred to another entity or entities based upon
the privilege rules governing access to the personal information; and
means for trustedifonsadd undewsf ehabf qopdipiansongtid | APSPHRRYIGA to be

transferred, sai doﬂeﬁ%e@ FOF Bd UsiRdsaminand a treaabfitlg @QEPidaing neans for
transform ng the personal ~information to be transferred into an

automatical |y creentd8y: m™ version of the self-deternining digital persona
encapsul ati ng both thgyperseqral ornf psret iiabexsddipn i vidsegectionses gover ni ng

t he personal information, .and for. dispatchi ng_ EE H A EN REPLACED This.
is the repi acenerto'SREETVt g'f’é’z‘u?gﬁﬁfttk%-st%ﬁ’é&né:vﬁégeelras%'on of the
sel f - det er mi ni ng wexjifyahg per sona the t heompwesi vi syptem: i t ythakher 821 a

separ at e new yersl oL Qln e Seldodeleny B orhhdrahg RRkseER |5 created
for each recelving en |?y; ereln each new version o? the sel.f-determning
digital persona securgprbidensiiwing nat diheo AOFRRTEFy SYHRFEMona B 4ROt t he
originating sflckssetsr gaid narﬂg_:jigagﬁlg RRSUTE8A Wbrid ﬂm@:girdﬁgiq ct_)e:rauhcl |
interactions or. neqotiation ed on its en | at.ed ._qr ege: k ul es;
and wher ei n: t}&° (S’r‘?alaqu??)r %E?'f oﬁatelnscfipssﬁrc‘gfzsgggm&f h?ﬂﬁtekgg' ng\?vl‘\%er si on
of the Self- deter neleatgodigi trerspmalsohniormtien @9kl PIErRIERELRR@d only
when it's encapaylad €gn flrmik i &9Cand U;Lﬁ%i@éfe sahlesf i@derni®g Access to

conmput er-inplenmented systemfor representing an entity with its securely
aut hor ed sel fead8t &RFRTTRRECRA gi t al persona which allows assertion and
enforcenent of thgeQidellyy exettfitigraidiotidége rules encapsulated within

the home electronic personal information aggnts on the
information objects from said'originating source, so as to
determine if the information objects encapsulated within said
home electronic personal information . agents meet the
conditions for further processing;

replicating the home electronic personal information
agents satisfying said criteria and having at least one
information object whose privilege rule has been satisfied,
thereby generating a plurality of autonomous electronic
personal information agents; and

securely dispatching said autonomous electronic personal
information agents to the originating souréeT

31; A distributed object resource management system for
use in a personal security. and exchange tool fixe§ in a
computer readable medium, comprising:

a messaging subsystem which receives and dispatches
electronic autonomous personal information agents, said.

electronic autonomous personal information agents comprising
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privacy and self-determ nation rights and responsibirtities—wthima—
trusted comunity network, the conputer-inplemented system conprising:
means for securely authoring and encapsul ati ng personal infornmation

el ectronically as secured personal data in the formof a self-determning
digital persona representing informational assets of the entity., the
personal informtion, rising one qQr nore information objects, and one or

conpr | :
mor e personé‘?‘“ﬁreiivi’r’éfﬁé’mm;iﬁ@s 889 ermifg SRMETPHIGDr RECESH e8¢ trusted
brokeri ng anihfcrsatidnst edyonvedhdrut i élexkrbiiy Salitlomgioasnal pgrsbnal ege rul es

conpri sing CPrE@?:%?{‘Jne?gé‘rWsQ program code and col l ectively governing
whet her or not  a €lectroni¢ personal information agent will allow :

interaction wi thnagschzeniat derokeniwbigersoaatly rihbermediehesdmtweemd whet her

-119- 11 THw §'E'EEoEeHé§e&E%N(i:J ]éucbﬁorﬁc%%‘é oRGE ﬁi”fkrﬁ&%&tog bgent s REPLACED

Date: 2 7 JON or not specific personal information wll be exchanged with

the other electr8Ri dnpRFSSAGR PFRSERET | WhidyRHoCeRBhsTIBIEShE o¥FeM ng bot h
secure and psdiéaeRecirohifCatdnomiils pafssRAULRfcHmEL Do \aalefts NTHHUEH | ON
exchange forﬁ.,ﬂtitaee gcqtriogyésqr%ﬂgapsul ated personal information, said neans
conpri si ng neans %o Securely Store the entity"s personal information such
that only the en®i Fylest Ruogssaqr wWhick eBrecsshes erulese Syompelectrppic

i nformation fgicAEmownpeydRd YAFdlhatide)ageht s hnas aseainly Haer ege and

accessi bl e onl,y to secured prqcesses within the, conputer-inplenented
system mean® %8 s"‘é’i:eurgFE/lseﬁ(?aan%%on@ oPSHMELIPg 5 n‘eﬁf‘?lfﬁg}% e‘ﬁgapsul at ed
per sonal i nfiorfertatipny thetweerot helte enélecyromica nmuoeomeE aspdr@opaksur e t he
encapsul at ed QLA Lo TRt i on, whether or not exchanged, is

i naccessi ble to other processes, the exchange being based on the
encapsul ateci|3er%QnﬁQJe°t repository where the electronic brokers and the

electronic personal agents are maintained persistently; and

a secure remote method invocation system and u@ssaging
system for permitting home electronic personal information
agents to communicate with replicated electronic perscnal
information agent counterparts.

32. An electronic bazaar for the purpose of asserting
and enforcing digital rights and responsibilities of
pafticipating entities based elect;onic commerce by auction and
direct offer, said digital rights and responsibilities
including informational privacy and informational self-
determination rights and responsibilities, the electronic
bazaar comprising: ' ' _

a electronic personal information agent structure which
provides member entity-merchants or entity-buyers to search,
interact and collectively bargain collective and individual

peréonal information processing privileges in exchange for

value; }
a plurality of electronic personal information agents,

each securely encapsu;ating personal information objects for a
spepificientity as well as exchange rules governing processing
;he personal information objects;
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pri.vil ege rules of each entity using a trusted process which securely
accesses each interacting entity's personal information for the purpose of
conputing each entity's privilege rules, whereby the entities may
increnental | y exchange an increasing anount of personal. information as an
.increasing nunber of privilege rules are satisfied; neans to ensure that

entities involved in gn attengted %ﬁfrtlally perforned exchange are
unawar e of , eacHbt AETCEORYenPRFIEs TAACEESNLS PERkeEt i WBHCBoRESPRTHG t hei r
identities iprotedsent i mmisbytmmhaﬂgedns@&amihw eRchuret halleant atd €S

[ | ved i ted tial f d exch " S, BEEN :
T S ReAD 11 e BT Eer o FebadRct o T e EFT AR ot et SC BT SN 2001
| i |, unawabPazafr weyespamiiti cblpmem Igataihisy, the aprivager @fnotheret; and
means to aSSPéﬁsémt 1ﬁ£'a{m%>£99ﬁnc%g PEréa%QgLulét@E%{'@rthQaié O&L@hbé{ﬂ ed as a

replicated e ectronlc personal I'nformation agent version I e receiving
entity privat®f ?r"raﬁlgﬁc"we&twrépgtmarosmgﬂnshéraneeeéi%ng entity can

pr?)cess t hat mfcarnmmgclailamduby bhspLdnee @Bt wn@ﬂ@r sm&ah ln#sgl vil ege
rul es mean roviding trust tion _exc ue t hat an

it ati ng. oRFPARcRiEN, Seldars S i) FRgrHenddC Bapdn rierrbP e on
with anopheer?Eﬁnn ng entity that. it has established, in a previous

i nteraction, trust Pgbfi@higgéucd nﬁgemtsbonwﬁicha diidsrent1y 0%%&951 or at a

future tine; ng? Qr asserting and enforcing transitive trust to
uct information “processed by 8aid electronic bazaar

electronic broker; and

an advertiser directofy which stores and processes
orders, product information-and order forms as initiated bf
transaétion requests; and a.private activities database which
stores advertiser pending orders, inventories, and information
needed for carrying out transactions.

33. The electronic bazaar of claim 32 which operates on
a semi real-time basis.

34. The electronic bazaar as in cléim 33- further
comprising '
computer-implemented means for aggregating into bulk units:
individual orders of same product, so that bulk unit buyers
and sellers can transact without having to find a
corresponding single bulk unit seller or buyer.

'35. The electronic bazaar of claim 32, further
comprising a trusted ;oken processor which stores and
processes public keys from said electronic personal
information agents and issues and validates trusted tokens

presented by said eled¢tronic personal informatioﬁ agents.
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govern the onward transfer—of excianged persoma—nformatiomn—satt—reans— —
for. asserting and enforcing transitive trust conprising neans to repllcate

the digital persona in ene or nore versions, each replicated digital
persona encapsul ating personal information and pr.ivilege rul es governing
"access to. the personal information during exchange transactions, and
each replicated digital persona capable of interactin autononDust wth
other entities, bBat o~ befmphter-imptemented naﬂfﬂﬁ}gmentg‘fry REEHT BGoi ng

dynam ¢ '”ten?%ha%% ndl f tcBrat 'aBBS Q@ﬁf&be(a@nhmtasﬁsoeﬁéhwl \drlgege

rul es; neans encapsul one. nore digital certificates in each
replicated ckregpbmimmmﬂaogonqwarkamﬂ‘bﬁﬁﬂ IFOFPr8d8Fanges of the entity's
personal informaai glubylivie of idlectraplc ceteitidegi te@ichpeekratagnis assured

to have ori i nated fr Ly, aBsed Ohnd ObXHAQEAL i-ited he
reliability cﬂr‘% %%eco cigiégl a{gg&dé Ser ong ﬂa ?%tr mat 1 on obj e?:ts HAS BEEN -
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oftdra rece'é’tu%fee ;bga e their self-determining digital personas,

the computer-implemented system comprising:

a plurality of self-determining digital personas, each
self-determining digital persona securely encapsulating -an - -
entity’s personal information and privilege rules governing
access to said personal information; ,

means for securely determining whéther some or all of ‘an
entity‘s personal information will be transferred’ to anqther
entity or entities based upon the privilege rules governing
access to the personal information,-' and _

means for trusted onward transfer .of the personal
information to be transferred, said meahs for trusted onward
transfer comprising means for transforming the personal

,. information to be transferred into an automatically created
new version of the self-determining digital persona
encapsulating both the personal information and privilege

rules gbverning the personal infomation, and for dispatching
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i nformati onal assefts |js made possibl.e_by the inventi S
| nvention provi dé@eF%’rn'ftthoPFF Leld lﬂf?%‘aztéf’l oﬁncapsug%segn&% ga%\a&lmn el ect
oni ¢ = mar ket sew prexsidinngphatie cedifndet ebod nimgl dmtvid@&ifsowmaéga@% and

I ndi vi dual- r f e n ledPESi9R 2bgglat a.
vpldtrnd to ?J(I) i@&g%%%gkk&eé) ?II%S%%ngS'L%I %&fgﬁ%ﬁgdt gﬁl S PC?' Onet se

No. 27/ 1991, Sekgrere|gatdsfied0111 REPLACEMENT SHEETS SG ~ scription : paged
-n- to paged.. - .3gff £ 2bifer-insparntdd t eypagedtdd trepresBnaimongds) :

paged. . - .. to Qﬁg’ewith its

securely authored self—determining digital persona which
allows assertion and enforcement of the entity's informational
privacy and self-determination rights and responsibilities
within a trusted community network, the computer-implemented
system comprising: : . -

means for securely authoring and encapsulating personal
information electronically as secured personal data in the
form of a self-determining digital persona representing
infofmational assets of the entity, the personﬁl information
comprising one or more infofmatiqn objects and one or more
personal privilege rules governing each information.object's
trusted brokering and its trusted onward utilization, '
said personal piiviiege rules comprising computer readable
program code and collectively governing whether or not a
electronic personal information -agent will allow interaction

with another electronic personal information agent and whether
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0 Abstract . paged .... to paged ...~ DAl RECEHF————"FCcb—1+—+——:- V&

claim 1. A conmput er-i npl enented system for securely asserting and
enforcing the informational privacy and informational self-determ nation
rights and responsibilities of an entity by providing secure and private
storage as well as.secure and private information exchange via trusted
processes and cryptographic nechani sms, the conput er-i npl ement ed system

conpri si ng: B?aﬂ§tt9pe°c§(f¥ée yrﬁngielﬁlfbﬁeu&y wilReha0RathdrYear NRERON
__in_the form of .a., se -determning _digital persona such that it

i s accessi bl éhﬁrﬂt%efoelteﬁ’ér‘é?ﬂt‘i pyreamal rifERAOBCa84¢s . said  per sonal

i nfornmati-on bei Ngheahdr 6k |§k&|dﬁ5§:rmhedeawme{nd tp’r'hlﬁitﬁad fioregesagreans for
securely and gﬂ vatel exchaggi nlg SOIe |, é t p‘eﬁsonal i nf %matl on
between ent "t1es*’n acﬁﬁﬁneal“ sFagety P ?F"Fi’t 13%05 PPt B . ""Brocesses
to the persoratitiyiBor eatapsulbeédig mhaﬂgedlm@metion as saddt he\epms sonal
information pgi,Mging exchanged; wherein said trusted procéss nmeans bases

an exchange of personal infornmation on personal privilege rules of each
entity so as to perni®32f FACPEREHLY SEXhdife B itH& RERAP 3t or mat i on
stored in the entimtfynﬁatsehf suclet ehad nodly dirgi talciper senarascteach indi vi dual

or set of = per songh DIkl hgge LUlless B0esl NRRkalL 88! balhpd: wherein

said trusted proCess neans assur e’s entities oIved in a
potential or par ®P&FYRFed. ¥oing ¢ B‘e@ roish p’@rfBGFﬁﬁ%llYeﬁéﬁﬁ‘P@eafa% e unawar e of
each other's ideactésAbleUrdmeS donf séa&@aorbz@eagﬁsm WcHihei thd dentities is

i ntentionally exchanged d a re of why specific personal
privilege rules ﬁa\"/'%&feal f‘e‘gleme?’t%# SH@f4 means to assure that any exchanged

personal data is delme@dsedome«tttr@lreemhﬁnsg eane tgr pailvagfelan in such a

manner that' the eheegi i nqn@amautlxné‘d’:m pek8658S QRkYrddtdbn dagfenhi ch the

personal privil ege rules allow.it
ther entity in 'a manner so as to ensure the

encapsulated personal information, whether or not
exchanged, is inaccessible to other processes, the
exchange being based on the encapsulated personal
privilege rules of each entity using a trusted
process which securely accesses each interacting
entity's personal information for the purpoée .of
computing each entity's privilege rules, whereby the
- entities may incrementally exchange an increasing
amount of personal - information as an ' increasing
number of privilege rules are satisfied-'

means to ensure that entities involved in an
.attempted or ©partially performed exchange are
unaware of , each other's identities unless
information concerning their identities is
intentionally exchanged;

means to ensure that entities involved in an

at't-empted or ﬁartially performed exchange are

Il- ; -120-
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2. .The,conput er-inpl ement ed system ol claim I, wWherein .the entity s "
per'sonal information is encrypted by a key that is securely stored, said
conmput er -i npl enent ed system havi ng exclusive access to said key and,
therefore, exclusive capability to decrypt said personal information for a
trusted and secure process. 3. The conputer-inpl enented system of claim
1, wherein the increnental exchange of personal information occurs within

-a- singl econti NUQHSwarLXSNARPE - s5E3T10N pHSLYRGR hdeBNt ikl @8y, 4. The
conput er-i npl enented system of claim 1, wherein the increnental exchange

of personal infor K&F% diPtoReti &nfn mul t | pl e exchange sessions separated by

arbitrary anounts of ntelaﬁg &ac&‘gsgﬁges&jhdtempang@hsﬁ@@j opérsopdependent |y
initiated by one, o% exchan ities xchan e session

)
i nvol vi ng the sat F8f% (’Jﬁno’rsa g?’é? ft® ?et""*BiI ?r%tr"'@n Ber sonal
privilege rules. Eerﬂarelcdnpmtaonpémntvedssqrstt@rnthé céea:m:.ihg wherein

said trusted procggs egyr and Br; t a ng sone or
all personal mforna%%ﬁaﬁe‘{a%li gﬁt %’ltu%hésg fur %9 %%Frp(raolég sgﬁ%ans for
provi di ng trustedreseiidnge entity (9ant i PEPALSENtENEy s ipedwtabni nf or mati on

Wi th another trustllgvecenby t ¥nd bBnehi eficidy Baedsbadl | phadkiebd a previous
i nteraction, trust io exchange information at a different |ocation or a

future tinme. RE | y r+w... w~~LL// 1" ~-111 if,~ f 71 ,~~1w. 9 p Ee
2001 6. The corrpulneana npbzermm'exﬁmgsttemﬁcéd chafm@tluMeleuchmngeai ghakeans for

provi ding truygfed a@xXCﬂﬁQgﬁtfﬁ aeﬁt%yr Sal! @&chéaget NImeC P19 eMeANRS for

the trusting entity rovi a_ trusted token that denotestrust In the
initiating erﬁqrﬁﬁnﬂ)rm E1+‘§‘ R, BRATNGH  BRPTERENSRGEYotbRhif Yy hftSi on. 7.
The conput er -datpbeisidded fysSherprelichsli hféracehei ei brusai ot eushfbet Oken is

gggg'aggcgy%ﬁ@ it a aPYa BRELYAL® 16801 R o IR WMEIAL! PNt P Y, and
means for assertlng and enforcing transitive trust to
govern the onward transfer of exchanged personal information,
said meaﬁs for asserting and enforcing transitive trust
comprising means to replicate the digital persona in one or
more versions, each replicated digital persocna encapsulating
personal information and privilege rules governing'hccesé to
the personal information during exchange transactions, and
each replicated digital persona capable ~of interacting
autonomously with other entities, but on behalf of the'
originating entity, with ongoing dynamic interactions or
negotiations based on its personal privilege rules;

. means for encapsuiating one or more digital certificates
in each replicated d;gital persona so that any further
exchanges of the ent;ty'a personal information by one of its
replicated digital personas is assured to have originated from
the entity; and

means for corroborating the reliability of the

enqapsulated personal information objects,
'

-121- .

This is the replacement sheet .

pate: 27 JUN WY



t

the trg te key and then uéethe-initiating

entity hat the trusted token wa RN fact
suppl i & 2 onput er - i mpl enent ed syst eni§GEE ,

POTF neans mwa@wmm@ﬁm%g tran e to
Por ao ser UBRNERANM, 288 Clndly pEKGIEAOBRDEEHEPARImT POPRERAOR TRl 8T 170
t he se|®D emeHorn Fetept &Y erspgsl 1R Ingpppatiopyl i ons, v@ghﬂﬁﬁbﬁ

"replifat GU6F 17760; HOL3P/RE, Hé8psu A S 600 Rlbncddé DI i205neeNHoRIDI0ME [ege

rul es a6c-es55—to—the—perseortt+rforratton—durTmgexTiTange

t r ansatgs fRssdeRNbplaci WonBi) | CaPERUSYREDI | DedbRitdd bt iU, BR, OA, €R,DBJIL, IR, MX, RU,

aut onofrousl y wi other entijie b e$taRufopesd patent (AD, BB, |CH. 1B T St FR({B |t v,
with 01%%%%%' nt er ac lﬁ%?\’?%& got BB G MR BN i t s personal
privil ag‘g rules. 9. The conputer-inple

% nted systemof claim1l, wherein
said p F‘l“@g’ sul es a8, paRadl® of pes ener a rocessi ng
functi pns or rgqui ring t’hat arbitrary cfi tw;,"%ﬁ' &?ﬁ@&,ﬂﬁgmdm
proces 5&89,%0%”&%%%%&& pRREY | T Y tobe renidithalinge sentel o roreiiy of madnrest (or
permt{ing uleec21y, @cSouti BighweNID), {Shlana BecEhGA/p a‘Brivilgge of proc §'§‘ihn

transf ¢rredPeM&onal informmation. - 106|®% Dateefpublieatick gfhe 12 March 1998 (12.03.95)

conput g mdak@:N B Geviny Blocemdad cuelh, ainDiego, { Wherein sai d neans to securely
e m&‘ LHFE’PH'H?'B?F‘

further conpri
govern theg_g

store &n 3%’&’5 (“t';g- in the formof a self-deterninin
di gital persond conprises neans for sefpurely authoring and encapsul ating
per sonfl® Aq =o%llf- #‘gl% W @‘Fﬁ secured personal information
represeént %‘Me&%qﬁ% 7rt:);c;‘lsset‘”sko *The entity, the personal informatijon-
conpri $ing one or-nore information objefts and one or nore personal
privilege rules governing each informat{on object's trusted brokering and

its tryisted onward utilization, said pgrsonal privilege rules conprisin
conput ¢r readable program code and col |ectively governi ng whether or nof a

N

Dt

| (34 Tile: PERSONAL INFORMATION SECURITY AND EXCHANGE TOOL

(57) Abstract _
umnmndMnEMmmCmmmmyMMhmmdnmummmAmm:unmandhﬁnuﬂunp&wwmumwmbhmﬂ
command and cantrol of Infarmational asscts in a networked computer eavironment. The concems of informational privacy and informational
self-determination are addressed squarely by the invention affording persons and entities a trusted means to author, secure, scarch,
wuu&uugmhmppmumamWram&hﬁﬂmﬁmu&nhnmmwmuammmuuwhmmmnﬂnﬁnm&mchmm%dummw
communities wherein members command and control their digital persona, exchanging or brokering for value the trusted utility of their
informational assets is made possible by the invention. ‘The present invention provides for tho trusted utilization of personal data in electronic
markets, providing both communities and individuals aggregate and individnal ruls-based control of the processing of their personal data.

*(Referred t in PCT Gazetts No. 17/1998, Section IT)  **(Refierred to in PCT Gaette No. 27/1998, See&nlb



self-determning digital persona will allow interaction wth ano&;]b,gb”?__,
sel f~ determ ning digital persona and whether or not specific personal
information will be exchanged with the other self-determning digital
persona neans for encapsul ating one or nore digital certificates along
wi-th said personal information' to establish the origimatimg entity as a
non-reputi at abl e somm SHEETSONZG | Njor mati on or corroborate the
reliability of th objjects. 11. The.

conput er - i npl enehp Mutther conprising means f-or
asserting and en govern the onward transfer, of
exchanged personflp AbSduet matﬂaggu S gaggga-ns for asserting and enforcing
transitive trus replijcate the sel f-determ ning

di gital persona ea¢h replicated version

encapsul ati ng sal gt ficates, personal information
objects and privilege rules governing access 'to the personal information
obj ects during exchange transactions, and each replicated version capable
of interactiwg A@di@nonously with other entiti es, but on behalf of ' ~S~,
fry; (.: ~ . -107- t he orlglnain et|t ith on 0|ng nam c
interactions or Aegofi SOTRHET pHTAE™ %5?' Harrep e\}i"l BYRETEIRDs. 12
The conput er -ampl em;mcedgsybeemn@brmaltapmlllprim?hemd cioifprngiibgalreans f or
Tai ntal ning 2 SGCHERLtnEHE fon' f?%l'lts bk Qelpdifh 1Bl RICh & b f%&&ﬁiy act ual
secured interaction and the intormation, if any, exc edach

i nt eract i;on. BEPVITIRE CRAFYHE eADS nRRIVAEN BtPRAgE( éFn B‘Fnclaeﬁ rﬁefllref anrd her
conpri sing neafisater serumetionandxaemgent el y c&emandlpmcﬁ%ds cadrolling

the—replicate of the self-determnin i taI rsona wherever
they are curre ;#Fy;% %g%f dmecfgm Y6 cg%lr?)utngeorm!’}lgrebﬁ éﬁgl ea- <y stsé%g%"f claim
11, wherein <&APHEIZES-determ ning digital persona further conprises a

plurality of intehédisi @8 pécfxelpl stogeven mﬁ%gtﬁhﬁ(iiei-b&aa&e%f&%at?&{ sonal

behaV| or S . .O.[._lnnliqg c;rlmog WI t?f O&ertl.tee;mln; éiigiggfnpersg\a such that 1!:_

is accessible on:_ly to the entity or trusted processes, said

personal information being stored in an encrypted manner;
trusted process means for securely and TPprivately
exchanging some or all the personal information between.
entities in a manner s0 as to prevent access by other.
processes to the personal information being exchariged as well

as to the personal information not being exchanged;

wherein said trusted process means bases an exchange
~ of personal information on personal privilege rules of
each entity so as to permit an incremental exchange of
per-.z.onal information stored in the entity's self-
determining digital persona as eégh individual or set of

personal privilege rules are incrementally satisfied;
wherein said trusted process means further assures

that entities involved in a potential or partially

R
B
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digital, personas. 15. The conputer-inpl enented systemof—ctaim 14, wherein
said interaction protocols each conprise: conputer readabl e program code
representing specific personal behaviors; one or nore secured privilege
rul es which determine if the self-determining digital persona has the
rights necessary to begin information processing; and one or nore

transitive privilege rules verni ng onward _transf f - ely and
trustfully exchan@@ﬁfﬂf&ego"rf%l%a“?fataég WREPEDy Es ST §gfl?é-)‘ e?g%(%égﬁﬁ% di gi t al

persona defines waaleswondirifoomaibhs tofcernitg orthebf ectidentitipssédl onto
another entity in_ the f.orm.of another versi LAE ofOkhgi ific

sel f - det er ni ni ng df’b?rftélongielrysSﬁéhing%'sta%ﬁa%%{a‘?‘%f. or ot ec?i ﬁ%écgnd enf or ci ng
the origi ni ng ent ipeysenadopmiamiiegmdulesoheyolfailsl, Theamyoniid er- i npl enent ed

systemof claiml repn S - erdu-Rhikqdi gHdsahapeasenaisonpri ses
an-aut ononous SREE?'%E?I gb- afgé‘t%gcﬁfféo%gl eé(ﬁc?oﬁéc %rson |~ i nformati on
agent (Auto EPplavereditp thgt SREAVERI AWAEY REVapehs dfafuFhidrTRY Fdn agent
conpri siNg  OBBatOlthBDfeéreitvimpleat itgs caeapabcéds velmrthacodrral whigh itheer act

i nstructions for_ di iect.i ng act iPnsaHows?{d aut ohonmous el ectr.oni ¢ personal

i nf or mati on af&HC 21 A e Tofiptit’ef - 1Tpl enent ed system of clai m 16, wherein
said interact ins®ructThensomanvprimlemented  gyatedr ofeStdifatt ofPEHa18t ed

net wor k comupgid Yedta8%: s ftirsbiiCliatéindion ¥ edefypred bpt&riast gheot ocol
specifying *the interaction; a dictionar '

of paranet.er
i nvocation of 18afEURstEdEFPTEY iFReer SRTPUSFET BTG menpr)gr% |Elvi$§3f(§;ée“l ru Jéglgv\hi ch

must . be checkesclhusdveatacsksed ton sald keay erandt iﬂsqneﬁeﬁoon&"cbﬁﬁi"?ransi tive
privilege rul ggdifhatftd QebRRpreBsaPTekadRd 1hF6:RREBSH W0k epistedsai d
transitive privilege rul es defining
) and secure process.
3. - The computer-implemented system of claim 1, wherein
the incremental exchange of personal information occurs within
m-—-~—a-single«éontinuousmexchange_seasion between the eqqigigp,nn___
4. The computer;implemented system of claim 1, wherein
the incremental exchange of personal information occurs in
multiple exchange sessions éeparated by arbitrary amounts of
time, each of said exchange seasions independently initiated
by one of the exchanging entities, and each exchange session
involving the satisfaction of a different set of one or more
personai privilege rules. ]
5. The computer-implemented system of claim 1, wherein
~ said trusted process means for aecurely and privately
exchanging some or all personal information between entities
further comprises means for providing trusted exchange of an
initiating entity‘s personal inforﬁation with another trusting
entity with which it has established, in a previous
interaction, trust to exchange information at a different

location or a future time.




nécessary conditions for the processing of said information objects by.
parti es subsequent to the 'oricjirial receiving entity. 18. The
conput'er-i npl enented system of claim 11, further -conprising neans for
establishing a trusted network community that represents a secure and
trusted environnent for a plurality of electronic personal information
agent menbers ef ect ithel yonymitat aimpll egenshdr sybtienf of nekdignbl wWhdergaBy and j

| nfor mati onal _sef fdgl et alialud Oftha 80 eX S3AQOSEDI b ke iwidevi dual Iy

and cor por at ef3as™a " group T h or fo assert and enforce the
i nf or mat i onal fxprrtﬂuvacgomds%lmeaau Bomithgt FERSingheatityf tPhBIXE3ARUAI ty, said

trusted netwogk, CORMUNLY ¢ FATRIchStd0 trsd NS tRE [EIWREInC QAEILY ifyrname;
secured persistent storage for storing sel f-determ ning digital personas

whi ch are nenfge ofnteractions prd) exehangekot ipéprmatper —— . f  200)
-109- LL comunity, aneh-ﬁeh%ﬂipﬂtes-pﬁ@tléd(@tGBEE?S’@m of nendifve 8t avhexedn sai d

el ectroni ¢ mani festatiqns .incl udi the replicated . vers i at ed
with each sel 2 Wefﬁ‘f”?ﬁe% g dFt%cfug’b rg6h t.'eacﬁ;n'Bt pti *}[}353%2?%?

functioni ng asf aheclipétiaming peyisynaknd i yifeor mith on m}én(—' key dfettdef of its

associ at ed Sehfus%a&rémwg sodaglécakenaﬁreseﬂéu o@,@_ylm ek8sdingnést iRer sonal
I nformati on agents whose self- determ m‘?.%ho,l%' t al ‘F)Férsonas desi.re secure,

private, and 3% (FOCE¥PY nther FEUpeRf hiokan FoPELYRESDEFE 79 (408"t r ust ed
net wor k commuidd ytheadhiviatingi ehtligyes epikldni kepetsonsllidané orhmt ithm agent s

that do not I?:!u%@gd KeRCyde ‘iﬁt e ‘%p\ﬁ‘iiéd“t%”@rua&h@}’t which desire

secure, private trusted erac nore nenbers of the
trusted network cémmﬁPFyCOWPETWPéa‘P@tFFUSY"E‘GmpPéc‘éJsa}'“ freaferdSipri ses an

el ectroni c bredprissay d\eehepicrzoraaseﬂrlageand GfiStdindt kBgnedtive trust
special l.y.tr USt eéjov%lrg(:t gQI Co war%on%ransfw;or n¥t I Qcﬁ&%@& ntpgt[n'al
information, said means for asserting and enforcing transitive

trust compris:mg means to replicate the self-determining

d1g1ta1 persona in one or more versions, "édch” feplicated ~- -
version encapsulating personal information and privilege rules
governing access to the perscnal information during exchange

. transactions, and each replicated <version capable of
interacting autonomously with other entities, but on behalf of
the originating entity, with ongoing aynamic interactions orx
negotiations based on its personal privilege rules.

9. The computer-implemented system of claim 1, whexein
said pfivilege rules are capable of performing general
processing functions or requiring that arbitrary criteria be
met, said general processing functions including the ability
to exchange monetary value for permitting the receiving entity
to have a privilege of processing transferred personal

information.

L
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. or.. the_trusted network community whicb acts as a third party on community
menbers' behalf for secure, private, and trusted processing of privilege
rul es_and interact protocols of electronic personal information agent
menbers agai nst active or visiting electronic personal information agents
requesting interaction, said electronic broker further conprising:
privilege or exchapge Hl es for visiting e]ectroni ersonal .information
agent's eligibility fof 1 nﬁoé‘P%\E?ﬁ'éﬂpJ\/ﬁ"Fﬂte &gt l??t é:EaH%tJmor"I?e’é%’rﬂmni ty:;
conput er readaddid peog am soneelyrstiorpl &nmenting si peesacl ipfoiecidns,
 ncl uding_ means, L seautely ANtkie sld ik hingSALEN) 409681 | &Gh e Ct i ve
el ectroni c personal infornation agent™s r@quegf“, amp arat i y-SubSet of
el ectroni c permsanal foif osreMzedy agdarinmenbed s excepsuliatgng o:peapomsadi d

trusted networ reoIiBht ¥e18XSRARIR WUl &5 sedlrehNGeREESANALnfY WYt GOE rul es
fromeach of the active electronic personal information agents; and c) the

privil ege rul CEPFEIFALER WIERETGRPR! 3RERSHRA tHAT SRYHEY: oFP A REFEPRA renber s;
t "~ 1t r J,..Snfofrddktibn donphisitige bR orPiheited G Aforfhiak 86 @bye€sy RSy a | i st
of public inter protocols _offered by the comunity; and neaps for

mai ntai ning a ose%\%%gdﬁguﬁf?'f%t P’éﬂﬁ? %o’r%]ler?g g°?'ﬁ’f’8‘|”§cte¥8lhs“t‘$f’é?“af’a%’e pl ace
bet ween act i veParEctsr SRrTCedpRYdEnang ianflot tettiustedgenrward whtkireriomnbers of
the trusted nALWORPErEQETU MY MgeVifilkh NQoky:1¥i A9 0tBRsutlel Usleadatal wor k

comunity. 19. The co ter-inpl.enenied systemof claim 18, further
cE0feat OB Ched (B EChy DRk Sl ohudPt A ai1 . 20

conpri sing medns T or ncfependencf
The conput er - isepf elesatwicisy stigitall peksinm 18, f uvillleralloenpmtiesragicn conput er

Net wor k "ser versit§alribrGONTdi £laeRBiwRiiKy SGLVEN pePRRaCtGd Lol trusted
conput er network server S50 as to forma conputer-networked System
conpri si ng t h€ B8]k sPecific personal information will be exchanged with

the other self-determining digital persona :

means for encapsulating one or more digital certificates

alongu_with said._geraona;_ information- to . establish the
originating entity as a géﬁ-;éﬁgggﬁtablgl ébufég ”65 tﬂé‘
personal information or corroborate the reliability of the
personal information objécts. -

11. The computer-implemented systém of claim 10, further
comprising means for asserting and enforcing transitive trust
to govern the onward transfer. of exchanged personﬁl
informétion, said means for asserting and enforcing transitive
trust comprising means to . replicate the self-determining

et digital persona in one or more versions, each replicated
version encapsulating said one or more digital certificates,
personal information objects and privilege rules governing
access to the personal information objects during exchange
transactions, and each replicated version capable of

interacting autonomously with other entities, but on behalf of




—_—
for trustéd and secured exchange of el ectronic personal information
agents, said trusted network servers. each conprising: conputer-inplenented
means: for di spatchi ng and packagi ng securely el ectronic personal
informati on agents containing digital certificates representing the
originating- conputer network server to allow confirmation that the
el ectronic pethsowalatrftanaaettany agerth onpgitatRaatomteE3ToRPEL oF

networ k serverneqapchGORBWLREa! &Pk e8BI 86 I3RSy 1e UWhilkb Zi Ng sai d
electronic } broker upon verification that said el ectronic personal

i nfor mati on agent Y%t i SPF SOHRAY AR FROEHIMTHATEY btk 11§ ik EFER% i on
rules. 21. Thecc@ePsilngl - REINsOr kel SHshediin@hg ClaAi Medlreathao@i cgaid

computer network is. selected fromth r.ou nsi sting. of the Internet,
wireline tel ecor‘?ﬁﬁ‘?’l ge?ﬁcg‘egttaeﬂ‘atﬁﬁ?rag‘f‘ ‘E ePREBAP L5 e 8 de 19 D EC

2001 22. The aatepmmmlan.pinermﬁtae@l eecizaged iol edan ifedaermm said trusted
networK COMMN 1Y ZPN 80 eeioMldi dhuliohelca 0014y 8P3L1 G001 21 Ellehiys! o

network communities wherein: said Usted he communi £y’ i's a parent
comunity to YHBTITRGalMARRE cf(S’FFm?HF‘HeéS' agg élc“(?b‘ﬁt—fli?lﬂfeﬁc’mﬁgti*% are

each a child czmmnmmyig tRai deﬂhlchdemomnmbhy BBYtS@nﬁétlﬁldEb@énﬁnQH@

plurality of L_gl pggmjg I L] es ve;otrhrg e cur éc I cal ‘%Irusted net wor k
comuni ty struc tre: H"rd* &onmin 3-5hi 19PEGLi res menbership in

t he parent comuni ¥4y Ehﬁi @@B‘anee'dlmmenw @Mstr-em of actdionlbetvwheenin

el ectronic pesasanady - Ak Qd-Rhi Q) aagmtls péfboRaChi | d (GOMBINELApi8EYI 4 es al |
rules of:the p re t. co net. 23. The conputer-inpl enent ed

system of clai ¥h8 ef"hté’l‘?‘é'f’d’"t PRSERPLE oAPIRFBI N ARRGF R (ReCHESS
conprises a trms@@rdil bebaviioks dn |lintgracsdonb twitlstatheneseti-Hetdrnining

conprising:  gigital persomas.

' 15. The computer-implemented system of claim 14, wherein
saJ.d 1nteract10n protocols each comprlse

computer readable program code representlng specific
personal behaviors;

cne or more secured privilege rules which determine if
the self-determining digital persona has the rights
necessary to begin information processing; and

one or more transitive privilege rules governing onward
transfer of any securely and trustfully exchanged personal

_) data, whereby said self-determining digital perscna
~ defines what conditions its information obﬁects, if passed

onto another entity in the form of another wversion of the
original éelf-detemining digital' persona , must maintain,
prot:ecti.ng and enforcing the origining entity’s command and
control.

16. The computer-implemented system of claim 1, wherein

the self-determining digital persona comprises an autonomous

RBPLACEMEz\Ff SHEET
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conput er~ipl-epented neans for allowng entiti €™ T0 Securely autnhor and -
encapsul ate personal information objects and processing rules governing

t he exchange and processing of personal information; conputer-inplenented
means for adm nistrating personal information and rules governing said
information; conputer-inplenented neans for enpowering the entity to
securely andeBé&QUﬂitablpﬁrsmaTandnfm‘dacmmtr@QeTa'—II (BetxsaiE@irlent iSBySs personal

i nformation agents #ﬁegfec%rro%#eypé”ys nd PCAIR ?mat_al%qx CRERET @bmbiiRliggeNt ed

nmeans for sed ePy r OWST nNg |t trail of any or all of said entity's
. el ectroni ¢ pensosmal motenfiginerarans ageanh SIRGIGHY \ﬁ/ﬁ@ﬁ’ré\?éPgt RRYPEAFE | ocat ed.

24. The CO”p!:'ﬁ&r'E r%”e'}to‘f—d YIRS £eabM 230f Whavi@l N aubéndholis ust ed
network utility fturt conprises conputer- -112- .. inplenmented neans for

i ndi cati ng teledtzonin IEGFSW‘Fét frfrorgat 98 39¢2Gt ar search inplied by privilege

rules will be fagh. ortheSkomputdeneplinagred syaeehest cheinsaal chhdreioapabl e of
being mapped to a database uer%‘F 25, _The conputer-inplenented system of

claim 11, whe?d AnEehaft ST fPREi gi tal persona further conprises:
of one or nore tratreet t @k edsstwmawhn mayudreddakEwarke dromouzityt f@Mmeent ity as

a symbol of pre 1%§L@£Ht|1§ne(ja tpl;.'gééf:.;xgé ﬁmgfgéér grbwc%ﬁ.agééc‘a@ylr?& théhe

conput er - i nmpl ement ed system of claim 1, further conprising a formns
repository f tRteEPBFiMY a plurality of information object tenplates and
privilege rul es hedpteidmry €ACHafumevetrcgalbuigs imwpattons cforgaidsi ng a

defaul t* set r ing to a predefined behavior type. 27.
The co utergfer?ﬁqrzgllr]regdrg\ 12;89“& é ?E,‘igl aim1l, further conprising an

el ect ronl c bazaaPr’FY)‘rleSBnHH’fﬁsi pieh eBigtotec chegknde and B?"—h‘iféﬂioﬁ“or di rect
of fer while msehtém:amﬁistreaiwn@ I’@-;dpal‘tl Ci patl ng entities' digital rights

and responsibiljties, sal g ”é? [ htr%il?ﬂa Spﬁﬂs'é?{cah%lea%ed' ncl udi ng
i on

i nf or mati onal rrvacy and er m nati o hts and
r esponsi bi | i in 1;1}@ gbéeqtre@npeld transnuve prlvxlege rules deflm.ng

necessary conditlons for the processing of said information
'objects by partzes' subsequent to the orlglnal_ receiving
entity. '
18. The computer-implemented system of claim 11, further
comprising means for establishing a trusted network community
that represehts a secure and trusted environment for a
plurality of electronic persenal information agent members
effectively maintaining shared informational privacy and
_) " informational self-determination rights and responsibilities
~ individually and corporately as a group in order to assert and
enforce the informational privacy and self-determination rights
of the community, said trusted network community comprising:
a trusted network community name;
secured persistent storage for storing self-determining

digital personas which are members of the trusted network

/K*\“PM ﬁm‘m 'vr qjmﬁ

19 DEC 29
\\

~109-



'baZ'aéif""ébTrT)TT'é'i ng: an el ectronic personal information agent structure which
provi des nember entity-nmerchants or entity-buyers to search, interact and
col l ectively bargain col | ective. and individual personal i nf or mat i on.
processing privileges in exchange for value; an el ectronic bazaar

el ectroni c broker which securely processes transactions to ensure that
exchange r ulcesmari¢y sadltsﬁaledrmhgtyea ell patrrsméc | manifsstrtdenssetPidnhi | e

mai ntal ning o LOG BEL YAk ol &@{&%nair%alng ﬁewnr@gﬁ%&%yaa%gsmst he

el ectronic per sonar tron agen a processing transaction; a'
conmer ci al astociatgddiwipht ehelr ﬁeﬁf Idemirmmgng ndmtﬁg peragnmct €38 r equest s

with said elecironig bazaar oni. SGEM ENT sHEET 19 DEC
201 a publ i & B GEF diTAbase f\?\fﬁl&{ cﬂuﬁ e%l y stores ygauct

i nformation 1}3?@@@%@@1 dggnt apnl behatf ernllcs bmnateﬂ eseﬂfﬂdaterlnimkgr a
trusted tokegRg pcraqc? aWhich stores and processes public keys from said
el ectronic personal_in or mati on agents and issues and yal i dat trusted
t okens pres8ftid8 b§leSAFERic| BRYSBAL ¢ PEPEMRFACR AGPRAL i sﬁgeﬁfﬁ " and an

advertiser difaaiRing WMaighea3t Op&fscARE PG LE S Eseculé felgrivpt©duahd
information and order forns as initiated b tr nsactton re uesté and a
rs,

private act Fisteds 1AL WHitEh OP8t BF e TOEYVETTNEEE ekl n
i nvent or i espetddki ddnmiaABEy;0n needed for carrying out transactions. 28. The

conput er -i npl emgpt g6l SV?&&%Q“ eféc%'rEIhi?J WA N inE el &F T bQBcs bazaar
operat€s on a sem real-tinme basis. %’ he conputer-inpl emented system of

claim28, whB3ide nphPedpragt v iibe b‘a‘féaﬁi RYHVORE r CEHHPE GYs byt which
coRput er - i nﬁéarfentsedurdreqs&sviw, gr egasdedg inBteadeibl wWiiH Sodendirvi dual

orders of SS0E Br edr%cgf SQ L (ajgtt elgwgpktcoag erS, and sellers can
transact without Navi ng to *frhd a correspon i ngl e bul k
wherein said trusted process means comprises an

electronic broker, said electronic broker - constituting a
specially. trusted electronic personal information agent member
of the trusted network community which acts as a third party
on community members’ behalf for secure, private, and trusted
processing of privilege zrules and interact protécols o£
electronic personal information agent members against active
or visiting electronic personal information agents reéueating
interaction, said electronic broker further comprieing:

privilege or exchange rules for wvisiting electronic
personal information agent's eligibility for interaction with
said trusted network community;

computer readable program code for implementing interact
protocols, including means to securely and trustfully search
and collect on active electronic personal information agent's
request, a plurality subset of electronic personal information
agent members according to:

a) said trusted network community exchange rules;

b) the personal pri#ilege rules £from each of the

active electronic personal information agents, and

c) the privilege rules from the electronic

personal lnformatlon agquomembers,




uni t” setter or buyer. 30. Atrusted el ectronic exctrange processoperat+ag—-

on a programmbl e conputer system the process conprising the steps of:
receiving, at the conputer system a comunication from an originating
source, said comunication conprising a) a digital certificate binding a
public key to the originating source; b) information in the form of

information objects relati n? L QcShl & 9Ld 8atdog,gr§£§5c% HsPribyil ege

rul es associ at ed®®i t'F -85 ormati on o sald privilege rules
defining ~ i publiici inmdcumter.omwf;fcmddtbmmbe SeTguRityor 3ast i on obj ects may

be processed by g.recefy n.gaﬁ.lzgmmgm o sk Yaudind hhiONeefdrding
interaction instructions. rvel defining a set of _search criteri a;

verifying, aintereceiamsut érakystaks P%P&%e sdegveomiGht ¥eat i#ORC5RP210r i gi nat ed

by said ori gh&kaichRl $SRtHY@&EiorS &yehed y d:}dﬂﬂieffbiém,rsabftbﬂe corgutter system
and w t hout accesg to said originatin ur C%}’w{'}é ect on oni SeoRET sonal

i nformation SYSREE FRETILLY OFy Va5t e % tn‘Ste

§5TU “Fome el ectronic
personal infcemmnion agents encapsul ating secured i nfornatl on and

rivilege rules ggveningoeeess fendited LUhIEY I98in 38GUEShepXeCUt i NG

privilege rul es encapsul at home el ectroni cdger sonal
i nformation SYEFEEiRgh PRANS | fPor h’é‘?‘ipﬁﬁdﬁ‘kﬁléfct‘éerfllfbmgsafﬂ‘ r PYTHFERI ng
source, SO asudi® tgeitiermine if the informati on objects encapsul ated w thin

said home el ectLgni Gy geg Q@Lr '}%i’&ﬁ@{th&” RIER! Se REln LS pcth ptions for

further processing; repl I'c t| ng ectroni ¢ persona or mat i on
agent s’ sat i steARFgstRd B c?‘?“tPéFF% petyoRkY BREVEFr |séa%tcmte¥ nRfHPEET on obj ect

whose pri vi | ggerekUbénritated O cthbi SiruBtled ddiBLEdYY ngbwstkabbAgera pburality of
autohonous  e] ectropm a computer-networked system comprising the means
for trusted and secured exchange of electronic personal
information agents, said trusted network servers each
comprising:
computer-~ 1mp1emented means for dlspaCChing and packaglng
securely electronic personal information agents containing
digital certificates representing the originating- coﬁputer
._; network server to allow confirmation that the electronic
personal information agent originated from its computer
network server; and .
computer-implemented means for utilizing said electronic
broker wupon verification that said electronic personal
information agent satisfies destination community network
interaction rules. ,
_ 21. The computer-networked system of claim 20, wherein
said comﬁuter network is selected from the group consiSting of
the Internet, wireline telecomputing devices and wireless

telecomputing devices.
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personal infornmation agents; and securely di spatching sai d aut ononous

el ectronic personal information agents to the originating source. 31. A

di stributed object resource managenent systemfor wuse in a personal
security and exchange tool fixed in a conputer readable nedium - °
conprising: a nessagi ng subsystem which receives and di spatches electronic
aut ononous per sonak.i rifher natpwrerajeiesentedi teamd cuft rdnin a8t wheyedns

personal infornmliqy, t%eééa}qprééﬂmpgiéi N Badatns ™" ¥f pruvdicy fé%S

19DCC- 2001 secured information and rules ‘governing access to said
i nf ormati on byddittiepak|csstaimsd ct st ehebuarpepEBIFAFies wheFe¥di on agents; an

el ectronic broker guhhChn3Red flohok Nt &BALEL 6% Rebueat cowRudiitymRbe
el ectroni ¢ aut ononous_personal .i nformation agents; an interaction
processor whi ERe FPBERYEESCPWHDLESES: f r om sai d el ectroni ¢ aut ononous per sonal

i nformati on agent sak &rcnghinedatshnaheCidsoats eRepkechi A cokmshigypcessor whi ch
processes rul es fron&el ect.roni ¢ . aut ononpbus_personal inf rrrarlaltiitonoggents and

deternmines that tBe*rtiias SPERALY PaYe OBt t?%lf)eorwrﬁ tp?}nﬁg an. °exchange
of i nfornmati omilget eeremnt tiese| efvrmbmg c aaltienanausabpertgosidd netfworkati on
agents; an objp&ftunk €Pi-hofiteWhere the el ectronic brokers and the

el ectroni c personal ‘agents are maintained persistently; and a secure renote
met hod i nvocat i on38¥3t ERikeh FOTRYREY| MEmLeXAIE B mre@HiSEr METPSTRG RoAB

el ectroni ¢ petsompakrehtnficommaiitgn andgents to comuni cate with replicated

el ectroni ¢ * personal,nf QLER! | 3N SOUDLELPALLEyedd?. ABcElBSLT Oni ©
bazaar for the purpose of asserting and 8nf or ¢ ng digital rrghts and -
responsi bi | i t P&FBogRl Prformetisat peRpLEnin 13 edhibdsevupdlet TeAPErefodAer ce by
auction and ghiYedCbt GfHeCparenli onthugidydkorbedes. and responsibilities
i ncluding i nformabhongh PLiyAeY, ARd:) Lkl B0 o581 lim 18, wherein
said trusted computer network further comprises a trusted
..netwg;k utility, said trusted network utility Comprising:
éoﬁéﬂtér-iﬁple;eﬁféd““means " for allowing entities to
securely author and encapsulate personal information objects
and processing rules governing the exchange and processing of
> personal information;
computer-implémented means for administrating personal
information and rules governing said information; -
computer-implemented means for empowering the entity to
.) securely and accountably command and coﬁtrol all of said
~— entity's personai information
agents wherever they are located; and
computer-implemented means for securely browsing the
audit trail of any or all of said entity's electronic personal
information agent versions wherever they are located.
24. The computer-implemented system of claim 23, wherein

said .trusted network utility further comprises computer-
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.. “1--determmati on rights—and responsibilities, the elecironic bazaar
conprising: a electronic personal information agent structure which
provides nenber entity-nerchants or entity-buyers to search, interact and
col l ectively bargain coll.ective and individual personal information
processing privileges in exchange for value; a plurality of electronic
personal i nforimRbLAfeAORMMS, £cRaCihdsestingl Jtoenaapsadtabi ngrhpeksonal
information objects for a Sfegi,f+c ent |':% as well q,sﬂfxg% € pyl es
governi ng prBRESSPIY SHEDAIPIAST PhEdH APon b ect s; REPL ~~~"} ° -116
| ~Jj 19 DEG1dG]|depenelectamnitether athe esegeth ohk c chpBUEr afhiR&ingecurel y

processes transa%t Lgnas dta‘(__)(]b%ggu Er hat exchange rules are satisfied before
, thée'é

. a. . . .
a transacti of*FE%prdcesse éctronic bazaar electronjc br_gker
psul at ed

mai nt ai ni ng 2hie Fheveampuoér titelensatedrastemiddr FERIMOAL oHRECELT &3¢
within said peySQaRal miREOT dRfiEED SHRBHS £ithed ComPkOSesIM®nkr ansaction; a

commercial activity dispaicher for handling incomn ransacili requests
with said el Bt GAPsteshrakenseFREGY BAY rcLe Bfg?’@i’r?gargop%bﬂtl&gr pernoah 8 Qdat abase

whi ch per si sk esiirbyl SdDHes-egqrabllishiedi nfust nftxi arfysnoe dgsedtadnionai d el ectronic
bazaar el ectronig brekerompith A matbwehtdd @y athn’ @€t 6134mhi, Cliusieres and
processes orders, product Information and order. forns as ailr{'ti%tfed by
transacti on EREERING. Andormbr FERALEARY i OPT | B RPahsB Wi CRY Stores
advertiser pgirdimgtiohdaibject NY&iH1aEe€Sandnprivilegaratiles tespliatesf or
carrying out transactjons. 33. The .el ectroni ¢ bazaar ain. 32 ¢whi ch
oper at es on ©3¢bs SFEVHISHS (TUTES pSETRIAST CTHE 8 1'gqctg?oﬁlgca (izlgzzfg# g’sf in claim

33- further nfegpdrdichgresponding to a predefined behavior type.
~ 27. The computer-implemented system of claim 1, further

comprising an electronic bazaar for conducting electronic .
commerce by auction or direct offer while asserting and
enforcing  participating entities’ digital rights and
responsibilities, said digital rights ﬁﬁ&..fesponaibilities .
including informatibnal' privacy and - informational self-
determination rights and responsibilities, the &lectronic
bazaar comprising: .

an electronic personal information agent structure which
provides member entity-merchants or entity-buyers to search,
interact and collectively bargain collective and individual
personal information . processing privileges in exchange for

value;
an electronic bazaar electronic broker which securely

processes transactions to ensure that ekchange rules are
satisfied before a transaction is processed, while maintaining
the privacy of personal information encapsulated in the
electronic personal information agents during a processing
transaction;

a’ commercial activity dispatcher for handling incoming

transaction requests with said electronic bazaar electronic

| e et e e
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conput er -i npl ement ed nmeans for aggregating into butk—units— individual
orders -of sanme product, so that bulk unit buyers and sellers can transact
wi thout having to find a corresponding single bulk unit seller or buyer.
35.. The el ectronic bazaar of claim 32, further conprisi ng a trusted token
processor which stores and processes public keys fromsaid electronic

personal information agents and issues and validates trusted tokens
presented by said el r.ani ¢ 8Lso i nfor ti pon -..rT. .19 DEC
2CC -117 36. A corrpﬁlﬁelrl-cl C%rrent gal:gsli/assteem or a ser?%é?lg ly N or it i onal

privacy and serdduget emﬁqraatmm I pgdrtessadd byr espu-hswbed:artqnes otﬁazraetwor Kk
nmenbers, conpLi&iREnfe Fﬂ’%’é&l'i ty of electronic entities, each electronic
.entity conprising secure personal data and exchange rul es governing

access to said i nPoriFfFesh; tafRl RISIPEAXT - ViHFherrdRred Aednpréensspsovi di ng

trusted pr OCﬂ&Sﬂllﬂgkb?éV\ﬁQﬁn tswdlénte%easﬁﬂcn@eeé&ﬁtlr QRESnBRE A | KRngyCh  that
only a trusted process is .abl ess each interacting

g%o secure
el ectroni c entiq y* 458 SBHalv2diTateP o LR dp B8 PHESSEEdr &Yy S@dfputi ng
each entity' selmdtyphiegeersdrad Hmidbrmalcioar agemreg addet her an exchange of sone

or all personal dgha a&%&hé&cuﬁ re%lorf‘ %II?Ht e¢¢drap! et gg SoGRbEM For

asserting and enforcing transitive trust ormati‘on exchange bet ween
entities by weiFeSF t REPickerpicr@REion My %Fg?t%ﬂmﬁel%oﬁastlatﬁﬂeby ,
conput er - i npl e:mheﬁcmy&é@ms@enpsmslangn@atpl ueaihttyeafda'iebéséiehﬁ&hl i ni ng

digital persopas e;:g;};rtiseéﬁ 'pen e%’nma’P dg diaital person |’\7?'(F:§"rb’?l¥ﬁl os

encapsul:at i ng -an - entli fif or et on and®
gower ni ng ac‘t@ggdtﬁ?rsaﬁmpess%wavqwglﬂml on; means for securely

determ ni ng whet heg. S@A® @mpatér-QhpPhendd idy¥tém RRT 8PN 2b“f&{e¥§£h on will

be transfer req, ePec%rggpgrbazgant' Iot Te URRNES basle t Bol? Lhe privilege
rul es gover ni ng pérates on a semi real-time basis.

29. The computer-implemented system of claim 28, wherein
_the electrom.c bazaar further comprlses computer-implemented
means for aggregating 1nto bulk units individual orders of’
same product, so that bulk .unit buyers. and sellers can
transact without having to find a corresponding single bulk
unit seller or buyer.

30. A trusted electronic exchange process operating on a
programmable computer system, the process comprising the steps
of:

——

receiving, at the computer system, a communication from
an originating source, aaid communication coml:;rising
a) a digital certificate binding a public key
to the orlglnatlng source;
i b) information in the form of information
objects relating to said originating source;
.c) privilege rules associated with said

information objects, said brivilege rules defining
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access—to—thepersomat Tnfornafion, and neans for trusted onward transfer
.of the personal.- information to be transferred, said neans for trusted
onward transfer conprising nmeans for 'transform ng the personal
information to be transferred into an automatically ¢created . new version of
the self-determning digital persona encapsulating both the personal

i nformation and prd vi|g9&;ndelll &340V EERRYodd1€ sREA SOfabriatiienmat i on, and
for dispatching ~118- 19 DEC 2001 the new version of .the sel f-determning
digital persona taPieRes TaycdievPRECESSERt HY WESTEII NS LSS R new versi on of
the sel f-determ nifageydisght al persona is created for each receiving entity;
wherei n each new version of the self-determ ni ng di gri‘sttz%hcti%%rsona IS

capabl e of acting aut®homo @@y But "R belfEFFASF Phe™ S PG Nati ng

sel f - det er m ni ng ¢bigeteiveperddaaing bhseangbisegrclyardapecia:nt eracti ons or
negoti ati ons based on its encaps te ixile | es;yaRd wei n. t he
personal i nfornat‘fegﬁgélnn@apsu%‘gt egk‘gm' tﬂ':lorq‘g"[1 e‘é—' _ngga%t\r?gr'si othkggf }t,\éhkgd

sel f - det er ni womgurdicgrien wperardainatgd Pe sabRRXAEIRALIPE ARFERr ed only when
its enC?pSm at ed duch¥éleQR@ent ifyesg alaR ﬁl@é_ icoipradr 3|§steﬁ«, canp wh eioutnpl enent ed
systemfor representing an __enfi Wth its secure aut.hor

sel f - det er m MCAGE i o t%l%pec’rrsué}féEIL \'yLNﬁ? cioafr oagmeas%%ffg?llaaﬁ%gg%?agr cenent of
the entity's infibxwardon opaéntsprihagcsanirfys aafiddeeareh nexiteniad geais and
responstbilitjge MekBidhid tpaisonsh Cqmyﬂl.laﬁ:YOtpetaP@ﬁi(e fe€apsulating

conput ex-i npl enented. system conprising: neans for securely authoring and
encapsul at i nFepereontNEoTMHHGPNEPT oRTE1EEPT oTHEAI Igﬁ"ﬁ’é“"élgcﬁf‘%%fspeﬁpsonal dat a
in the formsatdargekhadener m ning digital persona representing
informational assglg,0fy t BeRRiid Vprdv1efPr SONR! driRbRLIBELEN wiGQHPY i Si Ng
one or nore information_objects and one Oor nore personal privilege rules

gover ni ng eadhei e el 8T ToB] @ c PeESORq1 s EREPTBRBREY | AGe2hTd PPs tHeust ed

onward util i Aafbfuation objects from said originating source, so as to
determine if the information obj‘elct_tls eng:apsulat;ed within said
home electronic personal information agents meet ti'xé
conditions for further processing;

replicating the home electronic personal information
agents satisfying said criteria and having at least one
information object whose privilege rule has been satisfied,
thereby generating a plurality of autonomous - electronic
persconal information agents; and

securely dispatching said autonomous electronic personal
information agents to the originating source.

31. A distributed object resource management system for
use in a personal security and exchange tool fixed in a
computer. readable rﬁedium, comprising:

a messaging subsystem which receives and dispatches
electronic autonomous personal information agents, said

electronic autonomous personal information agents comprising

i e
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sai d personal privilege rules conprisihg conputer readable program code

and col l ectively governing whether or not a el ectronic personal

information agent will allow interaction wth another electronic personal

i nformati on agent and whether or not specific personal information will be

exchanged withcutelae other el ectrocpi o E'ersonal i.nformati on agent; nmeans for
3

provi di ng botthS§eCur 8" ARG PV all? st8r 8fe IQYCTHEO  8E°PEcuFR &ifdprivate
i nf ormati on eérédramageocrf or byhe otdeti t yélecermadpsul aitesopeiss ongersanadr mat i on,

said nmeans EeSRLESIY fgﬁasns to securely store the entity's personal
I nformati on such that, on y the entity or trusted processes have access to

it, the informnmatid@nelratagnice hreken wlicksisagurelieyntdrimedidtessketineehy st or ed

and  accessi b€ 2Nhdrd 81 SQGUREY REGLHDIE DeWbbiliN 1 hhSmat QP ULEked P! ement ed
system neans to securely exchange sone or al of "an entity' s encapsul at ed

personal i nf or ma@Por?hFEAT 1M oPFRSESEIT | hichn PROGRATEEr reguessst dreRsure t he

encapsul at edspit s0actironié Gutbhbfsus phrabhsr i%lfoﬂﬁﬁtioﬁxsék%fﬁgeﬁxrobﬁh

i naccessi bl egt 0 gwgﬁrmg{g%es{%es, the exchange bei ng based on the
.bDroker . .

encapsul at ed persona priviTédge rules of each entity using a trusted

process whi ch se@uFBlgp Rroessses ehtth inrbeesesi mylesnficmy 'edeqaoanaal

| nformati on f@¥onbigusd e PASA10Enez AN AkrfaChn P ek bimihel! il £HE T Ul eS,
whereby the ntities may. increnentall g exchange an 1 ncreasing anount of

personal i nforiati on af*PEiFAcPIAST ng° RAFBLETIE prR visxeBtngeul €8 are
satisfied; nizfesmationnsbeewedmt et i telestrionyol vedtdromals apdreaphed or
partial I'y pefdhamd X ge are unaware of each other's identities unless
i nfermati on concerning their identities is intentionally exchanged; neans
to ensure that efftiTPESt 4ePEriATY| Yhean thet edeagruoniorbankets sndyther f or med

exchange ar eelectronic personal agents are maintained persistently; and

a4 secure remote method invocation system and messaging'
system for permitting home electronic personal information
agents to communicate  with’ replicated ~electronic 'personal
information agent counterparts.

32. An electronic bazaar for the purpose of asserting
and enforcing digital rights and responsibilities of
participating entities based electronic commerce by auction and
direct offer, said digital rights and responsibilities
including informational privacy .and informational self-
determination rights and responsibilities, the electronic

bazaar comprising:
a electronic personal information agent structure which

provides member entity-merchants or entity-buyers to search,
interact and collectively bargain collective and individual
personal information processing privileges in exchange for

value;
a plurality of electronic personal information agents,
_ |
each securely encapsulating personal information objects for a

specific entity as well as exchange rules governing processing
the personal information objects;

-
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.-12.0..19D 2UWN Patent 106488-000010 CLAI M5 39" "FOR POST-GRANT AVENDVENT ~
I N SI NGAPORE PATENT NO. 61113 39. An el ectronic bazaar, conprising: a
plurality of electronic personal information agents, each securely
encapsul ating personal information objects for a specific entity and.
exchange rul es governing processing. of the personal information objects;
and an electronic b zaar el egtroni ce cq:l§_ I é"’hbzc e;,eq,elllggs séabdigl ectronic
personal informifio s over distribut e el ectronic network, said
el ectroni c badasses! e:(rtanmtdoxlnsr oker @egm ekpat pPé@@ang“’chanﬁ&tl ons

between el egl o, PELAQNAl, IILALIRLLON; BORAIaBERK NG (A cobEdiage
per sonal oF At on processing privileges for value, or bengf 515 sai d
S

el ectroni c bazsar elewtwenin c brofskematadRingg EPft PEXEHANgR are

satisfied bglpdfal {AEORHRELIIOBD] el BERPEaThrewivithinmBa 1t pensarglt he privacy
of the persgnal information ob ects. encapsulated w thin-said personal

i nf or mat i on IBERFTRELION FICRTR IBF LG PORTECBY aF BPET 189, wherein said
el ectroni ¢ per senatonnataialataceivitgygetitspauiek ek vbmydlbasgainﬁomlﬁﬁ r

respective Qggﬂs]gg@]k od nigﬁu@%omﬂ{ %fl%s'eﬁgc&rdn‘ib' 888 Qd1evdtatfic Or

benefit. ectro azaar clainB9, finther conprising a
conmmer ci aI geeksriity dispatcher for handling incomng transaction requests
w th said el ectraonpabliaz apfodikceCtdarabase bwbiker perxalsvgdtlfyr orterssd

el ectron c BELaonal (LALOLIRL] B80S 47 o0 SlRCLEANC Bazaar of

cl ai B89, fur ther Conprising lic pro uct dat abase for
persi stentl ylsqrc;pnhg brpketiu@vdl nf or matl on accessible to said electronic

personal inforggti eav._qggg;ls dqsecﬁrg-onpmcw-bme@neah@d p&peémsfor renote
comfand. . and ontrolr g er §onalc i nfr(?% %‘{jifon assets oveih e(y i but ed,
el ectronic ﬁ’é vk PTR RErarignas 53f38F1 7 o 56 2001
transactlon requests, and a private activities database whlc
stores advertiser pending orders. inventories, and information
needed for carrylng ouc transactlons
33. The electronic bazaar of claim 32 which operates on
a semi real-time basis. )
34. The electronic bazaar as in claim 33- further
comprising '
computer-implemented means for aggregating into bulk units
individual orders of same product, so that bulk unit buyers

and sellers <can transact without having to find a

corresﬁonding single bulk unit seller or buyer.

~ 35. The electronic bazaar of claim 32, further
comprising a trusted token processor which stores and
processes public keys from said electronic personal
information agents and issues and validates trusted tokens

presented by said elec¢tronic personal information agents.
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36. A computer-implemented system for asserting
informational privacy and self-determination rights and

responsibilities of network members, comprising
a plurality of electronic entities, each electronic

.entity comprising secured personal data and exchange rules

governing access to said information; and -

computér-implementéd means for providing trusted
processing between two interacting electronic entities such
that only a trusted process is able to securely access each
interacting electronic entity's personal data for the purpose
of securely computing each entity’s ‘privilege rules and
determining whether an exchange of some or all personal data
will occur.

37. A computer-implemented system for asserting and
enforcing transitive trust of information exchange between

entities by way of their self-determining digital perscnas,

the computer-implemented system comprising:

‘a plurality’ of self-déterminihng digital personas, each

self-determining digital persona securely encapsulating -an

entity's personal information and privilege rules governing
access to said personal information; _

means for securely determining whether some or all of an
entity’s personal information will be'transferred'to another
entity or entities based upon the privilege rules governing
access to the personal information; and

means fo; trusted onward transfer .of the personal
information to be transferred, said means for trusted onward
transfer comprising means for ‘transforming the personal

informatifon to be transferred into an automatically created

" new version of the self-determining digital persona

encapsulating both the personal information and privilege

rules governing the personal information, and for dispatching

g
e e e e
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the new version of the self-determining digital persona to the
receiving entity;

wherein a separate new version of the self-determining
digital persona is created for each receiving entity;

wherein each new version of the self-determining digital
persona is capable of acting autonomously but on behalf of the
originating self-determining digital persona with ongoing
dynamic interactions or negotiations based on its encapsulated
privilege rules; and . ‘ .

wherein.the personal information encapsulated within the
new version of the self-determining digital persona can be
onwardly . transferred only when its encapsulated privilege
rules are satisfied.

38. A computer-implemented system for representing an
entity with its
securely authored self-determining digital persona which

~allows @ assert:.on and enforcement of the ent:Lt:y s informational

privacy and self determlnation r1ghts and. responsibxhtles
within a trusted community network, the computer-implemented
system comprising: -

means for securely authoring and encapsulating personal
information electronically as secured personal data in the
form of a self-determining digital persona representing
informational assets of the entity, the personal information
comprising one or more information objects and one or more
personal privilege rules governing each information object's
trusted brokering and its trusted onward utilization,
said personal privilege rules comprising computer readable
program ‘code and collectively governing whether or not a
electronic personal information agent will allow interaction

with another electronic personal information agent and whether
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or not specific personal information will be exchanged with
the other electronic personal information agent;
means for providing both secure and private storage as
well as secure and private information exchange for the
entity's encapsulated personal “information, said means
.comprising -
means to seéurely store the entity's personal
information 'such that only the entity or trusted
processes have access to it, the information being
encrypted using a key which is securely stored and
accessible only to secured processes within the
computer-implemented system; '
means to securely exchange some or all of an
entity's éncapsulat:ed personal information with
another entity in a manner so as to ensure the
encapsulated personal information, whether or not
exchanged, is inaccesszble to other processes, the
exchange being based on the encapsulated personal
privilege rules of each entity ugsing a trusted
process which securely accesses each interacting
entity's personal information for the purpose of
computing each entity's privilege rules, whereby the
entities may incrementally exchange an increasing
amount of personal information as an ‘- increasing
number of privilege rules are satisfied;
means to ensure that entities :anolved in an
.attempted or partially performed exchange . are
unaware of each other's identities unless
info?mat:ion- concerning their identities is
intentionally exchanged;
means to ensure that entities involved in an

attempted or partially performed exchange are
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CLAIMS 39-64 FOR POST-GRANT AMENDMENT IN
SINGAPORE PATENT NO. 61113

39.  An electronic bazaar, comprising:

a pI_uIality of electronic personal information agents, each secu;cly encapsulating
personal informatiqn objects fqr a specific entity and qul;apgc rules governing processing of the
p;rsénéj iﬁformaﬁon objects; and '

an electronic bazaar electronic broker which receives said electronic personal information
agents over a distributed, _clectronic network, said electronic bazaar electronic broker securely
processing transactions between electronic personal information agents seeking to exchange
personal information processing privileges for value or benefit, said elecu'oz_n'c. bazaar electronic
broker ensuring that exchange rules are satisfied before a transacﬁ;m is processed, while
maintaining the privacy of the personal information objects_encapsulated within said personal
information agents. -

40.  The electronmic bazaar of claim39, wherein said electronic j:ersonal information
agents collectively bargain their respecuve personal mformahon processing prmlegw for value
or benefit. =

41.  The electronic bazaar of claim439, further comprising a commercial activity
dispatcher for handling incoming tramsaction requests with said electronic bazaar electronic
broker received from said electronic personal information agents.

42.  The electronic bazaar of claim39, further comprising a cornniu_nity public product
database for bersistently storing product information accessible to said electronic personal

information agents.

43. A computer-xmplented system for remote command and control of personal

_ information assets over a distributed, electronic network, compnsmg
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