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FIG. 1a

(57) Abstract: Methods, apparatus, and systems are provided for creating a group key for a group of N parties using an intermediary,
where at least N-1 of the parties are arranged in an ordered ring. When the party is in the ring, the party is configured to: share or negotiate
a cryptographic key of the party with an adjacent party in the ring, where each party in the ring has another cryptographic key of an
adjacent party; generate a meeting key for the party based on combining the cryptographic key of the party with a shared cryptographic
key from an adjacent party; Send the meeting key to the intermediary and receive an intermediate key from the intermediary. The
intermediary computes the intermediate key based on combining two or more meeting keys of corresponding parties in the ring. The
party is further configured to: create the group key based on combining the cryptographic key of the party with the received intermediate
key. When the party is not in the ring, the party is configured to: share a cryptographic key of an adjacent party in the ring with the

[Continued on next page]



WO 2022/153039 A1 | [0 00000000000 O T

SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

—  with international search report (Art. 21(3))

party; receive the intermediate key of the adjacent party in the ring from the intermediary; and create the group key based on combining
the shared cryptographic key of the adjacent party with the received intermediate key. In any event, the party uses the created group
key in communications or other purposes with one or more other parties of the group.




