TI TLE OF THE | NVENTI ON GENERI C KEY- DECI SI ON MECHANI SM
FOR GAA REFERENCE TO RELATED APPLI CATI ONS [ 0001] This
wappisitog2eon clainms priority of United States PCT/IB2006/000790
Provi sional Patent Application Serial No. 60/669, 873,
file ril 11, 2005. The subject matter of this
TITLEth:IfgépWYEBITa{ ication is hereby incorporated by
ref erence. BACKGROUND OF THE I NVENTION 1. Field of the

GENERICEREYCDHCOMION MECHANEMIRDRIGARel ated to a
generic nmechanismfor an application server to

m’ R § C Aut hentication

REFE%EE:\EF ecture ‘%@kﬁ%&l@fxﬁg@{% easy integration of

[0001]additis OBFblicHRIdNI GAihRN gﬁm&gr fbyrdersthfed Rrovisional Patent
exi sting standard for er Security Settings (USS). 2.

. i pt i o] lated Art ].0 Initial. .
MootGRBRCA R SROBBS 75 BLGH Al b et T Bt mater of i
Generation Project Partnership (3GPP) Ceneric
earlierAiled epplicatianois harahi ineotporated GxApférsnémased on AKA
(Aut hentication and Key Agreenent Protocol). Depending
on a nobile termnal, such as a nobile phone, and a
Uni versal Mobil e Tel ecommuni cati ons System (UMIS)
Integrated Crcuit Card (U CC) or subscriber identity
BACKAaRIOUBNDrQEEIeH INVENN&IODbi | e terminal, the 3GPP
Ceneric Authentication Architecture (GAA) can have the
1. ddeldniithg Inegpdionks i nt NAF, Ks_ext NAF, and Ks_NAF.
Today, the nunber of services using GAAis quite small

[0002]andThisdaf emtidi BrreRsed o Mabadike¥chanibgefor ah dpbfication server to
particular smart card or subscriber identity nodule

e B BB T R RSO Pl o ot

.service to the user. ) o
easy integration of additional application servers by extending an existing standard for

User Security Settings (USS).

2. Description of the Related Art
[0003] Initial authentication (i.e., bootstrapping) of Third Generation Project

Partnership (3GPP) Generic Authentication Architecture (GAA) is based on AKA
(Authentication and Key Agreement Protocol). Depending on a mobile terminal, such
as a mobile phone, and a Universal Mobile Telecommunications System (UMTS)
Integrated Circuit Card (UICC) or subscriber identity module inserted in the mobile
terminal, the 3GPP Generic Authentication Architecture (GAA) can have the
following keys: Ks int NAF, Ks _ext NAF, and Ks NAF. Today, the number of
services using GAA is quite small and a definition as to which key to use for the

particular smart card or subscriber identity module can be implemented directly into a



However, such inplenentation at the server is not very
scal able or easy to adm nister in case of changes,

weuals/1asi2new use cases and changes or updat es POT/IB2006/000790
exi sting services, or a user getting a new smart card.

The change r ypdates to.th woul d require manual
server @bH1g @@F"&?ﬁ‘o&PPaﬁ@W an@s%b@}lgﬁ yhat affers Jﬁ? sepvicg fapthe user.
NAF resides not in the home network of the user or

Howewnbsiehiibgylembiitation @ thésédrepay ot weely woilkbld OOl toheiminister
Ks_int _NAF key is used for securing Hypertext

. T t . card. .

in casc GRAREL 5850k TR o HERL ARG Al orvices,
NAF. The application would reside in the smart card or |

or a ussy peltinEwercw gaart egrdnolia ehanges phupddss te theNAhwould require

woul d only act as a nodem This nechani sm may be used

manuaB8ordimathti6n Nethicheis %gpeﬂﬁﬂi%e atficiA SvEe BOF rgliféd hdtin the home
nmessages to downl oad new updates or other SAT

' [ - 1L.0005] . T l. h
networf B B GRORL IT  S3 RRe °
Broadcast/ Mul ti cast Service (MBMS). In MBMS, the NAF

I's configured according to the definitions in TS33.246
[0004]3GHesBacinti NAR &y iatewedhéy srousing Hypappehdirsnsgort Reotocol

contents of which are hereby incorporated by

(HTTPf 85tRe68 thé RniBiVBardof REbSLibRS it mBAKRY ak D this a?jﬁﬁcaﬁon
defined by the description of the specific keys in e

i fication TS33. 246, Therefore for this use,case, . .
server \RF | LB B Lcriln s rruar df dhf st el oY SRR igentity
i mpl enmented directly into the NAF that is offering the
modul¢/Bivb tleemabile teoninad weidd onBUMIERY DRdTRE Ths/ENTh@Nsm may be

[ 0006] According to an enbodi nent of the present

used ab BN @NehPRive B&Bsdit PTAVSMIRIAHRERAE0 SadREDEsA8 download new
generic nmechanismfor a network application server.

LB R BSIRR. coehra, 3, cauest from a ser

[0005] The only use case for the Ks_int NAF key defined today is in Multimedia
Broadcast/Multicast Service (MBMS). In MBMS, the NAF is configured according
to the definitions in TS33.246 3GPP specification, attached hereto as Appendix A, the
contents of which are hereby incorporated by reference. In MBMS, a choice as to
which key to use is defined by the description of the specific keys in the specification
TS33.246. Therefore for this use case, no key choice mechanism is required because
the key is implemented directly into the NAF that is offering the MBMS service to the

Uuser.

SUMMARY OF THE INVENTION

[0006] According to an embodiment of the present invention, there is provided a



information to a network application function. The
nmet hod i ncl udes determ ning a key of a generic
waubdsantizeat i on architecture to integrate addi PComBI006/000790
networ k application servers by extending an existing
standard for user security settings. The nethod
method te phesridé geherde sneshowisdi fay a he tepplicataen eerver. The method
information to the network application function.

includdsOQOddivingC ar deditest Ofr8m TRREF "RipAbnt 8 Pr&HES! authentication
invention, there is provided an apparatus provides

. neri c nechani smfor. a hetwork plicatjon.server. . .

informaQ ;4§ RS HER dPOFRoR-a THEGISDOd fiides deprmining 2
equi pnent to provide authentication information to a

key of megenerik aafipinticatiow ardhitectureto idegmtaradditignatesatw oiloapplication
determ ning a key of a generic authentication

serverbg b U8EdiHE Card %xis@ih%ggﬁhgaﬁdgﬁt ﬁs%?aéecﬁﬁg})t’\?gginésé nggf dme:thod

appl 1 cation servers ext endi ng an exi
for_ user security settings. First providi means for., .
furtherpmsmd%ﬁ ROV IS, thn eht BHER SN THOBRAKER 4f the NehwoTk application
network application function. [0008] According to an
functiomnbodi ment of the present invention, there is provided
an apparatus provides generic nechanismfor a network
application server. A receiver receives a request from
a . [ n [ i [ r;
(0007]2 AERor g R b AR K e St (A R RS ped an
determ pes a key of_ a .generic authenticati.on . .
apparag}scpﬁotv@qs&eélepg ﬁnﬁ?}é@}l OF FHREWK & pp server. Receiving
application servers by extending an existing standard
meansf for teeivisgcaretyess efrbim@s uséy pgoipnetin gtou pird vide owutilestication
the authentication information to the network

inform B4 Lk o At PRl (2 SR Tyl O A i o

to provide a further understanding of the invention .
key of grgengrie aptheaitisation arrhitechyg te sHegiatqeddifiopalnetyork gpelication

servers by extending an existing standard for user security settings. First providing
means for providing the authentication information to the network application

function.

[0008] According to an embodiment of the present invention, there is provided an
apparatus provides generic mechanism for a network application server. A receiver
receives a request from a user equipment to provide authentication information to a
network application function. A determining unit determines a key of a generic
authentication architecture to integrate additional network application servers by
extending an existing standard for user security settings. A providing unit provides

the authentication information to the network application function.



specification, illustrate enbodi nents of the invention

that together with the description serve to explain
woheospodnei pl es of the invention, wherein: [00eOT/1B10G/000790

A illustrates an apparatus to provi de generic

mechani sm for a network application server, in

accordance with an enbodi nent of the present

[ ion. I I iJJ ustrates an exenpl ary
BRIEFﬁﬁ&@W%FQﬁ%ﬂ%EﬁN&W@é a Network Application
Fu [ .S 108 ViSkk n ol r j .t
(0009) 15y %oyl {qranifis, QRN bro ICREER. (7 YiEHg R, further
illustrates an apparatus to provide, generic nechani sm )
understagding A tho LKV eaHon; %ra'f A InceFR@ated; iy é‘é‘g GPastHuEe @i part of this
an enbodi nent of the present invention; [0013] FIG 3
specificdtioigt ildisedita embbdiandms pobvilee igeatidc tiet hgetiterf ovith the
a network application server, in accordance with an
. odi t Of. - , j I Qn;.a 14] FIG 4
descrinfER Ve Bledhdfi BEFEH T SO dh Aot Mekthanl o or
a network application server, in accordance with an
alternative enbodi nent of the present jinvention. TABLE
[0010] o FAEBRAVIINFIraiNSs ag @ppatatusy 1 RroNiteagsIsRCPap¢ e fpr a network
. Project 3GPP2~3rd Ceneration Partnership Projec . .
applicafleRis SR BeaccEhpIoe R thas Saipe iReeAC S R BreePt Elenfion:
and Key Agreenent _ _
[0011]AUFIGAY B) §THdtFRd Qﬂ_/é&é@ﬁl@wwb@%ﬂ@ atdheR cfies R RFE Y Network
Attributé- Val ue-Pair BS~Base Station
Application Function is in a visited network, in accordance with an embodiment of the

present invention;

[0012] FIG. 2 illustrates an apparatus to provide generic mechanism for a network

application server, in accordance with an embodiment of the present invention;

[0013] FIG. 3 illustrates a method to provide generic mechanism for a network

application server, in accordance with an embodiment of the present invention; and

[0014] FIG. 4 illustrates a method to provide generic mechanism for a network
application server, in accordance with an alternative embodiment of the present

invention.
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Ub~Boot strapping air interface (from UE to BSF) Zh-HSS
interface from BSF DETAI LED DESCRI PTI ON OF THE
WORBIARRED ENVMBCODI MENTS [ 0015] 3GPP is a proposedT/(Bmsp000790
TS 33.220, attached hereto as Appendix B, the contents
of which are hereby incorporated by reference)
UMTS auUnéversa dobile ilielecastmunicatiens Systemi nfrast ruct ure may
be utilized to enable application functions in a

USIM-DGhMRrd] Siec2Ad on a user side to conmunicate in
situations where the network side and the user side

uld not herw se be able to communicate. This
USS“%%%‘&H&W & referred to as "bootstrapping of

application security,” or nore generally sinply as
Ub--Bddisteapping piiinggrfacp (Ob6] UEe B®er al pri nci pl es of
boot strapping are that a generic bootstrappi ng server

Zh__HggJﬁ.ﬁélif&ré ﬁgﬁl—'@%pl | ows user equipnent (UE) to
aut

enticate therewith, and agree on session keys.
Such aut hentication may be based on authentication and
key agreenent (AKA). By running AKA, the nobile

DETARHT B CRIETIOR AR ITE PRIRRED FNFBOBIMEN T ach
o0 SO LA P 30 LR, i ,
corltenfn‘{%‘gﬁ4 whih £8 Helf ilﬁgrﬁdde}'ﬁfe}lw&rén alﬁhéﬂlii&qid'nef‘n?farsﬁgcture.

as a service  provi run sone application

This infReaUEIEe PiHE BE ltilieate dnableaspiplivativaauhenony inmaseegek side
is based on the session keys agreed between the UE and
and ontehesdBSide [@OoTmMHeatsdotssturtppd wheta thet newvark sadg and the user

) i ntended to.be dependent upon an articul ar.. net wor k

side woRlBInaL AhSHITL G AD o SARTCBILeE TG BHERPRH hdetorrod to as

@ . I N . . : L)

voors 8536 GPABLART G LA, P Ind sSSP oL grapoine
application functions may be supported in the

[0016] OPEhBt Sénealn PRBCHEEINOF Koootstrapping are that a generic bootstrapping
server function (BSF) allows user equipment (UE) to authenticate therewith, and agree
on session keys. Such authentication may be based on authentication and key
agreement (AKA). By running AKA, the mobile terminal and the network mutually
authenticate each other and agree on keys, specifically a confidentiality key (CK) and
an integrity key (IK). After this authentication, the UE and a network application
function (NAF), which may also be referred to as a service provider, may run some
application specific protocol where the authentication of messages is based on the

session keys agreed between the UE and the BSF.

[0017] The bootstlrapping function is not intended to be dependent upon any
particular network application function. The server implementing the bootstrapping
function must be trusted by a home operator to handle authentication vectors.
Network application functions may be supported in the operator’s home network, a

visited network, or in a third network.



visited network, or in a third network.[0018] FIG IA
illustrates an exenplary network architecture, in

weacowridanee with an enbodi mnent of the present PCT/IB2006/000790
i nvention. The network architecture includes a user

equi pment  (UE) 100, at |east one network application .
[0018] f uRKH bA {INsiRytes G, exeppletys Delppknarchideetare, fimacpetpnce with

an embpdimbniiof e EssCHOBNRBR R pat £ SPOOToAETEENFS THALHET f vser
equipm%gg r(?}r@;cl (Q:) g{fl\%n?:e%&w Ot-Bh e\g\l/e%ﬁ&%g ggﬁﬂﬁzgglﬁf ef'u {g{:)ﬁr;(r)r% ni cat oanZ’ 2

bootstraihpisares - fuhO9kPIBIHE 1VAFad2 hémbasbseiber Systeah WBISS) 106.
oot e}ﬁgn%rft, under th£ co}r:trof aof t he MNO 108, f%’rS )

The BSFhbihancd HSth 06 fenBsmt md\a hene nxbileosttedrk aparatest (NO) 108.
el enent under. the control of. the MNO 108.. Thu for )

The UK H icenneqis ipts dae MNCH 198 im acagapangs, Vil Wolkkpagn mobile
104 may, be .considered to be a network el ement. [0020]

commuRICAtiop fePFUUSs. i [\ "Ef'G A the UE 100 conmuni cat es

with the NAF 102 through a Ua interface 110. The UE

[0019] 10916 NAHNI00EE $Dstekitifl of MawBHE eledderithidlidthéRobkrol of the MNO
interface 112. The NAF 102 communi cates with the BSF

108, fotGdstahequmid theZBSFnmey flac elsd lhstethen BSFetwodk element under the
communi cates with the HSS 106 t hrough Zh inter

control e MBRA ] 0Bl Nusr Maopragiga RTpPey Gaeh ph e NIV fOF. and the
epar ate network. For_instan s illustrated in FIG

BSF 1 4]3‘?‘% e &F&S’FS‘? ton%et%?woggceﬁ%%@tt ure is provided in
which NAF 102 is in the visited network. In the case

[0020] WhakelEtrdfd HAFIGONNachedUR N chidmbhiRhtesSwaethat RAF 102
in anot her network than the hone network, this visited

throughNARJ 4 @terfthed 11Us&ha W d08temipnoicptesBvith g BSFL804through an
the NAFs network to communi cate with subscri ber'

: BSF
Ub interface 143ne TheRNAF0402 granmupicates wathnihs Safed Odi {wowgh a Zn
interfac%sfm. The BSF 104 communicates with the HSS 106 through a Zh interface
116.

[0021] The NAF 102 may be provided in a further separate network. For instance,
as illustrated in FIG. 1B, an exemplary network architecture is provided in which
NAF 102 is in the visited network. In the case where UE 100 has contacted a NAF
102 that is operated in another network than the home network, this visited NAF 102
shall use a diameter proxy (D-Proxy) 118 of the NAFs network to communicate with
subscriber’s BSF (i.e. home BSF) 104. The NAF 102 communicates with the BSF
104 through the Zn interface 114 to the D-Proxy 118 and through a Zn’ interface 120
to the BSF 104. D-Proxy 118 functionality may be implemented as a separate
network element, or be part of any network element (NE) in the visited network that
implements Diameter proxy functionality (examples of such NE’s are the BSF of the
network that the visited NAF 102 belongs to, or an AAA-server).

[0022] For FIGS. 1A and 1B, the principle of bootstrapping is that the UE 100 and

the bootstrapping function mutually authenticate each other, for instance, using the



104 through the Zn interface 114 to the D-Proxy 118
and through a Zn' interface 120 to the BSF 104.
wO2b600912218 functionality may be inpl enented BETAB2006/000790
separate network el enent, or be part of any network
element (NE) in the visited network éhat i npl ement s
AKA moptoesl.eandhpgieg aacnpgphshargd (seetgipl §tewar§§cﬂea}e Npasier shared

ot B S o 5 S ol S i, g
secrets gﬁ%t %u%:a BN AT thRAOESIARBRE e | I fﬁ&’lﬁér hBEvdk HMication

oot strappi ng function nmutually authenticate
functioB@AINAFEEin duestibnst TheeENATSispgcifive kAer sdopetokey amdterial is
agree on a master shared secret. Afterwards the master
generatstlapecificetly dor pachusesvork agplicatiomfimctionrindepansendy k After the

st s R B SREEH 5o A TS5} B et
ot L9 S ORRE Sl QL0 IR i e s

on thoseR&Sk fdegatdtyd H@ﬁn? s mieiukhepiehii 6@ betednUitet BN 00 and the
i ndépendently. After the bootstrappi ng operation has

bootstrineming ceempére fiamttionhe Thils, 110 kayws why bensed Konppthenticaioon and
. .function may_run so speci fic protocol ere the .
integrityqaetschigno pIddas it Ths Bt eRk pjiativgyfinotion s then

ener at ed i na .the i ' e
ot o EASEE B Ao P ey BLADTRL FLB ERESBobrcore
establidH@ BeRYSel e RRr B§8Pni aRY ttl'i@ﬁbd_)t@ﬁfhp}%ﬁg%ﬁﬁvdr Fhe&Hdd. Y
protection, and for confidentiality. 'Thée network
application function is then able to acquire the NAF _
[0023] s pdthief | cormmamaxtioacrieb datarfeed f11En shpportst dre shaeistrapping

secret established between_ the us ui pment and t he
authenfieastan Aag FeH REseTEr Traeold. ng%ﬁl%mglmaq authentication and

ey agGETAT PSR b s P 0RO Pkl may e based on
the 3GPP%K%°%rot%ébl&£o?‘(ﬁﬁ§n&ehe mut ual aut hentication and key
agreenent between the UE 100 and the BSF 104. This

protocol nay be based on the 3GPP AKA protocol, for
[0024]i n§thencgh interface 116 allows the BSF 104 to fetch any required

authentication information and subscriber profile information from the HSS 106. The
Ua interface 110 supports any application specific protocol which is secured using the
NAF specific shared secret derived from the master shared secret agreed between the
UE 100 and the BSF 104, based on the protocol supported by the Ub interface 112.
The Zn interface 114 is used by the NAF 102 to fetch the NAF specific shared secret
that has derived from the master shared secret agreed in the protocol supported on the
Ub interface 112 from the BSF 104. The Zn interface 114 may also be used to fetch

subscriber profile information from the BSF 104.

[0025] A message transmitted from BSF 104 to the NAF 102 includes
bootstrapping information. The bootstrapping information may include a transaction
identifier, a NAF specific shared secret, and optional subscriber profile information

("prof naf" or “any NAF specific USSs”). The NAF specific shared secret, denoted



[0024] The Zh interface 116 allows the BSF 104 to

fetch any required authentication informtion and
weubscwdiaer profile information fromthe HSS 186T/181066/000790

Ua interface 110 supports any application specific

praotocol which is secured usin he NAF specific i
Ks NABdp etablished befaicendhe {uionDD s BSF difdh aad geey be modified

for spfie e Brorornmppirron’ PR S, Pl Pl T3¢ SpRatis NAF.
Ks NAMsSddied #dfh X§ bzsiﬁﬁlé)?arbﬁl%té}@ﬁaé@ﬁeﬁ%@ﬁﬁ‘ TSN M- Annex

specific shared sécret” that has derived fromthe

B (AppaslierAghdeds slec neisteagshasst] secref)eanar BisodAF ssppbiATedpecific
on the Ub interface 112 fromthe BSF 104. The Zn _
shared segret-f Abe bpotstrapping wdoseatignetrangnitedcle eaghNAFbisthus unique

to that RS et g e bR Spschonmror g N et RO

boot st rappi ng i nformati on. The boot strappi ng

I nfaorpat i i : trd i finer ;
00261, ROCE A By SEHHAE, SENTRRLIST il (487 ¥ spiti
inform@i®d eletndmfamdntheiset of ‘airapplicafion-spedificyUBSBE. Secietiof all user

_USSs"). The NAF specific shared secret, denotedKs_NAF,
security setingsb(UShekd itsetGIIER, ihetaved 100thgndSShe IBShe 1@ac vahere the

s T e R A SR T S50 on the

. . . £ ) b .

010G, 468 SRS SR S MRS 8y SHE R R o o

more iddHtRA, é.%c (19t Mudinshe I Aifte T8erdtitWNEVEPIS ahfli(Tntehatiefal Mobile
secret. The bootstrapping information transmtted to

Subscribee hddwity) BVIShus uni que to that NAF, in accordance
with the specific shared secret KsJNAF for that NAF.

00271 050 S S 3T o SAY P8R BBk, v n
2 _§35 P DO B PR 1 XM ool s povi

equipniche (ReSext! NAIE TIAS As¥REsEnboEs §31R8 CrdebRiom BseidUniHith &ey to
subscriptions, i.e., nultiple I'SIMor USIM

take, i.appKs dat iNMAF, on Khext NAF. Additions of new services to this ‘logic’

should be possible without new configuration of a smart card in a mobile terminal. In

case the NAF support more than one key type, any sort of downplay of security level

attack needs to be prevented. This downplay attack can be that the NAF is tricked

into using a key of lower level of security instead of requiring the use of the

Ks int NAF.

[0028] According to an embodiment of the present invention, there is provided a
generic mechanism for an application server to obtain knowledge as to which key of a
Generic Authentication Architecture (GAA) would enable easy integration of
additional application servers by extending an existing standard for User Security
Settings (USS). AVP Attribute-Value-Pairs (AVPs) are defined in 3GPP TS 29.109
GAA Zn interface Bootstrapping-Info-Request/Answer messages, attached hereto as

Appendix C, the contents of which are hereby incorporated by reference, and

10



U CC, the HSS shall contain one or nore GQUSSs that can

be mapped to any one or nore identities, e.qg. (IP
wolbdsiweidza Private ldentity) | MPls and (I nter rariiBwas/ 000790

Mobi | e Subscri ber Identity) IMsls. [0027] A depl oynent

of new use case for a two NAF g&ecifi c_shared secre

additional @BAIDianeton AYP oe defingdeitr 3WPH €8 Z2%23A1 gtwi}eda]tigreto as
t i in th i | i t (Ks_ext.JSfAF).
Avpendii 1S e onBEt obubihR Bt R reIhRR oy to

take, i.e., KsIntJSfAF, or Ks_extJSfAF. Additions of

ne . ) S ! e A . 11
00291 1Y RERMLE el S mBRRUL P 0yP9AR, Reing o loclly
configirfigdNakey uBagadieedtheinihthesufpoite immvery NAF dosing AT set-up

type, any sort of downplay of security |evel attack
(local hvegﬁﬁi,ogsbéap@ esosin@ df thei keydsapge 4 BEFalRSE dicigécs by only
cctiver e BEeRB ey b N1 BhR S h i BAL D e woer
secuﬁtgﬁé@igﬁ{\dﬁ!@ns\)[esqgl%%] in/ﬁﬁﬁ%%ﬂﬂcﬁﬂela@e&ggp gﬂgg‘g gl?al,t gafre tRBsferred to

ntion, there 1s provi
the BSFESKEBE BiMisig e AVP! dtedd iarBSE iNarindivattiadynusage. If the BSF
know edge as to which key of a Generic Authentication
would Anhhd¢lact the r¢lera)t laysitd tenXNAR, thasyYAFnweyldanotdre aware of the
..additional application servers by extending an
provided: quality ot seeufityrands 9e ke dyPsEdPFing: Settings (USS).
AVP Attribute-Value-Pairs (AVPs) are defined in 3GPP
TS . A . . .
100301 0 358, 3X3ER SEMIFRIiZ AL Ehl 36 Fing Lser Sesuriy Settings (1§, pould be
extend 8@ BHbAsAP RE X afe, whitth kentieniss. dhiywiand girevider #lByuser’s
i ncorporated by reference, andadditional new D anmeter =
home-@pdPatar avitte fulh eddi flexidiier onigob,%espesiallxtindbh edsh thastthe aervice is
pendi x D, the contents of .which are hereby
offeredAgw ﬁl@lrd\tr@a%wﬁ%fa@deﬁh@ebﬂlﬂl@m?%] the, SoEWER | 18 JRsenbjthghome-
may be inplenmented by hard coding or locally
Yonfiguring of a key usage directly into the software
in every NAF during NAF set-up
[0031] In accordance with an embodiment of the present invention, there may be at

operat

least two embodiments possible. In a first embodiment of the present invention, the
USS could indicate what type of smart card or secure environment a user has. Also,
the first embodiment would provide whether mobile subscriber's Universal SIM
(USIM), IMS SIM card (ISIM) is GBA_U enabled or not. In the first embodiment,
there may be a flag field, which indicates whether the card or secure environment is

GBA_U enabled.

[0032] In a second embodiment of the present invention, the USS may include one
or two authorization flag fields that are transported in an USS of an existing
specification 3GPP TS 29.109, attached hereto as Appendix D, the contents of which
are hereby incorporated by reference. In the first flag field, if this field is present and
indicates the usage of UICC based shared secret (Ks_int NAF) is mandatory. The
second flag field may be an optional field, where if this second flag field is present

and indicates the ME based shared secret (Ks_ext NAF or Ks NAF) usage.
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(local in NAF), by hard coding of the key usage in BSF
(BSF dictates by only delivering the relevant key to

wOlabje/10em22 pr ovi di ng an additional field(s) in PO®IBXEs000790
security setting (USS) stored in Home Subscri ber

Server (HSS?@ that are transferred to the BSF, and/ar
[0033] py If) thengnatile mwirsceiber dgl nravissmednhy 3 hemearpsrately with a new

Msage. If the B I |y deliver the relevant. k
subseriBg FatRAEIOTHE Ak BT op ekbe, WEEE RS YEMtod B from
. g ¢ e e g '
now of L B R ERY OG0 355500 YO b Bte) Bt ey
downpRSC dtthdks, Sad. ! Krgext( MESF kewltdike sl eindtddaotl the meed secure
to indicate which key to use. This would provide the

Ks_intu§&F keyhone- operator with full and flexible control,
especially in the case that the service is offered by

100341 30 Fi0n, Hfisttisvecp ARRRBHEDS (19931 Driideceritaine BgpERISm, for 2
s IR, Sk B SSbH 0, JAMSOEY 0  ee
inventioh. tTke apps@nts 15V endlhdes atibeeiVieg aoml 1d2 fuli erb®indat request

type of smart card or secure environment a user has.
from aAlsspequipment (6 pravide dirthenticatoen thiprmostiere tavharchwork application

functiog? 3%?&1}?&?&5%?8@%}35}2}1@% ] eggtc%tyqélgﬁ[g'\%lw é%@ .fc% yet%%gning a
key of %@g@?ﬁpﬂtgnégg%&b TRYitREw e {d ﬁ'ge%r'%%{e %}diﬁgﬁ%gfgﬂg Q]Bﬁ%cation

rsecure envir
serversShxAOkt8AdinE (A3 L’ﬁisﬂg #a 5@ dTer 8hQdbi@Rtsetindd eI gFRithtus 150

iS
i nvention, the may i ncl ude one orf two
also inalutlboa ifwstt prowidihggniti Eldrtgravidage ther anbautidagioni infamation to
USS of an existing specification 3GPP TS 29. 109,
the netyorls applicationdiigeian.Appendi x D, the contents of which

are hereby incorporated by reference. In the first

o031 38l e 4816, PRV M6 4 v

applicdfRRdar0éy in HeBordance with an embodiment of the present invention. At

operation 200, the method receives a request from a user equipment to provide
authentication information to a network application function. At operation 210, the
method determines a key of a generic authentication architecture to integrate
additional network application servers by extending an existing standard for user
security settings. At operation 220, providing the authentication information to the
network application function. In accordance with an embodiment of the present
invention, the USS could indicate what type of smart card a user has, or what type
(i.e., Ks_ext NAF or Ks_int NAF), of shared secret must be used. At operation 230,
the method determines whether mobile subscriber's Universal SIM (USIM), IMS SIM
card (ISIM) or other secure environment is GBA U enabled or not. In the first
embodiment, there may be a flag field, which indicates whether the card or secure

environment is GBA_U enabled.
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second flag field may be an optional field, where if

this second flag field is present and indicates the M
woaswdosinar ed secret (Ks_ext JSTAF or KsJNAF)  PCT/IB2006/000790

usage. [ 0033] If the nobile subscriber is provisioned

by a hone operator with a new subscriber identity
[0036] moBlFe4 dhenateher usthedio rovide Bengipareshanistt dof A etwork

oA SPte, IS B SHESebte MMl e prosen

mveni, X 3008 Hoe MY R, BRI Bt cbipment o
providd hhihshticdtes afonppeRtes ASvdR dppbichtien denetioi At operation
mechani sm for a network application server, in

310, thaceethdddetermiings aker v adiensnic avthertisatipe seehitecture to integrate
... invention. The apparatus ;150 incl.udes a receivin njt
additiona)ynpNork cBRARHGR LT Y LIS (6 PRISHE pamariofor user
o oV a  oat . ‘ . _
soueSENRHS, 2L DRBRLORLIAN B0l aefEly formation (ot
network NgipHtasoR MAERSMA NI EcedtidhnddAvittorand eidodimemgof theYpresent
of "a generic authentication architecture to integrate
inventienidttei 88! condd vindicatepphit tpeoof smaviecardbyr secuendnvigomment a
exi sting standard for user security settings. The
user haapeamagéynesef shagsd jsgetet apast er pyegh éﬁ @PP&%W& ?:Jrh,tthi%e‘fhod
for i djn e._authenticati j nf ' .
determ_.ﬁl&v, Vﬁl{i@%ﬁsrpg}e?ggsl 1&;{%& Soe fvf’% 61@%] ﬁéﬂ%% g)% gr?ns’p'&?ted in the
AuthoriZatiestHeaHESo PHERIAR T of SeRIMRLHGE WSPRITS29% 00 2tk foMell Mereto as
a network application server, in accordance with an

AppendinbOdi Irethe 6ifsttfieg fiekd dfitthisnfieldt isopresditt idpediabtesrth2Bage of
the nethod receives a request froma user equifﬁamsnt to

UICC basgdisharedaereif Keatit N g eyt ol e srepngifleg field may be
an opiGBL 3L B! I 2RAL, BBt RV M basea
shared g%%?fl {:Igﬂe% NAR ir'KE NRFZPe tional network

on-servers by e Ing an existing standard
for user security settings. At operation 220,
[0037] pr dva dewgipplieationt santt Gaget-ap innhe opatatametwotlhdt does not need

to know which key to use for which user or if the user will be provisioned in the near
future with a new SIM card. The NAF would obtain the needed key choice

information from the BSF.

[0038] In accordance with an embodiment of the present invention, a new AVP
could be used to indicate the type of derived key being used. For instance, the new
AVP may indicate if the derived key is Ks_int NAF or some other key type. The new
AVP would indicate either if the card or secure environment is GBA_ U enabled or, as
an alternative, which key to use. Depending on the flag, the NAF may use the UICC
based shared secret key (Ks_int NAF) when indicated. That is, the AVP indicates
that a card or secure environment is GBA_U enabled or the AVP indicates explicitly
the usage of Ks_int NAF. The NAF would then require that this key be used and not

some other key with lower level of security.
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networ k application function. In accordance with an
enbodi nent of the present invention, the USS could
wonadicciatie2what type of smart card a user has, BCTABRDG6/000790
type (i.e., Ks_ext NAF or Ks_int_ NAF), of shared
secret must be used. At operation 230, the nethod
[0039] deFer i Web serearhiar theosioues SOBEERMSEE, ¥ URFlaaee & s card, a

. U M5 Sl ard (I or- _pther secure
ctient YRSl Bhsighein & HAR P AnHs CRrORm RS Sygtem (UMTS)
e GRREAE i oY e Soblacl ol it scn
envirorghédt! €Thik GRRAAY thpiCally beld Jashrapplisatdoryeinn KWL applicatiatg a C++
_ generic mechanismfor a network application server, in
applicationos ®erlcapplicationn oalar ¥isual Basic piemor gtherisamilar types of

ot T DY, o4 B85 L b S SpABTEE pn  ve
i R S S e T

trustwdt€ly @dmaing %?{ h gecuildeRticalchdn the phbheahditiee K8 int NAF may
i nttegrate additi onal network application servers

be usedstb exedireycamnuiisationg ttandarwelf service engeur iy Ikﬁ/CC based
NAF v K6 BETPIOh b EP AT IS G Oiead ik R g berty

. functi In C ance W enmbodi f the
Alhanc& esen%bnventa%{g{cgt he ﬁgﬁgﬁ ]é indid‘:l’é{';lé;8 Lﬁc\ﬁﬁgp type(HngSF)
http:// W8/ prof&iHb&iy SRFHHsBuRRBYApEA B0 pERT TIRSUIGC MB%J act as a
type of shared secret nust be used.” At operation 330,
Libertyt Adliarethoofoietart wetesrvice tprevidehprdv$@ingrctequestingentdy (i.e., a
two flag fields to be transported _i.n the_ Authorizat id})n
web sepdael epnBrmen) avigh sensitig ihianatioratyhish sapbe pathentigaigd/secured

. at eretq endi.x C_1n the firrst fl .
via Ks ok GAT 11 088 FEn ARRERE butand e Vi bl o e mshypervice
: r it j .
e SRR SRSB4t Wi oty o7
specifitd bbdtsGagiagittetfaag (Tbrhed hetwurkspplicatich funtttioatiaterfase (Ua),

ME based shared secret (Ks_ext_ _NAF or Ks_NAF) usage.
attached hereto as Appendix E, the contents of which are hereby incorporated by

reference TS29.109 3GPP specifies Zh and Zn interfaces based on a diameter
protocol, attached hereto as Appendix F, the contents of which are hereby

incorporated by reference.

[0040] The present invention may allow the home-operator of the subscriber to
have full control over the used security level. The update of the user security settings
in case the user has a new UICC could happen centrally in a Home Service Server
(HSS) and it would not be required to update all NAFs individually. Decision logic
may reside in the operator controlled HSS or BSF. Further, security downplay attacks

would also no longer be possible for new applications.

[0041] The foregoing description has been directed to specific embodiments of
this invention. It will be apparent; however, that other variations and modifications

may be made to the described embodiments, with the attainment of some or all of their
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[0037] If a new application server is set-up in the

operator network, it does not need to know which key
woaoussieo2or whi ch user or if the user will be PCT/IB2006/000790

provisioned in the near future with a new SIM card.

3 T TN 2 R S
v B R 5Bbu1 B S8 S BN pe E Aenion

i nstance, the new AVP may indicate if the derived key
is Ks_int_ NAF or sone other key type. The new AVP
woul d indicate either if the card or secure
environment is GBAJU enabled or, as an alternative,

whi ch key to use. Depending on the flag, the NAF may
use the U CC based shared secret key (Ks_int_ NAF) when
i ndi cated. That is, the AVP indicates that a card or
secure environnment is GBA U enabled or the AVWP

i ndi cates explicitly the usage of Ks_int_NAF. The NAF
woul d then require that this key be used and not sone
other key with |Iower |evel of security.[0039] For a
web server in the secure environnment, for instance a
smart card, a client would reside in a Universa

Mobi | e Tel ecomruni cati ons System (UMIS) | nt egrated
Circuit Card (UCC) and the application would al so
reside in the secure environnent. This would typically
be a Java application, an XM. application, a C++
application, a Perl application, or a Visual Basic
application or other simlar types of applications.
Then, the U CC may al so act as the application server
offering a web service towards other entities which
where one of them m ght reside in another trustworthy
domai n, e.g., a second secure area in the phone and
the Ks_int _NAF nmay be used to secure conmunications
bet ween web service entities. The U CC based NAF woul d
take the role of a WoP (Wb Service Provider) as
outlined by the Liberty
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Al'liance Wb Service Framework Specification (1D W5F)
http://ww. projectliberty.org/resources/specifications
wophgw/1091ehe U CC may act as a Liberty Alli ancePCT/1B2006/000790
conformant web service provider providing a requesting
entity (i.e., a web service consuner) with sensitive
What Is flejmgsk i on, which can be aut henti cated/ secured via

5 Metod1q 018 D BN RTS8 S nIRYAR diitlation server,

i dentification and nmessage security. Furthernore,

the mett@@4coniBEPP specifi es bootstrapping i nterface (Ub)
and network application function interface (Ua),
addenrhed BN &k Frors aARBL Bli¥ndent tdBrasAdE Sithen®éatiti ch
are hereby i ncorporated by reference TS29.109 3GPP

. specifies, Zh-and.Zn.i nt.erfaces based on a di aneter

mformﬁﬁ%?&%ﬁp?tvg?mgﬁaﬂg? UL Apbendi x F, the contents
of which are hereby incorﬁorat ed by reference. [0040]
Tetermirsgatkdynvfengémarionanthentication hechitacture fe integratof
t he subscriber to have full control over the used

additioﬁﬁ?ﬂétw&k |aﬁ§ﬁ&atio-ﬁ‘§ervﬁ‘§ %tfe)@én&iﬁ§ aH*RistHBGHAAdAYd for user

has a new U CC coul d happen

settings in case the use
.centrally jn a Home Service Server (HSS) and it woul d
secuntﬁépttggsf%qﬁ“ red to update all NAFs individually.

Decision logic nmay reside in the operator controlled
IHES/1dingBRE authenticetion Sefonmbatiyn to threpiewoslt bpplkcatiomufudction.

al so no | onger be possible for new applications.

[0041] The foregoing description has been directed to
speci fic enbodi ments of this invention. It will be
apparent; however, that aqther yariations. and

Rodi f ildgtmehedagyesite aig 1y Hutheg sepmsisape:

enbodi nents, with the attai nnent of sone or all of
tohevidady@dth aglating Thartgpooesmait dasd dheeonbg entirofmehiein the user
appended clainms to cover all such variations and

. ifi ' .thyn the true spirit and scope
equlprg?ndttlﬁ éﬁ?aﬁ%/eg%fi F@]ﬁy\#ﬁngg étd@i aimed: 1. A nmethod to
provi de generic nechanismfor a network_ application _,
gaoviding a flag field indicative of whether a generic bootstrapping architecture
with integrated circuit based enhancements (GBA_U) enables a universal subscriber

identity module, Subscriber identity module, IMS SIM card or another secure

environment.

3. The method as recited in claim 1, further comprising:

provi.ding first and second flag fields in the user security settings that are
transported in an authorization header of a specification, wherein in the first flag field,
the a first derived key (Ks_int NAF) in integrated circuit based enhancements
(GBA_U) is used, and in the second flag field, a second derived key (Ks_ext NAF) or
a third derived key (Ks_NAF) are used.
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the nmethod conprising: receiving a request froma user
equi pnent to provide authentication information to a
woebtoski2appl i cation function; determ ning a kegTaB2086/000790
generic authentication architecture to integrate
addi ti onal network application servers by extendi ng an
exi sting standard for user security settings; and
provi ding the authentication information to the
get woThe apgthbd ak reditdduncilaian], wherthe thieddtotniming eept ed
inclaiml, further conprising: providing data
relating.to a e of smart card or secure environnent
“”nP“Fﬁ;aﬂE“ §8?385%¥§ﬁ%ﬁﬁ0$n the user security settings;
and providing a flag field indicative of whether a ,
teaadlyi configuting radepi wrpeaditectls datorthe wetwotkranpdicatien function
circuit based enhancenents (GBA _U) enabl es a universa
during SURSFHHESpplicheiohi fuMctidie sdtaup, Subscri ber identity
nodul e, | SI M card or another secure environnment. 3.
he. et h as recited inclaiml 5 f.urther comprising:
ISy ons e RedBE G Datda ¢ paRYS e nits SPyer RN
security settings that are transported in an
pooHdingzat additihealdesldoh the seceéurdtntsetimg sthradsinra heme
the first flag field, the a first derived key
subscrigblé%sAéﬂé}Jger_ﬂﬁ't:ls {rind B8P R HRD SItétPain @ 8696 ARNARASHRA! S

d
I's used, and in the second flag field, a

second der,ved key (Ks, ext.NAF). or .a third deri.ved. k
SRS o VLB Ai SERed b ModerasTnid SerVER oy tat
1, wherein the determ ning step conprises determ ning

indicates kbpasdgeone of: locally configuring a key usage
directly into the network application function

5. The method as recited in claim 4, further comprising:

using an attribute-value-pair to indicate a type of derivative key being used or a
type of smart card or secure environment enabled, wherein the type of derivative key
comprises Ks_int NAF, Ks ext NAF, or Ks NAF, and the smart card or secure

environment comprises a GBA_U.

6. The method as recited in claim 5, wherein when the attribute-value-pair
indicates the attribute-value-pair indicates a usage of Ks_int NAF, further comprising:
requiring a use of Ks_int NAF by the network application function instead of a

key with a lower level of security.
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during a network application function set-up, locally

configuring the key usage in a bootstrapping server
wéummtioon2 providing an additional field in thecoser06/000790

security setting stored in a home subscriber server

that is transferred to the bootstrapping server o

Tunct Tha methad as irerjtedrinlain Buwbenei, vehqiad ivebtsereas ip i the

t he bootstrappi ng server function that indicates key

secure BEAISament, TEmFRIJIORhr@Sr E8fipkiges:i N claim 4, further
conprising: using an attribute-value-pair to indicate

type of deriyative key. being used or e of .smart

Alodtihe Ltk dpl Fafirns ehasranmamsdelabRmd niSfRts

of derivative key conprises Ks_int_NAF, Ks ext NAF, or

systemKE/NAS) imfegratebcsemt tarda{UHCEY), sherrie therWICEnisghe network
conprises a GBAJU. 6. The nethod as recited in claim

applica%onvmgwwa %raeh%d%ggm Ut -NAIFY§s Beid 1o eifat es the
attribute-value-pair 1hdicates a Usage of Ks_int_NAF,
further conprising: requiring a use of Ks_int_ NAF by

commuymeatins e@%&@ﬁ%&?ﬂ@%e?%%%%ion instead of a key with
a lower level of security.7. The nmethod as recited in
claim 2, wherein, when a web server is in the secure
environment, the nmethod further conprises: allocating

net i Lony i [ :

ol coane BB L RGRA intnl TAFERT) (EPANABrine step of
card (U CQ), erein the U CC.is the network .

allocatingfe agiwerk ﬂﬁ@@ﬂ@ﬁ CORWPIiRCY a ANAAPPRiEsHqnKan XML epppticain, a
used to secure communi cati ons between web service

C++ apPlitdtiones Perd applivatio®t fradVasal®eid fglicatich.ai m 7, wherein
the allocating step of allocating the network
application conprises a Java application, an XM
application, a

9. The method as recited in claim 1, further comprising:
locally configuring a key usage in a bootstrapping server function (BSF) by
providing an additional field in the user security settings stored in a home subscriber

server (HSS).

10. An apparatus to provide generic mechanism for a network application
server, the apparatus comprising:

receiving means for receiving a request from a user equipment to provide
authentication information to a network application function;

determining means for determining a key of a generic authentication
architecture to integrate additional network application servers by extending an

existing standard for user security settings; and
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C++ application, a Perl application, or a Visual Basic
application. 9. The nethod as recited in claim1,
woéuondchesizeonpri sing: locally configuring a keyPasaBmoé/on0790

a boot strappi ng server function (BSF) by providing an
additional field in the user security settings stored
first projoidingmsens fqmrrowm&the(aﬂelﬁgntw}épnmfcampattg dhg o
provi de generic nechanismfor a network application

networR @pp¥REatidAurRpBAr at us conpri sing: receiving nmeans for
receiving a request froma user equipnment to provide
authentication information to a network application
function; determi ning neans for deternmining a key of a
generic authentication architecture to integrate
atldi t Theappartworskregiipd ircelairod Os &irflesrsopypresingndi ng an
exi sting standard for user security settings; andfirst
BENHGBYi RS Rfeahe 'Toﬁ%l%‘(fidi‘h@gt he oA e EhéRbAMBnt in the user
Information To the network application function. 11.

. The apparatus as recited ip claim 10, further

equIpPMEGHH} HIS YRET SeE FeHss: %ﬁ‘ﬂg means for providing a
type of secure environnent in the user equipnent in
thied peevidmgemeansyfosqirovidgs a dlag fidld iddipaove df methearrssgeneric
for providing a flag field indicative of whether a

ori DB . : o .

boorsuffif i BEREREE R SR S HA SbASERAY (Gpa U
subscri ber identity. nmodule, Subscriber identit

enableﬁr@dunléfﬁ‘fs@éé}}gécrél?ﬂiyﬁdéﬂﬂjé’n ol SYgETIBe R8sy podule, secure

apparatus as recited in claim 10, further conprising:
envirom@eansk g BIMSASIM camhns for providing first and second

flag fields in the user

12.  The apparatus as recited in claim 10, further comprising:

second providing means for providing first and second flag fields in the user
security settings that are transported in an authorization header of a specification,
wherein in the first flag field, the a first derived key (Ks_int NAF) in integrated circuit
based enhancements (GBA_U) is used, and in the second flag field, a second derived

key (Ks_ext NAF) or a third derived key (Ks_NAF) are used.

13.  The apparatus as recited in claim 10, wherein the generic mechanism
comprises at least one of:
first hard coding means for locally configuring a key usage directly into the

network application function during a network application function set-up,
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security settings that are transported in an

aut hori zati on header of a specification, wherein in
woOhesfiosee flag field, the a first derived keyPCT/IB2006/000790

(Ks_int_NAF) in integrated circuit based enhancenents

(GBAJLJ) is used, and in the second flag field, a

sssond dartbeoding nieaps (fis Llasatly narfigering thekeyiusrge ined key

(KsJSf AF) are used. 13. The apparatus as recited in

bootsﬁgﬂgﬁh?gg&erm@np the generic nmechani sm conprises at
"'east one of: first hard coding neans for |ocally

confiquri. a ke sage direct!|y..i.nt .net wor k .
Sopni Bhovide miens SR Mo g 2 deihR ARG PRI TS seouity
function set-up, second hard coding neans for locally

setting stonéd tua hometdubstrlerssage that is tiavsfesteddp ghe ostsirapping
function, second providing neans for providing an

smwerﬂﬁ@ﬁB%QHﬁi field in the user security setting stored
i'n a home subscriber server that is transferred to the
oot st rappi ng.server function, and fiyst . usi,n ns .
TE5t USAREEARY ToF U g ATLAFAPYIEN B D SHogd i, TipCOlStTapping
boot st rappi ng server function that indicates key

server fisiegen tHat.indicateakpgnshgs as recited in claim13,
further conprising: second using neans for using an
attribute-value-pair to indicate a type of derivative
key being used or a type of snmart card or secure
envi ronnent enabl ed, ., wherei n the type of derivative
kéy cohpepRaatussas eeitpghm clryn dyy fTYglier comMPESIAGF,  and
the smart card or secure environnent conprises a
%nb!-usih%m‘éhﬁs fpnaigt us aftdbiutecdled pair toliadicatds type of
wherein en the attribute-valuepair indicates the

_ Tt i but.e- RO . .
derivarfie iy iR LT Rabe L ATERRLG $RERF ol pgiRpbi el

Ks_int_NAF be used and not a_key with a | ower |evel
wherein the type of derivative key comprises Ks_int NAF, Ks ext NAF, or Ks_NAF,

and the smart card or secure environment comprises a GBA_U.

15.  The apparatus as recited in claim 14, wherein when the attribute-value-
pair indicates the attribute-value-pair indicates a usage of Ks_int NAF, the network
application function require that Ks_int NAF be used and not a key with a lower level

of security.

16.  The apparatus as recited in claim 11, wherein, when a web server is in
the smart card or secure environment, further comprising:
allocating means for allocating a network application in a universal mobile

telecommunications system (UMTS) integrated circuit card (UICC), wherein the
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of security. 16. The apparatus as recited in claim11

wherein, when a web server is in the snmart card or
weeansrigdrenavi ronment, further conprising: all oclCTmBR006/000790

nmeans for allocating a network application in a

unj versal nobil e tel ecommunicati ons sys{ em ( UMI'S

UICC isithe getyetk anplisaiion sapcdiopanda derprrst k(s hd sistysed to

network application function and a derived key

secure CE@nniticNDs BeawbsiethebGepEEe BAtIBEITUNI cat i ons bet ween
web service entities. 17. The apparatus as recited in
claim 10, further conprising: third hard codi ng neans
for locally configuring a key usage in a bootstrapping

rver. functi on (BSF ovi di n addi ti.onal field
15 ¥ g Sepatsdis ds gttedin Flage 1Th SR Chrapning
subscri ber server (HSS). 18. An apparatus for
friod hatidngp dyeg ercians fiecloasall p coffigurange kegnisageppl & badistrapping
‘ server, the apparatus conprising: a receiving unit
| r . r of .
server G RoR RSO M PBTi0E A aRuiR R AEl BBRb Rty Btings
function; _a determ nin nit determ nes a key of a
stored gembpme Sé‘bﬁﬂébﬁrisé‘é‘qu(ﬁﬁl%chi tecture to integrate
addi ti onal network application servers by extendi ng an
exi sting standard for user security settings; and a
providing unit provides the authentication information
8. t NG RETs FBIPIOS ihg%eﬁéi‘i'@m&ﬁanﬁ& o CRTRLE ﬁ?plication
program enbodi ed Wit hin conput er readable nediumto

géovi de ﬂﬁneri c.nmechanismfor a network application
SCTVET,Jaf §RPAUA LYY IE&r program being configured to
perform a process conpri sing:

a receiving unit receives a request from a user equipment to provide
authentication information to a network application function;

a determining unit determines a key of a generic authentication architecture to
integrate additional network application servers by extending an existing standard for
user security settings; and

a préviding unit provides the authentication information to the network

application function.

19. A computer program embodied within a computer readable medium to
provide generic mechanism for a network application server, the computer program
being configured to perform a process comprising:

receiving a request from a user equipment to provide authentication

information to a network application function;
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receiving a request froma user equipnment to provide
authentication information to a network application
woéumptioon2 det ermi ni ng a key of a generic aut heRCTABLONGON0790

architecture to integrate additional network

application servers by extending an_existing. standard

deferanung aderafiagensticiawentisaaon prrkigcige théntegrate

authentication information to the network application
additiohalngdtiverc apflicalidd serisbe exndiiam asistiagistadatd i@l dem

19, further conprising: providing data relating to a

of. spprt card or secure environnment in the user

Semnﬂ%éﬁ%B%%RFl n the user security settings; and providing

a flag field indicative of whether a generic,

powvidingdhp antheaticatiareinfommeatign to thametivexkeappdicationfunction.

based enhancenents (GBAJU) enabl es a universa

subscri ber identity nodul e, Subscriber identity

wodule secure environnent or an IMs SIMcard. 2 1.

g@e ute ram as rectlted l L@ . furt.her_

or A DB RGTRP G aRS s FEitetiin Llmbhd gt prBpHSTE:

the user security settings that are transported in an
puavhidimgzdata oelatiemties typfe of sopart cdtidoart Seonge evharannerinn the user
the first flag field, the a first derived key

equlpn-{eﬁﬁﬂ Wﬂea{?w §tzﬁﬂi circuit based enhancenents

S use in’ the secondflagfleld a

seco or a th deri.ved
PrRYIfRE éfﬁa%i%mﬂ?mmﬁ%m BPR O BPSTaRP G A e Bipoture
in cIa|n119 wherein the determ ning step conprises
with integreted mi?rcngt ahsddeadtanoaments: (GFBAal)yernabidsi gunivegsa sibycriber
usage directly into the network application function
[ n I
identic I R A o U RE LR AR AL L ES SIM card.
functlon provi ding an additional field in the user
security setting stored in a hone

21.  The computer program as recited in claim 19, further comprising:

providing first and second flag fields in the user security settings that are
transported in an authorization header of a specification, wherein in the first flag field,
the a first derived key (Ks_int NAF) in integrated circuit based enhancements
(GBA_U) is used, and in the second flag field, a second derived key (Ks_ext NAF) or

a third derived key (Ks_NAF) are used.

22.  The computer program as recited in claim 19, wherein the determining
step comprises determining at least one of:
locally configuring a key usage directly into the network application function

during a network application function set-up,
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subscri ber server that is transferred to the

boot strappi ng server function, and using an
wanboeilbei2e- val ue-pair stored i n the boot strappPa®iB2006/000790

server function that indicates key usage. 23. The

conputer programas recited in claim22, further

mﬁﬁy iconfignring ithgkenusagerin haststegppang agver funotiginec at e

a type of derivative key being used or a type of smart

VARG aBeidiorei) ficl @ BRluse fdtuelly suhiRioitbredif alidife
f derrvative key conprises Ks_int  NAF, Ks_ext NAF, or

Ks NAF, and.the smarf card or secure enviktonpent
subscripgrsty e BabisaBRsTAToh o BrooBl APt rbg BRPHET e « ed

in claim23, wherein when the attribute-val ue-pair

usidg eatadisibtute vatuerpaiusteradinutbe baoptstiapgings enfselagms‘eigle that

of Ks_int NAF, further conprising: requiring a use of
i ' F by the network application function instead
mdlcat%s?kée?nﬁe with a lower |level of security. 25. The

conmputer programas recited in claim20, wherein, when

a web server is in the smart card or secure

envi ronnent, the conputer program further conprises:

28] oc@The rgnputat propranappldaietiinrldim 22 Uinirther sednpnisingt e

t el econmuni cati ons system (UMIS) integrated circuit

600 h e AL LORaldin td dEdervative Koy being used or a

(Ks_int_NAF) is used to secure conmuni cations between
type of gapitt eigh reseeis envaronment enplled oyvheiean thy bpe afidgsivative key

recited in claim?25, wherein the allocating step of
comprigéd K¢ aint MTJAFH & snex tWdIAF apii s MMAFpand anpsthar sasd daseure

application, an XM application, a C++ application, a

enviro8bht @B GAL @B 5, @ Visual Basic application.

24.  The computer program as recited in claim 23, wherein when the
attribute-value-pair indicates the attribute-value-pair indicates a usage of Ks_int NAF,
further comprising:

requiring a use of Ks_int NAF by the network application function instead of a

key with a lower level of security.

25.  The computer program as recited in claim 20, wherein, when a web
server is in the smart card or secure environment, the computer program further
comprises:

allocating a network application in a universal mobile telecommunications

system (UMTS) integrated circuit card (UICC), wherein the UICC is the network
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27. The conputer programas recited in claiml19,
further conprising: locally configuring a key usage in

wa 2bwabsi2e appi ng server function (BSF) by provPdimsRoasi000790
additional field in the user security settings stored

_in a hone subscriber server, i HS;?EF .
application function and a derived key (Ks_int NAF) is used to secure

communications between web service entities.

26.  The computer program as recited in claim 25, wherein the allocating
step of allocating the network application comprises a Java application, an XML

application, a C-++ application, a Perl application, or a Visual Basic application.

27.  The computer program as recited in claim 19, further comprising:
locally configuring a key usage in a bootstrapping server function (BSF) by
providing an additional field in the user security settings stored in a home subscriber

server (HSS).

24



