DATA MANAGEMENT FOR CONNECTED DEVICES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of US Application No. 14/340,514, filed
July 24, 2014, which claims the benefit of US Provisional Application No. 61/897,755,
filed October 30, 2013, the entire disclosure of both which are herein incorporated by

reference.
TECHNICAL FIELD
[0002] This disclosure relates to the technical field of data management.
BACKGROUND
[0003] Buildings, such as homes, warehouses, and offices, are increasingly filled with

connected devices. For example, surveillance cameras, temperature sensors, and/or
motion sensors have become more commonplace. Accordingly, applications that
manipulate data from those devices have also become more prevalent. However, systems
previously implemented or proposed for data storage, retrieval, and sharing in such

applications can be insufficient and inefficient.

SUMMARY
[0004] This application describes an improved framework and methods for managing,
e.g., storing, manipulating, and/or retrieving, data in connected device systems. In at least
one example, the techniques described herein format and store data received from a home
monitoring system, which may include surveillance cameras, motion sensors, temperature
sensors, and so forth. In some examples, the methods may tag the data and create an index
of the tags/data. The index and data may be stored remotely, such as on cloud-based
storage. In some implementations, the index is fetched locally and queries are issued
locally on the index before fetching relevant parts of the data. The following discussion

describes these and other non-limiting examples of data handling across connected
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monitoring device systems. Some implementations may allow for application design

flexibility, for sharing of information across users, and/or for improved protection of data.

[0005] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used to limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] The detailed description is described with reference to the accompanying
figures. In the figures, the left-most digit(s) of a reference number identifies the figure in
which the reference number first appears. The same reference numbers in different
figures indicate similar or identical items.
[0007] FIG. 1 is a block diagram depicting an example environment for implementing
data management for connected devices as described herein.
[0008] FIG. 2 is a block diagram depicting an example computing device, such as a
computing device illustrated in the environment of FIG. 1.
[0009] FIG. 3 is a block diagram depicting an example process architecture that can
perform data management for connected devices.
[0010] FIG. 4 is a block diagram depicting an example process architecture that can
perform data retrieval for connected devices.
[0011] FIG. 5 is a block diagram depicting an example data layout for implementing
data management for connected devices as described herein.
[0012] FIG. 6 is a block diagram depicting an example data layout for implementing

data management for connected devices as described herein.

DETAILED DESCRIPTION
[0013] Examples described herein provide techniques and constructs to manage data,
such as data from connected devices, using resources including, for example, processing
units and accelerators.  Such resources may be implemented using specialized
programming and/or hardware programmed with specific instructions to implement the
specified functions. For example, resources may have different execution models as is the

case for graphics processing units (GPUs) and computer processing unit (CPUs).
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[0014] In implementations of this disclosure, a method of storing information includes

receiving from a plurality of devices a stream of time-series data comprising a plurality of
objects and a time identification associated with each of the objects. The objects may be,
for example, values (e.g., temperature values), images (e.g., from a surveillance camera),
and/or a binary indication (e.g., presence/absence from a motion detector).

[0015] The method may also include associating one or more tags with each of the
objects. In some implementations, the tags may describe attributes of the objects and may
be searchable, for example, to retrieve the tagged objects at a later date or time. The tags
may be applied at the device/sensor, such as by an application running on the
device/sensor. In other implementations, a user may manually input the tags or the tags
may otherwise be associated with the data stream other than on the device/sensor. The
method also may include chunking the stream of tagged objects into a plurality of
contiguous chunks, with each of the contiguous chunks including a plurality of the
objects. Techniques according to this disclosure may compress and/or encrypt the chunks,
and store the chunks. In some implementations, the method also includes creating an
index for the data stream. The index may include an association between the time
identifications and the tags, and the methods of this disclosure may store the index
separately from the chunks. In one example, the chunks may be stored remotely, whereas
the index is searched locally. In other example implementations, a user may make a local
query of the index, and the method may retrieve the chunk(s) having object(s) satisfying
the query.

[0016] The techniques described herein may also utilize user preferences to store data.
For example, a user may decide whether data originating from their associated devices is
available to other users. That is, users will authorize access to information originating
from them. The user may also select a storage type of the information, for example, to
tailor the data to the user’s device and/or storage constraints. In other aspects, data stored
according to the frameworks described herein may be confidential, tamper evident, and/or
fresh.

[0017] Examples of the data management framework are presented in greater detail in
the following description and the accompanying figures.

[0018] Examples described herein provide techniques and constructs applicable to

maintaining and manipulating data from devices/sensors. In various instances, a
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processing unit configured via programming from modules or APIs to perform techniques

as described herein can include one or more of a GPU, a field-programmable gate array
(FPGA), another class of digital signal processor (DSP), or other hardware logic
components that may, in some instances, be driven by the CPU. For example, and without
limitation, illustrative types of hardware logic components that can be used include
Application-Specific Integrated Circuits (ASICs), Application-Specific Standard Products
(ASSPs), System-on-a-chip systems (SOCs), Complex Programmable Logic Devices
(CPLD:s), etc.

[0019] Various examples, scenarios, and aspects are described further with reference
to FIGS. 1-6.
[0020] FIG.1 illustrates an example environment 100 that may be used to implement

data management and handling in surveillance systems, including data storage and
retrieval. The environment 100 includes multiple monitoring devices 102 disposed at a
location to be surveyed. In the illustrated example, two locations are to be surveyed, so
there are two sets of monitoring devices 102. The monitoring devices 102 individually
include a sensor 104 and a communication interface 106 for outputting a stream of time-
series data including objects sensed by the sensor 104 and time stamps associated with the
objects. Example monitoring devices 102 may include, but are not limited to, cameras,
motion sensors, temperature sensors, and so forth.

[0021] The environment 100 also includes a plurality of computing devices 108, each
associated with one or more monitoring devices. In one implementation, each computing
device 108 is associated with a different user or a different location. For example, in the
instance of the monitoring devices 102 being home surveillance devices, each home has
its own computing device 108. In other examples, only a single computing device 108
may be used, for example, for multiple homes and/or surveillance devices. In one
example, the computing device 108 could reside at or otherwise be controlled by a third
party service provider, such as a home security or surveillance company.

[0022] The computing device(s) 108 can belong to a variety of categories or classes of
devices, such as traditional client-type devices, desktop computer-type devices, mobile-
type devices, special purpose-type devices, embedded-type devices, and/or wearable-type
devices. The computing device(s) 108 can include a diverse variety of device types and

are not limited to any particular type of device. The computing device(s) 108 can include,
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but are not limited to, telecommunication devices such as mobile phones, tablet

computers, mobile phone/tablet hybrid devices, personal data assistants (PDAs), laptop
computers, other mobile computers, wearable computers, implanted computing devices,
desktop computers, personal (e.g., desktop) computers, automotive computers, network-
enabled televisions, thin clients, terminals, game consoles, gaming devices, work stations,
media players, personal video recorders (PVRs), set-top boxes, cameras, integrated
components for inclusion in a computing device, appliances, or any other sort of
computing device.

[0023] Each of the computing devices 108 has at least one processor 110 and a
memory 112. Although only one processor 110 and one memory 112 are illustrated, there
may be multiple processors 110, multiple memory devices 112, or both. The processor(s)
110 may be a single processing unit or a number of units, each of which could include
multiple different processing units. The processor(s) 110 may include a microprocessor, a
microcomputer, a microcontroller, a digital signal processor, a central processing unit
(CPU), a graphics processing unit (GPU), a security processor etc. Alternatively, or in
addition, some or all of the techniques described herein can be performed, at least in part,
by one or more hardware logic components. For example, and without limitation,
illustrative types of hardware logic components that can be used include a Field-
programmable Gate Array (FPGA), an Application-specific Integrated Circuit (ASIC), an
Application-specific Standard Products (ASSP), a state machine, a Complex
Programmable Logic Device (CPLD), other logic circuitry, a system on chip (SoC),
and/or any other devices that perform operations based on instructions. Among other
capabilities, the processor(s) 110 may be configured to fetch and/or execute computer-
readable instructions stored in the memory 112.

[0024] The memory may include one or a combination of computer-readable media.
As used herein, “computer-readable media” includes computer storage media and
communication media.

[0025] Computer storage media includes volatile and non-volatile, removable and
non-removable media implemented in any method or technology for storage of
information, such as computer-readable instructions, data structures, program modules, or
other data. Computer storage media includes, but is not limited to, phase change memory

(PRAM), static random-access memory (SRAM), dynamic random-access memory
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(DRAM), other types of random access memory (RAM), read only memory (ROM),

electrically erasable programmable ROM (EEPROM), flash memory or other memory
technology, compact disk ROM (CD-ROM), digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium that can be used to store information for access by a
computing device.

[0026] In contrast, communication media includes computer-readable instructions,
data structures, program modules, or other data in a modulated data signal, such as a
carrier wave. As defined herein, computer storage media does not include communication
media.

[0027] Executable instructions stored on the computer-readable media of the memory
112 can include, for example, an operating system, a data management framework 114,
and/or other modules, programs, or applications that are loadable and executable by the
processing unit(s) 110. Alternatively, or in addition, the functionally described herein can
be performed, at least in part, by one or more hardware logic components such as
accelerators. For example, and without limitation, illustrative types of hardware logic
components that can be used include FPGAs, ASICs, ASSPs, SOCs, CPLDs, etc. For
example, an accelerator can represent a hybrid device, such as one from ZYLEX or
ALTERA that includes a CPU course embedded in an FPGA fabric.

[0028] As also 1illustrated in FIG. 1, the computing devices 108 are also
communicatively coupled to each other, as well as to local storage 116 and remote storage
118, for example, via a network 120.

[0029] For example, the network(s) 120 can include public networks such as the
Internet, private networks such as an institutional and/or personal intranet, or some
combination of private and public networks. The network(s) 120 can also include any
type of wired and/or wireless network, including but not limited to local area networks
(LANSs), wide area networks (WANS5), satellite networks, cable networks, Wi-Fi networks,
WiMax networks, mobile communications networks (e.g., 3G, 4G, and so forth) or any
combination thereof. The network(s) 120 can utilize communications protocols, including
packet-based and/or datagram-based protocols such as internet protocol (IP), transmission
control protocol (TCP), user datagram protocol (UDP), or other types of protocols.

Moreover, the network(s) 120 can also include a number of devices that facilitate network
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communications and/or form a hardware basis for the networks, such as switches, routers,

gateways, access points, firewalls, base stations, repeaters, backbone devices, and the like.
[0030] In some examples, the network(s) 120 can further include devices that enable
connection to a wireless network, such as a wireless access point (WAP). The network(s)
may support connectivity through WAPs that send and receive data over various
electromagnetic frequencies (e.g., radio frequencies), including WAPs that support
Institute of Electrical and Electronics Engineers (IEEE) 802.11 standards (e.g., 802.11g,
802.11n, and so forth), and other standards.

[0031] Local storage 116 generally refers to memory and/or data storage such as
databases associated with the computing device(s) 108. In one example, local storage
may refer to memory stored on a hard drive of the computing device(s) 108. In some other
implementations, the local storage 116 may refer to a database and/or memory that share a
network with one or more of the computing device(s) 108. The local storage 116 may be
on the same side of a firewall as the computing device(s) 108.

[0032] Remote storage 118 generally refers to memory and/or data storage remote
from the computing device(s) 108. Remote storage 118 may include storage at a separate
location or cloud-based storage.

[0033] As illustrated, both computing devices 108-1, 108-2 may access the same
storage 116, 118. In some implementations of this disclosure a user associated with one
computing device 108-1 may be authorized to access information originating from a
second computing device 108-2. For example, in the instance of each computing device
108 being associated with a house in a certain neighborhood and the monitoring device
102 including a surveillance camera, it may be possible for one house in the neighborhood
to download and view surveillance footage from a neighbor’s surveillance camera. Of
course, the owner/user of the respective device 108-1, 108-2 would have to authorize such
access by the neighbor.

[0034] FIG. 2 illustrates the computing device 108 in more detail. As illustrated, in
addition to the processor 110 and memory 112, the computing device 108 also includes a
communication interface 202. The communication interface 202 communicates with the
devices 102, 108, as well as with the local storage 114 and the remote storage 116. The
interface 202 may include a number of different interfaces, such as wired or wireless

interfaces. Moreover, the interface 202 may include one or more input-output (I/O)
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interfaces to allow the computing device 108 to communicate with input/output devices

such as user input devices including peripheral input devices (e.g., a keyboard, a mouse, a
pen, a game controller, a voice input device, a touch input device, a gestural input device,
and the like) and/or output devices including peripheral output devices (e.g., a display, a
printer, audio speakers, a haptic output, and the like). The interface 202 may also include
one or more network interface(s), which can represent, for example, network interface
controllers (NICs) or other types of transceiver devices to send and receive
communications over a network.

[0035] As also illustrated in FIG. 2, the memory 112 includes an operating system 204
that is configured to manage hardware and services within and coupled to a device for the
benefit of other modules, components and devices.

[0036] The memory 112 also includes the data management framework 114. The
framework 114 may include one or more software and/or firmware module(s) and/or
APIs, which are executable on the processor(s) 110 to implement various functions,
including data management functions and techniques described herein. The modules
and/or APIs are illustrated as blocks 2006, 208, 210, 212, and 214, although this is just an
example and the number of blocks can vary higher or lower. Functionality described
associated with blocks 206, 208, 210, 212, and 214 can be combined to be performed by a
fewer number of modules and/or APIs or it can be split and performed by a larger number
of modules and/or APIs. While the modules/APIs are described as being software and/or
firmware executable on a processor, in other examples, any or all of the modules may be
implemented in whole or in part by hardware (e.g., as an ASIC, a specialized processing
unit, etc.) to execute the described functions.

[0037] In the example of FIG. 2, block 206 generally represents a tagging module
with logic to program the processor 110 to tag data streams received from a sensor or
sensing device, such as a monitoring device 102. For example, the tags may include
textual descriptions of the information in the data stream. The tags may be application
specific. For example, when the data stream includes images from a camera, such as a
surveillance camera, the tagging module may apply one or more tags corresponding to

e N1

objects in the image. For instance, tags such as “automobile,” “animal,” and/or “person”
may be applied to those images in the data stream that include such features. In some

implementations, the tagging module may operate at the monitoring device 102 or the
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sensor 104. In such implementations, the device 108 may receive an already-tagged data

stream.

[0038] Block 208 generally represents an indexing module with logic to program the
processing unit 110 to create an index of the tagged data stream. The index may include
an association between a time stamp on the data and the tags associated with the objects in
the data. The index is searchable, and may be maintained separately from the data stream.
In one implementation, the data stream may be stored remotely, such as in cloud-based
storage, while the index resides locally.

[0039] Block 210 represents a chunking module with logic to program the processor
110 to divide the data stream into a plurality of contiguous chunks. The chunks each
contain object/tag pairs for a contiguous time. The size of the chunks may be
configurable, for example, by an application developer. The size may be based on various
factors, including, but not limited to the size of the data objects. The chunks may be
otherwise processed before storage. For example, chunks may be compressed for more
efficient storage. Chunks will be described below in more detail, particularly with
reference to Fig. 4.

[0040] Block 212 represents an encryption module with logic to program the
processing unit 110 to encrypt the chunks. In some examples, the chunks are intended to
be stored remotely, and the encryption module may encrypt the chunks prior to storage.
Although not illustrated, the encryption module may communicate with a trusted key
server (not shown) or the like to establish a scheme for encrypting/decrypting the chunks.
Example schemes will be discussed in more detail, below.

[0041] Block 214 represents a user interface module with logic to program the
processing unit 110 for instructing display of one or more interfaces for a user to interact
with the systems described herein. For example, the module may, in conjunction with a
display or other user interface, provide an interface that allows a user to set rules relative
to the data stream. For example, through the interface, the user may define a chunk size,
dictate a type of storage to be used for the chunks, or input other properties or policies
relative to the data streams.

[0042] In other implementations, the user interface module may also facilitate an
interface through which a user may query an index, such as the index created by the

indexing module described above. In some implementation, the index may be associated
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with data streams from the user’s devices, while in other implementations the index may

be associated with data streams from other, i.e., not owned/operated by the user,
monitoring devices. For instance, a homeowner may be able to query an index of
surveillance footage from other homes in the neighborhood. Of course, the user and the
neighbors would have the option to allow their footage to be made accessible or to be kept
private. Such options may be exercised through controls facilitated by the user interface
module. Moreover, the chunks may be encrypted, with users being authorized to access
the data, for example, through receipt of keys.

[0043] Although the modules are illustrated as residing in the memory 112 of the
computing device 108, such is not required. Some or all of the modules may reside other
than at the computing device 108. For example, the tagging module, or a module
performing a similar tagging scheme may be implemented at the monitoring device 102,
such that the stream output from the monitoring device 102 already includes the tags.
Similarly, the tagging may be done by an application operating between the monitoring
device 102 and the computing device 108. Similar modifications will be apparent to those
having ordinary skill in the art, with the benefit of this disclosure.

[0044] The computing device 108 as illustrated also includes a bus 216, which in
some instances can include one or more of a system bus, a data bus, an address bus, a PCI
bus, a Mini-PCI bus, and any variety of local, peripheral, and/or independent buses. The
bus 216 can operably connect the computer-readable media 112 to the processing unit(s)
110.

[0045] FIG. 3 is a block diagram depicting an example architecture 300 of processes
that the data management framework can perform to facilitate data management. In some
examples the data management framework 114 will perform all processing. In other
implementations, some or all of the architecture 300 could be performed at the device(s)
102, or elsewhere.

[0046] The architecture 300 generally includes sensor data 302, such as received from
the sensing devices 102 described above. In example implementations, the sensor data
302 is a data stream in which each record has a timestamp and one or more tag-value
pairs. For example, a data stream may take the form <timestamp, <valuel>, [<value2>,

...]>. Data of this type may be written by a single writer, e.g., the monitoring device 102,

10



WO 2015/066101 PCT/US2014/062760
and the single writer may only generate new data, e.g., the writer may not perform

random-access updates or deletions.

[0047] The architecture 300 includes tagging the sensor data 302 at 304. The tags
generally may include information about an object type of data in the data stream. For
example, for a data stream from a surveillance camera, tags may include “animal,”

bE 11

“person,” “automobile,” and the like. In an energy data analytics system, tags may

99

include “heating consumption,” “water consumption,” and so forth. Thus, the tags may be
application specific. The application that tags the sensor data may run on the monitoring
device 102, on the computing device 108, or somewhere else.

[0048] At 308, the architecture 300 receives the tagged sensor data. In example
implementations of this disclosure, a data stream with tags has the form <timestamp,
<tagl,valuel>, [<tag2, value2>, ...]>. Separate streams may be identifiable by a number
of different criteria. For example, streams may be uniquely identified by the three-tuple:
<HomelD, ApplD, StreamID>. As noted above, the architecture 300 may include tagging
the sensor data 304 at the device 108.

[0049] The architecture 300 also includes receiving data management information at
306. The data management information generally includes any information that will
control the manner in which data streams received from the sensing devices 102 will be
handled. The data management information may be determined by a programmer, by the
user, and/or by some other person or means.

[0050] In some examples, the data management information may identify a type of the
data stream. In some implementations, the type of the data stream may differentiate based
on size of the data values contained in the data stream. For example, temperature values
and presence/absence indications are generally much smaller than image and video
streams. Accordingly, some implementations will differentiate between small and large
data values.

[0051] The data management information may alternatively or additionally specitfy
where the data streams are to be stored. For example, data streams, parts of data streams
or information associated with the data streams (such as an index, tags, and so forth) may
be stored locally and/or remotely. Moreover, some or all of the data may be replicated.
[0052] The data management information may alternatively or additionally specitfy

whether data, such as data streams or the like, are to be protected. For example, the data
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may be encrypted or it may be unprotected. Moreover, one or more of numerous

encryption schemes may be specified by the data management information.

[0053] The data management information may also or alternatively include
information about access to data. In one example, users may grant or revoke read access
to the data streams or associated information to other applications or users. For example,
the information may instruct whether data from a device 102 associated with one user
should be shared with other users. The data management information just described is
intended only to provide examples. Other properties of the data may be stored in the data
management information.

[0054] At 310, the architecture 300 chunks the tagged sensor data. As noted above,
the data comprises a data stream of contiguous time stamped object entries. Data records
may be recorded in a log per stream, which can enable efficient append-only writes. As
used herein, a chunk is formed of a contiguous sequence of records or some length.
According to aspects of this disclosure, the chunk is the basic unit of transfer of data for
storage and retrieval. For example, data writers upload chunks instead of individual
records, and readers fetch chunks. Although in some instances retrieving a chunk may be
inefficient, e.g., because only a single, known record is of interest, experiments show that
more frequently all records from a time window are of interest, and the chunk makes
common queries with temporal locality more efficient.

[0055] At 312, the chunks may be compressed and or encrypted. Instructions relative
to compressing and/or encrypting may be contained in the data management information
received at 306. Generally, compressing the chunks enhances transfer and storage
efficiency. In one example encryption scheme, a secret key generated by the owner (i.e.,
the owner of the device 102 or device 108) is used to encrypt the chunks. It may also be
used to encrypt the index. This example uses lazy revocation to reduce computation
overhead of cryptographic operations. Lazy revocation only prevents evicted readers from
accessing future content, as the content before revocation may have already been accessed
and cached by these readers. Also in this example, hash-based key regression is used as a
key management scheme. This scheme allows the owner to share only the most recent
key with authorized readers, based on which readers can derive all the previous keys to
decrypt the content. A trusted key server may be used to distribute keys in this example.

In this manner, once a stream is opened, all subsequent reads and writes occur directly
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between the storage server and the application. Also in this example, the owners may

generate a hash of stream contents, which may be verified by the readers. Freshness may
be checked by including a freshness time window as part of the stream metadata. This
window may denote a time until when the data can be deemed fresh, and such time may
be based on the periodicity with which owners expect to generate new data. The time
window may be part of the data management information received in 306. The owners
may periodically update and sign the time window, which readers can check against when
a stream 1s opened.

[0056] At 314, the architecture 300 creates an index of the chunks in the stream. The
index is searchable, e.g., by time and/or tags.

[0057] At 316 and 318, the chunks and the index are stored, respectively. In
implementations of this disclosure, the chunks are stored remotely, e.g., on remote storage
118, and the index is stored or otherwise available locally, e.g., on local storage 116. In
some implementations, the index is fetched from remote storage and a copy is stored
locally at readers and writers. Data may still reside remotely. By storing the index
locally, queries at endpoints may be made on the local index. Because an identification of
the chunks may be made local, no computation (query engine) is required at the remote
storage. In these implementations, the storage servers may only provide data read/write
APIs. This may reduce the cost of the storage system.

[0058] Moreover, the separate storage of index and chunks may allow the data
management framework 114 to relax its trust assumptions of storage servers. For
example, by encrypting the chunks, some implementations may support untrusted remote,
e.g., cloud, providers without compromising data confidentiality. The chunks may be
encrypted upon upload and decrypted after download. Lookups may be done at the
remote storage, but such an arrangement will likely require that the storage provider have
more information, potentially decreasing the security of the chunks.

[0059] Because in some implementations the only data written is new data appended
to an existing stream, streams can grow quite large. The chunking and storage techniques
just described support archiving contiguous portion of a stream into segments while still
allowing efficient querying. The storage location of each chunk can be configured,
allowing for data in the same stream to be stored across different storage providers.

Hence, in various implementations of this disclosure, streams may be stored locally,
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remotely on untrusted servers, replicated for reliability, and/or striped across multiple

storage providers for cost effectiveness. Applications using the framework may be able to
prioritize storage requirements of space, performance, cost, and reliability.

[0060] FIG. 4 is a block diagram depicting an example architecture 400 of processes
that the data management framework can perform to facilitate retrieval of data in a data
management framework. In some examples the data management framework 114 will
perform all processing. In other implementations, some or all of the architecture 300
could be performed at the device(s) 102, or elsewhere.

[0061] At 402, the architecture 400 receives a query of an index. In some examples,
the query is made on a local index, such as the index created in 314. Alternatively, or
additionally, the query could be done on multiple indices. The indices may be of streams
from any number of monitoring devices 102 including, assuming appropriate
authorization, streams associated with devices associated with a user other than the
querying user. A non-illustrated pre-cursor to 402 may be receiving the index locally.
For example, if the index or a newer version of the index is stored remotely. In other
implementations, one index may include information about all data streams from all
sensors, and a search is done on that index.

[0062] The index may include at least time and tag information about the data
indexed. Accordingly, a query may request entries from a certain time period or for
entries tagged with certain tags, or both. The index may also store additional information
that could be searchable via the query.

[0063] At 404, the architecture 400 determines a chunk or chunks that contain
information satisfying the query. In some examples, individual records are not searched
in response to the query. Instead, chunks, which contain multiple records, are returned.
Because of the nature of the chunks, the determined chunk may contain one or more
records that do not match the search query, in addition to the records that satisfy the query.
[0064] At 406, the architecture 400 request the one or more chunks determined at 404
to include records satisfying the query made at 402. In some examples, the chunks are
stored remotely, such as on a cloud-based storage system, and thus the chunks are
requested from the remote storage system. In other implementations, the chunk(s) may be

otherwise retrieved from storage.
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[0065] At 408, the requested chunks are received by the architecture 400, and, if

required, the chunks are decrypted at 410. As discussed above, encrypting the chunks
may facilitate more relaxed security standards at the remote storage, particularly when the
index is stored, and all queries are done, locally.

[0066] Example implementations of the architectures 300, 400 may be carried out
using a plurality of stream APIs. Such stream APIs according to one implementation

include:

function Jescription

rreateStream(name, R/W ,policy)  “reate a data stream with specified policy properties (e.g., stream

ype, storage location, protection specifics, sharing rules)

ypenStream(name,R/W) Jpen an existing data stream

leleteStream(name) delete an existing data stream

ippend([tag,value]) \ppend the list of values with corresponding tags. All get same
imestamp

ippend([tag],value) \ppend data labeled with potentially multiple tags

retLatest() Retrieve latest <time,tag,value> tuple inserted across all tags

ret(tag) Retrieve latest <time, fag, value> tuple inserted for the specified tag

retAll(tag) Retrieve all time-sorted <time, tag, value> tuples for specified tag

et All(tag,tsarsstena) Range query: get all tuples for tag in the specified time range

et All(tag, forstend Lip) sampling range query

retKeys(fagsummtagens) Retrieve all tags in the specified time range

calStream() seal the current stream segment and create a new one for future
ippends

retAllSegmentIDs() Retrieve the list of all segments in the stream

leleteSegment(segmentID) delete the specified segment in the current stream

srant(appID) jrant applD read access

evoke(applD) Revoke appld’s read access

[0067] In this example implementation, applications are identified by the <HomelD,

AppID> pair, and are the prinicipals that read or write. The application may be stored
and/or running on the device 108, for example. In this example, on create and open, the
application specifies the policies, which may include the stream’s type, storage location,
and protection and sharing requirements. In other examples, additional or other policies
may also be specified by the application. Moreover, although examples describe the
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application specifying the policies, a user, such as the owner, may specify the policies. In

this example, two types of streams may be specified: ValueStream or FileStream. In this
implementation, ValueStream is useful for small data values such as temperature readings,
and FileStream is useful for larger values, such as images or videos. The two streams may
be stored differently.

[0068] In this example implementation, each stream has one writer (e.g., the owner)
and one or more readers. Writers add time-tag-value records to the stream using append.
Records can have multiple tag-value pairs and multiple tags for a value. Tags and values
are application-defined types that, in an example implementation, implement [Key and
[Value interfaces, allowing for hashing, comparing, and/or serializing. Also in this
implementation, writers can grant and revoke read access to/from other applications.
Readers can filter and query data using tags and time (get*). The APIs listed and
described above support querying for the latest record, the latest record for a tag, temporal
range and sampling queries, and range queries on tags. In this framework, range queries
return an iterator, which fetches data on demand, when accessed.

[0069] In this example implementation, an owner first creates a new data stream and
appends data records to it. FIG. 5 illustrates a data layout 500 for a stream. This stream
includes image data relating to a ValueStream for information from a surveillance camera
such as a security camera that may be installed on the exterior of a home or other building.
As shown, 500 includes a log of data records 502 and an index 504 that maps a tag 506 to
a list of data item identifiers 508. In this example, item identifiers 508 are fixed-size
entries and the list of item identifiers in the index is sorted by time (e.g., time stamps, #s).
This arrangement may enable efficient binary searches for range and sampling queries. In
the example arrangement, the index is memory resident and may be backed by a file.
Records in the log 502 may be stored on a disk, e.g., remotely, and retrieved when
referenced by the application. The log 502 is divided into chunks 510 of contiguous data
records 512. The chunks 510 may be fixed in size.

[0070] To reduce the memory footprint of the index, which can grow large over time,
streams may be archived. In some examples, the stream is segmented, and each segment
has its own log and corresponding index. Thus, a stream may be viewed as a time-ordered
list of segments. In this example, if the size of the index in memory exceeds a

configurable threshold (index;.,), the latest segment is sealed, its index is flushed to disk,
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and a new segment with a memory resident index is created. In this framework, writes to

the stream go to the latest segment and all other segments of the stream are read-only
entities. The index for the latest segment of the stream may be memory resident and
backed by a file, e.g., stored remotely.
[0071] The layout of a segment that has been sealed is illustrated in FIG. 6. FIG. 6 is
similar to FIG. 5, except that a compact index 602 has been created for local storage. The
compact index 602 includes the tags 506, and for each tag, the timestamp (#s) for the first
and last identifier in the corresponding item identifier list, as well as the location of this
list in the index. In this example, the index 504 may also be stored on disk, with the
compact index being stored locally. In some implementations, the index may also be
stored remotely, but fetched locally for local queries.
[0072] Uploading of stream data according to an example now will be described. In
the described example, each principal (e.g., <HomelD, AppID> pair) may be associated
with a private-public key pair, and each stream may be encrypted with a secret key, K.
The secret key may be generated by the owner. When a stream is synced or closed, the
framework may flush the index to disk, chunk the segment log, compress and encrypt the
chunks, and generate a list of the chunks, herein, a ChunkList. The ChunkList is, for each
segment, an ordered list of all chunks in the segment and their corresponding hashes
(shown as Hash(Chunk #1), Hash(Chunk #2), etc. in FIG. 6. These functions preferably
are carried out on all new segment that may have been modified due to data appends.
[0073] In the example, the framework generates the stream’s integrity meta-data
(MD:,,) for uploading with the stream data. When # is the number of segments within the
stream, MDint is computed according to Equation (1), as follows:

MDipe = Yguner[H[TTL|[H[L]I| ... ||HILII|HICLA|| ... ||[H[CL,]] (1)
[0074] TTL provides guarantees on data freshness, and thus may ensure that data
fetched from a storage server is not older than a configurable writer-specified consistency
period, and no older than any previously retrieved data. MD;, is a signed hash of the
duration for which the owner guarantees data freshness (TTL) and the per-segment index
and ChunkList hashes. Chunks, the updated ChunkList and the modified index may be
uploaded to the storage server. Thereafter, MD;,, may be uploaded. The stream metadata
then be uploaded to a metadata server. The metadata server may be a trusted key server to

prevent unauthorized updates. The metadata/key server may distribute the keys and the
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metadata of a stream. In other implementations, information to be stored on the metadata

server may be replicated on 2f + [ servers, to tolerate up to f malicious servers.
Alternatively, a Byzantine quorum system could be employed.

[0075] When used, the metadata/key server may maintain the principal to public-key
mappings as well as a symmetric content key to encrypt and decrypt data (K.,,), principals
that have access to the data (including the owner), the location of MD,,,, and per-segment
location and key version. K., may be encrypted for storage, with one entry for each
principal that has access to the stream using their public key.

[0076] To grant application read access, in one implementation, the owner updates
stream metadata with K., encrypted with the reader’s public key. Revoking read access
also involves updating stream metadata, using the APIs described above. In one
implementation, an owner removes the appropriate principal from the accessor’s list,
removes the encrypted content keys, and rolls forward the content key and key version for
all valid principals. In this example, all chunks in a segment are encrypted using the same
version of the content key.

[0077] To read stream data from a chunk, the framework may open a stream and fetch
stream metadata. Using this information, the stream’s integrity metadata MD;,, may then
be fetched, e.g., from untrusted storage. The integrity metadata may be verified using the
owner’s public key and the freshness may be verified using the TTL in MD,,;. The reader
then fetches the index and ChunkList for every segment of the stream and verifies their
integrity using MD,,.

[0078] An owner may store new data records in the stream upon verifying the
integrity of index data. For readers, once index and ChunkList integrity verifications for
all segments are complete, the index is used to identify chunks that should be fetched. As
described above, in this example chunk level integrity is checked lazily, e.g., by
downloading the chunks and verifying their integrity using the segment’s ChunkList. The
verified chunk may be decrypted and/or decompressed in this example, and the chunks
may be stored locally, e.g., in a cache, for subsequent reads. As noted above, the chunk(s)
retrieved may have information additional to the information actually requested by the
query. More specifically, each chunk may have a plurality of records, some of which

satisfy the query and some of which may not. Thus, when the chunks are stored in cache,
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subsequent, different queries may also be satisfied by the cached chunks, resulting in more

efficient retrieval of requested information.

[0079] An example system such as that just described may be implemented using C#
over the .NET framework v4.5. The example implementation may be integrated in the
HomeOS platform, although it may also be used as an independent library. The client
library may use Protocol Buffers for data serialization and may be able to use Windows
Azure and Amazon S3 for remote storage. The implementation may use the respective
libraries for reading and writing data remotely. On some types of remote storage, each
segment may be mapped to a container, the index and log of data were mapped to a blob,
and individual chunks were mapped to parts of the blob containing the log of data. On
other types of remote storage, each segment was mapped to a bucket, the index was

mapped to an object, and chunks of the log mapped to individual objects.

EXAMPLE CLAUSES

[0080] A: A method comprising: receiving, from a plurality of devices, a stream of
time-series data comprising a plurality of records and a time identification associated with
each of the records; associating one or more tags with individual ones of the records;
chunking the stream into a plurality of contiguous chunks, each of the contiguous chunks
including a plurality of records; creating an index associating the time identification and
the one or more tags; transmitting each of the chunks to a first, remote storage location;
and storing the index in a second, local storage location.

[0081] B: A method as paragraph A recites, wherein the plurality of devices are
associated with a first physical location associated with a first user and further comprising;:
receiving a query of the index; determining one or more records satisfying the query; and
retrieving from the first, remote storage location the one or more chunks containing the
one or more records satisfying the query.

[0082] C: A method as either paragraph A or B recites, wherein the query includes at
least one of a temporal requirement or a tag identification.

[0083] D: A method as any one of paragraphs A-C recites, wherein the chunks

retrieved include records additional to the one or more records satisfying the query.
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[0084] E: A method as any one of paragraphs A-D recites, further comprising

instructing presentation of a user interface through which a user may query the index,
wherein the receiving the query of the index is based on a user interaction with the user
interface.

[0085] F: A method as any one of paragraphs B-E recites, wherein the first physical
location is a first house, the plurality of devices are surveillance devices at the first house,
and the second physical location is a second house.

[0086] G: A method as any one of paragraphs A-F recites, wherein the index is free of
the records.

[0087] H: A computer readable medium having computer-executable instructions
thereon, the computer-executable instructions to configure a computer to perform a
method as any one of paragraphs A-G recites.

[0088] I A device comprising: a computer-readable media having computer-
executable instructions thereon to configure a computer to perform a method as any one of
paragraphs A-G recites, the processing unit adapted to execute the instructions to perform
the method as any one of paragraphs A-G recites.

[0089] J: A system comprising: one or more computing devices communicatively
coupled to one or more monitoring devices, each of the monitoring devices having one or
more sensors, the one or more computing devices including: a communication interface
for receiving streams of data records from the sensors, a tagging module for associating
one or more tags with objects in the data records to create tagged data records, an indexing
module for creating a searchable index comprising associations between the tags and time
stamps in the tagged data records, and a chunking module for separating the tagged data
records into a plurality of contiguous chunks, each chunk comprising a plurality of the
tagged data records.

[0090] K: The system as paragraph J recites, further comprising a query interface
communicatively coupled to the one or more computing devices through which the
searchable index is queried.

[0091] L: The system as paragraph J or paragraph K recites, further comprising: first
storage communicatively coupled to the one or more computing devices for storing the
plurality of chunks; and second storage communicatively coupled to the one or more

computing devices for storing the searchable index.
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[0092] M: A device as any one of paragraphs J-L recites, the one or more computing

devices further including an encryption module for encrypting the chunks.

[0093] N: One or more computer readable media having thereon computer-executable
instructions, the computer-executable instructions, upon execution, configuring a
computer to perform operations comprising: receiving a stream of time-series data from a
surveillance device surveying a first location associated with a first user, the time-series
data including one or more records sensed by the surveillance device and one or more
time stamps for individual of the one or more records; storing, on a storage device local to
the first location, an index that associates individual ones of the one or more time stamps
with one or more tags, each of the tags identifying one or more features of the one or more
objects, causing at least a portion of the stream of time-series data to be stored at a remote
storage device; receiving a query of the index from a second user associated with a second
location different from the first location; identifying, in response to the query, one or more
segments of the time-series data that satisfy the query; and retrieving the one or more
segments of the time-series data that satisfy the query from the remote storage device.
[0094] O: The media as paragraph N recites, wherein the surveillance device
comprises a camera, and the records comprise images captured by the camera.

[0095] P: The media as paragraph N or O recites, wherein the tags are textual
identifiers of objects in the images captured by the camera.

[0096] Q: The media as paragraph N recites, wherein the surveillance device
comprises at least one of a thermometer, a proximity detector, or a utility meter.

[0097] R: The media as any one of paragraphs N-Q recites, wherein the tag is
received with the stream of time-series data.

[0098] S: The media as any one of paragraphs N-R recites, wherein the causing the at
least the portion of the stream to be stored includes chunking the stream and transmitting
the chunks to a storage device.

[0099] T: The media as paragraph S recites, further comprising compressing the
chunks.

[00100] U: The media as paragraph S or paragraph T recites, further comprising
encrypting the chunks.

[00101] V: The media as any one of paragraphs S-U recites, wherein the index

comprises an index of the chunks.
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CONCLUSION

[00102]  Although the techniques have been described in language specific to structural
features and/or methodological acts, it is to be understood that the appended claims are not
necessarily limited to the features or acts described. Rather, the features and acts are
described as example implementations of such techniques.

[00103] The operations of the example processes are illustrated in individual blocks
and summarized with reference to those blocks. The processes are illustrated as logical
flows of blocks, each block of which can represent one or more operations that can be
implemented in hardware, software, or a combination thereof. In the context of software,
the operations represent computer-executable instructions stored on one or more
computer-readable media that, when executed by one or more processors, enable the one
or more processors to perform the recited operations. Generally, computer-executable
instructions include routines, programs, objects, modules, components, data structures,
and the like that perform particular functions or implement particular abstract data types.
The order in which the operations are described is not intended to be construed as a
limitation, and any number of the described operations can be executed in any order,
combined in any order, subdivided into multiple sub-operations, and/or executed in
parallel to implement the described processes. The described processes can be performed
by resources associated with one or more device(s) 102 and/or 108 such as one or more
internal or external CPUs or GPUs, and/or one or more pieces of hardware logic such as
FPGAs, DSPs, or other types of accelerators.

[00104]  All of the methods and processes described above may be embodied in, and
fully automated via, software code modules executed by one or more general purpose
computers or processors. The code modules may be stored in any type of computer-
readable storage medium or other computer storage device. Some or all of the methods
may alternatively be embodied in specialized computer hardware.

nn

[00105] Conditional language such as, among others, "can," "could," "might" or "may,"
unless specifically stated otherwise, is understood within the context to present that certain
examples include, while other examples do not include, certain features, elements and/or

steps. Thus, such conditional language is not generally intended to imply that certain
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features, elements and/or steps are in any way required for one or more examples or that

one or more examples necessarily include logic for deciding, with or without user input or
prompting, whether certain features, elements and/or steps are included or are to be
performed in any particular example. Conjunctive language such as the phrase “at least
one of X, Y or Z,” unless specifically stated otherwise, is to be understood to present that
an item, term, etc. may be any of X, Y, or Z, or a combination or sub-combination thereof.
[00106] Any routine descriptions, elements or blocks in the flow diagrams described
herein and/or depicted in the attached figures should be understood as potentially
representing modules, segments, or portions of code that include one or more executable
instructions for implementing specific logical functions or elements in the routine.
Alternate implementations are included within the scope of the examples described herein
in which elements or functions may be deleted, or executed out of order from that shown
or discussed, including substantially synchronously or in reverse order, depending on the
functionality involved as would be understood by those skilled in the art. It should be
emphasized that many variations and modifications may be made to the above-described
examples, the elements of which are to be understood as being among other acceptable
examples. All such modifications and variations are intended to be included herein within

the scope of this disclosure and protected by the following claims.
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CLAIMS

1. A method comprising:

receiving, from a plurality of devices, a stream of time-series data comprising a

plurality of records and a time identification associated with each of the records;
associating one or more tags with individual ones of the records;

chunking the stream into a plurality of contiguous chunks, each of the contiguous

chunks including a plurality of records;
creating an index associating the time identification and the one or more tags;
transmitting each of the chunks to a first, remote storage location; and

storing the index in a second storage location.

2. The method of claim 1, wherein the plurality of devices are associated

with a first physical location associated with a first user and further comprising:

receiving a query of the index from a second user associated with a second physical

location;

determining one or more chunks containing one or more records satisfying the

query; and

retrieving from the first, remote storage location the one or more chunks containing

the one or more records satisfying the query.

3. The method of claim 2, wherein the one or more chunks retrieved include

records additional to the one or more records satisfying the query.
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4. The method according to claim 2 or claim 3, wherein the first physical

location is a first house, the plurality of devices are surveillance devices at the first house,

and the second physical location is a second house.

S. A system comprising:

one or more computing devices communicatively coupled to one or more
monitoring devices, each of the monitoring devices having one or more sensors, the one or

more computing devices including:

a communication interface for receiving streams of data records

from the sensors,

a tagging module for associating one or more tags with objects in

the data records to create tagged data records,

an indexing module for creating a searchable index comprising

associations between the tags and time stamps in the tagged data records, and

a chunking module for separating the tagged data records into a
plurality of contiguous chunks, each chunk comprising a plurality of the tagged data

records.

6. The system of claim 5, further comprising;:

first storage communicatively coupled to the one or more computing
devices for storing the plurality of chunks; and
second storage communicatively coupled to the one or more computing

devices for storing the searchable index.

7. The system of claim 5 or claim 6, the one or more computing devices

further including an encryption module for encrypting the chunks.
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8. One or more computer readable media having thereon computer-
executable instructions, the computer-executable instructions, upon execution, configuring

a computer to perform operations comprising:

receiving a stream of time-series data from a surveillance device surveying
a first location associated with a first user, the time-series data including one or more
records sensed by the surveillance device and one or more time stamps for individual of

the one or more records;

storing, on a storage device local to the first location, an index that
associates individual ones of the one or more time stamps with one or more tags, each of

the tags identifying one or more features of the one or more objects,

causing at least a portion of the stream of time-series data to be stored at a

remote storage device;

receiving a query of the index from a second user associated with a second

location different from the first location,

identifying, in response to the query, one or more segments of the time-

series data that contain one or more records that satisfy the query; and

retrieving the one or more segments of the time-series data that contain the

one or more records that satisfy the query from the remote storage device.

0. The media of claim 8§, wherein the surveillance device comprises a camera,

and the records comprises images captured by the camera.

10. The media of claim 8 or claim 9, wherein the tags are textual identifiers of

objects in the images captured by the camera.

11. The media of any of claims 8-10, wherein the surveillance device

comprises at least one of a thermometer, a proximity detector, or a utility meter.
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12. The media of any of claims 8-11, wherein the tag is received with the

stream of time-series data.

13. The media of any of claims 8-12, wherein the causing the at least the
portion of the stream to be stored includes chunking the stream and transmitting the

chunks to a storage device.

14. The media of claim 13, further comprising at least one of compressing the

chunks or encrypting the chunks.

15. The media of claim 13 or claim 14, wherein the index comprises an index

of the chunks.
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