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- 1 TITLE OF THE | NVENTI ON SYSTEM APPARATUS,
PROGRAM AND METHOD FOR AUTHENTI CATI ON BACKGROUND OF
THE | NVENTI ON 5 The present invention relates to an
aut henti cation system apparatus, program

for assuring a process constituting authentic mwmwwmm”mmw
notify a verification side, and particularly t

aut henti - cation system apparatlus,- program and *159159*
method in which 10 a statenent concerning the process
constituting authentication can be assured by a

managenent to which @aEhEpPECEEE BEVENGIONI n

conmuni cation and service via a network,

aut heRP I EYr i HRPHRAL U mrRAGRAM, 0 ANBaMETHO® FORequi r ed

el enent. Recently, authentication
subjg@EEEQ%ecﬁgﬁpgly grow ng fromusers to instrunent

and " dovel oprent - of FEHBI S dihna g o

distribut efle SELWLGR HERANHGRE 294 At 118 SR s cation

an aut henticati on nmeans has been eve ope N AYWas o

| ayes$stERI 8¥BAPLEUsSS r@%?%%reanéoﬁg%g%dL§%§r% EE% ing

(Transport Layer Secufi can be in a sessio

| ayeg pfoaésgsboﬁgiﬁﬁukﬁﬁ§raﬁ@ﬂ%htleé%gohsgbgn%kr%y
Frier, P. Karlton, and P. Kocher, 25 "The SSL

Pr otacoériflNe*as¢apes®am;ruehaabaela§cﬁ%e.1y to the authenti-

cation system, apparatus, program, and method in which
a statement concerning the process constituting
authentication can be assured by a management to which
each process belongs.

In communication and service via a network,
authentication of a communication party is a required
technical element. Recently, authentication subjects
are rapidly growing from users to instrument terminals
with a widespread open network environment and
development of federation technologies of distributed
service resources.

At the same time, an authentication means has been
developed in various layers. For example, SSL (Secure
Sockets Layer)/TLS (Transport Layer Security) can be
cited in a session layer of an 0OSI seven-layer model
(see [SSL3.0] A. Frier, P. Karlton, and P. Kocher,
"The SSL 3.0 Protocol”, Netscape Communications Corp.,
Nov 18, 19%96. and [TLS1.0] T. Dierks, C. Allen,

"The TLS Protocol Version 1.0”, RFC2246, Jan 1999,

AR
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Nov 18, 1996. and [TLS1.0] T. Dierks, C. Allen, "The
TLS Protocol Version 1.0", RFC2246, Jan 1999,
http://ww. ietf.org/rfc/rfc2246.txt). The SSL/TLS
beconmes w despread as a standard secure conmuni cati on
protocol, because the SSL/TLS can provide the
transparent secure conmmunication to a higher layer. 5
For an authentication nechanism2 the SSL/TLS supports
server authentication and client authentication based
on a public key certificate. |Psec can be cited as an
exanptepof /seeulet fcommyrifedtifaen2uér. tke) (| nTaensiSL/TLS
Protocol) which is a 10 comrunication protocol in the
net woekomagewidesphhea@Shssevetahdped sedelre( semmunication
[l Psec] S. Kent, R Atkinson, "Security Architecture
for PREtPAPEF nbECPREEOEDE" SSLKBLEnben £Yogide the
<http://ww. ietf.org/rfc/rfc2401.txt>) In the | Psec,
aut h ﬁPPEEFF@HtaﬁSCéHEr ¢pIMERigPEL B b'@r foPdglest léwer

I P k h

i DEPECBR REEPehPAESRLEBonEERaREaty o nUBRLYYEe: saprorts

Pr'V§E§ Q@tﬁﬁEhépﬁggaEQSnl5%8'cgggnkpgﬁgheﬁHEegEE%nt%%sed
ty ~ by "a known

aut hentication o

conmgp keyunbreE Qwa%et%t%s@te' cation, 20 |Psec can
utilize a mechani sm such as I'KE and | KEv2, which is

a hi gher seguti t¥na®eoeiideldoOR sTaGhaRasP1 OB it e Rirker

hand, SAML (Security Assertion Markup Language) has

beencdmmahgggdlaﬁ Faduser if@hternet Protocol) which is a
communication protocol in the network layer of the OSI
seven-layer model (see [IPsec] S. Kent, R. Atkinson,
“Security Architecture for the Internet Protocol”,
November 1998, <http://www.ietf.org/rfc/rfc2401.txt>).
In the IPsec, authentication and encryption are
performed at an IP packet level to realize the secure
communication in unit of host. The IPsec is used for
VPN (Virtual Private Network) and the like. The IPsec
supports the authentication of the communication party
by a known common key. For dynamic authentication,
IPsec can utilize a mechanism, such as IKE and IKEvZ,
which is a higher security association mechanism.

On the other hand, SAML (Security Assertion

Markup Language) has been developed as industrial
standard specifications for assertion of the
security statement concerning user authentication
(for example, see [SAML] OASIS Security Services TC,

“Security Assertion Markup Language (SAML) vl1.1”,
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standard specifications for assertion of the 25
security statenment concerning user authentication

(for exanple, see [SAML] QOASIS Security Services TC
"Security Assertion Markup Language (SAM.) viI.I", Sept
2003, http://ww. oasi s- _

open. org/ comm ttees/tc-hone. php?wy- abbrev=security>).
The SMAL is a framework in whictsthe statenents
concerning client security and policy decision are 5
expressed in an XML format to el ectronically make
assubapte20TBushtthe/dppli.cakigrs of the .
authentication means via network are currently in

pr ogPRSs - PAIY hemdi tfeeertc_hayer phpand, adbreeseeiched ty>) .
above, the authentication 10 neans has becone the
esseht®aPMbkchfi eaf ramenerk Lor whéshntihecatrormands
services. In the case where an authentication object

i s %9%%?5%%?9p?%hEPbaPeeHﬁ#FVnﬁPﬁoﬁOﬂé§MnéE§gylon are
whet the.identit f _a person is confirnmed_or not
nas S585°3857 o281 vaotuls EReRah. SBst PFyEOmACERaY make
aut h [ Lon, it is necessary that the
autﬁiﬂé?ggéégh object is strictly identified or

Verified-TH@§[eERéea?bTiEQ€i8ﬁ§eo%h%hg g?%ﬁeptication means

aut hentication object is a person, t rc

pri ncipahecwsfkrapéi onrteahngl 08Ypt8greqYi K8dtnd0d; frerent
Currently bionetrics can be cited as'the potentia

pri noiyats contd s nas | dastechaal egyve Thenbi aieheh€schion
the technology in which the identity of a person is
confiigansl hys neechmagtie ooesentisbf beoBhioalr eadmbremfor
an individual person and previously registered -
communication and services.
In the case where an authentication object is
a person, principal confirmation technology whether
the identity of a person is confirmed or not has also
received attention. Usually, in the authentication, it
is necessary that the authentication object is strictly
identified or verified. Therefore, in the case where
the authentication object is a person, the strict
principal confirmation technology is required.
Currently biometrics can be cited as the potential
principal confirmation technology. The biometrics is
the technology in which the identity of a person is
confirmed by matching biometric information read from
an individual person and previously registered
biometric information (hereinafter referred to as

reference biometric information). The biometric

information is one which indicates intrinsic physical
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25 bionetric information (hereinafter referred to as
reference bionetric information). The bionetric
information is one which indicates intrinsic physica
features or characteristics in an individual. For
exanple, a fingerprint, aniris, aretina, a face, a
voi ce, a key stroke, a sign, and the like are

utilized for the bionetrics. -5 WUnli-ke the existing

aut henti cati on nmethods such as a password, the

bi onetrics utilizes the bionetric information which

i s i heabudasger ohabethgrirsssed on ahoigatieauaso tmat
the user's burden is reduced. Further, because the

bi on®X2Mese sabhsedesprineg, sabj écis, 18 whtihajsa face,
difficult to be duplicated, the bionetrics is

ef f et Y9 For 2 pkeventrekeof 2i AbeRrsonndi bheol ikeusee
and wi despread of the open network

the, i Wth th
suchu%%fl%%gef%feFﬁ%t?f?ﬂ%tﬁf fi zation of the
bi tri i i idly.i [ , th f
et 8 e SRR PELPAUTE, 51, LRSS
t i i : i In.th ,
e .

bi onei £ £8at Son!S@Ei EQF 1 hen PR NG cpfj i
an owner of an ZOlide%tif?cati%%ﬁggfdgﬁlgégﬁé fs8td or

utilfaegoomnenf shethionehsi ¢Sevia BEEUORKis SEQUELLY
of matching result and matching informati on becones

tr oubl esoere, drecawnsdt woik Iphdhe t HWEVES , b&Sed hén the subject

network path or in the instrunment, the risk of theft

25 dfhicthpls i gt bicuhipore dme dudbicmtédn shehohsmébeics is
effective for prevention of impersonation of a user and
the like.

With the widespread of the open network such as
the Internet, the utilization of the biometrics is
rapidly increasing as the method of performing the
authentication of the communication party via network
in an electronic commerce. In the identification
field, it is studied that the biometrics is used
for the principal confirmation of an owner of an
identification card.

In the utilization of the biometrics via network,
security of matching result and matching information
becomes troublesome on a network path. However, on the
network path or in the instrument, the risk of theft
or tampering of important information such as the

biometric information is being reduced by combination

of the biometrics and Public Key Infrastructure or a
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bi ometric information is being reduced by conbination

of the bionetrics and Public Key Infrastructure or a
secure medi um such as an I C card. Nanely, the security

on the network path is being inproved. Further, a
mul ti nodal bionetric systemwhich confirnms the

principal in an integrated manner by 5 conbining the
plural biometrics nmethods is-stwdied. According to the
mul ti nodal bionetric system the principa

confirmation can be realized with higher accuracy.
Howeveruracmediumgstioht he ahudy ehrtihe NgmgmgQrthe;Qecurity
in alnost all the current authentication technol ogies,

t her@lj &he¢ heeprvobkepathal st heingsimpnoeedf each

process is not considered because it is assuned that

the same FHBRB§ENedAt MHhhagedaihbipmetessesystem which
constitgting the authentication. Nanmely, unlike the
assUTPt T BHTS 18NQi PF ERehba frahdgefrehh 5egnabge washer by

aut h jcation ., subprocess. in fact. For exanple, in,

t he ‘%%égel%%“‘% heBi BBt 71 R OPREF £CS drethotfeht | eaedbad.
subptacess | ¢ .information

capt uri ng ﬁ%iﬁ%ﬁ%n@ugﬁgﬁ%%r?lcorﬁ%tifh?o?}‘rﬁ’f‘?%n the

mat GiW g FRHICtd O 1 Hila SUGH @t heat o2y | - -

subpr ocesses, nouﬁ%edadevices gﬁg %%%%%gﬁ%nYl%% ?h%her

I nstaapmerdcyar e often uniquely fixed depending on the
system Specifically, in the case of an MOC (Matching

On Card) hwdetemhi adcosdng ob the @t@ﬂ?téfctﬁ@dfﬁ§entor,
25 the bionetric information capturing function is
depligy éd nersta sslcanrter , clantk rithea bt osvet 1 &4t i oW OF 8@ h OTogies,

there is the problem that the assurance of each process
is not considered because it is assumed that the same
management manages the processes constituting the
authentication. Namely, unlike the assumption,
different managements manage each authentication
subprocess in fact.

For example, in the case of the biometrics, there
are authentication subprocesses such as a biometric
information capturing function and a biometric
information matching function. 1In such authentication
subprocesses, mounted devices and deployment on the
instrument are often uniquely fixed depending on the
system. Specifically, in the case of an MOC (Matching
On Card) model which is one of the biometric models,
the biometric information capturing function 1is
deployed on a scanner, and the biometric information

matching function and a biometric template management
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mat chi ng function and a bionetric tenpl ate managenent
function are deployed on the card (smart card and the
like). Nanely, in the MOC nodel system the capturing
function as the authentication subprocess is uniquely
managed by the scanner, and the matching function 5

and the managenent function as the authentication
subprocess are uni quely managed éby -t he card. Thus, in
the aut hentication subprocess, the nanagenent is often
different in each process. Therefore, on the
verifucation srdedeblohedecnhf ths EBrihesadthertirgatingnthe
result, it is difficult to clearly grasp whether the

aut hehkéLat i BamsUppr boesbeoMOBanhdetmaggearnt the cabitdring
or not. Accordingly, since the validity of the

aut hEwasehont aenteabprbeessieahhon bubpgrasped, iasuaiquely
whol e of the 15 authentication process in which the

aut HEHE72SE i Bh tReppraeeesesanfetnfAt BaEahény EHBEELPS

a fear ;tha rustworthiness,is decre

t d.
Par t 7701 & ?y@a%?%%%e?ﬁefuaﬁFﬁgﬂt?Ea?hgﬁgBFB€@§§c?ﬁiPHe

open

_ ' t o t al ted b
Che SRS o ek e e 1Y 6 P hafne Y haP CRECT car

becones rfﬂﬁgBaphetheBB&EEe§P¥B§B¥o§EsgﬁgrE@XEQTIGNeAn

object of the invention 1s to provi

aut hesiagahdOn Sy LPen a@PRFaLESE PHOGLAH paRdeuEt hod,
in mhicﬁg?ﬁe nanagenen? assures each autheﬁ?icgggon 25

subprioesssoré heomsshks ede £0NL €8t Sosapibe ¥RiIEhi @drhyYica

verification side, and thereby the trustworthi ness of

t he wiw| autheheita cadn one pndepsst can deffopndvedo clearly
grasp whether the authentication subprocess of each
management is valid or not.

Accordingly, since the validity of the authentica-
tion subprocess cannot be grasped, as a whole of the
authentication process in which the authentication
subprocesses are integrated, there is a fear that
trustworthiness is decreased. Particularly, since the
authentication process in the open network environment
is not always operated by the same management, it is
thought that the fear becomes remarkable.

BRIEF SUMMARY OF THE INVENTION

An object of the invention is to provide an
authentication system, apparatus, program, and method,
in which the management assures each authentication
subprocess, the assured contents can be verified by
a verification side, and thereby the trustworthiness

of the whole authentication process can be improved.
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According to a first aspect of the invention, there
is provided an authentication systemconprising: a
plurality of authentication entity devices which
separately execute authentication subprocesses, the 5
aut henti cati on subprocess constituting an authenti ca-
tion process; and a verification device which verifies
the aut hentication process execlted by the each

aut hentication entity device, wherein the each

aut hentication entity device includes: a confidentia
10 i nf or nAttondiregoty modiulketcaspegur ed thestarention,
confidential information for verification by the

veri fhenei ba Heovidedapnaauhbant taabiogeagsheinngomprising:
modul e _configured to generate an authenticator on |
exec%t%ﬁur%%hgﬁn?g %thﬁ@taﬁﬁﬁéﬁﬂiEHFFBM dappreeeyhich

[ he | fid ial jnf tion; i f
Sih?%a%aé%%%}i??ﬁ'acﬁﬂ%h%‘vaﬁé‘aﬁi%eiéﬁffﬁ‘bfégﬁé'sta{sé% the
i fJ or na om .
Phe At RefPrb e lon PLLRNRLLE BoRRECL UL Pnn el ank gt Lca-

specifég §P@é§§§; QH&thvQPgHEﬁaE98L!§g5f etthgéfgérifies

the specific 20 context, and the verification

Canﬁhée§&th@g@9@£@ﬂ&§a§£98e§9d8§§cwbé§hb?StHé9¥%9ﬁd
with a function of conducting communication with an

ext esunghen tievd €8on a@gh 8t ¢ oAk xte Vewhéye g FREULECH
configured to verify each context, the each context

bei nuigeser atedi @b dytite éachcauihentidesat i ncentiti¥ntial

devi ce and received by the communication nodul e.

Accornif ergnatol emenémosy mspete obnfhguredendi shoréhe

verification device can verify the contents of each
confidential information for verification by the
verification device; an authenticator generating module
configured to generate an authenticator on executed
contents of the authentication subprocess using the
confidential information; a specific context generating
module configured to generate a specific context
pursuant to a specific format from the authenticator
and the executed contents; and a specific context
output module configured to output the specific
context, and the verification device comprises:
a communication module which is provided with a
function of conducting communication with an external
device; and a context verifying module configured to
verify each context, the each context being generated
by the each authentication entity device and received

by the communication module.

According to the first aspect of the invention,



aut henti cati on subprocess perforned by each authenti -
cation entity device based on the authenticator.
Therefore, the managenent (each authentication entity
5 device) assures each authentication subprocess, the
assured contents can be verified by the verification
side, and thereby the trustworthi ness of the whole

aut henti cati on process can be improved. The effect of
the invention is not limted to 10 the authentication
system but the effect is also obtained in the

aut hehei vati oicentbhy ddeviceecahh@e rpF9uram usadcnt st BF each
aut hentication entity device, and the authentication

met hadth8RE EFa DESCRE RBbONcEE sTHE rSEYHRAL byl BAEhOE utHeENt 1 -
DRAWNG 15 FIG 1 is a block diagram show ng a

conf FgbitaRi entidy davagehbasedabnothsysueheatdoadiony

to a first enbodinment of the invention; FIG 2 is a
scheh@ereforew £8f BRPREFMERG draght Bubheoaticefiion entity

rocess.in the first enbodinent; 20 FIG 3 is a block
Siag At ShbWA AGULS B oRfFYuRrBENERT 16RLARNe BEPPYOGEFSee the

' ' | , 4.1 I hart faor ,

expl 3 HE ROBRaT i AP PR YRELFRFG: PENBGA, HERAS LERGLON
[ h ' j | t f S5 a

cpect e cont ekt nlne  ralsuBEh RhHeS Brorf fooge

bl ocku chhage 26 S00MI pBode §ONERAURE! b ABroBLad [T st
entity device according to a second enbodi ment of the

inventi onThé&l & féctsoa thewehaehthion exphakningidkd to
operati on
the authentication system, but the effect is also
obtained in the authentication entity device, the
program used in the authentication entity device, and
the authentication method.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
FIG. 1 is a block diagram showing a configuration
of an authentication system according to a first
embodiment of the invention;
FIG. 2 is a schematic view for explaining
an authentication process in the first embodiment;
FIG. 3 is a block diagram showing a configuration
of an entity device in the first embodiment;
FIG. 4 is a flowchart for explaining an operation
in the first embodiment;
FIG. 5 is a schematic view showing a structure of
a specific context in the first embodiment;
FIG. 6 is a block diagram showing a configuration

of a first entity device according to a second
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of an additional portion in the second enbodi nent;

FIG 8 is a schematic view showing a structure of 5 a
generic context in the second enbodinent; FIG 9 is a

bl ock di agram showing a configuration of a first

entity device according to a third enbodinent of the
invention; FIG 10 is a schematic view showing a

rel ationship 10 between speeifioc contexts in the

third embodinment; FIG 11 is a schematic view show ng

the relation- ship between the specific contexts in

t he ¢mbodimenbodinent; ifyéntidnis a bl ock diagram

showi ng a configuration 15 of an authentication

syst em acEéfdi Agitoaafiourhhrtefboderpitintinyhen operation
invention; FIG 13 is a schematic view for expla[nlng

an ot heht #¢at FbAnpt ceessien thetheusenordbedbasihnent;

FIG 14 i; b%ock di agram showi ng a configuration 20

of a user F%fo mafi dnS ﬁ%@%h@ni’l@@vﬁb@wﬂﬂg_t Restsurthre of
enmbodi . E1G 15 is.a bl ock diagramshowing a
conf$g€$£%$%% c%?t%xﬁai%h?%%-i?ﬁﬁ%gse%ﬁ%EF@?E ayn|t in

the fourt enpodi neng ; Fl G is a,bloc i agram |
showi ng aplc%h??gg%a i%%oggfd]aa%F%Iﬂeﬂ%?‘le%v?CSOP%QPHEE‘UO“
fourdh Lmbodd el ; £} Giediod SadodtQUEhaLL 100y,

expl ai ning an operation ;b In ?%g ?ou ?% enbo%lﬁ%nt;

FI Gendfod Smeéntschenerd Civy &y Showi ng a structure of

FIG. 10 is a schematic view showing a relationship
between specific contexts in the third embodiment;

FIG. 11 is a schematic view showing the relation-
ship between the specific contexts in the third
embodiment;

FIG. 12 is a block diagram showing a configuration
of an authentication system according to a fourth
embodiment of the invention;

FIG. 13 is a schematic view for explaining
an authentication process in the fourth embodiment;

FIG. 14 is a block diagram showing a configuration
of a user information management device in the fourth
embodiment;

FIG. 15 is a block diagram showing a configuration
of a matching-process executing unit in the fourth
embodiment;

FIG. 16 is a block diagram showing a configuration
of a biometric device in the fourth embodiment;

FIG. 17 is a flowchart for explaining an operation
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a bionetric device specific context in the fourth.
enbodinent; 5 FIG 19 is a flowhart for explaining a
mat ching process in the fourth enbodinent; FIG 20 is
a schematic view showng a structure of a MXC
specific context in the fourth enbodinent; FIG 21 is
a schematic view showing a relationship 10 between
specific contexts in the fouwrthi@enbedi nent; FIG 22
is a schematic view showing a structure of a generic
context in the fourth enbodinment; FIG 23 is a

schemmt tlce viewr shoambgdamshetpucture of a bionetric
devi ce specific context in a fifth 15 enbodi nent of
the inventiGn; 1Bl Gs 24schemaschenitivc shbewnghawsnguature of
structure of a STOC specific context in the fifth
enbodli PEPRet FH & dovice apprbékcdragtantshowbhg fourth
configuration of an authentication system according
to a“BPREH"OBC enbodi nent of the invention; FIG 26 is

"t or mat | BRC hahdgenent HEOPBR=EniphecgPkennife S hatching
nbadj : Te] f t _for explaining an
gpeﬂg%?gﬁészgﬁg#hé ﬁ%?%ﬁ?nég%gggégggéxecu?ing un?t in

t he SiXthFI@Ub9§iﬂ?né;sghg?aggci§i@wS§H8U§b50aVE%?hcture of

showing a relationship - etween specifrc contexts

in thevst Xéhe &Podi 8BRtext FIG tBQ ESuactRCBRPBLI fe¥i oW
showi ng t he

FIG. 21 is a schematic view showing a relationship
between specific contexts in the fourth embodiment;

FIG. 22 is a schematic view showing a structure of
a generic context in the fourth embodiment;

FIG. 23 is a schematic view showing a structure of
a biometric device specific context in a fifth
embodiment of the invention;

FIG. 24 is a schematic view showing a structure of
a STOC specific context in the fifth embodiment;

FIG. 25 is a block diagram showing a configuration
of an authentication system according to a sixth
embodiment of the invention;

FIG. 26 is a flowchart for explaining an operation
of a user information management device in the sixth
embodiment;

FIG. 27 is a flowchart for explaining an operation
of a matching-process executing unit in the sixth

embodiment;

FIG. 28 is a schematic view showing a relationship
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rel ati onship between the specific contexts in the
sixth enbodinent; 5 FIG 30 is a bl ock di agram
showing a partial configuration of an authentication
system according to a seventh enbodi nent of the
invention; FIG 31 is a flowhart for explaining an
operation in the seventh enbodinent; 10 FIG 32 is a
bl ock di agram showi ng a part+ali1i1configuration of the
aut hentication systemin the seventh enbodi nent; and
FIG 33 is a flowhart for explaining an operation in

t he lseveath spbodlfientontbxDETAWLERe DESERNPERENIDReRHE
| NVENTION Referring now to the drawi ngs, preferred
enbodi nenF§Goef 2Bhési avenhkenatikl ike dasatinbedhkel ow.
(First Enbodlnent% FIG 1 is a block diagram showi ng a
conf¥@h¥5¥@@ﬁh120 efvamnatbheapecafionceyserns in the sixth
accor to a first enbodiment of the invention.
FIG® ? l%@%%henatlc view for explaining an
he aut hentjcati on system

aut henti c %bon rocess in E
As shown F 55 fhBloGlt HéAPFeRt PFBRYpREcaspartial
I t 25 b P2
he Rl B A0 G0 1 O PadR, Pl 8RR iERamoncPRBdLng to
oxecutiageresubhsoninihe autbeD s LygaLL on, Subpr ocesses

22 and P1. The authentication rocésses 21 and
P2 are exerat egh bi’sfér§io@8ﬁa§€0989 eQBihﬁxlﬂstﬁeépé‘}ation

and 20 different from each other
in the seventh embodiment;

FIG. 32 is a block diagram showing a partial
configuration of the authentication system in the
seventh embodiment; and

FIG. 33 is a flowchart for explaining an operation
in the seventh embodiment.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, preferred
embodiments of the invention will be described below.

(First Embodiment)

FIG. 1 is a block diagram showing a configuration
of an authentication system according to a first
embodiment of the invention. FIG. 2 is a schematic
view for explaining an authentication process in
the authentication system. As shown in FIG. 2, the
authentication process includes two authentication
subprocesses P2 and Pl. The authentication result is
obtained based on the executing results of the authen-

tication subprocesses P2 and Pl. The authentication
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In this case, the authentication subprocess Pl is

executed by the first entity device 10 and the 5

aut henti cati on subprocess P2 is executed by the second
entity device 20. As used herein, the term of

aut henti cation process neans the process of verifying
that the authentication object (person, device, and

the like) is valid. 10 The term»f validity nmeans that

the criteria authorized by the verification side is
satisfied. The termof authentication subprocess
meansubpeopessesspLoantii PRt arengxkbatadt Bonkieati 8Ad second
process. For exanple, in the case of the

aut hemtitut demipescé8sandi af théfbrenet fEromlbach other.

i nformati on, the authentication subprocess includes 1)

capt it Bigi g heapponthei euthenthmatdanaadbpyoerssalli ng
characteristics. Sonetines conbination of 1) and 2) is

r ef e7¥ea t®9akY ohlee afit heht pEhE F¥ndstibBroEBs3NATRAS, in

the authentication process, one.ot nore 20
auth%%%?%%f%%ﬁg%ﬁ%pgﬁ%ggggésﬁagzbéseﬁéﬁﬁPESdbPYtEge second
di ff ent | deyi ces separately. The post-stage
auth%%??%%t?%%igﬁbggbcess may be executed based on the

result OfAEhGSEQrﬁé§E%H? aHLhept}ca iQUtﬁHRQESS%%énZgrocess

or the post-stage authentication subprocess may

exead £tls Whbopto k85T 6E NGet P DEGT PR SEAB AUt hent ication
aut henti cati on subprocess. The au?hentlcatlon system

i nclatsipsct hepdétssh, -dddicentahy €eyi cexdp, isheasegond

entity device 20, and a verification device 30. The

veriTheateon odbvvazkidity means that the criteria authorized
by the verification side is satisfied. The term of
authentication subprocess means the process constitut-
ing the authentication process. For example, in the
case of the authentication process using the biometric
information, the authentication subprocess includes 1)
capturing the biometric information and 2) extracting
characteristics. Sometimes combination of 1) and 2) is
referred to as one authentication subprocess.

Thus, in the authentication process, one or more
authentication subprocesses may be executed by the
different entity devices separately. The post-stage
authentication subprocess may be executed based on
the result of the fore-stage authentication subprocess,
or the post-stage authentication subprocess may be
executed without referring to the fore-stage

authentication subprocess.

The authentication system includes the first
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30 includes a conmuni cation unit 31 and a context
verification unit 32. The communication unit 31 5
conducts comuni cation with the first entity device

10. The context verification unit 32 verifies the
context generated by the first entity device 10. FIG
3 shows the configurations of the first entity device
10 and the second entity device120.-The 10 entity

devi ces 10 and 20 include comunication units 11 and
21, confidential information managenent units 13 and
23, antheptdeatioe generati BgcuAbt 8nt4tgndeddce 200 and
context generating units 15 and 25, respectively. The
firsé eatifycdevboedé@icacBadesTan autrhi€ntbeabnodelSce
subprocess Pl executing unit 12. The second entity

devi 8@ Rocindeadescammanthehtboatihdh SibpndcessoRZext
executing unit 22. Confidential information 1 for
geneY%f%gbC?ﬁéoﬁuFﬂéhtBéatoTthCpm@vhéggtyogtgnéd B3A
the confidential informtion, managenent unit 13 of the

20 f7PLUEhTi TOMHBUICRTION WhBNCBREI déRFtapntity device 10.

i nf t] f ting the aythenticator i

orevi BeeT S EE8F o8 P he CRELRBAR HonCPal SF BEGPRat PenContext
it 23 of .. it i ce 20.

Tho efEbdcdd by2endl o EDF SRECDY SRLLLY T8V 0% 20

devi ces 1Pr@nd320,6Qudugt EBSfEéMEEBQQ gr whth the,

verification device 30 and the éntity devices 2Z207an

10 evri ofy adiev exé et Dabndevheescr888CEhEYEYded4ctN8r. The
aut henti cation subprocess 21 executing unit 12 of the

firstnenty tgedevéseld0avRer0it e5clieagbhgihiedtion units 11

and 21, confidential information management units 13
and 23, authenticator generating units 14 and 24,
and context generating units 15 and 25, respectively.
The first entity device 10 includes an authentication
subprocess Pl executing unit 12. The second entity
device 20 includes an authentication subprocess P2
executing unit 22. Confidential information 1 for
generating the authenticator is previously stored in
the confidential information management unit 13 of the
first entity device 10, and confidential information 2
for generating the authenticator is previously stored
in the confidential information management unit 23 of
the second entity device 20.

The communication units 11 and 21 of the entity
devices 10 and 20 conduct the communication with the
verification device 30 and the entity devices 20 and 10

which are external devices respectively.
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tion subprocess Pl to output the executed result. The

aut henti cation subprocess P2 executing unit 22 of 5

the second entity device 20 executes the

aut henti cati on subprocess P2 to output the executed
result. The authenticator generating units 14 and 24
generate the authenticator on the inputted data using

the confidential information-read fromthe

confidential 10 information managenent units 13 and

23. For exanple, the authenticator is a digital

si gnat ureTbe aumbssageatavhhenbpeatees eadexeMAEingFehit 12
exanple, in the case where the authenticator is the

di gi PhlI tBeghatatecnthey demitdehdi akebnfesmahkonurbansica-
a pajr of a private key 15 and a public key in a

publ FEOReFURPYRESTF aBhytol AutRet theeewhentetheesult.
authfnticaéor %S nmessage authentication code, the
conf 1 dent &R hf 67 hatT ofURBRASEES cBANBREREFINGhIBRt] 82 of

| dwth th Lficati devi 30. |
Phe caee pahe Fstbhrptilet b FRorRaE: bhei supbepkecation
. The € o 8u
BesumiP i Re Tt LR BRI TRl LOF PPeufettesbbred 1

t he confiﬂ@@tg@théﬂé95£@&£Oeeﬂaeggfggnﬁngﬁgt§41§P§294

23. The public key certificate corresponding to

pri vadree Ketye i Shepr &t 10aist Yo 85H€6h F £1080 BnSQELLS] ]
authority (CA) based on the public key ?gfrgéérﬁgﬁﬁréglng

The Wontextf igerer a1 non fovst 1én anda@5cfOn M bhdeconfidential

executed results of the authentication subprocess P1

15 g tigprumandgenent hen fitd hehtawdt 290 SEBPr e£88S1e,

P2 executing unit 22 and the authenticator outputted

frorhhe authenticator is a digital signature or a message
authentication code (MAC). For example, 1n the case
where the authenticator is the digital signature, the
confidential information means a pair of a private key
and a public key in a public key cryptography. In the
case where the authenticator is message authentication
code, the confidential information means a common key
which is previously shared with the verification device
30. In the case where the confidential information is
the pair of the private key and the public key, it is
assumed that the public key certificate is stored in
the confidential information management units 13 and
23. The public key certificate corresponding to the
private key is previously issued from a certificate
authority (CA) based on the public key infrastructure.

The context generating units 15 and 25 form the

executed results of the authentication subprocess Pl
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the authenticator generating units 14 and 24 accordi ng
to a specific format. The context generating units 15
5 and 25 output the forned results. In the specifica-
tion, the information formed according to the specific
format by the context generating units 15 and 25 is
referred to as specific context. Each of the units 11
to 15, 21 to 25, 31 and 32 i 19 the devices 10, 20,
and 30 may be realized using either a hardware nodul e
or a software nodule. The same holds true for each

uni teselcdeding thetf okl owi tgeesbedenentstidA€Bubprocess P2
referring to a flowhart of FIG 4, an operation of

t he exgdteningatnbdn 8ysaed hhwi agthbetabaver dbtputted from
configuration will be described. (Overall Operation)

As sHFwRRhenE catopheenanatimgennitat Ldnandglésaccbsding
transmtted fromthe verification device 30 to the
firstoehtFRSCHRYT ckoumat sT1Thet penbeR¥EuUgPBArat ingeundts 15
aut hentication process.is started, The authenticatiaon
rengg% %gyp?%%TBd%h?hEOF%?%rﬁ%?V%FStha?nsEE%i?P@@lFHGa‘
aut hent i cat)i on. .and.-the requirenent _necessary .

to secdﬁbﬁéﬂ%x%€%$%ﬁ%iﬁg£u 2HeH cArT3h lﬁ?oE%sEheTﬁBXlelc

om0y Dl eon CORL | FOREr YRS ufDeLO1BTE8Y25 s

random nunbers. Wen t evice 1l

r ecejemsy ddie t@%@e%ééﬁfi@ncéﬁ%ﬁét (ST2), the first
entity device 16 10 is pursuant to the predeterm ned

aut hent i ced¢Iono £ ptsessios thecguibenpicabi 95, PEOCERS 32 in
speci fied by
the devices 10, 20, and 30 may be realized using either
a hardware module or a software module. The same holds
true for each unit added in the following embodiments.

Then, referring to a flowchart of FIG. 4, an
operation of the authentication system having the above
configuration will be described.

(Overall Operation)

As shown in FIG. 4, when an authentication request
is transmitted from the verification device 30 to the
first entity device 10 (ST1l), the execution of the
authentication process is started. The authentication
request may include the information that specifies
the authentication process and the requirement
necessary to securely execute the authentication
process. The information includes challenge value
formed by random numbers.

When the first entity device 10 receives the

authentication request (ST2), the first entity device
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the authentication request. Nanely, the first entity
device 10 transmts an execution request of the 5

aut henti cati on subprocess P2 to the second entity
device 20 pursuant to the authentication process
(ST3). The execution request may include the
information that specifies the authentication process
and the require- ment necessaryjgo securely execute
the authentication 10 process, included in the

aut hentication request from the verification device

30. Theisxpausuantrequest pe¥dedbeAihBel Hd€nkR®ication
i nformati on, which is necessary for the execution of

the puohessi oat tha subpentesstPanapdochekdspaky rhvdt be
first entity device 10. 15 Wen the second entity

devi eee2@utkertyestihe remeestionNamquest thk Fhest entity
aut hentication subprocess 22 (ST4), the second entity
devi ¢@vdeei 50 pbranamni tsoanhexepubiieneraijnedt of the

aut henticatjon process or the authentica- tion process
spec???%%nBﬁc?FEOQUFHEHfPEQFFoﬁzr§9ué§§ secpndnenhéty

i £ication device 30. Napely, b ti th

nut Herr R O B BT8R B i DaRT CRB L LAG process (5T3).
t Fcattor : o |

by e et ehLh CEER ool R BBLIGRY €AY SReqrpaion that

entidpederics 20 SBLRLRNSIL @iﬁéegﬂéﬁgs egHbt§he2§equire—

Then, the executed result of t nti cati on

SprWﬂﬁ@S@e&&bé&r&n@&té@guf@l§h@x@@@ﬁ@*ﬁhgegﬁﬁﬁéhegcation
unit 25, and the context generating unit 25 generates

17 mproeeond spetidéd LontieXtap2hd OF 188 i Ont PEquest from

following structure. At this point, the |nforﬁat|on

i ncltiydedremification device 30. The execution request may
also include the information, which is necessary for
the execution of the authentication subprocess P2 and
held only by the first entity device 10.

When the second entity device 20 receives the
execution request of the authentication subprocess P2
(ST4), the second entity device 20 is pursuant to the
predetermined authentication process or the authentica-
tion process specified by the authentication request
from the verification device 30. Namely, by executing
the authentication subprocess P2 pursuant to the
authentication process in the authentication subprocess
P2 executing unit 22 (ST5), the second entity device 20
obtains the executed results.

Then, the executed result of the authentication

subprocess P2 is inputted to the context generating

unit 25, and the context generating unit 25 generates
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the execution request may be inputted to the context
generating unit 25. 5 FIG 5 shows the structure of
the second specific context p2. The second specific
context p2 is formed pursuant to the specific format.
The second specific context p2 includes a header
bl ock p2h, a data block (execution contents) p2d, and
an aut henticator 10 bl ock p2a. The header bl ock p2h
includes the information for identifying the second
speci fic context p2. Further, the header bl ock p2h
may &nseadedt bpechfornabhesxenp2t BerfkHUShUEROk ol RBWing
second specific context p2. 15 The data bl ock p2d
i ncl geEeCthecexebtt tdisepulittof thehendotkhantbaatheluded in
subprocess P2. Further, the data block p2d may
i ncl tld@ ehecrhiernteavAstneayded inptheedekectuheonontext
request or _the inforpation which can identify these
pi ecteOF 2T hRGr Rt F o2 As used herein, the data 20
bl ock (exggﬁti%n ﬁontenbs) means the information used
to deci de” wWRet Ref"PHE bBfettrBpErE8nCidElpcEecaRE BRecific
ik [ t erification side perforns the
aut ﬁ%%é?%%? i%%‘i?@%l%%‘g%? n%??c%ké‘? Bt RBF P{%els formed
obj rsSatit sfbe h ' i ot . e ta bl ock. .,
negﬁ§I25 thes§%f%?%a§?%%i%g%e?%?éﬁpin %%%hsggond Specific
aut hemtieat ioN 115¢DRIOSESShed Q8 r X BHPL epélfj? DI QIEL 1L Eock
information (for exanple, fingerprint infornmation)
generatetityon déhtempd Urp2g, SAhProcessthdh€icator
aut henti cator block p2a is the information

block p2a.

The header block p2h includes the information for
identifying the second specific context p2. Further,
the header block p2h may include the information on
the structure of the second specific context p2.

The data block p2d includes the executed result of
the authentication subprocess Pp2. Further, the data
block p2d may include the_information included in the
execution request or the information which can identify
these pieces of information. As used herein, the data
block (execution contents) means the information used
to decide whether the object (person, device, and the
like) to which the verification side performs the
authentication is valid or not, i.e. whether the object
satisfies the criteria or not. The data block means
the information generated in each authentication
subprocess, for example the biometric information

(for example, fingerprint information) generated by
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i ncludi ng the authenticator generated in the foll ow ng
procedure. 5 The context generating unit 25 fornms the
executed result of the authentication subprocess P2
pursuant to the specific format, which allows the
context generating unit 25 to generate the header

bl ock p2h and the data bl ock p2d of the second

speci fic context p2 10 (ST6)- The adt henti cator
generating unit 24 reads the confidential information
2 for generating the authenti- cator fromthe

conf fdehtrahgi afibpmatiess .managenent unit 23 (ST7). The
aut henti cator generating unit 24 generates the

aut hent i caAh6r agihend livedder bBlogdk pg2h isnd hel 5 niflverndeatiaon
bl ock fd using the confidential information 2 (ST8).
FinaFPg,u?E@gc Reeftithentigetng asnerasetiorims thehdollowing
generat ed .aut henti cator pursuant to the specific
fornRfS°TH&F8tore, the context generating unit 25

gener at es e ticator bl ock p2a.i_ncl uding.the 20
authenticgbgr?ggkg%? 9%§e58598Qtuﬁéﬁegét%ﬁgnﬁni egxecuted
conc nat eset a LG . _hl t.Q e_header
Bl oci poh: o the dar 2 broakehad SFbepagendsrpopuzdithe
genet @t €ns hepsecend §8§ﬁhELCwﬁ9859§%18%s(§ﬁg)cggQ%xt

second entity device 20 transmts e secon

specgénergonhgxiinpe genesageteratbhenabgugqeperabib®Npon and
to the first entity device 10 (ST10). Then, the first
entitlye dévizeblOckep2iives the 38cosacepdcspeei tbdtext p2
context (ST11l). In the case where the entity devices

10 aflF®0- i nEhedeusherticatoongentrating unit 24 reads the

confidential information 2 for generating the authenti-
cator from the confidential information management
unit 23 (ST7). The authenticator generating unit 24
generates the authenticator on the header block p2h and
the data block p2d using the confidential information 2
(ST8). Finally, the context generating unit 25 forms
the generated authenticator pursuant to the specific
format. Therefore, the context generating unit 25
generates the authenticator block p2a including the
authenticator. Then, the context generating unit 25
concatenates the authenticator block p2a to the header
block p2h and the data block p2d of Step 8T6 to
generate the second specific context p2 (ST9).

The second entity device 20 transmits the second
specific context p2 generated in the above operation to
the first entity device 10 (ST10).

Then, the first entity device 10 receives the




verifying units 19 and 29, the first entity device 10

can cause the specific context verifying unit 19 to 5
verify the format and aut henticator of the second

speci fic context p2, and thereby the first entity

device 10 can verify whether the authentication
subprocess P2 is executed in the valid manner or not.

The specific context verifying wpit-19 can refer to 10
the confidential information in the confidentia

i nformati on managenent unit 13 during the

veri becahdoBpecEdithebntiektngeessary, thhenepegiskl Ghere
context verifying wunit 19 nay deci de whet her the

i nf othat eohitgcHadédeisn10t haddavaibkeakiep3geicn ftilte context
specific context p2 satisfies 15 the predeterm ned

crit Berafyingounits éPt hoed 24sethehéifrstsenendtivt evice 10
device 10 executes the authentication subprocess Pl
US|n@aPhEauﬁﬁtEBﬁtﬁ@ﬁ?ﬂéhcsGﬁpt@éésgepifexeguunng aRi tto

12 (§T % ﬁnd the executed result is obtained. At
t hi sVpbiht FRE §9r@65t@HPsaPﬁE?BHééaFﬁrtﬁé saeongcond

d
rororpfFEE FhaBREnRY. onnenEneprh %58%?%16&%?%%&@!
pr OC§§§18‘5 ibe095098§§f?pgﬁé%hgg thf ﬁgg{jlesﬁlcag\}f%le

aut henti cati1on request rom e verl

30. Q@bﬂh@@es&hPZe¥§CH§§QuE§§u%B eﬁet031§8tm§HBEEaB&°Hot

subprocess Pl is inputted to the context generating

uni tTHS, spedi fhe eontext G@Bff?lh&guHEtt1§5c99n§E§E§Sto
- 20 a first specific context pl forned

f ol | e ngon St deict s B. iAEothh 8100 D, th@echEQEEHEhQW
included in
information management unit 13 during the verification.
Further, if necessary, the specific context verifying
unit 19 may decide whether the information included in
the data block p2d in the specific context p2 satisfies
the predetermined criteria or not.

In either case, the first entity device 10
executes the authentication subprocess Pl using the
authentication subprocess Pl executing unit 12 (ST12),
and the executed result is obtained. At this point the
contents included in the second specific context p2 may
be referred to or not referred to. It depends on the
previously determined process or the process specified
by the authentication request from the verification
device 30,

Then, the executed result of the authentication

subprocess Pl is inputted to the context generating

unit 15, and the context generating unit 15 generates
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the authentication request and the information

included in the second specific context P2 may be
inputted. 5 The first specific context pl has the same
structure as for the second specific context p2. The
first specific context pl is formed pursuant to the
specific format. The first specific context pl

i ncl udes a header bl ock plh,-a zlat a-bl ock pid, and 10

an aut henticator block pla. The header bl ock plh

includes the information for identifying the first
specafftrsonspatipic Eontbet, plt ferheaden bheckophBwing
may include the information on the structure of the
firsttepecutéc chntekisppoin, Thhedahfiobinatkopi ncluded in
includes the executed result of the authentication
subptlReddtmnt Fupther, refaedat andbtbekipfdrmagion included
i nclude_the information included in_the ,

aut heht FRRt FORCr@qtReEL L L ReCPREBX FRPR oRaithPehigRKt ted.

id i f h . pi f _i.nf tion, or the contents
20° i ncl udBiS: b PRG. SBRONASpBerEPECCBht B2 Bhe TRES

auLNENLACALOL DLORK PLAC | Selifa) DEOE IR Lofonl DL ughNo

t he aut I cator generatedi

prOQ@er£&r§@35§@€£§f ?ﬁﬂ@éQEigg Hgi%ogée&oéﬂgsﬁggt to

executed 25 result o e aut hentication Subprocess

Pl pthsugécipid heosneei fiendor sy whiehrall ouscihle p1
context generating unit 15 to generg?e t he heé@er P

bl oclknqludend -h&ddet hieldak apbhpck Ph€aob16BR HlaSt and
specific context pl (ST13). The authenti cator
genexrataduighemi tcdor dablsck hela.

The header block plh includes the information for
identifying the first specific context pl. Further,
the header block plh may include the information_on
the structure of the first specific coﬁtext pl.

The data block pld includes the executed result of
the authentication subprocess Pl. Further, thé data
block pld may include the information included in the
authentication request, the information which can
identify these pieces of information, or the contents
included in the second specific context p2.

The authenticator block pla is the information
including the authenticator generated in the following
procedure.

The context generating unit 15 forms the executed
result of the authentication subprocess Pl pursuant

to the specific format, which allows the context

generating unit 15 to generate the header block plh and
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confidential information 1 for generating the
authenti- cator fromthe confidential informtion
managenent 5 unit 13 (ST14). The aut henti cator
generating unit 14 generates the authenticator on the
header bl ock plh and the data bl ock pfd using the
confidential information 1 (ST15). Finally, the
context generating unit 15 forngy the generated

aut henti cator pursuant to the specific 10 format.
Therefore, the context generating unit 15 generates

the aneheathcBieekbboekopl aneneglivdicngpkleric context pl
aut henticator. Then, the context generating unit 15
concabehal es The authenticatot bkaekapliagt antife 1headerds the
bl ock pl h and the data block pfd of Step ST13 to 15
genetanéidaetintsinfpemationcodnfext gphetSTih)y. thee authenti-
first entity device 10 transmts the first and second
specFFF%rcBﬁP@xFéeppoaﬁédBQFlgénéﬂépématﬁonhesnab@ment
operation,_as_the authentication context to the ,
vgri??%gt?8niagégbe 36DESFEFRenspcrherygenerasingnunit 14

' ifi for d t henti cat f
the $EadrokEhs e =bRReutiontotnen: P ResHEaxPlogk pin and
d ' ification.ynit .32 (SE18 .
o Baiay hecRop Aot BE! HhEaLLgR bk 8 (R H S e son 1
di 01 tet1s] gnabungi 1y NecRantent ox2SauRELRLEAL! AR1UNLE forms
32 verifies the authenti cator u5|n8 the corresponding

publ tite kgynetatéheacanenviBhokhgurayhReNthCahRr shecific
nmessage aut hentication code, the - 22 context

veriformit on TheteBarygrthéesohbexauybaatheahgr unisi Ny

t he common key previously shared with the entity
generates the authenticator block pla including the
authenticator. Then, the context generating unit 15
concatenates the authenticator block pla to the header
block plh and the data block pld of Step ST13 to
generate the first specific context pl (ST16).

The first entity device 10 transmits the first and
second specific contexts pl and p2, generated in the
above operation, as the authentication context to the
verification device 30 (ST17).

The verification device 30 verifies the format and
authenticator of the received first and second specific
contexts pl and p2 using the context verification
unit 32 (ST18 and ST19). 1In the case where the
authenticator is the digital signature, the context
verification unit 32 verifies the authenticator using

the corresponding public key. In the case where the

authenticator is message authentication code, the
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devi ces 10 and 20. Wen the verification device 30

fails the 5 verification of the authenticator (ST19;

NG, the verification device 30 decides that the
authenticator is invalid and the process is ended

(ST20). On the other hand, the verification device 30
succeeds in verifying the authenticator (ST19; OK),

the 10 verification device 30 2zan verify that the

aut hentica tion subprocesses P2 and P1 are executed by

the valid entity devices 20 and 10 respectively, and

t he corté¢ktcaecrohidavice G8fitaB2alepifecesf yhthatithbfticator
aut hentication result assured by the pieces of 15

confR &Ry i Bine | pdoremt kov pfevheushyi slpadedi ebsh20handntity
10 i s optained. Accordingly, when the verification
devi%%vﬁ%e%u%%e%ﬁg £@-verifying the authenticator,

t he process is, normal |y, ended (ST21). Further, if '
necessary’ ?ﬂetgﬁrV?F&ﬁ%F6ﬁ188v9881§9 Aty faéérdege20
whet . ' f. inf t] i ncl [ dat
Bl ocleet bt HEabHon 3t Hre ret SRt f et SEnd eht e PICANACPS
ti ' . . T Con.
car ARt ehip ol sheasuescselily oL LERhLAD, Sheor

doesifNoinsaliSfynd hen&rpi&Eeds (DI 18nadp) (sthg) verifica
25 tion device 30 deci s that the verification is

failed, amdchbeophecessntis endedetSF20tidhenethee 30
information satisfies the criteria (ST19; OK), the
verifucaedn D3 velevi ¢en@Otliecadesehhbtatde (ST19; OK), the
verification is successful, and the process is

nor nE@ 13 grfelpf Sfvice 30 can verify that the authentica-

tion subprocesses P2 and Pl are executed by the valid
entity devices 20 and 10 respectively, and the
verification device 30 can also verify that the
authentication result assured by the pieces of
confidential information of the entity devices 20 and
10 is obtained. Accordingly, when the verification
device 30 succeeds in verifying the authenticator,

the process is normally ended (ST21). Further, if
necessary, the verification device 30 may decides
whether the pieces of information included in the data
blocks pld and p2d in the specific contexts Pl and P2
satisfy the criteria of the successful verification or
not without ending the process. When the information
does not satisfy the criteria (ST19; NG), the verifica-
tion device 30 decides that the verification is failed,
and the process is ended (ST20). When the information

satisfies the criteria (ST19; OK), the verification
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As descri bed above, according to the first _
enbodi nent, the verification device 30 can verify 5
the contents of the authentication subprocess executed
by each of the entity devices 10 and 20 based on the
aut henticator. Therefore, the managenent (each _
authentication entity device) assures each authentica-
ti on subprocess and the verificagion side can verify
10 the assured contents, which allows the
trustworthiness to be inproved in the whole
aut hdrtiicat B0n deicdciess thiat e vdetidilca thilte MBNAgRIIdsFul
to which the authentication subprocess bel ongs
assupBg the stracesentis comverliiyngnideel proTedss
constituting the authentication, 15 and the
nanagenenﬁslﬁ@é@ﬁ&ﬁ@glﬁﬂ?%ﬂdﬂﬂgﬂﬂnd;nqwupfuhanﬂlrst
i ndepe nt o cllent aut henti cation environnment
to n%?E?glFﬁg veF £ YRS catden dﬁﬁéﬁ@féﬁeca@nVerlfy
r bi r rifica Sld can . verif t
guthéﬁ?|§g ?ohgregglgﬂeaﬁH PRACEFGSLROr SHPRESSEISS ﬁ@ecuted
i mpreye e 0 hent i.cat i process, Further
the br 7D bFor Bes s kot Rk 2P, BrRe 20, harart fof

the @Héhsaﬁhga£aegtegoce%ﬁeéaﬁo%xec%égfpgégggggggg (each

aut henti cation subprocesses In €ath

any sofhéneltopish eAtity devices Qggu?gs each authentica-
aut henti cati on subprocesSes. For exanple, I'T can

veritiof osubbpeocase andwbhehvtheradpbhephi ¢ahkoRap girify
subprocess is divided into two or nore processes,

t he theeaspundi chonhhentb| ahibrNhltakE0Bh8UBRLGERSS®Siness
are executed by the different entity devices, the case
to be improved in the whole authentication process.

In more detail, the management to which the
authentication subprocess belongs assures the statement
concerning the process constituting the authentication,
and the management integrates the statements in
a format independent of the client authentication
environment to notify the verification side.

Therefore, an arbitrary verification side can verify
the authentication result, and the trustworthiness is
improved in the whole authentication process.

Further, the verification device 30 can verify the
validity of the authentication process and executed
results of authentication subprocesses in each entity
device for any combination of entity devices and
authentication subprocesses. For example, it can

verify for the case in which the authentication

subprocess is divided into two or more processes,
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in which the post-stage authentication subprocess is
executed by referring to the result of the fore-stage

5 aut henti cati on subprocess (e.g. the subprocess Pl is
executed by referring to the result of the subprocess

P2), and the case in which the post-stage authentica-
tion subprocess is executed not by referring to the
result of the fore-stage authengidcati on subprocess 10
(e.g. the subprocess Pl is executed not by referring

to the result of the subprocess P2). The first
enbotiheentseaynbehdodi thedaslchuthahtithe iBhi ¥abprkR¥sses
in the public key cryptography is stored as the

conf pdénekarutaflobgpathendififeaehtobntheylbevices, the case
confidential information managenent units 13 and 23

and lﬁhﬁhaGFhéhﬁl@Qﬁ@rsgégérauthgnumcat1¢ngenbpabeess is

t he authentlcator as the digital signature in the
publ?%eCREﬁ cPYptBErapRYIuEPnEhEnESPHLFaPE kb, fpe-stage

th th lidit f h of th

en{f?ygggh%eéﬁéégg15u§ﬁaoﬁﬁgﬁg?ﬁg§hrﬁagb§§g§r8%e§ﬁe%l is
bl hist t |

B herefEted Bl B8 L LG PN AT KERUTSFFr Ebg ybprocess

veripyj ndafhec RUbLLCe ESYWQEE% £h8a SEgLoggﬁe ggtke%tlca—

entity devi ces 10 and Seco

secottogndeeh iets of 1 EhéxéBMﬁga'98t'§yagefé§gﬁk§ t8fthe
the authentication systemin which a generic conte

25 g@m@lﬁt®ﬂgth@lfoﬂ@-s§a§§dﬁﬁth@n@1£hﬁ§Bnegﬁbb¥ocess
device 10. FIG 6 shows a conflguratlon of the first
entitg.g9. the subprocess Pl is executed not by referring to
the result of the subprocess P2).
The first embodiment may be modified such that
the private key in the public key cryptography is
stored as the confidential information in each of the
confidential information management units 13 and 23 and
the authenticator generating unit 14 generates the
authenticator as the digital signature in the public
key cryptography using the private key. In this
modification, that the validity of each of the entity
devices 10 and 20 is assured based on the public key
infrastructure which is the external authenticatibn
infrastructure can be verified by verifying the public
key certificate of each of the entity devices 10
and 20.
(Second Embodiment)
A second embodiment of the invention is an example

of the authentication system in which a generic context
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device 10. FIG 7 shows a flowchart for explaining the
operation of a portion to which the generic context 5
generating unit 16 is added. The generic context
generating unit 16 fornms the information which can
identify a first specific context pl and a second
specific context p2 and the authenti- cator outputted
froman authenticator generatimpurits 10 14 pursuant

to the specific format, and the generic context
generating unit 16 outputs the results. FIG 8 shows

t he gtnrematuyeg ofinithel geheraddedntexs . fiAsgeartity device
context g includes a header block gh and an

aut hidht i ct@r Dl Yekvgyaa qoef headet loh ook ghei fittsdesntity

15 tﬂe jnfg@?ation which can identify the first and
sec 1&et fi d Hont ExgRopa anbloechane feadexpbibokng the
gh may _further_include the information on the

_S’t . uo eurra.etzocfr? t?‘lfe a Q%%‘H%n c’b?]t"é@&c?;; ‘%\}p@ qehréeric context
i nf ol feag{!ﬁﬂcd;%&d%dlé nistggaeﬁi%ea(gt henti cati on request.

The "aut tor block 0O the information

inC|UdirKkﬁé“béﬂg té&ﬁ%@ﬁ%?@%ﬁ%fﬁ@ﬁn%i@n%@el§sforms the

fol l owi ng manner. The opera oW i he f1r:
ent iinf dedtonl Ghich A | Bded©s £16; f4188¢ esgg’@cg:f.efale@tcontext
rated.

until the first specific context”™ pl 1s gen

Thempl thel gererdon St £d ganesal igh) 4Hd ttHd authenti-
generates the header block gh of the generic context

g. Faécautdvdputgatdort ragerat atuttgentidateh rgadsrating units
confidential information 1 26 froma confidentia
i nf dénPirGN aPEndge e apEaifli3y foimtutdentiteatgeneric
generating unit 14 generates the

context generating unit 16 outputs the results.

FIG. 8 shows the structure of the generic context.
A generic context g includes a header block gh and an
authenticator block ga. The header block gh includes
the information which can identify the first and second
specific contexts pl and p2. The header block gh may
further include the information on the structure of the
generic context g and the information included in the
authentication request. The authenticator block ga is
the information including the authenticator generated
in the following manner.

The operation flow in the first entity device 10
is similar to the first embodiment until the first
specific context pl is generated. Then, the generic
context generating unit 16 generates the header block

gh of the generic context g. The authenticator

generating unit 14 reads confidential information 1
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aut henti cator on the header block gh of the generic
context g, the first specific context pl, and the

whol e 5 of second specific context p2 using the
confidential information 1. Finally, the generic
context generating wunit 16 fornms the generated

aut henti cator pursuant to the specific fornmat.
Therefore, the generic context 2f§enerating unit 16
generates the authenticator block ga 10 including the
aut henticator. Then, the generic context generating
uni t ftémcancanéndersibheiatibheatiocat aanbheakntgantie 13.
t he header bl ock gh to generate the generic context

g. THeR, auhbepbhertorcoanexbtgegenaticng4ugeherdfies the
out puts the generic context g. 15 The first entity

devi 28EABNELGALATt 8Nt hBeghRafips bdemrkegh gfamdet beneric

first and second specific contexts pl and p2,

obt af RREEHY ?hetQBogérEEeFHFFéﬁ}ca§°§E€HénP’caa“ﬁiéﬁe whole
t ext Lficati deyi ,30. Th ) ,

veri 71 careantaaleEisg CEpFRRecBEnES i Bnpoarantsgential

aUthfﬁféfﬂé@[o?fl¥hEFiﬁgfiy?g5g8$§ghgrﬁgp%gﬁénggﬁ%Q%rating

a context verification uni roug

tionynit P@nf@§m§a§ﬂet8eﬂgféﬁ¥dtQStEHBE?P%EggtbBquant to

context ac generated aCcording to the va

aut hemé i spec1f08 PoOREES. Thef@RoAbSOthe ¥ehbLied bhdkxt
the 25 verified result is assured by the confidentia

i nf oyemeratong ofinibel engéhyrabeshthe authBAEERBRbr block ga
supervi sor of the whole authentication process.
Fur theeludingaphdea@Zheneasyton. | d8henf ythbegeneric context

managenent supervisor. |f necessary, the context
Veriq%%%&%%*p%nm@lgzlﬁagoncatenates the authenticator block

ga to the header block gh to generate the generic
context g. Then, the generic context generating unit
16 outputs the generic context g.

The first entity device 10 transmits the generic
context g and the first and second specific contexts pl
and p2, obtained by the above operation, as authentica-
tion contexts ac to a verification device 30.

The verification device 30 verifies the format and
authenticator of the received generic context g using
a context verification unit 32. Through the verifica-
tion, it can be easy to verify the authentication
context ac generated according to the valid authentica-
tion process. It can also be verified that the
verified result is assured by the confidential informa-
tion of the entity which is a management supervisor of

the whole authentication process. Further, it can be
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performthe verification to the format and aut henti -

cator of the first and second specific contexts pl and

5 p2. Through the verification, it can be verified

that the authentication subprocess P2 and Pl are

executed by the valid entity devices 20 and 10
respectively. It can be verified that the

aut hentication result is assur®d by the confidentia
information in the entity 10 device. Further, the
executed result of the authentication subprocess can

be kewmswn to détmtify the nesesganyntt vepyevrifbeati on

device 30 may deci des whether the pieces of

i nformati &h necetsdadyi nthbecdataxbl vekiplidaandnp@diktn32 may
the specific contexts 15 pl and p2 satisfy the
critReTECH thre “erteteablonabehehei Earhan. amd authenti-
descri bed above, apcording to the second enbodi nent,

in deftiF T off tohe hel BFF eI ot eepRdf FPEEL L bbea heKEs Pl and
can verifie t&gt the.guthentication 20 contex%,ié
asstted DY TREIRONTT dENt Rt CR SR nat F onebf Pt KeT ehi feythat
whi [ S t | sor.of the_.whole

Ut ot AT DAIEIE - RFL YL 0 PR abllopr (58 Cexecutea

i dergdy fahd hes TBRagRIBN) &&Pfégésgg-aﬁa I@erégﬁggg%vi%y.

enbodi nent, the generit context generating un

i s addeshd od heeit NSi&e ©hat hendi fstheoPibliYi88VEEEULP is

of the first enmbodi nent. However, the invention is
not disuted by the SeeoONde tDOUI MBAG rM2Biok0in EXREPERLitY

even if the entity device except for the first entity
devidmvil®e or Finetlest | tyheleykeeuwdd che loEs of the
authentication subprocess can be known in detail.

If necessary, the verification device 30 may
decides whether the pieces of information included
in the data block pld and p2d in the specific contexts
pl and p2 satisfy the criteria of the successful
authentication.

As described above, according to the second
embodiment, in addition to the effect of the first
embodiment, it can be verified that the authentication
context is assured by the confidential information of
the entity which is the management supervisor of the
whole authentication process, and it can be easy to
identify the management supervisor.

In the second embodiment, the generic context
generating unit 16 is added to the inside of the first
entity device 10 of the first embodiment. However,

the invention is not limited to the second embodiment.
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not generate the specific context generates the

generic context g, the same effect can be obtained. 5
(Third Enmbodinment) A third enbodi nent of the invention

is an authentication systemin which a context

generating wunit 15 of a first entity device 10 in the
first and second enbodi nents includes a context

i nformati on 10 associating unit287. -FIG 9 shows a
configuration of the first entity device 10. The

context information associating unit 17 relates the
execltitroaxefmpiire awehentfi thti entshprecesse Rttt For the
the reception of the second specific context 15 p2.
Ther &1 8p6, enhétryodesitegéfepat ithg enitt t15 dewtipet sihitdhe does
first specific context pl associated wth the second
specPPFcIEBREBRE p2e FRechEicaseniesite ggnelrioges: chiecgieneric

structure exists. between the contexts, the context
whi ch® Pg §ﬁt8ceg5ﬁt?9m§eﬁéﬁ39édcﬁ§ Pef ePtadned - 20 as

| ower cont context which is subsequently
gener at ed ?ﬁ gfgpkgglpsn higher context Because

the: gener o AORkeKhBHONIN R Gn? L9 denerated after

all the speci cont ex are gener

contgxthéstibet hbahestteRANt fXinidh EIQBn%Qx§h§rat§§tlng

exanple of the first specific context gen

assoghati DR ®WELA fhﬁsﬁeéﬁﬁgtySB€QhEbC1@0QEeﬁhep%1Q%t and
the context information 29 associating unit 17

t hi sseased émboasﬁeﬁtattﬁaluuésaéhbemeéxby1hmékﬁét&%n
t he second specific context
associating unit 17. FIG. 9 shows a configuration of
the first entity device 10.
The context information associating unit 17
relates the execution of the authentication subprocess
Pl with the reception of the second specific context
p2. Therefore, the context generating unit 15 outputs
the first specific context pl associated with the
second specific context p2. In the case where a
hierarchical structure exists between the contexts, the
context which is antecedently generated is referred to
as lower context and the context which is subséquently
generated is referred to as higher context. Because
the generic context shown in FIG. 7 is generated after
all the specific contexts are generated, the generic
context is the highest context.
FIG. 10 shows an example of the first specific
context pl generated in association with the second

specific context p2 by the context information
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p2 in the data block of the first specific context pl.
Therefore, the verification device 30 can easily

detect 5 dependence between the authentication
subprocesses from the authentication context ac. FIG

11 shows an anot her exanple of the first specific

context pl generated in association with the second
specific context p2 by the centegt knformation 10
associating unit 17. In this case, the association is

achi eved by having a reference in the header block of

t he Bssstispéaigf uaiconvext 1pl thilke cagker @mee assddi@tion

i nformati on which can uniquely identify the second
specﬂﬁlécb@ﬁweﬁtbgzlnbduuhegexaepbec@a@c&pbedfu@ Yontext
FIG 10, since the first and second specific contexts

pl aRd &2 &he depropdackncd mest fagstospeditfiics context pl.
nece to recursively performthe verification.
Therig OﬁﬁnytP@sHGFéééceFéPneﬁéﬁﬁpé pENSEy eapadint yetect
or ca uired for .the.verification 20

deV|ce b&eﬁégggéF%ggﬁr S ax HﬁPElSPtFPG.SY?pr§Fﬁ§§eS from
t he £hésgugggnﬁgﬁgg? gpgéhgegtcontexts pl and p2 are

depl oyed I'n veriffation can be

perfor”EdFIGn §§rbﬁbwsTQﬁrgkgmﬁert%§ %@p%% %%eﬂf§rs

11 is effective in the case ere e Smal |- anount

25 r§§Qbi§§ceébﬁtéxtnptheM@EbEbeaEhogggSEn% €130 w1%% the
descri bed above, according to the th dr ment

in aﬁdcbndnsp@ciBEceEBﬁﬁéﬁtOEZtB? EhéSEoﬁﬁgx%01n§%§%ﬁ@lon

enbodi nents, the dependence between the aut hen-

ti catspncsabpngcesseslassorhathiswetbet hehkendis¥boddakion is
achieved by having a reference in the header block of
the first specific context pl. The reference is the
information which can uniquely identify the second
specific context p2. In the example described in
FIG. 10, since the first and second specific contexts
pl and p2 are deployed in a nesting form, it is
necessary to recursively perform the verification.
Therefore, many resources (for example memory capacity
or circuit scale) are required for the verification
device 30. However, in the example of FIG. 11, since
the first and second specific contexts pl and p2 are
deployed in parallel, the verification can be performed
in serial. Therefore, the example of FIG. 11 is
effective in the case where the small amount of
resource exists in the verification device 30.

As described above, according to the third

embodiment, in addition to the effects of the first and
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speci fic context can be clearly expressed in the case

of the nesting structure shown in FIG 10. 5 In the

case of the serial structure shown in FIG 11, while

t he dependence between the specific contexts can be
clearly expressed, the specific contexts can be
associated in parallel. Therefore, the anount of
information on individual speci8dc 40 context can be
decreased, and the burdens of the context generating
process and anal yzi ng process can be reduced. (Fourth
Enbosie oendl) edbbaumeht epbodemdapeatichbe bBY@BELORKES a@dthen~
15 nodification of the first to third enbodi nents.

Par t F EGd BEPY, sibprheefoast Asenbodimenwitanthet hedtividual
cation systemis specifically shown using the
auth%%??ég%?oﬁomiﬁhttﬁénbbgnﬁﬂeacanﬁbpnasssd iRl Ghelzase
shows_a exa in which the first 20 enbodinment is
appl TEd*1% %h?ﬁeﬁFFESFPBﬁ ghevemin(héFei Alft er

f d Card nodel ,
{ﬁcFLgsngEo gé?v8?58e9?05£ SerécﬂséFrﬁFﬁPGFnﬁ%PUﬁ in

d 20' ., .25
TENSBEGET A0 08 e, B0 bl BFTDE L RpeotheeoRlen 28

The server dev i ce

per f &5 &8 § heaNSEE @PéQ§P§'8 %k@@sé& OLAEr g 58cEE?¥'de

a certain service. The user or mat | On managenen
deviEeentddxt & nE€dmides é@@oéﬂ@@édoﬂnoﬁaﬂﬁﬁﬁglng YREbefore,

bi onmetric information (hereinafter referred to as
the amount of information on individual specific
context can be decreased, and the burdens of the
context generating process and analyzing process can be
reduced.

(Fourth Embodiment)

A fourth embodiment of the invention is a
modification of the first to third embodiments.
Particularly, in the fourth embodiment, an authenti-
cation system is specifically shown using the
authentication with the biometric information.

FIG. 12 shows an example in which the first
embodiment is applied to an authentication system
(hereinafter referred to as MOC model (Match On
Card model) including a server device 30’, a user
information management device 10/, and a biometric
device 20'.

The server device 30’ includes the function of
performing the user authentication in order to provide

a certain service. The user information management
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bionetric tenplate) referred to in the authentication

and the function of matching the bionetric tenplate

and 5 the bionetric information (hereinafter referred

to as bionetric sanple information) captured fromthe
user in the authentication. The bionetric device 20

i ncludes the function of extracting the bionetric

sanple information fromthe~usgr who is of the

aut hentication 10 object. As shown in FIG 13, in the
fourth enbodi nent, the authentication process to the

aut héaviicat 10n deqleskes themruhetsenver @eviag@n30user
includes a process P1' by the user information
manafépBAt rdeviporfatand dhéSepnacdess 22fehyeiheo as

bi ometric device 20'. The process P1' is executed
baseBlOMet héCekBrBOLale) es6ferardt e ipr besaurPentTation
user _| ngna%ion nana%enent device 10' returns the
execﬁ?gd BstHPStoPnt RE PrbEcBiBEStPE bigRetzic sempiete and
aut h icatiopn context to the server 20 device 30'.

The ggévé%oﬂggfﬁg §5§OFW§F6883?Pﬁée&8ﬁ§ﬁﬁFc§€¢§ﬁreQn¢P as

31 i ficati it 32. Th .
SLopteibersonestoye et oL B The
t he ﬂﬁ@rab@ﬁ@ﬁﬂ?&é@ﬂoﬂ?na@ggegﬁoﬁ8¥kgg é%bicghEOZSincludes

context verification unit anal yses t cont ext

genetisé egubyt 1 B8 G5eExt PEOE DRI PR MBRBHETES hge
10'. 32 FIG 14 shomg t he co%figﬁratio%gggEt gﬁéégr

i nf o méd ot hemagenent tdeviser 10ho TBecHSEhe authentication

object.

As shown in FIG. 13, in the fourth embodiment, the
authentication process to the authentication request
from the server device 30’ includes a process Pl’ by
the user information management device 10’ and a
process P2’ by the biometric device 20’. The process
P1’ is executed based on the executed result of the
process P2’. The user information management device
10" returns the executed results of the processes P11’
and P2’ as the authentication context to the server
device 30'.

The servef device 30’ includes the communication
unit 31 and the context verification unit 32. The
communication unit 31 conducts the communication with
the user information management device 10’. The
context verification unit 32 analyses the context
generated by the user information management

device 107,



i nformati on managenent device 10" in the fourth
enbodi nent is the device in which the authentication 5
subprocess Pl executing unit 12 of the first entity
device 10 in the second enbodinent is replaced with a
mat chi ng- process executing unit 12'. Therefore, the
user informtion managenent device 10" includes a
comuni cation unit 11' with whi gk the comunication
10 unit 11 is replaced and a context generating unit
15" with which the context generating unit 15 1is
repl aced. FIThe lidnptHowanc hatdast £ iofu e GOMRINGAat | Q.
unit 11' and context generating unit 15 are set to
t he ARfelmagiopr oeesyemeatutdevyg cenilto ‘12" ThEheisdavi ces
such ,as the I C 15 card and the smart card nmay be used
as t hBIQLBR tipRf BeRagest NivasEydmentl Odeine & he0' fouftE

15 sho&sdthe natching-proqess,executing unit 12'. The
mat cA'RGEpPELEs S SekBEULRNG Coniltr ¥Pichnéihgdesthgngseation

info [ nagenment unit 12 d a bionmetric 20
info%ﬁnggﬁeﬁgtggiﬁéeSHﬁﬁnﬂzuﬁP%Tﬁ Bitokeer ifd regmsndtid y
of agpersan i n r the user, information,
nmanagenent égcggeﬁTg'sgggg oF%%OdﬁWep elfsgFplaced with a
| nf oREBERONGNBRBYREENE HRLL 1 1 nikt 1bs  desirable

that the usgfﬁinfornatfon nﬁﬁgggﬁéktlgnrt géeffggrﬁasthe
t anpesereshsbanbtebar agh8gkakbhesSdeThee §onf identiyal 5
information stored in the confidential information
managemeunioatfoh3unitt be’ usethi RhOEABRERBN com3dnication
managenent device 10' may be stored in the user

10 i nf ophti bh hanageheaeduantl 42tantext generating unit 15

15

20
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with which the context generating unit 15 is replaced.
The input and output of the communication unit 11’ and

context generating unit 15’ are set to the matching-

process executing unit 12’. The devices such as the IC

card and the smart card may be used as the user

information management device 10’.

FIG. 15 shows the matching-process executing unit
127, The matching-process executing unit 12’ includes
a user information management unit 12’a and a biometric
information matching unit 12'b.

The biometric template of a person who is an owner
of the user information management device 10’ is stored
in the user information management unit 127a. It is
desirable that the user information management unit
12’a has tamper-resistant characteristics. The
confidential information stored in the confidential

information management unit 13 of the user information
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- The bionetric information matching unit 12'b perforns

the matching process to the bionetric sanple 5
information received fromthe bionetric device 20" and
the bionmetric tenplate stored in the user information
managenent unit 12'a, and then the bionetric
informati on matching unit 12'b out puts the matching
result to the context generati ng3unit 15'. 10 FIG 16
shows the configuration of the bionetric device 20'.
The bionmetric device 20" in the fourth enbodinent is
t he Baunpeementwhiewhcehé OAumhgnbiecatrioaed SHORINRC 5% P2
executing unit 22 of the second entity device 20 is
repl ABEATHRERCR Bapedemegtpuodssd21B.executing unit

22" . Ther&%oreh the hionetric device 20" includes a
conmuni cat 'En aAMEtFLC windie rigitdleon med chbdmeunindat il@f b
uni t Is replaced and a context generating unit 25
mnthp§%f5%m gLSoW?EQ 1B8nBFaFfFR§ tanithezbijgetric sample

SRR e e e oF bBin 5 anPe op  rigr et 60) and

unit 21" an géne

t he @ﬁ@tHi&ﬂ@t?i@cﬁéﬁ%féggugkgg?gggk gé%%gggg ipformation

capt uri ng- process executing un

proaessagémenpt Wiing1d hg, bioretnlg LpLopgmpLen from a
person who is the authenticati%ﬁégbfg%tgggée? ver al

Qper &t foma Then fhavnehang 6eftexp!Bi BhegutberpRERALERD g

of the server device 30" is simlar to the flowchart

f or BUSukikptai vhageomeevpegané pat ohgt heiverpfi cation

device 30. Then, FIG 17 shows the flowchart for

expl ai ni ngIG. 16 shows the configuration of the biometric
device 20’. The biometric device 20’ in the fourth
embodiment is the device in which the authentication
subprocess P2 executing unit 22 of the second entity
device 20 is replaced with a capturing-process
executing unit 22'. Therefore, the biometric device
20" includes a communication unit 21’ with which
the communication unit 21 1is replaced and a context
generating unit 25’ with which the context generating
unit 25 is replaced. The input and output of the
communication unit 21’ and context generating unit 25/
are set to the capturing-process executing unit 227,

The capturing-process executing unit 22’ performs
& process of capturing the biometric information from
a person who is the authentication object.
(Overall Operation)

The flowchart for explaining the operation of

the server device 30’ is similar to the flowchart for
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t he operation of the user information managenent
device 10'. 5 The user information managenent device
10" receives the authentication request fromthe
server device 30" (ST2). It is desirable that the

aut henti cation request includes the challenge val ue
which is of the random nunbers generated in the server
10 device 30" or the informati op4on-a requestor for
identifying the server device 30'. Then, the user

i nformati on managenent device 10' transmts the
execexpbainényesheobparht 06Rt bECShEevEeeriPEOEBESdEQice 30.
the biometric device 20" (ST3'). It is 15 desirable

t hat Thér, eXEGut L dnshegaeshei Atbudbesrthéorchaplengeng
val ue which is of the random nunbers generated in the
serveite deRfEat3on of the vwaebrinfpomatdant henrgguestor
for identif¥'pg the user information nanagenent

devi 28V 10° . gO‘V%en the bionetric device 20" receives
t he execygéon requ e bionetric device

n est §8T4'%, th :

20' performs the ngSE 8- 5P CHPPAPPRG EnECHBi6RetFi ¢

i nf ' ts t

A R e e e
Obt ajeei dde3 @6 PEPIPI Il £r SAUPLES 1 PIOIOBEALN. (AL Lhi S
point, it is desirable that the capture i onetric

I nf cruwdEt o &St 1 dh aRSh e S di h Bt @ad ber fOr HRY 1 s Lab
to the matching. - gﬁi Then% based on the o%tg#ggdbglue

bi ortiréic sanpt echd nf onddh | Oinbé he §OMs EXtc@engr 8hbNGerver
unit 25' generates
device 30’ or the information on a requestor for
identifying the server device 30’.

Then, the user information management device 10’
transmits the execution request of a biometrics device
process to the biometric device 20’ (ST3’). It is
desirable that the execution request includes the
challenge value which is of the random numbers
generated in the server device 30’ or the information
on the requestor for identifying the user information
management device 10'.

When the biometric device 20’ receives the
execution request (ST4’), the biometric device 20
performs the process of capturing the biometric
information of a person who requests the authentication
(ST5’) and the biometric device 20’ obtains the
biometric sample information. At this point, it is
desirable that the captured biometric information is

transformed into the format suitable to the matching.



10

15

20

25

[ tric device specific context p2 having the
2t?h2?ﬁre shown in FPG. 18. The specific context shown
5in FIG 18 is pursuant to the definition of a
profile in the fourth enbodinent. In the case where
another profile is defined, the specific context
structure shown in FIG 18 may be changed. The
bi onetric device specific context p2 includes 10 a
header bl ock p2h, a data block p2d, and an authenti -
cator bl ock p2a. The header bl ock p2h has a bionetric
devi ce i déMami drased gunertat it alates] Bienethald engepole
val ue, .and the requestor. The bionetﬁlc dey!ce o
i dentPEPEMaEE Ahe TN GOREE*GN dfetre nartiiquelun itd@®Y fodmgrates
15 the, biometric device specific context p2. The
genefabitSREGAEE e iRE isﬁie&lﬁﬂ.lclf _@ﬁ’ﬂt@dqttcaiia rligi\iltﬂ;m; ctatee

n ' i.c _devi speci fic context p
\gAgﬁef’ E?Eamﬁi%ﬁﬂ elﬁlgg%&al 3@ ‘i s e SP&CddhhBddext shown

ess . execution 20

I ncl ydeern the;hi i.C . devi pr.o ) ( ,
requgst. The ga#% EEE%E?%Ed%éa§%ﬁa98_ﬁﬁét&fanéﬁ;@cproflle
sanpie thtoEsBtianefBbaiped i n Eﬂet gogggg'%hggeogggkher
tion capturing process or a hash value which'is "o

uni dpreftienak Hefichean. thbespdthenti caleL Rl Q¢ u@%?re

has the authenticator for assuring data integrity o

25 tHobnohet FIG. degi meyspecthhggeantext p2. In the

nodi fication of the first enbodi nent, the _

aut hent i cih®erbigsehgipr deateckepebased eontB&tPYb! iiGcludes
key 3 infrastructure i s shown as a public exanpl e of

t he agﬁ??@ﬁ{i%é?%k_th, a data block p2d, and an authenti-

cator block p2a. The header block p2h has a biometric
device identifier, a generation date, the challenge
value, and the requestor. The biometric device
identifier is the information for uniquely identifying
the biometric device specific context p2. The
generation date is the information indicating the date
when the biometric device specific context p2 is
generated. The challenge value is the random numbers
included in the biometric device process execution
request. The data block p2d may have the biometric
sample information obtained in the biometric informa-
tion capturing process or a hash value which is of a
unidirectional function. The authenticator block p2a
has the authenticator for assuring data integrity of
the biometric device specific context p2. 1In the
modification of the first embodiment, the authenticator

using private key based on the public key
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The context generating unit 25 generates the header
bl ock p2h and the data bl ock p2d of the 5 bionetric
devi ce specific context p2 (ST6). The authenticator
generating unit 24 reads the confidential information
for generating the authenticator fromthe

confidential information managenent unit 23 (ST7).
Then, the authenticator generatiég -unit 24 generates
10 the authenticator on the header block p2h and the
data bl ock p2d using the confidential informtion
(STSnNLFE statugtutdel sosiext gensrmbbhic uakim@be of OERE
t he authentjicator pursuant to the specific format.
TherBdr t ¥¢rRt @ont ext generating unit 25 15
generates_the authenticator block p2a including the
aut hent | CHOrCOTHERE FPREEdRIRXt Uthe? Bl | Bgnenatessthe

congat epat t he thenticator block p2a to the header

bl og'keapcgent gﬁdjcg%t@blaorb U ‘gﬁt%t]%]p"%ﬁ'ﬂo%% genklhat e

t he i i i ce eci fic context ‘). 20

The %ogr{r?éttrhcg gjié:cee s%gec%grlacnscfﬁri%e’ﬁ]é%i éﬁ?)rl c %16
devigg 1sReci ) t i i.c sanpl e,

i nf or mat i on,Cfév\tll(wbirg%{garfégag%ﬁleflg%eld@?npt%gé oV’ rr%n(%ﬁ%’c,ientlal
t o tike d1sket sidH Fawmtd Ot FERNK ;9?&4% 105+ {STADL) -
Whe;'the usé} inforﬁ%tion ngﬁgggﬁ%nt é%f%%ﬁ%&éésééé% the
I ec @iores dene: ik 10NRT 7 ren AN e EnSRAFAHd o GOt ©X43 p§8T7) .
(ST11'), the user information managenent device 10
exefitees tthe mattdlemy qrocesershoming dlik 480 generates

(ST12'). 37 In the case where the verification of the

bi offder iddt hgakiisce tope airf ith e ditasiar pl adc gpatechrid orhe

the bionetric
data block p2d using the confidential information
(ST8). Finally, the context generating unit 25’
forms the authenticator pursuant to the specific
format. Therefore, the context generating unit 25
generates the authenticator block p2a including the
authenticator. Then, the context generating unit 25’
concatenates the authenticator block p2a to the header
block p2h and data block p2d of Step ST6 to generate
the biometric device specific context p2 (ST9’).

The biometric device 20’ transmits the biometric
device specific context p2 and the biometric sample
information, which are generated in the above manner,
to the user information management device 10’ (ST107).

When the user information management device 10’
receives the biometric device specific context p2

(ST11"), the user information management device 10’

executes the matching process shown in FIG. 19 (ST12').
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device 20" is required in executing the matching

process, a function unit which perforns the analysis 5
and verification of the specific context may be

depl oyed. In the matching process, the bionetric

tenplate is read fromthe user information managenment
unit 12'a (ST12'-1). Then, the process of matching

the bionetric 10 tenplate and t Bé capt ured bi ometric
sanpl e information received fromthe bionmetric device
20" is perfornmed (ST12'-2), and the matching result

i s oBfhaithed cabigehetriee tingt ofeinid irceduilon i alteputifoatbtric
(ST12' -3). The matching result may indicate OK . .
( mat ER¥AF Casiecid iNGCEutRattc IREd ) e caridr etch & nvat chiengpiometric
result may indicate a material for the authentication
deci SPEAC F&B e%&nﬁle&,ulr§idmllnareixte5¢ut§éﬂﬂeélﬁlet Fatching

bi o [ empl ate and the .bionetric sanmple .
nf OPEGF LS oin (HECTa0] 4DIEn Lt BeREAT oS snalysis
mat eghal el L.r abl h the .20 hionetric sanple
nf or het ivgr%tlgﬁ a?%éhb?gngp%i %E)teé:rjfpllgt gongFgt may Be

trangéplgpdqginto the format suitable to the matching
before perform ng the matchi ng process. Then, the

context garetaki BGtWhihglProgerer ates b@%m%@gi%P%%ﬂHﬂ%te is
context pl forned in the structure 25 shown Iin F

20. ThedMbEompebkf ueeeonh€stmpk ibAChHAEgenbhe Deadeno: 5
bl ock plh, the data block pld and the authenticator
bl ockSPla’ -38. THeeheatlee blkockspl bfhaatahspgcicheCbiometric
context _identifier, a profile nanme, a specific
Cont%ﬁmp%?b@,and the captured biometric sample information
received from the biometric device 20’ is performed
(ST12'"-2), and the matching result is obtained.
Then, the matching result is outputted (ST12’-3).
The matching result may indicate OK (matched) and
NG (unmatched), and the matching result may indicate a
material for the authentication decision. For example,
similarity between the biometric template and the
biometric sample information can be used as the
determination material. It is desirable that the
biometric sample information and the biometric template
are transformed into the format suitable to the
matching before performing the matching process.
Then, the context generating unit 15’ generates
an MOC specific context pl formed in the structure
shown in FIG. 20. The MOC specific context pl includes

the header block plh, the data block pld and the

authenticator block pla.
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a bionetric information type, a issuer, a subject,

the requestor, the generation date, and the chall enge
5 value. The specific context identifier is the
identifier which is assigned in order to uniquely
identify the specific context. The specific context
type is the information for identifying the type of
the specific context. The issuéB is the information
for 10 uniquely identifying the entity issuing the
specific context. The subject is the information for
uni quel y Tihgeheiafdgimdp ltaek gith tha s eceipaaigf tchecontext
specific context. The requestor is the information
for tHERELE}PHg BhEroditiet parequestsipegitfic swedicktc type,
contex%n The generation 15 date is the information

i ndi BaPi-ABEEReCdafd ORRER LORe tYBSecitf 16 G exd Subject,
gene gted. The _chal | enge value.is the random nunbers

h h
gene%a?eaeﬂyeﬁﬁgrénf' ygfgﬁﬁégﬁkﬁgdaﬁﬁe_?ﬁﬁEFHQ:Challenge
Cont@éﬁueTheTH%B@gQE?%%ﬁPEgngggtbH%%%E&E%e%ﬁé%bﬁpﬁb

i nformati on, mat chi ng orithm “the

resul Hendn@itheynRbaMeLr b sdghiee i SP8G4kiC +6on ,
The bigﬁetr%c dgta infor%gtgoﬁgiﬁélﬁ ggrtﬁg dﬁ?&uely

i nf ot deht OfyconeespeBd rihecobicem®t i GhkempPlealiFisedntext
for the matching. The matching algorithmis one which

i s utypezéd themah€birmgt2bnt ferbiidevtriifyihemmhat € y@rd of the
the bionetric sanple information. The natching result
i s theecnfocnavnbaxtindlTbat isgukhe iseshkt ioffotri@tion for
mat chi ng process. 39 The authenticator block pla has
t he @htABALY chdentifyingsshei agtihy dasaingt ede tspeafific
the bionetric device ,
context. The subject is the information for uniquely
identifying the entity receiving the specific context.
The requestor is the information for identifying the
entity requesting the specific context. The generation
date is the information indicating the date when the
specific context is generated. The challenge value is
the random numbers generated by the entity requesting
the specific context.
The data block pld has biometric data information,
a matching algorithm, the matching result, and the
biometric device specific context. The biometric data
information includes the information concerning the
biometric template used for the matching. The matching
algorithm is one which is utilized in matching
the biometric template and the biometric sample

information. The matching result is the information

indicating the result of the matching process.
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specific context. In order to associate the two

specific contexts pl 5 and p2 with each other, as

descri bed above, the nesting structure or the

paral l el structure may be adopted. In the case of the
nesting structure, as shown in FIG 20, the bionetric

devi ce specific context p2 may be included in the

data bl ock pld of the MOC speci 8ec 20 context pl. In

the case of the parallel structure, as shown in FIG

21, an associ ated specific context identifier (for

exanpl e, Bhenetutihedeviater ddrtdl ipdra) hafsortheniaqirlianticator
identifying the biometric device specific context p2

may Beri asbudédgi nhehdlavaCigpegirfity 3 ¢chrt éxomeit.rithelevice
context generating unit 15 generates generate the
head&8PeBL&&R ﬁpﬁtﬁﬁ@ the data bl ock pld of the MOC

specific conte P1 (ST13). The authenti cator

generating Ny A ef4t@eﬁéﬁ@@é@tﬁh§h§U¢W@hﬁﬁﬁﬁkﬁiQN?QHR?XtS pl

20 h oblock plh and. the dat pld u3|n t he
confl enPlaV Ef%?ﬁgtlgﬁefSTfﬁ gﬁﬁc§? §)a PWﬁaIF?e nesting

the copfexl,-gepera B'ngﬁggﬁﬁ % st&%%%? %hﬁgngﬁ adopted.

aut henticator pursua e spe

Ther ehotge ERSe BQnEEéthEEQFQt%@9u83h&e}5ﬁs9%%%%%ti%

t he aut henticator 25 I'ncluding't

authEDGLCaDQFthEhsﬂombhglccagbﬁéE QEQ%EQEanOHQb§t1%2 may
concatenates the authenticator block pla to

headee bhotkdptihiandhe 48tadbtachl pck pEdtat @b@ps§g%3f1c
to generate the MOC specific context P1 (ST16').
context pl. 1In the case of the parallel structure,
as shown in FIG. 21, an associated specific context
identifier (for example, biometric device identifier)
for uniquely identifying the biometric device specific
context p2 may be included in the MOC specific
context pl.
The context generating unit 15’ generates generate
the header block plh and the data block pld of the
MOC specific context P1 (ST13). .The authenticator
generating unit 14 generates the authenticator on the
header block plh and the data block pld using the
confidential information (ST14 and ST 15). Finally,
the context generating unit 15’ forms the authenticator
pursuant to the specific format. Therefore, the
context generating unit 15’ generates the authenticator
block pla including the authenticator. Then, the
context generating unit 15’ concatenates the

authenticator block pla to the header block plh and
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The generic context generating unit 16 generates the
generic context g fornmed in the structure showmn in 5
FIG 22 fromthe profile and MOC specific context. The
generic context g includes the header block gh and

t he aut henticator bl ock ga. The header block gh has
version information, the issuer, the subject, the
requestor, the challenge value,4@eneration tinme, 10 a
valid period, a profile list pfL, and a specific
context list idL. The version information is the

i nf odlaed i lohook pldepi Shepf STha sorgenaretef thheMOC
mul ti nodal authentication context. The issuer is the
i nf o¥P@ET BhcfepnbarguBly ( $Eéﬁfify|ng the entity 15

I ssuing the generi¢ context g. The requestor is the
|nfornat|BHefSﬁnﬁﬁﬁﬁuﬁPQtﬁﬁénE?P9Fﬁ§lﬁﬁeuéhFlﬂ§ generates
requ stln t he geneglc con%ext hal | en

SOt SRt R BRt e e terarbadhyt RaSontFigtire 2hitn in
reQUﬁfé'ngztfgo@epﬁé' Breont &xhng- mdbe genetal! 0B, LLIe.

20 is the Tnformatfion I ndi cating

generic t S t I p [
t he |nforﬁg?|§ﬁh?%éch?ﬁggkg ge%ngsgﬁgmﬁﬁghﬁghggﬁsﬁlock

of tdie ageneré cacoméexicgrbs Nabid. gdhe ’Pﬁ@fhégdleksblock
pfLi1s the list of the profile corresponding to the

specjt ilta 25vepni @xt inNotMet YEAET tBe COBEEXE, gthghgubject

specific context list idL is the |ist of t he
i denthd i ezquds Thr untigeietlyall degei vabsel hgespeatibn time,
contexts P1, P2, ..., which exist 41 in the generic

contiextakid Ter hed hent praf bte ol ishepfbnerind sospexifin

t he
context list idL. The version information is the

information of a version of the structure of the
multimodal authentication context. The issuer is

the information for uniquely identifying the entity
issuing the generic context g. The requestor is the
information for uniquely identifying the entity
requesting the generic context g. The challenge

value is the random numbers generated by the entity
requesting the generic context g. The generation time
is the information indicating the date when the generic
context g is generated. The valid period is the
information indicating a period in which the use of the
generic context g is valid. The profile list pfl is
the list of the profile corresponding to the specific
context in the generic context g. The specific context
list idL is the list of the identifier which uniquely

identifies the specific contexts Pl, P2, .., which exist
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aut henticator block ga is the information for assuring
the data integrity of the generic context. 5 The

generic context generating unit 16 generates the

header bl ock gh of the generic context g (ST13GQG. The
aut henti cator generating unit 14 reads the confi -

dential information fromthe confidential information
management unit 13 (ST14G . Thedhuthenticator 10
generating unit 14 generates the authenticator on the
header bl ock gh of the generic context g and the whole
of MIC Gpecyénertontexteypt @sing the confidentia
informati on (ST15G . However, in the case where the

MOC spe0|?b% %@hh%&?lﬁﬁtp§ o1 b pgnehécnesntagtisn the
structure i S necessary that the bionetric device
specttt %%%ﬁ% rp@l?%kag%ol$nEP%db@f@ﬁm@héOBbF@étaéﬁurlng
t he tnﬁntlcator Flna eneri c cont ext

genef t%wﬁ?tﬁ%F*BYn% E%eg%%g?ﬁ}%dc%ﬁFﬁéFtlcator
Bt o, U oo L Lot iR Lo (00 200

generl C COI’] generati ng un

aUtrEHE'HEﬁ&grthﬁgk |@E|Hﬁén eﬁgfléué$§€%§9a&orSTl3G

Then, the generic context generating uni

Con@ﬂéﬂﬁﬂﬁﬁéﬁﬁﬁbéﬁﬁf‘ hERdOIndl @¢ke 984 t Peilig Qﬁédgénfl—
bl ock gh to generate the generic context g (ST16

The deserid Infiof MmO SERNBGEIEIH e dEVh ERddRtial r§ﬂ§gkﬁ1§tlon
the generic context g and the specific contexts pl

and npheggendret autihtent3 ca3TIAG contBixé agtihientid@tothe

server device 30" (ST17). The operation of the server

devigeng@ting gimitl a¥r4 generates the authenticator on the
header block gh of the generic context g and the whole
of MOC specific context pl using the confidential
information (ST15G). However, in the case where the
MOC specific context pl is formed by the nesting
structure, it is necessary that the biometric device
specific context p2 is also included in the object of
the authenticator. Finally, the generic context
generating unit 16 forms the generated authenticator
pursuant to the specific format. Therefore, the
generic context generating unit 16 generates the
authenticator block ga including the authenticator.
Then, the generic context generating unit 16
concatenates the authenticator block ga to the header
block gh to generate the generic context g (ST16G).

The user information management device 10

transmits the generic context g and the specific

contexts pl and p2 as the authentication context ac to
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to the operation of the verification device 30 of the
second enbodi nent. 5 As descri bed above, according to

the fourth enbodinment, the first to third enbodi nents
can be applied to the bionetrics to obtain the sane
effect as for the first to third enbodi nents. (Fifth
Enbodi nent) 10 A fifth enbodinent is a nodification of
the fourth enbodinment. The {if4dh emnbodi ment is an

aut hentication system (hereinafter referred to as

STOC (Store On Card) nodel) in which the bionetric
devittee 20erhas déreicmt 30 ngSTUhLti on i nstead of the

user information 15 managenent device 10'. Bionmetric
Devi ce Prbeseprhetiygdrofntbentervarndftgenesdd’ dégi eémilar
10" transmts the bionetric device process execution
requedtth |%C?E|%I¥T‘1E;l%nb‘?6n’é}'ﬂ?lEe{féFer%géO‘Po depsce 30 of the
bi ometric qﬁﬁ vice 20'. The bionetric device 20

per FETRHEE hat gﬁﬂ?%b bet ween the received bionetric

tenpl ate ﬂgdd%ﬁgrlggﬁtgggyghﬁ gEEE §ag8|ghe fourtpes

i nf or mation cé 20" "genera

the Bhos®ind ce deﬁ’hgefg?s‘ép%' %Er&oé‘ﬁﬁé& xﬂ@ntgoggﬁdbé”

the structure shown 1n usi ng the nat c
resppl1ilde ©boMRErbLonderies €9’ obtansMhé t88e effect as

bi onetric device specific 43 context p2 to the user
i nf of oBt tiod PRngaget@nthdedi eebdOiments.

(Fifth Embodiment)

A fifth embodiment is a modification of the fourth
embodiment. The fifth embodiment is an authentication
system (hereinafter referred to as STOC (Store On Card)
model) in which the biometric device 20’ has the
matching function instead of the user information
management device 10'.

Biometric Device Process

The user information management device 10
transmits the biometric device process execution
request including a biometric template to the biometric
device 20'.

The biometric device 20’ performs the matching
between the received biometric template and the
captured biometric sample information. Then, the
biometric device 20’ generates the biometric device
specific context p2, formed in the structure shown in

FIG. 23, using the matching result. The biometric

device 20’ transmits the biometric device specific
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The user informati on managenent device 10' (generates
the STOC specific context pl fornmed in the 5 structure
shown in FIG 24 fromthe received bionetric device
speci fic context p2, and the user information
managenent device 10' transmts the obtained STOC
specific context pl to the server device 30'. As
descri bed above, according to the fifth 10 enbodi ment,
the fourth enbodi nent can be applied to the STCC
nodel . (Sixth Enbodi nent) A sixth enbodinent is

anot ¢RIt ewidi B2 cae | e ofseheinfounahienboanagamenpsdevice
shown in FIG 25, the sixth 15 enbodi ment is an

aut hEhti cation system (hereinafter referred to as

mul t i nod syste cluding at | east b one r C
devi Ices 2 yu%?*m?orr%a'rvagm%aaﬂeﬂﬁaﬁe“ﬁﬁg'lce '

th !
gﬂth a |on |n %ﬁlcgggg%lg ¢RQE§ELé foﬁBed in the
b' 0 fd&t@f@ h&%wgagﬁtl Ofléanz E’efESﬁ’f}' {:ﬁgdfg%eiyéangﬂ:ﬁ@trlc

tching results east two types o I onet

I nf UdRL EONs t O TBKE EHEL HREI %12 ONanisenel nEermMahiEgPmation
Managenent vice Flow FIG 26 shows the flowchart for

explmd md ggmé e depi eper @t | DPAahSmat ¥S€hel 8HOANAEHOBTOC
managenent device 10". In this case, the bionetric
devi spe @i Dtessomxecut pbntor eheesérivsrt damsoet 8éd.t o
the two bionetric device 201" 44 and 202". As shown
in FIG 2¥s déecnhbedi agopeocassordkagutipnghenift f12
executes the two matching processes
empbodiment, the fourth embodiment can be applied to
the STOC model.

(Sixth Embodiment)

A sixth embodiment is another modification of the
fourth embodiment. As shown in FIG. 25, the sixth
embodiment is an authentication system (hereinafter
referred to as multimodal system) including at least
two biometric devices 201", 2027,

Multimodal biometic authentication should mean the
biometric authentication in which the higher-accuracy
biometric authentication can be realized by fusing the
matching results of at least two types of biometric
information to make the decision.

User Information Management Device Flow

FIG. 26 shows the flowchart for explaining the
operation in a user information management device 10”.

In this case, the biometric device process execution

request is transmitted to the two biometric device 201"
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in parallel (ST127-1 to ST12'-3), the two matching

results are fused(ST12'-4), and the result of the 5

fusion is outputted (ST12'-5). In addition to the

met hod of fusing the plural matching results in

parallel, the fusion technology in the multinodal

aut hentication includes the nethod of fusing the

matching results in series. Fn tHhe ease of the 10

in-series fusion, the specific context is generated

for each matching process, and thereby the _

aut hérd @&vi’on Psosthextn dgs g 28ac it heutreenttiicat ipfocess
process can be generated. In the case where a server

devi8§e§@¢l@€rPPP§s12153é§ﬂwgﬁﬁIﬁ&ﬁihﬁﬂimﬁtqhﬁ?gxnrqqesses

the nul tinndal .s it is necessary that the .
assogﬁagﬁgﬁqgﬁltﬁg%jgbﬁ&nﬁp-S@&@iﬁﬁ)pr6%§§§&§ ﬁ?tchlng
erf in e -aut h .cation _context. As shown in

P 55E s A kARl L cBR e 585?"’%{@‘# ithe

t he : | . St t ,associ ati on,_af .t he
authgﬁ§ﬁgg?ﬁ§ngg? gggggsnggﬁgbe%§reaﬁnggd&}lPWeto the

spechbtaosoBtrexhs iRy, +RR, Pgﬂ@s?nll'ag\é’thﬁglg the Aegting

structures. As shown in F e “aut’henticati on

cont paraatelor prd irnstba ﬁ@%hh6g0g§t&%CEH%embﬁ%ﬁﬂﬁbﬁg

the parallel structure, the higher 25 structure holds

the petbeshéeaknbor matiladesf thbenkeWed SEr ¥gkUng, the

whi ch allows the hierarchical structure to be

r eal F2BBhaRBNgeEHétspépi becieont eXhstRe, cBRe afdtR3. -

45 Therefore, the association of the authentication
procel8sesreasn fesignli £b@. specific context is generated for

each matching process, and thereby the authentication
context assuring each authentication process can be
generated.

In the case where a server device 30” verifies
each authentication process in the multimodal system,
it is necessary that the association of the authenti-
cation processes is performed in the authentication
context. As shown in FIG. 28, in the authentication
context ac formed in the nesting structure, the
association of the authentication processes can be
realized by the specific contexts P1, P2, and P3 having
the nesting structures. As shown in FIG. 29, in
the authentication context ac formed in the nesting
structure including the parallel structure, the higher
structure holds the reference information of the lower
structure, which allows the hierarchical structure to

be realized among the specific contexts P1l, P2, and P3.
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The sixth enbodinment is applied to the profile in

whi ch the bionetric device 201" and 202" do not
perform 5 the matching process. However, the sixth
enbodiment is not limted to the above profile, but
the sixth enbodi nent can also be applied to the
profile in which the bionetric device 201" and 202"
performthe matching processestinseveral and the

mat ching results are fused 10 in the user information
managenent device 10". As described above, according
to tHemiiete, etfbpdaertiathenfolirthe enbolémentataonbe
applied to the nultinodal bionmetric authentication.

( SRR D FHRMY 1% W 3edent h enbodinent is a

nodi fication of the first to six iments, an

th enbod . .
the severtiF oRbsth reheol Shele h SRBMGFS A BREcRIPhale in
e sl T Mt HLGERRE SRt aimd ndp Perror
As_stiourt Uhe SN
Syet O GRS e o o AT [€h r 67 ot BAh o R0 fmen

aut henticaty o &M idy deyi 883vd08ro 2018, BRd £R2es apdn

a client device 40. The authentication entity devices

10e,erdtleimentd e Cas f@épe%@lié’dtf‘@ HSE€Tp+Hf 1 8B hORhich
25 managenent devices 10, 10', and 10" andpthe

bi omate itei ontlevit b Pvi2D' 20 pndaR®"20Thepetfent tleyi B&tching
40 corresponds to the authentication systementity 46
substiaags srps devisevé ozl wid hthdenatucheny i casiibhs are fused
entity device is substituted.

in the user information management device 10”.

As described above, according to the sixth
embodiment, the fourth embodiment can be applied to
the multimodal biometric authentication.

(Seventh Embodiment)

A seventh embodiment is a modification of the
first to sixth embodiments, and the seventh embodiment
shows an example in which the profile concerning the
authentication system is used.

As shown in FIG. 30, in the seventh embodiment,
the profile can be negotiated between authentication
system entity devices (hereinafter referred to as
authentication entity device) 10e, 20qe, and 20j5e and
a client device 40. The authentication entity devices
10e, 201e, and 20pe correspond to the user information
management devices 10, 10’, and 10” and the biometric

device 20, 20’, and 20”. The client device 40

corresponds to the authentication system entity
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The profile defines the authentication system entity
configuration which executes the authentication 5
process, the deploynment state of the authentication
subprocesses in the authentication systementities,
the protocol between the authentication system
entities, a security enforcenent specification, and
the like. |In the seventh embodiarent shows an exanpl e
10 including the client device 40 as the

aut hentication systementity substituting device

whi chilcsint tortglany e v ide frofvhicitonpatabtrentidathen entity
client environment. The client device 40 has no

aut HEiticaatioruiiprtotess, and the client device 40
transfers between the 15 authentication entity devices
10e, 201ethamfFobbke iRfirpe VeridveaerbhcaeiPresgatem

bet ween the authentica- tion entity device 10e and the, .

aut F8HtT RatTBH S5O H et oy i’%é{%t%%dt%z%‘.lt%‘étlcatlon
[ ' 40 | . .

Cut At A Qe CAMEH, (kd % 0E D Bl ofDicatien

cli VA it i catd ;

Che R D A A NP SRR R O 0B jes, che

to pefdtddBia Hetasass e handld Mg dde; yhod ¢s edth hent i €des,

tion process. For exanple, a general-purpose persona
25 corguderiandredaruieid dped 1 et i ean Hed appé i edke .

to the client device 40. Specifically, as shown in

FIG 30, Imechd i sterdth etdbvodinddt i sicdwslesnt 8ample

communi cation unit 41, a control wunit 42, a profile

querinainidinmg thendlaigntofdéweice 40 as the authentication
system entity substituting device which can organize
the profile compatible with the client environment.
The client device 40 has no authentication subprocess,
and the client device 40 transfers between the
authentication entity devices 10e, 201e, and 205e and
the verification device 30 or between the authentica-
tion entity device 10e and the authentication entity
devices 1201e and 20je.

The client device 40 is connected to one or more

authentication entity devices 10e, 201e, and 20je.
The client device 40 transfers the communication among
the authentication entity devices 10e, 201e, and 20je
to perform a process of handling the whole authentica-
tion process. For example, a general-purpose personal
computer and a handheld instrument can be applied to

the client device 40.

Specifically, as shown in FIG. 30, the client
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managenent unit 44. The conmunication unit 41 conducts
the 5 communication with the external device. The
control unit 42 perfornms the process of handling the
whol e aut henti cation process. The profile query unit
43 asks the profile conpatible with each of the

aut hentication entity 10 devices 10e, 20l e, and 202e.
The profile managenent unit 44 4vanages the profile
conpatible with the client environment. Although not
shown in the drawi ng, the authentica- tion entity
devideesi a0ed 0 201@l udewl DoRecomventert farunis &/ thecontrol
units 11 to 17, and 21 to 25 in the first to six E
enbotiiert%, arkrehiel a @ty i eatt ofd erdfd 2 REQT EES

10e, 20le, and 202e5%ﬁether include profile response
uni RANEEERERE Jgett tines the authentica- tion

speci 1 Se%%%fé%%)\%w%’é.l o U f St a6 Tha ™
Some %ﬁ f%% {%ﬁC@ﬁ 0@x€@£$§y deyices 10e, 20le,
0O NoO I NC

and de t e specific context verifying

ani ts 19 PR 88nt58§ @ﬁQEIh@ besparne URbt 5rd8esands
26e respond the query of the profile fromthe client

25 devh@Rid®. tHe wxerd! guehedt: protide pegoésating

process is shown in the follow ng steps. At the stage

in which Thd8prbdhelaughenyi aattonleasksytdevpre§ilbe,

201e, and 202e are newy connected to the client

deVIQQmpmmlble|@lth each of the authentication entity
devices 10e, 207e, and 20je.

The profile management unit 44 manages the profile
compatible with the client environment.

Although not shown in the drawing, the authentica-
tion entity devices 10e, 207e, and 20pe have the each
of the units 11 to 17, and 21 to 25 in the first to
sixth embodiments, and the authentication entity
devices 10e, 201e, and 20je further include profile
response units 18e and 26e. Sometimes the authentica-
tion entity devices 10e, 20je, and 20pe include
the specific context verifying units 19 and 29, and

.~ sometimes the authentication entity devices 10e, 20je,
and 20pe do not include the specific context verifying
units 19 and 29. The profile response units 18e and
26e respond the query of the profile from the client
device 40.

An example of a profile negotiating process is

shown in the following steps. At the stage in which
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desirable that the client device 40 perforns the
follow ng steps to each of the authentication entity 5
devi ces 10e, 201le, and 202e. FIG 31 shows a process
flow of the follow ng steps. For the sake of
sinplification, in FIG 31, a profile query nessage
and a profile response nessage are described as a
profile negotiation nessage-(qd&ryrresponse). 10 The
client device 40 nmakes the profile query mnessage
(ST31), and the client device 40 transmts the

obt athedaptbéntécguéoy mpssaygedevicke ddeheldijeat iao@ 202e
entity devices 10e, 20le, and 202e (ST32). The
authéﬁ?|E@Wlﬁncéﬁﬂﬁﬁyedevpc§§81Gélez©léevlgeaﬁ@ 20Ze is
receive the profile query nessage (ST33), and the
auth%ﬁ%+eaPF§ CRAti £heqeviiers f@@lczoﬂ@ PgRdOFOSe the

b he. h ST Th
aut hERE 4t FBn BREP yoaBaFee 85 éa%sensﬁ%aﬁaf@ ke £

the profile i@époaﬁgFUdeﬁagg 0b8135k1cThg  prpbLle rocess

response nessage profile wth Sahieh %

aUthﬁﬁéwcéf'Qﬂee?51§¥w§ﬁ§ %%é Oe Fagl%hea@qkéo%% are
conpati bl e and the nount éd henti cation Subprocess.

Thens1m§@lgy&9embh9a&h091@ntBny geﬁk%@iléoéue%Qlﬁes%%%e and
202e send the obtained profile response nessage back

to 25 phefcléentsgenkeemdfshgE3ayre Thecelibedt adew gofile
40 receives the profile response nessage using the
conmmuegchi abhonnnes44géST8Ukry/ ré8pofike)cont ent s of

the profile response nessage are transmtted to the
profil e nihggereRNtuAEviss ¢Rr adles the profile query

message (ST31l), and the client device 40 transmits the
obtained profile query message to the authentication
entity devices 10e, 207e, and 20pe (ST32).
The authentication entity devices 10e, 207e,

and 20pe receive the profile query message (ST33), and
the authentication entity devices 10e, 2071e, and 20je
obtain the content of the query (ST34). Then, the
authentication entity devices 10e, 2071e, and 205e make
the profile response message (ST35). The profile
response message includes the profile with which the
authentication entity devices 10e, 201e, and 20j5e are
compatible and the mounted authentication subprocess.
Then, the authentication entity devices 10e, 207e, and
200e send the obtained profile response message back to
the client device 40 (ST36).

| The client device 40 receives the profile response

message using the communication unit 41 (ST37).
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the control unit 42 (ST38). The profile managenent

unit 44 manages the 5 response contents from each of
the authentication entity devices 10e, 20le, and 202e
as supported profile information (ST39). It is
desirable that the supported profile information is
managed i n correspondence with the authentication
entity devices 10e, 20le, and 292e.-10 The client
device 40 determnes the profile wth which the
client environnent is conpatible fromthe supported
prof The cofibtenasi of thrapedf( 5F40spoAseameesabe afre
the determ nation, the client device 40 registers the
conphrebbmiptedite thetheopibei henagemanageneit 4dnichrough
44 (ST41). The case, in which the authentication
entiEhe @evteed npeL 2814STARY-202e capable of

performng the file are provided, is adopted as

t he critegbﬁ pﬁﬁgﬂﬁérmﬁﬂéQEPSPFlénl§ ééwﬂépﬁﬁﬁé 6%enot
in the_seventh 20 epho nent % th Lteri

oy FREPOHES ot ROF ST Rt BFARnAPFOnC el SREnFaChFR -LARG Lon

t &F M Nt on glenen
Casegn&?@gﬁ&%&%ceggﬂpggt§og%rfgﬁaugpg&g%ggghgﬁo$k%@E%Eofi1e

clientrdembeeofiO (¥eBbli estthescgpaection QBatz%h%a%ﬂpported
of the authentlcatlon entity devices 10e, 20le, and

202epabrpredeheppinaedohi e mAhaH¥al $n bBriBepeasencef with
t he di sconnection, it is desirable that the 50

suppehéedupheﬁtheatmbﬁrﬁatuep decitbe compatiohke and 20je.
profile are deleted in the profile managenent unit 44.

The client device 40 determines the profile
with which the client environment is compatible
from the supported profile information managed (ST40).
As a result of the determination, the client device 40
registers the compatible profile in the profile
management unit 44 (ST41).

The case, in which the authentication entity
devices 10e, 207e, and 20jpe capable of performing the
profile are provided, is adopted as the criteria
whether the profile is compatible or not in the seventh
embodiment. However, the criteria may include other
determination elements. In this case, the query
contents of the determination element may be included
in the profile query message.

The client device 40 verifies the connection of
each of the authentication entity devices 10e, 207e,

and 20pe at predetermined time intervals. In the case

of the disconnection, it is desirable that the
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In the case where alternative supported profile

i nformati on exists, the conpatible profile may not be
5 del eted. An exanple of the process, in which the
verification device specifies the profile to the
client environnent, in the case where the
authenticator is the digital signature will be

descri bed below. 10 FIG 32 7s Z0view showi ng a system
concept and functional block configuration of the
client device and the verification device wth
respeeppoptefieppebileeinfproptPngaprosbsscpmprahéble
sevent h_enbodi nent. Al though not shown in the draw ng,
a veRTPfEhei dRe 451@B9Fcen30BehREOL RS BABRPERENSS UPhE 44
units 31 and 32 ﬂ the first to sixth enbad @,ﬁ.

The ¥RrFRECcERPBNYNBEGI étgéﬁaFﬂthéPpPﬁEFﬁ BIgL¢tFent

pro 4, nmenor a cllen
prof%?g g £¥? ﬁﬁlsgﬁrtggg C?Wé g eﬁtngg% Fe™Gdery 0t be
unltd Ao @ggs 20 the profile which can be perforned |n
t he rent “environment. A security policy is stored

i n the MERRAr ¥xakBh b %% tiaepgbb%@% p&%fmhgc%p%%bfylng
unit 36 specifies the profil whi ¢hi's performed in

t he @érgﬁicaﬁlgﬁvuéomaenspeameléecuhetprp@hu@ytbSthbeclient
i nformati on which becones the criteria in specifying

the prnoeirbementp thetBeveath ehbedi neet auahgntodetolr is
the security 51 policy can be used. However, it is
desi thél éighaalt bégnstouei wylpobecylehasibeti belpor mat
in which the profile

FIG. 32 is a view showing a system concept and
functional block configuration of the client device and
the verification device with respect to the profile
specifying process in the seventh embodiment.

Although not shown in the drawing, a verification
device 30e has the functions of the units 31 and 32 in
the first to sixth embodiments. The verification
device 30e further includes a client profile query unit
34, a memory unit 35, and a client profile specifying
unit 36. The client profile query unit 34 asks
the profile which can be performed in the client
environment. A security policy is stored in the memory
unit 35.

The client profile specifying unit 36 specifies
the profile which is performed in the client
environment. The security policy is the information

which becomes the criteria in specifying the profile.

In the seventh embodiment, any mode of the security
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bei ng able to be specified has a higher priority. In

the client environnent of the seventh 5 enbodi nent, as
with the above case, the client device 40 perforns

the transfer substitution between the authentication
entity devices 10e, 201e, and 202e and the

verification device 30e. However, the invention is

not limted to the seventh enbddi ment, but a nodifica

10 tion may be made such that the authentication

entity devices 10e, 20le, and 202e and the

ver iffd ldany grerdéwd cesedoe fmwee*m,y Hegbt i de ol g he eblet the
other. In addition to the units 41 to 44, the client
deviS@eUO Hsh RUdery 1a3 i@ntlpf ofo et ekpofseChuinthe ggrofile
15 The client proflle response unit 45 answers, a

pro e]llé“g § Orcﬁﬁ}sﬁée Jri QAT oh e %%.%Elo%tﬁ
?El‘é‘rﬁe?i ?Jfrea%“?%ﬁé WA \%C%%‘i‘l%ﬁg‘% CRECRES pePenth ©
W r&%ﬁ;d%hat the prvrﬁfgl?et}]ié) Ak? Qgcc‘%@,psthétcif'eﬁg device

assune e specitying process in

cli e v d B He | SrdH £V PUSLYs PEE L O1 8B b b £ i€ h hEhe
process steps ST31 to ST 41. FIG 33 shows the process

f | owofhdrhel dad 1 i 1k St e pgev 08 s t e Sake, ©f &he 20 e and
sinplification, in FIG 33, a client proflle guery

nessage, vear icf i et i qar afé o e3ponseHomssage, t}a@dlﬂventlon is
profile specifying nessage are described as a client

pr ofridte Jnegidtectiochmessaganth Stbodirener idutasinpdifica-
devi ce 30e nmakes the profile query nessage for asking
mheﬁh@nuﬂwﬁyFﬁqﬁm4Q£kﬁ#¢ﬁ;that the authentication entity

devices 10e, 207e, and 20pe and the verification device
30e directly negotiate with each other.

In addition to the units 41 to 44, the client
device 40 includes a client profile response unit 45.
The client profile response unit 45 answers a profile
query from the verification device 30.

An example of the profile specifying process, in
which the verification device 30 specifies the profile,
will be described in the following steps. It is
assumed that the profile specifying process in the
client environment is previously performed like the
process steps ST31 to ST 41. FIG. 33 shows the process
flow of the following steps. For the sake of the
simplification, in FIG. 33, a client profile query
message, a client profile response message, and a
profile specifying message are described as a client

profile negotiation message.
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able to be perfornmed exists or not (ST51), and the
verification device 30e transmts the obtained profile
5 query nmessage to the client device 40 (ST52). The
client device 40 receives the profile query nessage
(ST53), and the client device 40 obtains the query
contents (ST54). Then, the client device 40 confirns
the conpatible profile list +n 3%he profile 10
managenent unit 44 (ST55), and the client device 40
makes the profile response nessage including the
confirmat Tba rvesalftcasise) devacehdlease kalsetdet peofile
plural conpatible profiles exist, the profile
resp%%@éYn@§§§gée|ﬁ@Fuééglﬂﬁewmstb@ﬁpﬁhﬁbpéoéﬁéﬁlbélng
list. In the case where the, conpatible groflle do

not %Qi%ttotﬁé B?éfPF@ege§§éﬁ§§ Oﬁe§§59é Fﬁ&ludé§dtﬁ§€
t he rof env ronne

I ib ,
AR A S IS R N3 PRS- R R At R S
t I
ber ALY hO€5a80 BOOLECCIEERONAELIRAORGC ((RoblC | o
prof i1 e 1 9BROB3EcHES8AIE ool 6! UeS B! che comaL By

profil e does not exist, the process is end

f0||@@b§§g§t$9§53§heaﬁ§3€he|Blﬂ@h%hdbecBrleb%talns the
response nessage I ncludes the 25 conpatible profile

li stquekl, bentestsi bets4The vrehfi eaki enidavi dev3ce 40
receives the client profile response nessage (ST58),
and thefvensftbat compatbBledpyb€éeld0éiebt annsheherofile
conpatible profile list (ST59; YES). Wen the
conpaanppemenbf thét| 4t (8688) noendxitbe client device 40

makes the profile response message including the
confirmation result (ST56).

In the case where the plural compatible profiles
exist, the profile response message includes the

compatible profile list. 1In the case where the

compatible profile does not exist, the profile response

message includes that the profile compatible with the

client environment does not exist.

In either case, the client device 40 transmits the
profile response message to the verification device 30e

(ST57). In the case where the profile response message

includes that the compatible profile does not exist,

the process is ended. 1In the following steps, the case

in which the profile response message includes the
compatible profile list will be described.
The verification device 30e receives the client

profile response message (ST58), and the verification
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(ST59; NO), the process is ended. The verification

devi ce 30e determ nes whether 5 the profile list with
which the client environnent is conpatible exists or

not using the profile specifying unit 36 (ST60). Wen
the profile list exists (ST60; YES), the verification
devi ce 30e selects the profile corresponding to the
security policy fromthe profile310-1ist (ST61), and

the verification device 30e generates the profile

speci fyi ng nmessage for specifying the profile (ST62).
Whendetiécpr 8Pl e §aiﬂabkget@omﬁétiéé@uPWPiié@lﬂ@wtdd§§59;
not exist in the profile list (ST6Q; NO, the ,
veri fFeati oWhGBvF8@ SoBrgéhbLgt BsOfRd 158 istodass not exist

LEyI i ncl udi .that t file does
o oxtap” 32 RenBeperer tasendefle ver ficati on
devi 30g,. .t Lts. th t file. i fyi
devi oe 30fne! RBITELLS;UhE SRRLAt ShPAUL g cRee g,
deV'Eﬁe4§ﬁ5€9§éV§§sEh§i€E°thﬁp %R%Cbﬁé%gQ T833390nledt is
confirmthe profile to be pertfornmed. Subsequent to

t he é&ﬁﬁatEElESeQ§§EEaBkenEBahsiﬁggﬂpgfF&B@iﬁkr%bdélfying

si xth enbodi nents i s perforned. hi s case,

basednot 8Be (s08D) L medhprothkeprblielel nert daviste 43T60;

transmts the authentication request to the

aut héngj) cathenventftygatévhcdsvite, 3R28leeclantsb4he2@defile

havi ng the corresponding profile using the contro

uni tcaprespendinpetel tbat sdevirdséy4podagyed rome the profile
list (8T61), and the verification device 30e generates
the profile specifying message for specifying the
profile (ST62). When the profile suitable to the
security policy does not exist in the profile list
(ST60; NO), the verification device 30e generates the
profile specifying message including that the profile
does not exist (ST62).

In either case, the verification device 30e
transmits the generated profile specifying message to
the client device 40 (ST63).

The client device 40 receives the profile
specifying message to confirm the profile to be
performed.

Subsequent to the step, it is desirable that
each of the first to sixth embodiments is performed.
In this case, based on the confirmed profile, the

client device 40 transmits the authentication request

to the authentication entity devices 10e, 207e, and
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aut hentication entity devices 10e, 20le, and 202e to
performthe authentication subprocess. 5 During
executing the authentication subprocess, the client
device 40 may not performthe transfer substitution
of the communi cation anong the authentication entity
devi ces 10e, 20le, and 202e. As descri bed above,
according to the seventh 10 enbodiment, in addition to
the effects of the first to sixth enbodi nents, before
the authentication subprocess is executed, the
prof20zewhaningi thet berceéspondiegvirofiigat ussng the control
conpatible is registered anong the profiles of the
aut hemtt ch®i onTBEBprbeessesenh darkhcef 495CcpHESs the
authenticatjon entity devices,6 10e, 201e, and 20

Ther@fbreN 1 RRtLgR eBREAEY bEEHEERSt hBScI FEAE 2Ra%20z¢ to
envirop n% tﬁlnd t?ﬁ $£0f££e can ge 8gtgblished.

Bef o 8" t he" aut hefit' F C&Y F bR suBpr 8288E°FE 8%ecuted, the
veri ficat hop, deviecaingPeatl Lapnthe; Buabihe shipr2less,
client device 40, so that the authentication

SubpEEessi £RF @§V§é§0@©eﬁ%gnnéﬁeﬁéfkbkﬁtEM@ RkahBger
verification device 30". e techni que described in

t he sboyeieaboghnent sheCadmbBenstat €6ni Brmbhg sher age
nmedi um as the program 25 which the conputer can be

caussdthentekestuien dheitpragraoesabObe dDseri hntledObe.

the formof the storage medium such as magnetic di sks

(f1 oppy dhskd¢tcadesdr kppvE5 ahapdddngktdrithe, sanentthe

like), optical disks (CD-ROM DVD, and the |like) and

seni enhodtnent neibraddition to the effects of the first to
sixth embodiments, before the authentication subprocess
is e%ecuted, the profile with which the client
environment is compatible is registered among the
profiles of the authentication subprocesses in each of
the authentication entity devices 10e, 207e, and 20je.
Therefore, the agreement between the client environment
and the profile can be established.

Before the authentication subprocess is executed,
the verification device 30” specifies the profile in
client device 40, so that the authentication subprocess
can be executed on the initiative of the verification
device 30”.

The technique described in the above embodiments
can be stored in the storage medium as the program
which the computer can be caused to execute. The

program can be distributed in the form of the storage

medium such as magnetic disks (floppy disk (trademark),
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Any storage nedi um can be used as long as the program
can be stored and the program can be read by 5 the
conmputer. OS (Operating System) or MW (M ddl ewar e)
such as database managenent software and network
software, running on the conputer, nmay execute a part
of the process for realizing the enbodi nents based on
the 10 direction of the programSnstalled in the
conputer from the storage nedium The storage nedi um
in the invention is not limted to the nedium
separaatedfglomz e campltere blket heoptst o higdl ksl (GP-ROM,
in which the programtransmtted through 15 LAN or the
| nt éiViidbt arsd ddvinl bldeld il SR HCtRRMPRIrAF1§§ -
stored is also included |n the invention. The nunbe

of st or agtn et FRI¢ SNAEIUM| GRE B° t BS B2 S TheNgaldd Fﬁe

which the process in the,invention is executed from
t he BHAWER™ feth ﬁ?ﬁs ?tso%‘F%oa‘i’??ctf}b%le%lr?%ralﬁoc?rﬁgb%t Brage”y
medi,.ym i n thq:invention. The nedi um may have any

the cqompute . . . .
confi gura(%l%n. rl'he conputer 1 n the invention is one

whi ch e@ug%fgeﬁ%f?%@?ﬁ%} nOLhﬁwems_)gaif@wsa?ﬁg%seh as

on the program store storage nedium T

CONUHEbIRY an Nferfd it 8o PR BEVAEE hoELsEk NgotbRare,
personal conputer and the |ike or the systemin which

t he pinnialg devites canputeonneand gdekdeougha t perned fotke

- 56 The conputer in the inventionis not limted to

t he ppercorml f conped Bt z 1yt thdeenoogpiment $ nNcd sedson the
direction of the program installed in the computer from
the storage medium.

The storage medium in the invention is not limited
to the medium separated from the computer, but the
storage medium in which the program transmitted through
LAN or the Internet is downloaded and stored or
temporarily stored is also included in the invention.

The number of storage mediums is not limited to
one. The case in which the process in the invention 1is
executed from the plural mediums i1s also included in
the storage medium in the invention. The medium may
have any configuration.

The computer in the invention is one which
executes each process in the embodiments based on the
program stored in the storage medium. The computer may
be either one device including the personal computer

and the like or the system in which the plural devices

are connected through the network.
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a processor included in the information processing
instrunent, a mcroconputer, and the like. The 5
conmputer in the invention is the general termfor the

i nstruments and devices in which the function of the

i nvention can be realized by the program The
invention is not limted to the above- descri bed

enbodi ments. I n the achi evenrentSést age, 10

nodi fications could be realized by changing the
constituents w thout departing fromthe scope of the

i nvent i oMhd-urdrert e vain otise chravngesiandisodofi tamidad
could be nade by the proper conbination of the plura
constd tientie oyl bseeput e he kiboviehenpedpweat singbudes
For exanple, sone constituents nay be elinmnated from
al | & FRFQOHEIGT Ui s1darbwi | e hie =it edb dar AeRe §1ng

Further, the constituents in the different, enbodinents
y AR ORTH 614, THe TOTTRIOE T £ 2 VAT T SL KA VERIF S:

L AL QULNent cabl on System conprisl g, &bl uLaLit¥o0f che
aut henticat’i on entity devices ~which $eparately

exeqﬂgzguggﬁygi i&ﬁbf&@@rﬁ§Qﬁﬁ%%.tﬁ%tggnction of the

aut henti cati on subprocess constituting an

aut hientdreatdPned A5eStea L@ Nerifd oatdopagevi ce
which verifies the authentication process executed by
the each Tt hendn€adh oNs endt t yidevégeto lOhvhepeie-t he

each authentication entity device includes:
described embodiments. In the achievement stage,
modifications could be realized by changing the
constituents without departing from the scope of the
invention. Further, various changes and modifications
could be made by the proper combination of the plural
constituents disclosed in the above embodiments.
For example, some constituents may be eliminated from
all the constituents shown in the above embodiments.

Further, the constituents in the different embodiments

may appropriately be combined.
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a confidential information nenory nodule configured
to store confidential information for wverification by
the verification device; 15 an authenticator
generating nodule configured to generate an

aut henti cator on executed contents of the

aut henti cati on subprocess using the confidentia

i nformati on; a specific context 5§enerating nodul e
configured 20 to generate a specific context pursuant
to a specific format fromthe authenticator and the
executed contents; andiHABpETiLAINDIMtEXE out put
nodul e configured to output the specific context, and
25 the verli-fi ddt i2or heenti icw tolonprs ysesam acaqrmisniregad | on
modul e which is provided with a function of conducting
comuni catfi &tUkicH tah Sk ertentics i atevindei tardkeaices
cont%ﬁtc eriféin% gndule configured to verify each
cont &Xt-C1t REPBAAK SN CERCUNE Ry thendrigadd oy suRpranasses,
aut h [ [ ntity device and received by the 5
conngﬁ%cggkg%gEggﬁFé.n2§u?ﬁgogﬁﬁﬁeﬁ¥?f§ﬁﬁﬁﬁ1§§%@@m

accopdkREnt9cathah rei,n at |east one
authenticgt?Sﬁ ént??%bc echgggf t he aut hentication

entity dew GesiFQuRii3esyed AV ealdn 3l NgNtd cqhor
generating nodule 10 configured to generate an over al
aut hentheatotaefonablkotbe sspgellitedC Ot @Xles cusinng t he

confidenti al
authentication entity device,

wherein the each authentication entity device
includes:

a confidential information memory module
configured to store confidential information for
verification by the verification device;

an authenticator generating module configured to
generate an authenticator on executed contents of
the authentication subprocess using the confidential
information;

a specific context generating module configured
to generate a specific context pursuant to a specific
format from the authenticator and the executed
contents; and

a specific context output module configured to
output the specific context, and

the verification device comprises:

a communication module which is provided with

a function of conducting communication with an external
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information, all the specific contexts being outputted
fromother authentication entity devices in
association wth the authentication process; 15 a
generic context generating nodule configured to
generate a generic context pursuant to the specific
format fromthe overall authenticator and the al

speci fic contexts; and a gereriIB cont ext out put nodul e
configured to 20 output the generic context toward
the verification device. 3. The authentication system
accotelf Feet oanél aim 1, wherein the each authentication
entity device conprises a specific context verifying
modul e 252 coPR T uF edeFdfvergfpodheespeefiveredntexverify
inputted from other authentication entity devices. 4

The FAThert? ot Font 2§ sTAMH acedr W hgPebRGoderar#tqd by the
wherei n the context, verifyin dul e conprises, a

vor S S s U L Dy are Y S R iRty e by the
usi i&@n{' tial_|] mation identical to the
conpgjentlg |ﬁ?gﬁﬁ% |%%'or correspondi ng confidenti al

5 informegionynd he, ack: FORE £XL Cgﬁgg&mgﬁg&;%fﬁg by,the

each authentication entity devi

aut hendirgat | OfhSyst € ActOs S Nehd Cau A& M dat WOLT i Pity
at | east one authentication entity device of the

aut henticate O tentad dyheleyi €esi @it sep dév BcedNtEprises:

i nformati on associ ating nodul e configured to generate

t he specidn cocom ektawthemel qatbengérataobng module
configured to generate an overall authenticator on
all the specific contexts using the confidential
information, all the specific contexts being outputted
from other authentication entity devices in association
with the authentication process;

a generic context generating module configured to
generate a generic context pursuant to the specific
format from the overall authenticator and the all
specific contexts; and

a generic context output module configured to
output the generic context toward the verification
device.

3. The authentication system according to
claim 1, wherein the each authentication entity
device comprises a specific context verifying module
configured to verify the specific context inputted from

other authentication entity devices.

4. The authentication system according to
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entity device in order to express a hierarchica
structure between specific contexts associated with
dependence of the authentication subprocess such that
15 the specific context of the authentication entity
devi ce includes the specific contexts inputted from

ot her authentication entity devices. 6. The

aut henti cati on system accordirng5fo -claim 1, wherein
at | east one authentication entity 20 device of the
aut hentication entity devices conprises a context

i nf ockatinoh, avbeckani hgenvdultextonkirgfiyédat modydrercatmprises
the specific context of the authentication entity

devi 8eVRAibvdee upiéxperadsgarkideitar vRird4ly e@ﬁhu@@@ﬁ@xt

bet ween specific contexts associated with
depeHaéﬁEeCSFf%ﬂ@“&&?ﬁeﬁ?ﬁ@é@@éﬁ°§u56ﬁ86é§§lsG@ht@ﬁat
t he sgeglflc coTtex aut henti cati o

gen SEF 1t {e6s  SPEpEhat LBar G bR ﬁ@gsﬁe fidential
Qe%ﬁgg%ﬂp%@g % 8&*&%&@;&%&%@ 08 Y he

deVI ces e au |cat|on SyS |ng tO

cl ai gxén &B%E@h@1&ﬁ€1¥?rbgkﬁ@§'aqu%%'ce has an 5

aut henti cati on request no e configured to transmit a

executionsreqeast 2@khtbRe jaukhent isgatiean are;rc%‘:%%g ard
at | east one authentication entity device of the

aut hebdigalj onhepkihyaleveaes 6@BPEUSBShtAcation entity
transm ssion nodul e configured to transmt the 10

execdevboerefjuese atathhatdthedoauthentiycaeivireenttiohprises
devi ce based on the execution request of the authen-
a context information associating module configured to
generate the specific context of the authentication
entity device in order to express a hierarchical
structure between specific contexts associated with
dependence of the authentication subprocess such that
the specific context of the authentication entity
device includes the specific contexts inputted from
other authentication entity devices.
6. The authentication system according to
claim 1, wherein at least one authentication entity
device of the authentication entity devices comprises
a context information associating module configured to
generate the specific context of the authentication
entity device in order to express a hierarchical
structure between specific contexts associated with
dependence of the authentication subprocess such that

the specific context of the authentication entity

device includes reference information of the specific
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tication process such that the other authentication
entity device executes the correspondi ng

aut henti cati on subprocess; and 15 an aut henticati on
response nodul e configured to send back the specific
context replied fromthe other authentication entity
device and at |east the specific context generated by
the authentication entity devicd -8. The

aut henti cati on system according to 20 claim1, further
conprising a client device which transfers the
commagiiteert i Hnieu vieet fhen vethér catiloent dext ten aant i he
authentjcation entity device, wherein the client
devid®eeprises: a profile query nodul e configured to
ask a profile 25 to the each authentication entity
devi ce, ekecufR®rPUEReRt brREhen cONE B SABFOFARNT tO

t hent | ' b bej defined jn th
pr Of 1147 it 6127 S Tpr o | € Thmugbt FoHtFs nas an
confl Qg 10 SLQT & o4 e DL ALES LERH S8 THOM I NE. oo ¢
each authentication ntity aevice I n assoclation w
cation “entiTy devi ce
M B i P e i e T

client enytrpsd®ntohs PPt blerbasesnontyt A8vSLEr8E the
profiles. 9. The authentication system according to

cl aiantthemibrietred ot hentvery fdeet ¢oh cewpees€onpri ses 10
a profile specifying nodule configured to specify the
profile to thenghiesntodevode] e andnfhgucédend temhsmit the
execution request to the other authentication entity
device based on the execution request of the authen-
tication process such that the other authentication
entity device executes the corresponding authentication
subprocess; and
an authentication response module configured to
send back the specific context replied from the other
authentication entity device and at least the specific
context generated by the authentication entity device.
8. The authentication system according to
claim 1, further comprising a client device which
transfers the communication between the verification
device and the authentication entity device,
wherein the client device comprises:
a profile query module configured to ask a profile
to the each authentication entity device, execution
environment contents of the authentication subprocess

being defined in the profile; and
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conprises a control nodule configured to cause the

aut hentication entity devices having the correspondi ng
profile to execute the authentication subprocess based
15 on the specification. 10. The authentication system
according to claiml1, wherein the confidentia
informati on nenory nodule has a private key nenory

unit configured to store a pri@ate-key in a public

key cryptography as 20 the confidential informtion,

and the authenticator generating nodule conprises a

si gnat ur eagenefatlenpanaigeneonf ngaudd tondenerate tbhetore
authenticator as a digital signature in the public key
cryptbdrapafilspngerheepr fvaretkeyeagh authgheication
authentication,entity device used in an _ _
aut hehtiE%t FeRIS§stBnREBRBERELAR Hiphurarht pushentication
authgnéiﬁation.entit% devi ces which separately execute

62 att hehYi 851 6h stBfr ocesses, the aut henti cati on
subproces Lt ugi n henti cati o r.acess, .and

a verificgt?§ﬂ§ é%i@gaaﬁ?cﬁgﬁé%§PFS§ %ﬁege%l &prosiles
aut h Cat & S by .t :

Ut hone ot R RIPRESEnGLEbHhey Ko BBnBRE oL Based on
entitledevbeedcppprisény: a confidential infornmation
menory nodule configured to store confidenti al
informati ®n fohe wethéheathenohysiyBeevenctbeatingnto

devi ce; an aut henticator generating nodul e configured

10 tolaybned at ehane aut heat veat 6t coniexedatedecoompptises

of the authentication subprocess using the

confd dRFPfhle specifying module configured to specify the

profile to the client device, and the client device
comprises a control module configured to cause the
authentication entity devices having the corresponding
profile to execute the authentication subprocess based
on the specification.

10. The authentication system according to
claim 1, wherein the confidential information memory
module has a private key memory unit configured to
store a private key in a public key cryptography as
the confidential information, and

the authenticator generating module comprises
a signature generating unit configured to generate the
authenticator as a digital signature in the public key
cryptography using the private key.

11. The authentication entity device used in
an authentication system comprising a plurality of

authentication entity devices which separately execute
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information; a specific context generating nodul e
configured to generate a specific context pursuant to

a specific 15 format fromthe authenticator and the
executed contents; and a specific context output

nodul e configured to output the specific context. 12.

The authentication entity device according to 20

claim 11, further conprising: ab2overall authenticator
generating nodule configured to generate an overal

aut henticator on all the specific contexts using the

conf @dehenbicathbor mabponceakkst hthspeoicheotéoatenhns

bei ng outputted 25 from other authentication entity

devi £8BPFACAS§oEPAELdRUt I EhanhaukbeheArRtapnoprocess, and
process; a ?ene[ic cont ext generatin%,nndule , _
conf# gUFEHT£62B3°N gER¥EL GV A1 GBNERId Td6At ERE putbgamication

to th ifi t th || .authenti cat,
and ORECHFF CGBHF PY CP&ohhoxPaErante AoBEAERE o BOROBAEY

OUtp&évfggyl@%Q?ﬁ££9859?c59'0§ 8Hggg&cég$iggn$%é%rising:

cont ext towar e veriticatlon

aut henti cat bgRfeALhtYa8eYheB rAGEQRH Amokey lo@iuTel 1,
further conprising a specific context verifying

modutencoghiedred teoverkbyrihenspgti theolRae9BheXbr
inputted fromother authentication entity devices
usi ngethéicaniodebyi ahei W&ok FRERONON device;
an authenticator generating module configured
to generate an authenticator on executed conténts of
the authentication subprocess using the confidential
information;
a specific context generating module configured
to generate a specific context pursuant to a specific
format from the authenticator and the executed
contents; and
a specific context output module configured to
output the specific context.
12. The authentication entity device according to
claim 11, further comprising:
an overall authenticator generating module
configured to generate an overall authenticator on
all the specific contexts using the confidential
information, all the specific contexts being outputted
from other authentication entity devices in association

with the authentication process;

a generic context generating module configured to
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14. The authentication entity device according to
claim1l, further conprising a context information
associ ating nodul e configured to generate the specific
15 context of the authentication entity device in
order to express a hierarchical structure between
specific contexts associated with dependence of the
aut hentica- tion subprocess such3that the specific
context of the authentication entity device includes
the specific 20 contexts inputted from ot her
aut heenécateon ganeryc dewters. ptBsudhe tat hbat spatidac
entity device according to claim11l, further
conpfPERAl Bre®ntestovarat kmdibhenhssatpat fng Abeupel
configured to generate the specific 25 context of the
aut h&PeFtat FoRrCRREXES/ d@Wflce in order to express a
hi erarchi cal structure between speci hiﬁ contexts

t

b f t
associ at o8 GFLRTUGpERGGAEE BRPRE BRCULGt ROREFEHERENto
Spr58§§§§ §H8h%£$g%i£hgo§98§£f£ W %8n£ﬁétv82i%98ation

AtTty es

aut henti catron device rnclru ref erence
i nf ogoriion of the specific contexts inputted from

ot her authentication entity devices. 5 16. The

aut henti cagi onTrat htiyhdevi 68t 26R0EALNHyt Bevekal Bribrding
further conprising: a transm ssion nodul e confi gured

to ttanshaimthe, exethétrotompgiueshgt® bphecoOther context
aut hentication entity device based on the execution
requestibyinpemadivhentonfifgcaeiiohoprecesy thanspettiédc
fromthe verification device such that the other

aut heptext | broehtedyfdeni eeher authentication entity

devices using the confidential information.

14. The' authentication entity device according to
claim 11, further comprising a context information
associating module configured to generate the specific
context of the authentication entity device in order to
express a hierarchical structure between specific
contexts assoclated with dependence of the authentica-
tion subprocess such that the specific context of the
authentication entity device includes the specific
contexts inputted from other authentication entity
devices.

15. The authentication entity device according to
claim 11, further comprising a context information
associating module configured to generate the specific
context of the authentication entity device in order
to express a hierarchical structure between specific

contexts associated with dependence of the
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executes the correspondi ng aut henti cati on subprocess;

and an authentication response nodul e configured to

15 send back the specific context replied fromthe

ot her authentication entity device and at |east the
specific context generated by the authentication

entity device. 17. The authentication entity device
according to claim11l, wheretn éhe €onfidenti al

informati on nmenory 20 nodul e has a private key nenory

unit configured to store a private key in a public

key uyiptogtaphiomssubbheoconsi senahi ahatntbemapeonfiand

t he aut henticator generating nodul e conprises a

Si greenEexgeprblie nguhent toatiguredtibygdaeiaceinhdudes

25 authenticator _as a digital signature in the public

key TeFSPRRGR aphfo IR hiC hel pEh¢ateegrificigonpexts inputted
verification device which verifies a 55 .

aut Henth cRtioh ProReREIeXEtor @M by 8alRVOFea plurality

of authentjication entity. devices which separatel .
oxecut on i aut REne AP bACEEERR oEBLE o fBPR Bl Phigoprdne o
aut Nendd katd one PEOGESScotfes yerG (i cation device 5

conprising a context veritylng dul e configured to

verify eaght sontRXEsUShNEo8ANET dEAELE glLirEAf @bMRLEABMit the
identical to the confidential information or corre-

sponshargucomt | cepieat tof onevrbtear dheheachcsenbaxentity
bei ng generated by the each authentication entity 10

devideyitdhebaaeh contlextexachutiongreyeesti of chat entienti-
of the authentication subprocess and an aut henti cator
cation process transmitted from the verification device
such that the other authentication entity device
executes the corresponding authentication subprocess;
and
an authentication response module configured to
send back the specific context replied from the other
authentication entity device and at least the specific
context generated by the authentication entity device.
17. The authentication entity device according to
claim 11, wherein the ponfidential information memory
module has a private key memory unit configured to
store a private key in a public key cryptography as
the confidential information, and
the authenticator generating module comprises
a signature generating unit configured to generate the
authenticator as a digital signature in the public key
cryptography using the private key.

18. A verification device which verifies a
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on the execution contents using predeterm ned
confidential information. 19. A client device which
transfers communi cation 15 between a plurality of

aut hentication entity devices and a verification
device, the plurality of authentication entity

devi ces separately executing a authentication
subprocess constituting an authEnti= cation process,
the verification device verifying the 20

aut henti cati on process executed by the each authentica
ti orrehenyickvier, prheess | entcaesd cley coaphi sfng: pAurality
profile query nodule configured to ask profiles to

t he SacH Highehtaeten ornehty t§edbveé sevhxcaepanately
envi ronnment contents of the authentication subprocess
25 BEFI iR i fre P heHel ¢rbEon e3ubRr @E@$F | @orlrmhggf@ﬁmg
nodul.e configured to store the profiles replie rom
the%e%echa%m%&ﬁcf%ta]t?’brp%ce%ti e qesftel¢ation device

i j . W t hent i tit evi ce;
o S AN L SRR B L el ofnf TrheSh co
! p . . . bl e, 0
b N Eloif Lortike AR donPOIBRLIS L RRs8fa blon
to cladmailthl ddirdhercGomud st 191 & COM ROt i SRAYL ecorre—

configured to cause the authentication entity devices
havispprad oy respoident 1) pirofd drga t Do XSl €48 context

aut henti cati on subprocess 10 based on the

spedifirgatgeorg ratesh yhetlpr afddle dwsthepecdid t esh f&otm t e

verification device.
device, the each context including execution contents
of the authentication subprocess and an authenticator
on the execution contents using predetermined
confidential information.

19. A client device which transfers communication
between a plurality of authentication entity devices
and a verification device, the plurality of
authentication entity devices separately executing
a authentication subprocess constituting an authenti-
cation process, the verification device verifying the
authentication process executed by the each authentica-
tion entity device, the client device comprising:

a profile query module configured to ask profiles
to the each authentication entity device, execution
environment contents of the authentication subprocess
being defined in the profiles;

a profile management module configured to store

the profiles replied from the each authentication
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21. A programstored in a storage nedi umwhich can be
read by a conputer, the program being used for an

aut henti cati on systemconprising a plurality of 15

aut hentication entity devices which separately execute
aut henti cati on subprocesses, the authentication
subprocess constituting an authentication process, and
a verification device which verédies the

aut hentication process executed by the each

aut hentication entity 20 device, the program

conp?i 61 fy: deni eeit hent eaciaohiprogi bim eade ahfbéntscation
used in  the each authentication entity device; and a
ver i $1chtY ofept o9t ad€ode which is used in the

verification device, 25 wherein the authentication
progran1c%d%o?BE?gdﬁggulﬁ COnfiaBREFaFOi AP6t ARt PERT1Les

vor 11T oH B, C R AROLEPRTERE T bh CROPEE Bl Based on
a“trEHEi§%5f%dg§Péffﬁé$9 code to generate an

aut henti cat or -executed contents of the authentica-

tion subpﬁ@968@h@8&ﬁgeﬁhedg99£édse&&%&ihﬁf95”35598:15,
a specific context generating code to genherate a

specitttheont@xbr Pe B¢ ot cé @ o SPREHILE EORTBEUEEOM o cause
the authenticator and the executed contents; and a

spedité cawnmrext caut put ecodey t de oLt Psit hatieng specdbfrespond-
context, and 10 the verification program code
i nclige L ref chemimi et ¢ore coie aotlvemducation subprocess
comuni cation with
based on the specification, when the profile is
specified from the verification device.

21. A program stored in a storage medium which
can be read by a computer, the program being used for
an authentication system comprising a plurality of
authentication entity devices which separately execute
authentication subprocesses, the authentication
subprocess constituting an authentication process, and
a verification device which verifies the authentication
process executed by the each authentication entity
device, the program comprising:

an authentication program code which is used in
the each authentication entity device; and

a verification program code which is used in the
verification device,

wherein the authentication program code includes:

a confidential information memory code to store

confidential information for verification by the
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an external device; and a context verifying code to
verify each context, the each context bei ng generated
by the each authenti- 15 cation entity device and
recei ved by the communi cation. 22. The program
according to claim21, wherein the authentication

" program code of at |east one authentication entity

devi ce of the authentication- eflity devices

conprises: 20 an overall authenticator generating code

to generate an overall authenticator on all the

specveréficantext seusicrg the confidential information,

all the specific contexts being outputted from ot her

authentlcéﬁléﬁtéﬁpﬁﬂVaG@¢|@@@emﬁtaggomqﬂa(nm\gaﬂendue an

25 autgﬁntlcatlon process; generic context

genefatihgt &SGEOFOOQeﬁ§FSF§e§ ﬁ@ﬁ@ﬁpésc@ﬁtéhﬁ putdearttica-

to t ? SPEG % rc f or mat ge overa

aut henti caror SﬁasﬁhESéPE ECFPP ld@Bﬁﬂé%té“fQﬁ@aélon'
eneric cgn de to output the  generi

: BuaP R the o BrPF ek PaRSlEbTEa cadsd orsnerate

cont ext towa e verifrca

pr ogs a, [ I rein th

authen??%ggg%ﬁ g?g%§§g1§hgé Ptmﬁg gacﬁe§u$ﬁ8n€°5§at from
ti ontle@ta@wng@ui@gtspnaﬁaS%eaeﬁQ@ﬁtéacCBBEE%E and_ |

verifying code to verify the specific context inputt
from othea aptbentitcabhesxenbiutpude¥bers col@uputhfe

program according to claim2l, wherein the context
ver i $p¢ayf todeonvaptj sasda verifying code
the verification program code includes:
a communication code to conduct communication with
an external device; and
a context verifying code to verify each context,
the each context being generated by the each authenti-
cation entity device and received by the communication.
22. The program according to claim 21, wherein
the authentication program code of at least one
authentication entity device of the authentication
entity devices comprises:
an overall authenticator generating code to
generate an overall authenticator on all the specific
contexts using the confidential information, all
the specific contexts being outputted from other
authentication entity devices in association with the
authentication process;
a generic context generating code to generate

a generic context pursuant to the specific format from
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to verify each context using confidential information
identical to the confidential information or corre-
spondi ng confidential information, the each context 15
bei ng generated by the each authentication entity

devi ce. 25. The program according to claim 21, wherein
the authentication program code used in at |east one
aut hentication entity devi ce-of6& he-aut hentication 20
entity devices conprises a context information

associ ating code to generate the specific context of

t he e hentradli antkrahtiyadeyi ardi nher déil speexpfiless

a hierarchical structure between specific contexts
assocoatedt o t Andependence of the authentication 25
subprocess such that the specific context of the

aut hent i cat PBRASEAE| EPnEevicevtretugeset ke Sp&pufi he
contexts inputted from ot her authentication entity -

y
69 YBVFEES. CODBSXFhEONRBYr Ahfakebr At Agti8 cParAfaa,

69 UEIFE Thecl BEEORCPAAEIL
Gast one?aut RBR PEBFOR BREDET OBV Eocof fngl " wherein

aut hept i Qé{ﬂu&ﬁ‘t?c%Eg%HBg%%éﬁsc%EpEks ﬁeaﬁ%ﬂt S{S?cpiegtica—

i nformation assocl t o generate the spec

contexbnOfnt {06 QBT hEBt LEALLPBENLI E¥de¥E EechArRkEer
to express a hierarchical structure between specific

context 5fyasgoebatedoWthi dependengecofitheontext inputted
aut henti cation 10 subprocess such that the specific

contéxémobthbe aauhbenttaatibnnespityyddevtee.i ncl udes
reference

24. The program according to claim 21, wherein
the context verifying code comprises a verifying code
to verify each context using confidential information
identical to the confidential information or corre-
sponding confidential information, the each context
being generated by the each authentication entity
device.

25. The program according to claim 21, wherein
the authentication program code used in at least one
authentication entity device of the authentication
entity devices comprises a context information
associating code to generate the specific context of
the authentication entity device in order to express
a hierarchical structure between specific contexts
associated with dependence of the authentication
subprocess such that the specific context of the

authentication entity device includes the specific

contexts inputted from other authentication entity
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informati on of the specific contexts inputted from

ot her authentication entity devices. 27. The program
according to claim 24, wherein 15 the verification
program code has an authentication request code
transmt an execution request of the authentication
process, and the authentication program code used in

at least one authentication erfi9ty device of the

aut hentication 20 entity devices conprises: a

transm ssion code to transmt the execution request

to tdemviotdmer authentication entity device based on

the execution request of the authentication process _
such that2¢he Brpcpragtdenafeardbnoehei eyagidviée wherein
execytes the correspondi ng aut henti cati on, subprocess;
and #th LR REQDRBE code t3edehd Backegmk one
70 s ific. context replied fromthe other . .

aut O 5T G T @ht T T e AR B G P e F Peagt thRatication
speci.fi .G .¢0 b h j ]

ont 1 el e e SR ELSS o Sl nERES R ey

fur thedoc H2 CAUPrd S & %éé@f‘été’r% %Bijfie_sggnjch@ of
trans (0]

client device whic r ers the c ni cation

bet veen dlneverdd Lt | Ok geyi &y 80€ {Reorder to express
authentication entity device, wherein the client

pr ogr anm eaodecIciorgl | sesuct e coPtwddh esieiel §i€odenvbkeb

asks profiles to the each authentication entity

deviagsomhatmd iwith dependence of the authentication
subprocess such that the specific context of the
authentication entity device includes reference
information of the specific contexts inputted from
other authentication entity devices.

27. The program according to claim 24, wherein
the verification program code has an authentication
request code transmit an execution request of the
authentication process, and

the authentication program code used in at least
one authentication entity device of the authentication
entity devices comprises:

a transmission code to transmit the execution
request to the other authentication entity device based
on the execution request of the authentication process
such that the other authentication entity device
executes the corresponding authentication subprocess;

and

an authentication response code to send back the
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envi ronnent contents of the authentication subprocess
being defined in the profiles; and a profile
managenent code to store the profiles 15 replied from
the each authentication entity device in association
wi th each authentication entity device; and a control
code to decide profiles wth which client environnent
is conpatible based on the storigd -profiles. 20 29.

The program according to claim28, wherein the
verification program code conprises a profile
specigen infi « orten t e ts peep I yed hErgm of hd eotloet heutheéeentcation
device, and the client program code conprises a
conterdli modievixie tand aus el ¢het athdespécafioncentexy
devi ces having the corresponding profile to execute

t he IRNNIEHISE RY o e saipphorieseabhrr e dhi Eredevice.

ifi ' .71 30. Th i |_ai
S0 Cwher i THEE COREYBER: FAPOTRLDY Mhb| GhEhEnbry CoHGher
has(g riygte key, menpr codg tg éorg _ ﬁivaé i§§¥
in & PUbiTTKey” %+§%?%d¥%ﬁﬁ§xgs The %oﬁslden |a$
| nf of IRt L on,y AGY é{mgf@yé h@ﬁ% | Eahin fEDEIBh ! DO 5988 the

conprises a signature genefafing code to generateée the

aut hent§ €808 1 o RSy fhdi 4 RY ShPNRALURENE DchPBoRUBAE Ety
key cryptograﬁ%y using the private key. 31. A program
whi cde-epde pe read by a conputer, 10 the program being
used for an authentication system including a
pluralitywieédraihhenéi chienh pndbgrymdevdeesomprises:

a profile query code which asks profiles to
the each authentication entity device, execution
environment contents of the authentication subprocess
being defined in the profiles; and

a profile management code to store the profiles
replied from the each authentication entity device in
association with each authentication entity device; and

a control code to decide profiles with which
client environment is compatible based on the stored
profiles.

29. The program according to claim 28, wherein
the verification program code comprises a profile
specifying code to specify the profile to the client
device, and

the client program code comprises a control code
to cause the authentication entity devices having the

corresponding profile to execute the authentication

subprocess based on the specification.



10

15

20

25

whi ch separately execute authentication subprocesses,

t he aut hentication subprocess constituting an aut hen-
tication process, and a verification device which 15
verifies the authentication process executed by the

each authentication entity device, the program

conprising: a confidential information nmenory code to
store confidential informat+on7for-verification by

the 20 verification device; an authenticator

generating code to generate an authenticator on

execut ed 80nt effhe girogremaathertiicg- thi edajub@igcederein
using the confidential information; a specific context
genekhei agnésdentdagenafarmatisnamepeciyf codeohbext private
pursuant to a specific format from the authenticator

and KRE BRBEHYeHOEBNtENEEOrENE RI$FEERS keYcant xpublic key

out put cgde to outgu%hthe 7§F92§eci%ic context. 32.
n

The PFog

QHT 4BBYr 8PnghEocen tlafyiphgrmation, and

conprisingheaquKgR%Ll %uthentica Qr._generating _code

1C
to 5 generate an overafa

Specéi&ﬁatﬁ?Qt?éhérgﬁkﬂgsEESeceefEggg%%gg %HEOEG%EE%Qicator

al |

CAuPRERTEEATEr S8R Cal P Ses a

the specifrc contex erng o rom ot her

aut hggt hcal §9RaentibyadayLces Eﬁeagﬁeqaetkep W B b€ aphy
aut hentication procéss; 10 a generic contex

geneiai hoigthedprivagengeat e a generic context pursuant

to the specific format from

31. A program which can be read by a computer,
the program being used for an authentication system
including a plurality of authentication entity devices
which separately execute authentication subprocesses,
the authentication subprocess constituting an authen-
tication process, and a verification device which
verifies the authentication process executed.by the
each authentication entity device, the program
comprising:

a confidential information memory code to store
confidential information for verification by the
verification device;

an authenticator generating code to generate an
authenticator on executed contents of the authentica-
tion subprocess using the confidential information;

a specific context generating code to generate
a specific context pursuant to a specific format from
the authenticator and the executed contents; and

a specific context output code to output the
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the overall authenticator and the all specific
contexts; and a generic context output code to out put
the 15 generic context toward the verification

devi ce. 33. The program according to claim 31, further
conprising a specific context verifying code to verify
the specific context inputted from other
authentication entity devices U&ing the confidentia

“information. 20 34. The program according to claim 31,

further conprising a context associating code to
genespeeifhe cespeekfic context of the authentication
entity device in order to express a hierarchica
struct ur e3Bet wEba Pspetkhi eccontlérys tassdeilat 8d ,wiftrther
dependence of the 25 authentication subprocess such

t hatCeHer spee¥fic context of the authentication

entity device includes the specific contexts inputted

from ot heP73VahEhenBFEAENEACBRPKt §eBEVAELRY SRdeTRE

i i 1, . f h i Si e
Do AP AEE0 ANk 0 Sl T e (VLR o OfRC LRE BoBes e
contexie Ofed Moo 2L NENL! CahEPRoDELLY LHBYLG FohN @nder
to express a lerarcni ca sStructure et ween SpéCI | C

cont€xd Ss9SSPEL At 86h M L bs d6ReREeRGEp AL tEBe From other
aut henti cati on subprocess such™that the SpeCIPIC

contgxth@itiber ash hent i eat hovieati Lty d8¥beeatNehudesh the
reference informati on of the specific contexts

I nputtelde i ¢stohowt hescass henti cation entity devi ces.
36. The program according to claim 31, further

a generic context generating code to generate
a generic context pursuant to the specific format from
the overall authenticator and the all specific
contexts; and

a generic context output code to output the
generic context toward the verification device.

33. The program according to claim 31, further
comprising a specific context verifying code to verify
the specific context inputted from other authentication
entity devices using the confidential information.

34. The program according to claim 31, further
comprising a context associating code to generate the
specific context of the authentication entity device
in order to express a hierarchical structure between
specific contexts associated with dependence of the
authentication subprocess such that the specific

context of the authentication entity device includes

the specific contexts inputted from other
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conprising: a transm ssion code to transmt the
execution request to the other authentication entity
devi ce based is on the execution request of the

aut henti cati on process transmtted fromthe

verification device such that the other

aut hentication entity device executes the

correspondi ng aut henti cati on subbrocess; and an

aut henti cati on response code to send back the 20
specific context replied fromthe other authentication
ent i aythevi teaahon agnt gt dehiecepeci fi ¢ cont ext
generated by the authentication entity device, 37. The
program ageor dThg pPoogrannageordhegera ciaém 31, further
confidentjal information nenory code has a private

key FRIMRFYS Eded t oPRERTE %S%?F%%Fénﬁe9o?% %Qp%%F?EaR%ythe

h h fid f
CYPASREEEDY, Bool e, OB LEETAL oL BBt 80 Bt
St gnat ug ey F”@éa& 9e§8d 9e9§£-‘8}§§£§1t9€ geure between
the publ ¢

aut hentica gnature I n

key %d@f@ﬂé acl%‘ﬁ{tek'*éé ”Qsé@&é’féé{a&ﬁtﬁ%{e%&%eﬁb@r QQr 15503

stored in a storage medi um wh can be read

conaii €fient 1€a P Y 8abPLHPYs ¥S8Hch Ofhat ﬂﬁé'épé@lf@@
device to verify a verification process executed by

eachcoftexpl oif athé yagthent heaticat énpitgndiévycdevhetades
whi ch separately executes an authenti- cation

subpretessnconst fduhahjoancAuthenspeat fba ¢Onpertessnputted
the program conprising a context verifying code to
from other authentication entity devices.

36. The program according to claim 31, further
comprising:

a transmission code to transmit the execution
request to the other authentication entity device based
on the execution request of the authentication process
transmitted from the verification device such that
the other authentication entity device executes the
corresponding authentication subprocess; and

an authentication response code to send back the
specific context replied from the other authentication
entity device and at least the specific context

generated by the authentication entity device.

37. The program according to claim 31, wherein

the confidential information memory code has a private
key memory code to store a private key in a public key
cryptography as the confidential information, and

the authenticator generating code comprises a
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verify each context using confidential informtion
identical to the confidential information or corre-
spondi ng confidential information, the each context 15
bei ng generated by the each authentication entity

devi ce, the each context including execution contents

of the authentication subprocess and an aut henti cator

on the execution contents ustng’4$reteterm ned
confidential information. 20 39. A programstored in a
storage nedi umwhich can be read by a conputer, the
proggandeing gseerdovingaccteent denecetehtbl authenticator
transfers comuni cati on between a plurality of

aut hemtd cigbrr bnsigyateveéces the publéei kegackpntography
device, the plurality of authentication 25 entity
deV|%%%n%e%%?a@@%?a%QeE%Yrng a aut hentication
subprocess_constituting an authentication process

the verl f?’%atu%npa%%é’é §EPFF9| i) Fhétaﬁﬁﬂénﬁl?ééﬁ“owhmh

ess_executed b eac@ aut hentication enti dyf
deV| ce fe" ?og?%n?c%%%??g?ﬁg: %ep%‘f’?if%m gry9code™ ~or
go ask, PELELES180 LBe: gach, 9§£ 2t509££9$18ﬁ£abx process

evi ce, execution environnment

aUtr@i@é&%@d0@y5@§8508§5§ PfuPng€§'BEdautHeﬁggcatlon
profiles; a profile managenent code to store the

profédesty r&pvieds fhiemh heegachtauyherébgaksoAneAlith¥nt i-
device in association with each authentication entity

devicast i @nds o Bocoss rodbnsoteut bondeehdeuphehthieatwohh
which client environnent is conpatible based on the
St orrpcess,
the program comprising a context verifying code to
verify each context using confidential information
identical to the confidential information or corre-
sponding confidential information, the each context
being generated by the each authentication entity
device, the each context including execution contents
of the authentication subprocess and an authenticator
on the execution contents using predetermined
confidential information.
39. A program stored in a storage medium which
can be read by a computer, the program being used for
a client device which transfers communication between
a plurality of authentication entity devices and a
verification device, the plurality of authentication
entity devices separately executing a authentication

subprocess constituting an authentication process,

the verification device verifying the authentication
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profiles. 40. The program according to claim 39,
further conprising a control code to cause the

aut hentication 15 entity devices having a
corresponding profile to execute the authentication
subprocess based on the specification, when the is
specified fromthe verification device. 41. An

aut henti cati on nmethod which-s Hxecuted by 20 a
plurality of authentication entity devices which
separately execute authentication subprocesses, the
aut hemdesd | orecutbpd dzesshe onsth t antimgnahcaut penentaty
tion process, and a verification device to verify the
authéﬁviqgu|¢hﬁ;ﬁ@ﬁ@%%me&@%mrb@l%q t he each 25

aut hentication entity device, the authentication

net hod cdMPFPELHY: q%?éYlﬁ@d%oﬁPlﬂéhtPéP Fi?ﬁrﬁﬁtFBﬁ each
for verification - i cat

usi nadﬂifh%nfela%tl%t%m%a%%hc‘am?%@Cat%?%eemronment
generat hené ég{lggtféﬁcgéﬁgrggg%Snﬁé%ngfdeflned

t he a n |ca |on SU process usin confrden

5 |n{@r@ﬁgrégby§igg t he each authentlcatlon entity

devi ce; erati ng a specific context pursuant to a

specific 5oﬁF@fliéOﬂéﬁggeﬁéhheabdéaﬁgrs@BgetBﬁe profiles
executed contents using the each authentication

ent i #&p Teyvd cerord Oclait Paith i AgrhBet speeidhcendbtextievice in
using the each authentication entity device;
association with each authentication entity device; and

a control code to decide profiles with which
client environment is compatible based on the stored
profiles.

40. The program according to claim 39, further
comprising a control code to cause the authentication
entity devices having a corresponding profile to
execute the authentication subprocess based on the
specification, when the is specified from the
verification device.

41. An authentication method which is executed by
a plurality of authentication entity devices which
separately execute authentication subprocesses, the
authentication subprocess constituting an authentica-
tion process, and a verification device to verify
the authentication process executed by the each
authentication entity device, the authentication method
comprising:

storing confidential information for verification
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conducting communi cation with an external device

using the verification device; and verifying each
context using the verification 15 device, the each
context being generated by the each authentication
entity device and received by the comunication. 42.
An aut hentication nethod executed by each

aut hentication entity device-whieh +s used in 20 an
aut henti cation systemincluding a plurality of

aut hentication entity devices which separately execute
aut hieyt ticat veni Siibpt borsdesjicehesanthenti eathon
subprocess constituting an authentication process, and
a veruthentioatieni ertihiycHeveécefi es the

aut henti cation 25 process executed by the each
authentlcaﬁnéﬁaéhﬂgt?n detheatichRéoqurhefKkecutiedncontents
nmet hod conprising:  storing confidential informtion

for %%r???c%f?%ﬁn?7cﬁ§lPHeSVEPFPFﬁéﬁ|BﬁlﬂngE@ confidential
generagi % €n aut hent i Stor op exE ntentst gf

Che hikaEte Flaf! bAtEhLp P ckedh ST REFBRTpRETOR R 18Y
confag§pééal information; 5 generating a specific

context pufsuant to a specific format fromthe

aut henti cgtRerapdnthg sSé@E@E@dCBQBEQEtEur@ﬂgnt to a
outputting the specCific context. . A verification

et hoge @xecat edriyt ar ¥ehi f:héaautlﬂethBaQSYl §8dWRhehexecuted
verifies an authentication process executed by each
of acphteatstysdDhgauhbeshthabiiBRentication entity device;
outputting the specific context using the each
authentication entity device;
conducting communication with an external device
using the verification device; and
verifying each context using the verification
device, the each context being generated by the each
authentication entity device and received by the
communication.
42. An authentication method executed by each
authentication entity device which is used in
an authentication system including a plurality of
authentication entity devices which separately execute
authentication subprocesses, the authentication
subprocess constituting an authentication process, and
a verification device which verifies the authentication
process executed by the each authentication entity

device, the authentication method comprising:

storing confidential information for verification
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entity devices which separately executes an

aut hentica- tion subprocess constituting an

aut henti cati on process, the verification nethod

conprising verifying each 15 context using

confidential information identical to the

confidential information or correspondi ng confidentia

i nformati on, the each context bLEI ng-generated by the

each authentication entity device, the each context

i ncl udi ng execution contents of the authentication 20

subprpcess aadi fhcaut bentiecater on the execution

contents using predeterm ned confidential infornmation.

44, An aughefratanpoant puhbbakimatRodoaxeggrugedy contents

client device which transfers conmuni cation between

pl uraf i #§e Futheneher Ehen oBUBREPEGSBeVPERE GRIEDS a

verification device, the Elurality of authentication

ent i $5 T RbS2 S ebaf AFBR YL 8Récut i ng a aut henti cati on

subprocess_constituting an.authentication_process, 78
Per i 13800r8 2080 P A1 RO ERE alrREHAT Eaton

the verif?cariontdévfc . . .
pro?&$§p§ﬁf§£ée oPMaEhErSﬂCPhéuéP@HEhE?EégBreQBHF¥he
t er nethod conp

devi ce, e authentication trans rsing:

askigwephodd ! esntonthe gagh authentication entity 5
devi ce, execution environnent contents of the

aut henti -ogapudvisybprecepsecheiagcdatiered in the

profiles; storing the profiles replied fromthe each

aut henti céBi onAeneéri§yidevior mathsdoekatuardwblyhaegelrifica-

aut hentication entity device; and 10 deciding the

proftien wiehiodiehichi eatifhesrannenthensicetpati plrecess

based on the stored profiles.
executed by each of a plurality of authentication
entity devices which separately executes an authentica-
tion subprocess constituting an authentication process,

the verification method comprising verifying each
context using confidential information identical to the
confidential information or corresponding confidential
information, the each context being generated by the
each authentication entity device, the each context
including execution contents of the authentication
subprocess and an authenticator on the execution
contents using predetermined confidential information.
44, An authentication transfer method executed by

a client device which transfers communication between
a plurality of authentication entity devices and
a verification device, the plurality of authentication

entity devices separately executing a authentication

subprocess constituting an authentication process,
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the verification device verifying the authentication
process executed by the each authentication entity
device, the authentication transfer method comprising:

asking profiles to the each authentication entity
device, execution environment contents of the authenti-
cation subprocess being defined in the profiles;

storing the profiles replied from the each
authentication entity device in association with each
authentication entity device; and

deciding the profile with which client environment

is compatible based on the stored profiles.



