111111111111 1 I1C CARD, |1 C CARD NANUFACTURING METHOD, -1 C. CARD | SSUI NG
VMETHOD, AND COVMUNI CATI ON METHOD FI ELD Enmbodi ment s descrlbed

herein relate generally to 5an IC card, I C card nanufactu m

card issuing nethod, and comuni cati on net hod. BACKGROUND Imm”mm m Hm?
"years, portable electronlc devi ces (conmuni cation media) callg ;Q cards or
smart cards -10have prevail ed remarkably. jFor- exanple, IC cd‘ﬁé "are used- in

various fields not only as credit cards, conmuter passes, passports,
| i cense cards, and settlenments of other comercial trades, but also as ID

cards such as I@”Ehﬂbee 1c! BaR@ SanuTRERGRS RGP MERRES, akd chaipSWsiee; cards.
An 1C card incorporates an IC (integrated circuit) chip which has a

nonvol ati | e dakaxgenohypandyausariralbnehenrerh such as a CPU. An IC Card
processi ng apparatus such as an IC card reader/witer transmts a read

20command to an |.- card to read out datmdpgomthe I1C card, and transmts

awite command to the IC card to wite data in the |IC card. The 1 C
card includes a pl @mmdloidtiyeof: sc armaoiideatd orenaiint selane camearimynitcat e with
the I C card processing 25 apparatus via the respective comruni cation units.-
For exahpl e, theIlCceadd d&ncesdnuaingdtee twirtitnat hethedearld megcessi ng

apparatus via one of a plurality of
issuing method, and communication method.

BACKGROUND
In recent years, portable electronichdevices
(communication media) called IC cards or smart cards
10 have prevailed remarkably. For example, IC cards are
used in various fields not only as credit cards,
commuter passes, passports, license cards, and
settiements of other commercial trades, but also as ID
cards such as employee ID cards, membership Cards, and
15 insurance cards.
~An IC card incorporates an IC (integrated circuit)
chip which has a nonvolatile data memory and a control
element such as a CPU. An IC card processing apparatus
such as an IC card reader/writer transmits a read
20 command to an IC card to read out data from the IC
card, and transmits a write command tc the IC card to
write data in the IC card.
The IC card includes a plurality of communication
units, and can communicate with the IC card processing
25 apparatus via the respective communication units. For
example; the IC card can ccmmunicate with the IC card

processing apparatus via one of a plurality of
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111111711121211111111212212111111111111111111 *annno9* conmmuni cati on interfaces.
Alternatively, the IC card can comunicate with the I C card processing
apparatus via one of a plurality of |ogical channels. For exanple, when the
| C card includes first and 5second communication interfaces, data stored in
the 1C card may be unwantedly accessed fromboth of the first and second
comuni cation interfaces. Likew se, when4he | C card supports first and
.second | ogi cal channels, data stored in the IC card nay be unwantedly
accessed 10from both of the first and second | ogical channels. BRI EF

DESCRI PTI ON O JTHE [DRAW; NGS i]p@e@fé%eiss. aAﬁ‘{I%%ttiinetié}),CI‘ch%! agr amghow ng an

exanpl e of the arrangenent of an I C card system of respective enbodi nents;

1I5FIG 2 is a sghempld s ibleek di-agram showiaRg 3o R@ME Rhatheus

arrangenment of a card reader/witer of respective enbodinents; _
FIG 3 is a sehemfic J3 eclpidiragriar sifoword can examplea of the arrangenent

of an I C card of respective 20enbodi nents; FIG 4 is a flowhart
showi ng an exanpl e Hdr wWhisttplagcesser ivhd aid erafqaf doeskides denies andat a
access via a predeterm ned conmuni cation interface; FIG 5is a

fl owcharst showetgpran cexanmplieatn onhiioh e23tlve saccess: |Stmdeat iion threod€ssi ng
permts a data access via a predeterm ned comruni cation interface;
card may be unwantedly accessed from both of the first
and second communication interfaces. Likewise, when
the IC card suppcrts first and second logiéal channels,
data stored in the IC card may be unwantedly accessed |
10 from both of the first and second logical channels.
BRIEF DESCRIPTION OF THE DRAWINGS
‘FIG. 1 is a schematic block diagram showing an
example of the arrangement of an IC card system of
respective embodiments;

15 FIG. 2 is a schematic block diagram showing an
example of the arrangement of a card reader/writer of
respective embodiments;

FIG. 3 is a schematic block diagram showing an
example of the arfangement'of an IC card of respective

20 embodiments;

FIG. 4 is a flowchart showing an example in which
access limitation processing denies a data access via a
predetermined communication interface;

FIG. 5 is a flowchart showing an example in which

25 the access limitation processing permits a data access
via a predetermined communication interface;

FIG. 6 is a flowchart showing an example in which



FLG 6,is a flowhart show ng an exanple in which the access limtation
processi ng denies a data access via a predeterm ned | ogi cal channel;

FIG 7 is a flowhart showi ng an exanple in which the access limtation
processing permts a data access via a predeterm ned | ogical channel;
FIG 8 is a view showing an exanple of a data structure in the IC card;
FIG 9 is a table showing an exanple of & storage |ocation of access

limtation informtion; FIG 10 is a table showi ng an exanpl e of
access limtation information for communication interfaces; FIG 11
s a table shayidng an examp:e 0f ACEese dddlidaAden donf; %{mfa' R ckqss |ogi cal
channel s; ‘FIG 12A is a flowhart showng an exa the access
limtation progessi RFe M rmined E'o%"*lcja%Bdn%rﬁlef I ovvchart showi ng an exanpl e
of the access |imtation processing.” DETAI LED DEéCRI PTI ON I n general,

according to one emedi nents ArFildwgand idHdwdes an d:Grmdulie and ¢

substrate. The I C nodule includes a plurality of comunication units, a
storage unit, tard sz ceed rdnlierat iHhe pstoateags nynide rdtiarL s fdarst adated,s and
stores an access condition for the first data. The controller permts, when
t he accéss condiat izom rene ugdes nenf drogeatdacn olfdrgtelper mts an access to the
first data based on a reception command received via a first comrunication
unit of the pluralfiiG. of comunicsatstoving ta amuercess to ddte first data
based on a first command received via the first comunication unit, and
does not per M U UG eds e the GRTSSt data based on a second command

Sreceived via a second conmuni cat i on Lflnlt of the
FIG. 9 1s a table showing an example of a storage

location of access limitation information;
10 FIG. 10 is a table showing an example of access
limitation information for communication interfaces;
FIG. 11 is a table showing an example of.access
limitation information for logical channels;
FIG. 12A is a flowchart showing an example of the
15 access limitation processing; and
- FIG. 12B is a flowchart showing an example.of the
access limitation processing. |
DETAILED DESCRIPTION
In general, according to one embodiment, an IC
20 card includes an IC module and a substrate. The IC
module includes a plurality of communication units, a
storage unit, and a controller. The storage unit
stores first data, and stores an access condition for
the first data. The controller permits, when the
25 access condition includes information which permits an
access to the first data based on a reception command

received via a first communication unit of the



pluraljty of comunication units. Enbodi nents will be descri bed
hereinafter with reference to the drawings. FIG 1 is a schematic bl ock

di agram showi ng t he 10arrangenent of an IC card system (also called a snart
card systen) of respective enbodi nents. As shown in FIG 1, the IC card
systemincludes a termnal 1 (conmunication apparatus) and IC card 2
(comuni cation nmedium. The termnal 1 includes a main body (host
13apparatus) 11, display 12, keyboard 13, and reader/witer 14. The
termnal 1 can communicate with the IC card 2. The terminal 1 transmts a

read command (outheitC sardodnhfibgadonutindata hrogrthesl Eccand 2, and
transnmts a wite command to the ICcard 2 to wite 20data in the IC card

2. The main bedystlgsekephsc@nenoh aipkur abinynef reeanmusicat koanheet hods, or
selects one of a plurality of |ogical channels. The display 12 displ ays,

for exanple, @ieemmubmoahioattesubhiapdaadthernti cati par@bcesaht with the 1C
card 2. The keyboard 13 is used to input characters; nunerals, and the |like
to . the mai n bedyett. tPhehreddestwilrter bd4ecommuni satesdwithmehd |C card 2.

5 received via a second-communication unit of the
plurality of coﬁmunication units.

Embodiments will be described hereinafter with
reference to the drawings.

FIG. 1 is a schematic block diagram showing the

10 arrangement of an IC card system (also called a smart
card system) of respective embodiments. As shown in
FIG. 1, the IC card system includes a terminal 1
(communication apparatus) and IC card 2 (communication
medium). The terminal 1 includes a main body (host

15 apparatus) 11, display 12, keyboard 13, and
reader/writer 14. The terminal 1 can communicate with
the iC card 2. The terminal 1 transmits a read command
to the IC card 2 to read out data from the IC card 2,
and transmits a write command to the IC card 2 to write

20 data in the IC card 2.

The main body 11 selects one of a plurality of
communicaﬁion methods, or selects one of a plurality of
logical channels. The display.l2 displays, for
example, a communication result and authentication

25 result with the IC card 2. The keyboard 13 1is used to
input characters, numerals, and the like to the main

body 11. The reader/writer 14 communicates with the IC



F,G 2,is a schematic bl ock di agram show ng the arrangenent of the
reader/witer 14 of respective enbodi nents. As shown in FIG 2, the
rreader/witer 14 5includes an antenna 141, first commrunication interface
142a, second conmuni cation interface 142b, third comruni cation interface

| 42c, fourth conmunication interface 142d, CPU 143, data nenory 144, RAM
145, and ROM 146. The CPU 143 control s trsansm ssion of various 10commands
to the I1C card 2. As shown in FIG 2, the reader/witer 14 can
comuni cate with the 1C card 2 (first comunication interface 20l1a) via the
first communicatijop interface 142a (for exanple, the antenna 141) in a
non-contact 15manner. The reader/witer 14 can al so conmunicate with the IC

card 2 (second compipi.catiiQn i Rtekhace 281R)k-kViia abhens esend reorMani cat i on
interface 142b (for exanple, a netal term nal of the second conmunication
interface 142B) rangameant 3¢t tABNRERdeTha rieadel AWbirt eespéedre20al so
communi cate with the 1C card 2 (third conmmunication interface 20lc) via the
third conmuni ealbicaimienter.f ace $42aen(tihe Factefnatae aecheteal/wrertmrndld) in a
non-contact or contact nmanner. The reader/Witer 14 can al so comunicate
with thé | C camd 1262 s( kourhliecoprmidilcatfiionti pbamfiaceaz0bd) vtz tflaeef ourt h
comuni cation interface 142d (the antenna or a netal termnal) in a

non- cont act orld&ent s€ComEnreFmuUngcation gpgeriace a4ghedtlive! bl ock di agram
showi ng the arrangenent of the IC card of respective enbodi nents. As shown
in FIG 3, thENMUPEL 2o ndriges agesdf<tCr af@ U r COREMPE2 a9 asti c card)

2a and an IC q?%%r a%%cl42d, CPU 143, data memory 144, RAM 145, and

ROM 146. The CPU 143 controls transmission of various
10 commands to the IC card Z.

As shdwn in FIG. 2, the reader/writer 14 can
communicate with the IC card 2 (first communication
interface 20la) via the first communication interface
142a (for example, the antenna 141) in a non-contact

15 manner. The reader/writer 14 can also communicate with
the IC card 2 (second-communicatibn interface 201b) via
the second communication interface 142b (for example, a
metal terminal of the second communication interface
142b) in a contact manner. The reader/writer 14 can

20 also communicate.with the IC card 2 (thixd
communication interface 201c) via the third
communication interface 142c¢c (the antenna or a metal
terminal) in a non-contact or contact manner. The
reader/writer 14 can also communicate with the IC card

25 2 (fourth communication interface 201d)-via the fourth
communication interface 142d (the antenna or a metal

terminal) in a non-contact or contact manner.



5¢hip 20). The IC chip 20 includes a plurality of comunication units, CPU
204, data nenory 205, RAM 206, and ROM 207. For exanple, the IC chip 20
i-ncl udes, as the plurality of comrunication units, a first comunication
interface 201a (first comunication 10unit), second conmmunication interface
201b (second comuni cation unit), third conmmunication interface 201c (third
communi cation unit), and fourth comuni cation interface 201d (fourth
comuni cation unit). Furthernore, as shown in FIG 3, the IC card 2

i ncl udes 15an antenna 21. Note that the I C nodul e may include the antenna

21, The CPU 204 sefygs as. o xanple. 30000 (L)@l WG LONL01 S to

i nterpret acom"rangtr'ansmtte romthe termn t 0 exec e

comand, and Lo rerurg @ cemimnd executy o resyld 9 2Udhediginal 1. The

data nmenory 2 is”.a nonvol atil e nenory. shown 1n the 1C

card 2 can conpurieahe W Fhcthe readerlomdster 214 (fidfls GOy Gatdon
interface 142a) via the first comrunication interface 25201a (for exanple,

the antenna 21)fdrne&afPN=GORt a0tk sFAMNIardihea Grearth 2 cCa@l1s0 G@muni cat e
with the reader/witer 14 (second communication interface 142b) via the
second éonmmunictdtd @)i.nt ehleace 20l foor reXarjelse,a & Inetaaliterafi nal of the
second communi cation interface 201b) in a contact manner. The IC card 2 can
communication units, CPU 204, data memory 205, RAM 20¢,
and ROM 207. For example, the IC chip 20 includes, as
the plurality of communicatior units, a first
communication interface 201la (first communication
10 unit), second comﬁunication interface 201k (second
communication unit), third communication interface 201c
(third communication unit), and fourth communication
interface 201d (fourth communication unit).
Farthermore, as shown in FIG. 3, the IC card 2 includes
15 an antenna 21. Note that the IC module may include the
antenna 21. The CPU 204 serves as, for example, a
controller, which controls to interpret a command
transmitted from the_terminal 1, to execute the
command, and to return a command execution result to
20 the terminal 1. The data memory'205 is a nonvolatile
memory .
As shown in FIG. 3, the IC card 2 can communicate
with the reader/writer 14 (first communication
interface 142a) via tﬁe first communication interface
25 20la (for example, the antenna 21) in a non-contact

manner. The IC card 2 can also communicate with the

reader/writer 14 (second communication interface 142b)



al,so communi cate with the reader/witer 14 (third 5Scomuni cation interface
142c) via the third comunication interface 201c (the antenna or a netal
terminal) in a non-contact or contact manner. The IC card 2 can al so
~conmuni cate with the reader/witer 14 (fourth conmmunication interface 142d)
via the fourth 10conmunication interface 201d (the antenna or a netal '
termnal) in a non-contact or contact Jmanner. Conmmuni cat i on
limtations by the IC card systemw ||l be described bel ow. (First
Enbodi nent) 15FI G 8 shows an exanple of a file structure forned on the

data nmenory 2Q5, ot gecggga -l 2un i MEY 1§ho elr}fFaq é%'llgea(rfsbra master file;

"OF", a dedi cated f an erenentary file contro

i nformation. é%aﬁq%%“ bnpEk@ 8o iifdala r{%féors)éc%%% %%%ﬁn%%%a% ifdi] e
structure in which each EF belongs to a OF, and the OF |ocated at the

upper nbst posiihireR fhseCalohed an MFcoheh@xapir .at mhike itd e ef J ssuance of
the ICcard 2 (at the tinme of data registration in the I1C card 252), the

reader/writer al4owcick@siniica tehe idat a hremeiaye2(mr iacaess |(itmitat i on
informati on (access condition) required to limt an access to first data in
t he dat & communication interface 142c) wvia the third
communication interface 20ic (the antenna or a metal
terminal) in a non-contact or contact manner. The IC
card 2 can also communicate with the reader/writer 14
(fourth communication interface 142d) via the fourth
10 communication interface 201d (the antenna or a metal
terminal) in a non-contact or contact manner.
Communication limitations by the IC card system
|

will be described below.

(First Embodiment)

15 FIG. 8 shows an example of a file structure formed
on the data memory 2053 of the IC card 2. "MF" shown in

FIG. 8 means a master file; "DF", a dedicated file;
"EF", an elementary file; "FCI", file control
information. As shown in FIG. 8, the data memory 205
20 stores a file structure in which each EF belongs to a
DF, and the DF located at the uppermost position is
calied an MF.
For example, at the time of issuance of the IC
card 2 (at the time of deata registration in the IC card
25 2), the reader/writer 14 writes, in the data memory
205, access limitation irnformation (access condition)

required to limit an access to first data in the data



menory, 205 of the I1C card 2. Thus, an access to the first data stored in
the IC card 2 can be limted. As shown in FIG 8, an EF412 belongs to a
DF411, and includes FCI of the DF411. In this case, for 5exanple, the
reader/witer 14 wites access |limtation information AL1l required to

limt an access to the DF411 in the IC card 2 in the FC

of

the DF411. For

exanpl e, the access |imtation information AL11l includes information which
permts a data access based 10on a reception conmand received via the first

conmmruni cation interface 20l1a (first comunication unit).

access |im tajiqn | nbAEMRLI 9n ALLL .Lhe CPUI0L ot f hecl
e e

irst conmand receive

data access to 1 "bas on a

Ac

S<°

cording to the

ard Z.permts a
1§viaethe first

communi cat | on difter tace 20la<cand dges mol-fer i Lanpedatgiaceess to the

DF411 based on a second conmand receive

via the second conmmuni cati on

interface 201b, thiyd GERAUINICatiON g ntef fraee 22Q10,0rQfs frourd lbrgamuni cati on
interface 201d. 20FIG 9 shows an exanple of a storage |ocation of the
access |im tatinen iinkfleeet iFon. oEheneF4E2 1st.or s datia ehsa,TlE¥( Tag, Length,
Val ue) structure. For exanple, as shown in FIG 9, the EF412 stores Tag86,
Lengt h03, andeMalpaE8l thk Qkhrdeand ralare (181 WOk t@k) ashas s254d iddttatstomuct ur e
of Tag81, LengthOl1, and Val ue0l. ValueOl indicates information which
pernmits a datardeoess ite Phé IDE4HL rased con it fairy $icces®miied thécei ved  vi a
the first comuni cation interface 20la. That is, the access linmtation

i nformation | Pidgi strertd@ By Seaur i yinattthys Bitze ofn thcopfiddtiar y Ho6r mat t ag81

example, the access limitation information ALll

includes information which permits a data access based

10 on a reception command received via the first

communication interface 20la (first communication

unit). According to the access limitation information

ALl11l, the CPU 204 of the IC card 2 permits a data

access to the DF411 based on a first command received

15 via the first communication interface 201la,

and does

not permit any data access to the DF41l1 based on a

second command received via the second communication

interface 201b, third communication interface 201c, or

“fourth communication interface 201d.

20 FIG. 9 shows an example of a storage location of

the access limitaetion information. The EF412 stores

data of a TLV (Tag, Length, Value) structure.

For

example, as shown in FIG. 9, the EF412 stores Tag86,

Length03, and Value(81 01 01), and Value(81 01 01) has

25 a data structure of Tag8l, ZLength(Ci, and ValueOl.

ValueOl indicates information which permits a data

access to the DF411 based on the first command received



specifjed by I'SO | EC 7816-4: 2005. 5FI G 10 shows an exanpl e of access
limtation information for each communication interface. As shown in FIG
10, for exanple, the access limtation information is configured by a total
of 8 bits, that is, the eighth to first bits. For exanple, when all of

10t he eighth to first bits which configure the access limtation
information are "0", this access limtatigon_information indicates that data
accesses based on reception commands received via all of the first

conmmruni cation interface 20la, second conmunication 15interface 201b, third

communi cati on st etage -201EorANd sLQUALA caIUYBLEAt boR i Nt erLace 201d are

permtted. fourt 't which configures the access [imtation

information is clhccblisS ap¢ess ibhmihabi-anch BhoLaBLLanstaceassyl i m tation
information AL14) 20. indicates that a data access based on a reception

command recei veduviiayt hetkouuth canpubbeatianryi Abenhacead@ld is pernmitted.
When the third bit which configures the access |[imtation information is

"1", this accesgsdiiffiebabiyonsonfigcnasiien4taccess limtation i nformation
25AL13) indicates that a data access based on a reception command received
via the5third commitliccatliomshiontserafraca2@le o pecmstt édmiWeen onhe second
bit which - 10 -

: information for each communication interZace. As shown
in FIG. 10, for example, the access limitation
information 1is configured by a total of 8 bits, that
is, the eighth to first bits. For example, when all of

10 the eighth to firsf bits which configure the access
limitation information are "0", this access limitation
information indicates that data accesses based on
reception commands received via all of the first
communication interface 201la, second communication

15 interface 201b, third communication interface 201lc, and
fourth communication interface 201d are permitted.

When the fourth bit which configures the access
limitation information is "1", this access limitation
information (access limitation information AL14)

20 . 1ndicates that a data access based on a reception
command received via the fourth communication interface
201d is permitted. When the third bit which coniigures
the access limitation information is "1", this access
limitation information (access limitation information

25 AL13) indicates that a daté access based on a reception

command received via the third communication interface

201c is permitted. When the second bit which



configures the access limtation information is "1", this access limtation
informati on (access linitation infornation AL12) |nd|cates that a data
access based on a reception command received via the second 5comuni cati on
interface 201b is permtted. Wien the first bit which configures the access
limtation information is "1", this access linmtation information (access
limtation information AL1l) indicates tf)at a data access based on a
recepti on command received via 10the first comunication interface 20la is
permtted. That is, when the fourth, third, second, and first bits,

whi ch Conf'guESnEQSuE§§e§ﬁo|EBEEQE'@EthBQEBHthQ@orﬁé%16ﬁ59§Cbﬂve|y "1,
"1, "o o IS access linitation information indicates that a

15dat a accessthased-08s3 fegepL9BnCOARBRLatecai Vadckka tha:tauibh
conmmuni cation interface 201d or third comuni cation interface 201c is

permitted. |niethenawobdsarthe asaessteki fhkat kodakaf acoetsobasad bnmit the
nunber of comunication interfaces that can be used. 20Access limtation
processi ng byat heckfcetandcadmmhhcdhrbokdsetiheiaf ahensrtiooned access
limtation information will be described bel ow For exanple, a case will be
expl ai néd whecemmutheaECbni nekaedédcen2fhe EF4p2rofitthd.| CWbgandtRei ncl udes
the access limtation 25i nformation AL11. FIG. 4 is a flowhart
showi ng an exdApPé PAtwWRERDt RENAEEEESS| LRt ACF6RS- prBcéssiAg denies a data
access -11 via a predeterm ned comqunication interface. FIG 5 is a
flowchart shodwAgraAtéRaNpEe "iLh-WhieR BRESEECSSEICANICAL LA OPrELeSSi ng

ermts a data acces
EZA and (accossslgh?t%tgg%d?%%gghQ%QOgogEquCa%b%ﬂa%gterfa%e FI GS.

data access based on a reception command received via
10 the first communication interface 20la is permitted.
That is, when the fourth, third, second, and first
bits, which configure the access limitation
information, are respectively "1", "1", "0", and "0O",
this access limitation information indicates that a
15 data access based on a reception command received via
the fourth communication interface 201d or third
communication interface 20lc 1s permitted. 1In other
words, the access limitation information can limit the
number of communication interfaces that can be used.
20 Access limitation processing by the IC card 2
| which holds the aforementioned access limitation
information will be described below. For example, a
case will be explained wherein the FCI included in the
EF412 of the IC card 2 includes the access limitation
25 information ALI1I. |
FIG. 4 is a flowchart showing an example in which

the access limitation processing denies a data access



512B are flowcharts showi ng an exanple of details of the access limtation
processing by the I C card. For exanple, as shown in FIG 4, the
reader/witer 14 transmts a select command (sel ection of the DF411) to the
|C card 2 via the second conmuni cation interface 10142b. The IC card 2
receives the select command via the second comruni cation interface 201b.
The CPU 204 of the IC card 2 denies apn aggess to the DF411 based on the

sel ect command according to the access Iimtation information AL11 incl uded
in the FCI of the DF411, and 15returns the FCl of the DF411 and an abnornma

status. VAE %hggngQegbng?,F%Q?ﬁé%?%%QGMqi %%r%%c%han%qbps5ai%ﬁ|60t

conmand (selecﬁlon the card via the first

cormuni cati on i phertace 1423y Fhe hCocard 2 neceives the seleck commnd via
the first 20conmmuni cation interface 20l1a. The CPU 204 of the IC card 2

permts an acqgﬁgt_fa@ifo%ep@_%%%s%?ege%itt@e Selest coummndiaccording to the
access limtation informati on AL1I included in the FCl of the DF411, and

returns the FEleof tiheiBE4l boanting cacrinml istrainfhce25AfTes .t haw, arfe
reader/witer 14 and I1C card 2 exchange data. - 12 - processing will be
describéd i n degaialrebellowchiatrh sr ehewemee atro @B 1124 awd ali2B. oAs tdfvown in
FIG 12A, the IC card 2 receives a select conmand via one of the first
conmuni cat i on aiceessf ddeiz@tdonseecoggssing by the IC card.
For example, as shown in FIG. 4, the reader/writer
14 transmits a select command (selection of the DF411)
to the IC card 2 via the second communication interface
10 142b. The IC card 2 receives the select command via
the second communication interface 201b. The CPU 204
of the IC card 2 denies an access to the DF41ll based on
the select command according to the access limitation
information AL1l included in the ¥CI of the DF411, and
15 returns the FCI of the DF411 and an abnormal status.
As shown in FIG. 5, the reader/writer 14 transmits
a select command (selection of the DF41l) to the IC
card 2 via the first communication interface 1l42a. The
IC card 2 receives the select command via the first
20 communication interface 20la. The CPU 204 of the IC
card 2 permits an access to the DF411 based on the
select command according to the access limitation
information AL1l included in the FCI of the DF41l, and
returns the FCI.of'the DF411 and a normal status.
25 After that, the reader/writer 14 and IC card 2 exchange

data.

Furthermore, the aforementioned access limitation



5¢ommuni cation interface 201b, third comunication interface 20lc, and
fourth comrunication interface 201d (ST101). The CPU 204 searches for
a file (for exanple, the DF411) designated by the select comand (ST102).
If 10the CPU 204 finds the DF411 designated by the select command, it sets
t he DF411 as a current file (ST103). After that, the CPU 204 searches for
FCl (for exanple, the EF412) corresponding to the DF411 based on an | D of
the DF411 (ST104). 15The CPU 204 finds out FCl having the sanme ID as that
of the DF411 (YES in ST105), and checks data set in Tag86 of the found FCl

ST107). If t 1:1.S4 1 6.,6¥YES in ST108),
§t che%ks datE?SgFgF%g$ ggﬁ?cgélggéEr$%gﬁcﬁtfS%Egéﬁgg%gggogggg s;? in :

Tag8l, that is razeass Lbmctaki onohnEeEMbEON. As showhOfi ne¥awpl €2ag case
will be assuneg bel ow wherein the I C card 2 receives a sel ect.conmand vi a
the first compuai gat i-ardi nt eebaeec20ba seIELO1omanddt e saceess f25hieni t ati on
information AL11 is set in Tag8l stored in the IC card 2. In this case, the
CPU 204 perm tfs ratdabanaecess ibasedten facee@epti, oseconmand recei ved via -
13 - the first comunication interface 20la according to the access
limtatbon i ntommaniiontAbbl iQYESIrReSTILI0), tanddr epmmus itchké iBGI of t he
DF411 and a nornmal status (SW (ST117). SAlternatively, a case wll be

assuned bel owinterface 201c, and fourth communication interface 201d
(ST101).

The CPU 204 searches for a file (for example, the

Dr411) designated by the select command (ST102). If
10 the CPU 204 finds the DF411 designated by the select
command, it sets the DF411 as a current file (ST1C3).

After that, the CPU 204 searches for FCI (for example,
the EF412) corresponding to the DF411l based on an ID of
the DF411 (ST104).

15 The CPU 204 finds out FCI having the same ID as
that of the DF411 (YES in ST105), and checks data set
in Tag86 of the found FCI (ST107). If the CPU 204

detects that Tag8l is set in Tag86 (YES in ST108), it

checks data set in Tag81 (ST109). The CPU 204 checks
20 data set in Tag81, that is, access limitation

information.

For example, a case will be assumed beloﬁ wherein
the IC card 2 receives a éelect.command via the first
communication interface 20la (ST10X1), and the access

25 limitation information ALll is set in Tag81 stored in
the IC card 2. 1In this case, the CPU 204 permits a

data access based on a reception command received via



whereip the 1C card 2 receives a select command via the second

communi cation interface 201b (ST101), and the access |limtation information
AL11 is set in Tag8l stored in the ICcard 2. In this case, the CPU 204
10deni es a data access based on a reception conmand received via the second
comuni cation interface 201b according to the access limtation information
AL11 (NO in ST110), re-sets a current_fi{e fromthe DF411 to an original
file (ST115), and returns the FCI of the OF411 15and an abnornmal status
(SW (ST116). As descried above, according to the first enbodinent,

an 1C card and, QOGY‘E?LCQEMHPEE%DQ% whi-eh-gan bpALt ABEERRSRY }8r+he

respectl ve conmmuni catl on uni respectl ve communi cation I nt aces) can be

provi ded. 20( ) inf . APl at .t i ssuance
of the IC carggggg gggggé ?&kﬁpeﬁrma agﬁtgéﬁ |nQFﬁe da?glﬁgﬂ§r35305,

access |imtatiken-haf enpBEcencfaceespraondithiyon) nokeaui kedthe liswht an
access to second data in the data 25nmenory 205 of the IC card 2. Thus an

access to the (segong data stored in the ICcard 2 can be limted. As shomm
in FIG 8, an EF422 belongs to a DF421, - 14 - and includes FCl of the
DF421. bn this caseltkanaexarylye, at haseeadérl/ Wwel tersuiddvbietles access
limtation information AL21 required to limt an access -EO the OF421 in
the I C card 2wherehe EGk 6 chedDRAZEceEgrsbexarpeel tthemaodessal ithiet ati on
information AL21 includes information which permts a data access based on
a receptlon comrand rermiwvadaviigna tnggiréalcec RARRel(ST101) , and tne

access limitation information ALll is set in Tags8l
stored in the IC card 2. 1In this case, the CPU_204

10 denies a data access based on a reception command
received via the second communication interface 201b
according to the access limitation information AL1ll (NO
in ST110), re-sets & current file from the DF411l to an
original file (ST115), and returns the FCI of the DF411

15 and an abnormal stacus (SW) (ST1l1leé).

As descried above, according to the first
embodiment, an IC card and communication method, which
can limit accesses for respective communication units
(respective communication interfaces) can be provided.

20 (Second Embodiment)

For example, at the time of issuance of the IC
card 2, the reader/writer 14 writes, in the data memory
205, access limitation information (access condition)

required to limit an access to second data in the data

N
(@2

memory 205 of the IC card 2. Thus, an access to the
second data stored in the IC card 2 can be limited.

As shown in FIG. 8, an EF422 belongs to a DF421,



LCL (first communication unit). According to the access Iimtation
information AL21, the CPU 204 of the 10IC card 2 permts a data access to
t-he DF421 based on a first command received via the |ogical channel LCl
supported by a predeterm ned comuni cation-interface (for exanple, the _
first communication interface 20l1a), and does not permt any data access to
the DF421 based 15on a second command_re¢gived via a | ogical channel LC2 or
LC3 supported by a predeterm ned conmuni cation interface. For

exanple, as shown in FIG 9, the EF412 stores Tag86, Length03, and Val ue(82

01 01), and Vi : 0 .a.d t . Qf 82 t hOl1l d
), an %E@gﬁﬁé&%ée% %%k Q%SFﬂF %%QZE.ruﬁhyﬁﬁlg clég gogeng an

Val ue01. Then, i ndi cat es ormation permts ata access to

the DF421 based.apithe chier skacemBand ceceived;yia fat}%eggghqﬁlita@%ﬂ_el LCL.
That is, the access limtation information is registered by 25Security

attribute in phepkigtaby. hormatet@g82qspecifiked By kSGELEC4816=4: 2005.
FIG 11 shows an exanple of the access |imtation - 15 - information for

each | ogi cal oFamnelin Aseshowraird Bl &n the fFaor examrpkepriihe .acgess
limtation information is configured by a total of 8 bits, that is, the
ei ghth Ho firsixabiptle., Ebe exarplelimwbéntabln dhfoheacight BLRG 5first bits
whi ch configure the access |limtation -
includes information which permits a data access based
on a reception ccmmand received via a 1ogical channel
LC1 (first communication unit). According to the
access limitation information AL21, the CPU 204 of the
10 IC card 2 permits a data access to the DF421 based on a
first command received via the logical channel LC1
supported by a predetermined communication interface
(for example, the first communication interface 201a),
and does not permit any data access to the DF421 based
15 - on a second command received via a logical channel LC2
or LC3 supported by a predetermined communication
interface.
For example, as shown in FIG. 9, the EF412 stores
Tag86, Length03, and Value(82 01 01), and Value(82 01
20 0%L) has a data structure of Tag82, Length0l and
Value(l. Then, Value(0l indicates information which
permics a data access to the DF421 based on the first
command received via the logical channel LCl. That is,
the aécess limitation information is registered by
25 Security attribute in proprietary format tag82
specified by ISO/IEC 7816-4:2005.

FIG. 11 shows an example of the access limitation



infornption are "0", this access limtation information indicates that data
accesses based on reception commands received via all of the | ogical
channel s LCl, LC2, and LO3 are permtted. 10Wen the third bit which
configures the access limtation information is "1", this access limtation
information (access limtation information AL23) indicates that a data
access based on a reception command receiyed_-via the | ogical channel LC3 is
15perm tted. When the second bit which configures the access limtation
information is "1", this access limtation information (access limtation

| nformation ALg2)-hadh6at st bakna; dgta.aceasanbasedadnsAoLACERli on command
received via the Foglca channel LO271s 20permtted. Wien the first bit

whi ch configureg the ageessyhipibatian LBLEEERLIEALES oA i nkBirha66@SS
limtation information (access limtation information AL21) indicates that

a data access ibBasedroguacHegophi e8ta0MaENd peeei vedavi ast henkogiigakrchannel
LCl is 25permtted. That is, when the third, second, and first bits which

configure access fliirgitt atiten i Abor pabinpAcar @hen 261- ofespeckiivaly td", "1",
and "0", this access |imtation information indicates that a data access
based oh a redceptitobitenwhndhr eceifvgdrei ahkeheckegscaliméhannen LC3
information are "0", this access limitation information
indicates that data accesses based on reception
commands received via all of the logical channels LCI,
LC2, and LC3 are permitted.

10 When the third bit which configures the access
limitation information is "1", this access limitation
information {access limitation‘information AL23)
indicates that a data access based on a recéption
command received via the logical channel LC3 is

15 permitted. When the second bit which configures the
access limitation information is "1", this access
limitation information (access limitation information
A1L22) indicates that a data acceés based on a reception
command.receivéd via the logical channel LC2 is

20 permitted. When the first bit which configures the
access limitation information is "1", this access
limitation information (access limitation information
AL21) indicates that a data access based on a reception
command received via the logical channel LC1 is

25 permittea.

That is, when the third, second, and first bits

which configure access limitation information are



o, LC2 is permitted. In other words, the access 5limtation information can
limt the nunber of |ogical channels that can be used. Access limtation
processing by the IC card 2 which holds the aforenentioned access
limtation information will be described bel ow For exanple, a 10case w |
be expl ai ned bel ow wherein the FCl included in the EF422 of the IC card 2.
includes the access limtation informtiog AL21. FIG 6 is a

fl omchart showi ng an exanple in which the access limtation processing
denies a data access 1l5via a predeterm ned |ogical channel. FIG 7 is a

fl ovchart - shoyig..a8 1¢xagphe i n whi, chrche gaccess ol Lridaly anrraeessi ng
pernmts a data atcess via a predéetérm ned Ioglcal channel . FIGS. 12A and

12B are fl owcharls shewhngnan -axarphke 0f adehail scek stsheaaeeess 201 initation
processing by the IC card. For exanple, as shown in FIG 6, the

reader/writer yMcansncbamanselecticeamangd tsel eelhion lofcnail) oz the | C
card 2 via the logical channel LC2 supported by a predeterm ned
conmuni cat i on drntierf acepethe ti€dcar dn2 o2breeceiores ,t hdesel@etsscommand vi a
t he | ogi cal channel LC2. The CPU 204 of the I1C card 2 denies an access to
t he DF421 basédminatthensehdotrresmyand aacddémditng hteo numper1 L logical
channels that can be used.
Access limitation processing by the IC card 2
which holds the aforementioned access limitation
information will be described below. For example, a
10 case will be explained below wherein the FCI included
in the EF422 of the IC card 2 includes the access
limitation information AL21.
FIG. 6 is a flowchart showing an example in which
the access limitation processing denies a data access
15 via a predetermined logical channel. FIG. 7 is a
flowchart showing an example in which the access
limitation processing permits a data access via a
predetermined logical channel. FIGS. 12A and 12B are
flowcharts showing an example of details of the access
20 limitation processing by the IC card.
For example, as shown in FIG. 6, the reader/writer
14 transmits a select command (selection of DF421) to
the IC card 2 via the logical channel LC2 supported by
a predetermined communication interface. The IC card 2
25 receives the select command via the logical channel

LLC2. The CPU 204 of the IC card 2 denies an access to

the DF421 based on the select command according to the



access limtation information AL21 included in the FCl of the DF421, and-
returns the FCl of the DF421 and an abnormal status. Al so, as shown in FIG
7, the reader/witer 14 5transmts a select command (sel ection of DF421) to
the IC card 2 via the |ogical channel LCl supported by a predeterm ned
comuni cation interface. The I1C card 2 receives the select command via the
| ogi cal channel LCl. The CPU 204 of ‘the {&£ card 2 pernmts an access to

10t he DF421 based on the sel ect command according to the access linitation
information AL21 included in the FCl of the DF421, and returns the FCl of

the DFd2l and,a.0acmal,statys, ALLetythaby hAS 1! %g@%ud@rd' r 14 apd 1C card

2 exchange daf'a” “I5Fur hernDre “{'he aforementioned access lim tation

processing wi Ll Becdegaphbed in detabls bakowcw U nefersnog kadthEs. 124
and 12B. As shomn in FIG 12A, the I1C card 2 receives a select command vi a

one of the Iogbg@&mg@agﬁgk%sLCI, LC2, and LC3 (ST101). 20The CPU 204.
searches for a file (for exanple, the DF421) designated by the sel ect
command (ST102). |faltshe GRU 24 iimdg 1iche 7TDF42k desidgnat.ed dey tie sel ect
command, it sets the DF421 as a current file (ST103). After that, the CPU
204 seapches fraankal tiEf ar sextanml eomdbhnke (EE422) icor rogs pardilng tioo thiee DF421
based on an I D of the DF421 (ST104). The CPU 204 finds out FClI having the
same |D as - If8carchat véfe tive DR42ralYESanne3TIOR) summpréieeciky @data setin
Tag86 of the found FCI (ST107). If the CPU 204 detects that Tag8l is not
set in Tag86 (ENEJeHSTLOSK IMeMTTagga tiiensenteyESGen STREL)C i@ ichécks dat a

set in
receives the select command via the logical channel

LC1l. The CPU 204 of the IC card 2 permits an access to

10 the DF421 based on the select command according to the
access limitation information AL21 included in the FCI
of the DF421, and returns the FCI of the DF421 and a
normal status. After that, the reader/writer 14 and IC
card 2 exchange data.

15 Furthermore, thg aforementioned access limitation
processing will be described in detail below with
reference to FIGS. 12A and 12B. As . shown in FIG. 12A,
the IC card 2 receives a select command via one of the
logical channels LC1l, LC2, and LC3 (ST1Cl).

20 The CPU 204 searches for a file (for example, the
DE421) designatéd by the sélect command.(STlOZ). If
the CPU 204 finds the DF421 designated by the select
command, 1t sets the DF421 as a current file (ST103).
After that, the CPU 204 searches for FCI (for example,

25 the EF422) corresponding to the DF421 based on an ID of
the DF421 (ST104)}.

The CPU 204 finds out ¥CI having the same ID as



5Tag82 (ST112). The CPU 204 checks data set in Tag82, that is, access

limtation informtion. For exanple, a case will be assuned bel ow
C card 2 receives a select conmand via the |ogical channel

wherein the |
(ST101), and

stored in the ICcard 2. In this case, the CPU 204 permts a data access

the access limtation 10information AL21 is set in Tag82

LCl

based on a recepti on command received_vi?8thg | ogi cal channel LCl1 according

to the access
FCl of 15the
case will be
via the logic
AL21 is set i

deni es a data acc _ ti
channel LC2 ageQrding gt B 36C6SS nhiMstal

l[imtation informati on AL2

(YES in ST113), and returns the

OF421 and a normal status (SW (ST114). Al ternatively, a

symed bel.o relasthe LGqcand 2 recelves a.sel el command
h&hin L T1 ff, ang he

t

dccess Timtation informati on

@nT%gg%es%%rg%ei%oEQ% Lecard203. 1A RS eqse,qhe CPU 204

S base

on a reception commuand received via the |ogical

QN 1ifeqy Rl o A3 bg(NO in

t
ST113), re-sets a current fil'e from the DF421 to an original file (ST118),
and returns 25thetEggoof; st he tOR42E apd san iabnorimale rt-atsUsiat W tSERL9) . As
e, according to the second - 19 - enbodinent, an IC card and
comuni eat i on TAgBRod sTwhi2gh camel icrut 2accesseskd aratepectinvaae@@uni cati on
units (respective | ogical channels) -can be provided. Al so, the

descri ed abov

af orenent i one

10

15

20

d hisitr dts, ard ceecoidmitazion information.

For example, a case will be assumed below wherein
the IC card 2 receives a select command via the logical
channel LC1 (ST101), and the access limitation
information AL21 is set in Tag82 stored in the IC card
2. Irn this case, the CPU 204 permits a data access
based on a reception command received via the logical
channel LCl1 according to the access limitation
information AL21 (YES in ST113), and returns the FCI of
the DF421 and a normal status (SW) (ST114).

Alternatively, a case will be assumed below
wherein the IC card 2 receives a select command via the
logical channel LC2 (ST101), and the access limitation
information AL21 is set in Tag82 stored in the IC card
2. In this case, the CPU 204 denies a data éccess
based on a reception command received via the logical
channel 1LC2 according to the access limitation

information AL21 (NO in ST113), re-sets a current file

- from. the DF4Z21 to an original file (ST118), and returns

25

the FCI of the DF421 and an abnormal status (SW)
(ST119).

As descried above, according to the second



5enbodj ments can be conbi ned. For exanple, the first conmunication
interface 201la of the IC card 2 receives a select conmand via the |ogical
channel LCl. The CPU 204 finds a DFxxx designated by the sel ect comand,
and detects that Tag8l and Tag82 are set in FCl of the 10DFxxx. In this
case, when the access limtation information AL1l1 is set in Tag8l, and the
access limtation information AL21 is_seﬁgin_Tag82, the CPU 204 permts a
data access based on a reception comand received via the |ogical channel
LCL of the first 15communication interface 20la according to the access
limtation informtion AL1l d access Jimtati.on.i.nformati on AL21, and
returns the F&quﬁlgﬁgtDFf%k%gn aédngfﬁgFQQ%ﬁQh§%%§%? ﬁ%&%?’hékﬁé@ess

i mitation informtian AlLLand acgess Jididal] i laumtion M2l 20are

not set, the deni'es a data access based on reception comrand

received via the dgicale ghannel &L Bfeithe £d4 ¥ ¢emmniLation interface
20l1a, and returns the FC of the DFxxx and an abnornml status. As descri bed

above, . according tm dde g matdm 229fed el fdo thank s8cond enbodi nent s,
an | C card and conmuni cation method, which can linmt accesses for

respectisve commpddiatdrars ididrerdeacesmantd.espeet issampl 20 thd agixegal channel s
can be provided.. The case has been expl ained wherein the access |imtation
processing | i midmsuan cacess ing etrfe doF.2 (Ala erndthiev €10y catrtve Zaceessi vdsni t at i on
processi ng can
a select command via the logical channel LCl. The CPU
204 finds a DFxxx designated by the seiect command, and
detects that Tag®l and Tag82 are set in FCI of the
10 DEFxxx. In thié case, when the access limitation
information ALll is set in Tag8l, and the access
limitation information AL21 is set in Tag82, the CPU
204-permits a data access based on a reception command
received via the logical channel LC1 of the first
15 communication interface 20la according o the access
limitation information ALll and access limitation
information AL21, and returns the FCI of the DFxxx and
a norma. status (SW). When the access limitation
information AL1l and access limitation information AL21
20 are not set, the CPU 204 denies a data access based on
a receptiorn command received via the logical channel
ILC1 of the first communication interface 201la, and
returns the FCI of the DFxxx and an abnormal status.
As described above, according to the combination
25  of the first and second embodiments, an IC card and-
communication method, which can limit accesses for

respective communication interfaces and respective



5also |imt accesses to data other than DF. For exanple, the access

limtation processing can limt accesses to an EF, data object,

views specified by I SO 1EC 7816-4:2005. In the access limtation

processi ng,

the case has 10been expl ai ned wherein the access limtation
information (Security attribute) is set at the tinme of issuance of the
card (at the tine of data registration igothg | C card). However, the

setting timng of the access limtation Tnformation is not 15limted to

limtation pr

t he sel ect.

t abl es,

and

I C

that desCri bed above, but it can be freely changed. : In the access
cessing, .the access |limtations corresponding to reception of
cgﬁﬁ&ﬁ&qh§98“Begﬁ EQBIgrn859VA§Fanatively, the access

20l im tation procesﬁgn% can . inplenent _access |imtations caorresponding to
. . e tase s pbéeh exblained wherein %e acces%
reception of vari ous data ogﬁ%r A e °$8ISEc 7SS mend:, For

exanpl e, when ;3n,3C¢63% %9o% g;ﬁ&élﬁi%ﬁ§%r%nfEE%%BS?%@ Rcapgess to the

DF421 occurs next, the 2 can set, in advance, first access

rea iter

i tation inbOrmAkianyEler eXaMReesaCaens doTbhabioR dsBiopmeEHoN ALLL or

AL21)

in the FCI of the

5

10

20

25

411 and - 2

also limit accesses to data other than DF. For
example, the access limitation processing can limit
accesses to an EF, data object, tébles, and views
specified by ISO/IEC 7816-4:2005.

In the access limitation processing, the case has
been explained wherein the access limitation
information {(Security attribute) is set at the time of
issuance of the IC card (at the time of data
registration in the IC card). However, the setting
timing of the access limitation information is no“
limited to that described above, but it can be freely
changed.

In the access limitation processing, the access

limitations corresponding to reception of the select

command have been explained. Alternatively, the access

limitation processing can implement access limitations
corresponding to reception of various data other than
the select command.

For example, when an access to the DF41ll occurs
first, and an access to the DF421 occurs next, the
reader/wrifer 14 can set, 1n aavance, first access
limitation information (for example, access limitation

information AL1ll or ALZ21) in the FCI of the DF411 and



second access limtation information (for exanple, access limtation
information AL12 or AL22) in the FCl of the DF421. Thus, a conmunication
i-nterface or a logical channel to the first data and a communi cation
S5interface or a logical channel to the next data can be designated as

di fferent comunication interfaces or |ogical channels, thus inproving the
security. When a second DF i s Igca% d under a first DF, and a third
OF is located under the second OF, the card 102 can limt an access to
the first OF by access limtation information set in FCl of the first OF,
and can also |Limt ,accesses.tQ Ehe Seco rd DE_b the access

limtation |nFSFﬁaglacces llrrtlhe Fel' o oPgPﬁ ?ﬁ??t T OTSA" erhatlvely t he
| C oard 2 canibiit 99y AR aacensoLALhg,lhist b axz%c&' S thimigicgt i on

i nformati on set In the irst oes not a Iom1to [imt

accesses to the secong bk a”@hh@'rg gEmRﬁnl%%L%%%eg%tLh%bkatanalnfornatlon
set in the FCl of the 20 first . When the I1C card 2 stores a

plurality of BGgicagcessnhken tt@t 21! E@E@H’.”@b' £@N 26N aal-sambe iset iker each
DF. For exanple, when the data nmenory 205 of the IC card 2 stores DFs A and

B, the peader iwtitréactd osets 1253fiicast caaeass |lonthat nexti dbkaamatirome( f or
exanpl e, access l[imtation information AL11 or AL21) in association with OF
A of the |IC cdediZnaard set sliséegrdt coRRunigecess linmetrdiices ionf or mati on
(for exanple access |limtation information AL12 or AL22) in association
with DF B of theirglcahdn2elfhehubormexavping, the Asglirtife -1 C card 2 can be

used via the first communi cation
When a second DF is located under a first DF, and

a third DF is located under the second DF, the IC card

10 2 car limit an access to the first DF by access
limitation information set in FCI of the first DF, and
can also limit accesses to the second DF and third DF
by the access limitaticon information set in the FCI of
the first DF.

15 Alternatively, the IC card 2 can limit only an
access to the first DF by access limitation information
set in the FCI of the first DF, and does not allow to
limit accesses to the second DF and third DF by the
access limitation information set in the FCI of the

20 first DF.

When the IC card 2 stores a plurality of DFs,
access limitation information can also be set for each
DF. For example, when the data memory 205 of the IC
card 2 stores DFs A and B, the reader/writer 14 sets

25 first access llmltau1on information (for exampilie,
access limitation information ALll or AL21) in

association with DF A of the IC card 2, and sets second



Siinterface 20l1a or |ogical channel LCl, but DF A of the IC card 2 cannot be
used via other comunication interfaces or |ogical channels. Likew se, DF B
of the I1C card 2 can be used via the second conmuni cation interface 201b or
| ogi cal channel LC2, but DF B of the 101 C card 2 cannot be used via other
comuni cation interfaces or |ogical channels. According to at | east
one of the aforenentioned enbodi nents, aggesges can be |limtedfor
respective conmuni cation interfaces or ré&Spective |ogical 15channels, and
the security of the IC card system can be inproved. The respective
enbodi nents w Il be iunnarLzed bel ow. (1) AanC card qan set an execution
condi tion for 25664Eh LeBdtiCat ok O ierac e FOTh & S h&GEard can h
noni tor access .ri. h%s to.vgriougidat%lggpordgg%F;o.%anUMéygjfg%interfaces
to be used, and"¢an d&hy HAcCELSEs Ho Vrari ous 4 Wihen an dnexpect ed
comuni cati on R e{AGE ;S ysede 25(2) An WGGAr ¢ AR Seh @l exequtdon
condition for éach T ogical channel. at is, the IC card can nonitor access
rights to varigus ¢ata aceordinget dgiGal tre 23 rstchanngls 4L b used,

and can deny accesses to various
5 interface 20la or logical channel LC1l, but DF A of the

IC card 2 cannot be used via other communication
interfaces or logical channels. Likew;se, DF B of the
IC card 2 can be used via the second communication
interface 201b or logical channel LC2, but DF B of the

10 IC card 2 cannot be used via other communication
interfaces or logical channels.

According to at least one of the aforementioned
embodiments, accesses can be- limited for respective
communication interfaces or respective logical

15 channels, and the security of the IC card system can be
improved.

The respective embodiments will be summarized
below.

(1) An IC card can set an executiocon condition for

20 each communication interface. That 1is, the IC card can
monitor access rights to various data according to
communication interfaces to be used, and can deny
accesses to various data when an unexpected
communication interface is used.

25 (2) An IC card can set an execution condition for
each logical channel. That is, the IC card can monitor

access rights to various data according to logical



data when an unexpected | ogi cal channel is used. The af orenentioned .

| C.card i s manufact ured by an I C card manufacturing apparatus (IC card
manuf acturing method). Also, the aforementioned IC .card is issued by an IC
card issuing apparatus (I C card issuing nmethod). For exanple, the I1C card
manuf act uri ng apparatus manufactures an |IC card based on a substrate (for
exanple, a plastic card) and IC modul e (#g chip 20), as 1l0descri bed above.
The I C card issuing apparatus (for exanplé, the termnal 1) wites issuance
information in the data menory 205 or ROM 207 of an IC card (a white card

on which no issuance informatio corde thus i ssuing the |IC card.
The i ssuance |§¥%VW§F §iH€F§de§n can)@%ﬂ% Ccﬁersonacglnf&F%gtlon

According to at, Iaﬁ%%tenog% %Ee&%%c%f re daqn% %r;(lt;qdllns“e fsqan 1 C card and

comuni cati on 0d,” whi ch '€an 17 m esses respectlve connunlcatlon

units can be prOVqug,a@d%%mé%lIéaégﬂ{trggggi%gtﬁgﬂﬂ}éﬁ%dygh

manuf acturing such IC card, and an I C card issuing nethod which |ssues such

| C card can chprdé\@cﬂ%ﬁnufacturl\%f l.@ardld @nbedients Jrave heery
described, these enbodi nents have been presented by way of exanple only,

and aresnot i mtegyrded .t o plisw, t thike aFeopencft e 2Sinvwentd ans.idsideedy t he.
novel enbodi nents descri bed herein nmay be enbodied in a variety of other
fornms; furtheramriE omard dgsudmics sipprs;a tsubstlid uwdrmens ssnd ng ik hod) .

For example, the IC card manufacturing apparatus
manufactures an IC card based on a substrate {for
example, a plastic card) and IC module (IC chip 20), as

10 described above. The IC card issuing apparatus (for
example, the terminal 1) writes issuance information in
the data memory 205 or ROM 207 of an IC card (a white
card on which no issuance information is recorded),
thus issuing the IC card. The issuance information

15 includes, for example, personal information.

According to at least one of the aforementioned
embodiments, an IC card and communication method, which
can limit accesses for respective communication units
can be provided. Also, an IC card manufacturing method

20 for manufacturing such IC card, and an IC card issuing
method which issues such IC card can be provided.

While certain embodiments have been described,
these embodiments have been presented by way of example
only, and are not intended to limit the scope of the

25 inventions. Indeed, the. novel embodiments described
herein may be embodied in a variety of other forms;

furthermore, various omissions, substitutions and



changes in the formof the enbodi nents described herein may be nmade w t hout
departing fromthe spirit of the inventions. The acconpanying clainms and
t-heir equivalents are intended to cover such forns or 5nodifications as

would fall within the scope and spirit of the inventions. - 25 - WHAT IS
CLAIMED IS: 1. An IC card conprising: an |IC nodul e; and a substrate, 5the
| C nodul e conprising: a plurality of co nication units; a storage

unit configured to store first data, and to store an access condition for

the first data; and a controller configured to permt, when the access

10condi tion includes i.nformation whi permts an.access to the first data

based 'on a reEBBPQSE &BHEéﬁdfpégePVe§%€i§m OgﬁP§Pt§oﬁﬁﬁﬁré§FFoﬁeﬁﬁﬁﬁ of the

plural ity of communi gation uoils. (8R.3608ss 8.1 he f ibstdata based on a
co

first command Fecéived vi a #ﬁe firs nication 15anit, and not to

permt an accg%%ehgi%%%.f'ﬁ%% g@%%mpanying claims and their
equivalents are intended to cover such forms or
5 modifications as would fall within the scope and spirit

.0of the inventions.



based on a second conmand received via a second communi cation unit of the
plurality of comunication units. 2. The IC card of claim 1, wherein the
plurality 20of comunication units conprise a first comunication interface
and a second conmuni cation interface, and the controller is
configured to permt, when the access condition includes information which
permts an access to the first data baseg on the reception command
25received via the first: communi cation ?erface, an access to the first
data based on the first command received via the first comrunication
interface, and not - 26 - to permt an acc to the first data based on
the second conmand received via tHe (ﬁﬁﬁﬁﬁﬁhﬂﬁﬁbalion interface.

3. The I1C card of ﬁ|al ZTCMhere n the pIurallty 50f comruni cation units
conprise the first co nlcatfgh Of%?faceg%f a contact type and the second
conmmuni cati on |nterfag§~%&) non-gontact type, and the controller is
configured to pern1 e access condition includes information which
permts an 10acces%1g{ggy%gﬂést data based on the reception comand
received via the first communi'cation interface of the contact type an

access ts0 the firstdatx based Ondipe ifdirsf: command received via the first
communi cation interface of the contact type, and not to permt an

a plurality of communication units;
a storage unit configured to store first data, and
to store an access condition for the first data; and
a controller configured to permit, when the access
10 condition includes information which permits an access
to the first data based on a reception command received
via a first communicatior unit of the plurality of
communication units, an access to the first daﬁa based
on a first command received via the first communication
15 unit, and not to permit an access tc the first data
based on a second command received via a second
communication unit of the piurality of communication
units.
2. The IC card of claim 1, wherein-the plurality
20 of communication units comprise a first communication
interface and a second communication interface, and
the controller is configured to permit, when the
access condition incl@des information which permits an
access toc the first data based on the reception command
25 received via the first communication interface, an
access to the first data based on the first command

recelived via the firs%t communication interface, and not



1%access to the first data based on the second command received,via the
second communi cation interface of the non-contact type. 4. The IC
card of claim2, wherein the plurality of comunication units conprise the
first conmunication 20interface of a contact type and the second

comuni cation interface of a non-contact type, and the controller is
configured to permt, when the access_coggitLon i ncludes information which
permts an .access to the first data based on the recepti on command 25
recei ved via the second conmmunication interface of the non-contact type, an
access to the first d%;a based on thg secaond connan% recei ved via the

second - 27 IocEHMMIHiCART 67 SERterPaddSof T KO cHREESt ¥V pé® and not to
permt an access to the first data _base the first nqﬁ? recei ved via
TrAnCh e % WH% %@ﬁtact typézgﬁg{ qgjﬁﬁfcard of

. secon .CO 1ve econa
the first COWWUHICgtIOH interface o T :

claim2, whergin the controller is configured to permt, when the access
condition includes informati on which permts an access to the first data

based on the receptj on gumand Jeceived M B fidste ghamnels af-die-f i rst
comuni cation interface, 10an access to the first data based on the first

command sr ecei wad drgndrie sfifcst veharneongfr itdre thig sti reamasiineaticent ion
interface, and not to permit an access to the first data based on a third
command recei ved aviface sECendchannelt yafe tdme firestsegamruni cation i nterface.
156. An 1 C card conprising: an I C nodul e; and
communication interface of a non-contact type, and
the controller is configured to permit, when the
access condition includes information which permits an
10 access to the first data based on the reception command
received via the first communication interface of the
contact type, an access to the first data based on the
first command received via the first communication
interface of the contact type, and not to permit an
15 access to the first data based on the second command
received via the second communication interface of the
non-contact cType.
4. The IC card of claim 2, wherein the plurality
of communication units comprise the first communication
20 interface of a contact type and the second
communication interface of a non-contact type, and
the controller is configured to permit, when the
access condition includes information which permits an
access to the first data based on the reception command
25 received via the second communication interface of the
non-contaci type, an access to the first data based on

the second command received via the second



a.,substrate, the I C nodul e conprising: a comrunication unit configured to
20transmt/receive data via a designated channel of a plurality of

channel s; a storage unit configured to store first data, and to
store an access condition for the first data; and a controller configured
to permt, when the access 25condition includes information which permts
an access to the first data based on a reception command received via a
first channel of the plurality of chaﬁne?g, an - 28 - atcess to the first
~data based on a first command received via the first channel, and not to
permt an access to the first data baﬁggﬁgp'a second comuand recej ved via a

second channelCOFYHE 35 aa NGy T e §gnon-contack Uhpe . ¢:¢ard of

claim1l, wherein the storage unit is configured to store control
i nf or mati on WHQH{%%Fﬁﬁﬁgtt@”tﬁ?qgﬁ%ﬂ“ﬂaf%ié;ﬁft data bat® o (€ control

i nformation Iqgh%ﬁ?%x%@%n%&%%%%fggﬁnvyéIéﬁ% first communication

interface of the contact type.

5 5. The IC card of claim.2, Wherein the controller
is configured to permit, when the access condition
includes information which permits an access to the
first data based on the reception command received via
a first channel of the first communication interiace,

10 an access to the first data based on the first command
received via the first channel of the first
communication interface, and not to permit an access to
the first data based on a third command received via a
second channel of the first communication interface.

15 6. An IC card comprising:

an IC module; and

a substrate,

the IC module comprising:

a communication unit configured to

20 transmit/receive data via a designated channel of a
plurality of channels;

a storage unit configured to store first data, and
to store an access condition for the first data; and
a controller configured to permit,. when the access
25 condition includes information which permits an access

to the first data based on a reception command received

¢t

via a first channel of the plurality of channels, an



8.. The I1C card of claim6, wherein the storage unit

control information which belongs to the first data, and

control information includes the access 15condition. 9. An IC card
manuf act uri ng nmet hod conprising: manufacturing an 1 C card, wherein the IC
card conprises: an | C nodul e; and 20a substrate, and the | C nodul e

conpri ses:

. a plurality of conmunication its; a storage unit
configured to store first data, and to store an access condition for the

first data; and 25a controller configured to permt, when the access
-condition includes

formati ich rmts an _access t he first data
based on a reé&ﬁ??ﬁng nélféghd9§8 asf& SNifata ™ %rggméoﬁnunlcatlon

is configured to store

t he

uni t of the pluraliLly 9 °f 2CQUIUNLGALT AR UGS, AL 3CeSs Lo hihe Ehfst data

based on a fi FSt - ¢ommand‘’r ecei ve

Via t

i'rst conmmuni cation unit, and not

to permit an access tg the finsh daka Shased on A ssecand cmmad recel ved

via a second communi cation unit of the plurality of conmunication units.

10

15

20

25

received via a second channel of the plurality of
channels.

7. The IC card of claim 1, wherein the storage
unit is configured to store control information which
belongs to the first data, and

the control informgtion includes the access
condition.

8. The IC card of claim 6, wherein the storage
unit is configured to store control information which
belongs to the first data, and

the control informatiorn includes the access
condition.

9. An IC card manufacturing method comprising:

manufacturing an IC card,

wherein the IC card comprises:

an IC module; and

a substrate, and

the IC module comprises:

a plurality of communication units;

a storage unit configured to store first data, and
to store an access condition for the first data; and

a controller configured to permit, when the access
condition includes information which permits an access

to the first data based on a reception command received



.10. An I C card issuing method conpri sing: storing issuance
information in a storage unit of 10an IC card; and issuing the |IC card,
wherein the I'C card conprises: an |IC nodule; and a substrate, and 15the IC
nodul e conprises: a plurality of conmunication units; t he storage
unit configured to store first data, and to store an access condition for,-
the first data; and 20a controller configyred to Permit, when the access
condition includes informati on which perfriits an access to the first data .
based on a reception conmand received via a first communication unit of the -
plurality of communi_cation units at a .based 25o0n a

y 1. [ he fi .
first connandvﬁécéiééas&i§OFWEHFF?23033%%§ ?5&?F&ﬁegﬁh%%ﬁégé 96t to permit

an access to e [15eLe9312.23280 QR 2.285nd LR Lecalyed e a second

on a first command received via the first communication
unit, and not to permit an access to the first data
5 based on a second command received via a second
communicétion unit of the plurality of communication
units.
'10. An IC card issuing method comprising:
storing issuance information in a storage unit of
10 an IC card; and
issuing the IC card,
wherein the IC card comprises:
an IC module; and
a substrate, and
15 the IC module comprises:
a plurality of communication units;
the storage unit configured to store first data,
and to store an access condition for the first data;
and
20 a controller configured to vermit, when the access
condition includes information which permits ‘an acceés
to the first data based on a reception command received
via a first communication unit of the plurality of
communication units, an access to the first data based
25 orr a first command received via the first communication
unit, and not to permit an access to the first data

based on a second command receivea via a secona



comunj cation unit of the plurality of comunication units. 11. A .
communi cati on nethod conprising: permtting, when an access condition for
first bdata includes information which permts an access to the first data
based on a reception command received via a first comunication unit of a
plurality of comunication unit, an .access to the first data based on a
first eommand received via the first comguni cation 10unit, and not
permtting an access to the first-data -~based on a second command recei ved
via a second comunication unit of the: plurality of communication units.

.communication unit of the plurality of communication
units.
11. A communication method comprising:
permitting, when an access condition for first
5 data includes information which permits an access to
the first data based on a reception command received
via a first communication unit of a pluraliﬁy of
communication unit, an access to the first data based
on a first command received via the first communication
10 unit, and not permitting an access to the first data
- based on a second command received via a second
communication unit of the plurality of communication

units.



