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; e3e4; 47b6 TMETHOD AND APP%WWM“ECURE COMMUNI CATI ON OF o N i ON
BETVWEEN A PLgF\’A/%DIil)'l OF DI UAL DEVI CES The prese?-k;" iy gl #?n
rel ates to ¥OPPA and appar af ke« f or secure conmi ncati on of Ton
between a plurality of digital devices connected in a network The present
i-nvention is particularly applicable to the field of digital television
where scranbl ed audi ovi sual information is broadcast to a nunber of
subscri bl ers epETHOBAND! APPARNEIS i FQRASEEURIS COVIMUNEGATTION OF
recei ver/ decoder nbl i ng ed program for
subsequent vINWOHR Y RN A RAL Y O DIGTPA LA DVISLAL

Is transmtted together contrfjiéyggg§ descranbling of the
- digital data the control word itself crypted by an exploitation key
and tranmtted in encrypted form A decoder receiver the scranbled digital

data and encypted control wprd which uses an equival ent of the expolitation
o key to decrifélﬁprh&emm\fﬁylp@@de@éhmmeﬁmdja%@pamae@erurdmmmmm phe

Crrar bt ot eloR Bl BAHG0) S hebhlbloF Gl G4 SR o
view ng of a particular program Encrytion and decrytion keys are
conventionally stored in a portable security nodul e such as a smart card

used to per Jhegresent invwgnder sdartionlyly applidable tp thebfiddofdigitebtelenisidne whese of
a user who has _qr re.d er.. since existing subscriptiao nagenent
systems oft é?faﬁgz}%gr%i“ﬁfqvis@?&ﬂﬂgg%é% Ky lbfﬁoagﬁgbﬁa a_sﬁ‘Bg‘BF'i BF isgﬁsc!nﬁprst AR e
person gt t GgbseribRr F5bdsRsing COABESHE Wrl ntkgtafel CRcEiVELEEFDEAN CIRD) baphBle @f be
@dvant ageous to allow two or nore decoder to function using the sane

ubscri pti odesiremblingshe ansmitipd ipregrannfarGubsegBem3dewingt he name of News
Dat acom Li mted shows one possible solution to this problemlIn this system
a pair of decoder are organised in a master/sl aye\[conf i guration
Subscri pti oy b %%Ilcil Y RePEAIRBIAMiEiRE audiovisual daa is RAsARbeq tdiether whttra ~ ~
~~~~~ 81 Lb0/ 00 I, wo 00i oa~ls )

: control word for descrambling of the digital data, the control word itself being

15 encrypted by an exploitation key and transmitted in encrypted form. A decoder
receives the scrambled digital data and encrypted control word which uses an
equivalent of the exploitation key to decrypt the encrypted control word and thereafter
descramble the transmitted data. A paid-up subscribei‘ will receive periodically the
exploitation key necessary to decrypt the encrypted control word so as to permit

20 viewing of a particular program. Encryption and decryption keys are conventionally
stored in a portable security module, such as a smart card used to perSonalisc the

decoder.

A particular problem arises in the case of a user who has two or more decoders since
25 existing subscription management systems often have difficuity in opening a second
subscription for the same person at the same address. Consequently, in such
circumstances, it would be advantageous to allow two 'or more decoders to function

using the same subscription.

30 The PCT patent application WO 97/35430 in the name of News Datacom Limited
shows one possible solution to this problem. In this system, a pair of decoders are

organised in a master/slave configuration. Subscription rights are managed by the
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2 ~~~C2~~2 PCT/1B99/01323 _ ~ ( _ -2 - naster Jecoder agu@ 'Upg 233&
associ ated si@hdosaiy d- I n order to transfer rights to the slave decoder,
the slave smart card nust be inserted at regular: i~ltervals i ACTVHIMERSer
decoder., The di sadvantage of this systemis that a user is obliged to -
manual | y wi thdraw, recharge and repl ace 2he card in the slave decoder. 5

O her proposed sol utions have included the generation of a duplicate snart
card cont ai mastgr decadet gnd lie assaoiatedi sgiars card. pinesreat td trapsfemsights torthe slavar d .
Such a solution is, al so undesiraple iien_ce it may not. pe wished to give

(o}

exact |y t hedeRAer: rtheyave; SnaH, CTq, mush bsomesed, Al T elnigryals, ththeoMagker o

cl one or dupli e . i . h i ugd. h hcul ar
pr obl em ass@‘lbc:og ed ]\‘}Mﬁ[ﬁxsg%\}[’é{ng re aﬁ@?fisg' %}8{? ?Snmaa§§| g% a’s %@Eg)etgm&{ Fsel@hl&h its
ease of repwittatw, eechargdambrdpbee thé cardain thy .siddeedeoderdescr anbl ed program

i s passed via an analogue link (e.g. the " Peritel " link) for view ng and
recordihg by 15 a standard V(~R the quality renains no greater than that

any. descr antieh dpd<Pl Bt MaSeReiR5a Shl aenBli s iR, SRt “The

new gener at éd?fli‘aiﬂx‘hg@%cgét}])aihers%@rr 'Hl@asgﬁfghé}ﬁn &l RAst& ard® SUCHS YJufdP 20

recorder) wll be of the sane qualit s the originally transmtted program
and nay thuis diso negesirdbleedinaeit maybeot bd wisheestowgive exhctiy thel agmna déglitono of

i mage or sound, qugl ity. There is therefore a considerable risk that
reCOrded de@BRiplRecpdass 2nd fince thereatianohd clongaar duplicats Fandhalways inguss

pi rat e1§opi&?.ﬁ8{§rﬁ ench Patent Application 95 03859 shows one way of
‘overconmng this problem In this system descranbled digital data is neve{
recoided directly on the digital (:.. recording nmedium Instead) the

decoder described inthis application forwards the i o data for recordal on
t he suppor t Apeliei partiguiar profiem mspecipted Mvith gaie wansmived i podigiselesystemy liey

descranbl e th i - Y ns,.of th st o , 30
on tho' 1 eccPrr s Op shrb AP WRLEE 0% ARy, WG A desrtnei PRl
only ‘to thepasgievin @b/ ARlupdelinkNE@. &, @Re 2CR&ricee 1K) Ifot VRWIAS Jnl\retqadRdoy O
obt ain thee%ontrol vvordR%gr Vi g\?\,ig;]g of the progirkgm WO 00/ 04718 ' _SE 3
2 6 U 15 C 206andapt/VEBahe nsality Memainsyvem geeperathan ubdt assejated rwitls at standatdhe
data is neverlstored .n a "eclear” formand cannot be viewed w thout

possessi on Pr'ete °A ﬁé@c,or 8red in the decoder. The system al so possesses
t he advantage that, since the exploitation key chﬂnges on a nonthly basis,
the use of a key chosen by the decoder to re-encrypt the control word 5
regi st er ed Bnwajef dogfrass anygscrambiesd digital davepassedbiya dirdck digital link¢oatg e to
decrypt the ntrol word.recorded on the tape eygn after th of

subsor pt{ f ErEH, eSRERinncSid aft, Blobiine HEVESS VB Srpla et DS DD
previoys | aleebtidedRRill 6bf M2 sathe! didlity A€ the originally transmitted program and may

thus be reproduced any number of times without any dégradation of image or sound

[
quality. There is therefore a considerable risk that recorded descrambled data will

(
be used as a master recording to make pirate copies.

25  French Patent Application 95 03859 shows one way of overcoming this problem. In
this system, descrambled digital data is never recorded directly on the digital
recording medium. Instead, the decoder described in!this application forwards the
data for recordal on the support medium in its scrambled form. The control word
necessary to descramble the data is re-encrypted by means of another key and stored

30  on the recording support with the scrambled data. This new key is known only to the
receiver/decoder and replaces the exploitation key needed to obtain the control word

I

for viewing of the program.
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recording can only be viewed in conjunction with t?hat parti cuzaﬁ’ [bfefcdé?@?
| f that 10%%?9(96@1% breaks down, or is replaced) the recordi n§CEARI¥M3330nger
be replayed. ( Equally, it is not possible to play the recording directly
in adigital recorder wthout connecting the decoder in the system In
order to enable the decoder and recorder to function nore effectively it is
desired 15Th®adaaticd dfustes bystsids tiat ehecdatp it e RTored ¢rhd olgarl”i fokmbaidween
the devices. As will be appreciated fromthe above description, the
i nt eracti ofanppt b &ianesowdnoutnppssessiondedr theagew &gy, swred abithardecotor. iwnpl e,
where scranbl ed #sransm' ssigns are regﬁ)rded bur}_l V\/né[e only the decoder
possesses VAEM AlY RS e AIYARAsE Pafe SHHLNE FERIAIAHAR ey ShaRges emed

| ) ement b aiyyObasts, IREMCord Ry BREUPEP thd Gttt f&&-mﬁﬁhyg&ﬂr&%@
enabl e i nformat’i on needed to prepare or play a recording to be passe

freel y5 betregrerédhon diew digéral tapé meanarhavbhedecader Wi spillelseeatile itmdesrypothei n i ts
general and specific enbodi nents to overcone sone or all of the problens of
these pri dvoniiol weyd feqesdedoon MectapeieyRp alser He gidefchsubsatipiien Bwntthere i s
provi ding a nethod of providing secure comruni cati on of information between
at least a first anc~ second digital audiovisual dlevi ce and characterised
in that thEhSEAVANERY 0f thels§QREIMVABpEEed §h khik pAiGuHIEHt aPhRchtidn s ARBRARS t
public key encrypted by a managenent private key, the second device 30

decr ypt i ngecérdingeean bkyale vigsied ginagonguneiival with thatnpaytiowlar deedder.c Ifahatand
thereafter using the transport publi ey to encrypt information senf to

t he flaQSt desoderebreaks dong (el 'L%QP%SE‘ﬁng}l%ﬁe E’in\ga%/ Pop{Oi“g%& ge k@?lab’@fj-
decrypt the 6o ' e rd 8 | 1 B9 ~ A D~ ~
YR Ml b Bossivi o Y eROLO e (iRl d kel Spborads wich
mast er dewonfectingrthodatodeedn viet dysencertifi cate generated using a managenent

private key. The managenent private key is held in secret by the system
manager and rmay not be derived fromthe information stored in the

certifi Catlﬁ'01'&-&6‘?;'3?‘%@3%{}9?%%%% Teek r&%f&%ﬁgﬁ%&ﬁoer{/ H]lﬁg? gff%c;ﬁvt%hf?{ gse ggs\r%ﬁg'

I nf or mati on encr transpor [oXo) evi ce
may off y he pieady pseshiryd bhencegpted sbmftunidatioatimikaywbent theleviche Aishwill
device. As will be described below this informati on nay thereafter be used

to set up be appeagiatedbiron the abovsriaschipting, the interastien oEisslerodsr and redogdars and

are. uni qots cad o et R Bt ROERHE; Wneld SrbBlRORAnRbidR GeRtoridy g P!

ensures COpRiret Eniyeche | deco@dr desesstsethereifamefion’ aeaed t®d debrypbesdchr st
device. 15 As will be appreciated, whilst the use of unique keys enabl es an
i ncr eased transmissions s ddhgrimpiemantation ofed spsurel ok batversmethe dewises eanubreused

non- Wy que ke far_exanpl e r different, pairs of.devices distributed in
i f1 el o Sppte e Red o ribedsF) O Plbor eyt le el erly
duplicati gprb&ntak @elicedy | ow. 20 Preferably, the encrypted information
(sent by the second device conprises a session key, in particular, a session
key generated by the second device and usable in conjunction with a

symretric . encryptio lgorithm. This key,. which may be nerated at the
T i ati ot of o Obisthoh (S PTSTIS B bt (HRaReH P GPegiiboc st
there?‘fterovl?ﬁ:ol-}%%ﬁé)ér R of kHeLHTobRAR of HESRI B6R kY sfdmd, Nf or mati on bet ween
the first 25 and second devices. | In an alternative enbodi nrent a session
key @i r corresponding to a privatel public key pair of an asymetric

al gorithm may he used. 30 The advani age of a, changeabl ymetric session
key |ies iAFCPHHENG KR theRIESFNE dy¥antign té@%dﬁiﬂfw‘tdﬁé& aéﬂ@ﬁoi OE@W‘B%!& $e4rCas

L LR S TR SRR b >

PCT/ 1 B99/ (%9123 and characte@ied® i thak the second device receives a certificate comprising

a transport public key encrypted by a management private key, the second device
30  decrypting the certificate using an equivalent management public key and thereafter
using the transport public key to encrypt information sent to the first device, the first

|
device using an equivalent private key to decrypt the information.

|



exanple, in which transm ssion related infol~rrlatiion is directly encrypted

using the public key held by the second device. In o

enbodi nment V‘?ﬁ"z&gi&ssi on key is used by the first device to en%ﬁr:]f/bq”@bﬁ?rol
5 word ipfornation subsequently conmunicated to the second device. In such
an enbodi ment) the second device decrypt$-the control word infohiat P

usi ng the equival ent session key and thereafter descranbles an associ ated
transmi ssi & WEDpR oicHiAte 16y At EEUGE CRD RTPUBKe tReni0\si RER Mastarofevies,t he

comuni cat | .the fhrst SUNY t ecqnd Lce I i\ves
secondary 3%9@4‘“5%%%1% gactegﬁ{%éoértr%r gl&‘é&cdt Hgmgraa?\a ség%ﬁrg[ugﬁtl?écig&)? e?@rﬁypt ed
by a systemjaphsAdet fBVatetRg S50l dn dedret By d@Er yyBleh M thahfigerSiBit 89Y not be
certificate using a system public key so aS to obtain the nanagemhent public
key used t Herwslf frem the idfscppion tstored nmothg peedicatan$hesdcopdkdevice kayassimeThi s
enbodi nent may be in*{)l ement ed, I_or exarrgl e, where a different source for
the fiPst H¥foleRbhdAYEWERIEE. dRfUMmAtonRBECIYPIAdehY HieilARsROk BYblirakeyokelfbyd i n

secret by, 4f.0 ongd.: i.ce.

certificat éﬁeﬁeﬁﬁ%%&ﬁ%é%ﬁgﬁ%&?%e?rlfngegsoe}ﬁﬁfe t %I%q%detcpglevégngyy;}é@?cbg tshgur ce
i s sure of fitdielelizbeanb Wwilldde GREtbéd Felow, thie iRdrivatich nAg\heRaBAUSLEsed to
Thereafter, a designated first device source will enbed this certificate in

al | first sgivipeasgesurechi-disectinneh Yimattoa teaastendsuhsetiptéons mights candd otlzen

aut hent i ca}r@ }rﬁ% origin of such cards. As will be understood, the second
devi ce soult® E)dl'only know t he managenent 25 public key of the first
devi cggsource in order to generate a systemcertificate and neither party
needs to share its private encryption keys in carrying out these certifyin
oper at i ons AdVirsagsenshs thotranapoctaprioate/piblic bet paie aretunéquibdy assesiated witiethas ed
to convey npany 30 di fcI grent t) pef of inf orrrge'#on, i ncl ugi ng different

i nf or mat i oHTS @R SEFRRG 6 HES PAE NI IS SNSUIES SARRHELS STy Ob GBSTYBieAdRessaeter s.
In particu whi | enbodi ments di scuss the use of a session
key in the{rgtﬁlsg}l%%itcé)tr%h%?gs@%r%‘%ﬁuni cation of control word WD 00/04718
PCT/1B99/(x323 . _ ~, 6- 2 ~t~ Ca ~~0~ information, other enbodi nents
are possible. For exanple, audio and/or visual data to be recorded may be
di recify ehsrwibthelapgreeiated; jwhilst dbs use ofi gniqueakeys SpJas rBinerazsed davalwfcat ed

directly to th devi fo0 i i sl [

erbodi ment SR G887 ibe BUER ICorhEEIE S 3Re ARMAR, Bse Forrt Bl o
expl oi t at i @ififekeit paiiiseseddvides dikgibutddsin differat eHibritd)avhdbehs esmidy drki ce
can catty out all operations to decrypt control word information and

descr ambl easgogirtgd S¥ith speihdpplicapiendarelatdlnddWas the first device. 10 Wil st
t he above description has described encryption and decryption operations in
relation to a first and second device it is to be understood that these
oper app onspgfstably ti@ehdropledrinfdithation semepd et égtotddévieP eomplisisa seisiel not
necessarily be managed or held by elenents pernmanently integrated in the
devi ces t hkaysenvparticur| i wsmﬁnargenemt@ yether se@dnd\;rﬁwmensm usabite ifi r st
and second devices further conprise fi gst zﬂnd' econ& @Olict abl 31& ecuri hg
modul es usEYRSHER Withy A SYSURELY CRGTYPEPD  HEOBHERy oIl XEY: C?r&/ﬂﬁyo st eps
descri bed abeMesd AHGR iRRatiSR b axRetthiiki¥atstRY §GEOn T8 A RS @mw&%ﬁ%ﬁ'c@ﬁt
form dependi ng on the 20 physical size and characteristics of the device.
For exanpl thereafter be used fomipi-dizentional soramunication eduinfeanetion betwee almk ficsar d
may be_used,, other formats such as PCMCIA | type cards are equally
possi%e. afese %@prE‘é‘I‘:e%ommni cation link between the two devices may take
many fornms ) for

|
. . ’ * - 13
In an alternative embodiment a session key pair corresponding to a private/public key

pair of an asymmetric algorithm may be used.

30  The advantage of a changeable symmetric session key lies in the increased level of

security that such a key provides as well as the possibility of bi-directional
i
communication that it enables. Other embodiments ET’re nevertheless possible, for



25 exanple, a radio, telephone or infra-red /ink. }Hovvever preferably, the
conmmuni cat Vo 00481 s | npl enmented by connecti on of the fi rst ROTITBIS/O 6323l
decoders on a bus, for exanple, a | EEE 1394 bus /ink. | , Wil st the
“inventi on has been described with referegce to a first and Qe&cﬁuﬁ 802 ce)
30 it wll be appreci ated that the sane principal nay be used to set up a
chain of c i e a
ci gl e st oy, B it LA R FhER BlorhFign IPHLERS cfforyfled WHTER

00/ 04718 P(Ewnh%ﬂ@/pﬂbﬁa&eyﬁekzbﬁ tiee second21@2xc&'he present invention is
particul arly) t not exclusively) applicable to the - inplenentation of
secure communi cation Ilnk between a iarst and second decoder. However,

ot her appli.ccations o(i nventl on for us r d| i tal audi ovi sual
devi ces mayl BCeTHPE ll?rseé§38 %, ‘St'ﬁe‘zr?é’r@lﬁt %‘P?Fa S‘FFr?'Ptoﬁ‘?’&mI
decoders 1 0 ygyrg Hif&‘rﬁﬁionvgﬂseﬁﬁéd{‘@eﬂoﬂﬂﬁnf@a&'dt & t%cﬁ%oﬁd GevicE. Ofif sRéifthg! r ed
enbodi nent, the devices conprise’a decoder device and a recorder device.
Thus, the pn&mdnnemtnwentseoancenmmdsddcwms et [todtrolf wprdnfdrmagicne asing the
conmmruni cation,  of information between a decoder device and a recaqrder device
and 10 chaedeivalens swssian ¢ ke apd 1¢Tgltern dessrambles i ASaSAEA nHAITISHIER oo ¢ ho
second devi conprising a device public key encrypted by a
managemnent ﬁ‘?&rgm?‘% Eée ﬁ?%g second devi ce decrypting the certificate using
an equi val ent nmanagenent public key and thereafter using the device public
key to encrypt information sent to the first device, the first device using
an equilval émtondesmbediment,aprorkwytheccaemnyipatioh of 1% first cemificaren thd secondh a

[ELartl 11 cAPeh Erea ot ooy ATk B PR GAIPE S e PP RERRUGENE VBV | vat e

key is hel e PO a
recorder dgeﬁr@g&?g&}ﬁ%%ﬁ%ﬁgﬁlr%??&? tﬁeﬁsl?y no?@tl)é;e %%ﬁp@x@%%?%ﬁegﬁ%&ﬁﬁgate

i nf or mat i omsimgar gdtém pubic key 5o fas ¢cabbtail the memagementpublic ke used thezeafter
certificate thereforelﬁ‘é? es the seconﬂ device with a | level of
assurance (OAEFVRI HY EHEYPEEATANEROTAREDIR KEi-n of the device initiating the
comrurll cation. 25 In addition, the information encrypted by the device
public key hel d by the second device nay only be decrypted by the

equi val ent This smabedikent kedycbebiynpléraerted Sfor éeamplR, Whereebyifferen kourge fcbtezhs econd
device to conmmuni cate_in confidence information to the first device.

will be de§k§$t.q@éoﬁ65@md>a§v1@¢ﬁ &Xisthi dhawystem prNALe ke BaY be helddn seeat by, @ét up
a secure bi: c i bl o) l.gn of
tho firat SSnBE"Hhe Bk dtine ST X oBienSbert RABRAR Y Br 3ol C
devi ce a systi@eeaitithit hatsecoahPevicd Behrtdes Freagaie itegritd 0RO & the
PCTI1B99/01323 2 5 ~ ~ ¢ ~J(Z RUbl ic key encrypted by a system grlvate
key, 2Re sé&sBrdevdes isewrcdec Tipteatier.t halesigaated fisy ﬂﬁ\fweca@tercagvlﬂgera ed dhig m

ubl e ey cairare iy SN aLE. URARSSIED' N L, 8y DML AR RALER Cah O

decrypt th ey it Cat e ri'v ey na

secret by, ahtBenttoadtheeoribiicoffiidhcardy’, t he second device (e.g. a broadcast
syst em manager responsi ble for the decoder). A systemcerti fi cate will only
be issued in the event that the second device source is sure of the

integrity at e first V|ce source t. 1S t hat the econd
devi ce sou e ﬁg% L}Félefsﬁ%?&ttﬁg S %?ﬁ SQUTEE Deed Qlélf@ W%?\lﬁ/mﬁﬁ by
the figsst éle‘i’cekbfi%fSL%rﬁx%t ABGick &ahrcrem% Eﬁ%ﬁﬁé%reﬁergi‘é%H%ﬁ&n"@&‘ﬁﬁ@‘ﬁ@&nﬁm in
pl ace to keep this key secret. As be understood e second device

sour ce needeitm®rypaktyawetiheo ghakd 1t&:pmaatagemptlokkyya:1h carrrmnglmmhedewméylsgur ce
in order to generate a systemcertificate 15 and neither party needs to
share its BP‘?CJ@H?ES -encryption keys in carrying out these certifying
operations. Advantageously) the device privatel public key pair are uniquely
associated with the first device. This ensures conplete security of
encrypted Thesegee dommanication link BdiwedD e délicalemby be sbd tbebnvey many

advant ageously ) the nmanagenent private/public key pair are
different types of information, including different information relating to descrambling

a transmission or even other matters. In particular, whilst the above embodiments

discuss the use of a session key in the encryption and communication of control word



l

unj quel'y associated with the source of the first devi ce and the system
private/ pudla @/l pair (if present) are uni quely associ at ed RAT/IBIYIE323
source of the second device. As will be appreciated, although the use of _
uni que keys enables an increased |level gf 25 security) i ey W82 deci ded in
sone cases to use non-uni que keys. For exanple) in the case of high volune
of PrOd”C.tirHGrrﬁitin, lopherdeitioBftfenté GlettissibRl FoesQniRY| AR%o TRY/othaak Whg sane
device private key if such devices are distributed in different
territoriem besirsoedddmag deuditettty enakped dycthatfast dévide ssind adepsion deiyarndi s
relatively low 30 Preferably, the encrypted information sent by the second
devi ce congRmBrgicatesedicsably tRé@‘? s§crne device dpadecrypuers and dlispday . gener at ed by

t he second device and usable in conjunction with a symmetric encryption

al gorithm This key, which nay be WO 00/ 04718 PCT/1B99101323 9 2 ~~ iii
C 200 genepgicdnodidients Mdy Rk ingNseeliredcon@fehidhiieh BRI %6 Bangen ifo%rxﬁﬁf?ﬁ@,r be
used for bi directional comunication of information between the first and
second devéxpdeitatlon kaysgiresenniatthe firs dewvise sueh thas theewesond deeige ganrcarry out
corresponding to .a privatel public key. air of an'as tric al gorithm my
be. used. | TH OaerpuAPREL Ul Rnhwat inteBSaiomande Tt HRemielonsBed

| evel of s [AY; : .-provides as well as the possibility of
secure bi -gllgl;%ﬁei rg%@?&c%%ﬁrﬂglfsg;ctﬁ?gﬁ. that it enables if a synmmetric session
key is chosen. O her enbodinments are 10 neverthel ess possible, for exanple,

in which informati on associated with a recording operation may be directly
encryp® ed Waiilsy thengbaye\deseripsiom has desgribes) enasyptigieand e8¢y ptienioperatiansgne

nbodi h i i d. d i
ConCr o L srelasitn ©F Brite Seard ikt & RGRRHEL B el e,
devi ce. | nipsychedle BREOQYS MBed ih RECH 65as, dedd A& ARYsABTY ¥BmidZa¥pt 1 ol

word information using the equivalent session key and thereafter re-encrypt
t he cont r dieldudnyceleménts pethanently iintggratadeinothd i deyicen thempselvas. key, t he
re-encrypted control word information being stored by the recorder on a
recordi ng support medi umtogether with the scranbled 20 transni ssion data
assochat edighRidRAt GORt frefertBN EmbadiffelBL HRN firdNEn@NGEYRE | RV ARerO!
word i nformation using a recording key held by the recorder device enables
t he recor dempiései first and sesohd porablasgcuritymmadulescunedad caomyaoisl sedhe oral mwif ssi on
i ndependent|y of the decoder, devi cg or j ir;gl 'é/ used to receive 25 and
forward t HBSTEMERYPHOR QT SAFCIYRHOR SIERY S63E10d 28PR¥E ecor der devi ce communi cat es
to the decoder device a copy of the recording encryption key. This nay be
conveniently encrypted by the session key prior to communi cation. This copy
may t her eaSuodr pbratsie csegptigyddbdyicdsheand eakedeny andvafie farak-depending oh thbe
recordi ng key stored in the decoder, As will_ be understood, the secure
conmuffl cathhyisical fige ARY charagieBgcs @ é%@%‘?c%arfff example, whilst in some cases a

smart card equivalent to a bank card may be used, other formats such as PCMCIA

|
type cards are equally possible.

The physical communication link between the two devices may take many forms, for

25  example, a radio, telephone or infra-red link.  However, preferably, the
communication link is implemented by connection of thfe first and second decoders
on a bus, for example, a IEEE 1394 bus link.

Whilst the invention has been described with reference to a first and second device,
30 it will be appreciated that the same principal may be used to set up a chain of
communication between a series of such devices, e.g. between a single master device

[

and a plurality of slave devices.



|
WO 00/.04718 PCT/ 1B99/01323 -1 a- 2 6 p E C 2002 different types of
i nf or mat i oWO 04043 ti cul ar, whilst the above enbodi ments di s€GEEBIYU3IEBe of
_a session key in the encryption and comuni cation of control vvorila
information for use in a recording operafion, other enbod@reMtd 2082
possi bl e. For exanple, audio and/or visual data to be recorded may be
directly eriireypregtnbyinvérgich decpateculadiyngoia ses sxcusively, aapblicabbrure céeed to

the recorder for decryption and subsequent re-encrypfion prior to recordal.
O her errbodmé‘?ﬂ‘%m%?}%/ 05 §e9U5e COBRRNTHCAIORHRAK Beiivesm 4 fifsk apd) seqondsdespsier. or

exanple, d e i y er..devi ce..such . the
recorder dg—g(?‘gg‘yeé a)r‘i’%g ai)gfrxér:agﬂ)ggfo\f ZE%Q%%grﬁgﬁ ?glgéget gltgeaé%)%pq@@nﬁdg&;lﬁ%ql]d
i nformat i onjeqedé iaydRsehasazee, tortdxanpid, 361ealryt inFbrrifiont Fomer 8écdakr tdaa
re-encrypted or rescranbled formon a recordi'ng support nedium Wilst the

above @escrigitdl WViCRadbetresurtivoedigialcYCBsietm and decrypti on operations in ZS
relation to a decoder device or recorder device it is to be understood that
t hese operations and, in particular the keys needed in such operations )
need not n i LY oA d '

devices t hgf@gjﬁ%é{%eﬁ%oﬁrg%&éﬁfﬁﬁﬂ%ép@gﬁggr@ 235 elgﬁ%égz:fe r?gr.e\ta#l aghggP%Jégr der
and/ or decqdeicedeVilag, nhy piBsenurinhattionospendse t@ apafetiaddl of sgevidingy seage! e
associated with that device and used to carry out, sone or all of the
encrypt i on compiHeatian efnindeEpasiondietweened dg dewge lang grreaonder devioe iang

char adler; SprRERCR0Y i BRLEHEE bat O MCFRAN' Rembitdlts B2 Entddiectly o
PCMCI A t ypRefaicdtdBYmPEsiHE %ddé’\ﬁiéemfx?oliieﬁéad&{cr?\ﬁ% Eﬁl Mafidethedf phivate! i@y, W th

a recorder. In a particularly preferred enbodi of the invention) 'the
first devi ¢ke senondgisyitdsdectypiingebo cdpificdtevisieg an¢quivelestranagetmant pablio a
decoder deyice. .In such a.systemthe ., .3a decoder system.,nmanager w LI have
e e ey aag therpeffetaibing e Vst Qo Rel B R HEySALA S es M e

i ssued to r d f dr 84 | 1 hiGRdtd td | tnhtiated
by the T ecrdSe: Whards acs Biifl & ThbRhlck SRTREbER Wiyet) debpttht! B
00l 047138 PGHoimatdmN1323 11 z s ~~c Zoos containing the information that
will be needed to set up a bi-directional comrunication in the event that
the recorder has conmuni cated correct system and/or nanagenent
certificates. i t : g i S i Hhﬁ,; i : t he
decoder anzﬁ rS gébg\gg%tﬁg?’e@lgh@ﬂgygﬁl?iﬂg%%é@:{hé,C%t e 4%%@%% ?%fsﬁgéhs‘eé’gﬁg y be
used in a aaswbiificdté @gonareredriyes imagenentgppateakess The managetaentf privatx&apl e, a
secure bus_link between the recorder and decoder _devices within the .

conbi ned apphfldt inssecie by, she)surenresponahle (o5 this deiies (ugar | fpeerder deyice

excl ugpvel f 1 -1 of LAl I Syl i SSL.OR SySt em
n whih t RUEHERSEE A 7 ot b qBHOILR ek AL bfeB 1 The Bt
transmi ssi Qthe cohenipiesiion of suchr ceotifibns theeeforsl provideb el sdeowd device edidtaon to

@ nmethod of 15 conmunication. The invention equally extends to a first and
second devilevel ffaasswgnce concerning the identity and origin of the device initiating the

communication.

25 In addition, the information encrypted by the device public key held by the second
device may only be decrypted by the equivalent private ?key held by the first device
thereby enabling the second device to communicate in confidence information to the
first device. As will be described below, this information may thereafter be used to
set up a secure bi-directional link.

30
Preferably, prior to the communication of the first device certificate, the first device

. , | :
communicates to the second device a system certificate comprising the management



for use in such a nmethod and one or nore portable security nodul es adapted
for use in woéwvma7system Suitable algorithms for use in this payv@espaps for
generating private/public keys may 20 include, for ’exanpl e, RSA or .

Di.ffie-Hell man, and suitable symetric kgy al gorithns may i ncd bdBL DEA)0Zy pe
al gorithns) for exanple. However, unless obligatory in view of the context

aesoci ot od DT Ko eRRTRlen Fha RAETRA Kol ER@Rd, Borr Mo BRg Mk ey

associ at ed a ns “an e assocl at ed

publ i c/ pri vgjseengeificatenising?® syétemt bl Keycsoandtedbradnehe’ fragt yanied pusdlié
“control word" and " ke%/" have been used at various parts in the text for

t he pur posekeyf ussdahenegiter to] destpidhe deivee gertificate.wi | | be under st ood that no
fundanmental distinction is to be made between "scranbl ed data" and
"encrypted data" or between a "control word" and a "key" . Simlarly, the
30 term"equ ; ‘B lxlﬁfjd Kk @,@ﬁlﬁ% d tg.dat a
encryp'?%ad byh%%k‘??%tﬁnﬁ?% :kg);]ed kgi?le{ﬁ(r\gig%éé&vg?’s?r . l%'(gg?(%%%?%w thé
PCT/ | B99/ 01&28nd detize (.26 a-broaiicast cysPeid managerr respomside fer /tHe dedwiet). orA
"decoder” as used herein may connote a receiver for receiving either
encoded or siskmRemdicatesyvihanly be isucd, ihiiecevans|thati the secondidgyice sevrse is

Cermmy o S8 cb e deBRE20E B ot B BRI AR ta bR R ST I BRStesPRE e
of such dec@dgieSsoardl suks that B HEdBaRnEef PdRard KdeRT sty Mo REbY Bfechine’

for decoding the received signals) for exanple) i'n a "Set-top box", a
decodetO f undeviierdongeei andctbatishe actessaryimdaserepgve bedn putsepdace © keep diiviey or
such a decoder including additional functions, such as a web browser or a
vi deo recor¥éflor a television. 10 As used herein) the term"digital
transm ssion systent includes any transm ssion systemfor transmtting or
broadcasting for exanple primarily audiovisual or t nultinedia digital
data. Wil sAstwidl beesrddrstood,enitd cacimsl davice csduacd yneag pbhlyalknewt thea public

broadcast digital televigion_system the invention may al so be applicable
Lo a f1xed WANEEBALKFE ST (6nGTSh CoVIGF KSOREE M PIOFFiR BENeTA EeR ﬁxfte@%lﬁ%&%ns,

to a clogsed, ci j t I Sl S0..0 : i .
615 L E Sl DAL ekl B sy BB erf 0 898 Rl S Bl
terrestrial gerifyigcopaigtioisher system 20 There will now be described, by way
of exanple only) a nunber of enbodi ments of the invention, wth reference

to the following figures, in which: Figure 1 shows the overall architecture

o chi t ot ur delap bl AR bl EHP R Flhpihi b e SR | 0
the encryptfi@nddvgxe! Thisiknbdres eanplietd LoatityoeCaRty Y hithagdQ tFinsmiteddothoWs

the layout of a first and second decoder; Figure 5 shows the steps
associ2 ed fiast Hewieg.t i Fitythep ad vartagrauskyo rthe manggr@any priNate/blisokeyspaig are

and i gur o GabLEspriatd the TGRE o1 B HRERELE ik SReTRIPRTRUBRE

transferri ngyoait (iPpresent) are uniquely associated with the source of the second device.

As will be appreciated, although the use of unique keys enables an increased level of
25 security, it may be decided in some cases to use non-unique keys. For example, in
the case of high volume of production of first devices, certain of these devices may
share the same device private key if such devices are distributed in different

territories, since the security risk associated with such duplication is relatively low.

30 Preferably, the encrypted information sent by the second device comprises a session
key, in particular, a session key generated by the second device and usable in

conjunction with a symmetric encryption algorithm. This key, which may be



. |

word information via the secure communication link. 5 Figure 7 shows the

| ayout of awdeeoses and digital recording device; and Figure S-fidpiiRe
steps associated with the personalisation of decoder and recorder security
“nodul es and with the subsequent operatiogs carried out to set ipbaliseciie
10 conmuni cation |ink between the devices. An overview of a digital

tel evision a 1 Fan : LS ShoWwh, J [ : .

i nvention i%é%%gsﬁgdﬁenogﬁl%@gmen{%ﬁ% g]d%S%ltagl %\évrhee\%%sfreg%&;;ﬁ/ﬁ%e%ggg{/\hi ch
uses the Miiecodtpresgiictionysstiaforinatibn desmidn thenfirseasde secdhdidedicesi gnal s.
15 In nore detail, MPEG 2 conpressor 3 in a broadcast centre receives a
digital signal stream (for exanple a stream of audio or video signals). The
conpressor .3 is,conpected t.o a l.ti.pl exes .and_scranbl er 4 by |inkage 5.
The it pilagadETAEsErFRadiher. Bishah R Ba R mEPo RN aibsiicotEdEns s
one Or 41T &l GNEPAInmdF it alForARd haPBelskg conpressed digital signals to a
transn1'5ft~qt)eﬁ)a%r of thg broadcaq@& cent ryg via 20 linkage 7, which can of course
take a wide variety of forms including telecomlinks. The transmitter 6

transmts el ectromagnefi c, si | s via upljnk 8 taowards satellite
transponderT@,a%@?ge Pé%h%ﬂggg@l:éﬁﬁsf%lf‘{)}’a“?%/mpﬁhéc‘ﬁ%@éﬁfd RYEL sear ¥ thati o a
noti onal d J : r i adied, : | : IR formof a
i sh_oaned Lt bREy piesAbell SRR IS ik of COENE HildaiaBliok clmrlfuicablol
11 are transdn it@mbles dna isytenptrt edssien keyeidy dhosader Qtheovapthbdimentenired by

t he end user and connected to the end user!s television set 13. The .
recei VY / dagwergicless paesiblgcforieramplespi sduey infpraationsassagipted With a reqordingsi on

Connect ea. ceeeher it BhABsaY slctreréd painBaBE A RATe ARSIt BUGE S800ada e
partly in tjagicbroadcast centre and partly in the decoder. It enables the

end user to access digital television broadcasts from one or wo 00/ oa~~s
i PCT/1B99/01323 2 ~ ~ ~r ~~0Z -14 nore broadcast suppliers. A smartcard,

bl f_d i . i i al ff h i
oo ver ol 1R EREH b o SRidTkE! 5 et B iRf HRE el eVick b endwpttanpr, o
inserted i R§fRd tiirirAh \LBbdedasRBeEommunidatddd e FQEPER debicedNn SUBHK Laar d,

the end user may purchase events in either a subscription node or a pays
per - vi ew nedbodiment nthe reasirderedeyiostraai decrypl the cootrabwoediinformationmsing theexes

4 and the receiyver/decoder 1 nd ain located partly in.the broadcast
centre and SBRVRIEYE $GSIPR e&@@ﬁ&&?{eaﬁé‘yreﬁ%m&'&/ﬁ’ﬁe%nfr léfggllﬁpo{wa{l%b‘s%er to
i nteract WatBcyargOdteriidnl 63t i fe-dfbrypRd T oNede Wotd iRfsnafibAMeRly stéredThe
conditi onala a((::cess sy?fafgm ZIEO\CQ,Wi |1 nowrz% described in nore detai Ig With
reference by Hegmoerdr om pvecaidag ishpparo nuiedivomalogether skitls ythe esoraibled

i ncl udes a Subscr.i ber Authaorizat.ion Syste SA 1. The SAS 21 is
conneg)ﬁ)ed {3nIRESIgR dmaesschacgé%&ﬁxaé ORRENa gﬁ‘ﬁﬂ%@gﬂ% (SMB) 22, one SMB
for each broadcast supplier, for exanple by a respective TCP-IP |inkage 23
((although ot her types of linkage could alternatively be used) .

Al t er nat i vy, encrept®NSoL contdolb wosth dnfamadibneesing wo récardigakey saldpbyeths) or
one supplier could yse t SMBs, and so,on. 20 Fifrst encrypting units .in
The Torm ofeerensVIe GARSISS JHE ErrHet iy eotherop at doy, Heod tiarded
connect ed {1k a&ugy%%aeq & Ui righ tdrdcBivkne
form of ci Eﬁghﬁ%&%ﬁs{?ﬁssz@ ufatiqjl%insi ng not heF3 gﬁnegﬁecgr g)srlﬁg%atl%r%g%g@n%égg;[vgd to
t he ma5sti phsk éxwhrdyhd irmsatssi@®. The recei ver/ decoder 12 receives a

portabl e security nodule) for exanple in the formof "daughter” smartcard
30. It is connected directly 25 to the SAS 21 by Conmuni cations Servers 31

Subscr i pt1 OPRGRCRD, G ARRer el TomRnBaREto knE HRGE! gBvofh CoBl IS

cont ai n t heheSREsArE dtcrypiidndiey MdMgs Saybercongtniefty aheypted Byahe sé@lioneyher "
smartcard encrypts different kinds of nessages and the "daughter"
smar t car ds per foygammbsicAtes addds) capy mAE yhergeler be degrynted byothg sieseder andp

00/ 04718 ~ PCT/1B99/ 01 i 2By~~ ~~~ -15 e first and second ci phering
ni s B aAdiSeuB SRRy 02 e rechrtne ke Sared ToHPE CRRRREar d w th sof tvar o
stored on an EEPROM up to 20 el ectronic cards and one smartcard 25 and 28
respectively, for each electronic card, one card 28 for encrypting the ECVs
and one card will feoundznstoggt the gedure cEiusuniSatiirelinb enayt bonsadf tot dvmvep mutinyi onal
access system 20 of the digital television systemw ||l now be described in
nore detail with reference to the various conponents of the tel evision
system 2 and the conditional access system 20.
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10 Multiel exer and Scranbler Wth reference to Figures 1 and 2, in the
broadcast wenbigrst he digital audio or video signal is first peqifpsgmsad (or
bit rate reduced) ) using the MPEG 2 conpressor 3. This conpressed sia al
is then transmtted to the nmulti~l exer _ipgl scranbler 4 via thg LR 2 &gé 5
i'n order to be nultiplexed with other data, such as other conpressed data.

Th by, : | . ysed. | bl i d
ol udeq raiteraT Rt Soifudaitiony i B, phdr B 4RGSR el finss °"
gener at ed fhatwenaf lay sessibneReplif sthe henceyistioss hd ohBh@fERicadof @6RiIrNIEWogeCoder

12 to descranble the 20 programme. Access criteria, indicating how the
progr amre inforowmnesrfor alse se @, regprsling operatidrdother embodiREBIL at passibie. THer

Todes ana/SEMEE BRIS SRAIACHSGH deup bereaari Mapmy B Hodieo it Bydh s, I n
th hal , _ o : 2
offers) SEPIETuRES U8R MRFLORUIRICACER LR, RRGRE BELE BT R

i nsi de t hoabsdyuenuest-encryption peioptetesordal. enbodi nent, up to 960 conmerci al

offers may be selected froma bouquet of channels. 30 In the Pay Per View
node) the end user is provided with the capability to purchase events as he

o o bool> et EMp BRI MG in@ LI B FLARAR ok IS nBNFRE. foF s AR e,
("inmpul se decbddr SMRISHRAA7 kEysPET(HeBRBLAIEB 2R vice-shSh thatZhé recordér dedde ERge"”) -

In the preferred enbodi ment, all users are subscribers) whether or not they
wat chl( n sabycewnpell apesitiope\tongeieyptocentrdl wouk sdommyion awkor dessgaimbiota
necessarily be.subscribers.. 5 Entitlenent Control Messages B&t t he contrql
word and tTFRRSTUSSIU PG I i1 EgeQIAl ol B0 IE5ERGTPIEH @ntr?slfzf‘l’éﬂ‘%lﬁ tfé&i‘i‘hf"ﬂla
Message (ﬁ.@@rdinghg%pbﬁ AeAREsage sent in relation with a scranbled program
t he nmessage contains a control word (which allows for the descranbling of
the progran) 10 and the access criteria of the broadcast program The
access cri‘&lelri a_ an co(rglltrol. worg are trapsmtted to the second encrypting
uni t 27 viWhHethe39RXeE <eseIptqn hag desgribed eReryRERR AR YeFFIPHPR APCRHERS Mt ed
and tffns.rpefa%isg t8Ma t&c&ﬁ'{r Ayitd Wr%@éﬁdlgp%e%i\treaﬂtik &b Bt ufidsgd Qh%r frgeast
transm ssi on he control word typically changes every few seconds, and so
ECVs ar e aperatioms andj epdryictlantienkdysededel mrsnbh epédadond)argd ngt neeessarily 15
word to be descranhl ed. For redundanc ur poses, each ECM typically

i ncl udes t%gﬁgrhyr?}Fn\Rstd%e,”qaﬁﬁnw é‘%gﬂaPeéoll’i‘t Bldem?%théﬂﬁel"ﬁg next control
word. Each service broadcast by a broadcast supplier in a data stream
conprises a nunber of distinct conmponents; for exanple a television

pr ogr amre Ihmarticldsr, ainva geefefi8d contpmiimeht, the racotder smifpodecdder aegieh-rhayt | e
conpanent and so on. Each og t hese co opagnts ,of a service is individually

scrard® ed fRRBETCRIPRTISS® POFZLIE frShHhemody %ﬁﬁ%%ié‘?dt“()‘ﬂfﬁ@t dryiRe 3BAMEsd & |
t of : VAN Y= CM i
Foau red. CATY e SPIRER BF of MORETich of dEpaPlith Sobs BeRERAUMBE V™

scranbl ed conponents of a service. Miultiple ECMs are al so generated 25 in
the case where nultiple conditional access systens caontrol access to the
same tranSurFhtRUADIS SREHRILY ERE VeSS fh ttalih iy e PRYENNAS Sorge <dependiBg 3D ththe EMM

is a nessage..dedi. i.ndi vi bsgr ] r rou

of ond uoBPESER AL AR chiaBlholsfiey B GHEueRir UR Shodr 3t 0ROl Bttt ' spfhrl” O1P

?r garpssat icafl &S PEMCDAIRyp¢ @BrdainagHe whedi Wigh tah@ecbadroiidds BIM: £l drSsimégcess
o one ar (2vu1tph a recorder.

In a particularly preferred embodiment of the invention, the first device corresponds
to a recorder device and the second device to a decoder device. In such a system the
30  decoder system manager will have ultimate control, for example, over generation of
system certificates issued to recorder manufacturers. Similarly communication will

be initiated by the recorder, the decoder only communicating an encrypted message
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WO 00/ 04718 PCT/1B99/01323 | -1~- 2 6 D~~~ -2~~"~ can permt the reaching of
a great nunberooak7end users. Various specific types of EMM cap-paddRfils
.I'ndividual EMv are dedicated to individual subscribers) and are typically
used in the provision of Pay Per View 5 _ggrvices; these contai §Hg: pr2ii@
identifier and the position of the subscriber in that group. G oup
subscriptio re . ded t r SpOf sl i.ndivi S,
and are typ@gg\(}&@-‘gﬁs@g ?ﬁoﬁﬁaetﬁgldnﬁﬂ%?sﬁggt?e.(;nnegﬁéds/otr?e%tub cri p ?cglflecgér&gi ces.
Thi s EMM 10:dn@dugicgtion pn ildentitfthartharsdosdes bhs comberisated corect By dtémmnd/or
Audi ence EMVs are dedicated to entire audi ences, and m ght for exanple be
used by a paesnagemeit cepHicatesr to provide certain free services. An
"audience" is the totality of subscribers having smartcards which bear the
sanme conditional access system 15 identifier (CAID). Finally, a "unique"
EM i's Saddr%%ﬂtﬁeoidv'éﬁtiw'iﬁﬁﬂtib@'lﬁﬂ?'JanEni@ﬁt Wh&re SHREEREF andY&ord®y arke
. generated by the various operators to control access to ri gﬂts associ at ed
with the proysaatyt sepamnie; t td hpverntienopeayat eqwllps beutitddndd abaembidiles 20
may al so be ene%teed by the conditional access s%stem manager, to configure

aspects of TRIEHIGFIS PRPARRISISPISY e (05 FXagREr ASCCUDE SYF ARkeWersWESssi on
i 25 The i pl 1 26t [ .C 1l ri sing encrypted
EMVs fromntijﬁzéb@&g)é%,d%g%%??&vg Sé)&ﬁgﬁ meo%dl?%"e]&ge orrlif}ﬂgerﬁcrypti ng unit 27 and
conpressed programres fromthe conpressor 3. The nultipl exer 4 scranbles

the programes and sends the scranbl ed programes, the encrypted EMVB and
t he enkt yptBie pesenttigventiondsparticularlydusnot exclusivehadaptedfonusewitha digial
kir~icage 7.. The transmtter i .30 transm.ts .electr etic .signal

t owar de t hdlexion FRBSIsYRE suitera, R bER iR S pdipah Rrefeie Jufef |
WO 001 04718 ReKioBHAMEARZBnZ ~ ~r-_e 200z. - ' ~ -18 The satellite
transponder 9 receives and processes the el ectromagnetic signals

transmtted by the transmitter 6 and transmts the signals on to the earth
receiver I|l., conventiognally iin the faormof ,a di sh.own or_rented by the
end user) VTHE dBHNARE b aeon s (Ren, Aetrbedr o e aBleG o 21 mitasd of
transng t eqohfintiiRalion. e THRlifenpiohRGRANPEXBREOHES fitst 20WNREChrArdevRRI RpiY t he
end user and connected to the end user's tel evision set 13, The

recei ver / ddoouse il suchearmetlhiqsl andesnet oremoreypeitable secutityaimodules addptedi for use

pr ogr ammes .vvithhencr ted EMVB and encrypted ECMs. |If the programme is not
scrambl ed, PREFPASYSHEECM has been transmitted with the 10 MPEG 2 stream
t he recei ver/decoder 12 deconpresses the data and transforns the signal
into a video signal for transmssion to television set 13. !. If the
programe iSuitableaaligbrthms fre usedrithisrihventmaefor E2nearating ptisatetpabLhiokers pmgdi ng
ECM frgmthe MPEG 2 stre d sses.t.he ECM to. the "daughter" smartcard
50 15 81 1 HEclufe Treavampli, 500 o DE e iRam foH AGAHIE EHBRPRCoky A BB or
12. The daygly g sBpESayse ALoSaMY, TS e el IR HIS e £NhIds bliPASH Reviewaht
ito decrypt the ECM and t0 access the programe. If not) a negati've status
i s passed taf thbeontsepy anledeodidevisg 3peaifieddia generalbstinctien iy ogdebetvesannot

be descraml ed. If .the end user does have the rights,. the ECM | ecrypted
ond e onkers asigsition it piaRe i S oR gt gopassoiatelcma gub e FEVRtl b

pr ogr amme lﬁ%dmrﬁi_s control word. The MPEG 2 streamis deconpressed and
translated 1mto a video signal for onward transm ssion to tel evision set
13. 25

The terms “scrambled” and “encrypted” and “control word” and “key” have been
used at various parts in the text for the purpose of clarity of language. However, it
will be understood that no fundamental distinction is to be made between “scrambled
data” and “encrypted data” or between a “control word” and a “key”. Similarly, the
30  term “equivalent key” is used to refer to a key adapted to decrypt data encrypted by

I

a first mentioned key, or vice versa.



|
Subscri ber Managenent Svstem (SM5) 2S A Subscri ber 'Managenent System ( SVB)
22 i ncl udesw@ od@sdbase 32 whi ch manages, anongst others) all otTiiRey/eRsh
user files, comercial offers, subscriptions) PPV details, and data - )
regar di ng end user consunption and aut h%l zation. The SM5 may begpgyﬂ@amlgg
remote fromthe SAS. 30 Each SM5 22 tranSmits nessages to the SA

Ent 11 ement! R o re VpidEedier 1B s (iRt oty ElBlefBRsRes for 5
~ ~ C -2U2reddiving eitbet emvnded (bltmﬂl érﬁ:o&éﬁis gﬁﬂ&SfofEh@m&éSté@v@i@lOarfdr/@r“ﬁmdS
nmessages to the SAS 21 which inp no nodifications or creations of EMVs

but inply eignalsawdtiehguyibe lmact@mi qnﬁ@msmltmdahsesqm@pmer means. tThe tsrm may

th t t d t t
amount ¢ hat Soranans 4Bty SS0RTRadusT sERES SREbAIBERG St st et
(typical | yr,ga@qugétfnemdeni %é’ﬂ%fek ek Qe huﬁ‘ﬁ tfi@'ﬂecaa&kfdrnawda?ﬁg e QWcdildd | N9

informatio to the 2, be apparent tha

conmuni cat signalse forerampie, invto“ m-mmbenvaya decodeb SurctibaingAint dombinatio® Wiy st em
(SASI The nmessages generated, by the SVM5 22 are passed via |inkage 23 to the
Subscri ber 2 PRYAGRI, BERAALE Spreiyess @nsuchagiecoder Wﬁﬁlémg lditionpl Jupetionsesuch

nessages aggg%bﬁg%»{)%r £ G iRk PJCO{]&?§E%S%%Q’%1§ gener at ed by the SM5 21 and

passes the genments to t h'overvi ew t he SAS conpri ses
a Subscription Chain area to give rights for 20 subscription node and to
renew the rights automatically each nonth, a Pay Per View Chain area to
gi ve dDght &sfesedamyeisy dhe éembnélgaﬁl RPN o8t BISIABT IMB@SnQHJEMmSmuﬁmd by

he Sub PPV. | | d
bna hence OB aEAt Hengitfg ot 3R elithen dEr et R DR TE o2
granted, SHﬁﬂtxﬁﬁdﬁadﬁcl?ﬂrdaﬁ | avRiRehe bté&@ﬁtsm'vé‘nﬁdlﬁs cﬂﬁrlg%i@ﬁﬂb N9 a

conputer software to 25 a user's Personal Conputer, ot her |'ar areas are
al so provi Usﬂdcmellgmwkmxo@fsyshm SAS 1ﬁﬁ:ntmntmaymtsaglm applicableets arfixgdt s t o

t el evision rogrammes.avail abl e. as rcial offe S in subscr t.iQn node
or sold ast %B'U‘éwgt‘%c‘m‘?ﬂ‘?rﬂfgfof H“ﬁilg]lggl@elﬁfel‘ﬂi}&é’g IGRtQNS iR A SloeA ArGusn

(pre- ?9ok BERdioh R4 8§68 offipde) . The SAS 30 21, according to those rights and
to information recelived fromthe SM5 22, generates EMVs for the subscriber.

WO 00/ 04718 -20 PCT/I899101323 2 G~r_ G~~U2 The EMs are passed to the

C phering Unit CI ph ith respect,to t t and

expl oi tat i %&CH%EF g’tgétgp l“\f,r'é vigiogn SYSiR O'HCIPHES Eﬁ %%H‘PE%MS t he

EMM back tgatahﬁgsstgﬁ-ggng:‘pr&%]gta% dithép)systeni.ne SAS 21, where a header is

added. The EMVs are passed to a Message Emtter (ME) as conplete 5 EMVs.

The Message Generator determ nes the broadcast start and stop tinme and the
20 There will now be described, by way of example only, a number of embodiments of

the invention, with reference to the following figures, in which:
Figure 1 shows the overall architecture of a digital TV system according to this
embodiment;

25
Figure 2 shows the architecture of the conditional access system of Figure 1;
Figure 3 shows the encryption levels in the conditional access system:;

30 Figure 4 shows the layout of a first and second decoder;

Figure 5 shows the steps associated with setting up a secure communication link



i

rate of em Ssi on of the EMMs, and passes these as |appropriate directions
along with YRI'BINE to the I\/tessage Enmitter. The MG only gener BEEEB%/032en
. EMMonce; it is the ME which performs cyclic transni ssion of th%g%ﬂtﬁtz
On generation of an EMM the MG assigns-18-unique identifier to t '
When the MG passes the EMMto the ME, it al so passes the EM ID. This

enabl es i deyetwédrceie finst ardd secpadtiemdea;ratﬂvl\/l at both the MG and the ME. In
systems such as sinulcrypt which are adapted to handle multiple conditional
access 15 systens e. g associ at ed with nmultiple operators, EMM streans

associ at ed r and
mul tipl exealwI lfgg%eg etaR gg{:r?t %%’dSEe%gb &ltd‘gcg(?ang.1 ﬁ%}agtgfegﬁgf Eﬁ%ﬁrﬂ)}%t i on
Level s of t\h@rdl?aﬁt@@ﬁfa@@h v&ia/ﬂte&dfétﬁxfé d%eftrﬁﬁmxt:momnmd o Figure 3, a sinplified

outline of the encryption levels in a standard broadcast systemw || now be

described. The stages of encryption associated with the br oadcast of the
digital data are,shown.at, 41 the.transm ssion chan a satellite fink
as descri bchaIl BBf5o0 SO T T 2%H Otfl‘?edescpg cgalg&étzf‘iﬁgf B8 C&t (r:!:[e ecei ver at
43. 25 The digital data N is scranbl ed by a control word C,Wbefore bei ng
transmtted to a nultiplexer M for subsequent transm ssion. As wll be
seen from tiiguteowsitovpathe stefps REgoiaeed3withhie pemosatisatien of aleaoden ahd desbraer ECM
conprising, inter alia, the control word CWas encrypted by an encrypter
Chl - cont r ol seefityymadules and ity hs SURSAURRIOPEIAHORS SHEICH QUS| 1) SEY U @oWEHIE t he
si gnal ypas I % d descranbl er D before being passed
to a teq)eviscg)?%rﬁé{ lgatgﬁpm\l/% gt%hﬁéﬁ% c%'@yptl on unit DChl al so possessing the
key Kex decrypts the ECMin the demJItl pl exed signal to obtain the WO
00/ 04718 PCT/1B99/01323 - ~ ~ - Dt~ r 2902 control word CW

subs equent |40 @yeryiew ek érga%lteetlﬁenshrg%eﬂast Rt TeeEptiont Sy siedhd old showmein

trol 10
ceconds or 98 f ot fiagybn HENARE RXRNEE FMerURREe R AHTEI R e
recei ver toykieg @68 theMBEEW-2 sombaigie sestemyto@aishiotoPrétyed 8BRS AfnaAs
operator EMM The encrygtl on key Kex is encrypted by a second unit ChP

usi ng ¥ perlsaneiei detall, MEEF -k e9mitess@Nj in pforeausasidesite; mmvessa digitabsignalose

chosen to r ce| v u t ed decr tlon P in the.decoder
coour Tty Cntern Gl xBRR, Sttt RESuaB SO belall TR migtess R RS
obtain t hatcoﬂﬁéutéﬂ ® Xenltiexer kad @cr‘ﬂhﬁbl&&ﬂbymhlé@?: Snitie MEhpieked 4 eddivend

e

the associ ated keys are held on a security no associated with the
decoder, i s phirglity sefefurther dpputtsignald ae@enp le§iansdon sarretranfpetrstigams aang

eer e ! DhaBlR s AEE el P SERSRirr B o B P AR o5

in accmy danﬁﬂtage vhwm&xtt&hwﬂceafte&mmma@vm afgerms Mmluding Wlkdonh Ginks.
descri bed) dif er ent keys may be associ at ed vvlth different operators or

broadcasters as well as with the conditional access systemsupplier. In the

Wth the 20 elranmitenh HBhR o 5uThlashén Rielallub dBIHEE R anadle
di fferent Q%s%\rl)ﬂ'éﬁ 9wwﬂeré1eté9 Ak eleRtroRicaRY BY6EdsBRT and basRIcKR Waa Klno(ti@ﬂht
G\)) K1 (0p2) etc. Each group key is generated by an operator and

di ver si fi ediownlinkvHl toe earths gededesdl i comventeongdlyuin the Wmlof tahdish wtven:dl duer
3?:: ]9 gr t Zgﬁgtpézbg&xmﬂ@ge Lﬁg ﬂ%”é?inété‘ récre‘xavesdngy rege%eq' PP are transml%t\éa to an

integrated receiver/decoder 12 owned or rented by the end user and connected to the

o

end user’s television set 13. The receiver/decoder 12 decodes the compressed

MPEG-2 signal into a television signal for the television set 13.

30 A conditional access system 20 is connected to the multiplexer 4 and the
receiver/decoder 12, and is located partly in the broadcast centre and partly in the

decoder. It enables the end user to access digital television broadcasts from one or



operator may al so have a uni que key associ ated sol e‘y with the smart card

in questi oWBMP4A® audi ence key for all subscribers to the sepgtA®BB/01323
provi ded by that operator (see above). 30 In additi pn, a set of kezlg HE?(

al so be held by the manager of the condif4onal access system In . 2002
particular) a given smart card may include a user specific key KO (NS) and

an audi enc ) Nnat k or. keys
0 007 04y 3 BOrEBrddchiclupbBERPIA! Snditcard Biphof%S pﬁ?ﬁ@?’?@é&%ﬁ%f&?‘ﬁ?e{? to
decode EMtamafireagaisofias dthanisednabt keveraaelevisionrprobtasnméssdld by et rofiast
access manager keys may be used to decrypt EMM nessages associated with

changes t osupphigt) iconaie inseded ifgshe reeqiveyidespder 13s Using the ddessier i1Beand

bel ow. 5 The aboye, description of the systemshown in Figure 3 relates to
Che 1l endARaaTn U o Y S Rinehi SYERba ARG By Eilih oo b
transnsssi pasyighemegecr anbl ed by a single decoder and displayed on a single
tel evision display. Referring to Figure 4, a first and second decoder
configuration will now be described. 10 Decoder Configuration As before, a
decoder 12 receives, scranbl ed;gr ogdcast transmn ssions viglea receiver 1 1.

S

The decodefDj dBiETRfEYe, SY8EMID 8ur FRYReTtsdul te 36§ WHIERlexRery tomtdnthent |y
take the f ] I F s i i i |l e
romory or  REEIEABeHE 12 AR deairPRicp R Y o M RAIGS AT LBR G (o
a modem chagwoder, Ihay beprevidepteendtly thecmdunee st imeravd Wih yerivey sphiamniirisng
condi tional access information and is also adapted to pass descranbl ed

audi oP suaviach medespmesk backethapnel ¥.9. via a Peritel Iink 53, to a
television 13. 20 The system additionally includes a dependent or sl ave
decoder 50 adapted to communicate with the decoder 12, for exanple, via an
| EEE 1394 s coaditibngl desRslaysteth Y willclddwl ehed de @ibeg tinOthokd AetaBNOWItht O
the receiver 11 or to another satellite receiver to directly receive
scranbl ed tefusnksnase Figuresdi 58i overvien the sandifiong! npgess ististemna® iineludesy abe
passed frogm.the fi d e 2 Vi nn i4an 51. 25 The second
decoder 50§‘]?b§°‘f13?rt ‘éﬁ&‘(’é%g@?%gy%%mf <§2‘§) it&gn c&ilet §X§ %0115 tc%‘i‘e_é:%%deté? PPFESy YGul e
52. The pOSHRBYBeSHaHASdNenTBYsefsTBMSN22X; QY SNV b dach DrédiRhK IWPIRE, foF
smart . card. However) any portable mam)rzg/ and/ or m croprocessor device as
i s convent¢xamyl¢ pyka seapectivec RCEsIR, linkage 23 dalthpueh ether tipes of dinkagk equldt c.
may be 30 .used. The o tio f t.hi,s nodu 2.1 escranbl.in

transm ss!ﬂ?%“ ety Ebé.' E‘%ﬂé}ai n’ggg%lghgiéﬁ’ °W%§§M%%cﬁ%‘%€9‘?%‘?%@°_zs_
.~ 6 ~ E ibrdblidast ppiRenN AR okOsupptier cowlbiudeswa $MIk, &l §@on. t el evision

di splay 55 used to display descranbled transm ssions. Wilst the elenments
of the decoders 12, 50 and the displays |13) 55 have been indicated
separately,.. it is envisaged. that sope or _.all of ,these el.e ts may b

ner gez(_,5 fo]?’r%fé?ﬁﬁp 1Ng i rxg\ﬁledgorg) Bgeﬁ@gﬁéﬁg_ gn@%g%aﬁﬁflpgl é‘?nﬁﬁg roﬁf”ééf:?l%éecur e
Communi catjpirbesRerdIRCHES AS Ay Hftkageul6.i BebRd ieAtyPEHE nRS aghid ipr@er to
avoid problenms relating to managenent of 10 subscription data, it is i
desi rabl e fonat obwiphesingi wgite 2JubBsLsingt mothet smystoaeds L3 rareheonpeasedhdo e t he

two decoders 12) 50..1n.th .the, decoder 12.is th i nci pal
st docouBlberer ik bk isidfs 237 naPE Fheii GRpReT b rsiiesf Poudiie MERRke Ve
t he nont hi &3B! Rirtexbiple ke H62n 3T "dRSHHdrPeh-2RANE30.N 118 kafreeRdldRreCligUr €

3. In order to enable the decoder 50 to descranble and display a
t r ans®d ssitortheiSAS Bt byi Spinayurdeations Nervars B1 bda ke sxslamynadoback roimaniad dtée

certain infor ion fromthe secufit dul.e.30 to the security nodul e 52
to enabl enTlFﬁ gﬁée%‘&fi%mﬁp??ﬂjt loihesékag%r %{B}ﬁ%ﬁtﬂ‘?“ Fights toHae daughier SRR rent )
the smart Cg‘f{:eql}]lg{% decrypts the ECM nessages associated with a transm ssion
so as to o | he control word CWvalue. This control word 20 value is
t hen communi cated in an encrypted formvia the link 51 to the decoder 50

and smart card 52, where it is used by the decoder 50 and smart card 52 to
descr anbl eThensmeartgarsisi cAtER thedsegresp| Gy o O pingi aMMarrial operagnrspl dpess.

oot sifioq. ‘maghecy stebRatd ehpth " QieebBl KRR 0k THRsaBEY B8 Bl MfpdEeCy (o
passed to {hedefofyaintle SHBshgalifiie) hade the riphabledd ¢ decoder 50 to

oper at e



i ndependently thereafter. I As will be appreciat erJ, in order to avoid any
probl ems of MO@@718t is essential that 30 control: word infor petryBeMsds
.indeed, any other information used in decryptl ng and descranbl i nggaﬁ NEC 2002
transm ssion) is never transmtted in a c]éear form over the link .

00/ 04718 ~ PCT/1B99/01323 ~ 6 D E C -20(! 24 There will now be descri bed

wth refere i C C
cormuni cat | etk g Y@ etttk o R MRE 1 huBRREy Bk s ot oYM
encryption epef ahtrp@aftwswg;to%e@@t iagl BEPRENE, h@ytoahgwleétml@ cafd® ardioget ed
by neans of the synbol fa) whilst all operatr ons using a symmetric

al gori t hm asmartaiidca anfi rqspects\SFﬂﬁbd]or tach elstropint ¢aod, wiseasd 2dfos cacwypting

i ndi cated as,_ f te/ | i.c Y, irs may be generated in
accordance W% ﬁci\flﬁ/ag OPStﬂaedr % 8"s§ Tt"r"i‘gch‘@ ti on al gorithm such as RSA
or Diffise-Hell man. Symmetric keys may be used vvith al gorithnms such as DES.
In sonme cases, customsymetric algorithnms may al so be used. Referring to
Figure 5, tMhesipardtionasfthd2ofditiohdieicdess opstem0 ofthpdigsaheldvisioh syistem avill 5

public key KpubMan shown at 65 and.equival ent to the public key assocr at ed
with a privaP¥ hadssEmes: kEprrsictalhvithnsizrenge w1 the rﬁrrﬂuacqorra@neratr jof

smart cards t ve decoders w | |

i ncl ude the ﬁ%‘?%ﬁ%ﬁgﬁ{ Qﬁt Stﬁe\eeir){s@r[tlg | Sa??sgnsygtge &@ be normally carried
out in private at the headquarters 20 of the system nanager) either at the
monment of first. personalrsatron of the card (if it is already envisaged to
provi dd0a sMlwltiplexerd HMYPEEN a user denmands the inclusion of a second
decoder in his subscription. Subsequently) the system manager possessing
the secret private key Kpri Man shown 25 at 61 will communicate in a

dedi cat ed EMMiireseraRe 62 Riguies tlidndcatif tkd bitaadkrE) calt@Wheadighal auliitor video
certificate is prepared by encr ptlng a public key KpubT with the private
manager keySIIgpalr 2) rStWMﬂtﬁét thétr raterc¢duged), auspng that MBPESY-2 Igonipressoodn at

64 and stor oget her wi.th th rtificate ~t n-volatile
merory of 1 RIAEeREA e iR DA 6 b GlPIEs P oBmiEIFt e A6
manner jkor EpMyededh eaddotiR rﬁﬂ&p‘l’é&@%th Ht%bf‘ﬁat% RECRPLs! 3hét do §§§E§8hﬁn or
expl oi tati on keys) such that only the 18 ~ PCTI1B99/01323 -25 2

~ ~ Cu- ~~~2 decoder 12 and card 30 may decrypt this EMM nessage, At the
nonent V\hen he t ecoder.s ar cat | o .via_the | 1394
ik 510t nEhe SeabiEe GRS AgBnfl woll PRI he HcnRite récs dmianetied
card 52 as ﬁlﬁtaqusd 26§irealds i thet MaTtHWXet.C THRYcHMBYP MR if féheéd intran

the certificate at 67 to obtain the public key KpubT as shown at 68. This

public key &pdibenables| theheandatsesr's botegratefiaegeiverédasodered 2wite rdes¢rample rthe of
decode @ 12 50 and cards 30) 52. The card 52 t her eaf t er generates a random
key val“tie PHCat 69. As will be 10 descri bed) this random key is |ater
used as a sessi on key in conjunction with a symmetric algorithmto encrypt
(rressages comuni cated in both directions between the cards 30, 52. A new
sessi on keyArzartsae:maya biedigatifg ézpedthatpregaerrynstsbcsnnmemalrsed,cmral;omddndm t he

decoder 50 in th ste . _every tine dec er, 50 Js
awi tched oty It S, {Fus BEoSiiinatg FigvCRE CPBmerRistE aEET B8 of fay
per 15 vi ewgfibefof "subscription” modes and/or one of a number of "Pay Per View” (PPV)

o . | .
25 modes or events. In the subscription mode, the end user subscribes to one or more

commercial offers, or "bouquets”, thus getting the rights to watch every channel
inside those bouquets. In the preferred embodiment, up to 960 commercial offers

may be selected from a bouquet of channels.

30  In the Pay Per View mode, the end user is provided with the capability to purchase
events as he wishes. This can be achieved by either pre-booking the event in advance

("pre-book mode"), or by purchasing the event as soon as it is broadcast ("impulse



i
The symmetric key Ks is encrypted at 70 using the; |5ubl i c key KpubT and the
i encrypt ed¥PN094718§ent at 71 to the smart card 30. The card 3@cdmmoypizat he
nessage at 73 with the private key Kpri T and storesfthe session k Vﬁ\l,ge,,
at-72. As'will- be 20 understood, in viewgnf the nature of privat el%ﬁb - 2002
encryption algorithns the encrypted nessage nmay only be decrypted by a card
possessi ng Ari ;

bove, the 1aded JHnE prA¥mEELbodutdl Jlkepd ol RSN rs e B ABLHER
enbeds or ceawHihgabssiption ov #PVemolier hiul,of CoGieURPY vigwkrKpebd/aot hecdshily
respective cards 30, 52. In a further realisation (not shown) a second

Layer of aubth&tseebesn nay be provi ded using a system private key

Kpri System In this realisation, a certificate C(KpubMan) conprising the |
key KpubMan encrypted by Kpri Systemis stored in the card 30. 30 In such a

real i sag i ongniitiement €ontrdl WitRegespOSSesses a secondary system public key
KpubSystem Tn operation, the card 30 sends the encrypted val ue of
certificate WD 00/04718 PCT/1B99/01323 ,2 6 ~1 ~ ~ ~~02 -26 C ( KpubMan)
to the card_ 52 which decrypt hi s message usi ng Kpu stemio obtain
Kpubhan.  TrRRG b eontrqliEodfiod b B e atused so BT A Bt e ool
using the o] t-ai T, z U ni [ .64 the
steps i nvor@é?fg?%?{yﬁgd%egﬁgeleggnm%#c%@?grrllr%l?“g{(l)lrﬁ]%? S%\rﬁﬁﬁ?%ﬁ%%%ﬁotﬁef rom
the card 30méwagdeomaind aEdnwdl worbiwHieh dibsws fdratle descrambling of ples pidgeam)t he

stave decoder, 50 and card 52 receive a scranbled transm ssjon together with
the entd yptasd HeNIcRasSseliteEa f ihebrEpaddgast Rrogmm r of N&\BFepsy Griteria ardt qamtrol

necessary t X i Ssion: T a sed at (
75 vt ot e et YRS RicS dd RS Apiilins AES7 TRMITRRAN 0 SHR RETRR

Al ter nati velnyECM B deabtaiet sageptddamdardnsaiiged 65 k@thet Maltipiéder apg Btapbleyed
via the slave decoder may be received directly by the master decoder and

card 12, 30t Duringeadipeficass transmissions jthe ceptrolawoid typieallynehanges évery &wi on

t t heck f 1 . i gh t
hi s transreegidBnind REpRME d8 priPReRErBaRT PR et bedBaleid DBERLC..
ri ght s14 he wérdno beldesCrafi®rda dRor tddundahdt plirpestst eadhECHESHRIlyansuasas evdO.
52 and the process stops. 20 Assumi ng the subscriber possesses the

necessary rdogiokwordie tROpresesogerok wevh and tironexicoaunt sosdng t he encrypt ed
control word CWis then decrypted at 80 using the nonthly exploitation key
Kex shown at 81 associated with the system manager or operator. 25 The

cl ear val UERh sthace Briatiedst BPatbreddrast sabpBdr insa HA@Ntle8mEEHhyRécath AhmBer
usi ng the previously obtained session key Ks shown at 83. As will be

under st ood)oft distiegtc EgPPPREANIHI E5r EXample st delgyisdm fpsegramung dnelwdes pt ivddeo of

the c r ol r e : n ] ’ d, d.nde for
secur %b; r&g\é@ﬁ’geﬁ’ %ﬂf 4’@5%%?@?‘8’%‘% ?ﬁﬁ?‘ﬁ@ea@éﬁ@@‘gaﬂﬂ‘g%%erﬁapg C)erdg‘e%st om
al gori t hm pogpoheitarof i Geiice s sidevdnEnageamifed ad beceired ffof sabSdfuent
relating to the exploitation key Kex including the decryption step shown at
80 and a gémeadcastaiogtiei ramspeNds Xs DERSpe@dof each prramblady pempanerit ef4ls on

messages Srggrvx\/”i]ce?ta s8e%arate E@l\/?(?s/ PeAc'l I;Ii'gd Alternatively, a single ECM may be required

for all of the scrambled components of a service. Multiple ECMs are also generated
25 in the case where multiple conditional access systems control access to the same

transmitted program.
Entitlement Management Messages (EMMSs
30 The EMM is a message dedicated to an individual end user (subscriber), or a group

of end users. Each group may contain a given number of end users. This

organisation as a group aims at optimising the bandwidth; that is, access to one group



* to descranb

-27 PCT/1B99/01323 2 6 D E ¢ 2002 In sone cases) a%diti onal information,
such as copyoiogh#7igoti fication informati on may be introduced petygwmiiie
.steps 81 and 82, such that the control word CWand!this additional ~-

i nformation are encrypted by Ks and sent,to t he second decoder and2 cﬁaBE.u 2002
The presence of such information is nore’'inportant in cases where the

ot or mati ort oy o aatie At efag PR KB Bl ey be used as a flag

to prevent the second decoder fromrecording the data or fromrecording and
pl ayi ng back the data an infinite number of tines) for exanple. 10 The
encrypt ed cYatiowd spestfic types of EMd can behesedec tubvidsal EMiMsaard dedicaseds toown

at 83. Using.th ui val.ent session key Ks shown at 84, the card decrypts

he messagandivigl (SOYEIER, SHorEoRPIaIY e iinihe BEA R 6 gt Viel

Ther eafg er) bSc r L1y €4dnfifi . : 52
3 orprecehs GEC Il 8L i riie Sy e bASUATEPRRE SHEHEEY £ B

di spl ay on grbapassoci ated tel evision display 55. 15 In sone cases, it may

be envi saged that the decoder 50 and card 52 may wi sh to pass information

to anot her audi ovi sual device) such as a VCR |In such an exanple, the

decoder 50 %@.ﬁ%@&ﬁ%m@@ﬁ aggﬁghfcﬁtgdgé gE%Jpggor%[;?@g%%%ri}{dﬂfi&u‘é%?er?%?d to

assune the ma evi ce an erations carried out,
mitatis Wta&@%ﬁicam}ﬂuk&ﬁt inerde atiménistetipihess suise bisceiption seeNtee ThisEMMP a
secure |ink. i lst the above description has focused on the validation and
comunl&at i ka8 aograupfidentifier #ad iarsubsgriterorerewp Ritpwipr of decoders, the
invention may equal |y expanded to cover a series of interconnected
decoders, for exanple, a single master decoder 25 possessing a plurality of
private transpende KMIMs KBS tddiéRed eeenyRt dudierRbs, BRSAUAR fOF AkhmpR! BE akdd v of
dependent decoders each possessing its equival ent public key KpubT.

Fur t her nor dhy apartistlar bperdtor 40 povidedectainefted sarmicehie Adetaudéance d is the totakityr der

conprises the control word in the described exanple other ipformation may
be passed 3{3 chécﬁlh?r t}aivmg) -srge)i%rﬁlsn&m ﬁaari o?ﬁﬁ iCSHg’reﬁ&nap PR PV Mect | y
to desgy ampifithied (GBI FSAAN, a “WRC! B¥AEEs B@E[{eké%%%%%?m%& Rentifiér C
2~QZ 28 Equally, the sane principles as set out above may be applied to
communi cat iafrtbe Isetavsand. ot her di gital audi ovi sual devices connected in a

networ k) such as digital VCRs, digital televisions or any conbination of
such devices. For exanple, referring to Figure 7) the elenents of an access

control systmrd %a&%og&@kat@mw e 34fiBEs Wperut&S' ARbAMO! IRBERT &S irRphean | |
now be descri bed. coder and Recorder Configuration As before, a decoder

12 recei vesissmiated wadh the prafirams transmisteil yi the operators as eutlinedraboyve. EMMse
decod i ncl ude port apl.e securit. dule 30, which may conveniently take
he 1 i ofmay SRase EerARaRyIEE Abdal et rietinmenls SRR S oLy
or i Cr 0D QfrqRe RbndifishAlaccdSy eIl Pendidy | ncl udes a_nmodem channel 16) for

lexampl e) for conmunicating with servers handling conditional access
information and is al so adapted to pass descranbl ed audi ovi sual displ ay

informatio e.g. via a Peritel link 15 53, to a television 13. The system
addi ti onal @ﬂ&ﬂ%@-’%"—%ﬂ&?—% recorder 100) such as a DVHS or DVD
recorder) adapted to comrunicate with the decoder,: for exanple, via an | EEE

1394 bus 10l. The recorder 100 receives a digital recordi ng support (not
shown)25on Vifliecmuitiflewend reoeiveseleetcisaldsignals comprising encrypted EMMs from the

SAS 21, encrypted ECMs from the second encrypting unit 27 and compressed
programmes from the compressor 3. The multiplexer 4 scrambles the programmes
and sends the scrambled programmes, the encrypted EMMSs and the encrypted ECMs
to a transmitter 6 of the broadcast centre via the lirﬁkage 7. The transmitter 6

30  transmits electromagnetic signals towards the satellite transponder 9 via uplink 8.

Programme Reception



|

20 The 'recorder 100 is further adapted to function fvvith a pprtable security
modul e 102 WOMRPA#HBng) inter alia) the keys used tg control acaasmed/msti ~e
replaying of a recording. a The portable security dul e may conpri 2GWF 002
portabl e.menory and/or m croprocessor deygce as is conventionally kfrowr™" )
such as a smart card, a PCMCI A card, a m croprocessor key etc. In the

present ca r cyr it s nd .gpat: s a
S v card, o SHENRC]TRRERRCY] KRy n pdreh JRE ETufieeChEG)
recorder 1Qghnkméttaddiestir einsatitter 6 akd tdhsiniestthe sighsiploayto 1ke edrth addepienati ve
realisations, digital audiovisual information may be passed fromthe
recorder 1@Onventionallyiée dieeformpobaidish ewned opirenied bEdheeng upenhiia dowrlmk

I t f d 12 der .30 100 di splay 13 h b i ndi cat ed
Ceparatol y 911 TPE. SERHS] CARNED il TEeRRor Lol dFInSRRE! e i GRS De

mer ged,s for YR i { It S lap’
ol N e B Ao o B A s B B3, g e er's
-~~0~ - y 'tele®SioBi sdtl &3.| y Thehrdcstvet/decoderell idemuliiplexdse tii sipnaketd bbtain
relation to the recordi ng of audi ovi sualgl\ﬁ\&oadcast information, it may al so
conveni ent Isgragwleghprossymmes, wigy shgBIed: »a8¢ g8¢rypied BsMee audi o

i nformati on subsequently recorded on a DAT or mnidisc recorder or even a
broadcast software application recorded on the hard disc of a 5 conmputer.

Secur e CompppeCgidgedmpetiveen sbetded, tad iRawPEABI hAS beed taHimitiedi WRh the

introduction, it is known fromprior art proposed systems to re 10 encrypt
t he cdifk r olMRBGH sagearei theagcoiver decasier difpiesompressenihesdasn ang ttransformes dheli ng
key and to store.the.re-encrypted control rd.an the yecordi ng support
with the séfggﬁ{)V’éﬂ 2, el Fedd ’?S’ﬁﬁfa@ﬁf”%sé"? ﬁ%%é?(vﬂf%?ts%[t}%n key associ at ed ("
with encryption and decryption of the original transmssion, the recording
key may be an unchanging key associated with this particular recording so
as to enabllfthehprogearomdiingetamtied ptheyradevsr/decddent] 2 aaxyratisnthe i qortesporidingr e.
As wi |l be fro vervi ew of Fi gur in order to epabl e

i ndependen@ije@&r?rﬁém? mgi%ﬁtr%ﬁ% r"i'ﬁﬂtpsasgq5 ‘S?\é@ﬁléf’ & f‘ﬁ%ﬁ&?‘fer‘ie SPaRGRE,30

el ementss, 1k 4 S ; i : i gt e i

ecor e 1 b M eRFESTEoMMs R ko R HARIE Iife SE0IEIRE0RT . TS daipth
associ at ed smattbard30 canmisdehether hhasnd hisepbast thblrighs ex dedrypt thedBCM Sidtccar d
102. O herwse, if the keé iIE permaneni |y stored at deﬁoder .12 cg%imart
card 30 it aGgess tERTOBEAMYBE silh Pt 1HRESALIVE EAHE FS Ra5SSd) tQythe Leqeiveridecededi iy i n
the absenc : £ admb Rafh e & 184 sS4 k! to
pass certa?%ﬂgd}léfa(li)‘fﬂrr%t ?%gﬁ'g%l{ ween 1? e géeeco gr 1%%néh:hﬁ\e%r gg%f%%%qfiagﬁﬁgﬁyong
the |ink 1@ights]hhes EAMas detrypredrand bies comrolewanpéaraceelcr ht eltcodert 12otannor d

information that may be then re-encrypted by use of, a_recordi key at the
di gi t 20 reé@ﬁﬂd‘lqspraﬂﬁ/ql%ﬁ%?F%ﬁW%Bﬁ@o&"%?@r‘?lp‘f’%ﬁt 'WW‘%@‘E‘%& Vot ed
by a recor ﬁ{;&q?ég%ysea%agﬁhagtéwinws vﬁ’&fooﬁgﬁﬁa)l fB{‘{)ﬁwir‘aqu{rgtﬂ?&i&?% evisia!
bei ng sent T0 e recorder for storage. 1-In all cases It I's necessary to
ensure a sesturd.sed |ink between the decoder and WO 00/ 04718

PCT/1B99/01323 . ,2 5 ~ ~t, 2u02 -30 recorder. Unfonunately, the
i ndependence of activities between a broadcast system manager responsible

for the de%ﬁg?{;-il?e’}dlvﬁn@é}ﬂfeﬁ?wgtﬁh ngée!cor di ng equi pnent

25
A Subscriber Management System (SMS) 22 includes a database 32 which manages,
amongst others, all of the end user files, commercial offers, subscriptions, PPV
details, and data regarding end user consumption and authorization. The SMS may
be physically remote from the SAS. |

30

Each SMS 22 transmits messages to the SAS 21 via respective linkage 23 which

imply modifications to or creations of Entitlement Management Messages (EMMs)



responsi ble for the recorder may | ead to a nunber 'Jof probl ens regardi ng the
provi si on o¥O&8H@4AIPti on keys for this purpose. 5 For exanpl e)PGI/H»AREASt
_operator may not place sufficient confidence in the integrity of Zeacbg'qg w02
at the manufacturing site of a recorder _{q entrust the manufactur®r h,
for exanple) a secret symretric algorithm key needed by the recorder
security : onmuni cati ons encrypted using the

equi val en?qgelﬂfetﬁgergﬁuggd%E{I%Q&?ﬁboder security nmodul e 30. Furthernore, the
separation of activities nmay nmake it inpractical to envisage a situation in

whi ch the recorder security nodule 102 is sent to a broadcast system
manager forTheebM&3 risatiaghmits messages Ehiheonhs 2t evikieh amplygio medisicaans o5, it

is 15 necessary to vi.sage, a_s (,0 [

i ndependenccéead%n(%ﬁ)ﬁﬂhgﬁ%ﬁbp?ﬁ)e%gcag%@r?‘ggﬁ adrdegﬁage%}% %tggiegﬁéjgsﬁ?o% in
schematy ¢ fQtHHraafiBh Heshted 15 ehd ERYuter \ahae@weeingomun&t@at t@thel dridureabateen
t he decoder and recorder security nodul es 30, 102 that overcones these 20

probl ens. Fbe endaisemiall b chhrgedl.y, all encryption/ decryption operations
using a public/private key algorithmare indicated by neans of the synbol
fa in a hexagon) whilst all operations using a symmetric algorithmare

i ndi cat ed t i ] 8] | i

rocor der call§ 305 24 iy Ineedd YBall? 2ediesnng Miforatol Sl s CAACK: e
certifi cat gnfdrfayiRacorshitimy atforh2dliidnhad the SMBTRAI soathetdit tvallt beeappacan dkat
manuf acturer by the broadcast system nmanager. As is shown at 121, this
certi f1&at eooynurispiombetvgen they e AtWA-8@Ypubl i ¢ key KpubMan encrypted by a
30 broadcaster systemprivate key Kpri System The private key Kpri Systemis
uni que to and hel d exclusively by the system manager and it is not possible

to derive tdiibsckB¥r \Maltherizi@on Svsteat(SAS) cate Ct KeyRec even if the val ue
KpubMan i s known. I WO 00/04718 PCT/1B99/01323 . , . 2 s ~~¢c ~~~z -31As

wi |l becone clearer fromthe description below, the systemcertificate

a i.ch incl ud f
by he. br ootEnDeaEEs Bensraiey Toe SIS 72! and e R AR ¥5 % iR, e o
systemof thgnsapatiAcbyen @xk) 2ot dhich, int fien nkitdsymedsagdieackaywisaginybn.

The certificate is generated once only. 5 1n this certifying operation, the
manuf act ur eeceipnofithe gegseages igensrated roMS @ liand nasses dhsse acknpstledgemgntiger |
who encrypts flhgﬁgéngubMan using the private key Kpri System and returns

t he systemtEé %t e CtKeyRec. Thereafter, the manufacturer configures
all recorder ~ security nodules to include the certificate C KeyRec during
the personalisation step of the recorder security nodules. 10 The key
KpubMan it dal bverviavesthon8i4St comprisasl cSkhsgription éhamawﬁpt@bglvc Rightsp 5ty

iated with. the ident f ' to t d fact
cour chbr hbseriptORaBpd® skt Bnrd dhe Hah A g el BOr RO R AP PR RS '
excl usi vel Yolin bhe: {PE0E SRRV tavets, aRdl ahSENMBA TKjeeon fevsiising BMINIs

broadcast system manager. The 15 key KpriMan is itself used to generate a
devi ce cer tarédtedbe tit KahsSriptiohand PRV ¢hain at¢dsstodbe muliiplaxes andiscrambler 4ini que

to the recorder security corres to ecaorder securit dul e
oy Kpubsi MEEs (@ e e RAEC] FEGREN HARPSEYEy df ok HeBH a0 D6 Br4HEDicey
KpubSI M eq r i N i i r
associ at edlé\%i&l%1 ﬁs ?r%g ﬁgﬁy ?;/ppobf ﬁgﬁg%ﬁ&qg?étg?ﬁgﬂ?g%ﬁgg ?g;mgg\lr/?gg%!rdﬁ?s key
and t hgs cory esperiRbragnab Qonseek enthdtprimBhivheras ageaBogireddéd. t he recor der

manuf acturer. As shown) the private key KpriSIMis stored in the recorder
security nmodule at 124, preferably at the nonment of manufacture of the chip

petween  nBbaREPH 3R ind 185 20 RS e QAN LR, ORI G o R el

recordi ng Gfyaalilé a8 ehesdreial 6ffesi ivedbiryiption raedoeesald ab PPYyslkeamacesididg cat e
CtKeyRec is transmtted fromthe recorder security npdule 102 to_the
decoder sedardifferemdthddes 86 cammsieiatisasion1(Pes-book mode, impulse mode). The SAS

30 21, according to those rights and to information received from the SMS 22, generates

EMMs for the subscriber.




30 The decoder security nodul e 30 includes the bro2dcast system public key
KpubSyst emW000p788 125 and stored in the card 30 guri ng per SROCEIB®A1320N by
the WO 00104718 PCT/1B99/01323 ~ G ~ C C 2~~2 -32 broadcast systHn .
manager., Usi ng the system key KpubSyste t he decoder security no (QEC 2002
decrypts at 127 the certificate CtKeyRe¢“in order to obtain the

nesoc at ou il NSRS kSR I B, clhobind ABERT) 20 B SRBRGN YL Rt o

progr anned tﬁ@n{aﬁig‘éﬁieng ahd ekploftiH RS UTaE Glyl@b{ﬂlglelﬁkhé’ HoHemroBh MIENNI t er

the decryption step 127. O'herw se, 'the key KpubMan is stored at 128 and
wi || be useaddipasseheheENMMi backy i aovesshgp Sendftdrs(MOGYun the SKP 211 iwhereqor der
security nmodul e 102 then co%cat es the device certificate CtKeySIM

uni que to theaderrdsadded:r g Hedared to M@S%g@c%@&ters@é’éaiatswhmee 30.

Usi ng the a r | A , It e 30
decrypts aﬁg%'t % %é%ggtgre%sega%rr @%&PE %g‘ii%?%gq@é‘yﬁﬁg%@ﬁe?@% S

publ i c key ra oFletigfombf HRLEMME,henddgsd @hestas UbptopriaRddirect s aléhd Githhen
used in the encryption and communi cation of a session key val ue. IS

sessi on keyhesEMMs tovtihe ivlassagenfEmitiex anfieeMép prlysgematigest d givenalaovh angab ér

val ue usabl.e by, ) tric Cr ion/decryptjo |gorithm 1is generated
at 132, enésrg’ﬁthgg ‘gﬁ%f@“ﬁhé’cﬁgbﬁ%&%lga@@ﬁ% ?Nﬂ%‘gm e public key KpubSIM
and then communicated to the recorder 20 security nmodule at 134. As will be

understood, in view of the nature of public/private key algorithnms ) this
encryfifed Grsgageatioayofoan MM, dee M(hssdgnssd noiqudédentifiqueo thei EMM. KWhen
Kpri SIM stored at 124 in recorder, security nodul yption of the
message at t@M@H’aﬁ%ﬂéd@’et etoe‘%F?Mh’ i‘bﬁrstP Spfd séMé\Ee ﬁiy ﬁusl@;@_bles '
Thereafter, [ I%;ﬁ? LI copy of the
symetric %%eggﬁgﬁﬁﬁggf g:ﬁéﬁt@gﬂl SF ﬂ’g‘z’e&{!"%‘dgﬁ%’?ﬁ,@?%‘% and decryption of
bi -directional nmessages. As nentioned above, the session key is used in

conmbination with a 30 symmetric al gorithm and equal security is provided
for messag®®systemes fuchrasdimeleryns yvhich are adenipd th haniesmubiple sgditippg) access

envi sige. SRS 6 R pEl i Bolimye PRt YOS s ARl 8% iy,

in Figure 8ondifiéhas@scéssnsykein are geRehtéd séparfelyndmadinuRipleded ©@silenibyathe
control word information fromthe decoder to the recorder. In particular)
an ECM nes 5aiplaxdy 4 BEOE t@BSTSEIANt he scranbl ed transmi ssion is received
and decrypted by the decoder security nodule to obtain the clear val ue of
the control word 140 together 5 with any other information contained
therein. THEnSrifivn’ Devel® ol thé Brbgdcdse Sestenypt ed at 141 using the session
key stored at 137, and the resulting encrypted nessage conmuni cated at 142
to thé0recorder security nodule 102. Using the session key stored at 138,
the recordgr_ security e . . 10 t.q .0 {.h,t he
clear valu egﬁlrﬁﬁ%gb‘(t’:"otﬁtrgr} gwe\%d?ad&gkﬁ i‘gglton@hnél“ 0con? ?@&ﬁ @%Peﬁglstlﬁeanmﬁ’dﬂd {
re- encrypt Behadtasd éfstaiiiwitl dw B€ ¢sdtibed KEHe gﬁg@i@&dﬁgﬁbﬁaﬁdﬁﬁ@%ﬂi&a
recorder security nodule and stored at 146. The new ECM conprising this re
encrypt ed bumteast ofureddigital daty ara showni atfddr, ribe trensmiissiom ehannet ¢eglagatgHtitehe
recordi ng support 147 together Wmth the originally scranbled tra 1 SSi on.
Upon ol ay btk so peseEbbAaBRROGT e e dtaedt oF dertvetied o B ieotinet 3085 w 1
use the recording key value stored at 146 to decrypt the ECMso as to
obtain the control word value to be used in decrypting the scranbl ed

t ransmi ssi The digital data Miis pdramabled by a control word CW before being transmitted to a

multiplexer Mp for subsequent transmission. As will be seen from the lower part of
Figure 3, the transmitted data includes an ECM comprising, inter alia, the control
word CW as encrypted by an encrypter Chl controlled by an exploitation key Kex.
30 At the receiver/decoder, the signal passes by a demultiplexer DMp and descrambler
D before being passed to a television 13 for viewing. A decryption unit DChl also

possessing the key Kex decrypts the ECM in the demultiplexed signal to obtain the



I n. order tog})r ovi de a safeguard copy) the recordi nJ key may be conmuni cat ed
to the 20 d¥OJW&71§sing the session key. The recorgi ng i s thepenis®roistor ed
in the decoder security nodule as a backup in the event of damage or: | oss

of the recorder security i nodule. The pjj.vate/ public keys pairs Kp2itsDl 2002
KpubSI M Kpri Man, KpubMan) Kpri System 25 and KpubSystem nmay be generated in

accordance ghdtkd] vagd €W %@ﬁk@e@wm@d Ed Qes%Pé%ﬁMQttﬁ@ﬁgﬂilQO“ thm such as RSA
or Diffie-Hellman. Equally, the Session key and recordi ng key may

correspond to key val ues usable with any suitable synmmetric

encryption/decryptjion al gorjithmsuch S. will be understood,

al te?llr[:ati vegP’é CUEEY A ofhctWé‘“Qg&'Qé‘? gﬁg%bﬁMﬁEE E%EPEFichCftaﬁée%ase,

for exanple t i S Ons| f jsin
o bothAEage £y RSeS| T TH Brest e PRS0, P B 1)

managi ng bo recorder securl no e initi

00/ 04718 PChk! B281vEE 3@ Hedode the~EEM -isi-changedl @i‘erﬁl&hbﬁﬂtéﬁ k6 eyl eikal§ioldar he
systemcertificate CtKeylgec may be omtted, such that the val ue of KpubMan

i s direct! yopenster M .n Thaenerptiae keyrgil ie eaaryped byrusachad mpiteChP nsinges case
where the responsibility to re thteqrijty. of.securj of, 5 transm.tted
and recor deaerg?ﬁai’éf“i)ﬁgo Ky sfm ‘t hgt_hﬁ’thﬁcg’PFﬁ}se?"eo‘?# c}xﬁ%e ¢hossp derecsdine or
all of the @Phg&a@a 1&9%&@,@9@6@@&&%@0?@% Qh@'&@ccfd%?%@lﬁﬁtxsr‘fﬁ&t{ll'et%ill

e t hat mahuf ac

nodul e may onpletéely reversed, suc t he recorder urer
certifies adqumppti the legssageonsingeds gyoupheyK b pst otstyist that mpattes dkey Kéxe
recordir is responsible for initiation of conmunication, generation of a
sessi o 0key etc. 10 It will also be appreciated that, below the | evel of

(h . ] . . . . . f .
communt cat i S 4RO ARk RCHRma TN AP Ble BpdRRT A e R bl speury,

exanpl e, whinbgtiletd3sodatd witmhendecaded i tioinchiethd et tafdo3® peoviaed isl etie
conprises the control word in the described exanple it nay be envisaged to
15 decrypt Bapactikereandr inserigduin 8\smask Fardateadsr Heflie dropdere cOienkescamayore t o

t he recorde i . I (e t rding k be
gener at ed a%enf%ﬁ%gdde@%%g&rrﬂ@tgt%%o?‘yn%%h e@%%éﬁ lbg{#ﬁﬁpggéegggtl%&taﬁ@rﬁweéer

security mogulceordand@lith)a vdstdrised bpmakawckéesigbtitimon has focused on the

val i dati on and conmuni cation 20 of informationin relation to single

sources of recorders or decoders) the invention nmay equal ly expanded to

cover multiple.deco nd/ or-re r_sources.. Far exa e, .a recorder
security m)‘gfj Iwelﬂﬁ%i/g?%&ﬁﬁ%’e&gfeﬁﬁnﬁﬁ{aeggwyo ¢ g?fé’f:@gq%cwtﬁi &?éfﬁqrﬁsc’péf%%?@c
associ at ed wohdtasield U avellt 3 @ithbthe adadisionslysicesy HRMBAYNFplidEIUR e dbsrcoder
security nmodul e may be adapted to handle a plurality of Trecorder 25

manuf act ur efesemEprigye n-tErokeKey KL isobeldi hedhefsmart card fssosiatade with ¢het i on

step ig,cartied out i]s angi SEeSSy. key increas t he
| evel %q seie_ﬁf’%rye}ndoflx%r JC’r aeeé:Hbga I ongﬁeczsga}g%gqun&ggtéc edil&ﬁgeing Oge@gﬁf&%ﬁf
gession keyhave difFer@nogubsbietiee uhit@e &8y KIDI(0Opt PGNY aKe (KpEZs GEPLRS! HakRikcapM ar e
used to directly encrypt information communicated fromthe one device to

t he ot her deyiisgenamatedsssan operkiey apdyiversiéied by anyalis assacigtadvwith/theiigroup key

pait. to which the subscriber belongs.

(

25 Different memory zones in the smart card hold the keys for different operators. Each
operator may also have a unique key associated solely with the smart card in question
and an audience key for all subscribers to the services provided by that operator (see

above).

30 In addition, a set of keys may also be held by the manager of the conditional access
system. In particular, a given smart card may include a user specific key KO (NS)

and an audience key K1 (C), common to all smart cards. Whilst the operator keys



~G~ i ~~~t~ -35 LAIM1. A nethod of providing secure conmunication of

i nf ormati oAVQRVEEH at | east a first and second digital audi oPcIuaby/eied ce
and characterised in that the second device 5 receijves a certifi ce?es 090302
conprising a transport public key encrypbhed by a managenent privat k‘lg/ “re
t he second device decrypting the certificate using an equival ent nmanagenent
public key i t JiC :

ot or mat | oS EREY Fhe 1) PE e L EREER bt R b RO Rl 15 e
private keyonditioexiragpssstrhenagef keysemaproe used2o décrpt FEMMasneskajesagsdciuted ai m

1 in which the transport private/public key pair are uniquely associated
with the fiwithchapgesOconyiipng aecesgsysiemeinhgrmesa, a3 yillldg descrabed belewedi ng
claimin which the encrypted information 15 sent by the second device
conprises a session key. 4. A nethod as clainmed in claim3 in which the
sessi 0B keypk abGvek@cEBASH Bf B Qmehhgx@ﬁﬁ@mtigﬁ&Iscl%lﬁ&dto@el?}n?héngbmauon
conjunction with a symetric encryption algorithm 20 5. nmet hod as

cl ai ned i notheiess Gorgrol4niarbrakdaabt $yisters és svhoeh kmysmssioagdrebgestientled $y a

device to encyypt control. word informtion subseqguentl onmmuni cated to the
second devsRGle Eeofeead gisp e phid uaBIen el AN SR REFETTG 1QILBHE flovi co
decrypts t fri kil 4hS ) &gﬁg al ent session key
and therea??ggpﬂ{ggfgﬁgldggt Flgaifsl@%l{l?olgﬂo Mah@grgg%else td\r{ansm' ssion
associated with this control word. 7. A nethod as clained in any preceding
claimin which the first and second devices conprise a respective first and

secondOpor Depederscenfigurationjul e. 30 8. A nethod as claimed in any preceding
claimin which the second device receives a systemcertificate conprising (
t he managenent public key encrypted by a system =z ~C-a Ci002"' ' -36

private kewg pefifte S£8QMcHEY Feeeivae SerdRIbIADbEABCEY HafithBSibhS ViaGRleBeivel PO 2
system public key so as to obtain the nmanagenent public key used thereafter

t o decrypt Thtrdecader insiusigs e partablersecynityl modwle\30, Svigch mayrevmomhiemslyclake thed i n

any precedipng claimin which the nuni cation |ink between the first a~td
i Aufigb

h
second dev Of & iSHAf e frdhdh & tbvhg??‘bf}?y c 6RMBLISE Y qer I omemOTY | %i red
in anyspr eﬁﬁ&bg&ceésa} BoltAblehietttet NEHé id%&édé%nﬂzlgéaﬁﬁﬁ'%\t@h 4b taagloaeﬂi angete!

devices conprise a first and second decoder. : met hod as clainmed in
clai m 10 i b6wior lexamplef,i foart camehusidansing catio dererarimndtngt evhditionad caicess

digital te]evision transmssions., 12. met had ,as cl ai i.n any of .clains
1 00 8 i n oA 3o RATEE o RS ssrrambles Atun Burkiism By b pBaticn,”
conpri se a. deqpdepered ik $dod REAiHRM3device. 13. A nethod of providing

secure co nication of informati on between a decoder device and a recorder
devi ce and characterised in that a first one of the devices communi cates to

e o e S iRl ebl s T ot s s B adpmd
gahrgcaﬂeg&&ﬁﬁﬁhﬁ% WRAAHETHRBbIRUP] | forke¥anfRle, WILLRIERE 1864 Rastdle dgyi ce {
decoder 50 may include a connection (not shown) to the receiver 11 or to another
satellite receiver to directly receive scrambled broadcast transmissions. Alternatively,
this information may be passed from the first decoder 12 via the connection 51.
25
The second decoder 50 is further adapted to function with a portable security module
52. The portable security module 52 may conveniently be implemented as smart
card. However, any portable memory and/or m&croprocessor device as is
conventionally known, such as a PCMCIA card, a microprocessor key etc. may be
30 used. The operation of this module 52 in descrambling transmissions will be

explained below.



to encrypt information sent to the first device, Jpe first device using an
equi val ent @Y€ Hrivate key to decrypt the i nformatl on. 25 pcTivey/d3pet hod
-as clainmed in claim13 in which the first device comunicates to th?r gﬂdzﬁuz
device a systemcertificate conprising bhe managenent public key en @S‘? X
by a system private key) the second device decrypting the system

certificat erpshdihdar SPSASMiRURIes @ KBY 530038 18y R¥AURp Eagesmaaﬂﬁdr&fahlagub' Ic
key used thereafter to decrypt the device certificate. 30 15. A net

cl ai ned i n delseiambl ¢mnsissinnahi Whilsththe ddemeptspofi vt déqudbts ¢2ké§) godi thear e
uni quel y associ atig é\\%%\ the identity of the first device, D ~ C LDD~
-37 16. A rfaspiaxs Yﬁa&e%l%#ﬁ?‘ SCPREALEHY, 11315t Gnvisaeed) tha %}*m Wéall of
managemnent % i e i ssOoci with th urce
of the fi rsBéégﬂ%l%r’th&?? 1ﬁ%§< gﬁdér%gc{ cltlélglgJ Oe%%}rélé’é‘l at?)m @Iz?%ﬂjr? cﬂmﬁ}{‘ég

syst em9ri rteddrblevideeset pai r are 5 uniquely associated with the source of
the second device. 18. A nethod as clainmed in any of clains 13 to 17 in

whi ch t he encrypted information sent by the second device conprises a

sessi on key, 10 clapmed in claim18 in which the session
key is a ke3fcHERe S LIS HE e and usabl e in conjunction with
a symmetric encryption algorithm 20. A nethod as clainmed in claim18 or 19
in which the session key is used by the decoder device to encrypt control
word i nf orrr’msenrmusixbsl‘edumduoyionoinmdiecm e‘cbiﬂcpralﬂemseekadngrtdemarﬂgmhm of21. A

t hod | d, | h d d t t h
ot ol0 worHBISRREO e it S RS HS R L o SOTSGPNE, I RTe i er
Fe- encrypt duig QoBha Rl MEIeLNHOSR xR USie\inére! B QRS 13%9&1@591&@%416%

the re-encryp control word i nformation béing stored rder

devi ce on arrfégordétaigr Stuphersystemdisutart oget B@rwitl bé nanmlrrtd gsteive the
transmn ssion data associated with that control word information. 22. A

met hod as dnenthExploittian ke Kex as\desertbed ibore i relationto Figare 8 minwrdesttes t o

25 the deco Q 23 t hod
as clai med gﬁlqu‘%’%&%ﬁr 38\/\%dg{%r%rﬁ@eraegéfrl%)e&gaggaﬁléél?%bo%mEqﬁg esglagpssr%y of
the regor diwigl RNk BaOR doRmadcas eédih eafobatibe fioRs sedcliflly motuld40 t6

nmet hod as clained in ani;‘dof clains 13 to 23 in which at | east one of the

recor der ddhe sesusity maduiede? tyeRablethivagserasabling tq baserrigdeoWor t abl e security
nodul e. 26 D~ C20Q-38 25 A nethod as clainmed in any of claims 13 to
24 in which the first device

|
In the present embodiment, the smart card 30 decrypts tHe ECM messages associated

with a transmission so as to obtain the control word CW value. This control word
20 value is then communicated in an encrypted form via the link 51 to the decoder 50
and smart card 52, where it is used by the decoder 50 and smart card 52 to
descramble the transmission and display the programme via the display 55.
|
Embodiments other than this control word embodiment may nevertheless be
25 envisaged, for example, in which a copy of the monthly exploitation Kex is passed
to the decoder and smart card 50, 52 to enable the decoder 50 to operate
independently thereafter.
|
As will be appreciated, in order to avoid any problems of fraud, it is essential that
30  control word information or, indeed, any other information used in decrypting and
descrambling a transmission, is never transmitted in a clear form over the link 51.

f

|



correspond%}@ﬁ {secor der device and the second devJ ce to a decoder device.
26. A et hod B8 med i n any of clains 13 to 25 ip whi ch t hECTABWAIB23
device is 5 adapted to receive a digital television transm ssion. Q?%a@-tc_ 02 -
met hod of. provi di ng secure comuni cati osg4ef i nformati on between at “l a? :
first and second digital audiovisual device substantially as herein

descri bed. ThereABill Aowbe estritedoliah pefdrande ¢b Figurds b anidi, @ ndthed saShaBlinkey
is a key generated by ( the second device and usable in conjunction wth an
asymet ri c Sedhics yeRLire GOmINyBrcation lindoto e v@pleseended.cl ained in claim 3, 4 or
28 in which the session key is used by the first device to encrypt data
subsequently comruni cated to the second device. 15 30. A nethod as cl ai ned
in claim2%a.i [ itSefpi bBerd&6 A&y j

decr ypt 1 he o O A R Ry RN pEcaces Pind A pueRe Ry b,

t he se$si oarekimglidasedhbik epeaysnel tteeslyrhpol2(), twialst edbnperddons asiagch syammeaid n
conjunction with an asymretric, encr pt}o al gorithm 32. A nethod as |

cl ai med i nal@PHm a5 u@}s{ca&d 8Y ﬂilthWig%s eTERUPR APREBYONS agsiadicpigdiasd,’
decoder degi ge to encrypt data subsequently comruni cated to the recorder
device. 25”33." A nethod as claimed in claim32 in whi ch the session key is
used by the recorder device to decrypt the encrypted data. 34. A

conbi nati on _con})ri sing a first and a second digital audiovisual device,
adapt ed f oPrivate/puplig Eﬁxmcmlrasmlyaihcrecgenﬁamdy 10f aggoadanse 1 with 1Ry aswitab® t o

31, 3Q.wherein the second device is _ada t o L.ecel a certificat

o ompr 101 noesineie SER M frois Sndf SRR b Liffieriiofar s S fre, 10
decrypt th ukd £ abi ' R KU X! ) uplids&mk : (
Chor oat t of TG B LSS Wil RIS SIRH, 10T, M0 SORREPscl Bhtbm! ShBtlie ¢
encrypt i nilgoridimsomay aldpebsesd.t o the first device, the first device being

adapted to use an equivalent private key to decrypt the information. 35. A
conbi nation as clained in claim34 wherein the second device is adapted to

5 use the RLANSAORS FRUILIS HRYride: RAG Pl oRNRPISARE: S0Ms RERRIRRATWHR ol e

first device. nmbi nation as clarned In claim t he session
key i 45a kpyblicsedyl KpubMannshowatat @5 asidt déquivagntnmetthe public kyyaksabiatddowith tahm
10 37. A conbination as clainmgd in claim35 inp which the session key is a
key usabl ePTIVate, TRRRASEHERT WC%H a&e,wtrﬁﬂ et BYRRLICSH ) gBaneasds 538, A

conbi nati o lcal j } 9y i f i evi ce
i s adapt edﬂ‘t‘%‘aﬁgég‘t E%dg’ggm nn%§qr?§c%;8?&é§tzg @Sﬂggqgﬁgégé@é%ﬂ aynd
communi cated to the 15 second device. 39. A conbination as claimed in claim

38 in which the second device . is adapted to use the session key to decrypt
t he encrypl g pgesonalisapionstepwild i pprmadiy Gasried Subin Privatgnat the headguagess t o

th | biong: e apirai Py g
rotiul & 10 BE Sy Rbme gt Slnck AL (REAER ol O (FS prforBUBRIAESY e BARL( b

devi ce, adipileddy ognvisaged noaprowideod second diengdérd anwhefh & lusérmdertandsothd6 and
31 to 33, wherein a first one 25 of the devices is adapted to comuni cate ¢
to the secdpdsigaaicksesopd derpderipeais SHpCTHLAB |

Subsequently, the system manager possessing the secret private key KpriMan shown
25  at 61 will communicate in a dedicated EMM message 62 a certificate Ct(KpubT)
shown at 63. The certificate is prepared by encrypting a public key KpubT with the
private manager key KpriMan. The EMM further includes a private key KpriT
shown at 64 and stored together with the certificate Ct(KpubT) in the non-volatile
memory of the smart card 30.
30 ,
This EMM is itself encrypted in the normal manner for EMMs dedicated to one

decoder using appropriate transmission or exploitation keys, such that only the



a device public key encrypted by a nmanagenent prlvgte key, the second

devi ce bei M ¥M3l%®ed to decrypt the certificate using an equﬁV&W&ﬂ%ﬂ3ﬁ

. managenent public key and thereafter to use the device public key @ a 2007
encrypt information sent to the first degsce, , . the first devi cé éxdg
adapt ed 'to use an equi val ent device private key to decrypt the 30

| nfor mati ongecdhder 'fQCaQLHtUa?@BOQHay’l&e&&%d RRIEMMGhédshget 1 wherein the second
device is adapted to ~ 2002 use the device public key to
encrypt a session key to b~ sent to the first deV|te. 43. A conbination as

clained in cIa|m42|nV\,h|c t he ion key .is a key usabl e in_conjunction
with a sym"réf Fhecm@mb‘fheﬂrf It\jqu%F(Pff?Fs Bre/pit in OB %lpﬂﬂlﬁ@edm i
claima42 i nléfti}@ Iﬁh tﬁ@?mﬁetscsa'rg q}&&%&g?h@céﬁ%}f !ﬁ%g@ ﬁRﬁ@Cfanéggggﬁho%rw%hﬁ 43

asymetric yption a

or 44 g whirevr fecd.i f[,%ﬁngjmel pblicskepdapitddad, A8 chid deseypiNeceaFicar 47 to
encrypt data to be subsequently communicated to the second (, device. 46. A

conbi nat i ontoagblallalth%@wbhcck%i pobTi 25 ahowh at Hes. seEhiﬁchtbélvllw KpubiHiapilled t o
use the session_key to.decrypt cr ted a. 7

conpri si ng B¢ ft§f %SHEI%’egye)&(%ﬂﬁ'aEe% nléfﬁlafﬂf’dfs Q(}acssqﬁgﬁierﬁéé 22 ‘ﬁﬁ%ﬁ%ﬁ& é\fl y as
herein descri bed. 48. A conbi natlon conprising a decoder device and a
recorder device substantially 20 as herein descri bed.

. Al 9. A3y. A 'DhaAEkrdASAthXeaﬁ@@ gscm;mw%rmm %ep value Ks shown at 69 As will be
.An.AS@Q.. A . A@,; A A9AS A3,.. A AFA % A

. AA AS @C%be% ‘le?l%@%“%%( B ﬁ | Used13s B\ sesgioy kﬁyl Iny CQHJW:PO{* with a

esnt 4 YU cahgaloal agbaakal sahih fﬂgg;aﬁ%gggf;x o Lt T b

the cards 30, 52. A new session key value may be generated at every subsequent re-

connection of the decoder 50 and card 52 in the system, i.e. every time the decoder
50 is switched on by a user, or at every viewing session, for example, of a pay per
15 view film.

The symmetric key Ks is encrypted at 70 using the public key KpubT and the
encrypted value sent at 71 to the smart card 30. The éard 30 decrypts the message
at 73 with the private key KpriT and stores the session key value at 72. As will be

20  understood, in view of the nature of private/public encryption algorithms the
encrypted message may only be decrypted by a card possessing the private key
KpriT, that is, by the card 30.

As described above, the cards 30, 52 are programmed by the same system manager
25 who embeds or communicates the values KpriT, Ct(KpubT) and KpubMan to the
respective cards 30, 52. In a further realisation (not shown) a second layer of
authorisation may be provided using a system priva;[e key KpriSystem. In this
realisation, a certificate Ct(KpubMan) comprising the key KpubMan encrypted by
KpriSystem is stored in the card 30.
30
In such a realisation, the card 52 further possesses a secondary system public key

: | :
KpubSystem. In operation, the card 30 sends the encrypted value of certificate
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times, for example.

10 The encrypted control word is returned to the decoder 50 and card 52 as shown at 83.
( Using the equivalent session key Ks shown at 84, the card decrypts the message at
85 to obtain the control word in clear shown at 86. Tilereafter, this control word
value is used by the decoder and card 50, 52 to descramble the associated section of
a transmission for subsequent display on the associated television display 55.
15
In some cases, it may be envisaged that the decoder 50 and card 52 may wish to pass
information to another audiovisual device, such as a VCR. In such an example, the
decoder 50 and card 52 may be supplied with the necessary private keys to assume
the role of a “master” device and the same operations carried out, mutatis mutandis,

20 between the decoder and the other device to set up a secure link.

Whilst the above description has focused on the validation and communication of
information in relation to a pair of decoders, the invention may equally expanded to
cover a series of interconnected decoders, for example, a single master decoder
25  possessing a plurality of private transport keys KpriT for decryption of messages from
a plurality of dependent decoders each possessing its equivalent public key KpubT.
!
Furthermore, whilst the data communicated from the decoder to the recorder
comprises the control word in the described example other information may be passed

30  via this link, even including information not related directly to descrambling a

transmission.
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to Figure 7, the elements of an access control system for recordal and replaying of

5 scrambled transmission will now be described.

Decoder and Recorder Configuration

As before, a decoder 12 receives scrambled broadcast transmissions via a receiver 11.

10 The decoder includes a portable security module 30, which may conveniently take the
form of a smart card, but which may comprise any other suitable memory or (
microprocessor device. The decoder 12 includes a modem channel 16, for example,
for communicating with servers handling conditional access information and is also
adapted to pass descrambled audiovisual display information, e.g. via a Peritel link

15 53, to a television 13. The system additionally includes a digital recorder 100, such
as a DVHS or DVD recorder, adapted to communi?atc with the decoder, for

example, via an IEEE 1394 bus 101. The recorder 100 receives a digital recording

support (not shown) on which information is recorded.

20  The recorder 100 is further adapted to function with a portable security module 102
containing, inter alia, the keys used to control access to the replaying of a recording.
The portable security module may comprise any | portable memory and/or
microprocessor device as is conventionally known, such as a smart card, a PCMCIA
card, a microprocessor key etc. In the present case, the portable security module 102

25  has been designated as a SIM card, as is known from the field of portable telephones.

The digital recorder 100 includes a direct link 104 to the display 13. In alternative
realisations, digital audiovisual information may be pass[ed from the recorder 100 to
the decoder 12 prior to display. Equally, whilst the elements of decoder 12, recorder
30 100 and display 13 have been indicated separately, it is conceivable that some or all
of these elements may be merged, for example, to provide a combined

decoder/television set or combined decoder/recorder etc.
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As set out in the introduction, it is known from prior art proposed systems to re-

10  encrypt the control word associated with a scrambled transmission with a recording
key and to store the re-encrypted control word on the: recording support with the
scrambled transmission. Unlike the exploitation key associated with encryption and
decryption of the original transmission, the recording key may be an unchanging key
associated with this particular recording so as to enable the recording to be played

15 back at any time in the future.

As will be seen from the overview of Figure 7, in order to enable independence of
the recording elements of the system from the decoder elements, it is necessary that
the recording key be associated with the recorder 100, for example, by storing the
20 key in a security module associated with the recorder such as the portable security
module SIM card 102. Otherwise, if the key is permanently stored at decoder 12 or
smart card 30 it will not be possible for a recorder to play back a recording in the

absence of the decoder.

25 In order to do this it will be necessary to pass certain information between the
decoder 12 and the recorder 100 along the link 101. 'llhis information may be, for
example, decrypted control word information that may[be then re-encrypted by use
of a recording key at the digital recorder. Alternatively, control word information
may be encrypted by a recording key generated by the decoder, this recording key

30  then being sent to the recorder for storage.

[
In all cases it is necessary to ensure a securised link between the decoder and
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situation in which the recorder security module 102 is sent to a broadcast system

manager for personalisation with the appropriate keys. For this reason, it is
15 necessary to envisage a solution which allows the greatest independence of operation

for the decoder and recorder.

Figure 8 shows in schematic form a method of setting up a secure communication link
between the decoder and recorder security modules 30, 102 that overcomes these

20 problems.

For the sake of clarity, all encryption/decryption operations using a public/private key
algorithm are indicated by means of the symbol f, in a hexagon, whilst all operations
using a symmetric algorithm are indicated by the symbol f; in an oval.
25
As shown in Figure 5, the recorder card 102 is prepared by the recorder
manufacturer using a system certificate CtKeyRec shown at 120 that is communicated
to the recorder manufacturer by the broadcast system manager. As is shown at 121,
this certificate corresponds to a manufacturer public key KpubMan encrypted by a
30 broadcaster system private key KpriSystem. The private key KpriSystem is unique
to and held exclusively by the system manager and it is not possible to derive this key-

value from the certificate CtKeyRec even if the value KpubMan is known.
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broadcast system manager, who encrypts the key KpubMan using the private key
KpriSystem and returns the system certificate CtKeyRec.  Thereafter, the
manufacturer configures all recorder 'security modules to include the certificate
CtKeyRec during the personalisation step of the recorder security modules.
10
( The key KpubMan itself corresponds to a public key of a private/public key pair
associated with the identity of and unique to the recorder manufacturer or source of
the recorder. The corresponding private key KpriMan is held exclusively by the
recorder manufacturer and is not known even to the broadcast system manager. The
15  key KpriMan is itself used to generate a device certificate CtKeySIM shown at 122.
This certificate, which is unique to the recorder security module, corresponds to a
recorder security module key KpubSIM encrypted by the private manufacturer key
KpriMan.

20 The key KpubSIM equally corresponds to a public key of a private/public key pair
associated with the identity of and unique to the recorder device. This key and the
corresponding private key KpriSIM are generated by the recorder manufacturer. As
shown, the private key KpriSIM is stored in the recorder security module at 124,

preferably at the moment of manufacture of the chip itself.

25
In the event that an encrypted communication is to be set up between the decoder and
the recorder, for example, associated with the recording of a transmission received
by the decoder, the system certificate CtKeyRec is transmitted from the recorder
security module 102 to the decoder security module 30 as shown at 126.

30

The decoder security module 30 includes the broadcast system public key

KpubSystem shown at 125 and stored in the card 30 during personalisation by the



| @ %0%UE ()-& c@ Yd0%vpv& ()-& 10\ 10\ 2ndEHC 10\ Y! 10% U&' ()- ! 10%

U& () -10% 8D 00/047180% U&' () - ~110% U& ()-L10% U& () - dhdEHC 10\ PCTAB84/01323

U& () - @ $10% U& ()-"!10% U& ()-10% U& ()-MB10% U& ()-1110% U& ()5 %= ?:ECZQGZ
10\ ! S5s$1094JU& () - 3! 10% U& ()-1!10% U& (3. 90! 10% U&' ()-!-"$10% % @ +
10% U& ()-7{~\: 10\!&10%p& ()-@$%10% & ()-G 0%10% y & ()-G 10 U 10 U
10 U : " 10%gd8adchst398teAOManager. Using the system key KpubSystem, the decoder security

module decrypts at 127 the certificate CtKeyRec in order to obtain the manufacturer

public key KpubMan.

5 In the case of a security breach associated with the recorder source, the security
module 30 can be programmed to reject certain manufacturer public key values
obtained after the decryption step 127. Otherwise, the key KpubMan is stored at 128

and will be used in the next decryption steps.

10  As shown at 129, the recorder security module 102 then communicates the device
certificate CtKeySIM, unique to that recorder security module, to the decoder security (
module 30. Using the manufacturer public key KpubMan, the decoder security

module 30 decrypts at 130 the recorder security module public key KpubSIM.

15  This public key is stored at 131 in the decoder security module 30 and is then used
in the encryption and communication of a session key value. This session key value,
which in this example corresponds to a random number value usable by a symmetric
encryption/decryption algorithm, is generated at 132, encrypted at 133 by the
recorder security module public key KpubSIM and then communicated to the recorder

20  security module at 134.

As will be understood, in view of the nature of public/private key algorithms, this
encrypted message may only be decrypted using the unique private key KpriSIM
stored at 124 in the recorder security module. Decryption of the message at 135

25 leads to the extraction of the session key at 136.

Thereafter, each security module 30, 102 will possess a copy of the symmetric
session key at 137, 138 for use in encryption and decryption of bi-directional
messages. As mentioned above, the session key is used in combination with a
30  symmetric algorithm and equal security is provided for messages in either direction.
Other embodiments not requiring bi-directional communication and using an

asymmetric algorithm may be envisaged.
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be message 139 associated with the scrambled transmission is received and decrypted by
the decoder security module to obtain the clear value of the control word 140 together
5  with any other information contained therein. This control word is then re-encrypted
at 141 using the session key stored at 137, and the resulting encrypted message

communicated at 142 to the recorder security module 102.

Using the session key stored at 138, the recorder security module decrypts the

10 message at 143 to obtain the clear value of the control word at 144. The control

FaiaN

word is then re-encrypted at 145 using a recording key generated internally by the
recorder security module and stored at 146. The new ECM comprising this re-
encrypted control word and any other information is then recorded on the recording
support 147 together with the originally scrambled transmission. Upon playback of
15 the recording, the recorder security module 102 will use the recording key value
stored at 146 to decrypt the ECM so as to obtain the coﬁtrol word value to be used

in decrypting the scrambled transmission prior to display.

In order to provide a safeguard copy, the recording key may be communicated to the
20 decoder using the session key. The recording is thereafter stored in the decoder
security module as a backup in the event of damage or loss of the recorder security

module.

The private/public keys pairs KpriSIM, KpubSIM, KpriMan, KpubMan, KpriSystem
25 and KpubSystem may be generated in accordance with any suitable asymmetric
encryption algorithm such as RSA or Diffie-Hellman. Equally, the session key and
recording key may correspond to key values usable with any suitable symmetric

encryption/decryption algorithm such as DES.

30  As will be understood, alternative realisations of the above embodiment are possible.
In the case, for example, where the same system manager is responsible for

personalising managing both decoder and recorder security modules, the initial step
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$! 109%Z&' () -Furfte¥eh®rd,) in e case where the responsibility to ensure integrity of security of

5 transmitted and recorded emissions rests with the manufacturer of the recorder, some
or all of the roles of the decoder security module and recorder security module may
be completely reversed, such that the recorder manufacturer certifies a public key
provided by the broadcast system operator, the recorder is responsible for initiation
of communication, generation of a session key etc.

10
It will also be appreciated that, below the level of the generation of a session key, any
number of possibilities for communication of information for use in recording may
be envisaged. For example, whilst the data communicated from the decoder to the
recorder comprises the control word in the described example it may be envisaged to
15 decrypt and re-encrypt audiovisual data itself before communication to the recorder
card. Alternatively, or in addition, the recording key may be generated at the

decoder security module and communicated to the recorder security module.

Finally, whilst the above description has focused on the validation and communication
20 of information in relation to single sources of recordcr; or decoders, the invention
may equally expanded to cover multiple decoder and/or recorder sources. For
example, a recorder security module may include a plurality of system certificates
CtKeyRec associated with a plurality of broadcast system managers. Equally a
decoder security module may be adapted to handle a plurality of recorder
25 manufacturer manageméeht keys KpubMan obtained after the first verification step is

carried out.

Whilst the use of a changing session key increases the level of security, other
realisations can be envisaged where a constant session key is used or where the
30  public/private keys KpubSIM/KpriSIM are used to directly encrypt information
communicated from the one device to the other device. The session key may itself

comprise a private/public key pair.
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uniquely associated with the first and second device.

3. A method as claimed in any preceding claim in which the encrypted information

15 sent by the second device comprises a session key.

4. A method as claimed in claim 3 in which the session key is a key generated by

the second device and usable in conjunction with a symmetric encryption algorithm.

20 5. A method as claimed in claim 3 or 4 in which the session key is used by the first
device to encrypt control word information subsequently communicated to the second

device.

6. A method as claimed in claim 5 in which the second device decrypts the control
25  word information using the equivalent session key and thereafter descrambles the

section of a scrambled transmission associated with this control word.

7. A method as claimed in any preceding claim in which the first and second devices
comprise a respective first and second portable security module.

30
8. A method as claimed in any preceding claim in which the second device receives

a system certificate comprising the management public key encrypted by a system
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( 11. A method as claimed in claim 10 in which the first and second decoders are

adapted to receive digital television transmissions.

12. A method as claimed in any of claims 1 to 9 in which the first and second digital

15 audiovisual devices comprise a decoder device and a recorder device.

13. A method of providing secure communication of information between a decoder
device and a recorder device and characterised in that a first one of the devices
communicates to the second device a certificate comprising a device public key
20  encrypted by a management private key, the second device decrypting the certificate
using an equivalent management public key and thereafter using the device public key
to encrypt information sent to the first device, the first device using an equivalent

device private key to decrypt the information.

25 "14. A method as claimed in claim 13 in which the first device communicates to the
second device a system certificate comprising the management public key encrypted
by a system private key, the second device decrypting the system certificate using a
system public key so as to obtain the management public key -used thereafter to
decrypt the device certificate.

30
15. A method as claimed in claim 13 or 14 in which the device private/public key

pair are uniquely associated with the identity of the first device.
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10 19. A method as claimed in claim 18 in which the session key is a key generated by

the second device and usable in conjunction with a symmetric encryption algorithm.

20. A method as claimed in claim 18 or 19 in which the session key is used by the
decoder device to encrypt control word information subsequently communicated to

15 the recorder device.

21. A method as claimed in claim 20 in which the recorder device may decrypt the
control word information using the equivalent session key and thereafter re-encrypt
the control word information using a recording encryption key, the re-encrypted
20  control word information being stored by the recorder device on a recording support
medium together with the scrambled transmission data associated with that control

word information.

22. A method as claimed in claim 21 in which the recorder device communicates to

25  the decoder device a copy of the recording encryption key.

23. A method as claimed in claim 22 in which the recorder device communicates a

copy of the recording encryption key as encrypted by the session key,

30 24. A method as claimed in any of claims 13 to 23 in which at least one of the

recorder device and decoder device comprises at least one portable security module.
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27. A method of providing secure communication of information between at least a

first and second digital audiovisual device substantially as herein described.

10  28. A method as claimed in claim 3 in which the session key is a key generated by

the second device and usable in conjunction with an asymmetric encryption algorithm.

29. A method as claimed in claim 3, 4 or 28 in which the session key is used by the
first device to encrypt data subsequently communicated to the second device.

15
30. A method as claimed in claim 29 in which the session key is used by the second

device to decrypt the encrypted data.

31. A method as claimed in claim 18 in which the session key is a key generated by

20 the second device and usable in conjunction with an asymmetric encryption algorithm.

32. A method as claimed in claim 18, 19 or 31 in which the session key is used by

the decoder device to encrypt data subsequently communicated to the recorder device.

25  33. A method as claimed in claim 32 in which the session key is used by the
recorder device to decrypt the encrypted data.

34. A combination comprising a first and a second digital audiovisual device,
adapted for use in a method as claimed in any of claims 1 to 12 and 28 to 31,
30  wherein the second device is adapted to receive a certificate comprising a transport
public key encrypted by a management private key, to decrypt the certificate using

an equivalent management public key and thereafter to use the transport public key
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37. A combination as claimed in claim 35 in which the session key is a key usable

in conjunction with an asymmetric encryption algorithm.

38. A combination as claimed in any of claims 35 to 37 in which the first device is
adapted to use the session key to encrypt data to be subsequently communicated to the

second device.

39. A combination as claimed in claim 38 in which the second device is adapted to

use the session key to decrypt the encrypted data.

40. A combination as claimed in any of claims 34 to 39, wherein one of said first

and second devices is a portable security module.

41. A combination comprising a decoder device and a recorder device, adapted for
use in a method according to any of claims 13 to 26 and 31 to 33, wherein a first one
of the devices is adapted to communicate to the second de?ice a certificate comprising
a device public key encrypted by a management private key, the second device being
adapted to decrypt the certificate using an equivalent management public key and
thereafter to use the device public key to encrypt information sent to the first device,
the first device being adapted to use an equivalent device private key to decrypt the

information.

42. A combination as claimed in claim 41 wherein the second device is adapted to
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46. A combination as claimed in claim 45 in which the second device is adapted to

use the session key to decrypt the encrypted data.

15
47. A combination comprising a first and a second digital audiovisual device

substantially as herein described.

48. A combination comprising a decoder device and a recorder device substantially
20 as herein described.



