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Most methods of determining whether articles present in the interrogation corridor
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the field, and then checking determining the status of the articles associated with the

identified tags. Some methods, for example, involve determining a serial number for each
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receives the tag information via the single transmitter/receiver port and the RF exit control

system determines whether removal of the article is authorized. If removal of the article is
not authorized, the exit control system initiates some appropriate security action, such as

sounding an audible alarm, locking an exit gate, etc.
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radio frequency 1dent1ﬁcat10n tag in an interrogation corridor; and generating an alarm
upon receiving the partial response to indicate that an unauthorized article is present
within the interrogation corridor.

The details of one or more embodiments of the invention are set forth in the

accompanying drawings and the description below. Other features, objects, and
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determine presence of a checked-in tag in the interrogation corridor.

FIGS. 11A and 11B show alternate embodiments of the signal strength indicator
algorithm.

FIG. 12 shows another embodiment of a method employed by the RF reader to
determine presence of a checked-in tag in the interrogation corridor.

FIG. 13 shows another embodiment of a method employed by the RF reader to
determine presence of a checked-in tag in the interrogation corridor.

FIG. 14 shows embodiment of a method employed by the RF reader to determine

presence of a checked-in tag in the interrogation corridor.



FI G shows anot her enbodi nent of a nethod enpl oyed by
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andRet realotsl@f the item to which the tag is attached is authorized. As described in

further detail below, exit control system 5 utilizes a single reader to drive multiple
antennas. To detect a tag, an RF reader outputs RF power through the antennas to create
an electromagnetic field within the interrogation corridor. The RF reader outputs RF
power from a single port to multiple antennas via a splitter/combiner. In this way, a single

RF reader with only one transmitter/receiver port simultaneously interrogates the corridor
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antennas for interrogating the RFID tags as they pass
through the corridor to determ ne whether renoval of
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FIG. 2 shows a more detailed block diagram of an example embodiment of the

RFID exit control system 5. As illustrated, exit control system 5 is configured for
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exit con systen1 can |nc ude any .
_nu nmber Aafenmastlenads designaddo gevelopaiectinmagngtibBeldpéf at least certain

erro a zqones dependj u
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f &@qmnmyluﬂmg gﬁpmfang be likbidood ofrm;mhg tags padng thenlesirad ktatus,
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B R NPERET BT SRR PO ment TR
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0 power t
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t Eilﬁielllhsoog l%atu %ﬂ%d (5 8, llagsethgctageeﬁgltcﬂecked in) RF tags in the corridor are

successfully detected.

The RF Reader 20 of exit control system 5 may also read/write data from/to the
RFID tags. RF reader 20 outputs RF power from one transmitter/receiver port 21 to
multiple antennas § via a splitter/combiner 42. In this way, one RF reader 20 with only

one transmitter/receiver port 21 can simultaneously use multiple antennas to interrogate
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of the magnetic field passing through the tag | oop.

The antennas 8 therefore may produce a field having a
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antennas, only t itt | ner 4Z need
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check e ol ch :
B e T e o g
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recei ves RF power. .and non f t he need .rel
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0 e exit contro em 5 under_condi tions re. ..

el Rctendsig Hupyeh t@aﬂmﬂwz‘@cql‘éer PRthdbqlhie @ea@wﬁr@%@s Jielinood

t hRtepiMENRAN A Bg Bihalé. ar ge enough or cl ose enough

together to allow efficient coupling. Because

r eader Ipan prapplaazbodineat hsexi C?IFWXSF?@‘ Restests %‘6% whether at least

t e t§§lf§%re%&{t if #h€ EorEIAGDITREe aftPsevdrMBsith@idak th which

signal fromany RF tags in the corridor are conbined
mumgrd@a&gs eomld bypresaningly qorridsy./ E@r%ﬁlﬁ@lﬁ o pRieIHcoufEbe carrying
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I'S receive na anda wea
silepstidnefagiicld, Iqeuld pass through the same or different corrldors simultaneously.

Furthermore, because of the relatively short period of time it takes for a patron to pass
through the corridor, there typically is not enough time to receive and analyze individual
information for each and every tag that may be in the corridor. By combining the
individual signals from each of the antennas in the system, the signal received by the RF
reader will indicate simply whether at least one checked-in tag is present in the corridor.

The present exit control system is thus designed such that even when numerous tags are



sanme tag is also received by antenna 8B, for exanple,
the two weak signals from antennas and8B are conbi ned
wa@roosphsiva er / conbi ner 42. The conbi ned signal PET/UREN4/032538

input into RF reader 20 through transm tter/receiver

port 2 . This greatly increases the |ikelihood
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i to receive

a@e COMPTETRIP fﬁ@k%@ttaw? P¥ent Hiefrigayiagrized gymoval from a
C QR3] 10 ghat1be uhMétUddiHﬁ'thésﬁr%ﬁﬂ ifivdnfieMseREimAa ﬁlhﬁs respect. For
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r sxemapleathe sysienRod Oéiler\*é?dfo\ﬁk@i(ﬁ@@ﬂﬁ kindsef stweor type

Cheekegioh Wit de arﬁﬁ,cfﬁ&ﬁtthe' o O;sefb@ﬂfeqﬁésbﬁqﬁvenm? present
exit control systemis thus designed such that even

when nihetpeslis 244 gad 24k e He gachiinterregation eerridesr40A; and 40B,

I
TR0, e DS AUSEAT AR B b Bl 6
i r 6Bhed ¢6¢ comort thealammsrld ahdphwtaels 2f totchuetnolleadd. A counter 22 may
S m\MII lar
s? l;rg ?nacli]lﬂlgt‘? %v%{ ﬁ%ﬂcréd%egllts éégl{ rae one ?f gﬁotoceglg %I{& tect a atrglk in the
hnnabtlcles to detern1ne whi ch of the artlcles

presen when t not e roper
P heckoln SEhobreRl Bl Rl SRR et s AR wRy Bt of RF
dgbeentrse Rprregien® bof asathlheaile@ﬁbednntnage (étaibelow)ie diiatninety

h not be ro erly.checked- out refore not

PO 2L e e AR RGP AR phe i Tafre testng  rotating

d efﬁmrbeb@&n laﬂteﬁna@ LehBinceethahbilifyQIf el sybtéh td @SRE Elos Iresgardless of the
7-14. Althou%h t he S%StGﬁ]IS descri bed with

r @gﬁ%telfont%" theeps clnjthig MIpReE Jhe BiionEel sy ten i tnpraiand geceives

PriRyieste R@hder HRRMiRQIEZRMr RIMVB it hRed@s8 Matay . 1t
shal | be understood that the present i nvention is not

| isphittegaombineriZs Anganpract recqivs noginglly|the sapeamopnt af ppwerfam the
almegﬁr Baede ivénltpe gutfo‘P E)hég& Q&R ednh ?—EOOf status or

type i nformation wthout departing m t he scope of

t he pr &swkembadiment iprwhidhroespordelisrepeiredaforia chrkedsindag, the RF
S36{od 74 BETRARIE Wieh Ad dofiibried 08 Ah S enabRIRESE 1 Ohbrc. o,
si gnal presenc a patron in’thelr respecti

c alarmgl 6y mcluﬂmvlera& alamect2s\ b8 A2C and audible alarm 12B, although any

combination of visual, audible, or other method of communicating checked-in RF tag

presence may be used.
FIG. 3 is a graph that shows the resulting phase shift of the RF drive signals 43A-C
for each antenna 8A-8C (FIG. 2), respectively. As shown in FIG. 3, the RF drive signal
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16B and 16C connect the alarms and photocells 24 to

controller 14. A counter 22 may al so be included which
wo p@semane s each tinme one of photocells 24 det BCT/U82004/032538

patron in the corridor. In one enbodi nent, each

antenna 8 nom nally receives the sane anount of RF
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?ggggéggkgqgfggﬁ that shows the resulting phase shift
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(Kl l shoy
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dehBaie REnshﬂ'gScdl\m bt canbé ageti ad $1ﬂ1nharbyusﬂ:§r ﬁﬂizb mopltiple antennas. By
r ot at ield bet en th ant enn s, ,regardl es
PR BRYSD Bt SR eTT REOTCh g i BFER Rpih,
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transm ssi on as approgriate to drive ea
s auiewss atae908 phasa plaftoB thefar H¢lds for any antennas driven 180° apart will

cancel.

FIG. 4 is a block diagram that illustrates controller 14 in further detail. As

illustrated, in the embodiment depicted in Figure 2, controller 14 receives an input signal
45 from interconnect 16A that indicates a patron has been detected in corridors 40. In
addition, controller 14 receives an input signal 47 from RF reader 20 that indicates that the

RF reader has detected at least one signal within corridors 40In an embodiment, as
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phase as shown in FIG 3. In another enbodi nent,
conpensation circuitry could be provided at each

wanasoma78A- C t o adj ust the phase shift i nducerCbys2004/032538
transm ssion |ines 32A-C such that the resulting phase
shifts are 90 out of phase as shown in FIG 3. The
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any antennas driven 180 apart will cancel. FI G is a
blapsiey & spprepratthat il |l ustrates controller 14 in

furtheg 8{1&&1{%& h4 &3 dét!axlnﬂﬁés rv@feﬁ@r thb Bth%pﬁlt@rfg) ﬁﬂhcﬁ? @itther a patron

depicte Figure 2, controller recelves an | hput
si(gair agBeckedin Rihtag (@d mmeesent] dPnatieentrolivs il ¢ ghasks whether the timer
p d | o,
D341 P55 GESIGUEBEARA M G0REL 6058 pillp 40 RO s
r evmi«enotmsertt atithinrtte dhxtteé titnla iltarrlermldmﬁnu@hd & rehams to the beginning
det.ect.ed at .| east .on )
e r?% @1& l(ﬁ%jntq the ev eaé g?tﬁ % @on ck%&’ &ettagg{ Sbtr)e%?llﬂn #12 corridor
c avithimothk allotﬂed tmmrﬁanmuajduysllmmabmaﬁes |thqn]|:trnﬁ(|6§m al s 45

and 47 V\he ut .si 45, a nd ate
ot h Vet Pt Ba Rn S Fuls B s tBh el PBpsran
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fl owchart_ 50 f ther il strat |on
ofEprerEibed herciagl wﬁ £ 4018 B %ﬁr%}neav iy articles
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checked-in tag in the corrid or for a patron

e ffherefpse ey Ia\aﬁh%zfed t%brdremﬁvqcﬁ %‘%Dé §1eaf?’Fﬂé‘D’bfi‘fFer‘i1?F yltmﬁﬂon
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an 1 nt errogatl on corrid
presence of articles with checked—m status in the corridor, and will minimizes the adverse

impact of tag collisions that may otherwise degrade the system performance.

As described above, quickly determining the presence of a tag with checked-in
status can be important because of the relatively short period of time in which each patron
is in the interrogation corridor, and the fact that multiple patrons can be in the
interrogation corridor at the same time. The present techniques described below enable

this in several ways. First, RF reader 20 does not necessarily require receipt of a full tag
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Thus, controller continually nonitors input signals 45

and 47 to determ ne whether a checked-in RF tag (52)
W@r00a/0pET0 on (54) is present in any of corri doPCT/AEMN04/032538

40B. |If either one of these conditions is net,

controller 14 starts a tinmer (56 or 58, respectively).
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tags In the corridor nm espon he Sane
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t h:% b a&ggécﬁtgrolugh a defined series of commands described in the ISO 15693

standard. When the RF reader issues an AFI command it sends an AFI value. As defined

in the ISO 15693 standard, when the AFI value transmitted in a command is 0x00
(hexadecimal) then all tags in the interrogation field respond. When the RF reader
transmits any value other than 0x00, then only tags with a matching AFI value in memory

respond to the command.
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the corridor respond in a separate tinme slot so that
each tag can be individually identified. In fact, in

wa@ oons/oesthodi ments, there is no need to even  PCT/US2004/032538
individually identify each tag in the corridor to
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r ecei veg &ahle foph@k@uewasee té/&h%gcﬁ’@&f ushe thessRgte Js%hwc%d-

o erly transmtted. generated fromthe

ehepkedl-opd statug bute i tnowé?ﬁ depcribpd. CReatep AetEINA 8w itein thim
t I’hﬁtoﬁrfaﬁérﬁodkt &6).FThedfdok Elfo‘ﬂ redd§ fhid rsér%ﬁi nur%& 8BS the AF1 Y)gt@ to

present y, descri bed techniques is |recte to ensuri
t hgkecker-¥1”t Blhgsitanh istretarmed trothe dig@ré thep anotiigr patron decides to leave

Cchagigd 1térH) ThERHRP wg\g':ﬁ?aﬁ%ﬁ@ﬁﬁ}; 188ve %%ﬂw&'&h&{ﬁ%oué tl’g: book.' The

|nterrogat|on cor IS Can e acconp
nakirergwalkethofugh tiedateupgation béredort Wblcmspibmlcag foo tathmﬂgwhe

| dent i fi.en I t bed

+ el B2 g nR e v Rep RR O Bl AR g ystem
i svil ajpirece of nmenory in the RFID tag that cont ai ns one

8- bi t I The  AFI | d ti.f

Cype. of e Fh oS e ond e R, 8 AR et o e
lbmk’ Wign thd Eheroh @ames thfjoﬁlgh tha eorﬁiabru glesigowﬁmot fbslbd’iﬁ teff\‘&ie
ocation can change a i.ned series
SR G Sotiiand Busatre i e St oSt ah e o Thratron
Ricaif fhasl@tlkitBougstha BorAlidr 40 FIRIVE thelarG@O#8hAM aBfth, Val ue.

As defined iin the | SO 5693 standard, when the AFI
val ue £rS§FrOfteehBigus Safﬂteéi‘ﬁ‘&ﬁ’ds Aigectsdcd verHstog dug fivapopived tag

t ReMAn@hicatAds adtihilyRQad ﬁb@ﬁ&@%{»&@@ﬁdﬁr%@@%@ﬁ&d Whg8ly, in
the RF reader transmits an ue ot her than 0xO

t iwepembadjmenihe Gystem akaelt e inghenmterroggtin field torgavpand at the same

time. Under normal circumstances this would only be done in a situation where one tag
was present in the field at a time. When two or more tags respond in the same timeslot it
creates a situation called a “collision”. Normally when a collision occurs, no message 104
of the responding tags can be heard properly. In many systems, a process called anti-

collision is implemented and tags are commanded to respond in different timeslots until all
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respond to the command. 12The techni ques descri bed

herein use the AFl byte to indicate the status of the
wareansohsa7o f or exanpl e, whet her the article hasPOP®ERs2004/032538

checked-out. The AFlI field is therefore used as a

checked-i n/ checked- out status byte When books or
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serl al Fiarsbewapriexapis aftiso mgisigngls.ca firgt tagsigedk & H0 fneta second tag
?%:n'alt ﬁg‘ ISt rs‘?gtnufsrﬁ@ aﬁcplfzf}&m Jﬂfe s%'ﬂg sb?_h tﬂ.%td?ﬁérent data in

pat ecldes to leave Wt e new patron

] rth@messagrﬁew Sewv bethdgs Iammpombng(atrt@e e tinkeeant dlagkdata is

Trl:%nﬁ)%teé 8}/ th\/\%*)lktls‘er/%gtﬁgggr ggsogr%ena knltnﬁ% %199@%&% o 8%5 Er{ %9 message field
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'chec lé e, Lﬁl; a fdvelmrt {B;B o ﬂie&ﬂ?ﬁelﬁaéiﬁﬁﬁué fd)r] Oerifling pesence of an
corrjdor, the tag w not..res e syste
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corridor and renove the artjcle w hout al arm
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v eh IAfFY bie rdshéds, i@ tHe%@dﬂM@ gh&?éﬁ-lﬁ@ég'ﬂééﬂoﬁ@tlb RReib&d (136). Next, to
actual |y a tag-produced response and
noies & th#tdep resnanseng appcjual fag respanse ﬁ%wm createfl By 89ise, dlp system
a%héc@kdr thAGSF uasi h@awmﬁc?}@aaé 160%vddl §héhst he! ﬁé&@&lﬁ]ag is

he same time. Under nornal circunstances this wou
o rrgsedjan the rderrggations¢artidari(bi9) wivkthe alome istagigvated (142). The alarm is

activated for a predetermined duration. On the other hand, if a valid SOF is not received,

-u_)

the system assumes that noise caused the response, and that therefore there is not a
checked-in tag in the corridor (146). The loop then restarts by sending an AFI command
(134).

In other embodiments techniques to ensure the validity of the SOF are used. In
particular, a received signal strength indicator is used to separate actual tag-produced

responses from noise-produced responses. FIG. 9 shows an example of tag signal frame in
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was present in the field at a tinme. Wien two or nore
tags respond in the sane tineslot it creates a
waadassion called a "collision". Normally whenP@r/us2004/032538
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Thiee ﬁ@%nsdmrdﬂh&fa theredre thersait ne olhdck@lblnitzglﬁshﬁe@hildoe (82).h'Bhwe loop
many tags are in the field. FIG 8 is a flowhart 130
oﬂsﬁﬁ ‘%?gg nt techni que for verifying presence of an
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present 1n the Interrogation corridor
al(208h Ifsheggial sn'@gth(dlﬁngntlamq aotddaquets te mdlcate that the recelved signal

is authentic, the RF reader assumes that noise produced the response and that therefore no

checked-in tags are present in the corridor (206).

In FIG.11B, the method not only looks at the noise floor before the SOF, but also
after the end of the expected tag response. Checking the noise floor after the EOF is
received is one more verification that the response was really a tag-produced response and

not a noise-produced response. The method 172B first looks for a differential between the
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activated for a predeterm ned duration. On the other
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corridor (146). The | oop then rest arts by sendi ng an

Qﬁl S lljslcré gﬂ?ﬁﬁgaséﬁeﬁ d 21? 5 El? O%C%%ngﬁg)ﬁ?% us e (?fd} A S Rntial s

p arot a@qhae fo iadicge thavmd SLgnaj; mdutlsnmwgzh the rsyhtmhssumassa noise-

ar at actu a Ed res S€e ro
%deuc%dr roea;goglg or %lﬁ gheats % %e% ags e pr 308 AUy lcom@}or (226). If

t atge difigreatialfiy aimguaten (224) hie: qystemelamﬂomﬁs forai differetltivd bétargen the

> il sitnih ohd Mo B0 b ety A D F IS i eyl response

bebkosy. Tthiaifidryntial ¥ also adeqhdte (B0Yrtheldysterd sinkls ciatheticcked-in tag is
170 shawing thjs tgchnl que. FIG 10 is simlar to FIG
B HEFSSRHA e REIAF (23 Yte is used as a

checkedmi: RdchmgadsQEscabdd 1B IFaGSIS oYl @1 aagl hhese el ddSankiesl By

to validate a tag (Eroduced si gnal In addition, the
£ 1Tgie afl fhgpesyrpEond indhe semedises dicfhe Ageut ok i@ prgpfed to determine

t egipieaY %hécﬁed‘ﬁlll théjﬁfp?eséﬂf' ¢ tﬁ%terﬁigﬁt%n’ fidid'8 s&ﬁlficﬁﬁmﬂ:ed The

is sent with te set to checked-in
THBiRimyH écaﬁéif@els fedpesd f@rn arpend Gomsitel arounds2Qpsa IHF‘ jtion, when all

(154 21‘1691{%%12% t&egg r&ﬁéfndtzf»‘% e'shmP ﬁﬁlé Ghe Ii ﬁ@lh&&ﬂof@e{e@hr@f 4 cHRYeB-in tag

set to respond to the conmand
r és poreseedibscause e wgnlalmrd corhleines] gping back indmte IR receiver. Also, since
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first (0]6] or a erence between t nmeasur
nchs eontioberr(redgrence momphEUnddG. 2). The controller 14 uses an analog-to-

digital converter to analyze the signal as described above with respect to FIGS. 11A and
11B.

FIG. 12 shows another embodiment of a method by which the RF reader may
determine whether a checked-in tag is present in the interrogation corridor. This process
(250) is used with the “Tag-it” type tags available from Texas Instruments as mentioned

above. There is a command in the Tag-it protocol where all tags in the interrogation field
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mBotlededddaatase t he SOFgrvldas are conbi ne@la@@l ng back
ritheckelién Bboksecei ver | Chtdked-odistabs -t he sy|stem only

ooks for the SOF, theollifiod en lasiditt r ansmijssi on need not
e heard to determ neCRGetdodlisiams not it [is checked-in.

o——— < =5 =0
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©hr ougt FHEseF dnei 2ithe TR A iy PR Pk e

I @bindhy (ZB2Rr TRePoRIbIE ftagaestpa;ge tedeived 2 800 Uhhsysewethetks for SOF

t ru%lrl]lz rtr}lxettechmques described above with respect to FIG. 8, 10 and/or 11. If the SOF is
not detected (256), the reader continues checking (252). If an SOF was detected, the
system checks for a collision on the last bit of the checked-out status byte (258). Ifa
collision is detected (260) the reader next checks the CRC (262). If a collision is detected

in the CRC the system signals that at least one checked-in tag is in the corridor (264) and

17



part of its serial nunber. In fact, the checked-in tag
need only transmt its SOF for the systemto detect

WO t@spusasence. Furthernore, the systemis not PCT/US2004/032538
conprom sed when multiple tags respond at the sane
time. In fact, the systemis designed so that this |s

t tipke +ag. r,esponses, occurri
1At M (2R6F s PR R E PGtk Afeor dhe Teble Goeussea
ch@@%gd intag will be detected. The signal strength

di cat be i nt a varjiety of )
embod; okt SRR SR oA i 20 i pse termines
| reiettet te chs:kg@na:rs&mdmhy se@t&dhé&détl—ﬁn (288yl mg@m&@&e@&ecks for

i ndi catlo t th of the received s
.I_hclo 181005 1y hfa{?}{%;ré?(g ;ﬁg&%p preaq collisions then gl of ﬂ)@% s in the corridor
C Qind chetiedrin (e (M P AN UTROBr adifated tHel dlarmdb66) T Aflis is the situation
Btroller 14 yses an anal og-todigital converter to

P2 B PR dwe ofthg Tabls shpvarabdred above with respect to

FI GS. A dvdiisBn dobdaeald o Qﬁé@ﬁe@&ﬁtsﬁﬁ{s bﬁr@@g ia%ﬂl% cﬂéck@d out
nmet hod . hy which the RF reader g¢ determn et he

c FRER &Y ?’Pttcgfka‘%“}@ thes dietbopls muskbe eheekadonyatthasnare no checked-m
C Q4gs ikl corHabs 294)%@%1?& e208 oss% SRk b6 (’2 t l}ﬁls is' 9 sidation

type tags avalﬁ from TeXas I nerrumeal 2 a
e @WbWé@WQE@V@hGTW@ﬁéKWEHQOWDnnand in the Tag it

t . .
T L P
t Wesyinigirpgatigh conrider dhre (zftthe‘semnlmdmaents isrshowhhie FpG €1$e Mhe flowchart

- ER A BT A Sy oty el e B acer

d éndeqateis ae ahtne (3?@) a atesdageis ke ﬂﬁhel cafelléadtiBlilg that a checked-in
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tc;&o?f s\ﬁrfifléﬂgozl%?ntto IﬁggFﬁIgg g/get{%& thec’flatkgéﬁ gé Q6 %hefcﬁéd gﬁ&ﬁ run a

(YmpliangousHDeriéiration) PaH an et sgkicthe field ag@ than eead fromthe
PERSRR biock R eRESQRLLIIRLLRAKEDAS ¥51eli® ﬁep(f.obhé ﬁ&thQFél Sdblem with

this technique is that the SID Poll will continue until all collisions are resolved (when

multiple tags talk at the same time) and if one tag leaves the field during this algorithm,
then the process halts and no data is returned. This could very easily happen in a detection
environment where tags are constantly moving into and leaving the field - patrons walking
through the exit control system with books (which have tags).

The algorithm shown in FIG. 13 uses a modified SID poll (302) and tries to resolve
as many tags as possible as quickly as possible the first time through the algorithm (304
and 310). If a tag with a set checked-in code is found (312), the alarm is triggered (320).
If there is still time remaining (304) (the tags are still in the field), then the algorithm will
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the last bit of the check-out status bl ock and the CRC

to determ ne whether at |east one checked-in tag is
w@e@semi17o n the interrogation field. For exanpP€r/usine4/032538

followi ng table shows the possibilities that may

occur, where "clear" indicates no collision was

d%&sﬁgg&es&bé asGHEGRBRIL RAGe BldR). ERLARE il ALRE e

b aokgskSOSID pélband ighoagsreolisivokendess theresis anangh ting te zgsol@Rem, the

538 B RE G Bl 0 ST 1830 R SR .

collis ﬂ“bmtatisticsrfef tisangkod aye EsGibed Delowh hRMErst et numbers given

;glggaff%%ﬂgees%s arre em 2&:& é)g{elasé 31Igglg%an9%¥1t(s Qgﬁl’ggﬂﬁﬁ&% 2l)h%s 18 Qased on
c Iﬁ&cmm@rot Sﬂ):alg&iithg The sdcendhset g basst palbmﬂemsm number of
re(%gag%} tg Et 8, 10 and/or 11. If the SOF is

n(’ﬁgséfélf SHerBERIIPSEe 1 eader continues checking
( 252)s 106.06 S(]: was detected, the systemchecks for a
collision on the last bit of the checked- out status
bytmg(Rp&o% | f a collision is detected (260) the
reader next checks the CRC (262). If a collisionis
detrgt.edsi1p chfce SReadikleosyS$%hem signal s that at |east
one checked-in tag is in the corridor (264) and
1Zaghi. v%q—;buwmsmzmwzfﬁs%amyagzsoao@ the situation
Sfml%onhsi&woh r49/959 hdnBe(173bYg di scussed above. If no

A d SIiR8oR ‘PHrl P46 bhinkd® BhCked- out status bit (260)

b el RF9RLces rm nes V\,hei her the checked-out status

I fps6 6 of eader

ohis RS cé’?l e t% %é? 5% % hare are

n% £ 'N ﬁiéfon 93) l_} te §66dop) the corridor

ardene o?hsm cont roI | er activates
Wo o ). 6 /469%c'h§ Uation shown in row

Sigp %an no col lision occurred
| ee K ﬁoﬁé 6aC ance and the checked

0 verall Chance:

No + 1/2 One + 1/4 Two + 0 Double + 0 Three 82.31%

5 Tags: No Collisions (01234) 32760/65536 (49.99%)
One Collision (00123) 27300/65536 (41.66%)

Two Collisions (00012) 2145/65536 (3.27%)

Three Collisions (00001) 1290/65536 (1.97%)

Four Collisions (00000) 1/65536 (0.00%)

Two / Two (00122) 1890/65536 (2.88%)

Two / Three (00111) 150/65536 (0.22%)

Overall Chance:

No + 3/5 One + 2/5 Two + 1/5 Three + 1/5 2-2 77.26%

It shall be noted that with 3 tags, if there are no collisions, all tags will be verified.
If there is one collision, the colliding tags will not be read, but the one tag which does not
match will be read, and since this is one of the three possible tags, a factor of 1/3 is used to

multiply by the percentage chance of having one collision. This logic is continued

throughout the other 4 and 5 tag statistics. It shall also be understood that these
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status bit is not checked-in, then the books nust be
checked-out, there are no checked-in tags in the

wa@ evosiogsiro (274) and the next response i s checkedr/g2208)/032538

This is the situation shown in row one of the Table
shovvn above Q her enbodi ments may al so be used to

C a che nta he
teg"F‘E% AT 0 7%5? ﬁleg%srt Pagn@ Eﬁ ?thf‘é%%gsgwjdga reselred o sbsequent
smawaes |tmnel%inﬂalociﬁﬁondflnltetﬁgsq3mhﬁiﬂg nmay depict an
al gorit hat runs, continu t he RF reader.
Thon 1 RCTaer Shnnainch GORE IREE Yod Brocforb b Gl The
| 2goeitim feert B da@bhde@bhtemin3id fiyh BPprh Recklg Slﬁ%ﬂl-rﬂs NThis
book has passed. t hrqugh the interrogation corrid

TKPEb2e (st ey Hesids awthe. Siteprirol sysirst éelfcbﬂt |thesmm§mammt limited
ovetpower ed tags during the first sweep for tags. The
al gorithm concentrates on reading as many tags as

possi bFEsta¥ YHipek isypesfermegsithy s ke igtegogdtionvpsidontdS2).
i Wl"l:én@agss]age @e!téc@:‘ﬂﬁin i @nt%graﬁtm fidlds E@@) b a1 Ig%flﬂ)m-roﬁlg%thers the tag

15693 tags to be used 1n an ext cont
wilPrdhat can @wefqlteémafoae@p maiqawhgﬁntmgam@m@: (300 The

CARVERIE ﬁgg'bef&?é/ a g 1&9&%&%%?[&@4&@% Eﬁ{f{dgﬂ%g@seltthpre $oB98ined as

are check inis to run
| Be avdrigecalcivsie)l vRloe basedupdnl expengs s'pebdtthn@ugh bk domaidr bdhren

21%‘(1{1%&3 #ﬁ gfgy b nvgrll glglk()f%gi i’ gipe C%}weeteSot enti al

p r obl eml\nddlhortahpdl d)f&a:gsmbqldalsb be tdgaired dfeer S8ch cBikion M dedolved. If
ved,

coII|S|on en . ..
i b Bt Mo o oumte @D Sanp i aPs g v, e
| det\imﬁnzttim cf)ulé Ibel ttatis hevgsdt bY @ golhag @fitetel e ihldRBgAHBR corridor. This
process halts d no dz a“lls returned. This could very
edsd Hecvr B@ﬁla asﬁqﬂe&’ AROFCHAYS SCoHRSSt wher e t ags
are c Oﬂﬁétﬁéﬁﬂo}isﬂﬂ@ Wity Wbl B idread ek thPBasl® M corridor as soon
patrons wal king through the exit control systemwth

b%ﬁb& CYLRE eﬂhﬁ%@nﬁ‘%}&)wso}me Ehig#lse WA $igsianthe database query.
13 usesphSal @i sefvnSh @1@01|4J th&s%ﬁa@alﬁ&ﬁlgi f&&lbe%%ntceuécﬁﬁghs Bany

as nany tags as pOSSI l e as qul ck y ossl b

£ faedD" S asrpesiitig Yudglees 1 chrcly driseewmty B mation gtibthe abgveamentioned
t fhe ¥ dxPirdd. 98 that 91%9 kﬁ%@fyﬂs ﬁl?&ieeiig]) e AR08 tb %f]:rg%mmé 1611 the

alarmlstrlggere ere |s sti
ré?fﬁﬁtﬂtﬁ@se(xwl'n)thﬂqqemvég@b@éﬁe stl Il in the f| el d),

then t'h?e a@k@rﬁ’e{épg g{&n*gf;& {)y %‘gg %g nt oy Fié Slgll ??esdgﬁgge effects of

col lisions ause Pt Gh
t hen-unrifoars Kestils Sis I@/eﬂi@b I:heatmdmniglf (IlHESﬂV&:lhiblel fot fag ﬂetbkﬁioﬁS’Hlls

t t
PR SO bl o R R hoeen SB fagesory. Ths
t idgorﬁthml 1dn®t$ffe¢tedr aaipaificadihebysdoatunsfoint ﬁeﬁ@becbﬁﬁe%n%@&@ IDis

el.ow. The first set of nbers given
%lectgg %ﬁe sgfgtgmt%lo longer neegs to communlecate Wlth the tag for sgcunty

information.

The following discussion is directed toward a method for use with the new
Electronic Product Code (EPC). The EPC is set to supplant the Universal Product Code
(UPC) in certain applications by using RFID for item identification. Within this new

specification is a “destroy” command that when executed renders the RFID tag destroyed
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i n parentheses are exanples of |east significant

digits of the SID code. This is based on the tinesl|ot
weksakgger i t hhm The second set of numbers in  PCT/US2004/032538

parenthesis is the nunber of tags validated after the

first pass. Tags 100.00% 1 Tag 100 00% 2 Tags: 15/ 16

chance of. reading 93, 75% 3 'Lég Collisions (012

> PoPerencemthe Ahq Behuboetesic kD] for EHIWS%MWIH@P%%CI’ is difficult

c I?@ﬁ’é%&:t b vielP AL 8 culb ¥y B hdlRioRBBselof fheldedy dbﬂﬁi%@ w111 not affect

0.39% Overall Chance: No Collisions + 1/3 *

CoPiprgiagee of the RFER@e-Col | i si ons 87. 89% 4 Tags: No

Col |'i siRDGeslOd EodmAAIHRAIR: RPDGE nb:Ebndiafhl, PO%et the destroy

Col I'i sion (0012) 1260/ 4096 chance (30.76%9 Two

CsPds; & prapsr qoem)i isgya0o Srechiprng themmergory lwememed To execute

) 0
COH SRR AR ARl TSy cnin
Chxanstles semcagainlsb theChip, andif therfijoa maigh heu theechip i§ dFmopesl.

B

Twey @ad hided ifarndl t{gBQO0APpcaibds ifBEHBEe(vBr@ Wireakithelkey, they could in

O/ 65536 979 Four Collisions
C@Eﬁ?ﬁ’o es{%‘?yeég%ﬁ’% ﬂé’% %Catlf)vvo%?r éﬁ‘amp 00122) 1890/ 65536
(2 88% Two / Three (00121) 150/ 65536 (0.229% Overall
Chance: No + 3/5 One + 2/5 Two + 1/5 Three + 1/5 2-2
77.26% 1t shall be noted that with 3 tags, if there
are no collisions, all tags will be verified.
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If there is one collision, the colliding tags will not
be read, but the one tag which does not match will be
wo e@d/o4ema si nce this is one of the three possPOI/®@S2004/032538
tags, a factor of 1/3 is used to nultiply by the
per cent age chance of having one collision. This |ogic
is continued throughout the other 4 and 5 tag
statisti cs.ElgtAsTﬁ&I%i Tag6o be understood that these

19pafHaM@aes are ongy for the first pass, and the
other "'tags will be resol ved on subsequent passes, tine

and | og@d d,0R Bde hR: dBAS) LGS JiblHNHpostiBATSF compromising all tags
enbodi ment of the checkeéd-Tn tag detection i s shown rn
Fingn ingfallafipe al gorithmrefers to a database contai ning

tag | Bygmfe és%ﬁlelﬁétﬁ%&f RecKRd aRuUEpd jdeiBricatil &dd @}I?B %g E%ts of

that may reside on the exit ‘control systemitself,

t frdoimatiemtis pm throughoan dlgamithme dnd farthéripdaceghipto the destroy agemory

S| Q134 1 i ' i Al Y would
S Rde 5, DL G 80408l S LRAR A v
i ntake & onjiqtd lony thdtéd difficd &4decipbére Fat gramiptehm onl y gat hers

the tag ID s that can be resol ved before the tags

| eave t he i,Pte § {i on corridor (360). The anount of
t'g)rre beéor%%—ég%gée%v%g the interrogation corridor
cHFPYEIREY be Yet efmi ned as an average cal cul at ed

val ue basged .upon expect ed d through th ortal or
e, cyn ARG et P aPEan BAL e T OETs gt o pigu e
baksgy eedd RELR Be rdAb fiddtthd iags) &le paedbhtlyodeséritgd neeiokd dnakbsiomuch
be required after each collision.is resol vcfd. Lf tﬂigs.
p&Iare syt te bigal thy alzenibm, BiemaiiiEa g ovegll FivHY A figsite.
was obtained in the initial poll, the determ nation
couh o epthalntdicRRy: 96600060 t ad® Hers entered the
interrogation corridgfiiiTfi s waul d trigger the

dat abase query for tRgodap&yi oup set of tags. Another
possi bl e strategy woyhfhpg togmfer that the tag has
left the corridor as)sqpbofs tdgpe current collision
cannot be resolved. 1h{;§;¢a sopould trigger the

dat abase query. The @haRbhd hMghown in FIG 14 thus
specifically focuses 9py14pf | eGig ng as nany tag ID's as
possi bl e and does nofy, 3 fqjp security information

until the above nent il? g8 i Fis expired. At that
P&Oé(%en%‘-bt abase to deternine if

time, a query is mad%o
all the detected tags exist in the security database.

T:% advant.ages pr. ci)é?ed 2{)% t he enbodi ment of FIG 14
a gb}t%Prﬁf“E IBtoltoli]lg’Y i %fc ot non-uniformfields, as
\é\glt leC? (8\8%92? ggluggrtithglfmg};, ?5 egayn%lé,ase Iece‘c sgr%g mte%l%ry, perform a function
(add, subtract, multiply with data or constants, etc.) and create an output destroy

command.

Destroy command 10001101 8D
(random for this example) 01111011 7B
00010110 16

Another EPC value with this algorithm run would create an entirely different

destroy command value.
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al gorithm provi des a nmeans of maxi m zing the nunber of

tags to sanple for security. This algorithmis not
wa@bkdsoisado as significantly by non-uniform fi el BST/US2004/032538

because once the tag IDis collected, the system no

| onger needs to conmunicate with the tag for security

i nformati on. The foIIo di sc ion.is.direc
t owar oBEVREY Fist ardifferert @ gwq @Stﬁél\ﬁfdépélw?r&mggerent stores or

PraidtstsuGrgs: thdEBEbrentlIgoriatowiogldset allody the! pigh &8e debifoyed. In a
Uni ver sal Product Code (UPC)_ in certain applicat.i
P e 5611 B fhagsame

byhipRip PRIy DeRle; Opbfn%rilﬁ%wﬂdffp €13 Tefsler Py he s¢f
SRael. | Bk bwoStdies HRSAFIOA: BLARMAL tHe Adsntivd BRC value would
executed renders the RFID tag destroyed 20or
noistdmdiffersniadestroprromppand 6edecr eat es a “key" for this
destr oVaﬁmmBﬁdlmh& B i3 iffehddnGtbd bdef dg&hﬁ&f Bese¥ldlother
as secure so mal 1 ci ous use of the destroy command
wielbodimenta fifeergthipie senperafibe fdfowingela®mpD t ag. The
destroy command renders the RFID tag nonfunctional. To
set the destroy code, a proper command is given to the
chip and the nmenory is progranmed. To execute the
destroy comrmand, the password which was placed in the
destroy nenory | ocation nust be sent again to the
chip, and if there is a match then the chip is
destroyed. The present nethod creates a secure "key"
for the destruction of RFID tags. If one key was used
for all tags at all locations, if soneone were to
break the key, they could in theory destroy all RFID
at that location. For exanple: 2 1Tag A Tag B Tag C
Destroy Code: The same code in the destroy register
yields a possibility of conpromsing all tags in an
installation. Wth the present nethod, however, the
EPC identification code (up to 88 bits of information)
is run through an algorithmand further placed into
the destroy nmenory register (24 bits). This would nake
every destroy conmand uni que to each tag, and woul d
make a uni que key that is difficult to deci pher. For
exanple: Tag A Tag B Tag C Destroy Code:
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An al gorithm "key" is common to all tags and destroy
codes, but because the destroy code cannot be read

wo ec@3i0881e0 t ags, the presently descri bed nmet hodPoBeks®04/032538
much nore difficult to break the algorithm thus
mai ntai ning the overall security of the site. Exanple
EPC I dentification: 00000000 00 hex 11111111 FF
06b 0 00 11111111 FF 00000000 00 11111111 FF
00000000 00 11111111 FF 00000000 00 11111111 FF
00000000 Q0 bits .organized into blocks of 8 bits. An
ekanpl/e™shgSr PR A&y, for exanple, select sone

vrrne{rg r Béselteé)tﬁfefquara%aftiﬂt@ @idii(pﬂeciu)aﬂ@, idantifitdtida tags i inferpgation

1 data or constants, etc.) and cyeate an _output .
deasridasypuchdharenly thase &g b'glfvnegaﬁ%ﬁé«??&%da%ﬁ“t # RGO FRopHogation
e ggmhggmgﬁﬁgg%ggggo 16 Another EPC value with this

al gor '

Ithmrun would create an entirely different .. .
dest r cymelewpenly roeerieg 2 EomassEen i pf kS 12 rpREgatieation
ALOOFdAVThE Qidofla BEIL RREe Litoifled GRARRLEARLARY Stores or
vefidors “such that the different al gorithmwould not X
al | ow detrstingagdeatioonis cadie Sequeyeddentificaiogiagisvig tetelfeted yalue in
exanpl onl ' : . ' i
o2 e iegtibuf oL H ROl AT ot Mot o i ponso i
diecéieecent al gorithns, the identical EPC value would
yield a different destroy conmand code.

2. The method of claim 1 further including indicating an alarm if a radio frequency

identification tag having the specified value is detected.

3. The method of claim 1 wherein the step of selectively interrogating further
comprises commanding the radio frequency identification tags having the selected value in

the specified memory location to respond to the interrogation at the same time.

4. The method of claim 1 wherein the step of selectively interrogating further
comprises sending an Application Family Identifier (AFI) command having an AFI value
set to the selected value such that only those tags having the selected value in an AFI

memory location respond to the interrogation.

5. The method of claim 4 wherein radio frequency identification tags are attached to

articles in a protected facility, and wherein the AFI memory location is set to a checked-in

value.

6. The method of claim 5 further comprising indicating an alarm when a patron
attempts to remove an article having a radio frequency identification tag with the AFI

memory location set to a checked-in value.
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Vari ous enbodi nents of the invention have been

descri bed. These and ot her enbodi nents are within the
wae@pe4safio t he followi ng clains. 23CLAIMS: 1. ArPerURmG4/032538

conprising: selectively interrogating radio frequency

identification tags in an interrogation corridor such

that o t ho a ing a selected value in a
S B@CI f ﬁlé% P'glellgb]alflqﬁr%tﬁr PEPHEHRY the§topeé determining that no radio

| Mteqtigrog dehfficatin Ay hbARE O SYctERERlch R PedifPREREy location is
fromal.l of the radio freguency identification tag

haV5SHY T e iderosttidycartiqrdt 3 vlidisespeyse é ot exgeiedror v

| ocation; and detecting at |east one radio frequency
identifjcation tag havi ng the sel ected value in the

speci f iTéamsdas piclpmchvhepinithe méie fieguaaey m’gmﬁaahon tags are attached

C Qb hrighRs witﬁln%tpr&@(ﬁ&f aréh, B &111&%1111 rdfessﬁ@%qﬁegi Jafue 11?(? Ates vs%ether the
2. The method of claim'l furt ngln rcat|
arrtigles romeval Hom dhfi IEOEP‘Ptédq%reﬂﬂ:quthOdem i fication tag

havi ng the specified value is detected. . The nethod

of claim1 wherein the step of selectively
| r?t er r dhamethgd binlc’tltme& ﬁtrdnpcqnmmmgomﬁmndg mgalbieifraditiele having

VAT S R eh PR o B TR B 3ol g e

thﬁe01fmiexnatrungﬁtdcaimna$ dd:tdswadsarre time. 4. The nethod of
claim1 wherein the step of selectively interrogating
further conprises sending an Application Famly

| dent i Th@mem&be)claimmmMelﬂ el o Betddting VAL oﬁ@fadfo%equency
S avli n

d val ue su h. th t only those ta
th“@@f@ g& C%P%S@SF feﬁ%ﬁ%ﬁrﬁsnoaieépﬂgﬁte%mﬁ@ethﬂ a
t @alid\Rart-of RihOGWH) BBld vas rddafred®t hod of claim 4 wherein
radi o frequency identification tags are attached to
articles in a protected facility, and wherein the AFI

MRIDr YThGahbP6¥ dlfm I8! fubtBer@omBRGKS Gtdrihi ﬁ%’tfﬁt n06rad1-5|'ffaequency
met hod of claimb5 further conprising Indicating

aldePiicAHemtags herinedhe selcctedyelye trothe eneoified sremart lioedt@n are present
havihe gnémrga@dn%oﬁfa%ﬂﬁ%%){d KB i) é&’e&%@n tag with the

AFl nmenory | ocation set to a c ed-1n val ue. 247.
The nmethod of claim1 further conpr|S| ng the step of

des er Ml Hondd A9 lb?ﬂhﬁer comprising:
measuring a noise floor in the interrogation corridor when no radio frequency
identification fags are present; and
comparing the received response with the noise floor to validate that the received

possible response was produced by a checked-in radio frequency identification tag.

13. The method of claim 12 further comprising comparing the received response with

the noise floor at the beginning of the response.

14. The method of claim 13 further comprising comparing the received possible

response with the noise floor after the expected end of the response.
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frequency identification tag having the sel ected val ue
in the specified nmenory | ocation is present in the

WO naosousigat i on corridor if a valid response i SPODUS2004/032538
received. 8. The nmethod of claim 1l wherein the radio
frequency identification tags are attached to articles
Wi t:hi n r a and wherein t.he specifijed,.
velbie heiebES AitaPlirg AL pb AR Aeahf pORRS phiiReigdreauency
priddngifitation sapchaiing thetshiected edue 1. theldpecifiat madoflolian Basdd on the
f%££p§£“£onprising indicating an alarmif an article
havinga radi o frequency identification tag attached
thereto having the selected value in the specified

ry.docation.i.s detected. 10. The nethod of claiml

Wit o) g RS B b chPiing it e presence ofa
f rediol e8quendydiasttificatiatthOibvinaGhERIaatel Seise Nl ¥oifdd hiteory
recei.ved response and determ ning whether a valid
slofRHORE diedh (SOF) field was received. . The nethod
of claim, further conprising determ ning that no
radio frequency identification tags having the

sél’ect dbe athod of damnsfughe compasingrging aksy feriaglestzgyecommand

Pries YMbn EcltbErehdr®s fAQA%d @G ntifioh tag‘?lo}{ﬁlni:tgonﬁﬁ%herein the
is not received. 12. The nethod of claim 10, further
c 649 frequeney ideidigetiondagais aBixe tof dngaticls andpwherein the article has an

! %s%[:i'éfgg @ﬁécﬁ@nig ?de{l& erodx\,’nﬂ{érc{i]rp céﬁgfgghg Eeﬁp%i%? Yomprises:
a (0] t

identification tags are present; aring e
r ecei veeheratinp e kervabiet fasednm andilepgrofilc FoodutiCads) i dat e

that t . ' 0SSi re e s produced by a
checke%s?%§%§g¥ga*gggag%%§yﬁl%ﬁ??%?%a ion tag. . The
nmet hodissfing 4 déstroy corihard andnfansnsiting tleeewitr anngildck @alue;

recei ved respgnse. wth th oi se floor. at the
beginnf%ﬁm%?ggﬁémkékﬁgﬁggﬁh%fﬁﬁ?%gﬁﬁﬁ?W8ﬁm8f clai m

f ur t heexecoirrthsdesgoxanmpanditht halotlevhicgdalp deStdMdkey value.
response with the noise floor after the expected end

of the response. 2515. The nethod of claimfurther

cagpri simghdiet@sprisig: presence of a radio frequency
identification tag_having, the selected value in the

speci f IEEFOFEHETYIP Gederohidpaiicatio ag e 2@ BrgEendpyLoridsr to
TheniBhaen@for togd ﬁ?a‘ MR s CORPAISd G spmiﬁ&ﬁhelﬁ&tya&aﬁon;
alarm of presence of a radio frequency identificaftion
t ag hatimilerepeshsisraring d repppnse from allipd thegadip fieaupnap ifdgntjfication
tags in the interrogation corridor;
detecting a collision in at least one bit of the specified memory location; and
detecting at least one radio frequency identification tag having the selected value in

the specified memory location in the interrogation corridor if a collision is detected.

19.  The method of claim 18 wherein the step of detecting a collision further comprises

detecting a collision in one bit of the specified memory location.
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| ocation is detected. 17. The nethod of claim1

further conprising creating a key for a destroy
waeoomsmamsi7a hat when executed renders a radi o frROUERZNN4/032538

identification tag nonfunctional, wherein the radio

frequency identification tag is affixed to an article

a rein the artigl.e.has an. assaci at.,ed El ect roni -
p?@d%e@%@g] %"',fgall ilg fl%:r}hgg %cfmrpélsfljl%e{% ) )c/ol ision hsed(réit,ect%& determining

Cc afipthérgRsiccg esiaegbhdedndicaesythal delspedifiesiaternory dstation contains the
El ectronjc Product Code; storing the key value in a

d ?4?%7a nory |l ocation; issuing a destroy comrmand and
transmtting therewith an unl ock val ue; conparing the

unl ock_value with the stored key val ue; and executi

LRb deBheBgihes ke 20 fOrtIKECUTBING 5P s A dsiobe ke Hotmency

S1dRh®6LakEY taY RhH By thd Selected WR1RGH! theGOIBREA SibMBEY location in the
interrogating radio f uency identifjcation_tags

re n )
afterpEationoeaEdos i theoressitrdrespanse Jueatasyha thesasriliedgpemory location
t PORSnd BOSaRd A2 sel ected value in a specified

menory | ocation; sinultaneously receiving a response
fromall of the radio frequency identification tags in

t in i - C O Il : t : IS - |

a1 ol AR A% ILARE collBE PRl nd el fugney
déteeifidatign tig hheags the eelectedadilus if thegeleried merenytlpfation afegresent n
t .havi he . . . Lo ifi .

| BR 1P ARah PO P} RSB 46poe hAaBPAR bt SEREA ROk ory

i $ocaltdnadviegdot contdinehenselebted vafie.cl ai m wherein the step of
detecting a collision further conprises detecting a
collision in one bit of the specified nenory | ocation.
2620. Ahempeiehadddie médirmcdnpddiey ingorPorso papse a proaessor to:
collisiogn.is detected,. .determ ning_.whether .the. .
receiv CP@[}S GiEEepty a‘fdé%gg%‘e?(ﬁ'dfle"?lﬁ\é%ﬁgﬁsﬂ L ERHn

| e&@biodck Hat il thotdBesRl e heelesiad vitue iR a spebifiedmidniisag location
of claim20 further conprising detecting at |east one

r EEPeNKtP S iBIREGSARNt i fi cation tag having the sel ected

val ue LifhulthRo88) Redis ABFBAEY frbiA GRF 88 ridio féfency identification
interrogation corridaor if the received responpse

i tagp bavies the gelected ealug i emspesdfiedanssnary [Q5a84% 8M cont ai ns
the seligcl Gle¥stbiteradid Frequdaby {MBATRAHGH tag hait thelbdIE@sd value in

conprising determ ning that” no radi o frequency .
the specified memory location in the interrogation corridor if at least a partial response is

received.

24.  The computer readable medium of claim 23 further comprising instructions to
cause a processor to indicate an alarm if a radio frequency identification tag having the

specified value is detected.
25.  The computer readable medium of claim 23 further comprising instructions to

cause a processor to command the radio frequency identification tags having the selected

value in the specified memory location to respond to the interrogation at the same time.
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identification tag having the selected value in the
sel ected nenory |l ocation are present in the
WO naosousigat i on corridor if the recei ved responBET/US2004/032538
i ndicates that the specified nenory |ocation does not
contain the sel ected value. 23. A conputer-readabl e
i um.conpri si structi Se a _pr.ocessor.
(B8 oeecirppuy R Poh o P £ FRBg aefeing Tartitons o
| 81t b hice@lbrab dbta@sing thataid rhdib Gequegey ideitifizeticn td@ha\&n.g:ﬂie
that only thagse taf??gl havi ng a. sel ect ed. Vﬁ\| ue in

sfﬁé?ﬁtﬁfdl %) eﬁ;éﬂa@rsg)ec Jqemory ggt}%lﬁaplieﬁyn{ e 1nterrogat10n corridor is a
| DLIRT QBald i9Rot 18deiiélit aneousl y receive a response from
all of the radio frequency identification tags having
the selected value in the specified nmenory | ocation;

apd detgclonfhutd: RA8IbIONEIAYE Qlafk SAWBAEY tl'léjﬁﬂhb'ffehﬁ@ﬁ:y on
tag having the selected value in the specified nmenory

| tontifiastion rags bre attavhed toatfislas oithios protseted mrea,a@tnd MdgEn tae

pgg giﬂ%}i v5ﬁ§ ﬂ:ﬁ%s cth& 3R ¥BAes rethoval MOnCAEPREREed are is authorized.
a umo c aim 23 further conprising

instructi ons to cause a processor to indicate an alarm

502, Ll IR 8050 OB AR

medlisel arpnfcessbxam tind23tef anralanmrif anoariiele bavimg 4 radiorfrequiéngy gientnﬁcatlon

Bt e ARER g B SO Yot 15 B igh A o s deecea

speci fied nenory |ocation to respond to the

i nterrggati on at sa ti.me. The col

+ B8t Ee sttt s P PR o PG FER g s tctions o
| B&dsk H?idc@d@&rtb@al@c&t&&ﬁe@cﬁﬁ@ﬁ@ﬁﬁﬁi&tO determ ne that no
radi o frequency identification tag having the sel ected
value in the specified menory location is present in

t Bg. | NTRY QG QAW mbdleh of Slafn YR Firfler RHROBIHE msaumhs to
recei ved. 2 The conput er readabl e nmediumof cla

23

whase @rqca@orrtaan@y:fer%@%w rpspapgeiand defernyne W]é‘ij’é?fér"éhd start-of-

CReEF} Q1@thd eb&segM thin a protected area, and
V\,#ar e?n t)Le speci fied val ue indi cates whether the
articles renoval fromthe protected are is authorized.
28 The copput er Eﬁ?dabl e medi um of claim 27 further
conprising Instructrons to cause a processor to
i ndi catigedingalcaltisioh betamensqominainicationsi fragn eadicefitiqency identification
fre uenc: A tag attached thereto having
tIL'Ia e errgg S%&I%%‘)lll ?‘Ede speci fied nenory |location is
det ect g&eratmg an alarm upon detecting the collision to indicate that an unauthorized

article is present within the interrogation corridor.
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29. The conputer readabl e nmedi umof claim 25 further
conprising instructions to cause a processor to
wo adosmagieo t he recei ved response. 30. The conpuPer/US2004/032538

readabl e nedi um of claim29 further conprising
instructions to cause a processor to analyze the
r celve?$&83&mq§%E%nd determ ne whether a valid

art-o field was received. 31. A nethod
c 0 np r iredeivipg dietrigad taspapsa frowlal radip diequratyvdentification tag in an

Onﬁ%atoogﬁffnpn1rad|o frequency identification

18 TR ARt ogat i on corridor; and generating an
al ar mgapantingeheabih ngor fecciciog theguamal tesponprifodadieate thaftanan

h d hi
:J‘ﬁ’l%gtﬁ’f’%%lgtza%%gg%?eﬁﬁngg%tﬁlng%{% eprtﬂgamo%l o délgﬁ'prl si ng:

receiving a partial response froma radlo frequency

identificatiaqn._t ter ation corridor.;

gbher i ot GG pRE ofpfsehf st 3P fome
nse to indicate that an unauthorized article is

present within the interrogation corridor. 3 . The

nmet hod of claim 32, where the partial response

CRUTPT I BR $nhodl Alain® 82, FrirER cdrn@$Asing: 34. The nmethod of
claim 32, further conprising: neasuring a noise fl

| N t hensapwringraqgiseiflont lééhermaafpgaﬁwpe?mtier PLE & PGS g partial
gkhgg response; conparing the received partia
onse with the noise floor; and sel ect ively
gener aoomparinghtbe eceived Neatin gesponse Wah disroiseiflonn andg

selectively generating the alarm based on the comparison.
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