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BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0002] The invention relates to display devices. More specifically, the
invention describes a method and apparatus capable of providing a robust encryption

of a audio/video data in a packet based transmission environment.

OVERVIEW

[0003] Protection of proprietary digital content has become an important
consideration and more particularly, in high definition (HD), high-bandwidth
applications. Especially important for HD, high-bandwidth applications, content
protection provides assurances that owners of digitized content are protected from
unauthorized use and copying of their proprietary content. A popular high-bandwidth

digital-content protection scheme developed by Intel Corporation of Santa Clara CA



digital-content protection schene devel oped by Intel Corporation of Santa
Clara CA comonly referred to as HDCP has been wi dely inplenmented. As
currently configured, this particular HDCP protocol is specifically
designed for use in Digital Visual Interface (DVI) and Hi gh-Definition
"Multinedia Interface (HDM) based environnments. [0004] In general, HDCP
encr ypteomthenly refieseil $a s DEIP lais peemividebnineplembetede dis cutrhetlyi deo source, or
transmtter -- such as a PC, DVD player or set-top box -- and the digital

di spl ayoonfigure@Ciiy/ SirticulaSMDIC PastoRcHIIR shédifical19|deMibhdPfor Ake M Dighgt or . 1 n this
way, HDCP is designed to prevent copying or recording of digital content
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aut henti cation ghase, the receiver will only be provided with content once

it denmSHHPRPEYSKnow edge of the authentication keys which the transceiver
verifies through conputation of a secret value. Furthernore, to prevent
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generate a shared secret value that is consistently checked throughout the
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the data and sends it to the receiver for decryption. [0005] The current
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as explicit control signals such as

protecting the integrity of content as it is being transmitted. For example, as required

by the described HDCP protocol, during an authentication phase, the receiver will

only be provided with content once it demonstrates knowledge of the authentication

keys which the transceiver verifies through computation of a secret value.

Furthermore, to prevent eavesdropping and stealing of the data, the transmitter and

receiver will generate a shared secret value that is consistently checked throughout the

transmission. Once authentication is established, the transmitter encrypts the data and

sends it to the receiver for decryption.

[0005] The current implementation of the DVI standard requires the use of a

set of defined characters based upon a 10 bit transmission protocol. For example, as

currently configured, only 460 characters (out of a possible 1024 available) are used

by the receiver for data while 4 characters are used as explicit contro! signals such as

hsync and vsync. In this arrangement, any time the receiver receives and recognizes

one of the predefined characters representing data, then the received implicitly defines

a data enable signal (DE) as being active thereby indicating that the received data is

true data. However, whenever one of the 4 control characters is received by the

receiver, then an implicit assumption is made that data enable (DE) is inactive.



hsync and vsync. In this arrangenent, any tine the receiver receives and
recogni zes one of the predefined characters representing data, then the
received inplicitly defines a data enable signal (DE) as being active
thereby indicating that the received data is true data. However, whenever
one of the 4 control characters is received by the receiver, then an
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what is required 1s a way to support high-definition copy protection that is compatible

with existing high definition copy protection protocols such as HDCP over a link, or a

transmission medium, that operates in a packet transfer mode.

SUMMARY OF THE INVENTION

[0007] What is provided, therefore, is a packet-based digital transmission
medium and protocol that supports high definition copy protection that is backwards
compatible with existing high definition copy protection protocols such as HDCP.
[0008] In one embodiment of the invention, a packet based high bandwidth
copy protection method is described that includes the following operations. Forming
a number of data packets at a source device, encrypting the data packets based upon a
set of encryption values, transmitting the encrypted data packets from the source
device to a sink device coupled thereto, decrypting the encrypted data packets based
in part upon the encryption values, and accessing the decrypted data packets by the
sink device.

[0009] In another embodiment, a system for providing packet based high

bandwidth copy protection to a data stream is disclosed that includes a source unit



f 00081 I n one enbodi nent of the invention, a packet based hi gh bandw dth
copy protection nmethod is described that includes the foll ow ng operations.
Form ng a nunber of data packets at a source device, encrypting the data
packets based upon a set of encryption values., transmtting the encrypted
data packets fromthe source device to a sink device coupled thereto,

decr yptarrangehieo pioviden munbes oh dya ereless, Baikgmit guplep tp thaspurceiméin t he
encryption val ues, and accessing the decrypted data packets by the sink
devi ce. arfdgfP{o teneian dichduta pachowifromnthe sdpury sinétnaf afcryptioviuditngupledket based
high 1-- bandw dth copy protection to a data streamis disclosed that
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unit couple e source uni arranged to recelve the data packets from

the source unit, an .encryption,unjt coupl.ed to,fhe source uni rranged to
encr yptS il deepRURB et SaiRed Fofhe st Bereaohthia e A i endimedin ¢ a
decryption unit coupled to the sink unit arranged to decrypt the encrypted
dat a’ patstepaskaisdndanenenyphen/ denrarionmlyes genapioe srrgfeaed fa pervida 3 #iged to
provi de a set of encryption/decryption values used to encrypt and decrypt

t he appsfepciydtion/datraptigraekedsused 0} ypt any decrapahd appropiiae damnt , conput er
program product for providing a packet based hi gh bandw dth copy
pr ot ecgjagfget%{s di scl osed that includes conputer code for form ng a nunber
of data packets at a source device, conputer code for encrypting

[0010] In yet another embodiment, computer program product for providing a
packet based high bandwidth copy protection is disclosed that includes computer code
for forming a number of data packets at a source device, computer code for encrypting
the data packets based upon a set of encryption values, computer code for transmitting
the encrypted data pac.kcts from the source device to a sink device coupled thereto,
computer code for decrypting the encrypted data pﬁckets based in part upon the
encryption values, computer code for accessing the decrypted data packets by the sink

device, and computer readable medium for stofing the computer code.



the data packets based upon a set of encryption values, conputer code for
transmtting the encrypted data packets fromthe source device to a sink
devi ce coupl ed thereto, conputer code for decrypting the encrypted data
packets based in part upon the encryption values, conputer code for
accessing the decrthed dat a oackets b the S|nk devi ce, and conputer
readabl e nedi um f or BRIBFDESCRIPTION O/ THE DRAMINGS nDESCR| PT| ON OF THE
DRAW NGS [0011] Fig. | shows a generallzed representatlon of a cross

pl at f orm packet based digital video display interface suitable for use
wi th any enbodi nent of the invention, (0012] Fig. 2 shows an encryption

syst em[bho11]erig! ¥ fdvitta gendiaizvd Qe‘iﬁes@ﬁ‘t@h@ﬁ‘bf§ efofsﬁgllaﬁfoﬁn phcket baged for use with
the systemdescribed with respect to Fig. 1 131 Fig. 3 shows a
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exanple of which is illustrated in the acconpanying drawi ngs. VWile the
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[0014] Fig. 4 illustrates a system employed to implement the invention,



by the appended clains. [0016] As currently inplenented, |-1DCP establishes
a secure channel in order to verify that the display device is licensed to
receive protected content and once established, encrypts the data at the
host side and decrypts at the display device in order to prevent
“eavesdropping' of the protected content. In addition, in order to

i dentify unaDEBRAIIZED DESCRIBIIONIOESHIECTERNMBODIMENDSN aut henti cati on

and key exchange, content encryption, and device renewability. [0017] More

speci f ig@ls)y. HDGRBiAtEHIIPnGO BY kiadb it detalil & 4 pArtieilbPEhBoIWRA of Nt ent in a
Digital Video Interface (DVI) environnment by encrypting its transm ssion
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digital display mght be an  liquid crystal display (LCD), teleyision,
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of uni que secret device keys. During an authentication process, the
r ecei vee umilastode thoat $ttis aveiniended wolivh & digpeingéntwnrtaihedesofibedsecr et devi ce keys
before the protected content is sent. After the receiver acknow edges the

keys, BRbBdfieHt CTS thd mude))das iBaicl 86 BhuebleldtipisaiddfFicaishg dng secr et
val ue that Is designed to prevent eavesdroppers fromstealing the content.
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for verifying that the display device is authorized (or licensed) to
recei vBY gicapperded dd@BSent . Both the authorized host and the display device

have know edge of a set of secret keys that consist of an
[0016] As currently implemented, HDCP establishes a secure channel in order

to verify that the display device is licensed to receive protected content and once
established, encrypts the data at the host side and decrypts at the display device in
order to prevent ‘eavesdropping’ of the protected content. In addition, in order to
identify unauthorized or comprised devices, HDCP relies upon authentication and key
exchange, content encryption, and device renewability.

[0017] More speéiﬁcally, HDCP protects copyrighted digital entertainment
content in a Digital Video Interface (DVI) environment by encrypting its transmission
between the video source and the digital display (receiver). The video source might
be a PC, set-top boxes, DVD players and the like), and the digital display might be an
liquid crystal display (LCD), television, plasma panel, or projector in which all
authorized devices are given a set of unique secret device keys. During an
authentication process, the receiver must demonstrate its knowledge of a number of
secret device keys before the protected content is sent. After the receiver
acknowledges the keys, both devices (the sender and receiver) generate a shared
secret value that is designed to prevent eavesdroppers from stealing the content. After

authentication, the content is encrypted and sent to the receiver that in turn decrypts it



array of forty 56-bit secret device keys and a corresponding 40-bit binary
Key Selection Vector (KSV). The host initiates authentication by sending
an initiation nmessage containing its Key Sel ection Vector, AKSV., and a
64-bit value An. The display device responds by sending a response nessage
containing its Key Selection Vector, BKSV. The host confirns that the
recei vdf0KgV has Awsthehtentiondyakegptogatphic priosegsdpnverifyingshatwee displaxes can

cal cul ate a shared value., which., if both devices have a valid set of

keys, VdeviceR§a@@baked (Eﬁ?iliﬁelﬁé@rtﬁ(i'cdé@}elﬁot@bﬂeﬂ cBRteH BBoth Thd ARkh@Medy pt i on and
decryption of the protected content since authentication has now been
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called a cipher, that transforns the content, To recover the content, the
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this point, the two devices can calculate a shared value, which, if both devices have a
valid set of keys, will be equal. This shared value will be used in the encryption and
decryption of the protected content since authentication has now been established.
[0019] Re-authentication continues at a rate of approximately once every two
seconds to confirm the continued security of the link. If, at any time, equality of the
shared value is lost, for example by disconnecting the display device and/or
connecting an illegal recording device, the host will consider the DVI link to be
unauthenticated, and end the transmission of protected content.

[0020] Content is encrypted at the source device to prevent usable,
unauthorized copies of the transmitted content from being made. Encryption is the
application of an algorithm, called a cipher, that transforms the content. To recover
the content, the display device decrypts the content by knowledge of the correct
decryption key. The HDCP cipher is a hybrid block/stream cipher. The block cipher
operates during the authentication protocol. For content encryption and decryption,
HDCP uses a stream cipher where encryption is accomplished by combining a data
stream, generated by the HDCP cipher, with the transmitted content, through a bitwise

exclusive-OR operation. In this way the content is protected pixel-by-pixel.



HDCP uses a stream ci pher where encryption is acconplished by conbining a
data | L_ stream generated by the HDCP cipher, with the transmtted
content, through a bitw se exclusive-OR operation. In this way the content
i's protected pixel-by-pixel. Encrypted content viewed on a display device
wi t hout decryption is seen as random p | noise, with no discernable

cont entEncigptedtadentbicresd aua display ylewvawlitbiredaapron oy ssenesrandamst  be

i npl emented using a DVI type connector. [00211 The present invention

provi dapig, Witholfkdemdbleddbniingh AR tkdi 8bbe, @ai¥ntlyPavallelle HIDCPT ot ocol
suitable for use in a packet based transm ssion nmedium that provides a
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copy protection protocols. In one epbodinent, of the invention the
i nvent i[082HDCP  pf bt presant inyeption Py a@?ﬂa@e %@fw&&zﬁvgbé Hi$PPEandwi dt h
copy protection nethod that includes form ng a nunber of data packets at a

sour ce mietectien proovot yptablegos véecdntaguickelbasedatansmissibeit raedinoidbats based upon a
set of encryption values, transmtting the encrypted data packets fromthe

sour ce fleVHESs Fdbudt diitdl capyight pfcﬁétﬁioﬂ%rétb%l%ﬁ,supllﬁﬁfsfmgﬁ Refiifien encr ypt ed
data packets based in part upon the encryption values, and ~ p accessing
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protection protocols. In one embodi‘ment of the invention the inventive HDCP
protocol is carried out as a packet based high bandwidth copy protection method that
includes forming a number of data packets at a source device, encrypting selected
ones of the data packets based upon a set of encryption values, transmitting the
encrypted data packets from the source device to a sink device coupled thereto,
decrypting the encrypted data packets based in part upon the encryption values, and
accessing the decrypted data packets by the sink device.

[0022] A particularly well suited packet based transmission system is
described with reference to Fig. 1 that shows a generalized representation of a cross
platform packet based digital video display interface 100 suitable for use with any
embodiment of the invention. The interface 100 connects a transmitter 102 to a
receiver 104 by way of a physical link 106 (also referred to as a pipe). In the
described embodiment, a number of data streams 108 — 112 are received at the
transmitter 102 that, if necessary, packetizes each into a corresponding number of data
packets 114. These data packets are then formed into corresponding data streams
each of which are passed by way of an associated virtual pipe 116 — 120 to the

receiver 104. It should be noted that the data streams 108 — 112 can take any number

of forms such as video, graphic, audio, etc.



described with reference to Fig. | that shows a generalized representation
of a cross platform packet based digital video display interface 100
suitable for use with any enbodinent of the invention. The interface 100
connects a transmtter 102 to a receiver 104 by way of a physical |ink-
106 (also referred to as a pipe). In the described enbodinent, a nunber of
dat a st[0ez2sys 108 TypidalR, athen tlecseunceds avidehsource,ahs dath seeandOPA8 + hat , i f
necessary, packetizes each into a correspondi ng nunber of data packets
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Typically, when the source is a video source, the dat a streams 108 112
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wel | -known formats, such as conposite video, serial digital, parallel
di gi t alinclRd, softe ibﬁﬁs)tﬁaﬁanaibgividab smhdemch‘ﬁsefon/éximplesiagraahlogan be an anal og
vi deo signal provi ded the source 102 includes sone formof an anal og vi deo
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cancor | aser player, TV tuner, set top box
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(DTV), 1gltal still canera, and the Ijke. The digital videg signal can be
any nureseplsaierladesedigisal imeage S%ﬁ@wcalagl forgxapplaa digital iekevision UBYE 274M 1995

(1920 x 1080 resolution, progressive or interlaced scan), SMPTE 296M 1997
(1280 ﬂigﬁ%@sﬂil@ﬁﬁhﬂhjm‘fdthe like. The digital video signal can be any number and type

of well known digital formats such as, SMPTE 274M-1995 (1920 x 1080 resolution,
progressive or interlaced scan), SMPTE 296M-1997 (1280 x 720 resolution,
progressive scan), as well as standard 480 progressive scan video.

[0024] In the case where the source 102 provides an analog image signal, an
analog-to-digital converter (A/D) converts an analog voltage or current signal into a
discrete series of digitally encoded numbers (signal) forming in the process an
appropriate digital image data word suitable for digital processing. Any of a wide
variety of A/D converters can be used. By way of example, other A/D converters
include, for example those manufactured by: Philips, Texas Instrument, Analog
Devices, Brooktree, and others.

[0025] For example, if the data stream 110 is an analog type signal, the an
analog to digital converter (not shown) included in or coupled to the transmitter 102
will digitize the analog data which is then packetize by a packetizer that converts the
digitized data stream 110 into a number of data packets 114 each of which will be
transmitted to the receiver 104 by way of the virtual link 116. The receiver 104 will

then reconstitute the data stream 110 by appropriately recombining the data packets



progressive scan), as well as standard 480 progressive scan video. [0024]
In the case where the source 102 provi des an anal og i mage signal, an

anal og-to-digital converter (AID) converts an anal og voltage or current
signal into a discrete series of digitally encoded nunbers (signal)
formng in the process an appropriate digital inmage data word suitable for
di gi t alllgrintoghsir nrjginahfprivt. dt 14 these dater tesaps diat AR Womately eneypiad fdse used. By
way of exanple, other A/D converters include, for exanple those

manuf agbih @ deddf coPPipkdtesied d8x a@ednist rument , Anal og Devices, Brooktree, and
ot hers. [0025] For exanple, if the data stream 110 is an anal og type
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packets 1 14 into their original format. It is these data streans that are
ul ti matatyaine dRbechnior1 0 dvdrma BsAitilRingCOnymbéraifdatattreaiab ghst r eans. [ 0026]
Fig. 2 shows an encryption system 200 for encrypting audi o video content
sui t abl r | S 1 . SELI i > ig. 1. As
shown iSﬁSt\t‘gﬁ& O Hi&#@?&%ﬁ%ﬁ%ﬁ%@%flgﬁé@? Sgﬁgﬁl\y{ %)Jhpsisg@?ggﬁja&gt?gber of data
streans sych as the datastreans 1 and 112 utilizi nunber of data
st r eamd NUHET okVide et qonczently OGFXWélﬁsﬁFﬁéaﬁ&'e@%@qﬂgirg{e for
exanpl e, consistent with any of

of video data consistent with 1024 x 768 at 60 Hz whereas the datastream 112 is

formed of video data consistent with 640 x 480 at 75Hz, and so on. In order for a
receiver 204 (such as a monitor) to reconstruct the video in the appropriate format, the
datastreams include in addition the appropriate video data associated attribute data
that is used by the receiver to reconstruct the video in the appropriate format.

[0027] Accordingly, the video source 202 includes a number of buffers 206
each of which is used to buffer an associated one of the video datastreams. Each of
the buffers is, in turn, coupled to a multiplexer 208 that is used to select a particular
one of the data streams for transmission to a packetizer 210. The packetizer 210
parses the incident data stream into an associated number of data packets by
incorporating a packet ID, optionally pcrforming error correction, and attaching a time
stamp and any of the attributes deemed important or necessary for the correct
reconstruction of the video raster by the receiver 404. An encryption control
generator unit 212 applies an appropriate encryption algorithm to each of the data
packets based at least by inserting a control packet that conveys signals such as Hgync,
Viyne, and a particular control character CNTL3 used to flag those data packets that

are encrypted (and conversely those data packets that are not encrypted).
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a nunber of video formats concurrently. For exanple, the data stream 110 is
formed of video data consistent with 1024 x 768 at 60 Hz whereas the
datastream 112 is formed of video data consistent with 640 x 480 at 75Hz,
and so on. In order for a receiver 204 (such as a nonitor) to reconstruct
the video in the appropriate format, the datastreans include in addition

t he apd0018] at e vimdeoodahe wils ex embedinemnt of thatievedtion, the testlting used by t he
receiver to reconstruct the video in the appropriate format. [0027]
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packetizer 210. The packetizer 210 parses the incident data streaminto an
associ dmunbrihepntsg! nagkats HRereddo piark thesevidee datapgckethbakae | D, optional |y
performng error correction, and attaching a tinme stanp and any of the

at t r i buhespeeiqordot empoptaltis te dascmay de.y Ehdr vitlbepaxdeet kestan assuwiatsd r uct i on of
the video raster by the receiver 404. An encryption control generator unit

212 apReh&s 3@@ é?d%fiﬁ&ﬁ&ésgfnepa% HYRbibaRk BlH@Ectiben iveasdochted Win dat a

packets base east by inserting a control packet that conveys signals
such as, Hc, ,Vsy" articul.ar, control chata r L3 used to flag
hose. dat HapadRERateiape. Epllameit f o Rt Hah 08t Jhe FRTERN 2 packe: -
that are not encrypted). 10 [0028] In_accordance with_ an enbodi nent of the

i nvent i38A inglndesidata packely forsthe datastemamy hihangd the datasticamy bl eonjoized ar  exanpl e

of which is shown in Fig. 3 as a
into the data stream 300 such that the traffic between the video source 202 and the

receiver 204 is consistent \I:vith a constant link environment.

[(0029] It should be noted that in the described embodiment, the data stream
300 is time domain multiplexed, those data packets associated with the datastream
110 have a longer duration than those associated with the data stream 112. In these
cases, a time-base recovery (TBR) unit 216 within the receiver 204 regenerates the
stream’s original native rate using time stamps embedded in the main link data
packets, if necessary. Referring back to Fig. 2, at the receiver 404, a deserializer unit
218 receives the encrypted datastream 300 that provides input to a decoder unit 220
and a depacketizer 222. The decoder 220 decodes the control packet, thus feeding
Hayne, Vsyne, and a particular control chafacter CNTL3provided to a decryption engine
228 that was previously used to for encryption.

[0030] Fig. 4 illustrates a system 400 employed to implement the invention.
Computer system 400 is only an example of a graphics system in which the present
invention can be implemented. System 400 includes central processing unit (CPU)
410, random access memory (RAM) 420, read only memory (ROM) 425, one or more

peripherals 430, graphics controller 460, primary storage devices 440 and 450, and

11



~ p datastream 300) is fornmed of a nunber of data packets. The data stream
300 includes a nunber of control packets 302 used to mark those video data
packets that are encrypted (or not encrypted) as the case may be, Each

vi deo packet has an associated header ' ) 04 that includes, in part, the
attribute data descri bed above associated with the video data packet 306.

For exalipita disphayt tnet €25 cCBUoMM0 ane alsogoulell to bheotabee inputdanput300 i ncl udes
data packets for the datastrearn 110 and the datastream 112 conjoined into

the dat@vides 8000 tha§usdludd)dhit 4rbGot ﬁﬁitéa%‘o laewe@seghchfag ﬁfdcﬂ%%%ﬁe&e 202 and

the receiver 2N4 is consistent wth a constant |ink ‘environnent [0029] It

shoul d e describ at a st ream 300 is
time d&%ﬁp %W{?ﬁ@x % {otuﬁlaggns&é\{e cgf}[’a{ fgnsg‘ﬁg%&ia‘éf{]rgﬁ WPPPEOREC dat ast rear n
| 10 have a | onger duration than those associated with the data stream 112.
| n t he¥ Papgidare readers, talletsasipusese woiee gr klarém)ntultgur@mmsaew, phothet he recei ver
'204 regenerates the streamis original native rate using tinme stanps

enbeddexckll-kndvireinpai devicasisuctndsa of pawrkes tosher comperes LGaphicRedmrglieng back to
Fig. 2, at the receiver 404, a deserializer unit 218 receives the

encryp 38 20 and a
depac ktgf% ?zggﬁérg%% Eﬁ@i’ﬁ% dggceg(tjhz% a%%y%lgé?g%%ds}%%eg&%g%t érilglfﬂpac ly(tal&ha st2h us feeding

o0, B Gt SRR TR RPN e BB Pt o, ST

syst emeiaolgplg ng)ellsgg %91 pt1x%l idatalreecr;?vrzetd f%or}r? CIPrI]}/Sf ln(% (I)ro fr;om an external encode (not
shown). In one embodiment, the analog image data is provided in RGB format and
the reference signal includes the Vsyne and Hgyne signals well known in the art.
However, it should be understood that the present invention can be implemented with
analog image, data and/or reference signals in other formats. For example, analog
image data can include video signal data also with a corresponding time reference
signal.
[0031] Although only a few embodiments of the present invention have been
described, it should be understood that the present invention may be embodied in
many other specific forms without departing from the spirit or the scope of the present
invention. The present examples are to be considered as illustrative and not
restrictive, and the invention is not to be limited to the details given herein, but may
be modified within the scope of the appended claims along with their full scope of
equivalents.
[0032] While this invention has been described in terms of a preferred
embodiment, there are alterations, permutations, and equivalents that fall within the

scope of this invention. It should also be noted that there are many alternative ways

of implementing both the process and apparatus of the present invention. It is

12



Computer system 400 is only an exanple of a graphics systemin which the
present invention can be inplenented. System 400 includes central
processing unit (CPtJ) 4 10, random access nenory (RAM 420, read only
menory (ROM 425, one or nore peripherals 430 graphics controller 460,
primary storage devi ces 440 and 450, and | digital display_ unit 470. CPUs
410 ar dherefse srensied dhat sheinersionksy l@tqrwstfd/aém Ing glb speiealteadipnshat nay
include, but are not Iimted to, devices such as, track balls, mce,
keyboarmsmuntions) phd eqsyalents ab fa bwithin the trdé sgfitiaaml scdopand dwq:eeseﬁar d readers,
magnetic or paper tape readers, tablets, styluses, voice or handwiting
recogniigedsionO’ ot her well-known input devices such as, of course, other
conputers. G aphics controller 460 generates anal og i nage data and a
correspondi ng reference signal, and provides both to digital display unit
470. The anal og i nage data can be generated, for exanple, based on pixel
data received from CPU 410 or from an external encode (not shown). In one
enbodi ment, the analog imge data is provided in RGB fornat and the
reference signal includes the VSYNc and | FISYNC signals well known in the
art. However, it should be understood that the present invention can be
inplemented with analog i mage, data and/or reference signals in other
formats. For exanple, analog imge data can include video signal data al so
with a corresponding tinme reference signal. [00311 Although only a few
enbodi nents of the present invention have been described, it should be
understood that the present invention may be enbodied in

13



many ot her specific fornms without departing fromthe spirit or the scope of
the present invention. The present exanples are to be considered as
illustrative and not restrictive, and the invention is not to be limted
to the details given herein, but may be nodified within the scope of the
appended clains along with their full scope of equivalents. [00321 Wiile

t hi s i nvent Wt isnglaipeashisdescribed in terms of a preferred enbodinment,
there are alterations, pernutations, and equivalents that .('all within the
scope of this invention. It should also be noted that there are many
alternative ways of inplenenting both the process and apparatus of the

Present | nVENt 1 Ok plolGusd ol BERE O LA REE Rk ASoYRR O De

interpreted as inc pernmut at| ons, -and

equivalents_as.fall within the true spirit and scope of the present

i nvention. RIMjpgen Wle‘i 'q‘f‘éadparck?tsﬂag?‘ﬁﬁec@eé’ﬂc%ased hi gh bandwi dt h copy
protection nethod conprising: formng a nunber of data packets at a source
devi ce; encenqypting thadadgprekginbised yporas sat ofipueryptigevaleds; encr ypti on val ues;
transmtting the encrypted data packets fromthe source device to a sink

devi ce couph@ehitthfy tat encrdped ViptaipagkddRomni¢ yRireslddladeropasikiets/idiased in
part upon the encryption

coupled thereto;

decrypting the encrypted data packets based in part upon the encryption

values; and

accessing the decrypted data packets by the sink device.
2. A method as recited in claim 1, wherein the source device is a video
source and wherein the sink device is a video display and wherein the number of data

packets include some audio data packets and some video data packets.

3. A method as recited in claim 2, wherein the encryption/decryption

control signals include a Vsync, an Hsync, and a CNTL3.

4, A method as recited in claim 3, wherein each of the data packets is

associated with an particular control packet.

5. A method as recited in claim 4, wherein when the CNTL3 is active,

then the corresponding data packet is encrypted and vice-versa.
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val ues: and accessing the decrypted data packets by the sink device. 2. A
method as recited in claim1, wherein the source device is a video source
and wherein the sink device is a video display and wherein the nunber of
data packets include sone audi o data packets and sone vi deo data packets.
A nethod as recited in claim?2, wherein the encryption/decryption control
signal s i ncldide aA\dgytam, foaproMiiymchigh bandwidiléapy photeetidiit agmckeici ted in
claim 3, wherein each of the data packets is associated with an particul ar

controlyp fom. A hed- as recited in claim4, wherein when the CNTL3 is
active, atﬁgéé%tﬁlé ((:)g:lli)?lesgondi ng data packet is encrypted and vice-versa. 14

6. A system for providing high ndw dt h co tecti,on in a packet based
system conpri si nag_smgces%tﬂ}%réa%llgﬁq?ﬁ)gpy%&&&uﬁyrgfgv?ggc@t%unber of data
packets; a sink unit coupled to the source unit arranged to receive the
data packets fronsinkanssourled torfhe souspe writ piypngedito taeetvedlaated to t he

source unit arranged to encrypt selected ones of the data packets sent
from t hacleasifrom thaisburcouhite sink unit; a decryption unit coupled to the

sink unit arranged to decrypt the encrypted data packets; and
an encryption unit coupled to the source unit arranged to encrypt
selected ones of the data packets sent from the source unit to the sink unit;
a decryption unit coupled to the sink unit arranged to decrypt the
encrypted data packets; and

an encryption/decryption values generator arranged to provide a set of

encryption/decryption values used to encrypt and decrypt the appropriate data packets.

7. A system as recited in claim 6, wherein the source unit is an
audio/video unit arranged to provide audio type data packets and/or video type data

packets.

8. A system as recited in claim 7, wherein the sink unit is a display unit

arranged to display processed ones of the video data packets.

9. A system as recited in claim 8, wherein the display unit includes a
number of speakers arranged to transmit audio signals based upon processed ones of

the audio data packets.
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an encryption/decryption values generator arranged to provide a set of
encryption/decryption values used to encrypt and decrypt the appropriate
data packets. 7. A systemas recited in claim®6, wherein the source unit is
an audio/video unit arranged to provide audi o type data packets and/or
video type data packets. A systemas recited in claim7, wherein the sink
unit is a dil8pl ay? aystem gs resiteeth ¢leimiPopheayinghossofed ones of the video data
packets. systemas recited in claim8, wherein the display unit includes a

nunber efdrypigadet-gptiohr@agelsigials maludeivisyadl) Hzysdhgsvadespdiibgctoithon processed
ones o the audio data packets. 15 10. A systemas recited in claim9,

wher ei p; encryption/decryption control signals include Vsynch,
Flsynchglczégp?g%%ﬁg%tﬁg to the video data packets. 11. A systemas recited in
claim 10, wherein the set of encryption/decryption control signal further
includes CNTL3 to flag those data packets that are encrypted. 12. Conputer
program product for providing a packet based high bandw dth copy

prot ecti on, 1éonprA systan assaited iarclaipdl), irdherdin the g0 nunber of data packets
at a source device; conputer code for encrypting the data packets based
upon aes@{ptidn/dseeyptivhicontrol signal further includes CNTL3 to flag those data

packets that are encrypted.

12,  Computer program product for providing a packet based high
bandwidth copy protection, comprising:

computer code for forming a number of data packets at a source device;

computer code for encrypting the data packets based upon a set of encryption
values;

computer code for transmitting the encrypted data packets from the source
device to a sink device coupled thereto;

computer code for decrypting the encrypted data packets based in part upon
the encryption values;

computer code for accessing the decrypted data packets by the sink device;
and

computer readable medium for storing the computer code.

13.  Computer program product as recited in claim 12, wherein the source
device is a video source and wherein the sink device is a video display and wherein
the number of data packets include some audio data packets and some video data

packets.
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val ues; conputer code for transmtting the encrypted data packets fromthe
source device to a sink device coupled thereto; conputer code for
decrypting the encrypted data packets based in part upon the encryption
val ues; computer code for accessing the decrypted data packets by the sink
devi ce; conputer readable nmediumfor storing the conputer code. 13.

Conput er program product as recited in claim12, wherein the source device
is a video source and wherein the sink device is a video display and

wherei n  t helhunbeompiitetiplogram phrlust dsnetiteddn shire 13y dihereitathe packets and
sone video data packets. 16 14. Conputer program product as recited in
claim j i { i ude a Vsync, an Hsync,
and a %wsg%ﬂélggnggggég% %yg%%ﬁ%ﬂ@%%ﬁ?é?}?ﬂﬁ%l aim 14, wherein each
of the data packets is associated with an particular control value CNTLS.
16. Conputer program product as recited in claim215, wherein when the CNTL3
is active, then the correspondi ng data packet is encrypted and vi ce-versa.
17 15.  Computer program product as recited in claim 14, wherein each of the

data packets is associated with an particular control value CNTL3.

16.  Computer program product as recited in claim 15, wherein when the

CNTL3 is active, then the corresponding data packet is encrypted and vice-versa.
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