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PCT/ EP97/ 02106 S| GNAL GENERATI ON AND BROADCASTI NG
The pr.esenwo 9843480i on rel ates to a broadcast system to a c BRUERPYIAPS
access system for t he broadcast systpm to a broadcast and reception
system to apparatus for generating signals (including nessages), to

anal ogous net hods, and $IGNAUNGENHRATION ANDOBROADCASYTINE@sai d syst ens,
apparatus and net hods. I'n particular, but not exclusively, the

i nvention relates to a nmass-nmar ket broadcast system havi ng sone or all
of the follown ref.erred features;- ' | ] ' st
oystem  pref aPABIGR Finignafaesio T bioagra sifterh 1o WbonhBHTHLES PhARMGET
10 ke broadtasdySel, ta Sivaties hed fReptih g'y&teﬁmdl gbﬂamta@mrigeaahmg 0

cable or terrestrial transm ssion is a digita]
system pr ef sigablsy(inchiding treesa@¥CGo amlagops sfesheds) gnd ke signgisfor use with the
2, conpression sys(Lem for data/sigpal transm ssion It affords the
possi bi | ity @forgsatdhsyustams, apparatus me)!b%ﬁn, in particular but not
exclusively, the invention relates to a Subscri ber Aut hori zati on
System (SAS) form ng part of a conditional access systemfor a
broadcast sy$heartidijarabutAS éxslysiveiyethbligventiamirelatey tolavinass-maksh Peaadeashr

system for ut hori zi n e to..have acges 0 the conditional access
system regafyited a?ﬁngt??énee%déﬁmga’e fggg‘.”mﬁh@egﬁar‘#@‘ﬁfﬁﬁe for use with a

radio and/or .t el ey 3{ gy {BIAAAEES broMRAR Wyl phblerabBAlddfati &Y ehevidion

aut hori zi ng users, exanpl e, in conputer n mgrk , I n parking

| ots, and so on. THieadodss systefner ably al so has the function of generating

sui tabl e entitl ement nessages. , A funct.iqn of own Subscri ber
Aut hori z¥ i ort Systeisaisatellise sustem dalthonghdt Foyd bs atPBLca le to Péﬁqﬁﬂ %?rfﬁ’?ﬁlal
programmes, avail qwn§m?$ioﬁgeri al offers and sold according to different
25 nodes of conmercialisation (subscription node, pre-book node, inpul se
mode). The . SAR, a digitalr system, preférablyeusirigghe MRE(G, morei préfsrabdy therMPEGei ved

froma Subscri ber Managenent . System (SMBS), .generates using a nessage
gener ator so-cal | &ComPYeSSIOErﬁYFtFFbWEﬂ?taz%g{égé‘ﬁé?wg%%sages" (EMVs) whi ch

are broadcast, by & JRRSAYRe possibility of interactivity.

15  Again, in particular but not exclusively, the invention relates to a Subscriber
Authorization System (SAS) forming part of a conditional access system for a
broadcast system. By an SAS is preferably meant any device, apparatus or system for
authorizing users to have access to the conditional access system, regardless of the end
use. The SAS might be for use with a radio and/or television broadcast system, but

20  equally could be for -authorizing users, for example, in computer networks, in parking
lots, and so on. The SAS preferably also has the function of generating suitable

entitlement messages.

A function of known Subscriber Authorization Systems is to manage access rights to
television programmes, available as commercial offers and sold according to different
25  modes of commercialisation (subscription mode, pre-book mode, impulse mode). The
SAS, according to those rights and to information received from a Subscriber
Management System (SMS), generates using a message generator so-called

“Entitlement Management Messages” (EMMs) which are broadcast by a message
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via a multiphexsisss 0 a receiver/decoder of the subscriber tgcgeboshde

hi n1 her . Fn a known system the nessage emitter has no ability to
sense or control what it emts to the nmultiplexer. Hence it has been
realized pursuant to the present inventiorf ihat . 1t is possible that

be oot ved anacobBIPERE D s dBihel Rertitt Y8 kbl i Fumize 2iBlE

IS possible that if the EMV are insufficiently separated the
recei ver/ decoder wll be unabl e to sensé and decode properly the
second of the IENﬂanovﬂ[h'ystemgpe oessage emidtee has no abilitydatstrseioz aontorl whad il enits.

The present invention. in a first, aspect seeks to solve, this and other
orobl enm. | 10° Beapibpliey Hshd it PRCReehaRataed shReRE rine BHerpuoBifhat
there is pr OV'iijgJio?]ég?B@rtﬁétLlﬁe f¥ssage emittérexﬁ?}é pﬁﬁ%’ﬁ{ YadeRehRk! 1S E‘{vﬁ{!’i v»gl;ch

messages, conpri : means generating a plurall
messages; 3  are to be receiveharsd Gewodedpye thet revedver/deasdbomilaisnch tineunsstaitces)deisof
uch nessages,: so .t hat

the messages dPsuE Rt e BMME Finmsterisaly sertieisd dne apfaiver decader wil be
means for out Fﬁﬁﬁ%b BPsehbiCartd d¥c84d q%rﬁg&fey t?l?tsécﬁﬂa oFBRIAGREs. This may crédle severe
h ehce of t t WO

repetitively random zing the se e nessages the chance o
nmessages autherimgionrprablemst only back to back after a nunber of
repetitions can be nade negligibly small. 20 Preferably, the
nmessage generating neans includes neans for storing the generated '

cach o a T prsta mUE(ANIATIG! ROITANR bR TEL AN Yol pAERR O

. 7
each said et of nessages ges’i

sequence fromthe storage means. This can be a particularly efficient
way of pufting the.invention into_practice, i nce the nessages do not

t hen havel_tOE o BEcoEing o 2 4rspapsst oALE presRt tifﬁléng%l}gﬁl'@els grovided apprgatipédrages
. LA, ety SRR le ABSARS i a0e means 15 preferabl
means for generating a plurality of messages;
means for repetitively randomizing the sequence of the messages to form a
plurality of sets of such messages, so that the messages of each set are in random
15  sequence; and

means for outputting the plurality of sets of messages.

By repetitively randomizing the sequence of the messages the chance of two messages

being broadcast only back to back after a number of repetitions can be made

negligibly small.

20  Preferably, the message generating means includes means for storing the generated
messages, and, if so, the randomizing means is preferably arranged to form each said
set of messages by retrieving the messages in random sequence from the storage
means. This can be a particularly efficient way of putting the invention into practice,
since the messages do not then have to be generated again each time the sequence of

25  the messages is randomized.

For ease of access, the storage means is preferably arranged to store the messages in



- 3- an at |east two-dinmensional array. Further dinensions b“%]e
added, for WRasmwIddet o represent the different operator%c?%?gw t he
nessages nay be gener at ed. Preferably, the apparatus further :
conpri ses neans coupled to the output neansg for varying the rate at
which the plurality of sets of nessages is output. In this way any 5
bitrate directdnva éasotwé-dimensidnapareayer Faxiier démémskons mcbe addedf for example toFor
the sane reason, the apparatus preferably further conprises means, coupl ed

to the Jepreses the differensopsralors fo1 whompbe sesaagss mapbengsiied st or ed
In the storage neans, and - means coupled to the output nmeans for
varying the rate at which the plurality of sets of nessages is

out put, in depeReeiKle, theopphfatusStirties tafpaies ieniRo6518€%0 the bltput means for
Preferably, the generating nmeans and the randen zi ng means are coupl ed via

a First varyifg ithe rabuat whichdbe ploiralsy of hets of messagenisorvipits Iadhisyeayaany

| ar ge di st ance, .apart., . r.ovi sion of th FO devi ce.can all ow them

ef fecti vel tob‘F"gﬁ cilmgﬁ%#&gﬂfqeynyhpgqglécan 6e t &F a?%ﬂupﬁf’% of one of them
For the same reason, the output means preferably includes means for
storing at |east one of the sets of nessages, so that, again, it can
effectively - 1Bor thepamaresom the appiedtonprefvaledy further comprisgsl meatisi coyplsfl totheput
means may be provi ded, iP whi ch.ca%e it he ar at us Preéert%blé! furtdher
conprises a mu§iPI28F BIEARS §q5 S Valupting the §ize 0f th MESRESFIsed Weihs SETageJneanse
out put Do SR rglthd Yupht P TR the rate at hOEHRIIS@NEy of set

I nvention ext eﬁrégéﬁt%ugineuggc%séu@on@r%@ s§/st m of%et?r (‘)Nadcast ;gnd 30 o
recepti on systefmesages acngss, noddpendensy spemthenaidisizngf thet messagdsr oadcast

"end, apparatus as aforesaid, and, at the reception end, a device for

recei ving said nessages, The nessage nmay be an entitlenment nessage
for Dbroadggst pRslBQyr ﬁf‘ce%eék/lﬁﬁng @Xdaf€ and the randdmlizidy xﬁﬁe%ﬂ he @Bhipled SR First

S
message may be an EMM or I'h the preferred nbodi ment, the

~out put means chnpirssOnt aavied/M Sinpe tese tworcomyonents moayEbk/ia lango dfance tapart,

+ o Sttt

stream of data to, be byoa t . .
provis?on oir &e %@‘8 device can allow them effectively to run independently in case

of failure of one of them. For the same reason, the output means preferably includes
means for storing at least one of the sets of messages, so that, again, it can effectively

15 operate in standalone mode.

A plurality of output means may be provided, in which case the apparatus preferably
further comprises a multiplexer for receiving the plurality of sets of messages output

by said plurality of output means.

The present invention extends to an access control system for a broadcast and
20  reception system, said access control system including, at the broadcast end, apparatus

as aforesaid, and, at the reception end, a device for receiving said messages.

The message may be an entitlement message for broadcast to the receiving device.
In turn, the entitlement message may be an EMM or ECM. In the preferred
embodiment, the output means comprises an EMM Injector for injecting EMMs into

25 _the stream of data to be broadcast.
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ipresent i nveotdgasgsburt her extends to a broadcast and recept ip@T/EPPIOEING

{incl udi ng _an access control systemas aforesaid; the system may be
{for the digital broadcast of tel evigi on programes, The
present invention also extends to a method of repetitively generating a set
jof 5  NMessayetrestAMUdntiol Further extends tp a.brofdeg 13 Hcdbiibh %&ﬁkl’rﬁi c/Rliing
nessages; repetitively random zing the sequence”of the
messages to fanneesptomml systervfas aforesaids diessysfens iab beefds dgedigitaloorbidiasttdfe
messages of each set are in random sequence; and out putting
the plurality'd¢visien programpesages: 10 Preferably, the nethod includes
the step of storing nmessages generated in the generating step, and in
it he random zing step preferably each said set of messages is - forned
by retrieving Thberesents agerstionNalsa BrtendsS R4 eRétBod of repetitivélyegdndyeing i D8etadfso
iprovi des a nethod of controlling access of a user to a broadcast and
reception 5sysm&§agp3a@pmrlwgg: at the broadcast end, a nethod of repetitively
115 generating a_set of nessages.as aforesaid, and, at the receéeption end,
the step of F%&e ?t{ﬂgnagpliéﬁ ﬂgg’ﬁsﬁggs.’ Preferably, the nmessage is an
tentitl ement nmessageepefifively randofP£RP theOdkqldhck W the aRis¥dgRd 16 Edith a plurality ofA
ifurther aspect of the present invention'is now discussed. Conventionally in
t he br 0&¢te af suchf messagegi soathatothe snessages of néalr sehieoin tasddm saguent¢;endas a
packet of digital data 20 nd..an.i dentifier for the packet; the
jidentifier is at | 83@{‘1%11%?6‘@%“1’ AT PR GF messages™  According to the
ipresent invention, preferably the output neans referred to before is
jarranged to output the plurality of sets of nessages as a digital signal

‘i ncl udi ngl0a  Preferaplycikbe methed ipeledesr thisl step enfestating amkssagds génedated tial thdat a
fand an identifier for the ,. acket, the identjfier, being | ess than two
lbytes (and prgfl_éef%{m%ﬁt?néngﬁ éheoﬁgnﬁ?%gngi %eggre?erpélﬁgqaﬁ}} saidi L EaMePBBE B in
1@ reduced bangynfdiby REVIRE BB Imessages in randb& Jeg@édéé.e i's provided

| ndependently. Hencé, according to a second aspect of the

The invention also provides a method of controlling access of a user to a broadcast

1
and reception system, including, at the broadcast end, a method of repetitively
15 generating a set of messages as aforesaid, and, at the reception end, the step of
? receiving said messages. Preferably, the message is an entitlement message for

reception by the receiving step.

A further aspect of the present invention is now discussed. Conventionally in the
broadcast of a digital bitstream, information is transmitted as a packet of digital data

20  and an identifier for the packet; the identifier is at least two bytes in length.

; According to the present invention, preferably the output means referred.to before is
arranged to output the plurality of sets of messages as a digital signal including a
packet (more preferably several packets) of digital data and an identifier for the
packet, the identifier being less than two bytes (and preferably one byte or less) in

; 25  length. This can result in a reduced bandwidth requirement.

The feature is provided independently. Hence, according to a second aspect of the
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i nventi on, W&B4E provi ded apparatus for generating a di g?tc (EPé??/aznlg

conpri-si.ng . a packet of digital data and an identifier for the packet,
conpri si ng: means for generating the packet of data; and
means for generating the identifier; 5 wherein: - L the

i dentifier gepresent invgniemmthere is pao videdppparabisdenganarasing @ digitah signaleompmisslg i s
| ess than two bytes jn.length. .. _...The identifier may.conprise an

i dentity par a?rﬂg‘"é‘rgﬁtalggafgﬂ@taﬂd G rdensifisr ?Ori tﬁ‘?\ﬂﬁ?lfﬁtr COmpIiSiigase preferably
these parameters apgafafoh pindthfisy the JaBkAldr dafl af@se of inplementation. 10
Preferably, the digital value of the length paraneter is not directly
proportional to thmeans for gantratitg therideifst; t he packet. This can permt a
greater rgnge Bf actual length of the packet than the range of the
digital val ueV¥8f™™he | ength paraneter. The apparatus nay further
conpri se neans forgst:qL.l = (Y3 r :

et veen the GFanpifis Bendnd Mo sripid e ahSaBRIREARY s

| engt h of t helepathaattwo bylds in leddths aspect of the present invention also
extends to a broadcast and reception system i ncludi ng, at the
broadcast end, apparatus as aforesaid, and, at the reception end, a
device for regejvi j ' | : : L I chiken 3

af oresai d the%g‘!f xc;egﬁpfa?h’g?%hg@gg%glﬁgtybgﬁg%}%%gtg H&;S%nétﬂp a d;ff@g‘r}, E}gllqlhgi%gnal
conprising a paelpedferablydihgie pdraretes aaeachry bitkeint lefigth foif ease bfi émplemieatation.he
20 identifier being less than two bytes in | ength. Inits

i ndependent nethod form the second aspect of the present invention

provi des h : [ alel (o] ' : LS ket
of digital daf ey ﬂéltm?@s%?ﬁk?‘sﬁvﬂ#ﬁ%eréég el Brbpriiondt (e
gener ati ng t hactpélckgith of thapackeanThidScan permit a gre@Rn edngei oftactia lergeinbf theer ;

wher ei n: : the identifier is less than two bytes in | ength.
packet than the range of the digital value of the length parameter. The apparatus may

fesent

further comprise means for storing a look-up table giving the correspondence between

the digital value of the length parameter and the actual length of the packet.

15  This aspect of the present invention also extends to a broadcast and reception system
including, at the broadcast end, apparatus as aforesaid, and, at the reception end, a

device for receiving said signal.

Furthermore, in the method as aforesaid the plurality of messages may be output as
a digital signal comprising a packet of digital data and an identifier for the packet, the
20  identifier being less than two bytes in length.

In its independent method form, the second aspect of the present invention provides
a method of generating a digital signal comprising a packet of digital data and an
identifier for the packet, comprising:
generating the packet of data; and
25 generating the identifier;
wherein:

the identifier is less than two bytes in length.
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?Pr ef erabl y, widws/azghent i fi er conprises an identity paraneter arch/erd7@pghh

‘par anet er. Preferably also, the digital value of the | ength

fpar aneter is not directly proportional .6- tothe actual length of the
jpacket. The second aspect of the present invention also provides a
|di gi tal signalPreferibly, ithé identifir comprises an RieRBGKpiraRbtedli B! Alledddf RaraffRttr.

ian identifier for the packet; wher ei n: the identifier

is less than tRiefempliealse,the digitehvalue of the lemgthiparanitsr, istriné dirdethy pfopertional
conprises an i j r..and . a length paraneter, the 10 identity
and | ength partgﬁ}eg%éectrt%alg%{(gﬁggiﬁ]eéfaﬁﬁ% in length, and the digital val ue of
it he -length paraneter is not directly proportional to the actual
Jength of the _Ipacket. A third aspect of the present invention is
inow di scussed.lhesncandtaspasaf Brequessatinvention alsyprowites ardigital signal, kymsrikipgct
t0 severe pandwidth re tg‘gé‘ﬁéﬁﬁgg‘ Therefore, preferably, if the

fbroadcast and receﬁtﬁ% °t 2¢8esai d further 15 conpri ses neans

f or broadcasting dqhqdedt{qiegk&qhg?meit;ses means for producing a
control command representative of a characteristic of the data, and the
out put means Wwhereini ncl udes means for repetitively broadcasting the

plurality of sets @f nessages, at. a varjiable repetition rate, and for
ivarying the repeti gli’co‘r‘ile?‘ét? 15 sy dhan RO e WiHengthnt r of command:” 20
This feature is, in the third aspect of the present invention, provided
i ndependent|ly. According to this third aspect, there is provided a

broadcast systReeferablyghei identifier comprises an identitg pamnfeter dndcaldnghtpargnelet the
means forl(pr od%?t.gg %i:ont&]r ol command r pr%ser_lt ative of a characteristic of
t he data; ' and '8ty and length parameters gre F@g’e%i {5 W Ispety ¢ad dbe digtal velne ok thse,
at a vari abl e.j&RRebirhmeRr PAG dikRil i | s being
arranged to vary the repreti ti Ol’ll rafgr?pr?rt}oeﬂggﬁozgxg%[cgfa??&%ﬂ?{)#}{gﬁﬁ?&gbl
conmand.

A third aspect of the present invention is now discussed. Conventional broadcast

systems are typically subject to severe bandwidth restraints.

Therefore, preferably, if the broadcast and reception system as aforesaid further
15 comprises means for broadcasting data, it also comprises means for producing a
control command representative of a characteristic of the data, and the output means
includes means for repetitively broadcasting the plurality of sets of messages, ‘at a

variable repetition rate, and for varying the repetition rate in response to the control

command; -

20 This feature is, in the third aspect of the present invention, provided independently.
According to this third aspect, there is provided a broadcast system, comprising:
means for broadcasting data;
means for producing a control command representative of a characteristic of
the déta; and
25 means for repetitively broadcasting a message, at a variable repetition rate; said

message broadcasting means being arranged to vary the repetition rate in response to

the control command.
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varying twWe 3B&geXition rate in response to the control co %?9760% wi dt h

can be . al l ocated dynamically for specific nmessages. In the
preferred enbodi nent, the data are signals representative of progranme
events (preferably digital television or radio programme events), and

t he means f @y yarpisgdharepstition tage mongsponke tootmmantrolscoammandyddndwidth ogtube t he

command to b regéﬁsent.at b{vg) of ttﬂ?e time of broadcast of a particular
programe e\PEREAEd Aynamically, top specilie MTsy8Ehe nessage is an EMM This

aspect of the invention is particularly relevant to Pay Per View

events, where the demand by viewers for authorization to watch a particular
PPV eVarhe piefdrregeanehodirhgnt vhe gaaacosighalgrdpeesehtatipe ok programme eveénss

event . 10 he, control .conmand nay be produced by the progra .

br oadcast er (P %@blmdg/gﬂa?telewsm SR Pra e Ygnissapd dhe me%nsg%gﬁw

Br oadcast er” . ' | S is
arranged to t\l}é?gﬁgﬂgoxrnénggg i} %ﬁigr%g?tgb P’dduéea{h%ecgiﬁf%getg Pd’ﬁe%g% g%?%t_a cast of

the event. Rimé ef Brohdcadl GfQ, pastiiulhr PesE atteldvemdambprefgably furtherehdebsage
arranged to increase the repetition rate before the tinme of broadcast of
the 15 evdptan EMMye Thinasped ofnide dacationds pasisulatly gislevartetogBiay Rer ¥ ti ne

of broadcast t t : E I ' PPV
progranme even ts’t ﬂ'g’ﬂlen%l? edggéggrbgt \élewgrf fsof gg{m%ﬁm %e?%%sgfgﬁ {05\&9 %1%\’ 10
or 5 ni nut esevigf WilEgéreeally vy abcopdingds dsd prokintiieotRdvenaind may

continue until perhaps one half of, three-quarters of or even the entirety

of the event 20 has el apsed. The | ower rate nmay be one broadcast every 30

o one Mnut pie B9 eyt mey MEBIORR o) B iitanye PRaERR PRyl C. ©

not have to dheougKacid-salledeStivetifor Propainin@ Bbadtditee (SRBRL € figures
are al so possible, and the |ower rate nmay be slower than once every 30
m nut es and the increased rate nay be faster than once every 30

seconds. 2 T hir t of .. .nvention n 0 - st
and receptio regeg;%l{fgn%ald m%ss%?%?ha&?ﬁagggeeapﬁzs %’F%’éﬁfggéﬁ’ agiéfle 5%55@?%%@%5
af oresai d, afdr i@ tilBf HeGRIBASE @ t18)€hend Preferablfeiléd; §afdomessage ibydadgasting
broadcast data and nessages. . .
means is arranged to increase the repetition rate before the time of broadcast of the
15 event, as well as to increase the repetition rate during the time of broadcast of the

event.

For example, for a particular PPV programme event the increased rate may start
perhaps 30, 20, 15, 10 or 5 minutes before the time of broadcast of the event, and may
continue until perhaps one half of, three-quarters of or even the entirety of the event
20 has elapsed. The lower rate may be one broadcast every 30 or 15 minutes, whilst the
increased rate may be one broadcast every 2 or one minutes or every 30 seconds. The
actual rate naturally does not have to be exactly the figures mentioned; intermediate
figures are also possible, and the lower rate may be slower than once every 30 minutes

and the increased rate may be faster than once every 30 seconds.

25  The third aspect of the invention extends to a broadcast and reception system
including, at the broadcast end, a system as aforesaid, and, at the reception end, a

device for receiving the broadcast data and messages.



Thi s aspect al so provides a nethod of broadcasting, conprising:

broadcast i (g shzase produci ng a control conmmandeCEpPEO6at i ve
of a characteristic of the data; and repetitively broadcasting
a nessage, at -a variable repetition rate-ghich is varied 5 in response to
t he control command. Preferably, the data are signals

r epr esent at i VEnhioaspectogdscaprovidey anhathodinfl btdadcastng, raomprising: nmessage i s
representative of the tipe of broadcast of a particular programre event.
Preferably al so, t#eadcap®gidaisn rate is varied near the time of broadcast

fth t. : ' five d istic |
0 e even ) rpé?&e{{r}g;% é;é&;fu%ﬁ @Qh%ﬁﬁréﬁ flleg)résgx{?tﬁtté%: c?f?ragcl%?atcgerfsﬁc bf'thed ?%}]de

before as well, , as dur roadcast o

event . | n repaiitivsly oadcastingdirhésofr| aoweiableysdticion rae olliehns varded
arise fromfailure of the | i nkage between the SM5 and the SAS, given
that these el IBPOB¥N e yentEel|command. dj st ance apart. According to

a fourth aspect of the present invention, there is provided a conditional
15 access systemfor affording conditional access to subscribers,

conprising: Preferably, the da@d & 35@kls bg;remme e %&og&mﬁhﬁrﬂv@ﬂk’ﬁhzﬁd Hctontrol
a subscriber authorjzation system (SAS) coupled to the subscriber
management  messagpyisirepresentitive i throtiig £F | boerdsgst 108 m pestighlargirpgrameemeventbr
generating subscriber renewal commands and neans for authori zi ng
renewal of the subscribers in dependence on 20 such conmands. ' By

pl aci ng the nERfisatlPhlseeiherepdtiidn THRSS VaRed néLNRNECHMBroAdast oF thBvahsS,
r at her than in the SM5 as hitherto, command exchange between the SAS

and SM5 can biMore preferghily, the zengtitipie nate isainsrsasedrisfore quiwedlpraferably, as during
i nteroperabil jty. of the SA SMS can be reduced. 25 The fourth
107 et it of Bacies s

aspect of“the ¥Vd¥s a conditional access system for
affordi ng conditional access to subscribers, conprising:

In conventional conditional access systems problems can arise from failure of the
linkage between the SMS and the SAS, given that these may be some physical
distance apart.

According to a fourth aspect of the present invention, there is provided a conditional
15 access system for affording conditional access to subscribers, comprising:
a subscriber management system (SMS); and
a subscriber authorization system (SAS) coupled to the subscriber management
system, said authorization system comprising means for generating subscriber renewal
commands and means for authorizing renewal of the subscribers in dependence on

20 such commands.

By placing the means for generating subscriber renewal commands in the SAS, rather
than in the SMS as hitherto, command exchange between the SAS and SMS can be
minimized. Hence also, the requirement for interoperability of the SAS and SMS can

be reduced.

25  The fourth aspect of the invention also provides a conditional access system for

affording conditional access to subscribers, comprising:
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subscri berqﬁgr?g/é%%nt system f or nmanagi ng the subscri bers, ipﬂ%l’cﬁw%mg
dat abase. with subscri ber information and neans for generating (preferably.
fromthe dat abase) a stop comrand tBat a particul ar subscription is
to be stopped; and ) a subscriber authorization system for

aut hor'i zi ng t he subsescesrsmanagamientdsistem Sor ntahagisg be sibeeribemn aphniing a

system and apranged.to receive the stop,conmand; the , ubscr.i ber
aut hori zat i ondaééﬁg%mlt@oﬁ%?cf@ﬁ&f?fé’%@nf . rB%“Wé:}g’i g?f&r%m?u@é%éﬁggf frogybgal
command for egfhbaSdiRsabp B6niaid M%%?@&ﬁa:%b&é}%ﬁbqg t&@@‘?&%@eé; dt hat
subscri ber and neans for authorizing renewal of the subscribers in

dependence on the zsiscnbdyemthorization systenglfor autirariziag the dfbscrib¥ref @uplidyto t he

subscri ber mapagepent systemincl udes neans for generating (again
preferably f r@thSP 1 %&é‘ﬁﬁ%ﬁé)m&t Sk, AGnsreanged hareeiyrathei $op gpmmand; the
subscri ption | g i A L SOITRN
generati ng ne%%g&rg’fe p?‘#}elorézuatt)lgg%?%%Iggomgﬂgng%%aggrj?@ge#%%ﬁ%g?%% %lg%arrrrlanaged
to generate eemhmandbfoseadesubseitent depentenad ohRhe stop comiidnddor thapandentee on

the start command. Hence the SAS can handl e not on 15 renewal of
exi sting subs¥dBeans fexautharizing spewal) OmeFnleﬂﬁwra%qmadqngapndhe gibsereher

a

subscri bers. ] [hegsubscriber authorization systemmay also include a
dat abase with subscriber as. information, in which case it preferably
al so includes neans for updating the information in that database in

dependence on_the information in the subscriber 20 managenent system

dat abase 10Thi Brefeasblpr thecpibscaipsr menagemang systern incleddsi meansdongenerating (again

SM5 and SAS. t r n, . a First In.Fi.rst Qut Device.is
provi ded bet wWErsferaly, f@ﬁi)tshg ?ﬁﬁ%’rﬁgg al Sth ?%fﬁ%? ﬂ&% %%cﬂgnﬁbé?r?m&nr}ég% b¢and
the renewal asthritsd; iaat Nle RBSSibel ereWAl @8@mand genka®itg Othe HRNBREHES sidagtiAS Ur €
that no command is lost in the event of failure. 2§ The renewal

aut hori zi ng nBBRiZaHgN isydemde avangest tarsenesate cacl subseribeneneweh opimand dn

entitl enent nmglgnggpcﬁmeﬁcgeof%sgt%b&@a%rt%@aﬁget hori éeS/{§%gr\{vahlahdllennc§thgnly

preferred nent, these nes
15 renewal of existing subscribers but also initial renewal and authorization of new

subscribers.

The subscriber authorization system may also include a database with subscriber
information, in which case it preferably also includes means for updating the
information in that database in dependence on the information in the subscriber

20 ~ management system database. This can protect against failure of the link between the
SMS and SAS.

For the same reason, a First In First Out Device is provided between the subscriber
renewal command generating means and the renewal authorizing means, to average

flow of commands and ensure that no command is lost in the event of failure.

25  Therenewal authorizing means may include output means for outputting authorization

entitlement messages to the subscribers, to authorize renewal. In the preferred

embodiment, these messages are EMMs.
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The subscri ber authorization system nmay be capabl e of providing special
rights (such - for exanple as free righps for a limted period) for new
subscribers. This can afford versatility to the system The

i nvention ext qRdSulRriBerCRRtiriza@oRtysRef 82§ beXapae oDSloRHiRDE eélall)hgﬁldc(m and
5 reception system said system conprising, at the broadcast end,

system as af ofersadatple as free dights fora limited pegiod)sfon gew aubschiberse s F@haf&ﬁd a
device for receiving said nessages. The invention further extends
to a broadcastveléﬁ%mb’éegﬂﬂ‘FyéFFn%yst emincluding a condi tional access
system as aforesaid. The systemtypically is for the broadcast of

digital television or radi o progranmes. 10 Preferred features of the

present i nventTheninvértionnexterus tdeaccbnmadnalmedsysybtmu\meu[g for a broa;bcwfmré
with reference to the acconpanying draw n re,1

Shows { ho v errefeptien EAIeHoGAdk 9 YiST T INEar hE PEHERD Foc FV SRS t o
th f ¢ 5
Shows the b cTEEELY COBPF B BoRart FORRTo L ehbes  SYETRl ring sid pepifies

tel evision 15 system Figure 3 shows the structure of an
Entitl enent l\/anagemant Message used in th condi t,i onal acce sglstem

Figure 4 is a dehayartion é\ﬂrét@ra%t@dmeearmpmﬂemﬁ recepfipR SYSiERy nc clidi
Aut hor i sat i on clgﬁﬁtugnal Jeess s 4i)as é:rggaﬁid n?hgg};rsge[ é}gﬁl fam gmdhﬁgﬁgastoéf the

present | nvent gure

architecture Qﬁ it €elSASon or radio prd@rgumes 6is a scherratl c diagram of a
Subscri ber Technl cal Managenent server form ng

10 Preferred features of the present invention will now be described, purely by way of

example, with reference to the accompanying drawings, in which:-

Figure 1 shows the overall architecture of a digital television system according to the

preferred embodiment of the present invention;

Figure 2 shows the architecture of a conditional access system of the digital television

15 system,;-

Figure 3 shows the structure of an Entitlement Management Message used in the

conditional access system;

Figure 4 is a schematic diagram of the hardware of a Subscriber Authorisation System

(SAS) according to a preferred embodiment of the present invention;
20  Figure S is a schematic diagram of the architecture of the SAS;

Figure 6 is a schematic diagram of a Subscriber Technical Management server forming

part of the SAS;



part of the SAS; WO 98/ 43430

- 11 - WOIBH438 7 is a flow diagram of the procedure forPGUERTIZI0
renewal of subscriptions as i npl enented by the SAS; Figure 8
is a schematic diagram of a group subscripti-on bitmap used in the automatic
renewal procedure; 5 Figure 9 shows the structure of an EMM used in

t he aut omat i c FiguneWas a flowodisgram; of the procedure dorr antdratidwenewhlno fkeibsdriptioheas

structure of the EMV igure 11 is a schematic diagram of an order
centralized wm@&m%@&m@%&i receive . comands directly through
conmuni cati ons servers; Figure 12 illustrates diagranmatically a

part of Figure 2 show ng one enbodi nent of 10 the present invention;
Figure 13 is &igueh8ima scheatigdiagran of Agreuriabsaftiondiintfthse8 kY e dGRatits €d

to receive commands from the subscriber authorization systemto
request a cal F§WR} procedure; Figure 14 is a schematic di agram of the
conmuni cati ons servers; Figure 15 shows the manner in which EMM

em ssion cycle rate is varied according 15 to the timng of a PPV event;

Figure 165 s Riguedherhbwe tidi agicant of af IMFEAREA iFihd hﬁbmuﬁ@@eﬁe%a?ﬁ&ew;
Figure 17 is a schematic diagram show ng the manner of storage EMVS

within the .
Figure 10 shows in detail the structure of the EMM;

Figure 11 is a schematic diagram of an order centralized server when used to receive

commands directly through communications servers;

Figure 12 illustrates diagramrnétically a part of Figure 2 showing one embodiment of

10 the present invention;

Figure 13 is a schematic diagram of the order centralized server when used to receive

commands from the subscriber authorization system to request a callback;
Figure 14 is a schematic diagram of the communications servers;

Figure 15 shows the manner in which EMM emission cycle rate is varied according
15 to the timing of a PPV event;

Figure 16 is a schematic diagram of a Message Emitter used to emit EMMs;

Figure 17 is a schematic diagram showing the manner of storage of EMMs within the

Message Emitter;
, Figure 18 is a schematic diagram of a smartcard;

20  Figure 19 is a schematic diagram of an arrangement of zones in the memory of the



Message Emitter; Figure 18 is a schematic diagram of a smartcard;
20 Fi gungob§4isSe @ schematic diagram of an arrangenent of peomesr/62m06 he
menory of the WO 98/ 43430

- 12 - - smartcard; and Figure 20 is a schematic diagram of a
PPV event description. An overvielf of a di gi.tal television

br oadcast and reﬁepﬁi,i oa system 1000 according to t he present
invention is ¥H 'fPFi gure 1. The invention includes a nostly 5
conventional digital television system 2000 which uses the known MPEG 2
conpression systemto transmt conpressed digital signals. In nore detail,

MPEG- 2 Eigupr 26 &0z sh@ftic diagram ofid PR ewanteseriperi ves a digit al
signal stream (typically a stream of video signals). The conpressor
2002 is connected to a multiplexer and scranbl er 2004 by |inkage

2006. The nul %}%mv@fﬂfféw 52941 dif Rl ETorforBhdtadt! dnh¥e&gﬁ§jﬁ'%)%£'§ﬁ 1.690 acdoPRHE 1o

signal s, assenbles one or re transport streans ansm ts conpressed
digital signatke presenttinassiont iseshod@0dh EHigurbel.br Dhel dasdntios Nintkdes a hiostiypge
2010, which ¢an of, caqurse take a wide variety of forns includin

t el ecom | Pnksconmeationah ndigitgly delevision systgnp 3008, whichs ussse the dﬁfﬁ’g‘ﬁ\etMBE@?%;nal s

.via.uplink 20 i1 : 0
el oct roni cai | SOBPESHA Bsfern ) faddrCodhAOngR Bl sgpaly Jiire 48T MBEGL P
earth recei vetomfrtssor Q00Y étai roaddadt defitré ecelves  digital dipsd) seremad(t@icdlleni ed

by the end user. The signals received &ﬁcr‘ecei ver 2018 are
transnmitted t8regm phividgeignals). The gamgsesser 2B Sokonneged) to anaultipiexeeardd by

recei ver | decoRarnbarth Rhbet RR0E0The mliplf P00 feEui® ShARNRTDe At

tel evisi an sigipat sfp@tils! BSefmbles\onsi @NmBRY tr2fkPSrt stre2@s andAr&RAist dopipbssad cess
system 3000 is connected to the nultiplexer 2004 and the

r ecei ver / decodigitabsignals iy tiagsmigen2@QP ¢fathe Ibyoadeast entes vadinksge 28H, rwehighd
PRl Y ) ol BORREE i (B Pt RSa S8 R T B
smartcard, cape®f anidelEcitbinkfitbtioRipnaaly & UptinR 200D tdveards a satellite transponder
2014, where they are electronically processed and broadcast via notional downlink
15 2016 to earth receiver 2018, conventionally in the form of a dish owned or rented by
the end user. The signals received by receiver 2018 are transmitted to an integrated
receiver/decoder 2020 owned or rented by the end user and connected to the end
user’s television set 2022. The receiver/decoder 2020 decodes the compressed MPEG-

2 signal into a television signal for the television set 2022.

20 A conditional access system 3000 is connected to the multiplexer 2004 and the
réceiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or
more broadcast suppliers. A smartcard, capable of decrypting messages relating to
commercial offers (that is, one or several television programmes sold by the broadcast

25  supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and
smartcard, the end user may purchase events in either a subscription mode or a pay-

per-view mode.

An interactive system 4000, also connected to the multiplexer 2004 and the



commercial offers (that is, one or several television progr
t he br oadcWé9848430 syppl i er) can be |nserted into the rece‘i’%ﬁ%@g{)g

2020. Using the decoder 2020 and smartcard, the end user may purchase
events in either a subscription node or- 8 pay- per - vi ew node.

A oo Criadesetor oD et BeBoossiEt R %gs”c‘éhtc%si',c%% i phe 8
br oadcast ¢ ﬂx%rgec%g%sp&fawex 8. end u\§ert e 1%%?&?6\%161&2[ 3 oal@s a‘%ﬂﬁaﬁanne &05(2)

interact wt I catl ons

The conditi omhe@@e@sbaclsymmmo is now described in nore detail.
Wth reference to Figure-2, in overview the conditional access system 3000

i ncl udes a Subscriber Authorization System (SAS) 3002. The SAS 3002

is connected,fo0 O re scrl nagenent tenms (SMS) 3004,
one” SV Tor  BRe RO uRAl asgeSt sy SR S MBRF BRI abTTCEr | Bl hkage
3006 (al though other types of |inkage coul d alternatively be used).

Al ternatively, one SMS could be shared between two broadcast 10
suppl i er§, onmmf@umltpeﬁigm@, éh owerviewothgvsaditioral ageesssystem 3000 1ﬂ¢ﬂ¢°§t

encrypting un| the, . form of .ciph 3 l.isin

arar  bar gs 5 SubscBebATHERER Rt (oA a0 BasThy SRS At Sl die
encrypting upj hrgabdiribs Mifagement S%Qérﬁ% ?MS) L 'di'l@ SMS Y§r %%%rHédchétS' ng
not her smartcards 3016 are connected to t I'tiplexer 2004 by

| i nkage 30183up“plher rbgcaenew;mctxde&"ﬁfﬂdﬂ’ 1kage B@@@(a}theu@ tthetypeeof lidkage could

smartcard 3020. connected di r ct I 30 ations
Servere < altespabvelr D AR 2ot ST Dt thetes R CdE R
amongst 1@t NegdieRISr one su gﬁepé&na REd Rl shmt and & b€ daughter smartcard on
request. The smart rds contain t Secrets of one or nore
commerci al operators. The "not her" smartcard encr ypt s different kinds
»? Le;r/m ﬁz\e}gef hgprgtleégfygtlggu Jgdhe fsogr?xrgf%%rhgrﬁngz gmts 30%% ut1¥1g1ng mo’therssa ecsardsI f

3010 are connected to the SAS by linkage 3012. Second encrypting units again in the

form of ciphering units 3014 utilising mother smartcards 3016 are connected to the

multiplexer 2004 by linkage 3018. The receiver/decoder 2020 receives a "daughter”

15 smartcard 3020. It is connected directly to the SAS 3002 by Communications Servers
3022 via the modemmed back channel 4002. The SAS sends amongst other things

subscription rights to the daughter smartcard on request.

The smartcards contain the secrets of one or more commercial operators. The
"mother” smartcard encrypts different kinds of messages and the "daughter” smartcards

20  decrypt the messages, if they have the rights to do so.

The first and second ciphering units 3008 and 3014 comprise a rack, an electronic
VME card with software stored on an EEPROM, up to 20 electronic cards and one
smartcard 3010 and 3016 respectively, for each electronic card, one (card 3016) for

encrypting the ECMs and one (card 3010) for encrypting the EMMs.

25  The operation of the conditional access system 3000 of the digital television system

will now be described in more detail with reference to the various components of the



The first and second ciphering units 3008 and 3014 conprise a rack, an
el ectroni c woog/szsdVE card with software stored on an EEPROMCT/PPY7(9200

el ectroni c cards and one smartcard 3010 and 3016 respectively, for
each electronic card, one (card 3016) farjs. encrypting the ECMs and one
(card 3010) for encrypting the EMVs. 25 The operation of the

condi tional aeReRbnSHEAMEUOMdahe thalidbmil hedest §s¥h S00M system will
now be described in nore detail with reference to the various conponents of
t he WD 98/ 43430 - 14 -

tel evi sion sy, ¢ 2000 g theblcondi tional access system 3000.

Mul ti pl exer Mﬁ%@ﬁ———wﬁ“m ®Wth reference to Figures 1 and 2, in the
br oadcast ce : itQ | oo S| j f] g or
b1 ¢ rate rodugany o et SOl ARED I REbroadeastcomiye e el VBRI IO
signal is thefwst compressetl gdr bo rateeredudetd), phsinge theaP EG-2 arviad peess@00d02i Thishe

| i nkage 2006 in order to he multiplexed wth other data, such as other
conpr esse comprggsed, signal 1s then tﬁq?émétff’safﬁm’"ef“ erearaed sgragbler 046z theused

|0 the. . sor ankbiine 2009 5 S5uensl vk RELIAREd wity otk diBE MEFGS upt LBAMAG.A e

mul ti pl exer 20047 The contr ol gener at € erna

the end user'data.nt egrated recei ver/decoder 2020 to descranbl e t he
progr ame. Access criteria, indicating how the programre is
comerci alised, are al so added to the MPEG 2 stream The programe

may be conmer-y %ﬁq i I [9@% . : ) SChLi-PLI

nodes and/ or T(sjllrl1étaal‘L)cl(r) aenger{sgléatrt&gdf'c ag/wlgtra?uﬁdel\l}\/m%%g%&fgé pm%%%eaglddﬁ&g@eent S.

I n the subscrinpthedPEGIR2 stredte iantie ureltiplendrs 2004 e STHeOc1ifd] OkordDisEgenerated

conmmer ci ﬂ)n of fers, or "bouquets", thu %etti ng the rights to watch ever
S

’ %@ﬂbF@P@ﬁr/é%wé%mormrﬂeﬁcra@bt%y960

channel i gternally andippables,Higfnduser' in

commerci al offer e sel ected from a bouquet of channels. In the
Pay Per Vi ew t&rlg&zeép?rﬁg@'end user is provided with the capability to
purchase events as he w shes. This can be achi eved 20 by either

pre-booki ng the event in advance ("pre-book npde"), or by purchasing the
event as soonA§Essy eriteda,ppdisaangshow thenpropemme ifecommernsialised, gre plse added to

gzggglr I”g?;[ E)nad(l)lrk I%F’EGF% gg%‘%u?ﬁ%f %Qﬁa&ﬁh? Hlay bdELAR i Qfse B Th etiﬁ'lee"y_ oRglgh N
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)

15 modes or events. In the subscription mode, the end user subscribes to one or more
commercial offers, or "bouquets", thus getting the rights to watch every channel inside
those bouquets. In the preferred embodiment, up to 960 commercial offers may be
selected from a bouquet of channels. In the Pay Per View mode, the end user is
provided with the capability to purchase events as he wishes. This can be achieved

- 20 by either 'pre-booking the event in advance ("pre-book mode"), or by purchasing the
event as soon as it is broadcast ("impulse mode"). In the preferred embodiment, all

users are subscribers, whether or not they watch in subscription or PPV mode, but of

course PPV viewers need not necessarily be subscribers.

Both the control word and the access criteria are used to build an Entitlement Control
25  Message (ECM); this is 2 message sen‘t in relation with one scrambled program; the
message contains a control word (which allows for the descrambling of the program)
and the access criteria of the broadcast program. The access criteria and control word

are transmitted to the second encrypting unit 3014 via the linkage 3018. In this unit,



course PPV viewers need not necessarily be subscribers. - P?%%[oghe
control worMO&Nd38he access criteria are used to build an EXGYT

Control 25 Message (ECM); this is a message sent in relation with one -
scranbl ed program the nmessage contddns a control word (which allows
for the descranmbling of the program and the access criteria of the

br oadcast pr ogi EOM Thgereeated; &ncnypted rand tanshittedbnabd theomabltiplexer aadecrambler
transmtted to the second encrypting unit 3014 via the |linkage 3018. In

this unit,  2004.WD 98/43430 . _ - 15
- an ECMis generated, encrypted and transmtted on to the
mul ti pl exer and scranbl er . 2004. Each service broadcast by a

broadcast supphiieberiide drébesst by raondvasirupplés in andadbsiteam comefisedi smimbdr
conponents; for exanple a tel evision progranne includes a video 5

conponent, anofiudistinct ceppeaeats; 0rsexaAmple | & teleWplon ePrOgEATIMS oingHidet A fyidso

t hese conponents of a.service is_indiulduall (ol I e t ed
f or subseéueanTBn"pone r%a'édégtcofngo?%_ ?P%’éﬁ%ﬁagﬁpoéﬁfna{% Sﬁejs?ekgp ‘%?&%%ch
scranbl ed conpgREsientd of Reservice i§hdviatally? s&aRmBleat tndEehbryptedeftdi ubsbquent
Programe Transnt ssion 10 The nul ti pl eXer 2004 receives electrical

si gnal s conpr bsiadgase e theptraspEmdes 20t dmin mespect of eagnscrambied eampansneafl thens
fromthe second encryptin i.t. 3014 and conpressed programes from
t he conpr essof¢¥H622 S%?"i’éatm&f E%Sé‘}fe‘gom scranbl es the pr ogr ames
and transmts the scranbl ed programes, the encrypted EMV and the
encrypted ECMs as electric signals to a transmtter 2008 of the broadcast

centre via 15Pro¢ramiongdra@dMissibhe transnitter 2008 transmits

el ectro neti.¢ sigpals t rds. th . .Satellite transpo I 4 via

pl 1 ik 2000 The itiitees bl frseier Spptioet sighls orpptSog FRRPPRY EVA I m

2014 receives W3Mp%é§§§dtmlf&ﬁﬁ HRGBRd bcrihiiahsit 3014 and [c8R$dstdaed

by the transmitter 2008 transmts the signals on to the earth receiver
20 2018, compvegramneal frymi thet bempmessor i2002. diBfe owltgrexar 2@t edrampleshheend

user, via downl i nk 2016., The si | s received by recei 018. agre
ransm tted ¢ GrRSEImes and FHRRGILYE dor O R FABE e DSRS0 Tt ENITS 3P4 o
by the end usegp.aRda0RPE Gt @thclR §i%l€als to a trafRHttUSEI08Sof Bk A¥badcast Rhire 21422
The receiver/decoder 2020 denultiplexes the signals

15 linkage 2010. The transmitter 2008 transmits electromagnetic signals towards the

satellite transponder 2014 via uplink 2012.

Programme Reception

The satellite transponder 2014 receives and processes the electromagnetic signals
transmitted by the transmitter 2008 and transmits the signals on to the earth receiver
20 2018, conventionally'in the form of a dish owned or rented by the end user, via
downlink 2016. The signals received by receiver 2018 are transmitted to the
integrated receiver/decoder 2020 owned or rented by the end user and connected to the
end user’s television set 2022. The receiver/decoder 2020 demultiplexes the signals

to obtain scrambled programmes with encrypted EMMs and encrypted ECMs.

25  If the programme is not scrambled, that is, no ECM has been transmitted with the
MPEG-2 stream, the receiver/decoder 2020 decompresses the data and transforms the

signal into a video signal for transmission to television set 2022.



to obtain scranmbl ed programes with encrypted EMV and encrypted ECMs. 25
I f the progyeeyEssse not scranbled, that is, no ECM has beenptcr/ERgMi2086d
with the MPEG 2 stream the receiver/decoder 2020 deconpresses the
data and-transforns the signal into;a_video signal for transm ssion
to television set 2022. -

16 - | i r ) -
oxtracts the Cort Cumaareg: bRl BTR ARk RAEA0Y) e RRe Ehmadetane |\
ECM to the "dRONifeni the MPEGD dre3a@2Md passes thef ECMeao eld’ dagghiter” Bhiastcald @030 nt o
a housing in the receiver/decoder 2020., The daughter smartcard 3020

control s whet REFherend userel Tiseslotdrtoarhousingin thegeerivaridseoder d0BEM bhdaughter o
access the pr g&%&%‘ﬁ’ '30&(% 6%81‘({1% @iﬁhﬁfgulglgg’{e\e/e dﬁ&as?‘{ {f%set]h% £ v ?oegecg'g%ﬁ]tﬁg E%I\g and

recei ver/ decoder rogr ame not”
descranbl ed. k4 agdess B8 Pro@emn@oels nog\vienegative stath@ i§ paddtd to tHeereb&iMridecoder
decrypted and the control word extracted. The decoder 2020 can then

descranmbl e t h@0R0 togindisate thet thegprogrammentannel bevdssatamiled. Ifthcend yser daen haye

ol ev i on 10 SRR BOM it Bécyited i oot wadl it RY, AreRER 0 1
A Subscri ber W&E‘&Qﬁﬁi@éﬂrw@ﬂé&ﬁ{%&%@m@gﬁﬂg {HIE LIRS word atrab ATPEGQ2dreahi igh

manages, anongst others, all end user files, comercial offers (such
as tariffs  decorepresspd ambirarstaigd intnid yised sighalifor oPPatddeanainissionao deleidsian

r egar di ng, £nd %ﬁgf consunption 15 and aut hori zation. The SM5 nmay be
physical |y re 2?romthe SAS. Each SM5 3004 transmts nessages to
t he SAS 3002 via respective |inkage 3006 which inply nodifications to
or creations of Entitlenment Management Messages (EMVB) to be

transmitted t Qubseriberdylanagement Svstehre (SMS) 3004 al so transnmits nessages to

t he SAS 3002 i i | 20 di fi i tigns, of u
B I L P ke g e B
aut hori zati on gapdsetmbpst the%gqll %ﬁ%e R eP AT EMmBIcO eess QlcH & aRers

anmount that the end user w |l be charged).
and promotions), subscriptions, PPV details, and data regarding end user consumption

15  and authorization. The SMS may be physically remote from the SAS.

Each SMS 3004 transmits messages to the SAS 3002 via respective linkage 3006
which imply modifications to or creations of Entitlement Management ‘Messages

(EMMs) to be transmitted to end users.

The SMS 3004 also transmits messages to the SAS 3002 which imply no
20  modifications or creations of EMMs but imply only a change in an end user’s state
{relating to the authorization granted to the end user when ordering products or to the

amount that the end user will be charged).

As described later, the SAS 3002 sends messages (typically requesting information
such as call-back information or billing information) to the SMS 3004, so that it will

25  be apparent that communication between the two is two-way.,

Entitlement Management Messages (EMMs)

The EMM is a message dedicated to an individual end user (subscriber), or a group



As described |l ater, the SAS 3002 sends nessages (typically requestin

i nf or mat i orwo 98/43438uch as cal | -back information or billing ipﬁfq‘ﬂ‘??r?yp?lgﬁ) to

the SM5 3004, so that it will 25 be apparent that comunicati on between.

the two s two-way. Entitl enent .Mgnagenent Messages ( EMVB)

‘'The EMM i s a nessage dedicated to an individual end -user (subscriber), or a

igroup - of end users, only (in contrast with an ECM, which is dedicated1t6 one scramble@f
‘end users, only (in contrast with an ECM which is dedicated to one

scranbl ed progpnune anlyeorohbst afrscepminad prograsemethifquarpeb theasamescammprsial of
t he same commey.ci al of fer). .Each qgroup, may. cont ai n i ven.nunber of
end users. ThPS® r GAfl §5°tuipcfﬂaya§3mmn a glgg‘bp‘gﬁBﬂaﬁn"g’%a‘fsefﬁpt?mgsqrﬁﬂ“i n as

bandwi dth; tha rdupilS GEORirkiSing e BUAWRI SthaPR! fBckssttBCneFroup EACHrRRK @ a
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! The structure of a typical EMM is now described with reference to Figure 3.

| Basically, the EMM, which is implemented as a series  of digital data bits, comprises
a header 3060, the EMM proper 3062, and a signature 3064. The header 3060 in turn

20  comprises a type identifier 3066 to identify whether the type is individual, group,
audience or some other type, a length identifier 3068 which gives the length of the
EMM, an optional address 3070 for the EMM, an operator identifier 3072 and a key
identifier 3074. The EMM proper 3062 of course varies greatly according to its type.
Finally, the signature 3064, which is typically of 8 bytes long, provides a number of

25 checks against corruption of the remaining data in the EMM.,

Subscriber Autherization System (SAS)

The messages generated by the SMS 3004 are passed via linkage 3006 to the
Subscriber Authorization System (SAS) 3002, which in turn generates messages

acknowledging receipt of the messages generated by the SMS 3004 and passes these
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Subscription Chain area 3100°to give rights ‘for subscripti on node and

to renew the rights automatically each nonth, a Pay Per View Chai n
area 3200 to,give rights for RPV events, and an ENMM | njector 3300, for
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Co
functionlof eifEaRRY Bpipplementsd in Ragvarhe access rights to tel evision
programmes, avail able as commercial offers in subscription node or sold as
PPV 20 events according to different nodes of commercialisation
(pre-book nolepvérmew the SAS compdsks)a SuberipAch @R, area GA00ito givorigite or
rights and to,infaormation received fromthe ) SMS 3004, generates EMvB
for the substyostripiion mode and to renew the rights automatically each month, a Pay Per View
Chain area 3200 to give rights for PPV events, and an EMM Injector 3300 for passing
EMMs created by the Subscription and PPV chain areas to the multiplexer and
15 scrambler 2004, and hence to feed the MPEG stream with EMMs. If other rights are
to be granted, such as Pay Per File (PPF) rights in the case of downloading computer

software to a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 3002 is to manage the access rights to television
programmes, available as commercial offers in subscription mode or sold as PPV

20 events according to different modes of commercialisation (pre-book mode, impulse
mode). The SAS 3002, according to those rights and to information received from the
SMS 3004, generates EMMs for the subscriber.,

The Subscription Chain area 3100 comprises a Command Interface (CI) 3102, a
Subscriber Technical Management (STM) server 3104, a Message Generator (MG)

25 3106, and the Ciphering Unit 3008.

The PPV Chain area 3200 comprises an Authorisation Server (AS) 3202, a relational



i

.The Subscription Chain area 3100 conprises a Conmand Interf?@#glrj)g%lg%oz, a

iSubscri ber OSP4 Managenent (STM server 3104, a Messag (M3
25 3106, and.the Ci phering Unit 3008. The PPV Chain area 3200 -
iconpri ses an Aut horisation Server (AS) 3202; a rel ational WO

'98/ 43430 - 19- dat abase

{3204 for st ordaigbase 20 Mr stering fetevait ddtailscofdheisnd ssers, 4 eal blatldtk dhGbase
06, for the database, an O der

idat ab . Datab 3
Contrani zed SQGerDues Sovers Hscfor the dabase, p TR GrRIEZed saGE LOCS)

(SPB) 3208, a gy S nctiQn is basically
the sane as t?}%@? or tﬁﬂgﬁ%@%g@gﬂa %tlernesgﬁaﬂggﬂg l\ééi‘sagesémeﬁ%tgr ﬂg[kﬁ
descri bed f ur B2Hr whesedoyctidatiabisicailpdhd feneGspher fon theliblscr§RB: Chain area andhe
.EMM | nj ector 3300 conprises a plurality of Message Emtters (MEs) 3302,
3304, 5 3BdBnghacRdgibedfushern inany detail iapd dheeCipheng Xt 3HB0 and 3312.
iln the preferred enbodi nent, there are two MEs, 3302 and 3304 for the
Message Generator 3106, with the other two MEs 3306 and 3308 for the
Message Gener ThoEMM 1f)ectdES3 03Qpaiges alfluralid3O0MREsR e CPAMES e 35X
;3310 whil st MEs 3304 1gtynd 3308 ar g@co.nnlselcte to s I?'t he ES%)%EE?F%J ’
‘Each of the th3canded3f8 endpefiwaresMultiplexersSAMUXHe3330b0d 3321 dm thetmeferrad ea,

T e R

Subscri ption {Hajtkera . ' Loarily
f or despatchig}q rtre;sgvgg\ggggg% ?%3%}'&;(%%%%%%%@? %P&?%gém

el | as t18 t ha3W6cse3pamctedrtd the SMUXS3TTS/hilst Mits S0B. and 3 0€aneracthebrias f ace

It akes as inpu{hefSrl\g:tg,‘?é’1‘1:1111‘3Il SM5 either direct commands or batch files
icont ai ni ng s. It perforns syntactic analysis on the nessages
icom ng fromthe STM 20 server, and is able to emt accurate nessages when

{an error occurs in a nmessage (paraneter out of range, m ssing
ipar anet er, anBaehofdhy three mainzomponentnof thg SAdhtenBsbscription Chaihexdaydle FRV m i n

ja trace file 10 and al soJ inary. formin a.replay file 3112 in
order to be aéfl‘%mt%ear tﬁ?%ﬁé&bp%’&ﬂ%ﬁ .e”%’é’c@&rec&ﬁalﬂ)e di sabl ed and

‘the size

Subscription Chain Area

15 Considering first the Subscription Chain area 3100, the Command Interface 3102 is
primarily for despatching messages from the SMS 3004 to the STM server 3104, as
well as-to the OCS 3206, and from the OCS to the SMS. The Command Interface

takes as input from the SMS either direct commands or batch files containing

R

commands. It performs syntactic analysis on the messages coming from the STM

20 server, and is able to emit accurate messages when an error occurs in a message”

(parameter out of range, missing parameter, and so on). It traces incoming commands
{ in textual form in a trace file 3110 and also in binary form in a replay file 3112 in
order to be able to replay a series of commands. Traces can be disabled and the size

of files limited.

25  Detailed discussion of the STM server 3104 is now provided with particular reference
to Figure 6. The STM server is effectively the main engine of the Subscription Chain

area, and has the purpose of managing free rights, the creation of new subscribers and

the renewal of existing subscribers. As shown in the figure, commands are passed on
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The STM server includes at its core an autonmatic renewal server 3126 which

aut omat ijgal | yhOenarehes fﬁr?f{b?\ﬁ%ﬁ%esaa rst [ FIrQOut (BEEGYbufite 39DLLBRRES thel T €€
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the same comeanfhd BP9 WH¥Sfor any reason. They can also ensure that in the case of a crash
of the STM server or MG no command will be lost, since the STM server is arranged
15  to empty (that is, send to the MG) its FIFOs when restarted. The FIFOs are

implemented as files.

The STM server includes at its core an automatic renewal server 3126 which
automatically generates renewals, and, if required by the operators, free rights. In this
context, the generation of renewals may be thought of as including the generation of
20  rights for the first time, although it will be understood that the generation of new
rights is initiated at the SMS. As will become apparent, the two can be treated by

roughly the same commands and EMMs.

Having the STM separate from the SAS, and the automatic renewal server within the
SAS rather than (in known systems) in the SMS 3004, is a particularly important
25  feature, since it can significantly reduce the number of commands which need to be
passed from the SMS to the SAS (bearing in mind that the SMS and SAS may be in
different locations and operated by different operators). In fact, the two main

commands required from the SMS are merely commands that a new subscription
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each individual within that group to determine whether rights for the particular

individual are to be renewed.

In step 3136, a group subscription bitmap is set up according to the contents of the
subscriber database, as shown in Figure 8. The bitmap comprises a group identifier
20  (in this case Group 1 - “G1") 3138 and 256 individual subscriber zones 3140. The
individual bits in the bitmap are set to 1 or zero according to whether or not the
particular subscriber is to have his rights renewed. A typical set of binary data is

shown in the figure.

In step 3142 the appropriate commands, including the group subscription bitrnaﬁ, are
25  passed to the Message Generator 3106. In step 3143 the Message Generator sets an
obsolescence date to indicate to the smartcard the date beyond which the particular

subscription EMM is not valid; typically this date is set as the end of the next month.
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MG computes the precise obsolescence date based on the STM command.

15 Inthe case of new subscribers, these are dealt with in two stages. Firstly, on purchase
the smartcard in the receiver/decoder 2020 (if desired by the operator) affords the
subscriber free rights for a given period (typically a few days). This is achieved by
generating a bitmap for the subscriber which includes the relevant obsolescence date.
The subscriber then passes his completed paperwork to the operator managing the

20 subscriber (at the SMS). Once the paperwork has been processed, the SMS supplies
to the SAS a start command for that particular subscriber. On receipt by the SAS of
the start command, the STM commands the MG to assign a unique address to the new
subscriber (with a particular group number and posiﬁon within the group) and to
generaie a special, so-called “commercial offer” subscription EMM (as opposed to the

25  more usual “group” subscription EMM used for renewals) to provide the particular
subscriber with rights until the end of the next month. From this point renewal of the
subscriber can occur automatically as described above. By this two stage process it

is possible to grant new subscribers rights until the SMS issues a stop command.
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20  The Message Generator 3106 serves to transform commands issued by the STM server
3104 into EMMs for passing to the Message Emitter 3302. With reference to Figure
5, firstly, the MG produces the EMMs proper and passes them to the Ciphering Unit
3008 for ciphering with respect to the management and exploitation keys. The CU
completes the signature 3064 on the EMM (see Figure 3) and passes the EMM back
25  to the MG, where the header 3060 is added. The EMMs which are passed to the
Message Emitter are thus complete EMMs. The Message Generator also determines
the broadcast start and stop time and the rate of emission of the EMMs, and passes
these as appropriate directions along with the EMMs to the Message Emitter. The MG

only generates a given EMM once; it is the ME which performs its cyclic
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15 can allow full continuity in EMM transmission even if the links 3166 and 3168
between the two fail. Similar FIFO’s are provided in the Pay Per View Chain area.

One particular feature of the Message Generator in particular and the conditional
access system in general concerns the way that it reduces the length of the EMM
proper 3062 by mixing parameter length and identifier to save space. This is now
20 described with reference to Figure 10 which illustrates an exemplary EMM (in fact a
PPV EMM, which is the simplest EMM). The reduction in length occurs in the Pid
(Packet or “Parameter” identifier) 3170. This comprises two portions, the actual ID
3172, and the length parameter for the packet 3174 (necessary in order that the start
of the next packet can be identified). The whole Pid is expressed in just one byte of
25 information, 4 bits being reserved for the ID, and four for the length. Because 4 bits
is not sufficient to define the length in true binary fashion, a different correspondence
between the bits and the actual length is used, this correspondence being represented

in a look-up table, stored in storage area 3178 in the Message Generator (see Figure
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| It will be seen that the length parameter is not directly proportional to the actual
] length of the packet; the relationship is in part more quadratic rather than linear. This

20  allows for a greater range of packet length.

Pay Per View Chain Area

Concerning the Pay Per View Chain area 3200, with reference to Figure 5 in more
detail the Authorisation Server 3202 has as its client the Order Centralized Server
3207, which requests information about each subscriber which connects to the

25  Communications Servers 3022 to purchase a PPV product.

If the subscriber is known from the AS 3202, a set of transactions takes place. If the

subscriber is authorized for the order, the AS creates a bill and sends it to the OCS.

i Otherwise, it signals to the OCS that the order is not authorized.
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'the SMs 3004. araneters are checked, suc imts allowed
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aut hori zed token purchases per ggy%,r In case of paynent with a
rFYs checke

icredit card, thedaahasecesssidy d against a | ocal
bl acklist stored in the |ocal blacklist database 3205. When all the
]veri fications are successful, the AS:- 15 1. Cenerates a bill and
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10  Other parameters are checked, such as limits allowed for purchase (either by credit

card, automatic payment, or number of authorized token purchases per day).

In case of payment with a credit card, the number of the card is checked against a

local blacklist stored in the local blacklist database 3205.

When all the verifications are successful, the AS:-

15 1. Generates a bill and sends it to the OCS, which completes this bill and stores
it in a file, this file being later sent to the SMS for processing (customer actual
billing); and
2. Updates the database, mainly to set new pﬁrchase limits.

This check-and-generate-bill-if-OK mechanism appfies for each command a subscriber

20  may request during a single connection (it is possible to order e.g. 5 movies in a single

session).

It is to be noted that the AS has a reduced amount of information .concerning the
subscriber, by comparison with that held by the SMS. For example, the AS does not
hold the name or address of the subscriber. On the other hand, the AS does hold the

}ﬁ 25 smartcard number of the subscriber, the subscriber’s consumer category (so that

different offers can be made to different subscribers), and various flags which state
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The various steps in the procedure are:-
1. Identifying the relevant subscriber (using the AS 3202);
15 2. If valid, generate adequate commands to the Message Generator, in order to
send an appropriate EMM. Commands may be:
Product commands,
Update of the wallet,
Session erasure.
20 Note that these operations do not imply creation of billing information, since billing
is already known from the SMS. These operations are assimilated to "free products”

purchase.

Secondly, the OCS deals with commands received from the subscribers through the
Communications Servers 3022. These may be received either via a modem connected

25 to the receiver/decoder 2020, or by voice activation via the telephone 4001, or by key
activation via a MINITEL, PRESTEL or like system where available.
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Message Gener gro%{mt?’grgierstby a subscriber 1nvolvegt%e %ﬁtv%né hsFe g:el evant EM's).

1. Identifying through the AS the caller who is making a call through the CS
3022 ordering a particular product;

2. Checking the caller’s request validity, again using the AS (where the order is
15 placed using the receiver/decoder 2020, this is achieved by verifying the
smartcard 3020 details);
Ascertain the price of the purchase;
Check that the price does not exceed the caller’s credit limit etc;
Receiving a partial bill from the AS;

20 Filling additional fields in the bill to form a completed bill;

N W

Adding the completed bill to a billing information storage file 3212 for later
processing; and '

8. Sending corresponding command(s) to the PPV Message Generator 3210 to
generate the relevant EMM(s).

25  The EMM(s) is sent either on the modem line 4002 if the consumer placed the product
order using the receiver/decoder 2020 (more details of this are described later), or else
it is broadcast. The one exception to this is where there is some failure of the modem

connection (in the case where the consumer places the order using the
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operation.of ghethe 1. OCS that the user can have direct access to the SAS,
and in particular the OCS and AS, in that the Communi cations Servers
are directly connected to the SAS, and in

Reset of a parental code involves:
1. Identifying the caller (using AS); and
2. Sending a command to the MG to generate an appropriate EMM bearing an

15 appropriate reset password,

In the case of reset of parental code, the command to reset the code is for security
reasons not permitted to originate from the receivet/decoder. Only the SMS, telephone
and MINITEL or like can originate such a command. Hence in this particular case

the EMM(s) are broadcast only on air, never on the telephone line.

20 It will be understood from the above examples of different modes of operation of the
OCS that the user can have direct access to the SAS, and in particular the OCS and
AS, in that the Communications Servers are directly connected to the SAS, and in
particular the OCS. This important feature is concerned with reducing the time for

the user to communicate his command to the SAS.

25  This feature is illustrated further with reference to Figure 12, from which it can be

seen that the end user’s Set-Top-Box, and in particular its receiver/decoder 2020, has
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recei ver/ decoder 2020 with the capability of communicating directly
wi th t hel@omlkg sesendaisectepnnectonsirom sharsiceiverddonpdér 2088 a5AEheIAPE: of data

is achieved automatically by the end user inserting his own daughter smartcard 3020

thus relieving the end user of the job of having to input the relevant data which in turn

reduces the time taken and the likelihood of errors in making that input.

| A further important feature which arises out of the above discussion is concerned with
! 15 reducing the time taken for the resulting EMM to be transmitted to the end user in

order to initiate viewing by the end-user of the selected product.

; In broad terms, and with reference to Figure 12, the feature is again achieved by
providing the end user’s receiver/decoder 2020 with the capability of communicating

directly with the Communications Servers 3022 associated with the SAS 3002.

20 As described earlier the integrated receiver/decoder 2020 is connected directly to the
', Communications Servers 3022 by the modemmed back channel 4002 so that
| commands from the decoder 2020 are processed by the SAS 3002, messages generated
’ (including EMMs) and then sent back directly to the decoder 2020 through the back
i channel 4002. A protocol is used in the communication between the CS 3022 and the
: 25 receiver/decoder 2020 (as described later), so that the CS receive acknowledgement

! of receipt of the relevant EMM, thereby adding certainty to the procedure.
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K urther attenpts after unsuccessful calls and the delay between two
cal | s. As instructed by the Command Interface 3102, the subscription chain Message

Generator 3106 generates and sends to the receiver/decoder 202 a callback EMM.
This EMM is cipheréd by the Ciphering Unit 3008 for security reasons. The EMM
may contain the time/date at which the receiver/decoder should wake up and perform
20  a callback on its own, without being explicitly solicited; the EMM may also typically
contain the phone numbers which the terminal must dial, the number of further

attempts after unsuccessful calls and the delay between two calls.

When receiving the EMM, or at the specified time-date, the receiver/decoder connects
, to the Communications Servers 3022, The OCS 3207 first identifies the caller, using
, 25 - the AS 3202, and verifies certain details, such as smartcard operator and subscriber
details. The OCS then asks the smartcard 3020 to send various ciphered information
: (such as the relevant session numbers, when the session was watched, how many times
1 the subscriber is allowed to view the session again, the way in which the session was

viewed, the number of remaining tokens, the number of prebooked sessions, etc). This
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versi on or cabmye) echeskiumads byntheSiich3@02thatcthe recetvar/décoderdatindeed a gemuidhe
foll owi ng manner., The SAS generates a random nunber, ich is recei,ved by
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deci pheng t hisSthe followinl kher. | Thel SI€S GEikerRBES kidotmSnither SRRIEH is BV
original random nunber”is retrieved, it 1s concluded that the

r ecei ver/ dectidaecdier(jecndenejphared, atrbthen oetanied 0 therBASUEk: SAS decipl@irhthisi se,
the procedure is disgonfinued. . 15 Q f unct.i ons which may occur

dur i hg ¢ he. PR TRdeEiPASYiSs SRoLstsSY) oA dhe eiiBieandont Rubfsy T franovel,
smartcard, Of ikidohti@edthat Re WetelvRE/déddakss id Béruie, 3hg %@%J&dﬁi‘és&fnﬁﬁﬁ‘g. later
under the section entitled "Smartcard™). So as regards the
Pay Per Vi ewOteawiseathepr@2dore iddsscontptiedn i s now made of the

Communi cations Servers 3022. At the hardware |evel, these conprise in the

preferred 20  embodi ment a DEC Four paral l el processor nachine, At the
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Also as regards the Pay Per View Chain area 3200, description is now made of the
Communications Servers 3022. At the hardware level, these comprise in the preferred
20 embodiment a DEC Four parallel processor machine. At the ‘software architecture
level, with reference to Figure 14, in many respects the Communications Servers are
conventional. One particular divergence from conventional designs arises from the
fact that the Servers must serve both receiver/decoders 2020 and voice communication

with conventional telephones 4001, as well possibly as MINITEL or like systems.

25 It will be noted in passing that two Order Centralized Servers 3207 are shown in

Figure 14 (as “OCS1" and “OCS2"). Naturally any desired number may be provided.

The Communication Servers include two main servers (“CS1" and “CS2") as well as
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t he X25 publi 323kt work common protocol. The 15 relatively | owlevel

.protocol between the Conmuni cations Servers 3022 and the
‘recei ver/decoders 3020 is in one preferred enbodi ment based upon the V42
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CS1 and CS2 communicate directly with the receiver/decoders 2020 via their
modemmed back channels 4002 using the X25 public network common protocol.” The
15  relatively low-level protocol between the Communications Servers 3022 and the
receiver/decoders 3020 is in one preferred embodiment based upon the V42 standard
international CCITT protocol, which provides reliability by having error detection and
data re-transmission facilities, and uses a checksum routine to check the integrity of
the re-transmission. An escape mechanism is also provided in order to prevent the

20 transmission of disallowed characters.

On the other hand, voice telephone communication is carried out via the Frontal
Communications Servers, each capable of picking up, say, 30 simultaneous voice
connections from the connection 3234 to the local telephone network via the high

speed “T2" (E1) standard telephony ISDN lines.

25  Three particular functions of the software portion of the Communications Servers
(which could of course alternatively be implemented fully in hardware) are firstly to

convert the relatively low level protocol information received from the
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changing the cycle rate allocated to such EMMSs. This feature might be thought of as
a dynamic allocation of bandwidth for specific EMMs. Cyclic EMM emission is

discussed in more detail in the section below concerned with the EMM Injector.

The circumstances in which the cycle rate is changed are now described with reference
20 to Figure 15, which demonstrates how cycle rate 3252 is raised a short while (say 10
minutes) before a particular PPV programme event until the end of the event from a
slow cycle rate of say once every 30 minutes to a fast cycle rate of say once every 30
seconds to 1 minute in order to meet the anticipated extra user demand for PPV events
at those times. In this way bandwidth can be allocated dynamically according to the
25  anticipated user demand. This can assist in reducing the overall bandwidth

requirement.

The cycle rate of other EMMs may also be varied. For example the cycle rate of
subscription EMMSs may be varied by the Multiplexer and Scrambler 2004 sending the
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are not speci bperator X @0DoperétbeYdi recti ve, but rather the ME maps the

directive to an actual nuneric val ue which is supplied by the
rel evant part of the SAS. In the preferred enbodi nent, the 5 em ssi on
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15 appreciated. that the remaining MEs operate in similar fashion. The ME operates
under control of directives from the MG, most notably transmission start and stop time
and emission rate, as well as session number if the EMM is a PPV EMM. In relation
to the emission rate, in the preferred embodiment the relevant directive may take one
of five values from Very fast to Very slow. The numeric values are not specified in

20 the directive, but rather the ME maps the directive to an actual numeric value which
is supplied by the relevant part of the'SAS. In the preferred embodiment, the §

emission rates are as follows:-

1. Very fast - every 30 seconds.
2, Fast - every minute

25 3. Medium - every 15 minutes
4. Slow - every 30 minutes
5. Very slow - every 30 minutes

The ME has first and second databases 3320 and 3322. The first database is for those



2. Fast - every mnute 25 3. Medi um -
every 15 m 33430 4, Sl ow - PEEiRY9FE2168 NuUt es
) Veryvot:ZJB - every 30 m nutes The ME has first and second

dat abases 3320 -and 3322. The first database is for those
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. can still ME. ;FsaBVAMs agtmally, being broadcastinse 86 stasedein\Randopil AscsssMesRIX)
1 3310 and 3312,pyovide an interface between the MEs and the hardware
smul tipl exers 4. In the preferred enbodi nent, they each 15 recei ve EMVb

jfromtwo of the MEs, although in general there is no restriction on the
i nunber of MEs that can be connected with one SMUX. The SMJUXs concentrate
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'j' global bitrate directives fromthe hardware nultiplexérs to
| One particul abropd¢agpBMMnt feature of the ME is that it emts EMVB in
random or der .

The Software Multiplexers (SMUX) 3310 and 3312 provide an interface between the
MEs and the hardware multiplexers 2004. In the preferred embodiment, they each
15 receive EMMs from two of the MEs, although in general there is no restriction on the
number of MEs that can be connected with one SMUX. The SMUXs concentrate the
EMMs and then pass them according to the type of EMM to the appropriate hardware
multiplexer. This is necessary because the hardware multiplexers take the different
types of EMMs and place them at different places in the MPEG-2 stream. The

20 SMUX’s also forward global bitrate directives from the hardware multiplexers to the
MEs.

One particularly important feature of the ME is that it emits EMMs in random order.
The reason for this is as follows. The Message Emitter has no ability to sense or
control what it emits to the multiplexer. Hence it is possible that it may transmit two
25 EMMs which are to be received and decoded by the receiver/decoder 2020 back to
back. In such circumstances, further, it is possible that if the EMMs are insufficiently
separated the receiver/decoder and smartcard will be unable to sense and decode
properly the second of the EMMs. Cyclically emitting the EMMSs in random order can

solve this problem.

b
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whi ch the nunbgr id sksighed to this EMM, and it takes the first number 3332 in the rank 3330. The

20  EMM with ID 2 is assigned the rank “2", and so on, up to the rank 256. The EMM

with ID 257 is assigned the rank “1" again (based on the modulo function), and takes

the second number in the first rank, and so on.

Retrieval of a specific EMM, for example when deletion of a specific EMM is
requested by the MG, is effected by means of the inverse of the above. The hash

25  algorithm is applied to the EMM ID to obtain the rank, after which the number in the
rank is found.

The actual randomization occurs when the EMMs are, on a cyclical basis, retrieved
- from RAM 3324 using the randomization means 3340 which is implemented in the

hardware and/or software of the Message Emitter. The retrieval is random, and again
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t dat abases, over which the stored EMVs are upl oaded to

|RAM In this Aaygulanénteivals whilst tlsd BYINEVME being iteredvibatconmputer 3050 computes

ed

failure n b v
i t8 t%e m%er of bytes in storage and from this computes the bitrate of emission given

the global bitrate directive from the multiplexer and software multiplexer.

Reference was made above to the backup databases 3320 and 3322. These are in fact
in the preferred embodiment sequential file stores, which hold a backup version of
what is in the RAM 3324. In the event of failure of the Message Emitter and
20 subsequent restart, or more generally when the ME is being restarted for whatever
reason, a link is made betwéen the RAM and the databases, over which the stored
EMMs are uploaded to RAM. In this way, the risk of losing EMMs in the event of

failure can be removed.

Similar storage of PPV EMMs occurs to that described above in relation to
25 subscription EMMs, with the rank typically corresponding to a given operator and the

number in the rank corresponding to the session number.

Smartcard



Siml|ar storage of PPV EMVs occurs to that described above in relation to
25  subscWQe#/43A3CEMVE, Wi th the rank typically correspondi RETEBYH2}6yen
operator and the nunber in the rank corresponding to the
sessi on ‘nunber. Smar tygar d WO 98/ 43430

- 39 - A daughter, or "subscriber", smartcard-3020 is schematically

shown in Fi gur @ubBtednst "subscris@MPirh&far@B0) Ristheaticlly Slovas B Fifl, 18samgh as
a Motorola 6805 m croprocessor, having an input/output bus coupled to
a standard acomprisds @@t kit nsictbpooassor H 10nsuecheas a Motarada déRheniceaproassser,

correspondi ng array .,of contacts in.t card,reader af the c
recei vgr/ diacga‘émg 2%_2‘81?‘1 W‘Ei’l’lﬂé%ﬁc@& %éﬁaﬂejargfarr%r?géﬂﬁa‘étﬁaﬁod’é@?}bHl. USPhe
Toked o e ot RROVEBAY. b 4T GRRIECH Qe Col B e 1

t he | SO 3816+rdceiver/decodéBlBO, atte 7Aid- Rade¢rarbdinpd qft eboeanitionathidesiguletBreni ne

certain physical paraneters of ., .the smartcard, the positions t he
contacts on DHEOPFGESORd 1@ &yalsg Pfotf’élﬁﬁﬂ‘ﬁ&’c iCoRReCHPDS tOtRFF%E%IIV eég{@}dnal
system (and ti (AN hY@r 0 : : .

smartcard r eggg’c%{%ﬁ@aaﬁgr%ﬁ?%ﬁ%h?’? t‘[ﬁ%?s@r%ﬁtﬁcg%ﬂé%%%@%xw grlsé)egz(g:lrel ed

here. One  78162umdt7806-30dtaridasd protico3rwitiels deterndit® cérsait physiushgarataeersafinor y
in the smartcard, as now .. descri bed. . The, EEPROM 150 cont ai ns
certain dynathe#pasicasd.cthe dasitipey af Bie coptst orsthe chipand sgtaim comggications

dynam cald y- [ n [ L], > deser) i r ence
to alolFi gl(Ji’re g:@éfgfjthgaé&rﬁﬁl %é*egtr] r‘%@g%‘lé“‘ﬂgéﬁlrtgg fgfe%%é)ﬂg‘gé“'}f&@?@o Cf:ihsees a
per manent " caffirtcd?d re§fectively andBVHIEIRGAI tiRerdfoZORG Bedfurtibr Sedopibes havdi Che
contai ns a pernmanent subscriber snartcard identifier set by the

manuf act ur er ferctioneof depmicrapraceomol 10 is ppmanagpthhmemerss ivethe SBIAKICATS, a5 @9Wt |
t he n‘icropro<‘a§§ rcdllo i ssues a signal to receiver/decoder 2020, the
signal conprising an identifier of the conditional access system used by
t he smartcard and data generated fromdata stored in the snmartcard,
i ncluding the card |ID. This signal is stored by the receiver/decoder

2020, which sihisSERROM |50 edntdineesriainedynamicallytaseaserl epegatar zangs ¢bodR3mwhist her

the smarfcar d i, oupanlhl . b, LBSCORIhH ARy 3ESE88RR wink YbERRRd bY

Figure 19.

Referring to Figure 19, EEPROM 150 comprises a permanent "card ID" (or
manufacturer) zone 151 of 8 bytes which contains a permanent subscriber smartcard

identifier set by the manufacturer of the smartcard 3020.

20  When the smartcard is reset, the microprocessor 110 issues a signal to receiver/decoder
2020, the signal comprising an identifier of the conditional access system used by the
smartcard and data generated from data stored in the smartcard, inctuding the card ID.
This signal is stored by the receiver/decoder 2020, which subsequently utilises the
stored signal to check whether the smartcard is compatible with the conditional access

25 system used by the receiver/decoder 2020.

The EEPROM 150 also contains a permanent "random number generator" zone 152
which contains a program for generating pseudo-random numbers. Such random

numbers are used for diversifying transaction output signals generated by the smartcard



The EEPROM 150 al so contains a permanent "random nunber generator"” zone 152
whi ch contm4§43?rogram for generating pseudo-random nunbepsEgbiosandom
nunbers are used for diversifying transaction output signals generated by

t he smartcard - a0 . - 40 -
3020 and sent back to the broadcaster. Bel ow t he random nunber
generat or ZoRgdladd &R OLORREHNe broRiiageent " zone 153 of 144 bytes is

provi ded. The permanent nmanagenent zone 153 is a specific operator
zone utilised by a programin the ROM 130 in the dynam c creation (and
renoval) of 5 zones 154, 155, 156... as descri bed bel ow. The permanent

managenent z&¢tow §g random nuperBeReraan 2neeldtd PYMABC EanpgHREnt oFoReHl 3
smart car d toofg%‘%‘fteﬂs roUREE -'fﬁé‘gérmanent m?.nagzlggnt%gg 13504 9£pe9§ﬁla:{§e& Y
novi ng o-speciticC Z0one Ccrea

creating and ones i's ' responsive ion

(or renoval ) zGhdVitlwad o saproglaboinshe RO 109 if e SASmO6Ratst(and removaticsi ved
by the receiver/decoder 2020 and passed to the subscriber smartcard 3020.

10 In rderones kriedts, i e Emvesertheddisdavat ofher paimianen) mpragemicnt xapsls3
ol et ng. zon@engiss deia fs BRI TREtipRe 0e e Phdn 1 Behte B SemBRF gL | O

managenent zone 153 is a series of "operator I D' zones 154, 155, 156 for
operators 1, 2 N respectively. Nornally at |east one operator ID zone will
be 15  prel dadguogramofor ynEERRINCrsfating end nérseving eonesniarespansive 62 spesiict hat

the end user _can . ecrypt .pr. s. broadcast. _by,t hat r r.
However furt F8P° Sbeépg?o(gr Irﬁ%gﬁﬂgﬁq%m&gﬁ n“§MHH% by @15 %‘gﬁaﬁogaﬂdy
created Usi NgedeRRdBNEEGERMNer/iebRiet 2620 and g§ﬁ@df'$@the subscribier 3maftadtd 30L0.0N
out put signal generated via his smartcard 3020 by the end user

(subscri®er) Inzsdeg tol creatpstbe ByiMsythgeongeaton raguires spific keyadediegted s the zone
154, 155, 156 contains the j.dentifier of the.gro to which.the

swar tcard 3 OFOABURTHGene A RS BrRYeRa e PBTF Fouddlsing ZResre/fg t 2pafher
group. This Gabdator. enabl es the smartcard (along with the other
smartcards inits group) to be responsive to a broadcast "group”
subscripti on EMM having that group's address (but not the

Below the management zone 153 is a series of "operator ID" zones 154, 155, 156 for
operators 1, 2 ..... N respectively. Normally at least one operator ID zone will be
15 preloaded into the EEPROM of the subscriber smartcard 3020 so that the end user can
decrypt programmes broadcast by that operator. However further operator ID zones
can subsequently be dynamically created using the management zone 153 in response
to a transaction output signal generated via his smartcard 3020 by the end user

(subscriber), as will subsequently be described.

20 - Each operator zone 154, 155, 156 contains the identifier of the group to which the
smartcard 3020 belongs, and the position of the smartcard within the group. This data
enables the smartcard (along with the other smartcards in its group) to be responsive
to a broadcast "group” subscription EMM having that group’s address (but not the
smartcard’s position in the group) as well as to an "individual" (or commercial offers -

25  subscription) EMM addressed only to that smartcard within the group. There can be
256 member smartcards of each such group and this feature therefore reduces

significantly the bandwidth required for broadcasting EMMs.



smartcard's position in the group) as well as to an "individual" (or

conmer ci al Wi 984343025 subscription) EMM addressed only to PaaEPSHRIAsCar d

w thin the group. There can be 256 nenber smartcards of each such

group and this feature therefore reduces 47 . significantly the bandw dth

requi red for broadcasting EMM. WO 98/ 43430 -
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broadcasting "group” subscription , the group da
oper at or zoneEBMs, the Eroupshtaindeagh lopsiatir| zane 6%hek55, 156 and all $iélaFERROM of

smartcard 302 ot her da r rtcards is continually .
updated to en@ﬁ%@&# P{- 5%?“&%2)}26 c?é‘agtgf c?@?ﬁéf?@‘éhtﬁ S§M3Herds ¢ continyaln
group to fill e obes | .Of he
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3104 ther® i shaled érsated by sz Hleletibe of a2 member of thegionps Thertivdes 4re diee biyahé on

i s reduced an h.group's nbership i s maintained at or near the
maxi mum of 25%*@3@9%%&“1 the sTiM Sef‘Eaéﬁg‘w&r%uSo@ liggpfesug holess5, 156 i s

associated with one or nore "operator data 10 obj ects" stored in the
EEPROM 150. As shown in Figure 19, a series of dynamcally created
"operator datla'thshpaetes fikpreiafomisretordtaad caed prupliemenseshiplis haikSnes -
Each of these objects is |abelled wth: a) an "identifier"
1, 2, 3 .... ¥EIeredsdnaimym of 236mambemsi at ed operator 1, 2, 3 ...

N as shown in its left hand section in Figure 19; 15 b) an "1 D

i ndicating the type of object; and c) a "data" zone reserved for

data, as shoviachnopiehator zoid 154nthS;€ici @rasedcifed With one or bR VapLrafRedadt OF
obj ect ig%lFi gyre 19. shoul d be understood that each operator Is

It hat
associ at ed w §pecss 'sﬁt%"‘l& Hy thg REFROMakSA. oty showa in Figurat 91 & eerfes|of dynangically

descri ption n h f ta_in the ta pbjects operatqr 1
is also appl ?éég%?cg otpgratt%reda:t]a\étb § e(%%j lesgflég(?fe lfﬁg&ed g‘ijPYV tﬁ‘ﬁ %f“ﬂéﬁs 5‘6%58.36&5.
Also it w | dfahestdgetthtlabdieddrtta obj ects are |ocated in

conti guous physical regions of the EEPROM and that their order is
i nmaterial . an "iggntifier'oh %1 -a- Naroarespynding toritsassariated hpéretor 168, 3 n. t he

smartcard, that i Zlg agr}ﬁmqﬁu%)% lé}{ h%‘}deTeﬁﬁ%‘t&)ﬁjgfgé‘%Fh%; t he del eted objects had

previ ously occupi are not i mredi The thus "freed"
number of5 byt®s, am "IDSliadicating thalgle Etbbldiind25 a) an "identifier”
0; and

: c) a "data” zone reserved for data, as shown in the right hand section of each
relevant operator object in Figure 19. It should be understood that each operator is
associated with a similar set of data objects so that the following description of the

types of data in the data objects of operator 1 is also applicable to the data objects of

20  all the other operators. Also it will be noted that the data objects are located in

contiguous physical regions of the EEPROM and that their order is immaterial,

Deletion of a data object creates a "hole" 166 in the smartcard, that is, the number of
bytes that the deleted objects had previously occupied are not immediately occupied. .
The thus "freed” number of bytes, or "hole" are labelled with:

25 a) an "identifier" 0; and

b) an "ID" indicating that the bytes are free to receive an object.

The next data object created fills the hole, as identified by the identifier 0. In this
manner the limited memory capacity (4 kilobytes) of the EEPROM 150 is efficiently



b) an "I D" indicating that the bytes are free to receive an object.

The next d%ggﬁg“?ﬁt created fills the hole, as identified p¢TiErer/02106
i dentifier "U: is manner the limted nmenory capacity (4

kil obytes) of the EEPROM 150 is efficient I4¥ WD 98/ 43430

- 42 - utilised. Turni ng now™¢0 the set. of data objects
associ ated with each operator, exanples of the data objects are now
descri bed. utilisedpat a obj ect 157 contains an EMM key used for decrypting
encrypted EMM s received 5 by the receiver/decoder 2020. This EMM key is
permanent|ly stored in the data object ’ 157. This data object 157 may
be created priTafmih@®neiwad theset ofdatafobjdees assmidtehwith 3act0pperator, examgles pf gy be
created dynam cal ly when creatin new operator zone (as descri bed

above) . data DR eStONE OV ‘i@ﬁ@“gﬁﬂt ains ECM keys which are sent by the
associ ated operator (in this 10 case operator 1) to enable the end user
to decrypt the particular "bouquet"” of prograns to which he has

subscribed. NewrESHjkdaBT can@ins QRENVPksalsed far\decypting ticryptedBYIM s receivaidt h a
group subscription’(renewal) EMM which_renews the end user's, overall_ ri

. ht
to view tHe bhbydrreseiverdrerden2028i JhesBMM kppispegpanentlystoredin the data BBJF%P? e

EMM and e enabl viewing rj 0.4:he: i Wf-fheg ent
weys (1n this T8 TORBUAPRER B/ el Bsrrist by by S ARbr SRER et 3030
View)) and al sQdjoPefaSaseesreated dyn&fietlly then thatifay néer opératue £dne\(rs descibedi | |
be descri bed subsequéntly. Since new ECM keys are sent

peri odi cal | y, abovd)s essential to prevent a user from using old ECM
keys, for exanple by switching off the receiver/decoder or re-setting a
cl ock to prevent expiry of an old ECM key so that a tiner in the

recei ver / decodsit, 386 2 contARYECMReyRURHIEh BaBnt HACteragiooiked speenar (@t thinne
154 conprises an area (typically having a size of 2 bytes) containing

an obsol esenaesaiegeeatof 1} toenElidmtheesns usthie decry_pt the !mfticgw('jbq}mgt”!og PEASFARy ed
o compare g ALl RS AR K EENF LB Rty BB AEE .
with a group subscription (renewal) EMM which renews the end user’s overall right
to view the broadcast from (in this case) operator 1. The use of separate EMM and
ECM keys enables viewing rights to be purchased in different ways (in this
15  embodiment by subscription and individually (Pay Per View)) and also increases

security. The Pay Per View (PPV) mode will be described subsequently.

Since new ECM keys are sent periodically, it is essential to prevent a user from using
old ECM keys, for example by switching off the receiver/decoder or re-setting a clock
to prevent expir.y of an old ECM key so that a timer in the receiver/decoder 2020
20 could be overridden. Accordingly operator zone 154 comprises an area (typically
having a size of 2 bytes) containing an obsolescence date of the ECM keys. The
smartcard 3020 is arranged to compare this date with the current date which is
contained in received ECMs and to prevent decryption if the current date is later than
the obsolescence date. The obsolescence date ié transmitted via EMMs, as described

25 above.

Data object 161 contains a 64 bit subscription bitmap which is an exact representation

of the broadcast operator’s programs to which the subscriber has subscribed. Every bit



i the obsol escence date. The obsol escence date is transmtted via EMVs, as

1descri bed 2yo9sabsge. Dat a object 161 contains a 64P¢i/EP97/02106
subscription bitmap which is an exact representation of the
br oadcast operator's prograns to which tb%3s_ubscri ber has subscribed. Every
bi t WD 98/ 43430 - 43 -
represents a programand | P L IR W P Y i bed~t @ .and 0" if it
IS not. Pepr%&?éao%ﬂgg@ %gchscsgmoai slfféé lﬁusgnﬁcflltggégé aflcgk%ng i |r(1:% can be
tused by the consuner in PPV node to buy view ng rights to an inm nent
broadcast e.g. in response to a free preview or other advertisenent.

Dat a obj ect 18Btadljectclditcantzins quantity oftoltens whicbivan e usedhipy e eatsumer &, g.
‘a negative vaﬁ; to aH w credit 'tkﬁ tthe consu . Eok ns can be

| pur chased e. gPER,meALt Pu v RE g 10 EuammREtE hiqadchl ok 1 Jesgansedp adee
jusing a YRAGH of BERER adVdHiSeodbt N BalkL Bttt 1'63aa1E6 €6hthinG 3 Bmjt! AueS iGN €.
A particular gvent can be charged as one token or a nunber of tokens.

.Data obj ecst 1@daycmnsenitos.ga acegativieptalwntoodlicew PRitevahe comsumehoWokens ¢an be
ireference to 10 . table 167 e%f Fi.gure 20 PPY4%3§M description
€

: Th
1167 contains Burchased;of Mheredgenddas the modgmmed hﬁcm%ﬁ@n » YeBYUSAE 2
J di : | d b : '
4 (correspondi ngoQ LRRr H CHRBRLARIWIHS b R f&a%&m:ﬂge. Aﬁ%ﬁ%%ﬁcﬂ%@e

{"session node" 169 1 ndicating how the view ng right bei

(e.g. in pre- be chargebhaslonetakeh,ora nueessiofnokendex” 170 and a "session -vi ew'
1171. 15 In respect of receiving a progranme in PPV node, the receiver
{ decoder 2020 det erm nes whet her the programme is one sold in PPV -

{mode. If so, e, gﬁﬁ%&dﬁdéﬁc@\ﬁ%?% a rdefﬁgﬁgﬁkosﬁa Pﬁvn&e}lb%ﬁis}lg\gﬁ t\?@]ﬁﬁ) [Gehdk fhe

{{ PPV event description essi on € programre is
1stored tHdrei mbld 167 b€ FigsspoONn I D is stored therein, the control wor d
{is extracted fromthe ECM 20 If the session IDis not stored therein,
1by means of a specific application the recei ver/ decoder 2020 di spl ays

a message 1o e BRA YSR dbdMBcR 67 Lohifts {19%e085h 1H® 168 identifying the viewing
session (corresponding to the program and the time and date of broadcasting) a
"session mode" 169 indicating how the viewing right is being purchased (e.g. in pre-

book mode), a "session index" 170 and a "session view" 171.

15  In respect of receiving a programme in PPV mode, the receiver decoder 2020
determines whether the programme is one sold in PPV mode. If so, the decoder 2020
checks, using the items stored in the PPV event description 167 whether the session
ID for the programme is stored therein. If the session ID is stored therein, the control

word is extracted from the ECM.

20 If the session ID is not stored therein, by means of a specific application the
receiver/decoder 2020 displays a message to the end user indicating that he has the
right to view the session at a cost of, say, 25 tokens, as read from the ECM or to
connect to the communications servers 3022 to purchase the event. Using the tokens,
if the end user answers "yes" (by means of remote controller 2026 (see Figure 2)) the

25 decoder 2020 sends the ECM to the smartcard, the smartcard decreases the wallet of
the smartcard 3020 by 25 tokens, writes the session ID 168, the session mode 169, the

session index 170 and the session view 171 in the PPV event description 167 and




;right to view the session at a cost of, say, 25 tokens, as read fromthe

. ECMor to o ﬁ%nect to the communi cations servers 3 022 gcampnciiaée t he
:event. Usi mj PHE kens, if the end user answers "yes" (by neans of
irenote controller 2026 (see Figure 2)) the 25 . decoder 2020 sends the ECM
to the smartcard, the smartcard decreases44he wal | et. of the smartcard
: 3020 by 25 tokens, wites the session ID 168, the session node 169, the
¢ sessi on i ndexextra@sand dehiphsrsshe gpntygl syprd Aom the KEMPPV event description 167
~and - 44 -

extracts and deci phers the control word fromthe ECM In the

~ " pre-book" & éisq?\]é ' PRSH/E Bvill et hi8sednBIthe 3hdrtaRdB020 sohtast thee
smartcard wil et’e\l/rei et elémsrgg%él?(?r? ID 1%&?1(2%}%@%2% on node 169, the session
index 170  smartatt tile vaits ieosessiore D 188, tha sessionpRydeeldh thedsessien pidesd 7967
~using the EMM 5 The session in 170 cgan be set.to diff tiate one
| broadcast fr o#nd the sessigy viewnl & n theq%)‘ileﬁ‘f‘iﬂ eEPHPR gg?iﬂflﬂgrq’ezg h to be
rgiven for a subset of broadcasts, for exanple, 3 times out of 5
. broadcasts. As soon as an ECMwith a session index different fromthe
Lcurrent sessi PRe kddsion iddékx Bl0ocarbd set tddiffeatiatecote iteaduastfrorrihe 6thei. sThiassed
ito the smartcard, the nunber of the sessiqgn vi Wl%ﬁ]é i s,decreased by
:one. Wen thefe§'@1§%ipéﬁmii)amh%l@ﬂopéach"re%"%?%,af etRfelrORdEAS S WO (SXRBPNIs R t o

; deci pher an i i r.ent D Qi 4h s L0 @eSi on
ndey. ot be BlopdGiAs soon g BEEEMPRIGKEIGRINIBERN G HorFRES
sway in which glheentrseasspgidex 170 storedph itley PRVsdvest tescripfiomé6? hepassahto the
which it relates; the session view for a respective e t may take
Yany value.  smartcarhehenumbpy ofcthe session Miew h71 iselesreasad By ene; ﬁgﬁ%@ﬁ@%ss’&n
counting.and a..conpasrison I . l 43 e
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SAll of the seg&kion ih@xl®Sthetchireptessdiomindede 169, the session index 170 and
it he session view 171 in the PPV event description 167 may be
:extracted fromthe smartcard using 20 the "cal | -back"” procedure as

g described prewho4shy value of the session view depends only on the way in which the broadcast

R R TS

t]
1
1 supplier wishes to define the event to which it relates; the session view for a respective

event may take any value.

15  The microprocessor 110 in the smartcard implements a counting and a comparison
§ prégram to detect when the limit to the number of viewings of a particular program

3 has been reached.

‘j All of the session ID 168, the session mode 169, the session index 170 and the session
view 171 in the PPV event description 167 may be extracted from the smartcard using

20  the "call-back" procedure as described previously.

i Each receiver/decoder 2020 contains an identifier which may either identify uniquely

that receiver/decoder or identify its manufacturer or may classify it in some other way

in order to enable it to work only with a particular individual smartcard, a particular
class of smartcards made by the same or a corresponding manufacturer or any other
25 class of smartcards which are intended for use with that class of receiver/decoders

exclusively.




e

Each receiver/decoder 2020 contains an identifier which may either identify
uni quel y wo 9s/43d3hhat recei ver/ decoder or identify its manufBCT/BPEI26 may
classify it in sonme other way in order to enable it to work only
with a particular individual smartcard, a particul ar cl ass of
smartcards nmade by the sane or a correspdﬁdi ng manufacturer or any other 25

eoet ver dochbrumanir e et dRoaRGS Sod6 nichiels brepssiplied 67 Snc broadcast

recei ver/ dec

_4e. gy : / i
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Additionally or alternatively to this first "handshake" between the
smartcard and the 5 receiver, the EEPROM of the smartcard 3020 coul d

| Tocer ver, docaui®natts 6P Aematyshy A RES bR "Berodfh bR Sharany gpgy s,

speci fied ei iéteiveflUtHeNBEPROMBSIURC EtiBcRl 3070 S6ME L Codtdin 3031 or Bitrfap
specific EMM The bitmap stored in the smartcard 3020

typi cal |y colpscribing the catggoriss of peceiyegdecrgers 2028 avithewhigh dioetorfunctivac These
identified w g di . ' d d ID wt Lch .1ih
smart car d o208 B SRAFELEHE AUl R LGRS BEbe sma el oD SF a st 1

or " 0" Pl cati ng whether the smartcard may be used with the
recei ver/decoder or not, respectively. A programin the nmenory 2024
of the receiver/decoder searches for the identifier of the

i ver/d in the bjt tored i fhth tcard, If t 5
dont 171 e+ SOEchibRen Mo HE W SRS ! Bty R anlitotoRe g 80y
then thelg  receprBatsRES, éa%h'i&'ﬁﬁhle@d;ithgicBrr@ﬁiondin'@@EkieE]M/dgéB%feP H‘S"wiﬁ]p‘omidh not

function with that recei ver/ decoder. I'n addition, :
typi cal | y bedktugnartfard magcrecenedntAssesiated witpeachtreeaiyeridecoder degilevedl "t 'oor

aut hori ze theg,use.of. ot her. snartcards,in articu recei ver/ decoder,
~ specific EMvs 0 prdicatigg v egéerggﬁfm?%q %&@agﬁﬁﬁdc‘é{’rt{igq EF%?W&H@%C" Fe?r 2% t map
via the transgpeédlely?0A%rogram in the memory 2024 of the receiver/decoder searches for the

identifier of the receiver/decoder in the bitmap stored in the smartcard. If the
.15 identifier is found, and the value associated with the identifier is "1%, then the
smartcard is "enabled”; if not, then the smartcard will not function with that

receiver/decoder.

In addition, if, typically because of an agreement between operators, it is desired to
authorize the use of other smartcards in a particular receiver/decoder, specific EMMs

20  will be sent to those smartcards to change their bitmap via the transponder 2014.

Each broadcast supplier may differentiate his subscribers according to certain
predetermined criteria. For example, a number of subscribers may be classed as
"VIPs". Accordingly, each broadcast supplier may divide his subscribers into a

plurality of subsets, each subset comprising any number of subscribers.

25  The subset to which a particular subscriber belongs is set in the SMS 3004. In turn,
the SAS 3002 transmits an EMM to the subscriber which writes information (typically

of length 1 byte) concerning the subset to which the subscriber belongs into the



Each broadcast supplier may differentiate his subscribers according to

certain 18 gﬁet erm ned criteria. For exanple, a nunberpefrpstiangrsi bers
may be cl a¥9S§43 "VI Ps". Accordingly, each broadcast supplier may
di vide his subscribers into a plural ity of subsets, each subset

conpri sing any nunber of subscribers. -2%-" The subset to which a
ticul i ber bel in .t t th
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does not haveidWigghis @biied.0 view the event, as deternined by t he ECM
pr ogr amme view ng i s denied. This facility may be used, for
exanple, to switch off all of a given operator's smartcards in a

ticul | ing. the t
roor am - n ples SR mab ok, Sied fob ket b BAhotrodly B £ eBRp pAETs
in that 10 snﬁﬁe&rde-mhcrﬁhlduwgeagrabmcélheglommﬂﬁg theopimalissied vbs paridulat her

sport bodi es can sell broadcasting rights outside their Iocallty
whi | st pr evemprogrgm, do spariapaos trzegrafr tlating to a\spexts digturhetakingt plaee nthat

t el evi si I n thi nner the l.ocal su ers, are e our aged buy
ket s Dha depRaTieR G b i€ Hiannst RRIGAI s i BIREF dp8E Bhdies cpn ot

Wi th zones 1%&‘05&2\3&% kighGonaside rBélr iecdney @v}ﬁﬁp%%ﬁnﬂﬁs locall BBPdrtedd from

I ndependent of the dynam c creation of zones w || be understood
that the presdewingrthefixiwe ohdeletision. dethis masneraholasabsupppiensiare encouragad of

ieﬁ\e;gﬁlt ieonand - qx'yftﬁc‘i(%{s Satt%}cld%tﬁxture?an be made within the scope of the

Each of the features associated with zones 151 to 172 is considered to be a separate

15 invention independent of the dynamic creation of zones.

It will be understood that the present invention has been described above purely by
way of example, and modifications of detail can be made within the scope of the

invention.

3 - .
Each feature disclosed in the desciiption, and (where appropriate) the claims and

20  drawings may be provided independently or in any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention
have been implemented using computer software. However, it will of course be clear
to the skilled man that any of these features may be implemented using hardware.
Furthermore, it will be readily understood that the functions performed by the
25  hardware, the computer software, and such like are performed on or using electrical

and like signals.
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of these documents are incorporated herein by reference. The list of applications

includes the present application.
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nmessages; means for’ repe it vel y random zi ng the sequence of
the nessages to forma 5 plurality of4§ets of such nessages, so that the
nmessages of each set are in random equence; -and means
for out puttieg gﬂﬁ plurality of sets of nessages. 2. Appar at us
according t 1, wherein the nessage generating neans i ncl udes
means for storing the generated nessages. 10 3. Appar at us accordi ng
to Caim2, wherein the random zing neans is arranged to form each

sai d set of bessadpparbipsfet repetitivety gmrm'mgsaa@egfmssandmmxpeiqmgnce from
the storage neans. s according to Caim?2 or 3,

4. Agxg%r at
wherein the stor aﬁ@a?%fgﬁge??atg}gr% Ity of mes§agest ore t he messages in an at

| east two-di mensi gpgl tmve é@andor&zmg thEREQIRbY Df Q%Hegéaﬁgs tPfYa Of

t he precedi ng cl al m; npri si ng neans coupl ed"to the output
means f o6 vaphraify tolﬁeeﬁsaif&uah mdssaghs, tsoethpt the ahessygesfofseath sef are in randomssages
i s output. Apparatus according to any of Clains 2 to 4,
further conpfeFRLE, ﬁ%@ans coupl ed to the storage neans for eval uat i ng
the size of the t ans, and neans
coupled to the ogﬁﬁﬁlt?sgneé%{% {hglp;\;}%%@ qr?egggotfég?a ich the

plurality of sets of nmessages |s output i n dependence upon the said size
of the nmessages. par at us, .according to any of the

precedi ng cl &i ns, Am@rlawnach%ﬁ%r%!@%d whereiny thgnmeasage rasAeIgHIE iMFSeans
are coupl ed yl @& fldail ernstcﬁHgst&\e ?éﬁergtgﬂ' nfcSsages.

10 3. Apparatus according to Claim 2, wherein the randomizing means is arranged
to form each said set of messages by retrieving the messages in random sequence from

the storage means.

4, Apparatus according to Claim 2 or 3, wherein the storage means is arranged

to store the messages in an at least two-dimensional array.

15 5. Apparatus according to any of the preceding claims, further comprising means
coupled to the output means for varying the rate at which the plurality of sets of

messages is output.

6. Apparatus according to any of Claims 2 to 4, further comprising means coupled
to the storage means for evaluating the size of the messages stored in the storage
20 means, and means coupled to the output means for varying the rate at which the
plurality of sets of messages is output, in dependence upon the said size of the

messages.

7. Apparatus according to any of the preceding claims, wherein the generating

means and randomizing means are coupled via a First In First Out device.
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the sets of nessages. Appar atus according to any of the

.preceding clainms, wherein a pI urallty of .49 . output neans are provided,
‘and further conprising a multiplexer for receiving the 5 plurality of

'sets of mess a Syg?@%‘#aﬂ@ac@ d?hgot'o%? lo the (REceRifoRY4imdEWhSrein the output hans AN

raccess contro

roadcast and reception system said access
control syst emdiidds unkang foratstdring dirlemmtionsof thedstsayfpaesaages. accordi ng to any
of the preceding clains, and, at the reception end, a device for
recei ving sai d nessages. 11. An access control system accordi ng
to Caiml0, erei £HEN h9y of
broadcast to t’he ré%’eps‘l?mgs EEd'p% g%té %n?%fjtﬂe Jp.recedm%tcgr Oad{g&i@ﬁi%ﬁﬂ; eceyptl on
system i ncl Ud'oﬂﬁbu@ﬁn@@x@%@ peotidedo land ertlesn coerpoisitigraymultiplexer foCireceiningl the
13. A method of repetitively generating a set of nessages, conprising:
generating a plurbityi ofjsets ofmsssagrssoutpus by said plurality ahewtpy| Ewss- r andomi zi ng
t he sequence of the nessages to forma plurality of sets of such
nmessages, so that the nessages of each set are in random sequence; and

out putting thegpl urgy iabdes®lcoediSsyslernRireABRAdcast and receptich systefn,nidactess
according to Claim 13, including the step of storing nessages

generated in tdoetrglemtqmmg\uémgpat thedbrapdaagti end, rRppratus aaeaefﬁingu ogamst 8f théach

' d set of 20 4 d
Soquence. | preced ROt and 3t Feptin G hBKB8 e BT RR A AL 0T

‘broadcast and reception system i ncluding, at the broadcast end, a
‘met hod of repetitively generating a set of nessages according.to

Cl ai m 13 or 1411.andAnatcesheontea spstemraceerdingt thClaime h0owhereinesaid mgssags & an

messages.
d 10  entitlement message for broadcast to the réceiving device.

12. A broadcast and reception system including an access control system according

to Claim 11.

13. A method of repetitively generating a set of messages, comprising:
generating a plurality of messages;
15 repetitively randomizing the sequence of the messages to form a plurality of
sets of such messages, so that the messages of each set are in random sequence; and

outputting the plurality of sets of messages.

14, A method according to Claim 13, including the step of storing messages
generated in the generating step, and wherein in the randomizing step each said set of

20  messages is formed by retrieving the messages in random sequence. -

15. A method of controlling access of a user to a broadcast and reception system,
including, at the broadcast end, a method of repetitively generating a set of messages
according to Claim 13 or 14, and, at the reception end, the step of receiving said

messages.



t he acconpanyi ng draw ngs, and esgﬁcml |y F| gure 16 and 17 thereof

18. Appaw;msas«porg‘mwm ail H\A/@%%ﬁkn pOe/EM/RYs MEANS
i's arranged t al ift %FB nessages as a _
digital signal including a pécket '"' gata—and an identifier
for the packet, the identifier being Iess han tmo bytes in 5 | engt h.

1o fenaratis for eRes Ybomid t eial 15! kit MPLIALAY 8 AElRlently

digital data and or t he "pac

means for gertﬁésaﬁgd%rfrﬁ&pﬁaﬁlb?tth@fecéﬁhﬁg stépd rreans for
generating an identifier for the packet, the identifier being | ess than two

10 bytes in Iengt h and conprising an identity paraneter and a | ength

, | foth h
P ot di rectly pr@%amtr%ﬁ%@%pﬁ 1 ety WSl A A AR ©
20.  Appar atm&h@ﬁ@c@waﬂﬁ E §nah8 espbrgdlB) nghﬁew Qﬁl"‘lﬂhferé’&d | engt h

paraneters are s in I'ength. Appar at us
according to Claim19 or 20, further corrpr|5| ng rreans for storing a

Tt g e, g e P S,
A broadcast %n@@& ?d)"obﬁﬂt ?He;f)l?l?lizil‘ ‘blfanigrkﬁ"értn@%%%&easbe{ ﬁﬁﬁ?ﬁgn%ngcluﬂ fﬁ@ae[ at us

according to any of Cal'ns recept ice
for receivi ng)asbgtcbf digital datgmnd an identifier for #8.packes, thre ideatifiecamgllesgthimtvany of

Claims 13 to erejn the plurality of nessages are output as a
digital S|gnaﬁ %Hﬁg @*ng a packet of digital data and an identifier for
t he packet, the identifier being | ess than two bytes in |ength.

24. A nmet hod of generating a digital signal conprising a packet of

digital data H>hd aApﬁﬁatus fateenérhtirgy a digitaltshgnapecrk@isingoparketsofrifgital data and
gener ati Tg th Pack tOf data; and
dentifier for the packet, comprising:
means for generating the packet of data; and
means for generating the identifier;
wherein:
the identifier generating means is arranged to generate an identifier which is

15 less than two bytes in length.

20.  Apparatus according to Claim 18 or 19, wherein the identifier comprises an

identity parameter and a length parameter.

21.  Apparatus according to Claim 20, wherein the'identity and length parameters

are each 4 bits in length,

20 22 Apparatus according to Claim 20 or 21, wherein the digital value of the length

parameter is not directly proportional to the actual length of the packet.

23, Apparatus according to any of Claims 20 to 22, further comprising means for
storing a look-up table giving the correspondence between the digital value of the

length parameter and the actual length of the packet.
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; the identifier being |&sstthanktwo es ‘ . | engt h and
} conprising an |dent|ty par anmet er and a I-émgth paramet er;
wherein the digital value ofthe |l ength paranmeter is not directly
proportional 240 t Aebroadcast and reception systermdnalwding et ghé) bofadtdse epda,czigiaratus
5 25. A digital co
| packet of di gpqo%qhnaé? amg aﬁ&‘»imms% 38, o the reception end, 4,flevige fpY F6°eivingor

the packet, gptifier being |less than two bytes in | ength and
conpri si ng an |dq |ty parameter and a length paraneter;

wherein the digital value ofthe Iength p araneter is not directly

¢ proportional to the actual length of the packet

26. A sign&f. acdomagthed ta@w@ilagrﬁpzasly oh&lams Bnio 1léemhi5t°}'ﬂ ahe) plusakify nof
paraneters are bits..in_|engt

| B A otiar attrssassharerpat e o Leid et Biebirbeq FRRH 0 tigial, e By s
i I'lustrated ijfentifier for the packet, the metnhﬁexasﬁﬂgrmglmmg“@rmmaeng&nd especially

{ Figure 10 thereof. A broadcast and reception
system according to Claim12, furt her corrprl si ng nmeans
for broadcasty.ng dat nean duc a.contro
or, broadoastyens detnd¥tt Ratind £l Mupi 608 a et RETRHRL e g
wherein the QutiRattifleRans tHeYakkd SSontmasndy: f or repetitively
broadcasting the plurality of sets of nmessages, at a variable repetition
rate, and generating the packet ofadaga; agdt he repetition rate in response to
t he cont 29. A broadcast system

ol command. the identifier 20
{ conpri simg: generating the identifier, nmeans for broadcasting data;

| means for prqgueiing a control command representative of a characteristic of
t he data; and means for

| repetitively broadbasdentifienisnessshareiwabytas imlengthl e repetition rate; said

i 25 nmessage broadcasting nmeans being arranged to vary the repetition rate
§in response to the control command.

27. A method according to Claim 25 or 26, wherein the identifier comprises an

identity parameter and a length parameter.

15 28" A method according to Claim 27, wherein the digital value of the length

parameter is not directly proportional to the actual length of the packet.

.29, A digital signal, comprising;
a packet of diéital data; and
an identifter for the packet;
20  wherein:

the identifier is less than two bytes in length.

30. A signal according to Claim 29, wherein the identifier comprises an identity

parameter and a length parameter.

31. A signal according to Claim 30, wherein the identity and length parameters are

25  each 4 bits in length.
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'-52 - wh3s/3530 Al l d the me&BBL4GH prodiici ng the control
comand i s arranged to pr oduce thg command to be representative of
the tine of broadcast of a particular 2 prograrme event .

3 s 1 YL ACCR D0 b bR\ CHm WIEE 31 MwAALA BB TRAAE LOBHRSARN
‘neans i s arran var he repetifion rae ne

- broadcast Of pdremerée i not directly propodtonal td\tiystheinla@gaooflthegpacketC ai m 30 or 3

1, wherein said nessage broadcasti ng nmeans I's arranged to increase
the repetition rate before the tinme of broadcast of the event.

33. A t di 2
broadcast)ng B Arbiaths sSpadiall A bertfn Morilfus MAE P p B oS e
"during the tipgemefaclimpasan dakile, avesipecially Figurd40 therdofbr oadcast and
“reception systemincluding, at the broadcast end, a system accordi ng

to any of Clainms 29 to 33, and, at the receptlon end, a device for
recei ving_the adcas dat.a nessa

od
of broadcasti %} cé‘rﬁﬁ"?g aﬁbm eceptmn SyStem a‘i’fl"%ﬁ’&é%p WG Hatf%‘%‘cf@mpnsmg

- produci ng a caRbAO! fof OBRAGSHAPT BSLNkAd | Mearkl fér GhedRfde d TohGoLothndat &;

and repetitively broadcasting a nessage, at a variabl e

‘repetition ratepreshitetivé of aaharacteristic of therdatap apd weterdin theheutpatrineanis 1mjudeand.
¢ 36. A et hod acc rding.to t he. data.are signals
“representati vEeaRS for repgntmebggbm@?easmv@% RSy <ot ForeRte ghgevarighle
:representati V?eprltx&{"Paté 1208 6 vy i3 HePhetorAQte in réspBfde toGhe @ntrdl OShARE

event.
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10 35. A broadcast system, comprising:
means for broadcasting data;
means for producing a control command representative of a characteristic of
the data; and
means for repetitively broadcasting a message, at a variable repetition rate; said
15  message broadcasting means being arranged to vary the repetition rate in response to

the control command.

36. A system according to Claim 34 or 35, wherein the data are signals
representative of programme events, and the means for producing the control
command is arranged to produce the command to be representative of the time of

20 broadcast of a particular programme event.

37. A system according to Claim 36, wherein said message broadcasting means is

arranged to vary the repetition rate near the time of broadcast of the event.

38. A system according to Claim 36 or 37, wherein said message broadcasting

means is arranged to increase the repetition rate before the time of broadcast of the

25 event.
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%37. A net hod accor "ﬂ”mm Im)mill @1} direT HBElHEN )n rate hispparied
| near the WO 98{4B43@ he gvent. REPLACEB 38. RT3
daccording to Cl.aim 36 or €37- wher®einn the repetTtTom rate 1s i ncreased

before the time of broadcast of the events3.- '
4- 53 - 39. A nmet hod according to daim36, 37 or 38,

'wherein the rgpeti Al sgsefrbdceording toaClaias 86l 37 or 38, wherem said mess%'érbrbwicﬁml‘agt i me
.of broadcast of the event. A bro ast system

subst anti al | ymgnmraéwangefbstmpmsp metrnpqﬂéuoérréwccblrm thedinzgs of broadeast of the
il lustrated i 0, the acconpanyi ng draw ngs, and especially Figures 5 and 15

it hereof. 5. 41. A conditional access system for
'affordlng condi tional access to subscribers, conpri si ng:
ja subscri ber managenent systenm and a subscri ber

‘*aut hori zati ond48yst An’omadqﬂstaamd teCEptEONS Sjtstenn |uhémdmgarva.ghcféma®ysttead] a system
usal d authorizatio st em enerating supscriber, |

! enewal  commAGerding fo any of 8%3 & %an%} therecsatianomdy PrGVICE ASEEPEIBINGt he
psubscribers i eRdants { &ommands. 42. A
condi ti onal af:hcegcgg system ?%ar a#fa%rdi ng conditional access to subscribers,
conpri si ng: : a subscri ber managenent system'for

fmanagi ng the subscri bers, R}g udi ng a dat abase with
‘subscri ber inf rnaﬁ’é‘ﬁhﬁﬁc?f oadcastive, SRIMRISIE ng a stop conmand that a

15 particul ar su s to be stopped; and
fa subscri ber aut hopfb%g{;#gggs%%tem for authorizing the subscribers, coupled

qto the producing 3Waak 6l dosimArRIntepe sabdtive \b§ b @ Raradtel sty sfangesta; ta@d
qreceive the stop connand t he suhscri ber aut hori zat i on
:system cdfprisi ng FPSAYVElHProsdeasting p messge. g vrtialie rapstitomrate whishhgvarisd
}each subscri bﬁ{re'sﬂon%%%egb%?roﬁ@oﬁxnﬁn&tOp command for that subscriber and
imeans for orizing renewal of the subscribers in
wdependence on the subscriber renewal conmands.

i
; 42. A method according to Claim 41, wherein the data are signals representative

of programme events, and the control message is representative of the time of

broadcast of a particular programme event.

i

15 43, A method according to Claim 42, wherein the repetition rate is varied near the

time of broadcast of the event.

44, A method according to Claim 42 or 43, wherein the repetition rate is increased

before the time of broadcast of the event.

45. A method according to Claim 42, 43 or 44, wherein the repetition rate is

v e at e
PR

20  increased during the time of broadcast of the event.

st e s g

46. A broadcast system substantially as herein described with reference to and as

illustrated in the accompanying drawings, and especially Figures 5 and 15 thereof.

47. A conditional access system for affording conditional access to subscribers,

comprising:
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43. A cond| ti OnaI_HC"C'(’-fSS"SyE‘t en accorq' erein the

subser | DS omegen, L"H"t W £ bt e, et g

started, and-the subscrs eJr menewa nd generating neans ofthe

25 subscr| ber aut hori zati onsystem | s “arranged to generate each subscri ber
renewal comrand a subscriber mana%zment %s Efﬂl dependence on the start
comand. condi ti onal access system according to

Claim4l, 42 or 43ubd¥dribeei duthidiization system coupled to théUaBstribeemdagement
aut hori zat i on systemincludes a databasé with subscriber information,.
REPL ACEMENTSYStemE Faid authorization system comprising means for generating subscriber renewal 54

ditio CcC to G, ai 43,
wher ein thec%rﬁ’ﬁlgﬁ‘féi cpmeans ?or auglaﬁr (lff% §%§W§ﬁ0§§}1§ é‘gf ‘&e%e grrf%eg% gése
W th sulscr gRerconithatdgsat i on and neans for updat| ng the information
I n that database in dependence on the information in the subscri ber
managemnent system dat abase. 5 46. A conditional access system
accordi ng t any ai 41 to 45
evi ce 1 pibvi daacutinel i Syiith b béff%f@%m&ﬁmﬁesaé%étbsft%%
nmeans and t@&nggﬁg | authorizing neans. A condi ti onal
access system according to any of ains 41 to 46, vvherel n the
renewal aut hori zerybsetrs manegemies styattepuforrnnam&gufg)theoambwtbbrsngncluding a
aut horii zatlg gntltlematgt 10 ssali;es to th subscri bers A
condi ti onal 98BBE VI, STRSFRIBT dBIGARC P e [oEEERSTRNngr §15P Aomrpad o ¢ he
subscr ijper g%ﬁﬁashbmlp%ﬁt,em bS stoppaplagd of providing special rights for
new subscr| b condi ti onal access system being for a
broadcast and r eeewbswibes gstherizativai system, for ayhirmmg hepubsoribgrs, aduplddeto

br oadcast e stem according to a y of ai ns 41 o 48, 15 d
Furcher comtis Sihigbes dnaReSRER iteah B Er et eie hs sea commpndalty

mess ages subscriber authorization system comprising means for generating a subscriber renewal

command for each subscriber in dependence on the stop command for that subscriber
15  and means for authorizing renewal of the subscribers in dependence on the subscriber

renewal commands.

49. A conditional access system according to Claim 48 wherein the subscriber
management system includes means for generating a start command that a particular
subscription is to be started, and the subscriber renewal command generating means
20  of the subscriber authorization system is arranged to generate each subscriber renewal

command in further dependence on the start command.

50. A conditional access system according to Claim 47, 48 or 49, wherein the

subscriber authorization system includes a database with subscriber information.

51. A conditional access system according to Claim 48 or 49, wherein the
25  subscriber authorization system includes a database with subscriber information and
means for updating the information in that database in dependence on the information

in the subscriber management system database.
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50. A br oadcast anD rece t| on system i ncluding a conditional acces

syst em ac &0 88/47430 uﬁmﬁr ms 41 to 49. g’f.‘T/EP9ﬂ02106
condi ti onal access s ’ﬂ’ |y as herein described with reference

to and as illust ract ed i the *acconpanyi ng drawi ngs, and especially
Figures 5, 6 or 7 thereof. 55

52. ° A condjti onglcoAgiGsas RYese ??;t@ﬁ%&gﬂdmg {c0arBNYf Cfaidkh 375 517 whereila

wherein a First In First Quf Device is provided between the subscriber
renewal conmirsd In Fxrstg@neﬂletvmaglsnmmslednbbtwam then sulsscribert temewval ngmmeads.

53. A condi ti onal access stem gccording to any of Clainms 47 to 52,
wher ei n t he SSNeTaHBEZEANS 204 Hif TeREW YIg B fes out put neans for

out putting authorization entitlement nessages to the subscribers.

54. A condi tional access systemaccording - to any of Cains 47 to 53,

wherein the 53. As:uh&iubhiiaccasnsymmaa:bdrdimgsyanﬁnf Cldme dFablse, whempinathe di ng
special rights for new subscri bers. 55. A condi ti onal
access s¥yst ewpewali agthprizing Mearsd dedudesnauipet émamé nfogy Qutpwiting o pehorization

system corrprl a system according to any of
dains 47 to™ meg]bn%’i’egsgg%f% ?%‘Z%E%gérlr‘grl sing, at the reception end, a

device for receiving said nessages. 56. A broadcast and recepti on
system including a conditional access system according to any_ of

Clai ms 47 to03%5. A cppditiongl accesp syuieriaceHag ta@nx of Clgimsdihte JBs whereinahe y as
herei n descr| t str
accolrrpany| ngI g? Jﬁtﬁo‘? Zg{les pgf’:t%%’l N Cﬁ?%bz‘?gosta grovglugg S?g&gld ngﬂfshg‘ffreg?v.v

subscnbers.

10 55. A conditional access system, being for a broadcast and reception system, said
system comprising, at the broadcast end, a system according to any of Claims 47 to

54, and further comprising, at the reception end, a device for receiving said messages.

56. A broadcast and reception system including a conditional access system

according to any of Claims 47 to 55.

15 57. ° A conditional access system substantially as herein described with reference to
and as illustrated in the accompanying drawings, and especially Figures 5, 6 or 7
thereof.



