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MS'I'HOD AND DEVICH FOR. AUTm;m'I~TINQ WITH 

Sll'«MEWIUC!A?i ALGORITHM 

The present inventiOI). relates to a metl+od for 

authenticating with ~ymmetrieal algorithm having the 

5 main oharacte~i~tic tl+at, for each mutual 

aut~entication of two parties, commonly referred to as 

A and :a, a c:ryptosraphic computation with a variable 

key. referred to as~', is carriad o~t • 

10. 

. 
'l'ha ~nvention more precisely relatea to the 

cxyptograi>hic computations cited above during an 

authentication of tpe two partie~, referred to as A and 

B, :i.ndependent of eac:h other in the context' of a data 

e~ohq,nge. Thia c~n be between a PC and a iaerver / a 

~eade~ and a server, a chip aard and a chip card reader 

15 suah ast for e~ample, a bank note diepen.se:r in the 

cont~t of the use of a ohip card referred to as A ~Y a 

user who, wishing to ~~ocnre a few banknotes, goes to a 

place having a banknote dispenser, refer~ed to as B. 
More partiaul~rly, the two parties A and/or B oan 

20 pe considered to ~e a chip card a.nd/or a reader, 



v 

2 

It is known to expert$ that the pro.Plems of 

sec:n.J+:i. ty are cPl,cial for oorreot functioning of 

appliances of the banknote di~penser and chip c~rd 

type. These concerns are the subject of continuous and 

5 eve~ more eff~ctive protective provisions for making an 

att~ck more and more difficult to comrnit. 

'l'o explain this state of a.ff airs, in the 

technological fiel4 ot czyptology, it is known that the 

two partte~ who a~e to eommunioat~ with eaeh other are 

10 refer~ed to as A ~nq B. 

~n ~ore teohnioal and scientific terms, t~e method 

con~i~t~ of a o~rt~in number of steps. 

In the detail, A, who pos~eases a seo:i:-et key K, 

ehoosea a ranQom. value a, or :random number, also 

JS referred to as a measage. 

20 

A sends thifl rE1tI1qom value R to Br who also 

pos~eases the same ~ecret key K. 

B aolJ1Pute13 a result, by meane of a· symmetrical 

enc!i:E>hering algo:r:i.thm ALG, ref erred to as r, by means 

of the following formula: 

:i:- = ALG [K] (R) • 

r is the result of the en~iphering of the mesaage 

R with the algorithm A.LG and the secret key K. The 

algorit'bm known as ALQ is a symmetrical enoi,phering 

25 algo;-:ithm. 'l'J:+is may be DES (Data Enorypt!on Message), 

tr£ple PaS, lDEA1 eta. 

Tlli~ operation aan be carried out since t~e secret 

key K ia ~wn to the two parties A and B and only by A 

and :e. 
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Next, B send~ the result r to A. The latter, A, 

then compqtes the result r' by means of the following 

formula: 

r' = ALG [I<] (R) • 

" If the numj)e~ r ie equ~l to the result r' then B ·. 
is authenticateq. 

The a~the.ntication of a by A is eff eoted in this 

way. 

However, th!s operation is not suftiaient ~ince it 
10 is vulnerable to c~rent measurements anQ. therefore to 

the ~ttaaks of a possible pi:t<ating. An attacker, or 

pirate, measu:re,:i the electric current oonsumption of 

the chip. Aooordin9 to the curve obtained, he oan 

ded~ae information on the operations and the data used 

15 

20 

by · the prooeaao~. In order ta 

meas'4+"eme:its, the attacker must 

me~~u~ements and filter them. 

More preciaely, the problem 

oomput~tic~ of r, that is to say on the 

:r .,. ALG [K] (R) • 

effect precise 

make several 

lies in 

formula: 

the 

This is becq.use ounent measureinents are easy to 

carry out at thi~ level and it is oonseq-Qently possible 

to know the data through the computation, in partiaular 

beaause the key K i~ con~tant. 

2 5 l'.n order to obtain a. pertinent measurement' the 

pir~te must carry out several meas~ementia anq filter 

them in order to extract the pertinent information 

therefrom. . Because of the use of the same constant key 

K, all the measurements use the same key K and 
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'tbereto:i=e the result of the filtering is oha:racte:rietio 

of t:be key K. 
The invention proposes a first particularity whieh 

acm.sil!tl!l of a succinct modification which is oaI:ried 

5 out.:: in the formula for computation of r' of the 

authentic::ation protocol , which is the obj eat o:C the 

invent::J.op.. 

~he pa:rey A, who pos~essea the secret key K, sends 

q. random value o+ randomly chosen number R.,., to the 

10 party a. The latter also possesses the same secret key 

l<. 

15 
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:a c:P,oos e13 a random number ~, and then computes 

the number K' , which is also a secret key, using the 

following ~ormula: 

K' • R2 xor K, xor being the mathematical 

"exclu,:r:!.ve OR''. 

Next, a oompueea a reeul t r resulting from the 

formqla; 

Z' = ALG (K' l (Rl} 

B then sends r and Ra to A. 

'I'he latter compqtes, by ~e~ns o! the same 

symmetrical enciphe~ing algorithm ALG, X' and r' u$ing 

the following formulae: 

K' = R2 xor K 

an4. 
r' = A!iG [K' l {~} 
on the assum,ption that r is equal to.r', then Bis 

authenticated by A. 

l'he imposai.P:ility of att::.q.ok at the present time 

30 stems from the fact that. eip,ce I<' cb.~nges at ea.oh 
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authentication, the current oonsu~tion of the . 
oomputation of r and r' is different at· each execution 
of the authentication_. 

aowever, the computation Of K' remains 'VUlnerable 
5 to ·. at tacks i11vol ving current consumption. lhe 

i~vent!on therefore propo$e~ a second particularity not 
related to the ·fi~at de13crib.ed above, conce:rning the 

comput4tion of K'. 
T~i~ i~ ~ecause the invention uses an enciphering 

10 ~y$tem independent of and/or dependent on the 

4uthentiaatio~ ~ystem described above. 
lt eon$ists of ~ computation of K' which is made 

:random. 

Fo~ this pu;.-pose, the secret key K is decompo$ed 
15 int'o a set of n sul:>ltey$ lt1, 1 being the subkeys index,. 

by means of t.be formula: 

20 

I< ""' k1 xor lc2 xor . ' . xor ka.. 
T~~s the corr.p~tation of K' ie pc~sible as being, 

in another formulation: 
l<' = 'R.2 xor ki :x:or • . . xor kii. 

Beaause of the substitutable natu:re of the 

operator xor, 1t is ~os~ible to ch<Ulge the computation 
ordez in order to obtaip a variable computation at each 

authentioation. 

25 So tbat ~ link is esta.l::ilisheq between K and I<:' , 

the ~lgo:f!':i. t:hm used comprises an initialisation phase 

anq ~ ~ubset of loops. 

Tpe initialisation of the algorithm must ~e 

e~lained, in ge~erql terms first of all, and then by 
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t~king a p~rtioular oaae of explanation, then 

trai+$~Oe~le to the generality. 

The following remarks explain the initialisation. 

In general term~, a first table k, referred to 

5 her~:t.nafte:r i:p t}l.e description p.s k [] , is used; this . 
tabie contains t~e v~lues of the n subkeys k1. 

A second table,.refer+ed to as to_do, referred to . 
hereina.fter as to do[] , contains :n Boolean$. Each -
Boolean. contains the true value referred to as "True" 

10 or "".t'" , below and in Figure 2 . 'rhe tables ~ rJ and 

to_do [] contain the eame n-umber n o.f elements, 

rep:r:e~enting the n subkeys k~ and the n Booleans. 

15 

20 

The value Rat~ allocated to K', or more precisely 

K' = R2. 

1he loop ot the algorithm is de$arihed below and 

is depicted in Figu~e 1: 

The first t:itep, or step a, cona:ists of the faet 

that, as long as there remain~ an element in the table 

to_do rJ at the value "T", then a random number i, lying 

between l and n, is ahosen. 

Tile following atep, step b, is the test of 

equality of the element i i~ the table to_do[] and the 

value "Tn, referreq to. hereinafter in the description 

and in tne fig'l..\re. 
25 If the above equality test i~ t+ue, two ope~ations 

~re pe;fomed: 

- irhe firat, 13tep c, is the allocation to the 

va.+:l.ia.ble K' of the result of the mathematical 

"exclusive ORR between K' and the it:h element of the 
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table k [] , which is in fact the computation of the 

following formula~ 

X' = l<t xor k [il 

- The rsecol_ld, r::itep d, is the allocation to the 

s element of index i of the table to do [J of the value . -

10 

~Faise", hereinafter referred to in the description and 

in the figure aa ~FP:.to_4c[i] • "Fn. 

It t~e equal~ty test of step b ts f~l~e, then the 

co~utation system returns to the :l:i+st step, or step 

a. 

'l'llis algorithm is not ~n constant time since it is . 
possible to execute more loops than there ~re subkeys 

ks.' 
'l.'he invention also relates to an authentication 

15 .system with symmetrical encdpheri~g algorithm between 

20 

two entities or parties A and B, posse~sing the same 

secret .ltey I<, which i~lemente tb.e method de;1cribed 

. above. 

'?he invention will now he daecribed with a precise 

e::rcample eml=>odiment, w~ich is the case for which n, the 

nt.UnPe:i:- of subkeye, ia equal to two, n == 2 1 in relation 

to Figure 2, a figure d.eacri~i.ng oniy two loops. 

The ini tiali~ation ~e~ins identical to the 

general c~se deecriped above; it is mentioned in Figure 

25 2 by the refe~ence A or 10, 

'.30 

The loop ot the algo~ithm is effected as follows: 

$wo aomp~tat~ons of the algorithm are possible, 

a!~her the following operation will be performed: 

K' = R:a xor k1. xor k.i i 
o~ the following operation will be performed: 
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K' = Ra xo;r lt2 xo;r ki; 

'l'h~t:t the p;f.:r;-a,te doei;i not know which OOTI\PU1:ation 

will be pel:':f!ormed. initially and therefore cannot use 

seve~~l measurements for effecting filterings. 

5 ·. 'l"he probability of filling the two elements in a 

single transit of the loop or fi:rst attempt is zero, 

or, in a more explici~ and vi~ual manner (of Figure 2), 

the pro,Pability of putting the t~o elements of the 

table to_do[J to the value "F' in a single attempt is 

10 zero. !t i~ therefore impossible to obtain, in a 
single looping, the two identioal val~es 'Fu; •FH. 

15 

20 
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N~t, the probability of putting the two elements 

of the table to_Q.otJ to the value ~F" in two loops or . 
attempt$ is equal to one half, or 1/2. 

IJ:'his is because, during the first loop, a random 
number :j. equal to 1 (20) OX' 2 (21) I i=l or 2, is 

chosen; then the value "F" is put in one of the two 

elements of tlle tal:>le to_do []; this first loop is 

ment.toned in Pigu~e ~ by the reference B . 

.P-m:'i:ng a 13eoond loop {cf :Pigure 2) , a random 

+:i.umber .t equal to l or 2, i=l or 2, i~ chosen; then the 
vali;e npu ia. put in one of the two element~ of the 

table tc_do [], acao+ding to the random number oho,:ien; 

thi$ second loop i$ mentioned in ~igure 2 by the 

25 refe~ence C. 

Wb.us !:.here are two oases terminated (31, 32), that 

is tc aay two values ~F" in two elements and t•o non­

terminate~ cases (30, 33); the computation of K' is not 

term:t.n~ted, The pZ"Obability of obtqining this result 

30 is one half. 
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In addition, the probability of filling two 

element~ in three loops or attempt:J 1~ equal to one 

qua~ter, or t/4 (~Qt depicted in Figure 2). 

'l'tl!a ia beaa~se a random number i equal to l or 2 

5 is ·Clho~en; tlle val11e "F" is put either in the first 
•: 

element or ip the second element of the table to_do[]. 

'11hus, like quring the second loop, tlle~e are two 

cases terminated, th~t is to say two values °F" in two 

elements, and two cases not term::f.nated. The 

10 computa~icn of i' is not tertninated. 

ln very general ~errns, the probability of filling 

the two elements in k loo:pa i~ eqital to 1/21<-1
• 

It i~ aQvantageous to know an average s of loop~ 

to ~e perf o:r:med in order to fall on two elements each . 
15 comprising the val tie "F'' • 

20 

For t~is, the mathematical expectation is computed 

and is formulate4 a~ tollowst 

' l s =~ix-
~ 2i•1 
~=JI• 

This mathem~tic~l e~eotation ia the weighted sum 

of the probabilities. 

It ia equ~l, once computed, to three. 

The conclusion is therefore: S = 3 

'!'he computation of X' is etfected in three loop~ 

on average. 
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CLAIMS 

:i.. A method for authentida ting with ~ymmetrical 

enciphering algo~it~m bettteen two entities or parties A 

5 and:~' pos~e~sing the same secret key K, characterised 
in that it performs the following steps for the 

authentication: 

l.O 

15 

v 20 

a) the party A, possessing the sea:ret key K, 

se~d.s a :i:auclom value or randomly chosen number Ra to the 
party B1 the latter also ~assessing the same seoret key 

b) the party B choot;ie~ a random number ~ and 

oom~te~ the nultlbe;- K', whioh is also a secret key, 

using the followip.g formula; 
' 

l<' .,. R2 xor K, xor being the equivalent of the 
mathematic~l ~excl~sive ORP; 

c) next :a comPiites, by means of a aymmetrioal 

e.ncipb.er:l.ng aigo:i:-itbm A.LG, a result r resulting from 

the formula: 

r lllf ALG [K'] (R1) ; 

d) the said pa:rty B next sends r and Ra to the 

said paz-ty A; 

e} the sai~ pa:n:y A computes, by means of the 

sc:t.me symmetrical enciphering algorithm ALG, X' and r' 

25 u~ing ~he following formulae: 

K' = R2 XO:f;' K 

and 
r' = ALG [K' J (ll1) i 

f) if+ is equal tor', then the said party Bis 

30 authentica~ed by the said party A. 

I f llf HI llf Ill 11111 lllll If 1111 
* C L M S * 
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2 . A method aaao.rding to Claim l., characterised 

in that the Jtey K is decomposed into a set of n subkeys . I 
k1 1 i being the sub~eys index, by mean~ of the formula; 

I 
K = ki xor k2 xor • . • :xor kti.. 

·. 3. ~ . 
cha:raciteri,sed 

method according to Claim l or 

in that it c:omprises a system 

2, 

of 

computing the key K' made random by t~e order of use of 

the sul:lkeys ki, i '.being the subkeys index, in the 

fornn.ilat;f.on! 

10 K' == tl2 xor ki xor . • • xor lea,. 

l5 

v 20 

4. A methoq aocordill9 to Claim 3, ohar~ate+ised 

in that tbe :sieoret key K' is computed by means of an 

algorithm which comprises a..n initialisation phase and a 

set. of loops. 

5. A method according to Claim 4, characterised 

in that the initialisation phase comprises: 

- a first table k, or k [] , aonta,ining the n 

faubk.eyS k). I ana 

~ second table known as to_do, or to_do[], 

containing n Boolea~s, each Boolean containing the true 

value called "Tru,en o+ "T", 

qnc:L oharaateri~ed in that the tables kCJ and 

to_ao [] contain the s21.me number n of elements, 

representing the n subkeys k1 and the n '.Booleans. 

25 6. A method aooording to Claim 4, cha:racteri~ed 

in thqt the algorithm loop comp~ises the following 

!iteps 

a) t~e fir~t ptep consists of the faot that, as 

'long ~s there :;:-emains an element in the table t.o_do [J 

I lllllll llllll lllll If If I rl 1111 ' 
* C L M S * 
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at the vali.;i.e '":t"', a random number i, lying between l 

and n, is then chosen; 
b) the second atep consists of the test of the 

element i in the table to_do[] at the value "T" ' 
. . c) if the result of the second step is t:rue, then . . 

the 'third i::itep conaists ot' two operations: 

-·the f~r~t ia t~e ~lloc~tion, to the va~iable X', 

of the re$ult of the mathema.tiaal "exclu~ive o~­

~etwee~ K' and the ith ele~$~t of the table k[J, which 

10 is the computation of the following fonnu.la: 

K' ... K' xor ktil 
- the second is the allocation to the element of 

index i of the ta.J:>l.e to_ do[] of the value "False", 

referred to hereinafter in the description and in the . 
is figtire ~~ ~1°: to_dor11 = ~F~. 

v 20 

7, A method ~cco~ding to Claim 4, characte~i~ed 

in that the algorithm loop comprises the following 

steptJ: 

a) the first step consists of the fact that, as 

long. as the:i;e l:'emains an element in the table to_do [] 

at the value "T", a random number i, lying between l 

and n, is then ohosen; 

b) the seaond step consists of the test of the . 

element i in the table to_do[] at tbe value uTn; 

25 o} it the reault of the second step is false, 

then the computation system retu:rn~ to the first step. 

a. A system for a.utbentioating with a symmetrical 

enciphering algorithm between two entities or parties A 

a~d a, posaessing the same secret key K, characterised 

I llllll/ 1111111111111111111111 
* c l H S * 
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in th~t it it'LlPle111ente the method for authenticating 

· 'aoco~ing to any one of Claims l to 7 . 

. . . 

I ~lllfi 111111 Ill~ 11111Jl1111 
C L M S * 


