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ME'I‘HO'D AND DEVICE FOR AUTHENTICATING WITH
SYMMETRICAL ALGORITHM

The pre.sent invention xelates to a method for
authenticating with psymmetyical algorithm having the
main. characteristic that, for each mutual
authentication of two parties, commonly referred to as
A and B, a cxyptographic computation with g vaxriable
key, referred to as K’, is caxrried out.

The invention waore preéisely relatea to the
cryptographic computations cited above during an
authentication of the two partieg, referred to as A and
B, independent of each other in the oontext of a data
exchange. This can be between a PC and a gexver, a
reader and a server, a chip card and a chip card reader
such as, for example, a bank note dispenser in the
context of the use of a chip card referred to as A by a
user who, wishing to procure a few banknotesz, goes to a
place having a banknote dispenser, referzed to as B.

More particularly, the two parties A and/or B aan
be considered to be a chip card and/or a reader,
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It 1s known to experts that the problems of
seoyrity are crucial for correct functioning of
appliances of the banknote dispenser and chip card
type, These caoncerns are the subject of continuous and
ever more effective protective provisions for making an
atta;ck more and more difficult to commit.

To explain this state of affairs, in the
technelogical field of cxryptology, it is known that the
two parties who are to communicate with each other are
referred to as A gnd B.

In more technical and sclentific terma, the method
aconpigts of a certain number of steps.

In the detail, A, who pospesges a secret key XK,
choosegs & random wvalue R, or random number, also
ra:E:erred to as a message.

A sends this random wvalpue R to B, who also
posgesses the same gecret key K.

B copputes a result, by means of a' symmetriczl
enciphering algorithm ALG, referred to as r, by means
of the following formula: '

r = ALG[K] (R). _

r ig the result of the enciphering of the message
R with the algorithm ALG and the secretr key K. The
algorithm known as ALG is a symmetrical enciphering
algorithm. This may be DES (Data Encryption Message),
triple DES, IDEA, eta.

Thig operation can be carried out since the Bsecret
key X is known to the‘ two parties A and B and only by A
and B,



1¢

15

20

25

Next, B sends the result r to A. The latter, A,
then compytes the result r' by means of the following
formula:

r' = ALG[K] (R).

> If the number r is equal to the result r' then B
1a é;uthenticated.

The authentication of B by A is effected in this
way,

However, this operation is not sufficient since it
is vulnerable to current measurements and therefore to
the attacks of a possible pirating. An attacker, or
pirate, measures the electric current consumption of
the chip. According to the ocurve obtained, he can
deduce information on the operations and the data used
by: the proceasor. In order tao effect precise
measyrements, the attacker must make several
measurements and fillter them.

More  Dprecigely, the problem lies in the
computation of r, that is to say on the formula:

r = ALG[X] (R},

This is because current measurements are eagy to
carry out at thip level and it ia conseguently possible
to konow the data through the computation, in particular
bedause the key K is constant.

In oxder ta obtain a pertinent measurement, the
pirate must carry out several measurements and filter
them in oxder to extract the pertinent informatjion
therefrom. . Because of the use of the same congtant key
X, all the measurements use the same key X and
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therefore the result of the filtering is charactexistic
of the kay K.

The invention proposes a first particularity which
consista of a succinet modification which is carried
out. in the formula for computation of =»’ of the
autﬁentication protocel, whicfx iz the object of the
invention. '

The parxty A, who possesses the secret key K, sends
a random value or randomly chesen number R;, to the
party B. The latter also possesses the same secret key
K.

B chooses a random number R,;, and then computes
the number K’, which is also a secret key, using the
following formula:

TR = Ra xor K, xor being the mathematical
rexclugsive OR#,

Next, B computes a regult v resulting from the
formula:

T = ALG[K] {Ry)

B then sends ¥ and Ry to A,

The latter computes, by means of the same
symmetrical enciphering algorithm ALG, K’ and r’ using
the following formulae:

XY = R; %or X

and |

r’ = ALGIR’] (Rq)

on the assumption that r is equal to',r', then B is
anthenticated by A.

The imposaibility of atrtack at the present time
stems from the fact that, since K’ changes at sach
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authentication, the current consumption of the
computation of r and r’ is different at each execution
of the authenticationm.

However, the computation of K’ remains vulnerable
to - attacks ipvolving current copsumption. The
invéntion therefore proposes a second particularity not
related to the ‘first described asbove, concerning the
computation of K’.

Thig is hecause the invention uses an enciphering
gystem independent of and/or dependent on the
guthentication system described abave.

It consists of 3 computation of K’ which is made
random,

For this purpose, the secret key K is decomposed
int:c: a set of 1 subkeys ki, i being the subkeys index,
by means of the formula:

K = k; xor k» xor ... Xor ks,

Thue the computation of K' is possible as being,
in gnother formulaticn: '

K’ = R; %or ky Xor ... XOor k.

Because of the substitutable nature of the
operator xox, it is pospible to change the computation
ordex in order teo obtain a variable computation at each
authentication.

So that g link i= established between K and k',
the algorithm used comprises an initialigation phase
and a subset of loops.

The dinitialisation of the algorithm must be
explained, in geperal terms f£irst of all, and then by
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taking a @particular case of explanation, then
transposable to the generality.

The following remarks explain the initialisation.

In general terms, a first table k, referred to
hereinafter ip the desoription as k[), is used; thisg
tab.ie gontains the éallues of the n subkeys Kki.

A second table,. referred to as to_do, referred to
hereinafter as to_‘do.[] , contains n Booleans. Hach
Boolean contains the true value referred to as “True”
or “7”, helow and in Figure 2. The tables k[] and
to_do[] cortain the gsame number n of elements,
repregenting the n subkeys ki and the n Booleans.

The value R; is allocated to K’, or more precisely
K/ = Ra. .
* The loop of the algorithm is described below and
is depicted in Figure 1:

The first atep, or step a, conaists of the fact
that, as long as there remains an element in the table
to_dol] at the value “T“, then a random number i, lying
betwean 1 and n, is chosen.

The following atep, sastep b, 1is the test of
equality of the element i in the table to_do[] and the
value “T”, referred to. hereinafter in the description
and in the figure.

If the above egquality test is true, two operations
are pexformed:

- The f£irst, step c, ig the allacation to the
variable K’ of the result of the wmathematical
“exclusive OR¥ between X’ and the i™ element of the
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table k{l, which i1s in fact the computation of the
following foxrmula:

K’ = K' xor k[i]

- The pecond, step d, is the allocation tao the
element of index 1 of the table to_do[l of the value
“Faise", hereinafter rsferxed to in the description and
in the figqure as “F’: to_da[i] = “B¥, |

If the equality‘test of step b 1= false, then the
computation system rsturns to the first step, or step
a.

This algorithm is not in constant time since it is
possible to‘execute more loopa than there are subkeys
kg,

The invention also xrelates to an authentication
system with symmetrical enciphering algorithm between
two entities or parties A and B, possessing the same
sacret key X, which implements the method described

. abave.

The invention wiil pow be described with a precise
example embodiment, which is the case for which n, the
number of subkeys, is equal to twe, n = 2, in relation
to Figure 2, a figure describing only two loops.

The initialisation remains identical to the
general case described above; it is mentioned in Figure
2 by the refexence A or 10,

The loop of the algorithm is effected as follows:

Two computationg of the algorithm are posaible,

Bither the following operation will be performed:

K* = R; xor Ky Xor ki; o

Ox the following operation will be performed:
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K’ = Rz Xor K; xor ki;
Thus the pirate does not know which computation
will be pexnformed initially and therefors cannot use

several measurements for effecting filterings.

. The probsbility of filling the two elements in a
sin.éle transit of the loop or first attempt is =zero,
or, in a more explicit and visual manner (cf Figure 2),
the probability of putting the two elements of the
table to_do[] to the value “F” in a single attempt is
Zero. It ig therefare impossible to obtain, in a
aingle logoping, the two identical wvalues “F¥, “F7,

Naxt, the probabillity of putting the two elements
of the table to_dol] to the value "“F* in two loops or
a.ttempts is equal to one half, or 1/2.

: This is because, during the first loop, a random
number i equal fo 1 (20) ox 2 (21), i=1 oxr 2, is
chogen; then the value “F” is put in one of the two
elements of the table to_dol[l; this first loop is
mentioned in Pigure 2 by the reference B.

Puring a second loocp {cf Fiqure 2), a xrandom
mumber i equal to 1 or 2, i=1 or 2, is chasen; then the
valye ™F” ia put in one of the two elementg of the
table to_daofl, according to the random number chosen;
this second leop i1s wmepticned in Figure 2 by the
refeyrence C.

Thus there are twoe cases terminated (31, 32), that
is to may two values “F’ in two elements and two non-
terminateg cases (30, 33); the computation of X’ is not
terminated. The probability of obtaining this result
is one half.
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In addition, the preobability of £illing two
elenments in three loops or attempts is equal to one
quarter, or 1/4 (not depicted in Figure 2),

This ia because 3 random number i equal to 1 or 2
is -thogen; the wvalue “F* is put either in the first
eleﬁent or in the second element of the table to_dol].

Thus, like duripg the second loop, there are two
cages terminated, that is to say two values “F” in two
elements, aud two ocases not terminated. The
computation of K’ is not terminated.

In very general terms, the probability of £illing
the two elements in k loops is equal to 1/2%3,

It is advantageous to know an average S8 of loops
to be performed in order to fall on two elements each
combrising the value “F",

For this, the mathematical expectation is computed
and is formulated ag follows:

This mathematical expectation is the weighted sum
of the probabilities.

It is equal, once computed, to three.

The conclusion is therxrefore: 8 = 3

The compuktation of K! 1s effected in three loops

on average.
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CLAIMS

1. A method for authenticating with symmetrical
enciphering algorithm between two entities or parties A
and ‘B, possessing the same secret key K, characterised
in that it performs the following steps for the
authentication: X

a) the party A, possessing the gearet key K,
gends a random value or randowly chasen number R, to the
party B, the latter also pomsesaing the same secret key
K;

k) the party B chooges 3 random number R. and
computes the number K’, which is alse a secret key,
using the following formula:

‘ K' = R, ®or K, Xor being the equivalent of the
mathematical “exclysive OR¥;

<) next B coppubes, by means of a symmetrical
enciphering algorithm ALG, a result r resulting from
the formula:

r = ALG[K'] (R);

d) the said party B next sends r and R; to the
Baid party A;

e) the said party A computes, by means of the
same symmetriczl enciphering algorithm ALG, K/ and r?
using the following formulae: '

K/ = Ry xor K

and

r' = ALG[K’] (Ry);

£) if r is equal to x‘, then the said party B is
authenticated by the said party A.

[
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2. A method acocording to Claim 1, characterised
in that the key K ia decomposed intc a set of n subkays
ki; i being the subkeys index, by means of the formula;

K = k1 X0T kz XOr ... Xor ka. |

o3, A method according to Claim 1 ox 2,
chaz:acterised in that it comprises a system of

_ computing the key K’ made random bir the order of use of

the subkeys ki, 1 being the subkeyr index, in the
formulation:

Kt = Rs xor ky xor ... xor kj.

4. A method adcording to Claim 3, charagcterised
in that the secrxet key K’ ig computed by means of an
algorithm which comprises an initislisation phase and a
set of loops.

E. A method according to Claim 4 ¢ Characterised
in that the initialisation phase comprises:

- a first table k, or k[l, containing the n
gubkeys k;, and

- 3 sgecond table known as to_do, eor to_dol],
containing n Booleans, each Boolean containing the true
value called "Prue”’ or "I,

and characterigsed in that the tables Xk[] and
to_do[] weontain the same numkber n of elements,
representing the n subkeys k; and the n Booleansa,

8. A method anmcarding to Claim 4, characteriged
in that the algorithm locop comprises the following
gteps

8) the first step consists of the fact that, as
'long as there remains an element in the table to_dol]

W
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at the valuye “7?, a random number i, lying between 1
and n, is then chosen;

) the secand step consists of the fest of the
element i in the table to_doll at the wvalue “T7;

- @) if the result of the second step is true, then
the Ehird gtep consists of two cperations:

~:the firat is qha allocation, to the wvariable K/,
of the result of the mathematical “exclugsive OR*
between K’/ and the 1™ element of the table k[], which
is the computation of the following formula:

R = K’ xor k[i]

- the second is the allocation to the element of
index i of the table to_de[] of the wvalue “False?,
referred to hereinafter in the description and in the
figﬁrs ag “Fv: to doli] = “F7.

7, A methed acocording to Claim 4, characteyriged
in that the algorithm loop comprises the following
steps: .

2) the first step consists of the £fact that, aam
long. as there remains an element in the table to_dol]
at the wvalue “T%, 3 random number i, lying between 1
and n, is then choaen; -

b) the second step consists of the test of the
element { in the table to_do[] at the wvalue “T7;

g) if the result of the second step is false,
then the computation system returns to the first step.

B. A systemw for suthenticating with a symmetrical
enciphering algorithm between two entities or parties A
and B, possessing the same secret key K, characterised

—_—

R
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in that it implem;ants the method for authenticating
in '
‘according to any one of Claims 1 to 7.

—_—
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