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SPECI FI CATI ON 5 G pher Processing Apparatus, |IC Card and C pher

Processi ng Met hod Technical Field! The present invention
relates to a ci pher processing apparatus, in particular, to a
smal | -si zed ci pher processing apparatus installed in an IC 10 (Integrated
Circuit) card and so on. Background Art For a
conventional related art of the invention, DES (Data Encryption
Standard) of U S. coleGLi3H YRaSSHLATHOS FOMPER/IBYFBBO8K 15 ci pher
of secret key (comon key) cryptosystem wll be explained. A

detail of DES processing is described in such as Hans Eberl "A

Hi gh-speed DES i npl enentation for Network Applications”, Advances in
Cryptol ogy - CRYPTO '92, Lecture NopPESIFICATIDH er Science 740,
Springer-Verlag. 20 Fig. 18 is a flowhart showi ng DES encryption
al gorithm In Fig. 18, reference nunerals 1001 - 1004 show
oper ati ons using function F for data transformation. Reference

nurer al g 1Oéijp}ie1';|15)1%%e§aj§9§’f§fppal"18@I@p@ﬁﬁt hARTCiBhby W'O&!S_tdiné’ Q’Iettﬂggf igure, an
initial permitation an inaf pernutation are omtted.
An operation w il be explained.

Technical Field
The present invention relates to a cipher processing apparatus, in
particular, to a small-sized cipher processing apparatus installed in an IC

10 (Integrated Circuit) card and so on.

Background Art

For a conventional related art of the invention, DES (Data

Encryption Standard) of U. S. commercially used cipher, which is a block
15  cipher of secret key (common key) cryptosystem, will be explained.

A detail of DES processing is described in such as Hans Eberl “A
High-speed DES implementation for Network Applications”, Advances in
Cryptology — CRYPTO ’92, Lecture Notes in computer Science 740,
Springer-Verlag.

20 Fig. 18 is a flowchart showing DES encryption algorithm.

In Fig. 18, reference numerals 1001 — 1004 show operations using
function F for data transformation. Reference nux.nerals 1011 — 1014 show
XOR operations bit by bit. In the figure, an initial permutation and a final
permutation are omitted.

25 An operation will be explained.



An input data ‘1050 having 2Xn bits (in case of DES, 2X32 bits) is

divided into two n-bit data 1051 and 1052. The n-bit data 1051 is output as
n-bit data 1053 without any transformatiaoh. The data 1051 is also input to
the function F 1001 to be transformed. The data transforned by the 5
function F 1001 is XORed with the other n-bit data 1052 bit by bit by the
XOR operation 1011 and the XORed result is output as n-bit data 1054.

Herei nafter, operations are repeated by the functions F 1002, 1003,

and 1004, the XOR.gpéfaii oo 103@ hak@dd.2 >anditOE4 drd ofUDPEt 2da3a h1G95s

and 1056 are output. The two n-bit data are united and output as 2n-bit 10

data 1057. divided into two bt dbQa SINBWsa D 1652 Re ﬁfbﬁldla'ﬂ@rl()BIlQS@%éi)Hgas
appar at uses perform ng data transformation simlar to the

encryption "i‘lsbﬁhpl"é@a]](ﬁd w'lth()hbemfs|Q‘Qﬁ%§ﬁla@fon':' Thel@ata 1(()jol is 'ﬂso 1118{19 t&i 9

19, reference nuner 1101 and 1102 show registers A an

nof di ng_dat g, ReferSIce: 03T AL S aéﬂfpﬁlaaﬂngwmed AR the,

for selecting one o dat notes a function operatl ng circu

cal oul ating 4 &(g}yggga? E ORIAL Aol b4 Q059 9P e 8T IR

circuit. respec Fvel i npu and

and 1204 re , tivel t dat A and An
operation \/\?‘Iﬁﬁtﬂ)@e@( ‘I”él ﬁiﬁj nd thcoklb%dres lrgr%%lpuggf 5'21?{&\5%311@ 1954 bi ts
in case of DES, X 32 bits) is.divid WO . Nn- bi ut

(A1201 and B1202. e} Ei"nﬁé?“ﬁé?%s a}"erepeated bé’sﬂ&%‘f%}%? tf@gﬁe& the
sel ectors A11Q3 and B11Q4_and held in_the d’ggﬁters A1101.and_ B1104.

The data hePad H0QhdheedPdt eperatiqns 11410 an 250 patrar| @tdotd5a1103

and B1104 and input to the function F qperating
and 1056 are output. The two n-bit data are united and output as 2n-bit

10 data 1057.
Fig. 19 shows an example of cipher processing apparatuses
performing data transformation:similar to the DES encryption as shown in
the flowchart of Fig. 18.
In Fig. 19, reference numerals 1101 and 1102 show registers A and B
15 for holding data. Reference numerals 1103 and 1104 are selectors A and B
for selecting one of data. 1105 denotes a function F operating circuit for
calculating the function F as data transformation. 1106 denotes an XOR
circuit. 1201 and 1202 respectively show n-bit input data A and B. 1203
and 1204 respectively show n-bit output data A and B.
20 An operation will be explained.
An input data having 2Xn bits (in case of DES, 2X 32 bits) is divided
into two n-bit input data A1201 and B1202. r.I‘he two input data are
respectively selected by the selectors A1103 and B1104 and held in the

registers A1101 and B1104. The data held in the register A1101 is fed back

Lo
Ny

to the selectors A1103 and B1104 and input to the function F operating



‘circuit 1105 at the sane tinme. After transforned by the function F
operating circuit 1105, the data is XORed by the XOR circuit 1106 wth the
data held in the register B1102. The XORed result is fed back to the

sel ectors A1103 and B1104. 5 Next, the selector A1103 selects
the XORed result of the XOR circuit 1106, the selector B selects data
held in the register A1101, and the registers A1001 and B1002 are
respectively updated by these selected data to hold t herei n. Then,

simlarly, thewopei@dien,theoshaspandeng Afet heapplialcdony the Hldutwghythe
functions F 1002, 1003, 1004 and the XOR circuits 1012, 1013, 10 -1014

shown in Figperkind sirceneatosd thh eRREd) }K)RQQQﬁrSﬁerXOW{TbﬁEuﬂfllt(l(m%h and
t he out put data A1203 and B1204 are finall y output. In case of DES, the

operation Wikia BR1d epeahetokfutbi n_@is}oz The XORed Féuust GOnRaNLAANZL, E}?L | ated
art is described in detail, for exanple, in Hans Eberl| "A Hi gh-speed

DES | npl ermegljati,e6 Afl‘if)BN‘?H"Bﬁﬁ)ﬁgpl ications", 15 Advances in
Crypt ol ogy- CRYPTO ' 92, Lecture tes in corrputer Sci ence 740,

Spri ngers- Ver | ag. Next, the select{)r '&lei()%'s%kl] 9(3?%&5‘99 P%lf ?ltxél 6@? L{ug,gutabove

net hod, “when t he us s const ruc ura

LSZE}LFEStE B sRloEB relecie R0 et e '?‘38951%{? c‘{ﬁ@ﬁsgha&hﬁs‘ffﬁ&s%h“e
e oo PRT00 0 ERECARO 5t S BT o5, b spsiea AR 80 @ =0
function F jincl udes smal |l e it having repeati proce t he
convent i onaiReZ8HF | gﬁ‘ﬁpt (?ﬁmdlrla f i{ﬁ OREFatie c%%@??i@o“éﬁﬁgrtﬁ Gg‘edﬁ%‘*sraﬁ&n

effici ently reduce the circuit scale or save ele

The presenttBrAygRtthsHunstigns & 4882 40884 4204 ﬁEdé’g’G iﬁri"éﬁ‘édom, 1013,

10 1014 shown in Fig. 18, is repeated (looped) a necessary number of times, and
the output data A1203 and B1204 are finally output. In case of DES, the
operation will be repeated 16 times.

This conventional related art is described in detail, for example, in
Hans Eberl “A High-speed DES Implementation for Network Applications”,

15  Advances in Cryptology-CRYPTO ’92, Lecture Notes in computer Science 740,
Springer-Verlag.

In a cipher processing apparatus by the above method, when the
apparatus 1s constructed by a plurality of the functions F having similar
configuration for processing, it is possible to efficiently construct a processing

20  circuit by using one circuit repeatedly. This enables to reduce the circuit
scale and also save electric power. However, there is a problem that when
the function F includes a smaller circuit haviné repeating process, the
conventional configuration of the cipher processing apparatus does not

efficiently reduce the circuit scale or save electric power.

-

25 The present invention is provided to solve the above-mentioned



problem The invention ains to obtain a cipher processing apparatus.
whi ch can be constructed efficiently to reduce a circuit scal e and save
el ectric power even if the apparatus has a configuration of

repeat edly processing the function F including an internal smaller
circuit configured by repeating 5 process. Di scl osure of the
I nvention According to the present invention, in a cipher
processi ng appar at us performng a first data transformation process
on an i nput pdeklama pilbeainveptomn ai@s to rmbsalpy ag cifihest popessanicngpparctuist |
the first operating cirtcuit conprises a | oop processing circuit for
perforn ng wlsekooad beatastmanst offiadnidy tprobess: arphicahietyndiatd aesiric
the | oop processing circuit conprises a second operating circuit, a

dat a hol di ngowier eueh if Bndappseltasthaztn eonfigtintation éfarepeareloeescisathd aap;

15 the second operating circuit perforns the second data

transfor mat f@fction I’ iALREESS;an internal smallbhendat@coRfighR@ ok fdidating
tentatively holds the data on which the second data transformation
process yasppslckor ned; and the selecting circuit selects one
of to termnate and to continue the 20 second data transformation process
by the | oop processing circuit. The second operating circuit
conpri ses: a data dividing circuit dividing data input to the

second oper @f: i i it [nto a first divided data and a second
di vi ded datgﬁéaggumaOfthglhgghﬁﬁbrd operating circuit transformng the first

dI_VI ded data: According to the present invention, in a cipher processing apparatus

performing a first data transformation process on an input data a plurality of
10 times by a first operating circuit,
the first operating circuit comprises a loop processing circuit for
performing a second data transformation process a plurality of times;
the loop processing circuit comprises a second operating circuit, a
data holding circuit, and a selecting circuit to form a processing loop;
15 the second operating circuit performs the second data transformation
process;
the data holding circuit tentatively holds the data on which the
second data transformation process was performed; and
the selecting circuit selects one of to terminate and to continue the
20 second data transformation process by the loop processing circuit.
The second operating circuit comprises:
a data dividing circuit dividing data input. to the second operating
circuit into a first divided data and a second divided data:

a third operating circuit transforming the first divided data;

o
(o))

an XOR circuit XORing an output data from the third operating



25 ' an XOR circuit XORing an output data from the third operating

circuit with the second divided data bit by bit; and a data
uniting circuit uniting an output data fromthe XOR circuit; and t he
second di vi ded dat a. The selecting circuit inputs a data for
the first data transformation 5 process by the first operating circuit
and a data held in the data hol di ng circuit, and the selecting
circuit selects the data held in the data hol di ng circuit when a
process by ditmif goph phosessidndivedaddiata by hvobiberednt i nued. The

selecti-ng circuit selects the data for the first data transformation
process by the fia dhtopananngraiit aditinghen oatpnbdess fym tthe POGCcessing

| oop 10 circuit starts. The ci pher processi ng apparat us
further compid sl&ssecond divided datad regi ster A and a register B alternately
hol ding the data for the first data transformation by the first

operating cCircuitThe selecting circuit Wap ¥ a Aats Ubt ShXER:NAabl krdDsfGhhatibg data
on which the first data 1§ transformation was perfornmed by the first

operati B Gijoeddd Wik £iR& S @ting circlf! Snd ™ HhE: HRU SheheAlRRA B dilgt he
data held i'n the register B, respectively; a selector A and a

sel ector B sghgeting tﬂ?ese%c&hg%/e ch%gl"i’t Qe Gk 186 held inftglreZ{i]aniﬁl@ldiﬁéqe q

transformation Was perforne a first operating unit an _
A e L R
ther‘egister,Aa the regqgister. t tart..t he pr.ocess of. the .| oop
processi ng ci rcuin]tq'.le Sg]ecmqg circuit Sﬁ%%“? i%PSt ag%z?raﬁl}eﬁg“ idlagzbi%{ax}sgﬂrﬂg;mn

peffornms a data t ent from Lbhe second ciata1

t r ansf or matH*GREHr %ggg‘f% (ﬁrg? toii’ggafél’ég §ilifgﬂii{/\;‘(?%ﬁ a process by the processing

10  circuit starts.

oop

The cipher processing apparatus further comprises:
a register A and a register B alternately holding the data for the first
data transformation by the first operating circuit;
two XOR circuits XORing bit by bit the data on which the first data
15 transformation was performed by the first operating circuit with the data
held in the register A and with the data held in the register B, respectively;
a selector A and a selector B selecting one of the data on which the
first data transformation was performed by a first operating unit and an
XORed data by the XOR circuit to hold in the register A and the register B,
20 respectively; and
the selecting circuit alternately selects the register A and the register
B to start the process of the loop processing circuit. |
The first operating circuit further performs a data transformation
dafferent from the second data transformation process for the data on which

25  the second data transformation was performed by a processing loop unit to



25 the second data transformation was perforned by a processing |oop unit

to , output a transforned data. The second
operating circuit conprises: 6 m(n{ferr]1) nunber of function
operating circuits inputting identical data fromthe sel ecting
circuit; and 5 a selector wwth minputs and one output for

i nputting data operated by the m nunber of function operating
circuits and selecting one of the input dat a. The

ci pher procasdung appafatus! daraher conpri ses:

a function

operating unit transform ng data output fromthe 10 selecting circuit;

and

The sedozct grerianmg tirogt damarepser at ed by the function

operating unit and the data output fromthe selecting circuit, and
out putting one ofmt ir=tdht Aumber of function deeatidigngréwitd heppitaseidentical

i nvention,

in a cipher processing nethod performng a first data

transf or matda frefh @it dddtingatraus; pharal ity of times 15 by a first

operating step, the first operating step conprises a | oop

processisng step PELEEREMNGitA m inputdEANEhdBh it BRSARLITRLS @AtAbp&rated
plurality of tinmnes; the | oop processing step conprises:

a second opgr atd ngnﬁ}rﬁ)%rFb?rfﬁﬂfﬂgj)ﬁgpgﬁ?tiﬁggﬂeﬁlitgahaste?]@c?ﬁfgoéﬁ’@af ;inp%q

a data hol di'ng step tenporari

I'ng data on whic secon

transfornatign was perforned; and a selecting step for
sel ecting either of to termnate and to continue t he second data
transformation byrﬁggiplh%(r)%rgrocesm ng_st.e

10

1\
ot

cessIng ap aratul further comprises:

a function operating unit transforming data output from the
selecting circuit; and

a selector inputting data operated by the function operating unit and
the data output from the selecting circuit, and outpatting one of the data.

According to the present invention, in a cipher processing method
performing a first data transformation for an input data a plurality of times
by a first operating step,

the first operating step comprises a loop processing step performing a
second data transformation at a plurality of times;

the loop processing step comprises:

a second operating step performing the second data transformation;

a data holding step temporarily holding data on which the second
data transformation w;cxs performed; and

a selecting step for selecting either of to términate and to continue
the second data transformation by the loop processing step.

The second operating step comprises:

a data dividing step dividing data input to the second operating step

dat a



The Second operating step conprises: 25 a data dividing step

dividing data input to the second operating step into a
first divided data and a second divi ded dat a; athird
operating step transform ng the first divided data; an XOR
step XORing an output data fromthe third operating step with the
second divided data bit by bit; and 5 a data uniting step uniting
an out put data fromthe XOR ste and t he second divi ded dat a.

Accor di ng tinla hdixpt éS\edt’dldl?a\Vemllddh%mdl @vidas dafieat ed circuit) card

comuni cating data with a reader/witer conprises: a data
recei ving circui ta recéopergitpetaatransfomingghedadedivided data; 10 a

data transmtting circuit transmtting the data to the
reader/witer; anmgh XOR step XORirddan owipphetata fpomcgssiingd opepptingt step  of

t he i nvention encrypting/ decrypting the data. Accordi ng
to the presenh thevwepdnd®Aividdd det£dirhedipundcating data 15 with a
reader/writer conprises: a data recei vi ng circuit receiving
the datg fromthe ﬂﬁﬁf’%‘iﬁ%tzth‘%p uniting an outpuﬁdﬁ@d &drh ahsMXOR Eg;pchﬁﬁu' t
transmttlngthe data to the reader/witer; and

ci pher PLAcesSI Y divid &)zar@&us of the i nvent| on 20

encryptl ng/ gecryplgtlgnbwt Brief Description . of the Draw ngs

Fig. 1 shows an %%BY(PM ot %Q%rhé&&‘ ix{llern%loq{[,ié}{llbo(iﬁtécérﬁﬁd circuit) card

communicating data with a reader/writer comprises:
a data receiving circuit receiving the data from the reader/writer;
10 a data transmitting circuit transmitting the data to the
reader/writer; and
the cipher  processing apparatus of the invention
encrypting/decrypting the data.
According to the present invention, an IC card communicating data
15  with a reader/writer comprises:
a data receiving circuit receiving the data from the reader/writer;
a data transmitting circuit transmitting the data to the
reader/writer; and
the cipher processing apparatus of the invention

20 encrypting/decrypting the data.

Brief Description of the Drawings
Fig. 1 shows an encryption algorithm in relation to a first

embodiment of the present invention.

o
[]

Fig. 2 shows a configuration of a function used for an encryption



enbodi'nent of the present invention. 25 Fig. 2 shows a
configuration of a function used for an encryption al gorithm
inrelation to the first enbodi nent of tRe present invention.

Fig. 3 is a block diagram showi ng a basic configuration of a cipher
processi ng apparatus according to the first enbodi nent of the invention.
Fig. 4 is a flowhart showi ng one exanple of basic operations of the 5

ci pher processing apparatus according to the first enbodi ment of the

i nvention. algorithm in relatfb@ to dhi $irat thadhaeht shovd poesene iexanpde. of basi c

operations of the ci pher processing apparatus according to the first
enbodi ment of thedg. 3 isi AVRSHK @hgrakd showing a bisig.cobfighension sfoafdginat i on
of the function used for an encryption “algorithmin relation to the

first embogh, BN appsr i’aﬁﬁsﬁ%l dﬂ}s%tt'h@rﬁl st embodiment of Fh@inverithoys the
encryption al gorithmaccording to first enbodi nent of the present

i nventi on. Fig. 4s fpgmﬁdﬁhgﬁ\@wﬁlgﬁﬂé QYA QP KOEid B J PG GNppesed

for the encryptlon gorithmaccording to the irst e Odl ment of the

present ;| nvgﬂ&ogqnocesq% apparatft Saodubi @ Bl B6K HLATLAMANINRICR the

conflguratl iTcurt accor he first
enbodi ment .of the present invention. Fig. 10 shows an
encryption QY%?Pth inrelation to a second enbodi ment of the
present inventio Fi 11 shows onf.i uratlon of a nction
used for the enc?FQEt B 2 ﬂowcha}tgaﬁwmﬁ aa%SFametOSbfﬁg RSP EHotiement
of the prese i nventi on. .12 bI ocC (H agram h%vm' ng a
basi ¢ conf icg{}?e&t iPFRCESSING Cq;ﬁh'aéptus dccordmg to t e st embodiment of the
mvention.
10 Fig. 6 shows a configuration of the function used for an encryption

algorithm in relation to the first embodiment of the present invention.
Fig. 7 shows the encryption algorithm according to the first
embodiment of the present invention.
Fig. 8 shows a configuration of the function used for the encryption
15 algorithm according to the first embodiment of the present invention.
Fig. 9 is a block diagram showing a configuration of a second
operating circuit according to the first embodiment of the present invention.
Fig. 10 shows an encryption algorithm in relation to a second
embodiment of the present invention.
20 Fig. 11 shows a configuration of a function used for the encryvption
algorithm according to the second embodiment of the present invention.
Fig. 12 i1s a block diagram showing a basic .conﬁguration of a cipher
processing apparatus according to the second embodiment of the invention.

Fig. 13 1s a flowchart showing an example of basic operations of the

-~

25  cipher processing apparatus according to the second embodiment of the



processi ng apparatus according to the second enbodi nent of the invention.
Fig. 13 is a flowhart show ng an exanpl e of basic operations of the 25
ci pher processing apparatus accordi ng to % he second enbodi nent of the

i nvention. Fig. 14 is a flowhart show ng one exanple of basic
operations of the ci pher processing apparatus according to the second
enbodi nent of the i nventi on. 5 Fig. 15 is a flowhart

showi ng an exanpl e of basic operations of the ci pher processing
apparatus avvoemdiang to the second enbodi ment of the i nvention.

Fig. 16 is a block diagram show ng a basic configuration of a

conmuni cat i on sys¥Femlaceok diong htiot shdhinglowerbeainmpdatf bisichpermient bHohe 10
Fig. 17 is a block diagram showi ng a basic configuration of an IC

accordi ng teiphle pibictskigrbesh MRALs 0dccob@inightetheofecond embodiment Rifdthd 8
shows an encryption al gorithm according to the conventi onal rel at ed
art. inventionFl 9. 19 is a bl ock di agram showi ng a basic configuration
of a cipher 15 processing apparatus according to the conventional related

art. 5 Best pi\bde; {05 f@%rdh\é'rﬂghgwtm% Re d:BMBPLd dMbasic opefz‘ﬂp&@ HPE}Ee
A ci pher processing apparatus according to one enbodi nent of the

present. | nVephbory Wllibe LA BH B9 he Kidha dbbaHl: 5 ih

Fig..1is a an encryption algorit
processi ng ARRALRLUS accor ding to one enbodi nent of the present invention.

Fig. 16 1s a block diagram showing a basic configuration of a
communication system according to a third embodiment of the invention.
10 Fig. 17 is a block diagram showing a basic configuration of an IC
according to the third embodiment of the invention.
Fig. 18 shows an encryption algorithm according to the conventional
related art.
Fig. 19 is a block diagram showing a basic configuration of a cipher

15  processing apparatus according to the conventional related art.

Best Mode for Carrying out the Invention
Embodiment 1.
A cipher processing apparatus according to one embodiment of the
20  present invention will be explained referring to Figs. 1 through 3.
Fig. 1 1s a flowchart showing an encryption algorithm of a cipher
processing apparatus according to one embodiment 6f the present invention.
In Fig. 1, reference numerals 101 through 104 show operations using

functions F for data transformation. and reference numerals 111 through 114

25  show XOR operations bit by bit.



In Fig. 1, reference nunerals 101 through 104 show operations using
functions F for data transformation. and reference nunerals 111 through 114

25 show XOR operations bit by bit. 10 Fig. 2 shows a
configuration of operation using the function F, which is configured
by three operations using functions f 201 through 203 and an

operation using a function g 211. An operation wll be

descri bed hereinafter. 5 An input data 150 having 2 X n bits is
di vi ded into two,Figagethpwaa bbofiguratiodaf apdiBtiomawsing thpfenctdopgi K svisicht he
i nput data and n-bit data 152 havi ng | ower digits of the input data.
The n-bit dat@anlighred boutlput cperatibit Wai@hilb3ions £ 20thimyth 808 and an
transformation, and the n-bit data 151 is also transfornmed by t he

function F diRlatibhewobgputundaiba d pom the function F 101 is XORed with 10
another n-bit data 152 by the XOR circuit 111 bit by bit and n-bit data 154

IS out put. 48 ohbeatisGlillaR deschiVe@eh@BRIddrONs using the functions f
201 t hrough 203 are perfornmed, an operation using the function g 211
is theng per{RiApd: aReh 156 HaSSHE b X 8 bR \Wivided into n\o nam-gr’se'?r bit
simlarly, operations are repeat ed through the functions 102, 15 103,

104, and X <I.C1I ylhtaﬁ,ﬂ}% %}?ﬂlﬁélout i H}iﬂt t?n%@?bxtlggtaaﬁgz%&%%

Thetwo n- bi aare eda

. SRt SeReL i e R

apparatus en%odyl m for ransfo
referring to.

Fi f 301,
502" and 3o¥%t§gﬁiwvtéﬁys§°ﬁgw%aon and the gy Bitel fﬁl;ﬁsre o beRsBel 1Y
register C the unction F 1H1E" ;ﬂle oujfpht alga ?rom the function F 101 is XORed with

10  another n-bit data 152 by the XOR circuit 111 bit by bit and n-bit data 154 1s
output. In the function F, three operations using the functions f 201
through 203 are performed, an operation using the function g 211 1s then
performed and the result is output.

Then, similarly, operations are repeated through the functions F 102,

15 103, 104, and XOR circuits 112, 113, 114 and n-bit data 155, 156 are output.
The two n-bit data are united and output as 2n-bit data 157.

Fig. 3 shows a general configuration of the cipher processing
apparatus embodying the algorithm for data transformation explained by
referring to Figs. 1 and 2.

20 In Fig. 3, reference numerals 301, 302 and 303 respecﬁvely show a
register A. a register B and a register C. Reference numerals 311, 312 and
313 respectively show a selector A, a selector B aﬁd a selector C. 321 and
322 denote bit by bit XOR circuits. 323 denotes a function f operating

circuit, which 1s one of configurational elements performing the funcrion F

Do
1]

operation. 324 denotes a function g operating circuit, which is one of



313 respectively show a selector A a selector B and a selector C. 321 and
322 denote bit by bit XOR circuits. 323 denotes a function f operating
circuit, which is one of configurational iel ements perform ng the function F
25 operation. 324 denotes a function g operating circuit, which is one

of configurational elenents performng the function F
oper ati on. The register C 303, the selector C 313, the
function f operating circuit 323 and the function g operating circuit

324 form a tomSguepamal ichgnehiCpiitioh@bhg the funclioe Fegesdtesn C 303. the
selector C 313, the function f operating circuit 323 5 forma | oop

processing circui ThéQ@gister C 303, the selekt@SC 34321k furrtRnl | PeRBNLTIKRGW NY
an operation of the circuits shown in Fig. 3. "~ The

operation wibh B @xatAsH dVpdrally diftGil 924TH% a%ir8bEperating circui
The operation Sy t he #unctigﬁﬁélig' é#fo#ned by tﬁrge-tPnéglnﬁsucu%§%¥%tion

of the funcipg r!re{gi&@? ‘@5pHA ]g Er}?é LG 2003 %4 Q%Baqggl'bgkhofq?ﬁél'zxtt?]?go(r:]irgltlitaB‘.%B

function g operating circuit. ranst-orma I rst

stage showngjn Fi wll. be. . ,.axplained. An i nput data
havi ng 2 X ﬁhﬁfﬁég?%la?%ﬁaﬁﬁi?Hf%tﬁo "n-bit data, nanely, 15 an i nput

data A 351 and anginpuf data B 352. The input. data are sel ec .. by
the sel ector A 31TERG: ARE SetiscDgMeRAse, SRAHRE AP CH TR Phgie HFoutS01
and the register .B.302_(at step 4-1). Then, in the selector C
313, it is ﬂé?%BﬂB Ehet her this is a process of an odd- nunmber ed
stage or a proces&gof an even-.g nber d_stalg)ge (at .ste the data

. - £ ORexgjjon wi ineg TN t8F4-2)4 39@
gg{g :2 E?gngsg:ied b§ the‘?EZCt:E%¥fa;Eer;$fng'%;?éhi?EEZBH?at L?g;eg-G).
The The operation by the function F 1s performed by three-times
10 operation of the function f operating circuit and once operation of the
function g operating circuit.
Data transformation at a first stage shown in Fig. 1 will be
explained.
An input data having 2Xn bits is divided into two n-bit data, namely,
15  an input data A 351 and an input data B 352. The input data are selected
by the selector A 311 and the selector B 312, and held in the register A 301
and the register B 302 (at step 4-1).
Then, in the selector C 313, it is detected whether this is a process of
an odd-numbered stage or a process of an even-numbered stage (at step 4-2),
20  the data held in the register A 301 1s selected (at step 4-4), and the selected
data is transformed by the function f operating circuit 323 (at step 4-6). The
output data from the function f operating circuit SZé is held in the register C
303 (at step 4-7). A first operation by the function f operating circuit ends

with this step.

25 Then, i the selector C 313, the data held in the register C 303 is



output data fromthe function f operating circuit 323 is held in the
register C . 303 (at step 4-7). Afirst operation by the function f
operating circuit ends with this step. 25 Then, in the
selector C 313, the data held in the register C 303 is

12 selected (at step 4-8), and the selected data is transfornmed by
the function f operating circuit 323 (at step 4-6). The data out put
from the function f operating circuit 323 is held in the register C

303 (at st eﬁzléct.al_-(a%tea) ghg)sand the Si@Red dasetondnepahaid bo rhy fhhetibyct i on
f operating circuit ends. Further, in-the selector C 313, the

data hel d igphdragneeeirebRr 363 IRB stSp 4-6). BR! Aat£bulpht FAR drBrandih@, £
sel ected data is transforned by the function f operating circuit 323

(at step 4- gl‘ﬂ%%%h&tﬂﬁuﬁ @@S%Oﬁgiﬂt n??]id@xégﬁst}&?l@ 303 (’ﬁlﬂ%te? Jl-?)'. r e g3 ?ﬁiscf 303

(at step 4- I's step, operation by the nction

operating ci,fcuit SIS O R - S o Legtor C 313, the
data held i 1ePhd SF%‘%?‘%?@%“B”?O‘% the functior Efferald (LE%C“Z?QS&H- 9). The

sel ected data is transforngd by the tj,on,g . operating chrcuit 324
and theresult is Bﬁ%lﬁbtm(”ﬁ}b S(%igbtoh-(tlggi& {')@’et ﬁg&ah}llglds ]e‘g’,e YEgLS "‘lgbﬁgllé
operation by.the function F term nates. . Next, it is detected
whet her 1 i S1p4Ed Gro%fté%s‘it&- %If%ﬁagfﬁﬁ%%é?%adw i?ansté?la@@ &Vf IR I "ar
even- nunber ed stage .(at. step, 4- : e a outp o e nction
g oper at i ngPRAFAEH t°‘§°2‘¥§t i3§%f(€t§ s&%%lél{;b ad&a%%’\ﬁf‘frllpet%gata 15 thgﬂ%t 8ldin
data | o el TEEA bySURiISFRADr SVubAbaneiophs LbEhapestianba the fHartonn
the register B 302 (at steE 4-15). This step conpletes the first stage of
the 20  dbereratagsfiprnhBrdends.

10 Next, in the selector C 313, the data held in the register C 303 is
selected (at step 4-9). The selected data is transformed by the function g
operating circuit 324 and the result is output (at step 4-10). With this step,
a whole operation by the function F terminates.

Next, 1t 1s detected whether this is a process of an odd-numbered

15 stage or a process of an even-numbered stage (at step 4-11), the data output
from the function g operating circuit 324 is fed back to be XORed with the
data held in the register B 302 by the XOR circuit 322 (at step 4-14). The
XORed data 1is selected by the selector B 312 and the selected data is held in
the register B 302 (at step 4-15). This step completes the first stage of the

20  data transformation.

Next, a second stage of the data transformation will be explained.

It 1s detected to be an even-numbered sta.ge (at step 4-2), and the
selector C 313 selects the data held in the register B 302 (at step 4-3). Then.
the selected data is transformed by the function f operating circuit 323 (at

25  step 4-6), and the output data is held in the register C 303 (at step 4-7). A



Next, ‘a second stage of the data transformation will be expl ai ned.

It is detected to be an even-nunbered stage (at step 4-2), and the
selector C 313 selects the data held in tihe register B 302 (at step 4-3).
Then, the selected data is transforned by the function f operating
circuit 323 (at 25 step 4-6), and the output data is held in the register
C 303 (at step 4-7). A first operation by the function f
operating circuit ends with this step. Then, in the sel ector
C 313. the datopmiationnby biee (@@ s6ef ofe@@hd Grcuit ond@&\h@l@ll@ﬁ diap. step 4-8),
and the selected data is transforned by the function f operat| ng
circuit 323 (at stheRn4iR)the 8t aC PBPYhe fl@mM KdE ihuitd b@Asfer CRBO3 is
operating circuit 323 is held in the register C 303 (at step 4-7). Wth

this sStR p rait t |+ 323
g SRR YL IS S 001 TGl |

regi ster §1'it cireu §%|2€;C{(1%d\t( §t4 %epTﬂe atal PEoRA! gghf(aq 1@%%&1%116{

transforned func I on f rating circurt

and the “apééoartﬁ‘}? H%\éﬁ et gnttpg %QteJ BOLS4 At %c?aoz?’é B }33&4 JoF

Wth this s operatlon Unct on ' cui t
323 ends. |d in the

CegiSier C 58 hsecond obERtign By %éﬁg%gﬂ Ogsfrf?‘m%cg'awd@éﬁ’ﬁz%@h < is |
¢ |
et ooty o %e%tvér?ﬁh?ﬁelfcgqr o) h”%g%a%%‘f% %éﬁ?g?f?]aﬁévo S

function F circuit term nat ted to bea
process of %‘i"\leé‘@é‘n(%usﬁﬁér‘é§ stgbé gedected gipta 1s tldﬂs}fi dd]PDé tgﬁtfé‘nétﬁoﬁuf
fromthe function g operating circuit 324 is fed bac XORed
with the dafBersding Flﬁcwe?%g@tsf»f@p &630angphe wéamr@ﬁricdﬂt@ lszlleléam the
step 4-12). The XORed data is selected by the selector A 311 and the 20
sel ect el daregipteriePA3i(at stee 4-dYi sVath missten, & thirépperatmn by firg Sinatign

f operating circuit 323 ends.

Next, in the selector C 313, the data held in the register C 303 is
selected (at step 4-9). The selected data i1s transformed by the function g
operating circuit 324 and the result is output (at step 4-10). With this step,

15 a whole operation by the function F circuit terminates.
Next, 1t is detected to be a process of an even-numbered stage (at step
{ | 4-11), the data output from the function g operating circuit 324 is fed back to
be XORed with the data held in the register A 301 by the XOR circuit 321 (at
step 4-12). The XORed data is selected by the selector A 311 and the
20 selected data is held in the register A 301 (at step 4-13). This step

completes the second stage of the data transformation.
Hereinafter, similar processes to the fix'st stage of the data
transformation and the second data transformation will be alternately

repeated a necessary number of times.

]3]
&)

Finally, the data held in the registers A 301 and B 302 are output as



‘conpl etes the second stage of the data transformation.
Hereinafter, .simlar processes to the first stage of the data

transformation and the second data transfornation will be alternately
repeated a necessary nunber of times. 25 Finally, the data held
in the registers A 301 and B 302 are output as out put data
A 353 and output data B 354 as a result of the data transfornmati on of
the final stage (at step 4-19). As has been descri bed,

accor di ng tautphits danveAt 368, atlde canpuf udati dh 354 as a opeuht iofgtied réatiat 323
can be used repeatedly by providing the register C 303 5 and the

sel ector C 3ddsfolheatidhipbErthfiaaessidegadppar #1193 does not need to
include three function f operating circuits, but need to include only one

function f operatAfGagiveeui desd@Ped VAbERANROUCESs BnEdrfted tths GleCfunction f
Especially, the function F (the function f, the function g), used for the

dat a transfgiaratingnifQlit 8bBhem é%ﬁ@%%{;%mhgr &ngmm@%r&ﬂs%té el Y

10 conpl ex ‘configuration because t a transtormation for” clpher

Processisng 4nq the rs%fb‘éit&ﬁg] spzusena fiféﬂ&t k%&g@sﬁhgg{gﬁ}aﬁgﬁ% ggg% B8 need

cryptanal ysis. Hence, 't reductio rrcu e acpor&Png to
L1, B ese LG SLAGRL Coltpng gycbll B G, 4 ARG
ear ster o gtiop R BRE 0k ls, PRI Il b SelS? 00 e
et atTro ol il Pl AT Gt G i ol S5

ef f ect Merfy\%ﬁp?riaé‘afqrglaimn for c1p0her pgoc%’ssmg, 1S L:nown to gave an extr%mely

10  complex configuration because the data transformation for cipher processing
requires to use a function being strong against cryptanalysis. Hence, the
reduction of the circuit scale according to the present invention effects a lot
to the data transformation for cipher processing.

According to the invention, it is not always required to operate the

15  register A 301, the register B 302, the register C 303, the selector A 311, the
selector 312, and the selector C 313. The processes can be performed with

{ | these circuits operating only when required, which enables the apparatus to
save electric power.
Accordingly, this invention takes a great effect when applied to a

20  small apparatus such as an IC card. The invention can be applied not only
to the IC card, but also to a reader/writer for the IC card. |

The function F is not limited to have the aBove configuration. For
example, when the function F is configured by only repeating the operation

of function f as shown in Fig. 6, the function g i1s not needed for the

]
(91}

configuration of Fig. 3. In this case, the data selected by the selector C 313



20 small apparatus such as an IC card. The invention can be applied not
only to the IC card, but also to a reader/witer for the IC card.
The function Fis not limted to have theéiabove configuration. For

exanpl e, when the function F is configured by only repeating the operation
of function f as shown in Fig. 6, the function g is not needed for the 25
configuration of Fig. 3. In this case, the data selected by the selector C
313 is directly fed back as shown in Fig. 7.

When the funcdireatly fepénak msghowncit 1823 includes in (m[err] 1) nunber

of functions, which constitute in an arbitrary order, as shown in Fig. 8,

the m nunber\w@(fn RO Clh@ien AbBerd dighedciit mm(h&les&h @ P 16eRmber
corresponding to the 5 function f operating circuit 323 of Fig. 3. The

data is inpytaihiRAEhwafich h@nﬂhuro in (ﬂymﬁﬁ a®¥ ok &'élCtﬂLQB&anrlQl”ngh% el gptor
C 313, the output dafa fromth em unber of functions ar€ input to

the sel ectop Witd) 57 AHEPRHsHre ﬂ@%ﬁéd Eyel amllcl aPaS1AE QHltl‘fesg&‘ﬂhtn?et(ﬁﬁlxéaCt or

sel ects one output data to be h In the register shown in

Fig. 9. Jhegg, Opgl PB?&@%@%&{&Q%‘%@& %?,ﬁ'téan{heoc{dtgxl 1@‘?ﬁpmlg n%&g{ 5?&?&%9' ng

to an arbltrary orde e mnu uncti ons

A ci pher progcessin ratus ac d to

present i nven ?%Lﬁ (\%f F‘F)Ipcgleonesx%f)al (I’%lfé{é é(rnr P’;g?? ﬁlrﬁ gs. S%H?Erouodﬂ t:{‘f m !
Fig. 10 shows fl t _of I\/IST on alggrithm

bevails o Nramer & fitebondast npit t@éaﬁ% Lo lF o b S ingsgand
Encryption Al orithm M STY", the | ute of tr l.nf rmatlon and
Cormuni cat | 8RS PP Hodnd ¢ Lﬁeﬁ?ﬁteaﬁgﬁeﬁ%ﬁe ot fO?lfé%dov)t e regster

In Fig. 10, referenge nunerals 5 t hrough 506 denote ogeratl g¥
functions FC,303nresbAve Wulte & s Sweseonesygmms iae parmsted spenm Pref yes

10  corresponding to an arbitrary order of the m number of functions.
Embodiment 2.
A cipher processing apparatus according to another embodiment of
the present invention will be explained referring to Figs. 10 through 14.
Fig. 10 shows a flowchart of MISTY encryption algorithm.
15 Details of MISTY is disclosed in, for example, Mitsuru Matsui “Block
Encryption Algorithm MISTY”, the Institute of Electronics, Information and
’ s Communication Engineers, Technical Report ISEC 96-11 (1996-07).
In Fig. 10, reference numerals 501 through 506 denote operations by
functions FL, reference numerals 511 through 514 denote operations by
20 functions FO, and 521 through 524 are XOR operations.
Fig. 11 shows operations using the functions FO 511 through 514 of
Fig. 10. |
As shown in Fig. 11. in MISTY algorithm, transformation process,

including functions FI 601 through 603 and XOR operations 611 through 613,

o
%]

18 repeated three times as operations by the functions FO 511 through 514.



20 functions FO, and 521 through 524 are XOR operations. Fi g.
11 shows operations using the functions FO 511 through 514 of Fig.
10. As shown in Fig. 11. inl@M STY algorithm transformation
process, i ncludi ng functions FI 601 through 603 and XOR operations
611 through 613, 25 s repeated three tinmes as operations by the
functions FO 511 through 514. Fig. 12 shows one
enbodi ment of a ci pher processing apparatus appl ying the data
transformation pribigesk? ahomsSoie oémbodanent0 ofind cifher pro@ssoeradiapgatatushe
present invention. In the follow ng, an operation of the
encrypti on @hgeing hiveoflafd gsandOrmaticangrdckswidfl Mi& T8k pifaknsd. 10 and 11
An i nput data 550 having 2 X n bits is divided into two n-bit data, one

havi ng uppefccBrding fosthefprebént Ruentitat. a 550 and the ot her having | ower n
digits of the input data 550, and the two divided data are input as an

i nput data Apfle RMwARgl BRWpedation Bf 382 enbiyptRsLalRbrivhal ¥f Fivs340
After 10 transforned by the funCtion FL 501, the n-bit input data 551 is

out put as nNynd 11 willl e i and is also transformed by the function FO
511. The other n- eg%‘lstll nput data 552 is transfornmed by the function FL

o0z, The data  anUhBPARLIEAG Mavidle o b 0 it od tndoStwlRatH Bhta Reb !

by the XOR opera Wi € output data fromthe funcfion FL

ho tanot | pVipd e R aBRE ACURRBHL ahth BRE RAREAL I e BRE BB gh
i vi ded | iR HbgipRg R ep0. i bblve 8844 AP rt ToPll R a%bimie
function Fldattahg gg& aar?c?lari S.'m%)(\?t?e(gatgi 53 ggZ In case of MISTY, n=32. After
10 transformed by the function FL 501, the n-bit input data 551 is output as n-
bit data 553, and is also transformed by the function FO 511. The other n-
bit input data 552 is transformed by the function FL 502. The data
transformed by the function FO 511 is XORed bit by bit by the XOR
operation 521 with the output data from the function FL 502, and n-bit data
15 554 is output. In the function FO, operations by the functions FI 601
through 603 and the XOR operations 611 through 613 are performed.
Namely, the input 2m-bit data (n bits) 650 1s divided into two m-bit data 651
and 652. After transformed by the function FI, the data 651 1s XORed bit by
bit by the XOR operation 611 with the data 652, and the XORed result is
20 output as data 653. The data 632 is output as data 654.without any
transformation. Hereinafter, the above operations are repeated in three
stages. Finally, two m-bit data are united and out}-)ut as 2m-bit (n bits) data
655.

Next, an operation at a second stage will be described.

o
ot

The output data 554 supplied from the first stage is output without



bit by the XOR operation 611 with the data 652, and the XORed result is 20
out put as data 653. The data 652 is output as data 654 w thout any
transformation. Hereinafter, the above opérations are repeated in three
stages. Finally, two mbit data are united and output as 2mbit (n bits)

dat a 655. Next, an operation at a second stage will be
described. 25 The output data 554 supplied fromthe first stage is
out put w t hout 17

any transf onmmttronsfoametain, tind sarhe tdmeting it tensffanmed bipytheHanttiogti@n FO
512. The output data fromthe function FO 512 is XORed bit by bit by the
XOR oper at i 612522 hei dutpluld &laoh fesmntHel furthaioa BO35 1 and X0 XbRdsy batshi thé s

output. 5 Hereinafter, data transformation sinmilar to the process
of the firsXOR oper@lfn BXORHLIS tBIBShéS nligPRRALL G5B, RRGERSAKY ReiThesulefis
times, and n-bit data 557 and 558 are output. Finally, the output
data is tragstgsired by FL functions 505 and 506 into data, of which
the upper digits and the | ower digits are exchanged, the two n-bit
data aresunited, apdeanshl,l ©ah améﬁgfoﬁ'ﬁ)aﬁijo% SR ko the process of th& st 12
shows a general configuration of the cipher processing appar at us

embodyi 19 t 06 adat B AIOLIR YA ORELITPRLAACE Bibee ang § SHEGGENY L0

Figs.. 10 an erence nunerals , 703

Ref er ence ndar g e ard ppeb§s el B oRaERNSC I MandPRRE P et or
724 shove. a FRETONORI TOhEPE TG Ao G O RSP thit 4PPET ERY 406k Bhee B,
and 725 shoye s LrPSktRmndea, W &rd o' doid dre’ S0itd" Snd 2n-bit data 559 is
10 output.
Fig. 12 shows a general configuration of the cipher processing
apparatus embodying the data transformation algorithm explained by
referring to Figs. 10 and 11.
In Fig. 12, reference numerals 701, 702, 703 denote a register A, a
15 register B, and a register C, respectively. Reference numerals 711, 712, 713,
714 denote a selector A, a selector B, a selector C, and a selector D. 721, 722,
723 show XOR circuits, 724 shows a function FI operating circuit for data
transformation, and 725 shows a function FL operating circuit for data
transformation. 751 is an input data A, 752 is an input data B, 753 is an
20 output data A, and 754 is an output data B.
Hére, the register C 703, the selector C 713, the function FI operating
circuit 724 and the XOR circuit 723 constitute a ﬁrs;c operating circuit 101 for

a first data transformation. The register C 703, the selector C 713. the

function F1 operating circuit 724, and the XOR circuit 723 constitute a loop

0o
(o)

processing circuit 201.



transformation. 751 is an input data A, 752 is an input data B, 753 is an
20 out put data A, and 754 is an output data B. Here, the
regi ster C 703, the selector C 713, the ft&nction Fl operating circuit
724 and the XOR circuit 723 constitute a first operating circuit 101 for

a first data transformation. The register C 703, the selector C 713. the
function FI operating circuit 724, and the XOR circuit 723 constitute a

| oop 25 processing circuit 201. Figs. 13 through
15 are flowchart steeplldi rhugghn 10 parcaflvecheftst dwplaining i piperaponadsgidg
apparatus shown in Fig. 12. The operation will be described
by referringpher frgessihg dpjpaughs thown in Fig. 12. First, an input data
having 2 X n bits is divided into two n-bit data, and i nput as an
input data A 751 "Bivé operdtigrividalead B cfRd Hyre@sth®fo Figs. 13MESEYghn532. The
two input data are respectively selected by the sel ector A 711, the

sel ector B 712 ar@irk€SResipwed Nt 8hdidd 2008 birdksdiflded #R4. twd8-bit dqif. .
register B 702 (at step 8-1). Next , he selector C 7 é it

t nt
i s detegted, WhGhPRE Ashhg D (Hft%czexs'*?{i?fandlgx_nz ﬂdgéﬁu;ﬁ;gﬁéd §é31gl%eo(§ a

process of an even-nunbered stage (at step t he a héld in

the regi st %mgﬁ%:é%. S‘i*h%cév‘?cgixlﬁ_f&n 3hLEP ta§é %gsgxle;ggig?lpf %tggctggtb}'s {lZEg LegLed data

is transforned by the function operati ng
2 ) e, W0V o130 G5A S A LTS AT
?ﬂg'sé?ec;§Feg#gﬁ§?7¢%§“&§gé%%g*dAiZoghgaﬁea}gfe?-é)702 is sergétédln
(at step 8-8). Trﬁe}?‘t?lig%flg%e%%%c%’ b%fi%{'?sf 8étrergt%db\xhgaxeerft QSCtlé gnprlcz)l(?ess of
10 an odd-numbered stage or a process of an even-numbered stage (at step 8-2),
and the data held in the register A 701 is selected (at step 8-3). Then, the
selected data is transformed by the function FL operating circuit 725 (at step
8-4), and the output data is selected by the selector D 714 (at step 8-5).
Further, the selected data is selected by the selector A 711 (at step 8-6), and
15  is held in the register A 701 (at step 8-7).

Next, in the selector C 713, the data held in the register B 702 is
selected (at step 8-8). The selected data is transformed by the function FL _
operating circuit 725 (at step 8-9), and the output data is selected by the
selector D 714 (at step 8-10). Further, the selected data is selected by the

20 selector B 712 (at step 8-11), and is held in the register B (at step 8-12).

Next, in the selector C 713, the data held in the register A 701 is

selected (at step 8-13). Then, the selected data (QXm bits) is divided into

two m-bit data, and one m-bit data is output as an output data without any

transformation. The other m-bit data is input to the function FI operating

o
<

circuit 724 to be transformed. The transformed data is XORed bit by bit by



Operafing'cichit 725 (at step 8-9), and the output data is selected by the
selector D 714 (at step 8-10). Further, the selected data is sel ected by
the 20 selector B 712 (at step 8-11), and is held in the register B (at

step 8-12). Next, in the selector C 713, the data held in the
register A 701 is selected (at step 8-13). Then, the selected data
(2Xm bits) is divided into two mbit data, and one mbit data is

out put as an output data w thout any transformation. The other mbit

data i s inptie XOR bRchitnetd @t hOp8lcdth NGt 2, a6idr Gidl XOTR4 feRuiteand the
transforned. The transformed data is XORed bit by bit by

the XOR ci r@Hﬁiutz%Sbi\eﬁ&a*aatz_Je}g Lgr;ih&{ t@m;) bigt, si?a)a, mduhh%dxmgqtrd% 4L pang the

output mbit data are unit at step 8-14).  The united output data is held

In the regi gt gfe %9&5@70%%%&%%21&?’\' With ML %Eggﬂ fﬁggb é&.@ﬁx‘?&%ﬁ@% d.

i ncl udi ng nction i ng circui een conp
5 Xk 0ot sel ector. C 713, ihe data held iin the register C 703
is se echueIH“tl(oari tho B%I ‘-111%5‘1.1("1’}1%’ 23%#‘%%?%%? E%Tﬁk‘%éskm bits) is divided

into two m it da and on it data is,outpyt as.an oyt .dat a
wthout By Nk SRtERGHO Frd o hes b eldabatie g Fohthe
function FI eratin circuit 724 to b ansfor.ned.. The transfornmed
data.is XCREGCERA 383‘1%6‘?1{ 8pif)- 1 e sededtem d%t?ia%{m%gs?m%’wﬁg IBENEVO P t
data, and the XORed result and the output mbit data are united (at
step 8-14).b#ndatmi ted org potbliAata) &s patput as anj guimy dagp syghoat 7o (at
step 8-15). Wth this steﬁ a second process, i ncludi ng the function
FI. oper at | nifa@sfemations Fhe oshen m-bipHataets input to the functingxd operatirg
selector C 713, the data held in the register C 703 is 15 selected (at
step 8-16) . ciTeeit Sddeiot el tnansforotn bilhe fransfeimediddta is EQBed bit by bit byi t
data, and one mbit data is output as an output data w thout any
t r ansf ofGmat HlonXOfh eiroeitéi2 nwitiht thobadtherr sn{bnpdata, endridefXR&edaesklt opktla i ng
output m-bit data are united (at step 8-14). The united output data is held
in the register C 703 (at step 8-15). With this step, a second process
including the function FI operating circuit 724 has been completed.
Next, in the selector C 713, the data held in the register C 703 is
15  selected (at step 8-16). The selected data (2Xm bits) is divided into two m-
bit data, and one m-bit data is output as an output data without any
transformation. The other m-bit data is input to the function FI operating
circuit 724 to be transformed. The transformed data is XORed bit by bit by
the XOR circuit 723 with the other m-bit data, and the XORed result and the
20  output m-bit data are united (at step 8-14). The united output data is held
in the register C 703 (at step 8-15). With this step, a third process including
the function FI operating circuit 724 has been completed.

Next, in the selector C 713, the data held in the register C 703 is

selected (at step 8-16), and the selected data is selected by the selector D 714

]
ot

(at step 8-18). Then, it is detected whether this is a process of an odd-



‘¢ircuit 724 td be transfornmed. The transformed data is XORed bit by bit by
the XOR circuit 723 with the other mbit data, and the XORed result and the
20 output mbit data are united (at step 8-14). The united output data is

hel d in the register C 703 (at step 8-15). Wth this step, a third
process including the function FI operating circuit 724 has been

conpl et ed. Next, in the selector C 713, the data held in the
register C 703 is selected (at step 8-16), and the selected data is

sel ect ed bynutrheesel stetgeroiDa Thébee2bof {atevehapuBbd)l sthigen(at istep 8- tdt ehted
whether this is a process of an odd-

20 sehuendedach & fgebak. andrieCeORe@byaheNOR- ditudief2d withghe (datast ep
8-19), the selected data is fed back, and is XORed by the XOR circuit

722 with thelddhathe registtel B 700 Kéﬁsfe%gBSEOg. Bhé Qhitpat dtLFrém2the XOR
out put data fromthe XOR circuit B 702 is selected by the selector B

712 (at st epRih)702Rdcl&tHebY the sbiRtor B 712M(89L&k08- Z@%,Z% {salc18iERKE- 22) -
Wth this step, the data transformtion process of the first stage

termnat’)esmglktcl B 702 (al&Xbp @298 ayltANsfo F\ﬁ@}gecon RaCerands rn‘?'?ﬂBHd' ng

to the data ransformat on pfocess o stage s ovvn I'n Fig.

10 is perf t he sel ector C 713, it is detected
to be an e en n fet%lgéhsiﬁta%et\l’aéje %‘a{ésgt ep 8-2), and the data held in the

regi ster B 702 isysegl ect t St e sglected
data (2 X m bi ts)ﬁ\kl”gt df v&%it@ld f’ﬁ{l%fe?%mr%nblptm%?as%acmrﬁ%lp%nn%ng to tlrjﬂ “oi ataata

i's output s e Qut ut dat a ran ormat i ot her
bt data T8TRRECLD PRty b e eRRd ke Sh R on A28 10 Vomentarmae 1
ranstor e The fLanSon e R o0, L DL QLU e XOR Sy

10  stage (at step 8-2), and the data held in the register B 702 is selected (at step
8-24).

The selected data (2 X m bits) is divided into two m-bit data, and one
m-bit data is output as an output data without any transformation. The
other m-bit data is input to the function FI operating circuit 724 to be

15 transformed. The transformed data is XORed bit by bit by the XOR circuit
723 with the other m-bit data, and the XORed result and the output m-bit

; data are united (at step 8-14). The united output data is held in the register
C 703 (at step 8-15). With this step, a first process including the function FI
operating circuit 724 has been completed.

20 Next, in the selector C 713, the data held in the register C 703 is
selected (at step 8-16). The selected data (2Xm bits) is divided into two m-
bit data, and one m-bit data is output as an o.utput data without any
transformation. The other m-bit data is input to the function FI operating
circuit 724 to be transformed. The transformed data is XORed bit by bit by

25 the XOR circuit 723 with the other m-bit data, and the XORed result and the



data are united (at step 8-14). The united output data is held in the

regi ster C 703 (at step 8-15). Wth this step, a first process

i ncluding the function FI operatinglcircuit 724 has been conpl et ed.
20 Next, in the selector C 713, the data held in the register C
703 is selected (at step 8-16). The selected data (2Xmbits) is
divided into two m bit data, and one mbit data is output as an

out put data wi thout an transformation. The other mbit data is input

to the functiamiPn-lppetadniarg united (ai stepi& 1924 The beitedangpot deth iTheld
transforned data is XORed bit by bit by 25 the XOR circuit 723 with the
ot her m bi t idathe, randterh€ XORethtr eyl 8-Hi)d tWigh this step, a second process

21 output mbit; data are united (at step 8-14). The united output
data i s hel thcluding ihe fhetivadiBogeratingddr it 784 éasSebd)confleted.his step, a
second process including the function FI operating circuit 724 has

been conpl eted. Next, in the seld¥ext C 703} tie gatLteld if thbregifiery @atahel d in
the register C703is 5 selected (at step 8-16). The selected data (2Xm

bi ts) issdiyéidegdd @taté8-18). The sdtbdielWnta (2RGn W) T8 Rididdat At ByQghPut.
as an output data w thout any transformation. The other mbit data is

input to the;f ynet Qﬂd%n@r}ﬁ-lﬁgy&gﬁ isb;/)utﬂxtr 4l hn @t B8 SARBAGY TRA,  The

transformed data I's XORed bit circuit he

ot her m bit tl%%tsﬁ)é_nﬁ?OIEheT%gg%ﬂelr ?r?»ﬂ&tt clljz?ﬁglgtlaﬁlug lcg épaqﬂk&!’f}m {R‘,%Ib(i%;%]eé% ']tég% 2{ gr

united (at step The unitéd outp

C 703 (at Séi?guﬁ-’?%i)to yg%rgr;[s Ars ?fi'ﬁa h%g%%sg&ﬁxg%@ﬁggaslsl ﬁ&lﬁé%l 130 by bw he

function Fl "operating cifcui _ 0 _ in
(e sel oL o OOl 281 SubShe e RS, Shop oo e 8 9L
o T opihiyndtt date AR aritd Gl ISR KD, arldhe WHERBHTBYL dah 5 Pyt he
XOR circu tin the register C 708 (at step 8-15). With this step, a third process including
the function: FI operating circuit 724 has been completed.
Next, in the selector C 713, the data held in the register C 703 is
selected (at step 8-16), and the selected data is selected by the selector D 714
15 (at step 8-18). Then, it is detected to be an even-numbered stage (at step 8-
19), the selected data is fed back, and is XORed bit by bit by the XOR circuit
721 with the data held in the register A 701 (at step 8-25). The output data
from the XOR circuit A 721 is selected by the selector A 711 (at step 8-26),
and 1s held in the register A 701 (at step 8-27). With this step, the data
20 transformation process of the second stage terminates.
Hereinafter, data transformation process similar to the data
transformation processes of the first stage and the. second stage 1s repeated

alternately a necessary number of times. MISTY performs up to a

transformation process corresponding to the transformation process of an

™o
Wt

eighth stage.



721 with the data held in the register A 701 (at step 8-25). The out put

dat a fromthe XOR circuit A 721 is selected by the selector A 711 (at
step 8-26), and is held in the register A 701 (at step 8-27). Wth
this step, the data 20 transformation process of the second stage

term nat es. Hereinafter, data transformation process simlar
to the data transformati on processes of the first stage and the
second stage is repeated alternately a necessary nunber of tines.

M STY perforns uphen, a process off stepf Hfari v fpnudes shtetme8pbhdibagrthw et he
transformati on process of an 25 ei ght h st age.

Then, procgeps @3 shepBr 384 sropefformed. FAst.sheihesse2d;tor ke dbhave data
steps 8-3 through 8-12 are performed. First, in the selector C 713, the

dat a helddini thet fegistegASTEY ishsel@teciSaselced-8 (MHextstkp sBk3d)ed Mot i t he
selected data is transfornmed by the function FL operating circuit 725

(at step 8-éhnsffithddBy the funetibAUFL dpledatifig Tolcact BE5 Wyt the Seheaharthle 714
(at step 8-5). Further, the selected data is selected by the selector

A 711 (&t sheRpud-@dva aNdelestdiehd tHe tf8ctor D 712 SR A-701 Kidkhst afheB- 7) -
Next, in the selector C 713, the data held in the register B 702 is

3
sel ected (alq15LgR cﬁftﬁ)is§§%§EL§B§QBQ%HQ§&A$Hr(é’@&%?rsrﬁﬂat?l}ﬂfs .mqagg,ieg; FL

10 . operating circuit step 8-9), the output data is select

the selectof, : it (4 & step 8-10). Further, the selected data is
sel ected by{%gﬁseteééqi'@: g?ft sé@.b 88%)? 712 (at step 8-11), and is held in the

ool stor A 701 anSlrhen Hs seleptqr Gopld, i Butey hld i 3G FoBfcely B 005

regi ster A 701 an e reqgi n out put dita A
753,300,500l (RS Do 0 Ok AUERE 20 i tftomed vy BRLETA L 1
10  operating circuit 725 (at step 8-9), the output data 1s selected by the selector
D 714 (at step 8-10). Further, the selected data 1s selected by the selector B
712 (at step 8-11), and is held in the register B (at step 8-12).
Finally, the data held in the register A 701 and the register B 702 are
output as an output data A 753 and an output data B 754 (at step 8-29).
15 According to this embodiment, the cipher processing apparatus does
not need to include three function FI operating circuits and three XOR
circuits even when the functions FO 511 through 514 of each stage has such
a configuration as shown in Fig. 11. It is enough for the cipher processing
apparatus to include only one function FI operating circuit and one XOR
20 circuit, which enables to reduce a circuit scale. Further, the cipher
processing apparatus does not need to inciude a plurality of circuits for the
functions FL 501 through 504 even when the -cipher algorithm has a
configuration as shown in Fig. 10. It is enocugh for the cipher processing
apparatus to include only one function FI. operating circuit, which also

25  enables to reduce a circuit scale.



not need to include three function FI operating circuits and three XOR
circuits even when the functions FO 511 through 514 of each stage has such
a configuration as shown in Fig. 11. It i% enough for the cipher processing
apparatus to include only one function FI operating circuit and one XOR 20
circuit, which enables to reduce a circuit scale. Further, the cipher
processi ng apparatus does not need to include a plurality of circuits for

t he functions FL 501 through 504 even when the cipher algorithmhas a
configuration as §md%nmnﬁﬁ¢ﬁéfYbgthwﬂwnbmbmuughdﬁnnumheuewbheﬂfQHQQQSQnng
apparatus to include only one function FI, operating circuit, which also

25  enabl esk andgdecBiatonr ELi thesdalle, strong against (:rypr.zm:;llysis, sbrthaasheof

M STY of this enmbodinent, a function used for the function FI and the
function FL fshotibd les ahrengeraghi oehpbry phiefhalynsion, dderddeathé heduction of
function has an extrenely conplex configuration. Hence. the reduction of

the circuit thealigwatcalldiatgordond be the pseitintiiAvEtid 9N §sitdLifeetiebf ecti ve.
Further, as clearly understood by the above description of the

enbodi mest, it is Mihal WAYSLRA neflck &o8REHRL end hﬂ><ﬁ%9k1§&&-h§t1&1t&f qygh C,
and the selectors A through D. The process can be performed with these

circuits Opeerxﬁﬁédl%éaﬁl Yt WORSt AR rfé&ﬁd@ ﬁhoﬁé”xjﬁ%é tHe 9%?%%1%“&%}019 p%};\“ ng

el ectric power. Accordingly, 1t is very effective to a

this inventi ﬁ#@! ra & [ I tion
can be appl iaqgi no(% 8 IItSoAttfl?mu@m? Eﬂﬁaﬁ%&bu?alg:%seo&t o&lﬁi?%g Z}rl/@/i}rlg

for the IC , 17 show
gener al confl g(%}ltgt?%eﬁsato ﬁ?}%:}:{quﬁred é‘hlglflst?le(% gfgrgrjgg egﬂ & odI BhT B f

the present i nyention.
S1EEFR pOWEr.

10 Accordingly, it 1s very effective to apply this invention to a small
apparatus such as an IC card. The invention can be applied not only to the
IC card, but also to a reader/writer for the IC card.
Embodiment 3.
Figs. 16 and 17 show general configurations of communication
15 system of one embodiment of the present invention.
In Figs. 16 and 17, a reference numeral 91 shows a reader/writer, a
reference numeral 92 shows an IC (integrated circuit) card, and 93 shows an
IC of the IC card 92. The IC 93 includes configurational elements: a
transmitter/receiver 94 for transmitting/receiving communication data; a
20 CPU (central processing unit) 95 for controlling the apparatus; a memory 96
for storing data and program, etc.; and a cipher processing apparatus 97 for
encrypting/decrypting a communication data. ’i‘he IC 93 includes the
transmitter/receiver 94, the CPU 95, the memory 96, and the cipher
processing apparatus 97 as configurational elements.

25 The cipher processing apparatus described in the first or the second



I'n Figs. 16 and 17, a reference nuneral 91 shows a reader/witer, a

ref erence nuneral 92 shows an 1 C (int egrat ed circuit) card, and 93 shows an
|C of the IC card 92. The |1C 93 includes <onfigurational el enents: a
transmtter/receiver 94 for transmtting/receiving comunication data; a

20 CPU (central processing unit) 95 for controlling the apparatus; a

menory 96 for storing data and program etc.; and a ci pher processing
apparatus 97 for encrypting/decrypting a communi cation data. The IC
93 |ncludes<nhb0dunvntmmanénvhmnwLT@prwenmgﬁdngwwp@an@ESTthe menory 96,
and the cipher processi ng apparatus 97 as configurational elenents.

25 The dipbleis prooessiagoappatahushadescrygted datat tvetfamsshitoord.t he
second 24

enbodi nent iSampp,iad the (Geceidp®, hocessdmmpta@prasdtusyP transmits data
In this comuni cation system the encrypted data is transmtted.

Nanmely, in tdiRrygiceabd e, cipherthaeesbihg elyfp26aiyen @4tid 208 YR8t 371
encrypted by the cipher processing apparatus 97 to the reader/witer 91.

5 The tganspid t LhkRGRIYREcAdeR! 89 LRGP NESIVER! Aatd aRaRlLfdaf RSt the
reader/witer 91, and the received data is decrypted by the cipher

Processing 1euder/@RRRYL a)tlugnﬁ?thteokdc ﬁrH?ig %Hg&‘t&g't&gki e ci he1 péocessinglcn

thi s _case, conmuni cation between t and. t ard

92 can be e'§Hﬁ&dﬁﬁpg?%&%BPXgnHﬂfaﬁﬂgﬁﬁﬁﬁa“°&o Industrlal

Appl i cabi | i escribed, according to the

nvention, 10t N9 ihis cEOITHRLSRLLONHBHETENSHIG SRATNBLES o 2t h e

circuit scal e of t roceSSI ng appara can
the electric r saved
ca?g % canab ﬁher connected or unconnected.

10
Industrial Applicability
As has been described, according tc the invention, in the
communication system using encrypted data, the circuit scale of the cipher
processing apparatus can be reduced and the electric power can be saved.
15 Further, an IC card can be effectively configured by applying the

cipher processing apparatus of the invention. The reduction of the circuit

: scale and the saving electric power has been performed in the IC card.



15 ' ‘ Further, an I C card can be effectively configured by applying
the ci pher processing apparatus of the invention. The reduction of

g.ﬂg ﬂ‘*i‘iﬂii‘ﬂu““‘“mﬁm\l e and21:5he savi ng el*&ctric power has been perforgg\I :Vg

en py ocessing apparatus performng a first data transformation
process on an input data a plurality of times by a first operating circuit,
5 wherein: the first operating circuit conprises a |oop
processing circuit for per f or m rigLAINéTond data transformation
process a plurality of tines; wherein the | oop processing
circuit conprises a second operating circuit, a data holding circuit,
and a selecting circuit to forma processing 10 | oop;
wher ei n t helsecone @phacaprdigssingcipgarpend perfermhes sdaetndattat@nsformation
transformati on process; the data holding circuit tentatively

hol ds the datgceed ahiaghidfi@ data a Fﬁﬁ@mﬁy 't tamlek s hofin® bPeyapNHQC 8ESuHAS
performed; and 15 the selecting circuit selects one of to

term natg apdidp@irconti nue the second data transformation process by
the | oop processing circuit. 2 The ci pher processi ng apparat us

of claim 1, whergpn #0e (ﬁ?éiglﬁﬁlgg 8irc;1it,0Q&ﬁ?HSBQthB&WﬁrOG&@Pﬁé Sreuit fgl’(‘)

a data dividing circuit divi ata 1 nput to e second. operating
e LN gt TR Y (R B s
an .XO? circuit XORgGAN tHEtIBHE) gxa(}c%sgihgnlﬁ'aﬁtt&%@rig&eﬁagé&%d operating
circuit, a data holding circuit, and a selecting circuit to form a processing
10 loop;
wherein the second cperating circuit performs the second data
transformation process; ;
the data holding circuit tentatively holds the data on which the
second data transformation process was performed; and
15 the selecting circuit selects one of to terminate and to continue the
second data transformation process by the loop processing circuit.
l ‘ 2. The cipher processing apparatus of claim 1, wherein the second
operating circuit comprises:
a data dividing circuit dividing data input to the second operating
20  circuit into a first divided data and a second divided data;
a third operating circuit transforming the first divided data;
an NOR circuit XORing an output data from the third operating
circuit with the second divided data bit by bit; and
a data uniting circuit uniting an output data from the XOR circuit

and the second divided data.

o
o1



circuit, with the second divided data bit by bit; and a data

unit| i an output data fromthe XOR circuit 25 and the
secon mﬂnllﬂgnlﬂym‘!mﬂﬁ 3. The cipher processing apparatus of claim
1, wherteinm the se s ng circuit inputs a data for the first data
transformatlon process by the first operating circuit and a data held
in the data holding circuit, and the selecting circuit selects the
data held in the data holding circuit when a process by the | oop
processi ng & rcui tThe cidhdyeprnssimgedpparatus of claim Theherphethgpelessisiang
apparatus of claim 3, wherein the selecting circuit selects the data
for the firsircdat apuians fdrteefor othephosiedsthyratofagon processopertdie hg~t
circuit when a process by the processing loop circuit starts.

The ci pher ppocessgngrappanadus dhtcllaild 4, ther dder hobdpgi sirngit, did thc

a register A and a register B alternately holding the data for the first

dat a transf eenmtin@nclyyuithselbitssthopRitat halgd @i thalidata holding circuit WenX@R
circuits XORing bit by bit the data on which the first data

t r ansf or grat i@Pcd@DPetd RoFgH-obYsAL clicust isap&eddonBngdd cuit with the data
held in the register A and wth the data held in the register B,

respectively;,  15The cipher 1?10%@1;@1 goépfaﬁﬂﬁh BfSBhRE D wBeSEhetd @Qle@ﬂ%g‘)f
t he data on which the irst data transformation was. performed b

first operati, Egltugd@ﬂe rﬁ’lea@ata for théqu"Qc &iﬁtaatrQ}i%fopﬁ-ﬁq)égﬁ ﬁi(‘jéc%ls’é tbytt‘?lehﬂf& in

t he regl ster e regl ster B. respective

whereln the ﬁgl:&%% AR ﬁﬂbh aa’}é}(ﬁ:regg?&lt?{eiﬁbgé\stsﬁi% Opl Gl Sfaz@*s and 20

the register tart t ess 0 Lsi ng circuit
gioer at i -rll-gecf)lr (F:)Ble[ ﬁlr %§ﬁ§ Ber %’Bgaggﬁa{) mgroglnmtlor rr‘a%g}%e d&flﬁér e%igr ﬁ omt he
10 a register A and a register B alternately holding the data for the first
data transformation by the first operating circuit;
two XOR circuits XORing bit by bit the data on which the first data
transformation was performed by the first operating circuit with the data
held in the register A and with the data held in the register B, respectively;
15 a selector A and a selector B selecting one of the data on which the
first data transformation was performed by a first operating unit and an
. XORed data by the XOR circuit to hold in the register A and the register B.
respectively; and
wherein the selecting circuit alternately selects the register A and
20  the register B to start the process of the loop processing circuit.
6. The cipher processing apparatus of claim 1, wherein the first
operating circuit further performs a data transforﬁmtion different from the
second data transformation process for the data on which the second data

transformation was performed by a processing loop unit to outpui a

o
ot

transformed data.



second data transformation process for the data on which the second data

t'ransf erformed by a processing loop unit to output a 25
t r ansf '@L@m i}Uﬂ] 7. Fhe ci pher processing apparatus of
claim econd operating circuit conprises:

m(nferr]l) nunber of "function operating circuits inputting identical

data fromthe selecting circuit; and a selector with minputs
and one output for inputting dat a oper at ed by the m nunber of
function opératindhei ewdicrsperdssisesppatianeobilaihe J.npbercin the darand

8. The ci pher proecessing apparatus of claim2, further conprising:

a functi on operdinggromittcotmansdsor ni ng dat a out put fromthe 10 selecting
circuit; and a selector inputting data operated by the
function operating @mixIlamdunber of thectder a)pettitp)nlg circoitst i geigcided@ical
circuit, and outputting one of the data. A ci pher processing

met hod per f @upd DGwa the selectldbaifduafi sl mation for an input data a
plurality of times by a first operating step, wherein: 15 t he

first opgrating sheRl&RPPWiBESh #np@RAPaRE @R SAItPAL %ﬁfhpﬁﬁ:iifn%f ('ifi'lt%goﬁel ated
second data transformation at a plurality of tines; wher el n

the | oop prgeeagifg gﬁﬁ& prm{c'tx%fxsolpel ating circuits a’fd %@fé@ﬂﬂgﬁ)gx%r(ﬁ{thggnﬁh?p

perform ng the second data trans mat 1 on, ta hol g step
tenmporarilyghpl ding data on which the second 20 data transformati on was
performed; an a selecting step for selecting either of to

t ermnate agd to ‘f‘%@tc'lﬂh er processing apparatus of claim 2, further comprising:

a function operating unit transforming data output from the
10  selecting circuit; and
a selector inputting data operated by the function operating unit and
the data output from the selecting circuit, and outputting one of the data.
9. A cipher processing method performing a first data transformation
for an input data a plurality of times by a first operating step, wherein:
15 the first operating step comprises a loop processing step performing a
second data transformation at a plurality of times;
wherein the loop processing step comprises:
a second operating step performing the second data transformation;
a data holding step temporarily holding data on which the second
20 data transformation was performed; and
a selecting step for selecting either of to terminate and to continue
the second data transformation by the loop processi-ng step.
10. The cipher processing method of claim 9, wherein the seccond
operating step comprises:

25 a data dividing step dividing data input to the second operating step



t he second data transformation by the | oop processing step. 10.

cessing nethod of claim 9 wherein the second
operml 3’ @ ses 25 2%at a divi di ng step dividing data
|nput* perating step into a first divided

dat a and a second di vi ded dat a; a third operating step
transformng the first divided data; an XOR step XORing an
output data fromthe third operating step with the second divided
data bit by f:hxghdividgd dati and «1atda°£<bdun9“td fgtastep uniting an out put
data fromthe XOR step and t he second divi ded dat a. 11. An
IC (integrated athmedioppratand stammaniséamimg thedbmt dadad data;
reader/witer conprising: a data receiving circuit receiving
t he data from t heur &atlérstew iN@Rjing hd output dataafroshatlze thndmpmtltunlggetep
circuit transmtting the data to the reader/witer; and

t he ci pher withabdssicogn@gdpatlat ukitafhichaibin; hn@ncr ypt i ng/ decryptl ng the
dat a. 12. An | C card communicating data with a reader/writer

conprisigng: 15 a data uniéingaitap necieing A8 it Gtidatd €eghWHaIXOT® sekds anflr om
the reader/witer; a data transmtting circuit transmtting

the data tqh@h,@wnd diviAeaderaw i ter; and t he ci pher processing
apparatus of claim2 encrypting/ decrypti ng the dat a.

11. An IC (integrated circuit) card communicating data with a
reader/writer comprising:
a data receiving circuit receiving the data from the reader/writer;
10 a data transmitting circuit transmitting the data to the
reader/writer; and
the cipher processing apparatus of claim 1 encrypting/decrypting the
data.
12. An IC card communicating data with a reader/writer comprising:
15 a data receiving circuit receiving the data from the reader/writer;
a data transmitting circuit transmitting the data to the
reader/writer; and
the cipher processing apparatus of claim 2 encrypting/decrypting the

data.



