Met hod for Viewi ng Docunent information on a Mbile Conmunication Device
[0001] The following is directed in general to displaying content on nobile
comuni cation devices, and nore particularly to a nethod for view ng
docunent 5 information about a document, on a nobile conmunicati on devi ce,
wi thout having to retrieve the full docunment onto the device. Background
of the Invention [0002] Mbbile comruni cati on devices are becom ng

i ncreasi ngly popul ar for business and 6ersonal use due to a relatively
recent incre&see]{?hn n‘%rrber of services and features that 10 the devices and
nobi l e infra dof wewing Degpment Infoamation onspMobileGemmmpicationdPevitevi ces,
sonetines referred to as nobile stations, are essentially portable
conputers having wrel'ess capability, and come in various forms. These
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t abl es and ﬂg@geetﬁeﬁmld%w%m%%mg? ul.t of their enhanced | evel s of

functionality and conput “V'fandhel d nobi | e conmuni cati on devi ces

are increasi goh¥roild 6Pk ISl attack by conputer viruses. [0003]
Conmput er hac%ﬁﬁb%’?“me mai | attachnents as vi rus carriers to attack
20 cor por at mgmrmosm&%hﬁ%faﬁw&egébcm i BinshRblinAb BERIEN: s are

often |dent| presenting a security t pora e networ ks.
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conmon cor porate approaches is to e ocument managenent systems. One
feature of ssi?E'l‘?t"g?s‘?féﬁﬁd ogs mRbite stavays. %GEFM&"Y portabis compiters hSvieg t achment s

Wi th a conmogirdest epabiag, anﬁ%mseﬁaﬁa&,@ forms hese &89&%&%@ @.é:&mé?s&hs(’f a
nobi | e devi c recei vl%ﬁpan enmui | th renamed attachnents I's difficult

for the user( Pésyeslly weWéﬁm&P@&eﬁmﬁthegrwcmzéﬁ%@tadmm@mmn file
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attachne
% cﬂ)v\%admg and viewing of documents, such as word processing documents, tables and

images. Algo, as a result of their enhanced levels of functionatity and computing power,
handheld mobile communication devices are increasingly susceptible to attack by

computer viruses.

[0003]  Computer hackers commonly use email attachments as virus carviers to attack
20  corporate network-connected computers. Therefore, email attachments are often identified
as presenting a sccurity threat for corporate networks. In order to protect such networks,
many corporations and organizations use sophisticated systems to safely handle emai!
attachments. One of the more comimon corporate approaches is to employ document
management systems. One feature of such systems is that they usnally rename email

25  attachments with a common extension, for example “.tmp™.

[0004]  When the user of 2 maobile device receives an email with renamed attachments
it is difficult for the user to determine which attachment is of interest based on file names
alone. For cxample, if a mobile device user receives an email with attachments named
0001.tmp, 0002.tmp and 0003.tmp, and only one of them is a MS WORD® document that
30 is of interest, the user is unable to identify the document from the common file extensions.

The normal recourse in such a situation is to retrieve the document contents for all




0001t np, 0002.tnp and 0003.tnp, and only one of themis a M5 WORDS docunent
that 30 is of interest, the user is unable to identify the docunent from
the common file extensions. The normal recourse in such a situation is to
retrieve the docunment contents for all 2 attachments fromthe renote
docunent server, and successively review the docunent,,; in order to
identify the desired one. [0005] However, the downl oading of an entire
document fromthe server to a nobile cd&munication device consumes a | arge
amount of bandw dth, especially when the 5 docunent is |large. In addition,
Vi ewi ng evena%cm?‘?ﬁwg?%ﬁd%“mﬁwa‘m setoessivelyreviaw the hecusients ine
consunes subaﬁmbﬁ@ht;@g\g&gre@%%nemry/ battery resources, Summary of the

I nvention [0006] According to an aspect of the invention, a method is
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information display on the mobile device.

15 [0007] By using the method set forth herein, a user is able to identify a document of
interest, without retricving the document content from the server for each attachment in an
email. This minimizes bandwidth usage and provides an enhanced on-demand attachment
viewing experience. Also, eliminating unnecessary document content transmission to the

device minimizes device power consumption.

20 [0008]  Additional aspects and advantages will be apparent to a person of ordinary skill
in the art, residing in the details of construction and operation as more fully hereinafter
described and claimed, reference being had to the accompanying drawings.

Brief Description of the Drawings

25 [0008] Adetailed description of the preforred embodiment is set forth in detail below,

with reference to the following drawings, in which:

Figure 1 is a block diagram of a network environment in which the preferred
embodiment may be practiced;

Figure 2 is a tree diagram showing the basic stricture of a Document Object
30  Model (DOM) used in the prefetred embodiment;

Figure 3 shows the top-level of the DOM structure in Figure 2;




25 [0009] A detailed description of the preferred enbodinent is set forth
in detail below, wth reference to the follow ng draw ngs, in which:

Figure | is a block diagramof a network environment in which the preferred
embodi ment may be practiced; Figure 2 is a tree di agram show ng the basic
structure of a. Docunment Object 30 Model (DOM used in the preferred
enbodi nent; Figure 3 shows the top-level of the DOM structure in Figure 2;
3 Figure 4 shows an exenplary DOM strugture for a word processing
docunent; Figure 5 shovvs an exenplary DOM structure for a tabl e docunent;
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Preferred EnffSH lTﬁgE[ WMt h reference to Figure 1, network
environment 10 is .sho in.which the preferred enbodi ment nmay be
practiced” Networ K '&H¥i ?Smaﬁﬁ’°WH@ldﬂﬁ@?”%ﬁ’Pp%"°“dwm i@y%ﬁ%m cating
via a wirel essordint Woihk pibferted e@bsithis@and8 for downl oadi ng docunent
attachnments to the nobile devices 12. Wile only one server 28 is shown for
15 illustration pUHigosss and 8Beheo ptatidf and didamid msﬁldwmqfebtl%iﬂ bf debdednst and t hat
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TIFF, BVP, Py es MR 0 \Io W Yo As woul d be understood by one
of ordinary SKi D o Freterrel ﬁm'mtk 14 may be a GSM GPRS, CDPD,

TOMA, MEN Mobi t ex, Dat aTAC network, or a f uture
[0010]  With reference to Figure 1, network environment 10 is shown in which the

preferred embodiment may be practiced. Network environment 10 includes mobile
devices 12 communicating via a wireless network 14 to a server 28 for downloading
document attachments to the mobile devices 12. While only one server 28 is shown for

156 illustration purposes, a person of skill in the art will understand that network environment
10 could have many such servers for hosting web sites or graphic download sites,
providing access to picture files such as JPEG, TIFF, BMP, PNG, SGI, MP4, MOV, GIF,
SVG ete. As would be understood by one of ordinary skill int the art, wireless network 14
may be a GSM/GPRS, CDPD, TDMA, iDEN Mobitex, Data TAC network, or a future

20  mnetwork such as EDGE or UMTS, or a broadband network such as Bluetooth and variants
of 802.11.

[0011] A connection to a fixed service requires special considerations, and may
require special permission as authorized through a Network Access Point (NAP) 16. For
generic services, such as web access, a proxy-gateway or Network Address Translator

25  (NAT) 18 may be provided so that a network operator can control and bill for the access.
NATs 18 enable management of a limited supply of public Internet addresses for farge
populations of wireless mobile devices. Solutions offered by a proxy-gateway or NAT 13
often involve a complex infrastructure, and thus may be managed by value-added service
providers (VASPs), which provide, for instance, WAP gateways, WAP proxy gateway

30 solutions, multi-media messaging servers (MMS) and Internet Multi-Media Services
(IMS).




20 network such as EDGE or U IVITS, or a broadband network such as

Bl uetooth and variants of 802.11. 100111 A connection to a fixed service
requires special considerations, and nay require special perm ssion as
aut hori zed through a Network Access Point (NAP) 16. For generic services,
such as web access, a proxy-gateway or Network Address Transl ator 25 (NAT)
18 may be provided so that a network operator can control and bill for the
access. NATs 18 enabl e managenent of a4imted supply of public Internet
addresses for | arge popul ations of wreless nobile devices. Solutions

of fered by al98ky- Brivatsiagranst seiachs 28mapfenein: dnnvkiued Rricadbiet Proxy
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Referred to PRFBEGHBRACREEdS thesrwrr of allseuneve Opisrtddedsl G¥OMREExni bi ng t he

preferred eniadingiattachindntithBe PibwddnU hobflb aéideqgument Obj ect Mbdel (DOV) for
a docunent attachnent  to be viewed on a nobile device 12. 10 [0014] The

attachnmemt spowdlr 2Phcusteshninf dehver J3aké6d aﬂi}c»ﬁiﬁiﬁ%&lilsﬁler i'thd rereREST er red

enbodi ment, for .a segcrific. 0 urreni t%/‘pe ,[to uild an_in-nmenory Docunent
Obj ect Nbde‘f%olﬂtﬁ%rl ATRYIHOPURTL YR 19 Pild 2p inspemen Raskmet Obis&t  document
type. The dokfode (DOMPEibctiire tepicssneing h sbahiRet dffhal doBRmRAyfeaBRYo8fmeaer ver 28,
and can b € 'bﬁwgt%gtmbel is stgrleé %sz n{lé)nrllgr_\l/ Lyche of server 28, and can be iterated bi-

directionally.

15 [0015]  Asshown in Figure 2, the graph-based document DOM structure consists of
nodes and leaves. The nodes serve as the parents of leaves and nodes, while leaves are end
points of a branch in the graph. Each node and leaf can have a set of attributes to specify
its own characteristics. For example, a paragraph node can contain attributes to specify its
alignment, style, entry of document TOC, etc. In addition, each of the nodes and the leaves

20  has a unique identifier, called a DOM ID, to identify itself in the document DOM
structure.

. [ou18] The document DOM structure is divided into three parts: top-level, component
and references. The top level refers to the docuinent root structure, while the main
document is constructed in the component and the references represent document

25  references to cither internal or external sub-document parts. The following paragraphs

examine each part in detail.

foo17] The root node of a document DOM structure, referred to as “Document”,
contains several children nodes, referred to as “Contents”, which represent different
aspects of the document contents. Each “Contents™ node contains one or multiple

30  “Container” nodes used to store various document global attributes. The children of the

“Container” nodes are components, which store the document structural and navigational




15 [0015] As shown in Figure 2, the graph-based docunent DOM structure
consists of nodes and | eaves. The nodes serve as the parents of |eaves and
nodes, while | eaves are end points of a branch in the graph. Each node and
| eaf can have a set of attributes to specify its own characteristics. For
exanpl e, a paragraph node can contain attributes to specify its alignnent,
style, entry of docunent TOC, etc. In addition, each of the nodes and the

| eaves 20 has a unique identifier, calleggd a DOMID, to identify itself in

t he docunent DOM structure. [0016] The docunment DOM structure is divided

nto three PaimiastdWiFURlsadOIRABSD 20 G | ERBAPRGESie (TS OB L eve!

refers to the_ docunent root structur

construct ed #Hf ke Eﬁhﬁﬁﬁé‘mmlameitﬂwﬁneisasemmmemﬁshmﬁ ackhowimint 25
references tejg@tddier internal or external sub-docunment parts. The fol |l ow ng
par agraphs exam ne each part in detail. [0017] The root node of a docunent

DOM struct ur gro1gef erhreelypes aaomlmg,\wﬁggeﬁmd dp&gqmngﬁ\é&ggrl 2g64Ll dren nodes,
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chil dren of h% ntai ner" nodes are conponents, which store the docunent
struct ural %] BRTWIEPPRONCRHRE idfentylen t he attachment server 28
buil ds the trugture for an attachment file for the first tinme, the
t op- | evel stiut '?Q]ure‘gl FamEonet sansists if a hicrarehy;of oramandiodes. Basbwpmmand Fi gure 3:

[ 00 18] Thr eerepyepats acphymmmmg Apsopatyt ofttifoR@t: Sifinkd R adfobdkdMIBHL theRkvVer 28:
onents, which represent

t ext nents I mage Go
text, t abﬁgs%?ﬂ%ﬁ g'L"g“"‘aﬁ Sy amr"%@p?&’t‘?&?%ﬁ’h@"‘tséﬁe%d tabl e
conponent s antmnd@@cfuotseut anthmﬂebta icbinmbrels mlcmﬂ&aeﬁmg&m
structure is conponent cons s of hi er ar
command node‘g1t Bé kﬁ&gh }Pn%cg g&'%lr"ééﬁlg g gﬁ?’?’ ?"Wgﬁ rt‘?é{] © tpft ?"t“ﬁp‘:’“%{‘t b‘Fg‘ﬁ‘ir ty, or a
reference defkirpotnitext hacigrounamlor, hyparlitkeart/@dtand bookmark commands. The text

componeit has only one reference command, referred to as the text reference command,

15 which is used to reference a subdocument defined in the main body of & document.
Usually, the children of a text component are page or section command nodes that, in turn,
comprise a set of paragraph command nodes, The paragraph command cat contain one or

multiple nodes for the remaining command types.

[0020]  Using the following sample fext document, the corresponding document DOM
20 structure is shown in Figure 4;

First paragraph.
Second paragraph with bold and red text.

[0021]  As Figure 4 demonstrates, the section command, which is the child of the text
component, consists of two paragraph commands. The first paragraph command contains

25 one text segment command and the text content for that paragraph is added as an attribute
to the text segment command. The second paragraph command has a relatively more
complex structure, as the text properties in the paragraph are much richer. Each time a text
property (font, text color, etc) changes, a corresponding text property command is created
and the change value is added to that command as an attribute. The subsequent toxt

30 segment command records the text with the same text property as an atiribute, As

document struchire gets richer and more complex, more commands of corresponding types




10 conponent, the physical entity commands are page, section, paragraph,
text segnents, comments, footnote and endnote comrands, which by nane
define the corresponding entity contained in a docunent. The property
commands for the text conponent are font, text color, text background
color, hyperlink start/end and bookmark commands. The text conponent has
only one reference command, referred to as the text reference conmand, 15
which is used to reference a subdocunentg defined in the main body of a
docunent Usually, the children of a text conponent are page or section

comand nodesretcated shdiht uédihmem%éﬁame§§m§d&ﬁtaf 81Iribﬁ%£ ﬁ&gﬁgﬁ@ xﬁn?amﬁﬁ”d nodes.
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[0024] A document sometimes contains subdocuments, for example images, tables,
text boxes ete. The DOM structure set forth herein uses a reference command to point to

15 the graph of such subdocuments. Thus, for the following sample document, the attachment
server 28 generates the DOM struciure shown in Figure 6:

Second paragraph contains the same imag

20 [0025]  The structure shown in Figure 6 is identical to that discussed above in
connection with Figures 4 and 3, cxeept for the atitibutes of the two reference commands.
The attachment server 28 constructs the image in “Sample Three” as a separate image
component, which contains all of the image data in its own DOM hierarchy. In the DOM
structure for the main document, the values of the “Ref™ attributes of those two reference

25  commands point to the image component, as indicated by the dashed lines, such that the
DOM structure connects together all parts of the docuiment.

[0026]  Having described the document DOM structure used to implement an
embodiment of the invention, a detailed discussion will now be provided of the document

information construction, delivery and display function or method according to the
30  preferred embodiment.




tabl e docunent below is shown in Figure 5: Cell One Cell Three (0023] As
shown in the Figure 5, the table conponent has physical entity type
commands of table, tablerow and tablecell, where the tablecell command can
contain all available conmands for the text conponent in the exanple
above, the first child 10 Tabl eRow command of the table command has an
attribute "Index" defined by value of 0. This indicates that the indicated
table rowis the first one defined in the table. The attribute of the
| eftmost table cell command in Figure 5 has the same neaning. [00241 A
docurment somii%Rfles YoWeiersaceda Bigors sl ssceiving aexeaiplvich ienag@attachmbites,  t ext
boxes etc. T e I | r ef ce command to
point to 15%?1?%&?%#%?%?5\?%@%3%8‘8%3?7’2%&@%%ﬁ%ﬁ%t&oﬁgwﬁ%ﬁ?gﬁ? ow ng sanpl e
docunent, t hassstittetdnsument infarmation. SBcgyie eareer eeseivéssudGMestestyit tritiatly sShown i n
Figure 6: ThignsgRediBithe dé:@?f‘rﬂ ' L ke | S Second
paragraph_cont ai ns the sgﬁgevﬁpnggﬂ%el ‘élu\}\o%&%gﬁgeugpréaa%%g‘?&eﬁg%structure
shown in Bi gBﬁ@sc&ssna%a'?@drémqoewcu%w@hﬁguraBmwsdowamp fevel@Bthaect i on wit h
Fi gures 4 andodmeiSoMistrhétlire i1E i i AN e? ;enee jcomands.
The attachnent 'i,grver 28 const r_tf?{fg&to %}Ltﬁnhtgéml?ﬂﬁm@é%gglfaﬁhrgggwthfs a
separ at e i malf¥" TR TR5YR &% then gxamines dhsrlosuniest binary dita (step 3ttadied thebasié n i ts own
DO hi et ar ¢hilosuhnd ifteriibh (13! 1 b6, &ioh fifhs BRI DI AEUFERim. 1G] UeS Of
WO r

the "Re?" attﬂri but es of  those et erence 25 confrands poi nt to the image
conponent, aPPHIRCHRFoHe feremgished 1ines, such that the DOM structure

document "BoMPREyc el e i pearbn oran megut eI tefocune Henvent | on. a
detail ed di ssipmsiraThukighatitewf hefiRAOMOEEmEf ot tHeDeSiARHIEH theled SATRE | ON
constructio n(um(lja‘ﬁ%/ theFir o?{;'agt tgl{ssug)a!t ?er Juggr%& (I:u i brjlrtcg)r, a&e 1tsgsoeg tc? ggi%srxtg :dgr?nﬁtf ?het he
file type (i.e. document original format type, discussed in greater below). For example, the
signature of the PDF document original format type, “%PDF”, is contained in the first 4
16 bytes of the raw binary data of a PDF file, For other types of information, the binary file

must be scarched further.

[0028] O, since MS Office® files are “storage™ type files (rather than “stream” type
files such as PDF and text file), which cen contain sub-strcars and sub-storage, the first 8
bytes need to be a fixed value. Therefore, after confirming that the file is “storage™ type,

20  the server 28 searches for a stream called "WordDocument" contained in the file to verify
that a file is a MS Word® file.

[0030] Directly exaraining binary data ensures that any macro or operation in the
attachment is not executed, thereby eliminating any chance of virus attacks and/or other
security threats, '

25  [0031] After retrieving all of the available document information stored in the file, the
server 28 adds the retrieved information as attributes to the root component of the DOM
structure (step 36).

[0032] It will be appreciated that, compared to retrieval of the entire document

contents, the document information search and construction process of Figure 7 is much
30  simpler and quicker, especially for large documents, since the server 28 usually does not -

have to parse decp into the file to locate the document information. After the document




30 preferred enbodinent. 7 [0027] Wth reference to Figure 7, after
receiving an email with renaned attachnments on a nobile device 12 (step
30), the user can send a request to the server 28 for the associated
docunent information. Once the server receives such a request, it initially
constructs only the top level of the docunent DOM structure for the
attachnment (step 32), 5 as discussed above in connection with Figure 3.
Construction of the top level of the dgcunent DOM structure is a very fast
operation, thereby mnimzing wait tinme for the user. The server 28 then

exam nes { heidaaunwTs ciistne, ha bitvet 28 hdtesofsd baKholfifiBAhfice fhoCUMTeN!
i nformati on thor, creation tine and date, nodified tinme and

| . type,

dat e, fornagmlpéﬁ)e?‘%g??f?“ trapspartafiop GhaAEL. 10 [ 0028] Specifically, the file
i s opened in.pLnary d searghed.to |ocate a file _signature. The

si gnature of [Jtﬂh@ fif‘ggrgﬁe ‘g{téﬁtrdé&":% resives theg el oy inrmationteranend of a
file (usual bypait dttactiment tit displalyatht inf@RStidnto thefusal abdbndingd npk. LSy, and is
used to ipdi ' tify the file type (i.e, docunment qriginal fornat
type, di sgusgeg‘;cf?lz%%g{r&%tg?é? d%“@f“S%)°F‘8’i'i‘6¢/fQ@9§aﬁfo w “{eﬁ%t"g%lr‘f@%&ihgiﬂ% of the PDF
docurent or i Boavarentsoipmeatishesty ®reséiitohs andiTmag@ MRt & chtBgdrideart kdcht 4 15 bytes

of the raw bjnar ta of a. PDE file. For other t s.of inforpation, the
bi nary file *°ﬁ‘%§‘%ﬁte§§y saé"é’rq‘é%‘é’%"DﬁsEﬁ'?yﬁgP‘? he &eeRs °$&“,'X‘§’§ﬁ€?‘°ﬁézagf°gze(r) files
ar e " st or agedecoiding td the emfefred tinbodihdnayard stfsleag) type files such as PDF and
text file), which can contain sub-streanms and sob-storage, the first 8

byt es need a_fixed value. Therefore, after confirmng that the file

is "storage pe AteQbwmpnt Bype Ver 28 sear Gupporfted Sub ddcamant tppds| ed

"Wor dDocune kcont ajAmeddves n t IR Atcbives Onbyruséd/in Atfacment ListiSereers a M5 Wor &
file. [0030 ect |Bocements ni MO Wask xdeba PHFeOstl WardPdiftt, ARGIT T8 HOTML
operation i aSpresdmeent || M BiccEXECUL €d, thereby elTm nating any
chance of v At T BekentafBey O M3 PeterPan@cur 1 Ty threats. 25 {0031 —After

retrieving T heln@‘\égy tart %WPN&EGEF WF%ﬁEﬁm—mred—ﬁ’r—Hﬂre—f—H-e—

t he 10
[0034]  The server 28 also preferably sends the document format subtype to the mobile

device 12. For example, MS Word® and Adobe® PDF are both categorized as type
*documents”, which is firthor specified by the server 28 using the different subtypes, as
indicated above. In addition to the document type, other document information, such as

16  size, creation time, last modified time and author are also sent to the client device 12.

[6035)  The client device 12 displays the information in a statie or dynamic faghion.
With static display, the client device 12 displays the information on a static area, (e.g. title
bar, etc.) of the device screen. With dynamic display, the client device 12 first-caches the
document information and then displays it using dynamic GUI elements, (e.g. pop-up

20  message box, etc.) in response to a query from the user,

[0036]  Figure BA shows a static display of document type whereas Figure 8B shows
both the static display of document type and a pop-up message box for dynamic

representation of the remaining document information sent from the server 28.

[0037]  In summary, the method of document information delivery and display

25  according to the preferred embodiment allows a mobile device user to quickly determine if
an attachiment is of interest without having to retrieve the document content itself, thereby
minimizing overall network bandwidth.




server 28 adds the retrieved information as attributes to the root
conponent of the DOM structure (step 36). [0032] It will be appreciated
that, conpared to retrieval of the entire docunent contents, the docunent

i nformation search and construction process of Figure 7 is much 30 sinpler
and qui cker, especially for |large docunents, since the server 28 usually
does not have to parse deep into the file to | ocate the docunent
information. After the docunent 8 inforration is constructed, the server 28
sends a response back to the client device 12 (step 38) over a standard
transport at i @938hanAgiersof GIBA]in he e haviigreal tieydesalipuintsT thedpré@e@ ves the

requested do I rmati.on.for _.an: il .attachpent, it displays the
nformatt on ¢hoRthettl) ARbHhe i apd Hma i ool ey, Al ok uipioneog

i ndi cat es t hendistativitembofiiena krefbeliovad totbepathinihé vttt FaW@ns Hpenddd Chi ves,
Docunents, Spgeadsheets, Presentations and |mages. These five categories
are each represented by a unique icon displayed on the screen of the
nobi | e device 12 which, according to the preferred enbodi nent, are as
follows: 10 IconAttachnment aSupported Sub document types ArchivesZl P
Archives. Only used in Attachnent List Screen DocunentsMs Wrd, Adobe PDF,
Coral WordPerfect, ASCII Text, ITTM. SpreadsheetsMs Excel Presentati onsMs
Power Poi nt | magesBMP, PN( G F, TIFF, JPEG [0034] The server 28 al so
preferably sends the docunent format subtype to the nobile device 12. For
exanple, M5 Wrd(r) and Adobe(r) PDF are both categorized as type
"docunents", which is further specified by the server 28 using the

di fferent subtypes, as indicated above. In addition to the docunment type,
ot her docunent information, such as 15 size, creation tine, last nodified
time and author are also sent to the client device 12.




[ 0035] The client device 12 displays the information in a static or dynamc
fashion. Wth static display, the client device 12 displays the
information on a static area, (e.g. title bar, etc.) of the device screen.
Wth dynam c display, the client device 12 firsteaches the docunent
information and then displays it using dynamc GUJ elenents, (e.g. pop-up
20 message box, etc.) in response to a query fromthe user. [0036] Figure
8A shows a static display of docunent tygpo whereas Figure 813 shows both
the static display of docunment type and a pop-up nessage box for dynanmic
represent ati @mimb: t he remai ni ng docunent information sent fromthe server
28. [0037] In sunmary, the method of docunent information delivery and

di splay 25 according to the preferred enbodi nent allows a nobile device

user to quickly depeests RE vielvingaldcwthdnRRFdhnaRh obh 3 itk nffedarii &cbﬁut havi ng
to retrieve t itself, thereby mnim zi over al

d t t
net wor k band\'/ﬁlag'flﬁg)ocf’g&‘fa:g'ﬂirg%gﬁ ﬁBPéﬁﬁers‘?&'iﬂ!"P'é-*tT“’ﬂﬂr?a@lﬁésa&f@W“fﬁ;gﬁ'ﬁ’@ ﬂ“‘ead this

descri pti 6n edrvdr ethpmebigs deeide, c&ﬂ‘ﬁ%&lgmant may concei ve of variations and
alternative enbodi nents. All such variations and alternative enbodi nents
are believed to be wwthin the anbit of the clains appended hereto. 10

Cains; 1. A proosssnifiting a\tequest figh saio dodimiRbt ihfOfiHoR FrbMRaia hoBild i &
conmuni cat i ogaéjew ce relating to a docunent stored on a server, W|thout

downl oadi ng P F G6cunent fromthe 5 server to the nobile devi ce,
conprising: transmtting a request for said docunent information fromsaid

nobi | e degyice to eryer; fructin h structure within
sai d ser\?er sai d" gs%lélgw sat%rad’ctsguc ’Egﬁﬁ'&sﬂﬁ g’ssﬁlid%’"i?gémﬁ‘f IAYRrat i on:
transmtti ngsaadaﬂqstmdwunfmrtntwmf ormation to said nobile device; and

transmitting said document information to said mobile device; and
15 receiving and displaying said document information on said mobile device.

2. The process of claim 1, wherein said constructing further comprises creating a root
node, and at least one child node for storing contents of said document, examining said
document for said document information, retricving said document information and

20  adding said document information to said root node,

3 The process of claim 2, wherein said examining further comprises searching

document binary data of said document to find said document information.

25 4. The process of claim 2 or claim 3, wherein said docament information is added to

said root node as an attribute.

- 5. The process of any one of claims 1 to 4, wherein said graph structure is a
Document Object Model (DOM).
30
6. Tho process of any one of claims | to 5, wherein said displaying further comprises
presenting said document information on a static screen area of said mobile device.




15 receiving and displaying said docunent information on said nobile
device. 2. The process of claim1l, wherein said constructing further
conprises creating a root node, and at |east one child node for storing
contents of said docunent, exam ning said docunent for said docunent
information, retrieving said docunent information and 20 addi ng sai d
docunent information to said root node. 3. The process of claim2, wherein.
sai d exam ning further conprises searchyng docunent binary data of said
docunent to find said docunent information. 25 4. The process of claim2 or

claim 3, wherei n BaigLAQGH R E,WLB[Miﬁpc %1':‘%'9%%3%%%]%%& d root node as

an attribute. 5. The process of any one o "wherein said
graph structure is a Docunent bject Mdel (DOM. 30 6. The process of any

one Of Claimms. | UlheprocsliQF &iybn 8f aifhh 3 B SR Ml fBlay GO RIS Ehpcipiesent | NG

sai d docunment information on a static screen area evice. 11
7. The pr oceS&hige apq thenpresentigespid dacumentinformation usiog GUhclamers ¢r5a dynamicl e bar .

S. The pr ecesdceflareadysaigaotiile devigd "8 | to 5, wherein said displaying further
conprises caching and then presenting said docunent information using GUJ
el enents on a dynamc 5 screen area of said nobile device. 10 9. The

rocess of cpai mBe prdeedzF HaigPd Wala = age box.
p pydeeys OF faifiPd, hédeln s@ih@iﬁ,@t&&ﬁ@ﬂc%ﬁa?@?—ﬁ@{nﬁ&?ﬁ?ﬁag

10. A server process conprising: constructing a grap
docunent, said graph structure containing docunent information; and

transmttinglGai A shpex pRbdss bdfRikimat i on. 15 20
10
constructing a graph structure of a document, said graph structure containing
document information; and

transmitting said document information.

15
11, The dervet process of claim 10, wherein said constructing further camprises
creating a root node, and at least one child node for storing contents of said document,
examining said document for said document information, refrieving said document
information and adding said document information to said root node.

20
12.  The server process of claim 11, wherein said examining further comprises

searching document binary data of said document to find said document information.

13.  The server process of claim 11 or claim 12, wherein said document information is
25  added to said root node as an attribute.

14, The server process of any one of claims 10 to 13, wherein said graph structure is a
Document Object Model (DOM).

30 15, A mobile device process comprising;
transmitting a request for document information; and
reeciving and statically or dynamically displaying said document information on
said mobile device.




11. The server process of claim10, wherein said constructing further
conprises creating a root node, and at |east one child node for storing
contents of said docunent, exam ning said docunent for said docunent
information, retrieving said docunment information and addi ng said docunent
information to said root node. 12. The server process of claimll, wherein
said exam ning further conprises searching docunent binary data of said
docurent to find said docunment informatii®en. 13. The server process of claim
11. or claim 12, wherein said docunent information is 25 added to said
root node as an attribute. 14. The server process of any one of clains 10

to 13, wherei;p sajd : ructure is cunment Cbject Mudel (DOM ). 30
15. A nobi | elg’evi?%rgébgggg‘g& oorfﬁsrs’lcgffﬁ’é‘? ?%’ WSOPIEW?'{AWBC y?@&’ﬂ%’% ¥ docunent
i nf or mat i on; cempriseepeievtingpaidndeuntent nfoahbtionon adwrami@akbiey ofiafithébil:ng sai d

docurnent i nf %ﬂ&t‘k@ﬂa“& mﬁgisgeequ@ialgfaa&ﬁ\ﬂ ce. 12 16. The nobile device

process of clarm erern sai cAr| y displaying further conprises
presentin§ said docunent information on a static screen area of said nobile

devi ce whereqsai I r j itle r. 5 17..The nobile

devi ce pr oceéz' o?n%}ng%&rﬁgféﬁ&%ggf%ioﬁagﬁ ﬁ&&ﬁﬁ%%‘?%ﬁ"ﬂfﬂi‘ﬁﬁﬁ&%gﬁ furt her
conpri ses camlmcmdﬂ$mimm¢m prggnie sdiddiocurmenn tnfarmbtionnaming GITusi ng GU
el ements on aiefﬁ&{{@m&dﬁ&ﬁ&%&ﬁﬁ{ﬁ&&jmﬁ%)- bile device, 10 18. The nobile

devi ce process of claim17, erein sai “&fenents include a pop- up
message box. 19. The process according to any one of clains | to 19,

wher ei n gai djglocuRRobiik B ' ' ; i) docunent original
format type includi ngo émy %%&g%%@ﬂlwgﬁeﬁg%ﬁ?vﬁgf? SEOnNENE S POP-
Spr eadsheet sPP MeBagedOHt | ons and | mages represented on said

19.  The process according to any one of claims 1 to 19, wherein said document
information includes any of (i) document original format type including any one or more

15 of Archives, Documents, Spreadsheets, Presentations and Images represented on said
mobile device by respective icons, (if) format subtype for identifying a unique sofiware |
application, and (i#i) other document information including at least one of size, creation
timne, last modified time and author,

20 20. A system for viewing document information on a mobile communication device
relating to a document stored on a server, without downloading said document from the

server to the mobile device, said system comprising;

means for transmitting a request for said document information from said mobile
25  device to said server;

means for constructing a graph structure within said server, said graph structure

containing said document information;
30 means for trangmitting said document information to said mobile device; and

means for receiving and displaying said document information on said mobile

device.




nmobi | e device by respective icons, (ii) format subtype for identifying a
uni que software application,- and (iii) other docunent information

i ncluding at | east one of size, creation tinme, last nodified tinme and
author. 20 20. A systemfor view ng docunment information on a nobile
comuni cation device relating to a docunent stored on a server, wthout
downl oadi ng sai d docunent .fromthe server to the nobile device, said
system conprising: neans for transmttifg a request for said docunent
information fromsaid nobile 25 device to said server; neans for
constructing a graph structure within said server, said graph structure
cont ai ni ng saingoqﬂggagcbgéﬂ%ﬂ%tion; 30 neans for transmtting said
docurent infornmation to sal 5i | e devi ce; and nmeans for receiving and
di spl ayi ng said docunment information on said nobile device. 13 21. A server

conpri si ng: rreansmgaggfop%gﬂdﬁﬁ%%%gﬁlg%%rc@pchoﬁtdgucI:nteH ga.‘g%_a% ocunment, said

graph structure_ 5 contalning I nformttion, B¥s for
transnit t ? ngteAHnGdeuRe infomfatienrard on.  22. A nobil e device conpri sing:
means for transmtting a request for document information; and means for
receiving and statically or _dynam cally displaying said docunent

i nf or mati on on saFEAEDHIrNem¢king seid dogBnent information.

22. A mobile device comprising:
10

means for transmitting a request for document information: and

means for receiving and statically or dynamically displaying said document
information on said mobile device.
15




