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to such attat'ﬁ's—o%h-e\%"%{}lt—% degrees, but the pervasive use of PCs has drawn
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2. Description of the Related Art

Widespread use of the Internet and email has left millions of personal computers
(PCs) vulnerable to downloaded viruses and other types of malicious software that can
destroy programs, copy and upload private documents, and perform other harmful acts,
frequently without the PC operator’s I{newledge. The increasing popularity of
downloaded programs has multiplied the problem significantly, since it creates so many
more opportunities to unknowingly download the malicious software. Due to their open
architecture, most PCs provide very little protcctien against such destructive soﬁware.. It
is this very openness that has made the PC platform the general-purpose solution provider
that it is. Other types of computers are also vulnerable to such attacks in varying degrees,
but the pcrvesive use of PCs has drawh much attention to the proBlem as it applies to PCs,
In the past, owners of copyrighted infermation or other inteltectual property have
been reluctant to allow their property to be viewed on the PC platform (books, movies,
-sensitive corporate documents, etc.) as the nature of the open PC platform makes the

property vulnerable to mischievous software that may be running in parallel. Although
I
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e- books, or books that are available electronically by downl oadi ng the
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17 to the _
Fig. 1 shows a conventional system 10. Protected content in the form of encrypted

data is provided over channel! 11 to storage subsystem 12, where it is stored for subsequent
use. Channel 11 could be an Internet connection and the portion of a PC that receives and
processes‘ network data, Storage subsystem 12 could be main memory, the hard disk on

. the PC, or some other form.of storage. When the data is ready for presentation, it can be
retrieved from storage 12 and presented to player 14 for processing. Player 14 is generally
software running in the PC. Decryption of the encrypted data can take place in player 14,
which can also reformat the data. The processed data can then be passed over channel 15
to graphics sub-system 16, where it is formatted for presentation over channel 17 to the
actual display device, such as a video monitor. Note: although the terms “document” and
“display” are used here, this scenario applies equally well to graphics video data and to
audio data, such as music, that is played through speakers.

Fig. 2 shows a conventional graphics controller 16. Previous attempts to protect
downloaded data have focused primarily on encrypting the data for delivery and storage.
However, once the data is decrypted, formatted, and sent to the graphics controlier 16
through primary interface 21, the bit-image of that data is generally placed in a video

memory 22 where the data is repeatedly read out and transmitted through output port 23 to



actual display device, such as a video nonitor. Note: althougg mt er s
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retrieved and stored and/or transmitted to another device, but the
retri eved dalsause the text font maps stored in the PC to interpret the bit image and convert any

displayable text back to a standard word processing format. Thus, by using resources

freely available in the PC, the supposedly protected data in graphics controller 16 can not

only be retrieved and stored and/or transmitted to another device, but the retrieved data

can be reverse-engineered intoc a2 much more compact and usable form before such

storage/transmission.

Since many players are in the form of a PC that is vulnerable to maodification by
maliciously loaded software, this exposure of the graphics subsystem creates a security
problem that discourages the use of PCs for any displayable data that needs to be
protected, such as copyrighted video material. Once the data is placed in graphics
subsystem 16, that data is vulnerable to unauthorized monitoring and capture by software

that has been illicitly placed in the computer.



can be reverse-engineered into a much nore conpact and usabiﬁ form before
"such storage/transmission. Since many players are in the f fn BBARaZ885 t hat
is vulnerable to nodification by maliciously |oaded software, this

exposur e ofyd hgqj@phi cs subsystem creates a security probpefridinbso
di scourages the use of PCs for any displayable data that needs to be

protected, such as copyrighted video material. Once the data is placed in

graphi cs subsystiem o onlyn@lvnlRal hticiil Ssabl §at &n%@ﬁ’mﬁ?&ﬂgé ﬁ@gecrﬁﬂn%i {)P ring
I I uter. 3

and capture by software that has been illicitly placed in the co

04 AR 2005 MDAR! 2THEpCCHLERP 1RO b MRifPLoRY dRpnARISH gl ci ous

software that can conprom Se the Security o op%r?ﬂeor

m ght W sh tieifidhief dodwhida@ ML - he legitimately
downl oaded, folr1 su%lsequeér%\it 9‘%&%@?5{@&%@?”%“ |%r?§%ﬁ%%t?’%‘n. TION  SUMVARY OF

THE | NVENTI ON  An enbodi nent of the invention includes a nethod that
includes receiving data in a presentation buffer of a presentation

controller, and receiving a reqy Nely MW Ao IVIE {fo read the data in
the presentation buffer. It furt éf"‘{‘ntlﬁjdys“gg"ﬁe‘t‘%gpt he data fromthe

presentation buffer in response to the request and not delivering the data
to the requestor in response to the request. BRI EF DESCRI PTI ON OF THE

DRAWNGS Fig. | sho rior,art system Fig. 2 shows a prior art graphics
control | er. 9 n evn\{%ogin{%nt otr the mventl%n Encmdcs a rgethod that includes Fr)tcei\.virlg data irgl P
a presentation buffer of a presentation controller, and receiving a request from a requestor
to read the data in the presentation buffer. It further includes deleting the data from the

presentation buffer in response to the request and not delivering the data to the requestor in

response to the request.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows a prior art system.

Fig. 2 shows a prior art graphics controller.

Fig. 3 shows a graphics controller of the invention.
Fig. 4 shows a control circuit of the invention.

Fig. 5 shows a system of the invention.



Fig. 3 shows a graphics controller of the invention. Fig. 4 shows a

“control circuit of the invention. Fig. 5 shows a system of th§ § nygnt2ieh. 4
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| NVENTI ON \mg%zﬁgﬁgtroni c docunents are downl oaded from a p%lrh%b?g@ymer
to a conputer or display, unauthorized copying, diversion, nodification,

destruction, or other harnful effects to that data can take delivery to the

pl ayer, inside the playgpr Q¥is ﬁﬁ%&%gﬁé?%}%mmaﬁ di splay. This

i nvention focuses on protecting t I CS" subsystem and
can include elenents in the player to inplenent that protection. Fig. 3
shows a graphics controller 30 of the invention. Rendered data fromthe

pl ayer can be recgjve hrough primary interface 31 fqr subsequent storage
in video nenor ycgbf.’" i CtrtFé)P? c%ﬁurﬁ?ﬂﬁ ﬂﬁé%w‘g"#;%%@m&ﬁuphg'cf/ B¥RYIB P LGP e
portion of the stpred jmage that is actually_ di.splayed. Data fromthe
frame bufferR’Egﬁpgﬁ’eﬂmﬂggog‘%ﬁtCQP?S‘"%'n‘ﬁlSedf'ﬁ‘htm" Qﬁag?rf Qﬁémﬁﬁ?n’\ﬂ‘iic’gﬁr gﬁ?ﬂfél a
properly fornptted signal to the display device. Qutput interface 33 can
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i ncl ude a r aHTOTAEREELE RRLBKS PAFGFSIETH ORI O CHriFass ©rbe Rrpsdieneyn whi ch
converts the di g1| ti id data into _one or nore properly formatted anal og
signal s wit Hhe% ﬂgﬁé effsctdwmedieliven & fried’ﬁf!ycm'%*@t‘z‘ the plakere putgide Bleplaxssvi ces
mght require a different output interface to format the data in a
di fferent nedifedt, thedisnlaye Rhés iventipnofosyses afj preteating Hshiiats inothe ramdphéas 30 i s
basically the sane. A secondary interface 34 can also provide a secondary
port to a darbsysthmnzng can Sicfuge eltaents dethe plapel 16 omplenahe thahpmetscyjor82, or
provi de video data directly to output interface 33. Unlike a conventi onal
graphi cs cont r oFiges, shheseveaphigraaptidltes 36 ofi theoinkatioB0 Readereb dataifiematheont r ol
circuit 35 to nonitor
~ player can be received through primary interface 31 for subsequent storage in video
memory 32. Memory 32 includes a frame buffer for storing the portion of the stored
image that is actually displayed. Data from the frame buffer can then be sent to an output
interface 33, which sends a properly formatted signal to the display device, OQOutput
interface: 33 can include a random access memory digital-to-analog converter
(RAMDAC), which converts the digitized data into one or more properly formatted analog
signals with the specified color rendition. Other types of display devices might require a
different output interface to format the data in a different manner, but the overall process
within graphics controller 30 is basically the same. A secondary interface 34 can also
provide a secondary port to a data channel 18 for data destined for video memory 32, or
provide video data directly to output interface 33. Unlike a conventional graphics
controller, however, graphics controller 30 can contain a confrol circuit 35 to monitor
and/or control data flowing between video memory 32 and either of interfaces 31 or 34,

and to control video memory 32 in a manner that protects secure data stored therein from

being illicitly read by devices external to graphics controller 30. Thus controf circuit 35



and/ or control data fl ow ng between video nmenory 32 and eit
redbihe FARnaA05

"interfaces 31 or 34, and to control video nenory 32 in a

protects secure data stored therein from being illicitly read by devices
ext ernal tw@i@ahigcs controller 30. Thus control circuit 3dymised bR 2005
WO 02/ 25-116 PCT/ US01/ 29692 can act as a gat ekeeper between video nenory 32
and devices external to graphics controller 30. The operation of control

circuit 35 cam abeadbOofedkectRVbetnatD vRRY Shdthor) BACAHdOMA ces 3kRARI té@ﬁ?h&%nt rol,
security setup, securlty vi ol ati on detection, response to violatl and

t erm nati on.codthgees@re described in nore deta|I bel ow. Mdde Control Control
circuit 35 (and therefore graphics controller 30) can have two nodes: a

security node angna o RyadRASsr JE’HE‘S’I cnlcﬂlttBIBGcambeQﬁ' d:&-n%% s into! v§§FWnc{ Xna}ll er 30

features of control “ circult are - by-passe graphi cs con

can effecti ygbhy nRGk koAl ARe: &g@vs&hh%waﬁnm&:&& FSbisola Vibtatid ad

securi ty node, control circul orm securi

prevent all %n@r or.f‘deggafp]‘d?%pbeﬁdqg n{;eg‘ h’ vi.deo nenory 32 from bel ng
a

read throug Intertace interrace 3 S a read capability, control
circuit 35 can also be coupled to interface 34 to prevent video nmenory 32
from being read through interface 34. The node can be established by one

or nore commands fromthe conputer <controlling circuit 35. In one
enbodi ment, node comrands, other commands, associated addresses and vi deo

data can al ] Ee input_through interface 31 along with other commands and
data to be o video nenory. In another enbodi nent, conmands and

addresses can be_input, through one or nore separate i nterfaces (not shown).
In one embodi némntrof piEcuite iapd (hergfere sxaphiosecontrlier 46D eanniavg twp imedas a

external command, but the
security mode and a by-pass mode. In the by-pass mode, the security features of control

circuit 35 are - by-passed, and graphics controller 30 can effectively perform as a
conventional graphics controller. In the security mode, control circuit 35 can perform
security functions to prevent all or a portion of the contents of video memory 32 from
being read through interface 31. If interface 34 has a read capability, control circuit 35
can also be coupled to interface 34 to prevent video memory 32 from being read through
interface 34. The mode can be established by one or more commands from the computer
controlling circuit 35. In one embodiment, mode commands, other commands, associated
addresses and video data can all be input through interface 31 along with other commands
and data to be written to video memory. In another embodiment, commands and
addresses can be input through one or more separate interfaces (not shown). In one
embodiment, the security mode can be entered simply with an external command, but the
security mode can be exited only if the secure data is deleted first. This prevents illicit

software from simply turning off the security mode so that the protected data can be read

with impunity.



security node can be exited only if the secure data is deleted first. This

"prevents illicit software fromsinply turning off the sec%@yﬂg‘ng]ggo
that the protected data can be read wth inpunity. 6 0 4 2005 WO

02125416 PG6b2L1£29692 Security Setup The display device ig-gy§Ryesti onal
system frequently shows nultiple wndows at the sanme tine, sonme of them

overl apping others. Thus the frane buffer may contain multiple. w ndows,
or portions of wi ndows at any given tine. Since all the displayed W ndows
are in the frame buffer, and the frame buffer can be read by external

devices in asecgﬁ&p_@\geﬂ,bi onal system the displayed contents of any w ndow are
freely accessible to external devices in a conventional system Wen a

copyri ght ed docu ; : re.: i ei ng, di. spl ayed, the w ndow
comt o Sino t har - oReisRlay LVIEL inseBicutRl Qelcin RELISN s ARl Pa® B o
bei n si mul i of...t he djspl devi ce. Sever al
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handl e in a syandard; nanner For . example, while viewing portions of a
secure copyr’ﬁdﬁ"?égﬁé‘-%ﬁoﬁ' PRHSTRCITRARTE & AR SR FiFor Sihes Aihirstisniayedad

e-mail or |q@k,up an. i nt t nqtebook in_another w ndow, wthout
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di spl ayed data. The. inyvention can define the coordinates of a secure w ndow
within the FFERa! deyices B copyratienal §¥%steal- nat es can be contained in a set of

regi sters that define opposite
When a copyrighted document or other secure data is being displayed, the window

containing that secure data may be only one of several windows that are being
simultaneously shown on various parts of the display device. Several of those windows

may contain non-secure data that the operator wi-shes to handle in a standard manner. For

example, while viewing portions of a secure copyrighted e-book in one window, the -
operator may wish to read e-mail or look up an appointment notebook in another window,

without having to exit from the e-book application. Therefore the protected portion of the

data may be only a subset of the frame buffer, and the secure portion of the data should be

deﬂnf;d separately from the remaining displayed data.

The invention can define the coordinates of a secure window within the frame
buffer. These coordinates can be contained in a set of registers that define opposite
comners of a rectangular displayed window, such-as the upper left and lower right corners
of that window. Any data that is located within this window is considered secure, and can
be protected.. In one embodiment, one or more sets of registers are dedicated to deﬁning'
secure windows in this manner. In another embodiment, existing registers that define a

window are temporarily designated as secure registers as long as the defined window
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i's considered secure, and can be protected.. |In one enbodi nent, one or

more sets Q{pheeHsgiers are dedicated to defining secure mnpé@mgowﬂmgyls
manner. | n another enbodi nment, existing registers that define a w ndow are
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registers can return to I’IOI’I secure status once tile secure
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multiple sets of registérs can -be use I ne ple schre hdows,

so that the C ran i taneo S on di.fferent
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multiiple s t he secuyr, fu rfornmed
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average circuit g§5| ner. Secu |ty re ? ? can be | paded with the
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t hr ough int?rface . Ihls assunmes interface 3 1 supports conveyance of a
combi nat i on 'R '%m%lﬁaso Xious desien. tradeely Arsivihyn theeqapgbility of e Avsageirchis
passed to control circuit 35 through another interface (not shown)
specially d@ﬁ?@ﬁ&ted for this purpose. In one enbodi nent, once these setup
commands are entered, the designated security coor di nat es cannot be
altered without SESUED! rrgistenecanpbeaaded withdhe constlinaiesi ob fhetsease wimtomdbpat es.

This protects against malicious software that
appropriate setup commands passed through interface 31. This assumes interface 31

supports conveyance of a combination of commands and data. Altemately, setup
commands can be passed to control circuit 35 through another interface (not shown)
specially designated for this purpose. In one embodiment, once these setup commands are
entered, the designated security coordinates cannot be altered without deleting the
protected data defined by these coordinates. This protects against malicious software that
accesses the secure data simply by changing the coordinates of the protected area to

another. location.

Security Violation Detection

Regardiess of the register configuration used, the data within the secure window
can be treated as write-only data for all devices other than output circuit 33 which, by
necessity, must read the contents of video memory so that it can display the image on 2
display device. All other devices, i.e., devices that can read video memory through

interfaces 31, 34, or any other accessory ports, are prevented from reading any data in the



accesses the secure data sinply by changing the coordi nates of the

"protected area to another. location. Security Violation Detection

Regardl ess of the register configuration used, the data withfr MR 2665re
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illicitly r ' r. tr m.tt by.nalici ous software, ile not
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buffer. Detegtippn af an, attempted security violation can be acconplished by
nonitoring ‘the addresses “or-army requests to read data from vi deo nenory
32. If the requegted.address falls between the two stored addresses that
define the opposPEECHEY Hearsatismpizd seepriby ¥iotrtioncan braccemelished by sronitpriee has
occurred. en iqulti ple security windows are defined at the sane tine, a
separat e c\é\ﬂﬁé’fi IEFYS BLANYIRAUGHEE TRt datafsom Yidee memaiyido I tharegiestediaddmesof  any
secure wi ndgw can trigger a response. Response to Violation The no-read
functi on caf?llﬁé’eéfﬁeﬁrtg‘é&”? Atogedr dddeessondhas define theeoppptito diormerst of avpentectad devi ce

attenpts to read data fromthe secure area defined by the security
registers, wingigwa then a violation has occurred. When multiple security windows are defined at

the same time, a separate comparison can be made for each secure window. A violation of

any secure window can trigger a response.

Response to Violation

The no-read function can be enforced in various ways. In one embodiment, \'.vhen
a device attempts to read data from the secure area defined by the security registers, a data
protector in graphics controller 30. will return video data, but not the requested video data.
The controller might return a solid color for all of the locations in the protected area (such
as blue, black, white, etc.). The controller might also return random data, resulting in an
image of static. Another option is to return a window with an warning message, alerting
the operator to the fact that protected data has been requested.

A second embodiment provides greater protection. In this embodiment, any
attempt to read data from the protected portion of video memory can result in purging the
protected portion of the data by the data protector. This can be done by overwriting the

protected data with other data, such as the solid color, random data, or error message



protector in graphics controller 30 will return video data, But not .t
|'0I’H;Fé)l’20 | of

" requested video data. The controller mght return a solid c

~attenpt to read

can prevent MFPaEgpeRted;

)

the locations in the protected area (such as blue, black, white, etc.).

The controlvl,ﬁq,z,gg_,g@t also return randomdata, resulting in Ay siBaRe9f
static. Another option is to return a window with an warni ng nessage,

alerting the operator to the fact that protected data has been requested.

A second eﬂb&@mﬂg@tabow. ojidesp %@%%u&ﬁéateﬁk%% fthe.s%ﬁéﬂi(r)es n@ﬁ@ﬁ&i 1Ehye any

ata fromthe protected portion i nory can result

P 010 R8sl GLEALPE PRt BLab Do M DIAR FAEAMPLEPE! Fiesd 1 5

can be done overwiting the prote ata w th of her such as the

solid color, randomdata, or_ er S 9 U - R 2005 VO 02/ 25416
pCTi Usod) 2088530 san A pefieest sy Bt AN sty sich APRR A oy $51R% he
secure node,,so, that th

ed w nd i i | abl e, f di. b
the secure dif &MeE SRR gﬁta;tﬁa :Jesslttlﬁ. St%rmﬁ@égvgn‘lﬂ%m%%%mg ac}ﬁ‘egﬂflg’(rjor'[ ?eei%@rlgbr&'g thet ﬁfar

def ensi ve nechani.sns, ,such alerti ng, he oper at or,, dgLe;i ng. t he ot her

fimen F mnfs Snnres H = b ML AME Tweasg

secure dat a PRAEFHFS S FREEGREES T BheTist B-r SUAR GRS &Rion8 £a% 8Fefling t he
connection to the renpte s&;rce of thﬁgﬁggcure data. Such drastic actions

08 dheCEUE RY2 BKTamRY InglBE seeutsAale H9m therigdtemg t he

secure data fromthe system altogether. Sone conputer systens, such as

| apt op PCs, 2pp#stfieBe an external connector on the graphics controller so

that other display devices can be attached. -Besides the previously

descri bed feat ur 8eme gefapyieroNEPmH setheastlarior Ban phevigsranvaxgrsen! sonngrtenen theg t he

external graphics connector when secure data is being displayed so that

ext ernal eq@iaphisntondzalien so fhatsethar glésplayl devieessriagrbglattached niBesitesothe previously
described features, additional protection can be provided by disabling the external
graphics connector when secure data is being displayed so that external equipment can’t

just record the signal.

Termination

When the need-to display protected data is over, commands can be issued to
control circuit 35 to delete the secure window and/or to change the mode of the affected
window from security:to by-pass. In eiiher case, the protected data within that window
can be purged from video memory first so that it cannot be subsequently read by external
devices. One or more commands can be implemented that terminate the secure mode in
this manner. Alternately, termination can be triggéred by simply attempting a read of the
protected data, thereby artificially forcing a termination in the manner described above
under ‘Response to Violation’.

Fig. 4 shows a view of an embodiment of control circuit 35 in more detail. Fig. 4

is intended to show functional relationships rather than circuit connections, although a
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When the need to display protected data is over, commands can be issued to
“control circuit 35 to del ete the secure wi ndow and/or to chafige MaR 2000e of
the affected w ndow fromsecurity to by-pass. In either case, the
protected dgha,Mehbin that window can be purged from vi deop@ermbyzobbs St SO
that it cannot be subsequently read by external devices. One or nore
commands can be inplenented that term nate the secure node in this nmanner.

Al ternately, Ci%ﬁgg%,{;gé ;bﬁgel,gcggﬁég%éﬂ]j‘i@&e{:ﬁgm 4sShdMd s¥es bl TR Eéﬂtgoear.eée(?@ﬂie()f

the protecte reby artificia orcing a termnation int

et e BB S VBN FORRSIE LY Y00l g pand kiR
L0570, U0k SR 5 BRUSD B At WORDE Wt SO hEE e 0"

the figure. Co nd dr esse data can be regejve rqmjnt.erface
51 by oi r cuiROTHEY S ioRGE TR AR o0, catchlroe S B01ced fifaa o
entering circuit 41 through a common port, different. input pgrts ang
CiTouits carfSBED SHHOTH SISt b REARRG S AR A 'a“"g‘gpér"*afr*eq"y
Logic 41 can also be divided into separate g sections (net shown),

conmand hande®riaed adarssaniang apohsrdhteandieg ¥ideq Aea IUUBY; YEIMEHI e SARY, and
anot her for handling video data to/fromvideo nenory. After receipt from
i nterface 3Icceipt iom marficeah wideoglasenn h&ypaa@fiéﬂma%?dgqnﬁbns Biccinj grcgit ddui t 41
along data path 40 en route to video nenory 32. Read data requested from
vi deo menor yplong date pathal0so rewtatpelidéomentnry 8ppBeddtdatagequssted am wdegripemory

bi -directional data path 40 and be provided to the requestor when such
read data tBarmsactksoomavehire tpeoppositeedirecGoraiong Hidlirdétiongl Hasgipeth #0 end dgit 41

-3 can decode node or setup commands input into circuit 35. A security node

command can peaidsd td the eeqd&stdroviise sstread deerteinyactorssiaire pagmitted.

Command handling logic in circuit 41 can decode mode or setup commands input
into circuit 35. A security mode command can cause line 49 to be set, thereby enabling
mode enable gate 46. This in turn enables the security mode, so that any $ubsequent
commands and data wil} be processed according to the security requirements. Command
handling logic in circuit 41 can also accept the upper left and lower right coordinates of a
secure window, placing them into upper-left address register 44 and lower-right address
register 45, respectively. These can be security registers dedicated to the security
function, or can be existing registers that are temporarily designated as security registers.
Subsequently, when a read command is received, command decode logic 41 can place the
requested read address in register 42, where it can be compared with the two coordinate
addresses in registers 44, 45. If the address in the read command falls between the upper-
left and lower-right addresses, inclusively, address compare logic 43 can set the line to
mode enable gate 46, which can act as a security violation detector. If the other input of

mode enable gate 46 is already set (because the circuit is in security mode) then gate 46

Il



node enabl e gate 46. This in turn enables the security node, so that any
" subsequent commands and data wil|l be processed according to_the se&bﬂity
requi renents. Command handling logic in circuit 41 can al sd) éc&@;ﬁt

upper | eftygn yer right coordinates of a secure w ndow, i ng-them
i nto upper ?e?ltzg4gddr ess register 44 and 1ower-right addr esé’c%‘gg}%%%& 45,

respectively. These can be security registers dedicated to the security
function, Ogg [:Sd 1 ' that. are te rari|ly designated as
security regiﬁ%grgg t@é{j s{eog%gnﬁ%%%znm “1'8a4 S&Y ﬁ&pF§h3¥é?8?Wéﬁ,th%omnd
decode | ogi .he,  requested read address in register 42, where
it can be cgcr%%erag%gemﬁ%ﬁgﬁ {'aont %dﬁggllg&fl%(sﬁcgm %%%@gé%"}cnb“rf@gia& Byssiblyy, 45,
If the addr%z?%r'}]”m%*;&uﬁ- ad gom‘rand falls between the upper- left and

| ower - ri ght  addressess I hE ki vel y, address conpare | ogic 43 can set the
line to node egabl ate 46é \f/giai can act as a security violation
detector. If theBrhEPYApHteBrY o ERupn- cPrgtecied sentert fem & arbyidsecan
(because tELeF;ci‘r&ui‘t is in security node) then gate 46 11 0 4 MAR 2005 WO
02/ 25416 PC/ RS HFrogdgbagash | hetd Seitbinshaageimraivmg 135 in e ptiooarbrThe Hata
triggering series of steps that respond to the detected security

vi ol ati on OYF Heeatetipgcanibensechassed duplayer §4,tuch hasnie dapdtikity taimbloosstial v
disabling the security node. Fig. 5 shows a system 50 of the invention.
Prot ect ed G&ementiopedsacuripyrfeatingein graghicsisentrollsusot Khanngh Sshand 3¢l cad pasand
stored istorage nedium 12, as in the prior art. The data for presentation
can then béhepadeoaiatatto grphice corBw|lenidiant thealisptalycresympadaily.i ty The | impéfigRNt t he
af orenenti oned security features in graphics controller 30. Channels 55 and
57 can passan bhénplenientedat airtuitngbaphh cfetieant TiY FRetdA! &8sk hhde SRy
respectively. The invention can be inplenented in circuitry or as a

met hod. Thparhgragtisicandle (wirfepsed With Bedipit@ViogdSa sRA AEHARNE pr&Bsshe op%{,or med

with dedicated |ogic, a state nmachi ne, a processor, or any
combination of these. The invention can also be implemented as instructions stored on a
machine-readable medium, which can be read and executed by at least one processor to
perform the functions described herein. A machine-readable medium includes any
mechanism for storing or transmitting information in a form readable by a machine (e.g., 4
computer). For example, a machine-readable medium can include read only memory
(ROM); random access memory (RAM); magnetic disk storage media; optical storage
media; flash memory devices; electrical, optical, acoustical or other form of propagated
signals (e.g., catrier waves, infrared signals, digital signals, etc.), and others.

The invention has been described in terms of a frame buffer in a video controller.
However, it may be applied to other forms of data presentation. The video controller may
be generalized as a presentation controller, which can also take the form of an auéio
controller that presents downloaded audio information such as music or spoken words.

The frame buffer may be generalized as a presentation buffer, which can also take the

form of an audio buffer that temporarily stores the audio data to be played, including a
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conbi nati on of these. The invention can also be inplenmented as instructions
“stored on a machine-readabl e medium which can be read and(exeqyRexjogy at
| east one processor to performthe functions described herein.

machi ne-r egai di umincludes any nechanismfor storin ransm tting
i nformation inbguggrm readabl e by a nmachine (e.g., a conp tg‘ SOUEgo1

exanpl e, a machi ne-readabl e nedi um can i ncl ude read only nmenory (ROM;
random acce YofRAM e di, sk,.s ti cal storage
nedi a; fl asﬁ&nrrg?m% Oégw cos.ang a‘m E’rﬁ)fégtﬁ? a"déop% nﬁ‘lﬁfdg?‘it(?& he gvessiqer form
of propagat n rier, waves, inf rar ed signals, digital
signals, et gsqslg gdgﬁjdgo% %a(%'%e%émgp{aﬁ\‘?é’ﬁ'f’lobw AREsenti3a apdiple schopk & thervisienms of a
frame buffer |n video controller. However, it nmay be applied to other
forms of dafappr isentation. The video controller may be generalized as a
presentation co retJIer whi ch. can al so take the formof an audio

control l er that nlb}e SIERPIRE HRGHItDA dciatendrdite b Wiugratine reshnos lintitings Viristiansor
spoken words,, The frame_ buffer may be generalized as a presentation

buf fer, whi tH 95 tafhese shakdl infife ark gihpveofarialipns endiinserist tbe inbladedtietipor ari | y
stores the audio data to be played, including a 12 04 MAR 2005 WD 02125416
PCT/ US01/ 298Ptien i ﬁawlmtc@)pnlp pthespicitamisdomad tiprappeitd damsdi 0 data. An
enbodi ment of the invention wusing audio data can be used to play nusic or
to present an audi bl e e-book for the vision- inpaired. The foregoing
description is intended to be illustrative and notlimting. Variations

will occur to those of skill in the art. Those variations are intended to
be included in the invention, which is [imted only by the spirit and

'y scope of the appended clains. 13 4 MAR 2005
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What is clainmed is: 1. A method, conprising: receiving data in a
presentation buffer of a presentation controller; receiving a request from
a requester to read the data in the presentation bufferﬂ Ld hﬂtfmﬁ the data
fromthe presentation buffer in response to the request;” an not
delivering the data to the requestor in response to the request. 2. The

nmet hod of claim 1, wherein the presentation controller is a graphics
controller and the presentation buffer is a franme buffer. 3. The nethod of
claim1l1, wherein receiving data includes placing the presentation
controller in a security node. 4. The nethod of claim1, wherein deleting

t he d&hat is nlaimetbis: t aki ng the presentation controller out of a security
node. 5. The nethod of claim 1, wherein not delivering the data includes
del i veri ndl. dainathodtdoeprisingn t he data requested. 6. A nmachi ne-readabl e
medi um havi ng stored thereon instructions, which when executed by at | east

one PrQe&swAL dad s 8 phltklatiin BugRs bf Opesquatioa sentrolleg perform  receiving data
in a presentation buffer of a presentation controller; receiving a request

froma r%ge%ﬁg%g%%ltgg f&Rd ridiestbdeddtht BSta B @8 Grisalkthieon huffdker ;. del eting the

data from entatiron burfer in response to the request; and not

deli ver] t he ta tq, the request | equest. 7. The
medi um%re%esﬁ?#’g% ﬁ'ﬂﬂg“%?’i‘fs Oﬂriggérnibg?gl’pgﬁgéggE‘ferllgﬁlllég{r]’%flé a graphics
control ler and the presentation buffer i&aa fra%rre buffer. 14 04 MAR 2005 8.
The metifielivering theadata te thefegneston 11 BEROWP Y LEWSncl udes pl acing the

2. The method of claim 1, wherein the presentation coniroller is a graphics
controller and the presentation buffer is a frame buffer.
3. The method of claim 1, wherein receiving data includes placing the
presentation controller in a security mode.
4. The method of claim 1, wherein deleting the data includes taking the
presentation controller out of a security mode.
5. The method of claim 1, wherein not delivering the data includes delivering data
other than the data requested.
6. A machine-readable medium having stored thereon instructions, which when
executed by at least one processor cause said at least one processor to perform:
receiving data in a presentétion buffer of a presentation coniroller;
receiving a request from a requestor to read the data in the presentation buffer;
deleting the data from the presentation buffer in response to the request; and
not delivering the data to the requestor in response to the request.
7 The medium of claim 6, wherein the presentation controller is a graphics

controller and the presentation buffer is a frame buffer.
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presentation controller in a security node. 9. The nedium of claim§6,
wherein deleting the data includes taking the presentatign contraller out
of a security node. 10. The nedium of claim 6, wherein. n’ﬂvd@ﬁ%é@@ﬁng t he
data includes delivering data other than the data requested. 11. An
apparatus, conprising: a presentation controller having: a presentation
buffer; a command handl er to process commands and addresses; a data handl er

coupled to e presentat.io uf f.e . it t 0 pass at least a
part of tk?etllg‘ﬁf‘gi’d{"é“ P&gmﬂ}ééﬂﬁfeéﬁ%%&g@g@&gg%é%ﬁr| §/h%vi ol ati on detector

to detect a request by a requestor to read protected data in the

pr es eneseniation bertfodler incasgcwny Moicnr ot ect or coupl ed to the data handler to
prevent providing the protected data to the requestor. 12. The apparatus
of cl ai m 1 Thehediinnof daindé twhepsin deeting the dath includss takingthege the protect ed
data fromthe presentation buffer upon detection of the request to read

pr ot %&ﬁﬂtaﬁ&ggﬁ]ﬁoﬁ&:OHIBQaWWu&_Of claim1l, wherein the presentation
controller is a graphics controller and the presentation buffer is a frame

buffer. 144 ?Q@m@&i&ﬁf(ﬁ{gﬁmﬁ witbRd ok Belivdigh Shd Uk meRides 8glivakin@n control | er

includes a by-" pass node that does not prevent providing the protected data
Ejgt ;%Sp{ﬁ@%&@t%édzﬁgrgqﬁem 2005 15. The apparatus of claim 14, wherein the

11. An apparatus, comprising:

a preseﬁtation controller having:

a presentation buffer;

a command handler to process commands and addresses;

a data handler coupled to the presentation buffer to monitor data and to pass at least a
part of the data to the presentation buffer;

a security violation detector to detect a request by a requestor to read protected data in
the presentation buffer; and

a data protector coupled to the data handler to prevent providing the protected data to
the requestor.

12. The apparatus of claim 11, wherein the data protector is further to purge the
protected data from the presentation buffer upon detection of the request to read protected
data.

13. The apparatus of claim 11, wherein the presentation controller is a graphics
controller and the presentation buffer is a frame buffer.

14, The apparatus of claim 11, wherein the presentation controller includes a by-

pass mode that does not prevent providing the protected data to the requestor.
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is to purge the protected data fromthe presentati on buffer upon detection
of the request to read protected data; and is to place the presentation
controller in the by-pass node after said purge. 16. Thelappakiatd§gsof claim
11. wherein the data protector is to deliver data other than the data
requested. 17. A system conprising: a presentation circuit including: an
input interface to receive data; an output port to transmt data for

presentation; a presentation buffer,c | e o, the output port; a
pr esent atilénm%m“‘%?f%ﬂlqeﬂ’g?&mtth%g%g@?g?f{t%i on buffer and to the input
interface and having: a conmand handl er to process commands and addresses;

and a datepirgathegrotededdata from the presenietionduffzsupordefestion obthgar t of the data
to the presentation buffer; a security violation detector to detect a

I eqUasduelivto ReddgstbiRefe@ dathpandead protected data in the presentation buffer;
and a data protector to prevent providing the protected data to the

[ €qUES oy pdét thd Biésch¥itioR ookl 3h e b.patiRbel nck Bidgatge. pr ot ector i s

further to purge the protected data fromthe presentati on buffer upon

det ection 1@{ gflxerﬁpfr?rea seo%tclaslg i e@ﬂergfncﬂlg ﬁﬁtggroté?:ﬁ;r% to]tfélngér (M%thOS 19. The

syst em of Wherein the presentation controller is a graphics

contr ol Iﬁr and t he (Presentation buffer is a frame buffer.
than the data requesied.

17. A system, comprising:
a presentation circuit including:
an input interface to receive data;
an output port to transmit data for presentation;
a presentation buffer coupled to the output port;
a presentation controller coupled to the presentation buffer and to the mput interface
and having:
a command handler to process command§ and addresses; and
a data handler to monitor data and to pass at least a part of the data to the presentation
buffer;
a security violation detector to detect a request by a requestor to read protected data in
the presentation buffer; and
a data protector to prevent providing the protecied data to the requestor.
18. The system of claim 17, wherein the data protector is further to purge the

protected data from the presentation buffer upon detection of the request to read protected

data.
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20. The systemof claim 17, wherein the presentation controller includes a
by-pass node that does not prevent providing the protected data to the
requestor. 2 1. TA h.- systemof claim20, the data pre, -r-tnr' is to
purge the protected data fromthe presentation buffer up@nidgieciiién of the
request to. read protected data; and is to place the presentation
controller in the by-pass node after said purge. 22. The systemof claim
17, wherein the data protector is to deliver data_other han t he data

r equest ed. 191 The system of claim 17, wherein the presentation controller is a graphics

controller and the presentation buffer is a frame buffer.

20. The system of claim 17, wherein the presentation controller inciudes a by—paés |

mode that does not prevent providing the protected data to the requestor.
21. The system of claim 20, wherein the data protector:
is to purge the protected data from the presentation buffer upon detection of the request to

read protected data; and
is to place the presentation controiler in the by-pass mode after said purge.

22. The system of claim 17, wherein the data protector is to deliver data other

than the data requested.
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