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Rel ated Art Information technology (IT) systenms and the Internet have
fueled the growh of the current gl obal econony. Wiile IT systens have

si gni t LS, at ame tinme, they pose WO 2004/004273
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applications, which are hereby incorporated by reference:

U.S. Patent Application Serial Number (Attorney Docket Number
AUS9-2000-0770-US1), filed 11/09/2000, titled “Method and
system for Web-based cross-domain single-sign-on

authentication”; and

U.S. Patent Application Serial Number (Attorney Docket Number
AUS920010769US1), filed (TBD), titled “System and method for

user enrollment in an e-community”.
BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an improved dataﬂproééssing
system and, in particular, to a method and apparatus for
multicomputer data transferring. Still more particularly, the
present invention provides a method and apparatus for

computer-to-computer authentication.

2. Description of Related Art
Information technology (IT) systems and the Internet have
fueled the growth of the current global economy. While IT

systems have significant benefits, at the same time, they pose



deal with this problem |IT systens provide a nunber of known services:
data authentication, data confidentiality, entity authentication,

aut hor i zawioozwp4/@tse73.
in many ways,

secure access to protected resourcgs-fromvarious locations in a
user-friendly manner. Although providing secure authentication nechani sns
reduces the risks of wunauthorized access to protected resources,
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locations in a user-friendly manner. Although providing
secure authentication mechanisms reduces the risks of
unauthorized access to protected resources, the same
authentication mechanisms may become barriers to user
interaction with the protected resources. Users generally
desire the ability to jump from interacting with one
application to another application without regard to the
authentication barriers that protect each particular system

supporting those applications.

As users get more sophisticated, they expect that combuter
systems coordinate their actions so that burdens on the user
are reduced. These types of expectations also apply to
authentication processes. A user might assume that once he or
she has been authenticated by some computer system, the
authentication should be valid throughout the user’s working
session, or at least for a particular period of time, without
regard to the various computer architecture boundaries that
are almost invisible to the user. Enterprises generally try
to fulfill these expectations in the operational .
characteristics of their deployed systems, not only to placate
users but also to increase user efficiency, whether the user

efficiency is related to employee productivity or customer



More specifically, with the current conputing environment in which many
applications have a Wb-based user interface that is accessible through a
conmon brows®mn4/0048Br s expect nore user-friendliness anddmEe2003/iosdor equent
barriers to novenent from one Wb-based application to another. In this
context, users are comng to expect3i the ability to junp from interacting
with an application on one Internet domain to another application on

anot her domain without regard to the authentication barriers that protect
each patisfadtarordonai n. However, even if many systens provide secure

aut hentication through easy-to-use, Wb-based interfaces, a user may stil
be forced to reckon with nultiple authentication processes that styme
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However, even if many systems provide secure authentication
through easy-~to-use, Web-based interfaces, a user may still be
forced to reckon with multiple authentication processes that
stymie user access across a set of domains. Subjecting a user

to multiple authentication processes in a given time frame may

significantly affect the user’s efficiency.

The barriers that are presented by multiple authentication
processes or systems are becoming increasingly common as more
organizations participate in federated computing environments.
In a federated environment, a user that is a registered member
of one organization can get access to a remote resource.that.
is controlled by another organization. In a federated
environment, each organization is responsible for the
administration of the organization’s own registered users and
resources, yvet the computer systems of the federated
organizations interoperate in some manner to share resources

between registered members of the organizatioms.

For example, each user is registered in a “home domain” that
provides certain fundamental services to a user. A user

typically logs into the user’s home domain through some form



of authentication process, after which the user is allowed to access
secured resources that are supported by the honme domain in accordance with
t he user' womoevomesl y defi ned aut horization attributes.PdERDIZOG@ANET ,
the user has a permanent relationship with the user's hone domain. In
addition, the home domain may have, a permanent relationship with many
other domains in an environnment terned a "federation” or a "federated
environnment”, sonetinmes al so call ed business-to- business (B2B) or

e C%%ﬂic}lénd&r@égfo%iﬁkgkggg§ haye,bgan-Rr pRAsgdetoisr gdueivag tbe barriers

that"™ are present ed mul t1 ple authentication processes or systens in
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be allowed to transfer froma hone domain to a participating security
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titled "Systemand, nethod for user enro&%nent gn ag enconngnggy", an
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per mpnant Jel ash aNsBi-p Wbhn@nRak! betBahkng domin through the use of a
"domal n |§%nt|ty cooki e". This approach gives the wuser the ability to go
directly to this domain, e.g., via bookmarks or direct URLs (Uniform

e LR AL ML TSt AAVEUR, L0500l OB LS ot for

whi Glre the sisefedoBy RON tigae b theawicaplieneptratiessedetal lsysabust
in federated environments. In Application Serial Number
(Attorney Docket Number AUS9-2000-0770-USl), filed 11/09/2000,
titled “Method and system for Web-based cross-domain single-
sign-on authentication”, an approach termed “cross-domain
single-sign-on” was described in which a user would be allowgd
to transfer from a home domain to a participating security
domain without having to re-authenticate to the second domain.
A drawback in the described approach is that a user can only
transfer to a participating domain directly from the user’s
home domain. In Application Serial Number (Attorney Docket
Number AUS920010769USl), filed (TBD), titled “System and
method for user enrollment in an e-community”, an approach was
described in which a user would be allowed to establish a
permanent relationship with a participating domain through the
use of a “domain identity cookie”. This approach gives the
user the ability to go directly to this domain, e.g., via
bookmarks or direct URLs (Uniform Resource Locators) without
first having to go through the user’s home domain. This
flexible approach allows for a simple user experience in which

the user does not need to know implementation details about

the e—community in which the user is participating. This



the e-community in which the user is participating. This WO 2004/ 004273
PCT/ EP2003/ 006604 5 approach is easy to inplenent, easy to use, and
provi des wo ®megoemer3net hod of cross-domai n singl e- si gn- orrdUER2DO3000640IT Y .
The difficulty with both of these approaches is that each requires that a
user have one and only one domain gapable of authenticating the user, and
any domain visited by the user nust have a priori know edge and trust of
the user's honme donmin. Therefore, it would be advantageous to have a

met hod,, 2pdn 9%SEayi B IiEN el AURENtHICAHON Ay QUERAMHe 2 2di stri but ed
system coul d be provided wthout an authentication barrier for each
secwdduredowdied of ctdvers-wWordsn istingdsl-¢ Uger - omd Farmicdgemad. ity -have
cross-domai n, single-sign-on authentication in which a user can be

aut henticated into one security donmain and then transfer to another

securid iidenriu tyWiwtiteutbdiay idH Hhe dee aipirterticgaties tthadtheas@cond domain. |t
woul d be particularly advantageous to use open standards in an _ approach
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is present cross-dorai n, single-sign-on, authéntication

f unctusanalaiviey a Arriezdokmendedser vnce eyl dér tihec eiswes sa homegquest from a
client for access to a controlled resource, and the e-conmerce service
provi¥ér-tal | ows a specification of one of a plurality of authentication
service providers to be used by the e-comrerce service provider in
determ ning access to the controlled resource for the client. The

e- comrEedeoreserl veUs oviad @Avivafagecrisy & hepyecisr medtiosh a8€ an
system in which user authentication throughout a distributed
system could be provided without an authentication barrier for
each security domain. In other words, it would be
advantageous to have crogs-domain, single-sign-on
authentication in which a user can be authenticated into one
security domain and then transfer to another security domain
without having to re-authenticate to the second domain. It
would be particularly advantageous to use open standards in an
approach that is based entirely on legitimate uses of those

open standards.
SUMMARY OF THE INVENTION

A method, apparatus, system, or computer program product is
presented for cross-domain, single-sign-on, authentication
functionality. An e-commerce service provider receives a
request from a client for access to a controlled resource, and
the e-commerce service provider allows a specification of one
of a plurality of authentication service providers to be used
by the e-commerce service provider in determining access to
the controlled resource for the client. The e-commerce
service provider may receive a specification of an

authentication service provider along with the request for



aut henti cati on service provider along with the request for W 2004/004273
PCT/ EP2003/ 006604 6 access to the controlled resource, which may be in
t he form w0 20a4/03018i €. Alternatively, the e-commerce serrdCEP2DINDOG@Er MRy
provi de for user selection of one of the plurality of authentication
service providers if an authentication service provider was not received
along with the request for access to the controlled resource. The
e-comerce service provider also nay provide for user selection of an

Opt i Ofkd & PH SIS Y r BT A LA &t dISelayt R Ysekneelreeh @F of one
of the plurality of authentication service providers. The e-commerce

ser viz ecqrloig derd kegeha whivell hedte catdaamansgu estrviicenprioy idlerc owiver ce
service provider to the ci fied authenticatign ervi ce provi der and then
det er’fi Pe a Cflﬁet%so?% Sp‘?%%et eonacogfesosrle toorkt t %ee ggﬁltrraélllté’d Offesour ce based on
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invention may be inplenented; Figure 1C illustrates a Wb-based environnment
in WiV itr PHYERST FRENtIDR e qafgloamaaeegst from the e-

commerce service provider to the specified authentication
service provider and then determines whether to provide access
to the controlled resource based on an authentication response

from the specified authentication service provider.
BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth in the appended claims. The invention itself,
further objectives, and advantages thereof, will be best
understood by reference to the following detailed description
when read in conjunction with the accompanying drawings,

wherein:

Figure 1A depicts a typical network of data processing systems,
each of which may implement the present invention;

Figure 1B depicts a typical computer architecture that may be
used within a data processing systém in which the present
invention may be implemented;

Figure 1C illustrates a Web-based environment in which the
present invention may be implemented;

Figure 1D is a data flow diagram illustrating a prior art

process that may be used when a client attempts to access a



Figure 1D is a data flow diagramillustrating a prior art process that may
be used when a client attenpts to access a WO 2004/ 004273 PCT/ EP2003/ 006604
- 7 protecmds/e@ssurce; Figure 2 is a block diagram t hatCTdepRicim®ca@4
federated environnment in which the present invention nay be inplenented;
Figure 3 is a flowhart that depicts a process by which an e- commerce
service provider attenpts to retrieve an authenticated identity froma
user-determ ned aut hentication service provider for a user who is

at t enptb et 83 aE€E€5Srde; control l ed resource at the e-commerce service
provider; Figure 4 is a flowhart that depicts a grocess by which an
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options; and Figure 6 is a_graphical user interface wi ndow that shows the
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operation wthin a federat'ed environnent. DETAILED DESCRI PTI ON OF THE
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to describing the present invention in nore detail. Wth reference now to
t he f?fﬁﬁ%%ﬁl¢32&9%e%9$Yﬁﬁﬁ(ﬁ%?%%Q%HﬂQ%Hermlnes whether or not it

should vouch for a user at the request of an e-commerce
service provider;

Figure 5 is a flowchart that depicts a process by which an e-
commerce service provider allows a user to select an
authentication service provider and/or related options; and
Figure 6 is a graphical user interface window that shows the
gelectable options that are available to a user to select an
authentication service provider in association with a single-

sign-on operation within a federated environment.
DETAILED DESCRIPTION OF THE INVENTION

In general, the devices that may comprise or relate to the
present invention include a wide variety of data processing
technology. Therefore, as background, a typical organization
of hardware and software components within a distributed data
processing system is described prior to describing the present

invention in more detail.

With reference now to the figures, Figure 1A depicts a typical
network of data processing systems, each of which may implement
the present invention. Distributed data processing system 100

containg network 101, which is a medium that may be used to



network of data processing systens, each of which may inplenent the
present invention. Distributed data processing system 100 contains network
101, whi cwa ®a4/emeti3um t hat may be used to WO 2004/ 00427 P(AGIF2663206034 006604
8 provide comunications |inks between various devices and conputers-
connected together within distributeg data processing system 100. Network
101 may include permanent connections, such as wire or fiber optic cables,
or tenporary connections made through tel ephone or wrel ess

COMMUBE 634 BONSomhiini BSL 1 S18PI 196k xRl &, warvRls KR 1 seiver 103 are

connected to network 101 along with storage unit 104. In addition, clients
105- 107mpiliser ar eovnaneed etogot et Wwok #1110 K1 (i idmted] GB-LE0 Praggsss@gver s
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wre
system 100 may include additional servers, clients, routers,
other devices, and peer-to-peer architectures that are not

shown.

In the depicted example, distributed data processing system 100
may include the Internet with network 101 representing a
worldwide collection of networks and gateways that use various
protocols to communicate with one another, such as LDAP,
TCP/IP, HTTP, etc. Of course, distributed data processing
system 100 may also include a number of different types of
networks, such as, for example, an intranet, a local area
network (LAN), or a wide area network (WAN). For example,
server 102 directly supports client 109 and network 110, which
incorporates wireless communication links. Network-enabled
phone 111 connects to network 110 through wireless link 112,
and PDA 113 connects to network 110 through wireless link 114.
Phone 111 and PDA 113 can also directly transfer data between
themselves across wireless link 115 using an appropriate
technology, such as Bluetooth™ wireless technology, to create
so-called personal area networks or personal ad-hoc networks.
In & similar manner, PDA 113 can transfer data to PDA 107 via

wireless communication link 116.



Phone 111 and PDA 113 can also directly transfer data between thenselves
across wreless link 115 using an appropriate technology, such as

Bl uet oot hwd 2n4/@l4es t echnol ogy, to create so-called paaurrbozane4

net wor ks or personal ad-hoc networks. In a simlar manner, PDA 113 can
transfer data to PDA 107 via wrelgess communication link 116. WO

2004/ 004273 PCT/ EP2003/ 006604 9 he present invention could be

i npl enented on a variety of hardware platfornms and software environnents.
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122 connected to internal system bus 123, which interconnects random
accesyver?y- (RAM 124, read-only nenory 126, and input/output adapter
128, which supports various |/0O devices, such as printer 130, disk units
132, or other devices not shown, such as a audio output system etc.
Sy sttt use A3rad s oropo e iguwemii ecatiiegranddppért$34 thmicplovi des
access to conmuni.cat iton Iinrkgi 6. User interface _adapter. 148 connects
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adapter_ 144 connects system bus 123 to display device 146. Those of
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system bus 123, which interconnects random access memory (RAM)
124, read-only memory 126, and input/output adapter 128, which
supports various I/0O devices, such as printer 130, disk units
132, or other devices not shown, such as a audio output
system, etc. System bus 123 also connects communication
adapter 134 that provides access to communication link 136.
User interface adapter 148 connects various user devices, such
as keyboard 140 and mouse 142, or other devices not shown,

such as a touch screen, stylus, microphone, etc. Display

adapter 144 connects system bus 123 to display device 146.

Those of ordinary skill in the art will appreciate that the- - e
hardware in Figure 1B may vary depending on the system

implementation. For example, the system may have one or more
processors, such as an Intel® Pentium®-based processor and a

digital signal processor (DSP), and one or more types of

volatile and non-volatile memory. Other peripheral devices

may be used in addition to or in place of the hardware

depicted in Figure 1B. The depicted examples are noft meant to

imply architectural limitations with respect to the present

invention.



processors, such as an Intel (r) Pentiun(r)-based processor and a digital
signal processor (DSP), and one or nore types of volatile and non-volatile
menory. Ownoeropewnsepheral devices nay be used in additi @acior2003/ao660pl ace of
the.hardware depicted in Figure 1B. The depicted exanples are not nmeant to
inply architectural limtations with respect to the present invention. WO
2004/ 004273 PCT/ EP2003/ 006604 10017 addition to being able to be

i npl enented on a variety of hardware platfornms, the present invention nay
be inplenmented in a variety of software environments. A typical operating
syst enTiaydbiét isadtd obednyr ebler bgr km exeterephedi PR A BaERS tdatof

processi ng system  For exanmple, one_device r a,. . unj QReLat i ng
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docunesystien mavabgetgedf tof 6PREESL BUEATAR GXKEPFHFLOR MaSPiRoSF Tt ocessi ng

files, tensi bl e, Mar ngu %%} Hy, t : Mar LangHage
(HTM) 92 n8ﬁ8F855é{}9c§§%E%§up ﬁg%géage %(Ie—lbl\/%% &Vg‘?ledlé%ss. rkup Language
(WWL) , vaRne® vasdQusirat hers dfa mais landirorhes deviickesontpinghaulsdmilsy be
noted that the distributed data processin system %hO\{l\ﬁ% irn Iil SdA IS
cont engpaBedriRt B RPFHIRISH ¢ & FRUSSoFEea Var Fety “of “pEer-to- peer

subnet §_anq, RegRat 9-BEGHscSErWhEeS. 1 W4 hys®f ahenme switwaardigure 1C, a
net wor iagramillustrates a nore specific, yet generic, Web- basgd
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environnent, a user of a_br er. i T to access a
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Extensible Markup Language (XML), Hypertext Markup Language
(HTML) , Handheld Device Markup Language (HDML) , Wireless Markup
Language (WML), and various other formats and types of files.
Tt should also be noted that the distributed data processing
system shown in Figure 1A is contemplated as being fully able
to support a variety of peer-to-peer subnets and peer-—to-peer

services.

With reference now to Figure 1C, a network diagram ildustrates
a more specific, yet generic, Web-based environment in which
the present invention may be implemented. In this

environment, a user of a browser 152 at client 150 desires to
access a protected resource on web application server 154 in
DNS domain 156, or on web application server 158 in DNS domain
160. A protected resource is a resource (an application, an
object, a document, a page, a file, executable code, or other
computational resource, communication-type resource, etc.)
that is only accessed or retrieved if the requesting client
browser is both authenticated and authorized. Each DNS domain
may have an associlated authentication server 162. Typically,
once the user is authenticated by the authentication server, a
cookie may be set and stored in a cookie cache in the browser.

The requesting client may make an intra-domain request or an
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156, or on web application server 158 in DNS domain 160. A
resource is a resource (an application, an object, a docunent,

page, a fwo00emaest abl e code, or other conputational rFEIVR0E/006604
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the requesting client browser is_ h_aut henti cated and aut hori zed. Each

DNS domai n

once the user is authenticated by the authentication server, a cookie nmay
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ion-type resource, etc.) that is only accessed or retrieved if

may have an associ ated ‘aut henti cation server 162. Typically,
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client. wo
a Uniform

| denty {her JiRl,

aut hor1 ze

rkstation. As noted above, a protected resource is identified by

Resource Locator (URL), or nore generally, a Uniform Resource

hat, can ﬂﬁ-&’rémlﬁlccaeséae& by &P g Auhent i cated and

{
User. Thé conput er” net wor'k

111ustrates a prior art process that may be used when a client

attempts to access a protected resource. As illustrated, the

user at a client workstation 170 seeks access over a computer

network to a protected resource on a server 172 through the

user’s Web browser executing on the client workstation. As

noted

above, a protected resource is identified by a Uniform

Resource Locator (URL), or more generally, a Uniform Resource

Identifier (URI), that can only be accessed by an

authenticated and authorized user. The computer network may

be the Internet, an intranet, or other network, as shown in

Figure 1A or Figure 1B, and server may be a Web Application

Server (WAS), a server application, a servlet process, or the ~ -

like.

The process 1s initiated when the user requests the protected

resource, such as a Web page within the domain “ibm.com” (step

174) .

The Web browser (or associated application or applet)

generates an HTTP Request that is sent to the Web server that

is hosting the domain “ibm.com” (step 176). The server

determines that it does not have an active session for the

client (step 178), so the server requires the user to perform

an authentication process by sending the client some type of



be the Internet, an intranet, or other network, as shown in Figure 1A or
Figure 1B, and server may be a Wb Application Server (WAS), a server

appl i cat i wo 20a4/@8278l et process, or the |ike. The procesxT/EP2008/M6@ed when
the user requests the protected resource, such as a Wb page within the
domain "ibmcont (step 174.). The b browser (or associated application
or applet) generates an HITP Requ that is sent to the Wb server that
is hosting the domain "ibmcont (step 176). The server determnes that it

does n have an active-.session. for clthen :178):.,,S0 the server
r equial”g‘ijef’%écl?g P ghﬁgrlfe%rgf% (%ﬁce utﬁt?gﬁt'i cgth%o%u%?ltgg%slica%fogendi ng the

cl i entha30RrR gy BRyO V@2 QR4/1QR42 T3 REST/ ERRBDH0@668pertckd Mauidugnt i cation
chal  enge (step 180). The authentication challenge may be in  varjous

f or mEsansuelycas MY péoiExt Ik o argifade THIMS® B19R° MR Wiich the
user jmysteRteh r(%%%gs%zﬂ NTQIARLON (St ik fSUGh A% anuser identifier

and an~ associ ate sword. The authentication response information in the
HTM. dsoniissed ostsadiardl .t he server (step 184), at which point the server
aut henticates the user by retrieving previously submtted registration
informati on and matching the presented authentication information with the

user '8 S L@t QRN Hbsp ARl NIHFD ke i HentiheatdTo iforaudeessful, a
Secure Sockets Layer (SSL& session with a unique session identifier

(sesgiasted Bp itheassigingd (-hd BAlvher sy DRsat (HeFSI86F. Al t hough
Figure 1R deplcts glypiLal Al 17, 1dus 15 NQut henot ed t hat

o

ot he TR AT Ve sessioh st}:g{e manager?g t techni ques nmay be depicted at
t hi s pojinttrastich dsfdisiatg cockidksngteeliidenttifey prserentigd h acti ve sessi ons,
whi ch . ) ) ) ) ) .
authentication information with the user’s stored information.
Assuming the authentication is successful, a Secure Sockets
Layer (SSL) session with a unique session identifier (session

ID) is assigned to the authenticated user (step 186).

Although Figure 1D depicts a typical prior art process, it
should be noted that other alternative session state
management techniques may be depicted at this point, such as
using cookies to identify users with active sessions, which
may include using the same cookie that is used to provide

authentication proof.

The server then retrieves the requested Web page and sends an
HTTP Response to the client (step 188). At that point, the
user may request another page within “ibm.com” (step 190)
within the browser by clicking a hypertext link, and the
browser sends another HTTP Request to the server (step 192).
At that point, the server recognizes that the user has an
active session (step 194), and the server sends the requested
Web page back to the client in another HTTP Response. (step

196) .



may include using the sane cookie that is used to provide authentication
proof. The server then retrieves the requested. Wb page and sends an HITP
Response wm 1ohgomabizent (step 188). At that point, the UXAVERTAYS/M06EH4ESt

anot her page within "ibmcont (step 190) wthin the browser by clicking a
hypertext link, and the browser_sepds another HITP Request to the server
(step 192). At that point, the server recognizes that the user has an
active session (step 194), and the server sends the requested Wb page
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PCT/ EP2003/ 006604 - 13 " As noted above, the present invention nmay be used
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resour ces. WeVer e b?o ected resources may have 'a conmon

ent esquné s@eyt eke oASSnet andvamerandod hesen NAYmdEn € Otlsa id esabt - Dyerd ap anong
the ,sets of users.,L A user can gain soge efficiency or lg%gductivity i n not
havi 1y 3 o“Pa8S HUPELDI eSHF nent 13T PO CCHaT F ey el Ve AT RF g t he

SepaF@t E LRl 85 2 HeALGe EXErafE€SRAy hAVENHL PP 814 elmtSid®, r&mye barriers
to free novenent across web sites. re specifically, as nentioned above,
t he wﬁﬁhitﬁﬁtqwmj$ﬁt of users and protected resources. However,

the protected resources may have a common enterprise-wide

association, and there may be considerable overlap among the

sets of users. A user can gain some efficiency or

productivity in not having to pass multiple authentication

challenges when entering the separate domains. Hence, the

present invention attempts to remove barriers to free movement

across Web sites.

More specifically, as mentioned above, the difficulty with
some previous approaches to distributed authentication is that
the approaches required that a user have one and only one
domain capable of authenticating the user, and any domain ‘
visited by the user must have a priori knowledge and trust of
the user’s home domain. In contrast, the present invention
allows a user to contract with one or more authentication
service providers (ANSPs). The user maintains a relationship
with these ANSPs and authenticates to an ANSP. E-commerce
service providers (ECSPs), such as online banks or online
merchants, also maintain a relationship with an ANSP such that
the e-commerce service provider can trust the authenticated
identity of a user that is provided by the authentication
service provider on behalf of the user. The user can visit

any e-commerce service provider without having to establish an
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r. The
present invention extends the enroll nment process described in U S Patent

"si n§PEVAFGNPBAVIERPeri ence at that e-conmerce service provide

Application Serial Nunber (Attorney Docket _Number AUS920010769
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, filed
nity",
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aut henticated identity of_ the user. Thlgomgagf§$§,qu éffult in_the setting

of amgshaFnIPYeHErtySEBDkiBent 10 an €

owing a

user to customize their enrollment at a site. In other words,

the user can choose to “enroll” at a site by indicating to the

site the location of a trusted third-party that is able to
vouch for the authenticated identity of the user. This

process may result in the setting of a domain identity cook

ie

(DIDC), which was described in U.S. Patent Application Serial

Number (Attorney Docket Number AUS920010769USl) .
Alternatively, a user may choose not to have a domain ident
cookie set such that the user must indicate the location of

the trusted third-party upon each initial access to a given

ity

site, or more specifically, each access when the user does not

have a currently active session with the given site. These

and other features of the present invention are described in

more detail below with respect to the remaining figures.

With reference now to Figure 2, a block diagram depicts a
federated enviromment in which the present invention may be
impleménted. Federated environments, such as the one that
shown in Figure 2, comprise users, e-commerce service '
providers (ECSPs), and authentication service providers
(ANSPs). ECSPs correspond to business entities that are

participating in a federation. ANSPs correspond to entitie

is

(S



(DIDC), which was described in U S. Patent Application Serial Nunber
(Attorney Docket Nunber AUS920010769US1). Alternatively, a user nmay choose
not to haw® modenamisn i dentity cookie set such that the reIeEP20083M0660adi cat e
the location of the trusted third-party upon each initial access to a
given site, or nore specifically, each access when the user does not have
a currently active session with the given site. These and other features
of the present invention are described in nore detail below with respect
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depicts a federated environnment i n which the present invention may be
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entities WO 2004/ 004273 PCT/ EP2003/ 006604 - 15 to which a user

aut hefitnelR entada” whi ch provi de proof of authentication to ECSPs. Wthin a
given e-comunity, the roles of e-commerce service provider and

aut hentication service provider can be provided by distinct entities or a
si nglrkedatdtted dFederatmzhen¥0 onompti269: conpseseswvha user, who is

represent ed ient. 202 h br owse | icat]on 204 ) comrer ce
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226 wddy ANSP A1 entG HSESn AL LIPI Sn iR BCE8FSyith ANSP 216. ECSP

210 has trusted relationship 222 with ANSP 214 and trusted
relationship 224 with ANSP 216. ECSP 212 has trusted
relationship 226 with ANSP 216. The user attempts to access
ECSP 210 and ECSP 212 along network paths 230 and 232,

respectively.

Hence, as shown in this example and explained in more detail
further below, the present invention reliesg upon the fact that
the user has previously established an authentication
relationship with at least one authentication service provider
and possibly a plurality of authentication service providers,
which would be primarily an “out-of-band” process by which the
user enrolls or subscribes with an authentication service
provider for authentication/proof-of-identity services. A
user may contract for differenf strengths of authentication,
such as username/password, smart card, biometric, or digital
certificate; in other words, the present invention is able to
interoperate with a variety of underlying authentication

schemes.

The present invention also relies upon the fact that an e-

commerce service provider has previously established a trust



ECSP 210 and ECSP 212 al ong network paths 230 and 232, respectively.

Hence, as shown in this exanple and explained in nore detail further
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to Interoperate wt a varliety o yI ng aut henti cat1 on” schenes.
part ohdeléypngcesshehtésbablnskichgmastrust rel ati onship, the e- connerce
service provider and the authentication service
As part of the process of establishing a trust relationship,
the e-commerce service provider and the authentication service
provider would engage in an out-of-band exchange of
information that is used to establish a trust relationship,
which may include a shared secret key, digital certificates,
or some other form of information. This information is used
to protect user proof-of-identity information that is
presented by the e-commerce service provider to the
authentication service provider during a user transaction.
Public-key techniques may be used to exchange this ‘
information, but because of the limitations of public-keys and
associated certificates and the security requirements on a
proof-of-identity as4presented to an e-commerce service
provider, secret keys are preferable, although the present

invention is operable with a public-key-based technique.

A preferred embodiment uses a secret-key-based technique
rather than a public-key-based technique for the following
reasons. Proof-of-identity and/or authenticated identity
information is passed over the Internet from the
authentication service provider to the e-commerce service

provider via the user’s client application, typically a
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key, di gi wal 200004213 cates, or sone other form of i nfor reti/Ereoo3fiosa4
information is used to protect user proof-of-identity information that is
presented by the e-comerce service,provider to the authentication service
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this information is encrypted with the e-conmerce service provider's
publ iefrepatioereaneufaonethe pabeenticaticne senfbreaproviiéare f¥om the
aUthEQéifﬁféfMEéﬁgﬂifg 8&8%&8@&& &Ith the authentication service
provider’s private key, there i1s nothing to prevent anyone who
obtains a copy of the token from decrypting it, which would
reveal potentially confidential information. This implies
that the token must be doubly encrypted, once with the
authentication service provider’'s private key and then with
the e-commerce service provider’s public key. Thus, two
encryptions are required to protect the token and two

decryptions are required to retrieve it. Using a secret key

technique, only one encryption and one decryption is required.

With reference now to Figure 3, a flowchart depicts a process
by which an e-commerce service provider attempts to retrieve
an authenticated identity from a user-determined
authentication service provider for a user who i1s attempting
to access a controlled/protected resource at the e-commerce
service provider. Figure 3 shows a process that is initiated
when a user requests access to a resource, andban e-commerce
service provider has decided that an access control decision
is required. In order for the access control decision to be
performed, the e-commerce service provider requires an
authenticated identity for the user. As part of a single-

sign-on operation within a federated environment, the e-



the information is encrypted wth the authentication service provider's
private key, there is nothing to prevent anyone who obtains a copy of the
t oken frowmodme4/gqaeiang it, which would reveal potential IpcEREDOdOGG0M Al
information. This inplies that the token nust be doubly encrypted, once
with the authentication service prgyider's private key and then with the
e-commerce service provider's public key. Thus, two . encryptions are
required to protect the token and two decryptions are required to retrieve

i1, Usditerd S aditli ke or S AIHY Qs ity paten NG ti ¥y afk ene decryption
is required. Wth reference nowto Figure 3, a flowhart depicts a process
by widede fare fe-ictanteited serdi cd qsrisy ivder userapmey Ras $wetd eve  an

aut heptl caled SN 1ol 4,00 A SR ARLRLMANT AUl NANLLGAL B servi ce
provider tor a‘user 0O I's attenptin to access a controlled/ protected

r esour&eriaivd g extdrerslice tse ridess iprovicde hr dd fipu - ahowsy a qaraicess t hat
isinitiated when a user requests access to g resource, and an e-conmmerce

ser vid® Hrevidert Has- et ded Thar & Aeds S ot GISEG S iRFPVIT equi r ed.
I n orger, fQrdheA6Hass ANt ARCHSHRM HiQDe o REILOIHERY 511 he e-commerce

service provider requires an authenticated identity for the user. As part
of a ahiglter t=i ghi-mat opgdratdwinen tilviat innf ederattsdrend ramet, the e WO
2004/ 004273 RPCT/ EP2003/ 006604 - .18 commerce ser.vice provi der does not

or ompto L e FBSA S HR G167 e Ty O T BE Ui are Chout?F

user nsee{ Pass W dvevdsttgat dhe-eediEmIL & Seride oeddaierman | | at t enpt
to retrieve an authenticated identity (or proof-of-identity, such as a
vouchRéBrentaicane & dfisn fHdnt Pedtishleervi W3 FiIeR - COoMMELR S or dance

with ¢ he present, dpuentd on,o %ﬁﬁee][ao%%r%f aBid et 0 i nesigH e

aut henti cati on operation to one o
e-commerce provider would usually use an authentication

service provider to authenticate a user when the e-commerce

service provider is not the user’s home domain.

The process in Figure 3 begins with an e-commerce service
provider receiving a request from a user for access to a
protected resource (step 302). A determination is then made
as to whether or not the e-commerce service provider already
has an authenticated identity or privilege credential‘for the
user (step 304). If not, then the e-commerce service provider
determines whether or not it has a long-term token for the
user (step 306).  The long-term token may be an ANSP Identity
Cookie (AIDC), which is similar to a domain identity cookie,
mentioned above, but which identifies the user’s preferred
authentication service provider. The e-commerce service
provider could possess an AIDC for the user because one could
have been previously set at the user’s browser, and because
the ugser’s browser would ensure that the AIDC accompanies all
requests to the e-commerce service provider’s domain, the e-
commerce service provider would have received the cookie when
it accompanied the request for the controlled resource. The

e-commerce service provider extracts the identity of the



potentially many authentication service providers. It should be noted,
however, that an e-conmerce service provider nmay authenticate a user
itsel f, pedicoubeeisy when the e-comerce service provi daT/ER0ed0cdve e
domai n of the user, although an e-comerce provider would usually use an
aut hentication service provider tolq@uthenticate a user when the e-commerce
service provider is not the user's hone domain. The process in Figure 3
begins with an e-comerce service provider receiving a request froma user
for aseess beeFerredl eft e eboit o (sdpl SDProA dlet efrdnnatieon is then
made. as to whether or not the e-comerce service provider already has an

aut hedq CePEl CRERT t {5070 p 0% 13 %%‘%}aﬁﬁ?%@f‘b?u%ef%{eerq%%ﬁtep 304). |f
not, st hen, Lhe fc%gwiccﬁl SSFECE- P Ol tﬂ%@fcfﬂ nes-yhet heroprgdot it has
or e ong-t

a |l ong- ternlto user (step 3 The erm token nmay be an
ANSP($cent319) .Codkie eévﬁct@@)lerwmlsﬂrrws:@pmd\a:rdelo semtbadibe idormhi-ty cooki e,

orviEE ARG LN SR TN R TGY IE G B oS aEn Al DC

for tbgiriseribecatse whe ot & hatsdeesiuevdmis] y set at the user's
browser, and because the user's browser would ensure that the Al DC

acconpanies all requests to the e-commerce service provider's domain, the

e CcomLy Cigh%ers‘ée‘ifaxpf& c?é@éraf"])@é& qﬂlhéﬁ’%iésgg?eeéé’% té‘@eg%gi‘dze-é’!?” It

acconpani ed the request for the control resource e- conmer ce
ser voge qmmvuﬁé!rer@dax&ttishé hefﬁeetﬁ:mtvetr;esﬁ dnﬁethm Lﬁﬂd{mﬁérﬁozbmntlon

PCT/EE%EP3/gQ6?F£ user referred, h nticatio %}‘prOV|der
front TR Cer o8 AT %8 TPy  Westfuest  f or
the élﬁ‘deltft?}tlégtgrca&réﬁ ef d &k )&r&tvlqaégé)rbls@ﬂéﬁ&ﬁ]prw d.Q{e d§é1ep 310)
The e-commerce service provider sends the vouch-

i.e. the user is initiating a new session with the e-commerce

service provider, the e-commerce service provider can attempt

to obtain a vouch-for token for the user from the user’s

preferred authentication service provider, even though the

user has not been asked to provide any such authentication

information directly to the e-commerce service provider during

this particular session.

Continuing with the example, at some point in time, the e-
commerce service provider receives the vouch-for response from
the authentication service provider using HTTP redirection via
the user’s browser (step 314). The e-commerce service. ... . _
provider unpacks the token to retrieve the user authentication
response (step 316) and examines it to determine whether a
valid authentication was completed (step 318). If so, then
the e-~commerce service provider builds the session credentials
for the user (step 320) and initiates the access control
decision operation (step 322). A determination is made as to
whether or not the user is authorized (stép 324), and if the
result of the access control decision is positive, i.e. the

user is authorized, then the e-commerce service provider



for request to the authentication service provider using HITP redirection
via the user's browser (step 312). G ven the scenario described with
respect twaosioeper4332- 312, one can understand the effecthorerrses/mbooshe
present invention. Although the e-commerce service provider does not

al ready have an authenticated idemtoty/privilege credential for the user,
i.e. the user is initiating a new session wth the e-conmerce service
provi der, the e-conmerce service provider can attenpt to obtain a

vouc prbordieskerwcess thoe theeprbtemtelde reseree fiseker B2 ) authénttheat i on
service provi,der, even t hough the wuser has not been asked to provide any
suchPAQERERt +EafPBRLS Y -or mation directly to the e-conmerce service
provider during this particular session. Continuing with the exanple, at
sonme point in tinme, the e- commerce service provider receives the vouch-for
r espBafertiom aghénadoherebcdPion ifetiiec e-poowieder @sirNgCETTP redirecti on
via _the.user's_browser (ste 4) ... The .e~-commerce servi.ce rovi der
inpaBKO Tt HEE: BUER-CY PPt hev B T HE G LEr a0 HORTIGAY: 8h PHESLAREE (step 316)
and exadenesailt foe dekengene whehheheaprvakis¢d awbheRtkcabl eaepas2eonpl et ed
(step 318). _ If_so, then the e-commerce service provider builds the session
cr edéRt MALSD £HF £nECHTEr CesEEFVISE) PaRY ARt iamediphelicPesogmst r ol

deci ghon eReLALLAR LSt BR3220n . A SRt Er giceg,g&g% hméynaéeugswhgn whet her or
an | t he t o

not the user is authorized (step 324), resu t he access
cont ngkerdbessrndmerndypaesicesged the. sthe owser simidatrhopnzedllefen the
e-commerce seryi provi der WO 2004/.004273 PgT/EP2003/006604 - 20

provi Ge§U5ECeE ggetﬁéCBPSFEE?eaeF¥§SSr€508§ &p326), and the process is

conplete. Referring again to step 304, if the e-comrerce service
Referring again to step 306, if the e-commerce service
provider does not have a long-term token for the user, then
the process branches to complete a subprocess as shown in

Figure 5, which is described further below.

With reference now to Figure 4, a flowchart depicts a process
by which an authentication service provider determines whether
or not it should vouch for a user at the request of an e-
commerce service provider. The flowchart in Figure 4 shows
the processing that occurs at the authentication service
provider when the e-commerce service provider sends a vouch-
for request to the authentication service provider, as

mentioned above in step 312.

The process in Figure 4 begins when a particular
authentication service provider receives a vouch-for request
from an e-commerce service provider for a given user (step
402). A determination is made as to whether or not the
authentication service provider has an active session for the
user (step 404). If the authentication service provider does

not already have an active or current session for the user,



provi der already has an authenticated identity or privilege credential for
the user, then the process branches to step 322 in which the e-comerce
servi ce pwoviodeoo4emsnedi ately performs an access contr olpcdwcr280300660¥hi S
scenari o may occur when the wuser has already accessed the sanme or a
simlar controlled resource at thelie-commerce service provider. Referring
again to step 306, if the e-comrerce service provider does not have a

| ong-term token for the user, then the process branches to conplete a
subptbeesshasashbamt icat Foguserbsicahprbvidedescombes fhetheserbebow. Wth

referenc ow to FLgure 4, a flowhart depicts a process whi ch an
auth%ﬂ??iﬁ??g%ogﬁrggﬁﬁ %fo%?ﬁ% nﬁé?%{h?ﬂe éﬁﬁ%?ﬁ%$ ?%Feﬂo%ggk'should vouch
for a user at the request of an e- commerce service provider. The flowhart

in Figure 4 shows the processing that occurs at the authentication service
pr ovidéet@hehne heor- tonwReR cnaee vae et prohedeer sendsot Veachserohasgequest to

the BULNCOL|AELL 00, SEAVICEPIRUbIST S nIOLLoNE, aboue 10 step 312, The

process’in egl ns en a particular i cation service
pr ovadehenheieavesd, acveonctihé ofiutkghestationnsanvie€ophet Léesebui Tés provi der
for a given user (step 402). A determnation is nmade as to whether or not

t he 2RUPREREREAERbHOR e UF R PRobi HRFLFAseantaRE | VoS se3sT ot oPeEhe user

(Steﬁoé96ivei§ é@@h@&éﬂ@&ﬁé&3$é9 sgiy) ce provhdersdpesss b absgeady have
an active or current session for the user, W 2004/004273 PCT/ EP2003/ 006604

- 2lauthentiteted: hemen chlté onuceent teapioni serviceprevifer usei 1ds

o TR RaE ab b  ChebHer or Hot FRECRESE HAS® DLERACENAE cated (siep

408) falfetihehasetthast beehion operation (step 412). 1In either
case, the authentication service provider then sends a vouch-
for response message comprising the authentication token to
the requesting e-commerce service provider via HTTP
redirection through the user’s browser (step 414), and the
process is complete. It should be noted that, in both cases,
the authentication service provider may insert dummy
information or 6therwise mask the contents of the vouch-for
message in order to prevent a snooper from being able to
differentiate successful and unsuccessful vouch-for t?kens,

which would provide information about the user’s

authentication attempts.

Referring again to step 404, if the authentication service
provider has an active session for the user, then the process
branches to step 410 because the authentication service
provider can immediately build an authentication token that
indicates that the user has been positively authenticated.
This scenario would occur when a user has already required an
authenticated identity credential at another e-commerce
service provider, which would have required the user to
perform an authentication operation. The authentication

service provider maintains a session for the user, most likely



aut henticated, then the authentication service provider builds an

aut hentication token that indicates that the user has been positively

aut hent i cetoenbof/ei4ers 410). |If the user has not been aut reEiErRaEde60hen t he
aut henti cati on service provider builds an authentication token that
indicates that the user has failed2phe authentication operation (step
412). In either case, the authentication service provider then sends a
vouch- for response nessage conprising the authentication token to the

r equestithg semeopaetebcsbonEcespehvades MbRikimPpereddr €ot anithr ahgh t he
user's browser (step 414), and {he rocess is conplete. It should be noted
t hat , UPRYDHSt RUERSREICAEhal aBEREhPT cati BResBFVREBTHFBYILEBr SREYFRsert dumy

i nfor pRLL9RLQr 10t hgiygse mask the contents of the vouch-for nessage in
order to prevent a snooper frombeing able to differentiate successful and
unsuccessful vouch-for tokens, which would provide information about the

user'%.t ut hentication attenpts. ferr% ai éo st% 404, if the
aut el ERar PERTEEFGI 207 br NP aRF S hRs AntAcPruer5e88PaR PoP PRESESST . then
t he ppoceBschbeanehesmhorstepeAtfcbegayseathesaublhignti gaki-onoser vi ce

provider can inmedj ately build an authentication token that _indicates that
t he useleRisaBeBRtPpoRTiToel9natthehEe careriderhpgddesngeilat®bul d occur when

a usep,hag,al ready ﬁf&&éé@sﬁ@m?‘gﬁhﬁﬂ%%‘t§dré?8H%ist ¥ner qu,re&'géle at
anot her e-conmerce ~ service provider, Ich woul d have requite tﬁe user to
per f oehran auot Fegureabi dnropeghatten. 306e atmhehiscatenariser wifcehpr ovi der

mai ntains a session for the user,  nost I%kﬁl% Vm)i004/004273
PCT/ EP266%166686808° Y192 PLRYHIShnEOTestrFcifthis® SaRA-58™R FR¥PRum peri od
for whbehthBeusdsertseRUtRENbI688EOMHELE6HO8 86 &BRpadthephication service

subprocess that is shown in Figure 5.

The process shown in Figure 5 begins with the e-commerce
service provider presenting the user with a menu of ANSPs that
are recognized by the e-commerce service provider (step 502).
In accordance with the present invention, the e-commerce
service provider allows a user to choose a preferred
authentication service provider, although the authentication
service provider must be one with which the e-commerce service
provider already has a trust relationship. If not, then the
user is provided with an opportunity to establish a
relationship with an authentication service provider that the , .
e-commerce service provider recognizes, i.e. with which the e-
commerce service provider has a trust relationship, as

described below.

After presenting the menu, which may be in the form of a
dialog box or some other user input mechanism, the e-commerce
service provider receives the user selection (step 504). A
determination is made as to whether the user has requested to
cancel the pending transaction at this point (step 506), and

if so, then the process branches back to step 328 in Figure 3,



provider is valid. Wth reference nowto Figure 5 a flowhart depicts a
process by which an e-conmerce service provider allows a user to select
an aut henwiccmbi/enazser vi ce provi der and/or related opti (CI/EPEhS/qO6@aESS
shown in Figure 3 reaches the subprocess shown in Figure 5 through step
306. In this scenario, if the e-commerce service provider does not have a
| ong-termtoken for the user, then the process branches to conplete the
subprocess that is shown in Figure 5. The process shown in Figure 5 begins
with thewbichnpeiae thervsee poodiddee peasedt engekBetusehewi th a nmenu of
ANSPs that _are recognized by the e-conmerce service praqvider (step 502).
I'n ac€8F&§ﬁéée@ﬂFHSPHécﬁreséﬁttﬁﬁv@ﬁFFoﬁ?stﬁ@terégﬁﬁég€é toefere8Llprovi der

al I ongpna g%ﬁaihghebgﬁésceieheg%r%%ﬁs aut he tkﬁéhiQ“gé%é¥hﬁﬁaﬂﬁ8ﬁigsr’

n
al t hough the authentication service provider must be one W th which the
e- conmedee asetwi vhetheovicter uakeready hedeatedust prekatiidashioptibh not, then

t he Eﬁer I.S Eroviggd wth an opportunity to eataﬁ%%sg % rel ationship with
an au _@ﬁt?@ﬁ FOf §8PvFcEProvide TRat *t RECVe=Eommefte E@rVﬁ@E provi der
r ecogRhbAes, alwlysWebhuvhi ghphhe ieule@naeLEenseeyeenpEeyi/dee has a trust
rel ati onshi p, as described below After presenting the nmenu, which may be

in t hBerpyiaest (atemi BP8Y -boXfoFOsoiBeht RBE BSEPTTIRPEE REENARPsmM the
et or PEOY de%eégkgﬁéﬁéﬂégdSEmﬁﬁﬁ%'%%attEﬁdﬂésﬁeéekﬁgthgercitep 504). A
rm na e as to e

dete on 1I's na ther the user has requested to cancel the
pendi aglecarsaeticbanat.chhisnpsientricst ppo$08er dnatepi 6160, wherht he process
branches_hack to_ste 28_in Figure,3, .\WD 2004/004273 PCT/ EP2003/ 006604 -
s R RC Repb i CERE UCLE SHOBEA B LA bRCatERSs BuEnEbat 15

received from the user dialog box. In this possible
embodiment, an AIDC may be established by setting a cookie at

the user’s browser.

In either case, a determination is then made as to whether the
user has selected an option to retrieve vouch-for information
from an authentication service provider (step 512), for which
the identity of the particular authentication service provider
would be indicated elsewhere within the user input that is
received from the user dialog box. In other words, the user
has selected a preferred authentication service proviaer that
the e-commerce service provider should use to authenticate the
user, and the process branches back to step 310 in which the.
e~-commerce service provider generates a vouch-for request to

the chosen authentication service provider.

If the user has not chosen the option to retrieve vouch-for
information from an authentication service provider, then a
determination is made as to whether the user has selected an
option to establish a relationship with an authentication
service provider (step 514). If so, then the e-commerce
service provider sends an establish-relationship reguest of

some form to the selected authentication service provider



controlled resource. If the user has not requested to cancel the pending
transaction at this point, then a determnation is nade as to whether the
user has w& mov/@d2B particular option that inforns the FECIRIMEI©Ees3Er Vi Ce
provi der that the user wants always to use a particular authentication
service provider (step 508). If_s@a then the e-comrerce service provider
establishes an AIDC that indicates the user's selected authentication
service provider (step 510), which would be indicated el sewhere within the
user (snppt 5tLBat esg.rebs vedifreamihbetueensdiraboprbaxer! not hi s possi bl e
enbodi ment, _an AIDC may be established by setting a _cookie at the user's
br owBeEt1FHLBFt RBFSCc 88BPOZ LGE: BY ntRSt PERTI § FRERCHEHe as to whether the

useraﬁ@ﬁeﬁ@hgggggnageggghgnpggvg Lrieve vouch-for information from an
aut hentication service provider (step 512), for which the identity of the

particul ar authentication service provider would be indicated el sewhere

ithin th ' t hat i ived f t di al box. | th
wor g2 PAB=LSEr thROEbe e pEd RS RaY &r PEACALE Hent Fedt Fol= SEPOPLBTpI ovi dor

that ert-Be esConHBEECegEbY €BePEO¥LAREr8BOLLEvHSE booRtERENEhCAbRt he user,
and the process branches back to step 310 in which the e-conmmerce service

pr ovil@eregenEEEPe818) voaER- £oe PEQOESE £6 CPHBLERBsen aut hentication
service provider. If the user has not chosen the option to retrieve
vouch-for information froman authentication service provider, then a
det eWichareberescandewasot Figheeh6r &herapbichasusekethedréaceoption to

establish a relatipnship with_an authenti a%ion servic rovider (step
514 PRSP HEn PR S L BBl Ce P ELPUF chBF o0 Ber v EnAE anES 2
eStaQEb§hf£8haBé9ﬂ§Ebpar?ﬂ@@ébsoﬁy #RIMBhLf ahMmet eckinersel setedcaut henticati on
service provider W 2004/004273 PCT/ EP2003/ 006604
provider allows an e-commerce service provider that allows a
user to select an authentication service provider in
association with a single-sign-on operation within a federated
environment. Dialog box 600 shows three radio-button controls
602-606 that are labeled with the identifiers of three
authentication service providers. Dialog box 600 may be
presented to a user when an e-commerce service provider
provides a user with an opportunity to select a preferred
authentication service provider. In most Web environments,

the controls that are shown in dialog box 600 would likely be

presented in the form of an HTML-formatted document, i.e. Web

page. S

Cancel button 608 provides a user with an opportunity to
cancel the pending request to access a controlled resource
prior to being prompted for authorization information. Check-
box 610 provides a user with the ability to request that the
chosen authentication service provider should always be used
by the e-commerce service provider when the e-commerce service
provider needs to contact an authentication service provider
for authentication purposes. Button 612 closes the dialog box

and informs the e-commerce service provider that the user has



24 (step 516), e.g., by redirecting the user's browser to a particular
page supported by the user's selected authentication service provider. If
none of tWw® Abowa2opti ons have occurred, then a processiP/ERDON6G03

i ndi cated by the e-comrerce service provider in sone manner (step 518),
and the process is conplete. Wth peference now to Figure 6, a graphical
user interface w ndow shows the selectable options that are available to a
user from depicts a process by which an e-conmerce service provider allows
an ereQnEEted smawithepauvhd@ti¢@aioml$@msiae pB@viﬂerseﬂEﬂij&n

aut hen élcatl n service provider in ass atlonﬂén%h a sin 5|gn on

oper &t HﬁaVT HPY ERE eHRTLP LT RANT r Dhmeht. OB Bf 8% BOOTHO t hr ee
radi p ks 00 KPNERE! 8- 64506 §baYi ak eptabehed. Wi khickhe igdantifiers of

three “authentication service providers. Dialog box 600 nay be presented
to aclsees whed @nabogohmr@@dsemmmsml@m@quaomlpewed@@razu@@er w th an

opport uni ct a prefer ut hent i servige Rrovi | n rrost
veb BT itrereat CinalaBherer L P Lre bR PR Gt 5d St thoul o

| i kKelrycherhpreseneeditactibe sorvieé provildbrf onaat i_edld@qwmmd by e. Wb
page Cancel button 608 provides a user with an opportunity to cancel the
pendiigy FagiesPuEBBEcess a controlled resource prior to being pronpted
for authorization information. Check- box 610 provides a user with the
ability to request that the chosen authentication service provider should

al welise her asesis Q@'VOQCBin@nﬂeroe seev| sel@envider iwhepmelid mescommer ce
eeds t act,.an authentication,service provider for

servic vi der con B
St ETESERIT oS 7 poEans Bt 1 Oh 15 R DhERCLRe A EPDs oBe " B IiT or s t he
e- COMBs EEr SCEN | &€V PF ONhERE éﬁaéntélecét&@lﬁnh@si. The user’s home

domain vouches for the identity of the user to another domain.
This means that each member organization in the federated
environment is responsible for managing the users in the home’
domain and for providing a rule set for mapping the vouched-

for identities‘from other domains.

Referring again to Figure 2, the present invention can be
described in more detail with respect to the federated
environment that is shown in Figﬁre 2. The vouch-for process
occurs when a user requests a resource from a domain with
which the user does not have an active, authenticated session,

such as the domains supported by ECSP 210 or ECSP 212.

Assume that the user at client 202 attempts to access a
regource from ECSP 210 and that the user has never accessed
resources at ECSP 210. Hence, there would be no AIDC set by
ECSP 210 at client 202, and ECSP 210 will prompt the user for
the identity of a preferred authentication service provider.
As discussed above and shown in Figure 6, the user cquld be
provided options like “authenticate with ANSP-X” or “enroll
with ANSP-X”. In addition, associated with the entire request

would be the option to always use a selected authentication



WO 2004/ 004273 PCT/ EP2003/ 006604 - 25 requested that the authentication
service provider that is indicated by the radio buttons should be used for
vouch- f orwomguests by the e-commerce service provider. H8UvErRN03GD4604Cl 0ses
t he dialog box and inforns the e-commerce service provider that the user
would i ke to establish a relationshp- with the authentication service
provider that is indicated by the radio buttons. The process of vouching
for a user's identity is sonmetinmes referred to as "transfer of

aut hesdieiadd qsr@sf@éfi onsricactssusar f rder ahedegnvhéoanept i 6fis an
e-connunitg. The user's_hone domain vouches for the |dent|t¥ of the user
to andtteriHomht PYhte #eatRPTARriehehtabEfBeFCoPgaff2ht FOntif t he

federated oWl Lo0Eat Ll [ £3p0031 bheyioL BROIghDY the users in the home

domai n an or providing a rule set mappi ng t vouched- for identities
fron1other domai ns. Referrlng again to Figure 2, the present invention can

escri be re det with respect to he federated environnent
Phat S ha S HE Yag MdatR FE - ont betoto Sundethriaviohr
requesyse @1£souweer f 200 @i ToNBh M M & hvobhChothecysest dO6s NOLP have an
active, authenticated session, such as the domains supported by ECSP 210

or ECGH Zrd gendinghifareqrs usker %RJSEI?eﬁthOQGQ%JE%%%%nt%hJé@é@%s a
reso ot g}p and ﬁ&%t t@ﬁ L -has.pey sed esour ces at
ECSPWQ%% {éyg ereLmouId € no set % %%%ggge@ at c ient 202, and
ECSP 24 ivndd by(ﬂmﬂPtZEALmﬁndfri ANSE zﬂenhasyao¢uar@mbigrveﬁ1d
authenticationwﬁng|ce r ovi e é@ USSfﬂ ﬁb0¥§ and sho in Figure 6,
the USErSTouIY EhKT 0¥ SHed "duthetttat2 WYHANSP- X' or
"enr obdspmdd) HBR-adirddt aﬂ@iu&a@}a tésﬁ@SPatEd Wsihg tierentire request
redirection via the user’s browser. If ANSP 214 does not have
a currently active session with the user, then ANSP 214 will
prompt the user for authentication information. Based on the
success of the authentication, ANSP 214 will build a vouch-for
response for ECSP 210, and the vouch-for response may indicate
either a successful authentication or a failed authentication.
This vouch-for response will be returned to ECSP 210 using

HTTP redirection via the user’'s browser.

ECSP 210, upon receiving the vouch-for token with a seccessful
authentication indication from ANSP 214, will activate a
session for client 202 and will do an access control decision ..
on the user’s request. If the user has selected the “always
use this ANSP” option, then ECSP 210 will build an ANSP
Identity Cookie (AIDC) for the user. This cookie will

identify the user’s preferred authentication service provider.
Further accesses to resources at ECSP 210, in the absence of a
currently active session, will automatically generate a

request for a vouch-for token from ANSP 214 via HTTP

redirection through the user’s browser.



woul d be the option to always use a sel ected authenticati on WO 2004/ 004273
PCT/ EP2003/ 006604 - 26 service provider. Once the user has chosen these
options, WeCHRy@u073m |1 build an appropriate token to beCIER2063006d08
user-sel ected authentication service provider. Assune that the user has
chosen an option to authenticate w ph _ANSP 214. ECSP 210 will build a
vouch-for request for ANSP 214 and send this request to ANSP 214 by
redirection through the browser of client 202. The vouch-for request wll

be regsetrMed AYnANBP 2ddormadibh ANSBa2iddh@som euhbmst Bpmuahi do session
with the user, then ANSP 214 will bhuild,a vouch-for response and redirect
it baekbes gempipsoinsthg Erderaiedi PEYLFERTORE t heCusEr CS™BHBRSEr. |f ANSP

214 deﬁ§0g§£ hayBucA UL EBkLY ackhyeyseshlP MbhehNe Uagka EBEN ANSP 214

e user or authentication information. Based on the success
of theoauhhéntlthélauthéhﬁpcity wiEl Ehbuiibdrasvodehefiby trethensthéor ECSP

210, and the vouch-for ﬁesgoase Eaé i ndi,cat e elth%b a sucgggsful

aut heRFPEREFBHIBRSalRaF PEdL GUBhRHEPCSEVORO™$hFs vORENYPBF T E8Ponse will be
retur peehOowEEPPL210rHst88 £EFTRaERAEL 86MnAAI ¥ adbRaiHSeh1s Whewser. ECSP
210, upon receiving the vouch-for token with a successful authentication

i ndi caefpastednpafiSPannat kel ksadt byageyae- §@@@p@htifoiio@fiién?t2@2 and wil |

do AN ACHCRReC ﬂ%&ﬂhegeﬁbﬁ%gﬂs AﬁgﬁoOoEBﬁ HSET 8kggcggs§{8kgr%§@%user has

sel ec use option, uild an
ANSP tfdﬁgﬁtbyycmﬂkthatAiEK&xiststEeruShe r@hdsreobkoa whllly adéntify the
user' ireferred ?éthentlcatlon service, grov der. Furt her accesses to

resouWE ¢ BPCEESPI9%01i hPEhBSEhSBnREL 5T S5 EuPF eROPyPSEETESREssi on, wil |
agT g”@&bﬁ%' ¥rgengLat era sf8guesh, f eheavi¥auahebor thrkanikrom ANSP 214 via

preferably protected by encryption. The vouch-for token is
included in the response that is redirected back to the
“requesting” e-community domain. When the requesting front-
end/domain receives the response, it will parse the wvouch-for
token, map the user’s identity to a local identity, create
credentials for the user, do the access control decision, and
provide the appropriate response to the user’s request. This
front-end is then able to vouch for the user’s identity within

the domain.

The advantages of the present invention should be apparent in
view of the detailed description of the invention that is
provided above. The present invention allows a user to
contract with one or more authentication service providers
(ANSPs). The user maintains a relationship with these ANSPs
and authenticates to an authentication service provider. E-
commerce service providers (ECSPs), such as online banks or
online merchants, also maintain a relationship with an ANSP
such that the e-commerce service provider can trust the
authenticated identity of a user that is provided by the ANSP
on behalf of the user. The user can visit any e-commerce

service provider without having to establish an a priori



redirection through the user's browser. WO 2004/ 004273 PCT/ EP2003/ 006604 -
27 In this manner, information is passed froma honme domain to other
domai ns i wa lee4/60etBr at ed environnent, i.e. e-comunity, PATMER0EIN6604
vouch-for token. The vouch-for token is used to vouch for the authenticity
of the user's identity to the othergorgani zations in the federated

envi ronnent. The vouch-for token will be created for each e-community
dormai n only when requested and cannot be used by any e-conmunity domain

ot herreldahohfiein ntetidedhao npant 1 Jheay oeredoringsr d @ ke isc g ref @riatdzy.
transitory in that it exists for the re-direction only. and wll not reside
in t S uk@RY s2Heb R sTErtTBFT FR NS PEY STt RV 1 ¢oks %?%]r%g@‘s 1% addition,

the v 1415 aPrefes@abbye psptecd adsdly: SNGIvHEA Ot vouch-for
tokenp%:ggﬁliﬁ%f%g%%n t%e res%ons%et hat is redirected back a%tol t he

"requestvihgd ercohdemst ytlhemaiine Wen whel rlexjueste e fhasre -a end/ domai n
recei yes tge response, it wll %)ar‘?etljtlhe vouch-for token, map the user's
i dent | TYPF0°aSFHEaT T e FTYSRET @t e 12t edent N =" 6t t e User, do the
accesgr&Piienl OeLili Be BREseRF OVhdsnt hen ApfHOPIdat el d asgonse to the
user's request. This front-end is then able to vouch for the user's

i dent FEgLhpRgerd foneadohenhicahondvarRatRs Wien - HEedd itention shoul d
be aPPRLEll Liprdi MOl 1060808140 dEsctiptd b A dfimident [ on that 1

provi ded above: e present 1 nvention allows a user to contract with one
or nofedaudbedt ¢ralTomaet vicdepr oet dets cdrANSPs)ns Thelhuseralgdwst ai ns a

| ati onship with these ANSP thenticates t thenticati
Cor vi TENer ORPHET . O L EORiE LN SR vPRE BTV 511 ECSPe P S ol | ne

banksi@ra ©pbkALIHELLAANS BngBb-SO1 Rl &t af didrd el i | AN favddnteran ANSP
The user gains some efficiency or productivity in not having
to pass multiple authentication challenges, which can be

barriers to free movement across Web sites.

It is important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those of ordinary skill in the art will
appreciate that the processes of the present invention are
capable of being distributed in the form of instructions in a
computer readable medium and a variety of other forms;
regardless of the particular type of signal bearing media
actually used to carry out the distribution. Examples of
computer readable media include media such as EPROM, ROM,
tape, paper, floppy disc, hard disk drive, RAM, and CD-ROMs
and transmission-type media, such as digital and analog

communications links.

The description of the present invention has been presented
for purposes of illustration but is not intended to be
exhaustive or limited to the disclosed embodiments. Many
modifications and variations will be apparent to those of

ordinary skill in the art. The embodiments were chosen to



such that the e-commerce service provider can trust the authenticated
identity of a user that is provided by the ANSP on behalf of the user. The
user can Wosi0b4/@3y73e- comrer ce  service provi der w thout H@AVERQOX 63t abl i sh
an a priori WD 2004/004273 PCT/ EP2003/ 006604 - 28 relationship with that
particul ar e-commerce service proviger. As long as the e-conmerce service
provider's domain has a relationship with at | east one of the user's

aut hentication service providers, then the user will be able to have a

"si ngkepibgn- ohé expeciphees af thatieveoniencendeivsceraptowader. Wth the
present invention, the user js not. challenged for autginticq%ion Eurposes
when &PP&RBEFRGRT 02dcERsENAPHROPERFEY PEsOtFHRALY SXieconl HBRaPfRCwithin a
feder al,ed,8B¥Lf QNHBLhe UDAGENESEL LA SPAE HEONSmpTBhene! La¥gousome degree of
free novenent between domains that participate 1in a cross-domain,

si ngl embbdhment ¢ edetht Venions ampdhferenions The mseht gagnsusbed &ffici ency
or progﬁctivit% in nEtdhaving to pass nultiple authentication challenges,
whi chCEBRTHE " bEFP1 8F§%t B5FFee novenent across Web sites. It is inportant
to note that while the present invention has been described in the context
of a fully functioning data processing system those of ordinary skill in
the art will appreciate that the processes of the present invention are
capabl e of being distributed in the formof instructions in a conputer
readabl e nedium and a variety of other forns, regardless of the particular
type of signal bearing media actually used to carry out the distribution.
Exanpl es of conputer readable nedia include nedia such as EPROM ROM

t ape, paper, floppy disc, hard disk drive, RAM and CD-ROW and

transm ssion-type nmedia, such as digital and anal og




communi cations |inks. The description of the present invention has been

presented for purposes of illustration but is not intended to be
exhaust i vevoorood/om13ed to t he di scl osed enbodi nents. Manycmmrboés/medo4ons and
variations will be apparent to those of ordinary skill in the art. The

enbodi nents were chosen to WO 2004/ G@4273 PCT/ EP2003/ 006604 - 29 explain
the principles of the invention and its practical applications and to
enabl e others of ordinary skill in the art to understand the invention in
order to inplement various enbodinents with various nodifications as m ght
be suited to other contenpl ated usgsr M(s2004/ 004273 PCT/ EP2003/ 006604 -
30 CLAI MS 1 A nethod for authenticating a user within a data
processing system the nmethod conprising: receiving at an e-comerce

servige prg 1‘39‘2@?8 EEGUEH e Hd c%.tlglg]n%.n#lseg'r WAEEESS o g controlled

resource, oW ng a specificati one of a pIurallty of
autheprbcaSSmngssyEtemxpﬁﬁmadeﬂ$oﬁocbmpm&edngy the e-conmmerce service
provi der in,dete£n1n|ng access to the controlled resource for the client.

2. ThESRBtRLRSoRECPR M FOFBIHTS SCoMFts PHGY 1 9PEC B ViSTyeg Fs f&EFf Peati on of

an autheshicabi-opcseby ¢@ PrRHLERN 12oRGWitbeth@nequest for access to
the controlled resource. 3. The nethod of claim2 further conprising:

retrieving the specification of an authentication service provider froma

COOklgilowing a specification of one of a plurality of
authentication service providers to be used by the e-commerce
gservice provider in determining access to the controlled

resource for the client.

2. The method of claim 1 further comprising:
receiving a specification of an authentication service
provider along with the request for access to the controlled

resource.

3. The method of claim 2 further comprising:
retrieving the specification of an authentication service

provider from a cookie.

4. The method of claim 1 further comprising:

providing a usef selection of one of the plurality of
authentication service providers if an authentication service
provider was not received along with the request for access to

the controlled resource.

5. The method of claim 4 further comprising:
providing a user selection to persistently associate with the
user the user selection of one of the plurality of ’

authentication service providers.



4. The nmethod of claim 1l further conprising: providing a user selection of
one of the plurality of authentication service providers if an

aut hent i ceto mn4/ee18i ce  provi der was not received al ong rPATVEP20¢B2006@quUeSt

for access to the controlled resource. 5. The nethod of claim4 further
conprising: providing a user selectizgn_to persistently associate with the
user the user selection of one of the plurality of authentication service
provi ders. WD 2004/ 004273 PCT/ EP2003/ 006604 - 31 6. The nethod of claim1

further compei sieRBodseFdicne ian1agRenkhCabnphikeagest fromthe e-comerce
service provider to the specified authentication service provider; and
det er fEAPAGIaENt BE LESHGHIBdONs BREUES tpEgPIdERewWReERBISE S BPEVILER access

to th rngHE?'detEES% 9 rhaged QR AR 1 a%&@gngi%eaggn &§§E§Q§e Lpgm the
speci fied authentication serV|ce~prOV|5er. . “Thé et hod of cfaim 1
further conprising: in response to receiving the request fromthe client

f or ccess.to the controll ed resource, .deternini.n ig tge e- conmerce
servig@tﬁFﬁ%Paﬁg Rist ev§FF8m§8Fﬁ§n?FE§FF8npr@Véé@%tW PLRGF FRe client: and

in regpeysfel Acledat @oMRal LBALBAl clhec8ohPPBELa88EbMI 8 provider has a
valid authentication credential for the client, perform ng an access

cont r shtHeotdcehibor responeguésemf tbm sheclélipdnbutbenascassono the
contrglled resogggge i thout sending an authentication request to one of

the p urd Fprg aut hentication service providers. 8. A nethod for

authenticating a user wwthin a data processing system the nmethod

conprising: ) ..
7. The method of claim 1 further comprising:

in response to receiving the request from the client for

access to the controlled resource, determining if the e-

commerce service provider has a valid authentication

credential for the client; and

in response to a determination that the e-commerce service
provider has a valid authentication credential for the client,
performing an access control decision for the request from the
client for access to the controlled resource without sending
an authentication request to one of the plurality of

v

authentication service providers.

8. A method for authenticating a user within a data
processing system, the method comprising:

receiving at a first server a‘request from a client for access
to a controlled resource;

in response to a determination that the first server has an
identity of a second server that supports an authentication
service that was previously associated with the client,
sending an authentication request to the second server from
the first server;

in response to a determination that the first server does not

have an identity of a second server that supports an



receiving at a first server a request froma client for access to a
controlled resource; in response to a determnation that the first server
has an ideniond/go42f3 a second server that supports an autHaNER20@EG06604
service that was previously associated with the client, sending an

aut hentication request to the secomd server from the first server; in
response to a determnation that the first server does not have an
identity of a second server that supports an WD 2004/ 004273

PCT/ ER2003£006604n seI3Zicauthemnt weat peevsenwleye akbat 1\ wasdp awHho usley
associated with the client: allowng a user to choose an identity for the
secoﬁ&l§8FVer; and sendi ng an aut hentication request to the second server

from,18Re:hr S uSEEVEL. cRooble JfPtbad ok LBl Al ULthel Samyd:si no:

I
recei ving an authentication response the second server; an
det erndni ng whet her to provide access to the controlled resource based on

an indig&ted statg i@.th ,aut henti cation hrespons&. 10. The net hod of
cl ai M-BF-UPt AEr 28 ﬁﬁpi§Fﬁ 1o n TREEFSHs ECt 5PeEEFPPHRY SERYSFeddé®t from t he
clienhef @hrs@aceesset-Q the controlled resource, determning if the first

server has a valid authentication credential for the client at the first
server; and in response to a determnation that the first server has a

val i ¢ aut hent Leahbanor edenhi 8l dorptbe ghientsar.the first server,

perform ng an access contro cision for e reguest
receiving an authentication response from the second server;

and
determining whether to provide access to the controlled
resource based on an indicated status in the authentication

response.

10. The method of claim 8 further comprising:

in response to receiving the request from the client for
access to the controlled resource, determining if the first
server has a valid authentication credential for the client at
the first server; and

in response to a determination that the first server @as a
valid authentication credential for the client at the first
server, performing an access control decision for the regquest
from the client for access to the controlled resource without
sending an authentication request to the second server from

the first server.

11. The method of claim 8 further comprising:
determining at the second server whether the second server has

a valid authentication credential for the client; and

in response to a determination that the second server has a
valid authentication credential for the client, returning a

valid authentication status in response to the authentication



fromthe client for access to the controlled resource without sending an
aut hentication request to the second server from the first server. 11. The
met hod of wal mpav@2f3ur t her conpri sing: determ ning at thecIecne/®eser
whet her the second server has a valid authentication credential for the
client; and in response to a deterngpation that the second server has a
val id authentication credential for the client, returning a valid
aut hentication status in response to the authentication WD 2004/ 004273
PCT/ EP2(23£0606604 - 33 request. 12. The nethod of claim8 further
conprising: associating wwth the client the user's choice of the identity
of the second server. 13. The method of claim12 further conprising:
stori th S hok c t he t gcond server in a
per5|2?ent%ggo§%5ﬁ%§ ? o %%n? f%ﬁ@ﬂ%ﬁ do %ﬁ%%§% claim'12 further
conprassnglaahhgmwnghatheeclienthbheeumbethechbmcetofethbeldsatisychoice
of the |dﬁntit§?oé the second server in a cookie at the «client. 15. The
met hoBfoF €I SFRPES FTK Y FEr conprising: allowing a user to choose whether to
persistently associate the user's choice of the identity of the second
server wwth the user. 16. The nethod of claim 12 further conprising:
al | owldg aThsemetipodhobselabpt her fusthsrapprehilairgtationship with the
aut he o] e e.a See0 S ToeT o]
Furt ner o Eahr PLd e b b e oot ol SEBR o7 o fnbBel Fanp o e EhEE The
in a pers1stent cookle at the client.

14. The method of claim ‘12 further comprising:
allowing a user to choose whether to store the user’s choice
of the identity of the second server in a cookie at the

client.

15. The method of claim 12 further comprising:
allowing a user to choose whether to persistently associate
the user’s choice of the identity of the second server with

the user.

16. The method of claim 12 further comprising:
allowing a user to choose whether to establish a relationship

with the authentication service at the second server.

17. The method of claim 8 further comprising:
using HTTP redirection via the client to send the

authentication request to the second server.



aut henti cati on request to the second server. WD 2004/ 004273

PCT/ EP2003/ 006604 - 34 18. A conputer system conprising neans adapted for
carryi ng woutood/mg2st eps of the method accordi ng to anyorreTafP20é82006¢98 ecedi ng
claims 1 to 7. 19. A conputer system conprising neans adapted for carrying
out the steps of the nmethod accordingto anyone of the preceding clains 8
to 17. 20. A conputer program product stored on a conputer usable nedium
conpri sing conputer readable program neans for causing a conputer to
perforra.a retdehAaceordigiged camenei f dits RIRGRHNE S addlrlidgd 7 when
said programis run on said conputer. 21. A conputer program product

st or e®Wn & FhsRserfuddist ae PFRCESHIYT Sihgsisutclr Yadabl e program

neansﬂrtgcegﬁggj ai@nscgmgge;r to performa nethod according to anyone of

the precedi al s to 17 when said programis run on said conputer.
22. A network data nessage conprising: a transport protocol header; a
Uni f or. rg Resource I dentifier (URI) ,associated w controll ed resource;

h a
and ar’aut KeMATERGSEn SYEA" & PV Hede SRS LY dhai n

i dent idit Afheans N T itgRl IR IR W& 49 aniglLidy dife authentication
service provider is one of a plurality of ~ authentication service providers
in a Pegsediey ed@imenderito t/hat may be used in responding to a request to
access the controlled resource.

20. A computer program product stored on a computer usable
medium, comprising computer readable program means for causing
a computer to perform a method according to anyone of the
preceding claims 1 to 7 when said program is run on said

computer.

21. A computer program product stored on a computer usable
medium, comprising computer readable program means for causing
a computer to perform a method according to anyone of the
preceding claims 8 to 17 when said program is run on said

computer.

22. A network data message comprising:
a transport protocol header;
a Uniform Resource Identifier (URI) associated with a

controlled resource; and

an authentication service provider token that indicates a
domain identity of an authentication service provider, wherein
the authentication service provider is one of a plurality of
authentication service providers in a federated environment
that may be used in responding to a request to access the

controlled resource.



